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Top Stories 

 The Bradenton Herald reports that a Bradenton, Florida man faces federal charges after 
trying to commit a murder-for-hire in Tampa on April 23 by blowing up a car using a 
homemade bomb. FBI agents and local law enforcement arrested the man after an 
undercover agent witnessed him build a bomb in a Tampa hotel, plant it in a car in 
downtown Tampa, and press a button he thought would detonate it. (See item 47) 

 According to the Associated Press, the Bureau of Reclamation wants public comment on 
its $705,000 plan to raise the crest of the Anderson Ranch Dam in southwestern Idaho and 
build a single-lane road to better protect the structure against terrorist attack. (See item 54) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 27, Associated Press – (Mississippi) 3 arrested at Chevron refinery on charges 
of stealing parts to trade for drugs. A Jackson County sheriff said three people have 
been arrested for stealing parts from the Chevron refinery in Pascagoula, Mississippi 
and trading them for drugs. He identified one of those arrested as a 36-year-old 
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Saraland, Alabama, man who worked at Baton Rouge, Louisiana-based Triad Electric 
and Controls Inc., a subcontractor of Chevron. The sheriff said the man was arrested 
this past week and released on $10,000 bond. No trial date has been set. 
Source: http://www.wreg.com/news/sns-ap-ms--chevronarrests,0,2959643.story 

2. April 27, Bloomberg – (California) Chevron California refinery upgrade report 
flawed, court says. An environmental report for Chevron Corp.’s plan to upgrade an 
oil refinery near San Francisco failed to adequately specify whether heavier and more 
polluting crude oil could be processed, or disclose measures for mitigating increases in 
greenhouse gas emissions, a California court ruled. A state appeals court in San 
Francisco yesterday found that elements of the report violated requirements of 
California’s environmental quality law. The Richmond City Council relied on the 
report when it voted 5 to 4 in 2008 to issue permits for the Chevron project, according 
to the ruling. The project, which would replace equipment including a 40-year-old 
hydrogen unit, was halted after a state court judge ruled that an environmental permit 
was inadequate. Groups, including Earthjustice and Communities for a Better 
Environment, alleged in a lawsuit that the project would increase pollution. Chevron is 
reviewing the ruling, a spokesman said in an e-mailed statement. 
Source: http://www.businessweek.com/news/2010-04-27/chevron-california-refinery-
upgrade-report-flawed-court-says.html 

3. April 26, KHQA 7 Quincy – (Missouri) Hannibal residents frustrated with power 
outages. A local news station in Hannibal, Missouri, has received a few concerns from 
viewers that the city is not doing anything to fix recurring power outages the city has 
been experiencing for more than a year. This past weekend, there were six, separate 
incidents that caused different areas of the city to lose power. Three of the outages were 
in the Indian Mounds Substation off Cheyenne Avenue. Officials blamed the outages 
on weather, but residents are concerned by the volume of problems. The Indian 
Mounds Substation is the oldest substation in the city, but with 2,100 electric meters, it 
has the most customers. The entire city of Hannibal has about 150 miles of overhead 
power lines. 
Source: http://www.connecttristates.com/news/story.aspx?id=448801 

4. April 26, New York Times – (Louisiana) Robots try to seal underwater well spewing 
oil into Gulf since rig blast. Oil continued to pour into the Gulf of Mexico Monday as 
authorities waited to see if the quickest possible method of stopping the leaks would 
bring an end to what was threatening to become an environmental disaster. Remote-
controlled robots operating 5,000 feet under the ocean’s surface were more than a full 
day into efforts to seal off the oil well, which has been belching crude through leaks in 
a pipeline at the rate of 42,000 gallons a day. The leaks were found Saturday, days after 
an oil rig to which the pipeline was attached exploded, caught on fire and sank in the 
Gulf about 40 miles off the coast of Louisiana. The robots were trying to activate a 
device known as a blow-out preventer, a 450-ton valve at the wellhead that is designed 
to shut off a well in the event of a sudden pressure release. Officials had initially said 
that the operation, which began Sunday morning, would take 24 to 36 hours. But 
Monday they said they would keep trying as long as the efforts were feasible because 

http://www.businessweek.com/news/2010-04-27/chevron-california-refinery-upgrade-report-flawed-court-says.html
http://www.businessweek.com/news/2010-04-27/chevron-california-refinery-upgrade-report-flawed-court-says.html
http://www.connecttristates.com/news/story.aspx?id=448801
http://www.wreg.com/news/sns-ap-ms--chevronarrests
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“it is the best option,” a Coast Guard spokesman said. The other options — collecting 
the oil in a dome and routing it to the surface or drilling one or more relief wells — 
would take weeks or even several months to execute. 
Source: 
http://www.cleveland.com/nation/index.ssf/2010/04/robots_try_to_seal_underwater.ht
ml 

[Return to top]  

Chemical Industry Sector 

5. April 27, North Central Illinois New Tribune – (Illinois) Firefighters help Flint Hills 
chemical plant with small fire. Peru, Illinois police blocked Brunner Street and Peru 
firefighters responded before 7 a.m. today after a call about a possible chemical spill 
and smoke investigation at Flint Hills Resources, a refining and chemicals company. 
But emergency officials were released from the scene by about 7:25 a.m. The cause for 
the alarm turned out to be some dust catching fire on top of an I-beam. 
Source: 
http://www.newstrib.com/articles/news/local/default.asp?article=20567&aname=Firefi
ghters+at+Flint+Hills+chemical+plant 

6. April 26, WSAZ 3 Huntington – (West Virginia) Hydrogen leak reported at Tech 
Park in South Charleston. Kanawha County 911 dispatchers reported a hydrogen gas 
leak, Monday, at the Tech Park in South Charleston, West Virginia. Metro 911 received 
a call at 10:37 a.m. concerning an unknown alarm going off in Building 740. 
Dispatchers said they then received a second call reporting a hydrogen gas leak in a 
cylinder on the fourth floor of Building 740. The building was evacuated and all of the 
employees were accounted for. No injuries were reported. Metro 911 was advised at 
11:13 a.m. that the hydrogen bottle had been secured and the leak was stopped. 
Dispatchers said the leak was contained to the building and there was no threat to the 
public. 
Source: http://www.wsaz.com/news/headlines/92097159.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. April 27, Associated Press – (North Carolina) NC to distribute protective pills near 
nuke plant. Health officials are refreshing the radiation-fighting pills for more than 
120,000 North Carolina residents living near a nuclear power plant. The News & 
Observer of Raleigh reported Tuesday a new batch of potassium iodide pills will be 
offered next month to residents within 10 miles of the Shearon Harris nuclear plant. 
They are to replace tablets distributed seven years ago. Health officials in Wake, 
Chatham, Harnett and Lee counties will give away a single dose of the pills at local 
schools and other locations. Free pills also are available year-round at public health 

http://www.newstrib.com/articles/news/local/default.asp?article=20567&aname=Firefighters+at+Flint+Hills+chemical+plant
http://www.newstrib.com/articles/news/local/default.asp?article=20567&aname=Firefighters+at+Flint+Hills+chemical+plant
http://www.wsaz.com/news/headlines/92097159.html
http://www.cleveland.com/nation/index.ssf/2010/04/robots_try_to_seal_underwater.html
http://www.cleveland.com/nation/index.ssf/2010/04/robots_try_to_seal_underwater.html
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clinics. Potassium iodide can reduce the risk of thyroid cancer from radiation exposure. 
Source: http://www.wbtv.com/Global/story.asp?S=12380711 

8. April 27, Orange County Register – (California) San Onofre’s 2 nuclear reactors 
returning to full power. Two nuclear reactors at the San Onofre Nuclear Generating 
Station will be returned to full power for the approaching warm-weather season, 
Southern California Edison said Monday. This comes after the plant’s Unit 2 reactor 
was shut down for six months to swap out two, aging 640-ton steam generators, and 
Unit 3 was cut to half capacity to conserve nuclear fuel for the high-demand summer 
season. San Onofre is pumping up the power on its two reactors to prepare for summer, 
when demand for electricity typically increases. “San Onofre Unit 3 is currently 
operating at 78 percent capacity as operators ramp it up to full generating capacity,” an 
Edison spokesman said via e-mail. “The step comes after 45 days at half capacity to 
ensure the unit has sufficient fuel for the peak summer run. The unit has been operating 
continuously for 494 days.” The spokesman reported that Unit 2 is operating at almost 
full capacity and is being held at 98 percent “as outage personnel complete the start-up 
step.” 
Source: http://www.ocregister.com/news/unit-245923-capacity-full.html 

[Return to top]  

Critical Manufacturing Sector 

9. April 26, WANE 15 Fort Wayne – (Indiana) Semi catches on fire at GM plant. A semi 
caught on fire at the Fort Wayne (Indiana) General Motors plant Monday afternoon. 
The truck was idling near a loading dock around 1 p.m. when the the driver noticed the 
engine was on fire. The cab was a total loss. No one was in the truck at the time and no 
one got hurt. Nothing in the semi’s trailer was damaged. 
Source: http://www.wane.com/dpp/news/local/semi-catches-on-fire-at-gm-plant 

[Return to top]  

Defense Industrial Base Sector 

10. April 13, Nuclear Street – (Tennessee) Y-12 finishes initial HEUMF transfer ahead 
of schedule. Officials at the Y-12 National Security Complex announced April 13 that 
they have finished the transfer of enriched uranium from a warehouse in operation 
since the 1940s into the nation’s new Highly Enriched Uranium Materials Facility at 
Oak Ridge, Tennessee. The work was completed more than two weeks ahead of an 
already highly accelerated schedule. The initial HEUMF load out was finished April 7, 
in 73 days, which is well ahead of the 90-day goal and a fraction of the original plan 
that called for loading to be performed over a 13-month period. “The start of HEUMF 
operations has been remarkably smooth, including stellar operational-readiness reviews 
and this very successful, initial loading effort,” said the manager of the National 
Nuclear Security Administration’s Y-12 Site Office. “It is a credit to a site office and 
contractor team dedicated to the President’s commitment to safe, secure and efficient 

 

http://www.ocregister.com/news/unit-245923-capacity-full.html
http://www.wane.com/dpp/news/local/semi-catches-on-fire-at-gm-plant
http://www.wbtv.com/Global/story.asp?S=12380711
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storage that ensures nuclear security not just for the United States but nations around 
the world.” About 40 percent of Y-12’s highly enriched uranium now is stored at 
HEUMF. Additional enriched uranium currently located in four processing areas at Y-
12 will be moved to the HEUMF over the next 18 months to provide more efficient and 
secure storage, and to free up valuable space for materials needed in manufacturing 
operations. The HEUMF will replace aging facilities with a single state-of-the-art 
storage facility. The largest construction project at the Oak Ridge facility in more than 
40 years, the $549 million HEUMF was completed in 2008. 
Source: http://nuclearstreet.com/blogs/nuclear_power_news/archive/2010/04/13/y-12-
finishes-initial-heumf-transfer-ahead-of-schedule-04134.aspx 

[Return to top]  

Banking and Finance Sector 

11. April 27, New Jersey Local News Service – (New Jersey) Police discover card-
skimming devices in Cedar Grove gas pumps. Police found what appeared to be 
credit card-skimming devices in two gas pumps at an Exxon gas station in Cedar 
Grove, New Jersey, a township police official said. Police discovered the electronic 
devices April 20 at the station at 379 Pompton Ave. while following up on a report, 
according to a police captain. He said that police do not know when the devices were 
placed there or if any customers were the victim of identity theft due to stolen credit-
card information. The Essex County Prosecutor’s Office is assisting with the 
investigation. 
Source: 
http://www.nj.com/news/local/index.ssf/2010/04/police_discover_card_skimming.html 

12. April 26, Chico Enterprise Record – (California) ‘Fedora bandit’ robs Gridley Bank 
of the West branch. The Bank of the West in Gridley, California appears to be the 
latest institution hit in a string of robberies by a man law-enforcement officials are 
calling “the fedora bandit.” According to a press release from the Gridley-Biggs Police 
Department, a man robbed the Bank of the West, at 34 E. Gridley Road in Gridley, at 
about 2 p.m. April 26. The suspect is about 40-years-old, slim to medium build, 
wearing a fake goatee, fedora-style hat and “armed with a silver revolver,” the press 
release stated. After the robbery, the man left on foot, and is believed to have left the 
scene in a vehicle, which was not identified. Similar robberies have taken place since 
December, twice at the Bank of the West in Grass Valley (Dec. 22 and March 31), and 
at Bank of the West branches in South Lake Tahoe (Feb. 18), Kings Beach (March 8) 
and Carson City (April 12). 
Source: http://www.chicoer.com/news/oroville/ci_14965386 

13. April 26, Salina Journal – (National) 4 indicted in debit-card scam. Four California 
residents have been charged with one count of unlawful possession of 247 counterfeit 
VISA debit cards, and one count of unlawful possession of a credit-card scanner and 
computer used to manufacture the cards. Authorities allege the crimes occurred April 2 
in Trego County, Kansas. The four men were arrested April 2, after a trooper pulled 

http://www.nj.com/news/local/index.ssf/2010/04/police_discover_card_skimming.html
http://www.chicoer.com/news/oroville/ci_14965386
http://nuclearstreet.com/blogs/nuclear_power_news/archive/2010/04/13/y-12-finishes-initial-heumf-transfer-ahead-of-schedule-04134.aspx
http://nuclearstreet.com/blogs/nuclear_power_news/archive/2010/04/13/y-12-finishes-initial-heumf-transfer-ahead-of-schedule-04134.aspx
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them over on the eastbound lanes of Interstate Highway 70 near milepost 133 for 
speeding. Two of the men were in a black Mercedes, and the other two were in a 
cream-colored Mercedes, both rented. The men told the trooper they were on their way 
to a bachelor party in Chicago. Troopers found four plastic bags containing 247 
counterfeit VISA debit cards and a laptop computer in the cream-colored Mercedes. In 
the black Mercedes, troopers found a machine for reading and encoding debit and 
credit cards. 
Source: http://www.saljournal.com/news/story/cardscam4-26-10 

14. April 24, Detroit News – (Michigan) Fed team: Mortgage fraud plagues area. Metro 
Detroit is a hotbed of mortgage scams with a rising number of crooks preying on 
homeowners desperate to avoid foreclosures, representatives of a federal Financial 
Fraud Enforcement Task Force, an ad-hoc group of law agencies, said April 23. The 
task force met with community groups, real estate agents, banking officials and law 
enforcement agencies in Detroit and launched a Web site called 
www.preventloanscams.org to help consumers identify and report scams. “This was a 
freight train coming right at us,” said the FBI special agent in charge. The region has 60 
cases of fraudulent mortgage behavior. The average scam nabs about $3,000 from a 
home buyer. The task force’s creation comes as federal and state authorities investigate 
a wide array of potential wrongdoing linked to the financial crisis. 
Source: http://www.detnews.com/article/20100424/BIZ/4240308/1001/Fed-team--
Mortgage-fraud-plagues-area 

15. April 24, CBS – (California) ‘Starlet Bandit’ wanted for robbing 5 Los Angeles 
County banks. The public’s help is needed to identify the so-called “Starlet Bandit” 
after she robbed five banks the week of April 19 in Los Angeles County. The FBI says 
she is responsible for a total of seven bank heists in the Los Angeles area since March 
2008: March 25, 2008, the Bank of America at 7800 W. Sunset Blvd. in Hollywood; 
and July 22, 2008, the Bank of America at 7255 Woodman Ave. in Van Nuys. 
Recently: April 19, the Bank of America at 7255 Woodman Ave. in Van Nuys; April 
21, the Bank of America at 7800 W. Sunset Blvd. in Hollywood; April 21, the Chase 
Bank at 10348 N. Sepulveda in Mission Hills; April 23, the Bank of America at 839 E. 
Palmdale in Palmdale; April 23, the Chase Bank at 10348 N. Sepulveda in Mission 
Hills. FBI photos from five of the robberies show a casually dressed, hefty white 
woman in her 20s in sunglasses, carrying a shoulder bag and holding a cell phone to 
one ear. “According to witnesses at the banks, the Starlet Bandit approaches the victim 
teller while talking on her cell phone,” said a statement from the FBI Los Angeles Field 
Office. The woman has been seen leaving the scene of bank robberies in a white 
Toyota Avalon with a male driver, and also in a dark sport utility vehicle, similar to a 
Cadillac Escalade.  
Source: http://cbs2.com/local/Starlet.Bandit.2.1654738.html 

For another story, see item 40  
 
[Return to top]  
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Transportation Sector 

16. April 27, KFGO 790 Fargo-Moorhead – (North Dakota) Flooding closes major 
highway near Devils Lake. High water has prompted the closure of a major highway 
in the flooded Devils Lake region of North Dakota. The state transportation department 
said North Dakota Highway 20 is closed about 12 miles south of Devils Lake at Spring 
Lake because of the high water and saturated road conditions. Traffic is being detoured. 
Devils Lake has risen about 27 feet, hit record levels, and tripled in size since 1993 
because of a series of wet years. This has resulted in hundreds of millions of dollars in 
damage. The regional Federal Emergency Management Agency Administrator is 
scheduled to visit the area early next month to get a first-hand look at flooding 
problems. 
Source: http://www.kfgo.com/regionalnews_Detail.php?ID=11705 

17. April 26, CNN – (National) FAA calls for crackdown on cockpit 
distractions. Airlines should create and enforce policies to ensure that pilots focus on 
flying their planes safely instead of being distracted by laptop computers and other 
devices, the Department of Transportation’s Federal Aviation Administration said 
Monday. The statement referred to an October incident when Northwest Airlines Flight 
188 pilots overflew their destination by 150 miles because they were using laptop 
computers for personal activities. Northwest has a policy prohibiting pilots from using 
laptops in the cockpit, and the pilots in the October incident had their licenses revoked. 
An FAA settlement with the two pilots allows them to reapply for their licenses as soon 
as August 29. In its Information for Operators guidance, the FAA notes that any 
cockpit distraction can be a safety risk, including the use of personal electronic devices 
for non-flight activities. “Every aviation professional needs to take the issue of 
distractions in the cockpit seriously,” the FAA Administrator said in the document. In 
the guidance announced Monday, the FAA asks airlines to create a “safety culture” in 
the cockpit through crew-training programs. Although laptop computers and other 
electronic devices are becoming valuable tools for pilots in their routine duties, “they 
must only be used in the cockpit if they assist pilots in safely operating an aircraft,” the 
document said. 
Source: http://www.cnn.com/2010/TRAVEL/04/26/pilots.distractions/?hpt=T2 

18. April 26, KTUU 2 Anchorage – (Alaska) PenAir plane crashes on landing at King 
Cove Airport. The Alaska Department of Transportation (DOT) said a PenAir 
Cherokee aircraft crashed while landing at the King Cove Airport, Monday afternoon. 
DOT said a pilot and three passengers sustained minor injuries. Early reports indicate 
the aircraft’s landing gear collapsed during landing. The runway has been closed to 
remove debris and the damaged aircraft. 
Source: http://www.ktuu.com/Global/story.asp?S=12379314 

19. April 26, Global Security Newswire – (New York) Marines join chemical attack drill 
in NYC. The New York Fire Department and the U.S. Marine Corps last week 
conducted response exercises for a chemical attack and other simulated acts of 
terrorism in the city. Firefighters and members of the Marines’ Chemical Biological 

http://www.kfgo.com/regionalnews_Detail.php?ID=11705
http://www.cnn.com/2010/TRAVEL/04/26/pilots.distractions/?hpt=T2
http://www.ktuu.com/Global/story.asp?S=12379314
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Incident Response Force (CBIRF) unit Thursday dealt with the mock release of a 
dangerous chemical in the subway system, a bus explosion, a collapsing building and 
detonations of two improvised explosive devices, according to a Marine Corps press 
release. The Marines aided the firefighters by venturing into a fake subway tunnel that 
was filled with smoke to identify the chemical deployed in the attack. Marines also 
decontaminated “victims” by spraying and scrubbing them down before sending them 
to fire department medical crews. A Marine sergeant said his reconnaissance team 
could identify more than 1 million chemicals and make recommendations to first 
responders on what type of protective gear they should use. Emergency personnel 
wearing inadequate protections could be overcome during an incident, while their 
efforts could also be impeded by overly bulky gear, he said. The Marine CBIRF 
commanding officer said the unit could support federal, state, and local authorities in 
the event of an attack. The Marines attend major public events like sporting 
competitions and presidential visits so that they are on hand in the event of an 
emergency. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100426_6847.php 

For another story, see item 4  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

20. April 27, Food Safety News – (National) Gillibrand to USDA: Regulate non-O157 E. 
coli. A U.S. Senator from New York, who is quickly becoming a leading food-safety 
advocate, sent a letter to the U.S. Department of Agriculture (USDA) Secretary urging 
the agency to include six additional strands of E. coli as hazardous adulterants that must 
be tested. The call comes as public health authorities are investigating a multistate 
oubreak tied to a non-O157 strand of the bug, E. coli O145, as well as an E. coli O111 
outbreak tied to a Colorado prison. The CDC estimates that non-O157 strands of shiga 
toxin-producing E. coli (STEC) cause 36,700 illnesses, 1,100 hospitalizations and 30 
deaths in America each year. The USDA is not required to test for strands beyond E. 
coli O157:H7. “In America, in 2010, it is unconscionable that food is still going straight 
to our kitchens, school cafeterias, and restaurants without being properly tested to 
ensure its safety,” the Senator said in a statement Monday. “We need immediate action 
to keep our families safe.” â�¨Safe Tables Our Priority (STOP), a foodborne-illness, 
victims-advocacy group, as well as Marler Clark, LLP, the leading food-safety 
litigation firm, have petitioned USDA to expand the official E. coli classifications to 
include non-O157 STECs as a hazardous, regulated adulterant.â�¨â�¨ In her letter to 
the Agriculture Secretary, the Senator requested an official response to the two 

http://www.globalsecuritynewswire.org/gsn/nw_20100426_6847.php
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petitions requesting that the USDA include the additional strands of E. coli in their 
required testing. A recent study estimated the annual cost of E. coli O157:H7 illnesses 
to be $405 million (in 2003 dollars), which included $370 million for premature deaths, 
$30 million for medical care, and $5 million for lost productivity. 
Source: http://www.foodsafetynews.com/2010/04/gillibrand-calls-on-usda-to-regulate-
non-o15... 

21. April 27, Food Safety News – (Pennsylvania) More raw milk permits suspended in 
PA. The Pennsylvania Department of Agriculture urged consumers to discard raw ilk 
purchased from the King farm in Aaronsburg, Centre County, and from Cedar Hollow 
Farm in Mill Hall, Clinton County Monday. The move came after milk sold by both 
dairies tested positive for potentially deadly pathogenic bacteria. According to a 
Pennsylvania Department of Agriculture press release, samples taken from the King 
farm tested positive for Listeria monocytogenes, and samples taken from Cedar Hollow 
Farm tested positive for Campylobacter. The samples were taken April 12. No illnesses 
have been reported in association with the consumption of raw milk from these farms. 
Anyone who experiences symptoms of listeriosis or campylobacteriosis should contact 
a health care provider. 
Source: http://www.foodsafetynews.com/2010/04/more-raw-milk-permits-suspended-
in-pa/ 

22. April 27, Amarillo.com – (Texas) Texas looks for ways to stop crop destruction by 
feral hogs. A Floyd County (Texas) farmer is frustrated. For years, feral hogs have 
destroyed his crops and proved ruinous to his land, and he has tried just about 
everything to control them. This includes putting fences around his ranch, shooting the 
hogs from helicopters and allowing hunters to kill as many as they can. But the 
methods have had little success. The Texas Department of Agriculture estimates the 
wild pigs cause about $52 million a year in damages to property, crops, pastures, 
fences, roads, ponds and fields. In addition, Texas landowners spend $7 million 
annually trying to control the population. But what primarily worries state officials is 
the threat of swine disease and other risks such as pollution of rivers, lakes and streams. 
“They bring a lot of diseases like trichinosis and brucellosis,” said a state representative 
from Waco, who is a veterinarian and is vice chairman of the agriculture and livestock 
committee. “If we had an outbreak of one of those diseases the feral hogs carry, it could 
cost the state billions, not millions, of dollars,” he said. The hog population is not just a 
West Texas problem. The concern stretches across much of the state, according to a 
series of wildlife experts who recently testified before separate hearings of the Texas 
house and senate. The two panels are addressing the matter because it’s shaping up as a 
priority when the legislature is back in session next year. But money could be an issue. 
Officials from the Department of Agriculture and other agencies told the house panel 
that it costs at least $4 million a year to fund an efficient feral hog control program. 
Source: http://www.amarillo.com/stories/042710/new_news3.shtml 

23. April 26, U.S. Food and Drug Administration – (Florida) Two arrests made in 
contaminated food case. The U.S. Attorney for the Southern District of Florida 
announced Friday that two men from Honduras were arrested and charged with 

http://www.foodsafetynews.com/2010/04/more-raw-milk-permits-suspended-in-pa/
http://www.foodsafetynews.com/2010/04/more-raw-milk-permits-suspended-in-pa/
http://www.amarillo.com/stories/042710/new_news3.shtml
http://www.foodsafetynews.com/2010/04/gillibrand-calls-on-usda-to-regulate-non-o15
http://www.foodsafetynews.com/2010/04/gillibrand-calls-on-usda-to-regulate-non-o15
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introducing adulterated food products into interstate commerce. The Hondurans were 
arrested by special agents from the U.S. Food and Drug Administration (FDA) Office 
of Criminal Investigation and U.S. Immigration & Customs Enforcement, and by 
Miami-Dade Police Department investigators. The charges were brought under thee 
Food, Drug & Cosmetic Act (FDCA), and the anti-smuggling statute, Title 18, United 
States Code, Section 545. The defendants were slated to appear Monday in United 
States Magistrate Court in Miami. According to the allegations of the complaint, the 
Hondurans imported four shipments of cheese from Nicaragua between December 
2009 and March 2010, with a declared value of more than $322,000. According to 
testing conducted by the FDA district laboratory in Atlanta, three of the four shipments 
were contaminated with Staphylococcus aureus, and the fourth shipment violated 
standards applicable to phosphatase, indicating the cheese was not pasteurized as 
declared on the relevant Customs import paperwork. 
Source: http://www.fda.gov/ICECI/CriminalInvestigations/UCM209740 

24. April 26, Reuters – (Florida) New cotton pest reaches Florida for first time. The 
cotton seed bug, a pest that has not been found in the United States, has been found for 
the first time in Florida, agriculture officials said. The Florida Department of 
Agriculture and Consumer Services said in a statement on Friday the pest was found by 
a U.S. Department of Agriculture (USDA) inspector among cotton plants in the Florida 
Keys. “The cotton seed bug is a serious pest of cotton and we are hopeful it is 
contained on an island in the Keys far away from the cotton production area,” the 
Florida Agriculture commissioner said. “Our inspection teams are currently in the field 
conducting a delimiting survey that will tell us if this pest has spread,” he added. The 
cotton seed bug attacks cotton and other plants in the cotton family including hibiscus 
and okra. It is native to Africa, but has become established worldwide including in the 
Caribbean Basin and Puerto Rico. The 4-5 mm (1/4 inch) insect feeds on cottonseed 
making the seeds less likely to sprout and reduces cotton oil quality. They can also 
cause staining of the cotton lint during the ginning process. A USDA report indicates 
cottonseed weight in Egypt decreased 2.5 to 15 percent due to this pest, creating 
significant revenue losses. Severe infestations may decrease germination by as much 
has 75 percent. 
Source: http://abcnews.go.com/Technology/wireStory?id=10479882 

25. April 26, Columbus Dispatch – (Ohio, Michigan) Health officials investigate E. coli 
outbreak in Ohio, Michigan. An E. coli outbreak has sickened at least a dozen people 
in Ohio and Michigan, including several students at Ohio State University and the 
University of Michigan. Health officials in both communities are running tests on 
samples from 20 others and said they haven’t identified a source of the illness, which is 
often spread by contaminated ground beef or produce, particularly leafy greens. The 
cases are considered to be connected because lab tests revealed they are all of a less-
common type of E. coli and several have matching genetic fingerprints. Investigators 
are surveying ill individuals to see what they have in common. Several of the sickened 
Ann Arbor residents ate at some of the same places and those were being considered 
possible sources, said a spokeswoman for Washtenaw County (Michigan) Public 
Health. In light of the new Columbus cases, “this is looking more like something 
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broader, like a food-distribution issue,” the county health spokeswoman said. She said 
there is no indication that anyone was sickened while traveling to another city. 
Columbus Public Health has identified five cases of E. coli infection, some of them in 
Ohio State University students, and is looking into six others that might be connected, 
said the city’s medical director. All involve young adults who were sickened starting in 
mid-April, she said. In Michigan, health officials have confirmed seven cases in the 
Ann Arbor area and are looking at 14 others. 
Source: 
http://www.dispatch.com/live/content/local_news/stories/2010/04/26/columbus_health
_officials_investigate_e_coli_outbreak.html?sid=101 

[Return to top]  

Water Sector 

26. April 27, KOAA 5 Colorado Springs – (Colorado) $650,000 in fines over western 
Colorado contamination. Oxy USA has agreed to pay nearly $650,000 in fines after 
regulators said they found pit leaks that caused oil and gas contamination of spring 
waters near Parachute, Colorado. The company signed a proposed settlement that 
includes a fine of about $390,000 related to leaks in an unlined pit in the Cascade 
Canyon area, and a fine of $257,400 over a torn liner at Rock Springs. If approved by 
the Colorado Oil and Gas Conservation Commission, the $390,000 fine would be 
among the largest imposed by the commission. The contamination was discovered in 
2008. Regulators said Oxy operated pits without necessary permits, and that water tests 
detected benzene levels well above allowable amounts. Oxy admitted no liability under 
the settlement. 
Source: http://www.newsfirst5.com/news/650000-in-fines-over-western-colorado-
contamination/ 

27. April 27, Richmond Times-Dispatch – (Virginia) Tens of thousands of carp dumped 
into Chesterfield reservoir. Monday morning, 10,500, foot-long, sterile, grass carp 
were deposited into Chesterfield County’s Swift Creek Reservoir in Virginia at a cost 
of $40,380 to the county’s utilities department. The goal is for the carp to eat a 
troublesome plant. Hydrilla, an aquatic nuisance weed indigenous to Asia, has infested 
nearly 750 acres of the 1,700-acre reservoir in recent months, making access difficult 
and threatening water quality for one of the county’s drinking sources. Carp, which 
love to feed on the weed, are being used as a long-term solution to the problem, which 
local officials believe could soon cover half the body of water. “The actual impact of 
the carp won’t be realized until about two years from now,” the utilities director said. 
He called the fish “a key, biological-response mechanism.” The fish, which live 10 to 
15 years, eventually grow to 40 pounds or more on the hydrilla diet plan. The county 
has requested $2.9 million in federal funding from the Army Corps of Engineers’ 
Aquatic Plant Control program to help address the issue. A reservoir-management 
group also has been established and is considering short-term solutions such as site-
specific hydrilla harvesting near marinas and boat-access areas. 
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Source: http://www2.timesdispatch.com/rtd/news/local/article/HYDR27_20100426-
221408/340207/ 

28. April 26, Water Technology Online – (National) Forbes releases list of ‘America’s 10 
Thirstiest Cities’. Forbes has released a list of the 10 “thirstiest” cities in the United 
States. “America’s 10 Thirstiest Cities” is based on the Sperling Drought Index, which 
was compiled by the founder of Bestplaces.net. The index used data from the National 
Climatic Data Center, detailing aquifer and reservoir levels, soil moisture, soil type and 
precipitation patterns, Forbes noted. The state of California had the most cities on the 
list with four; two Arizona cities were also included. Los Angeles topped the list, 
followed by San Diego, California, San Antonio, Texas; Honolulu, Hawaii; 
Bakersfield, California; Phoenix, Arizona; Portland, Oregon; Sacramento, California; 
Las Vegas, Nevada; and Tuscon, Arizona. According to the report, these cities are the 
most likely candidates to suffer from a water crisis in the next decade. 
Source: http://watertechonline.com/news.asp?N_ID=73951 

29. April 26, Associated Press – (New York) EPA to pay extra water costs for 2 Hudson 
towns. Federal regulators overseeing a massive dredging project on the Hudson River 
in New York, said they will cover the extra costs two towns have been paying for 
drinking water since they stopped drawing from the river because of pollution worries. 
The U.S. Environmental Protection Agency (EPA) had previously agreed to pay the 
extra costs for the towns of Halfmoon and Waterford only when dredging upriver 
pushed PCB levels above safe drinking standards. The agency paid for tapping into an 
alternate water supply in nearby Troy. Under the deal announced Monday, the EPA 
will pay the extra costs for both towns year-round at least through November 2012, and 
during the multi-year project. The towns are concerned about pollution from PCB, 
which is a known carcinogen. 
Source: http://www.wcax.com/Global/story.asp?S=12376715 

30. April 25, Birmingham News – (Alabama) Flawed sewer plant can treat only half its 
designed limit, Jefferson County officials say. A sewer plant designed to treat 60 
million gallons of wastewater can treat only about half of that amount, and the flaw 
could lead to overflows and other permit violations, Jefferson County, Alabama, 
officials say. Design flaws at Five Mile Creek Wastewater Treatment Plant are just the 
latest in a series of costly problems for a troubled sewer system that threatens to 
bankrupt Alabama’s most populous county. On Tuesday, the Jefferson County 
Commission will consider filing a lawsuit against Hendon Engineering Associates Inc. 
over its design at the Five Mile Creek plant, said the assistant county attorney. The 
county is seeking to recover $4.5 million in damages from Hendon, according to the 
proposed lawsuit. The Five Mile Creek plant has the capacity to push 27 million 
gallons a day through the facility, not 60 million gallons as originally designed, 
according to county officials. A former vice president for Hendon, declined to 
comment Friday. He said the company was no longer in business. The County 
Commission approved a $52.4-million contract with Hendon in 2005 to double the 
capacity of the Five Mile Creek plant, which was nearing capacity. “In 2008, when 
construction was mostly complete, we discovered that due to an error Hendon had 
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made in their engineering design we were limited to 27 million gallons a day,” the 
director of the county’s environmental services department said. He noted that steps 
have been taken to fix the problem. About six months ago, the department bid a 
contract to add an intermediate pump station at the File Mile Creek plant to reach the 
original design capacity of 60 million gallons. The project, which will be completed in 
about 14 months, will cost about $2.6 million. 
Source: http://blog.al.com/spotnews/2010/04/jeffco_sewer_plant_design_is_f.html 

[Return to top]  

Public Health and Healthcare Sector 

31. April 26, Los Angeles Times – (National) The CDC sees a very small risk of 
complications with swine flu vaccine, but is it real? Researchers at the Centers for 
Disease Control and Prevention have observed a very small risk of complications 
associated with the vaccine for pandemic H1N1 influenza, but the potential increase in 
risk is so small that they are not sure if it is real or simply an artifact of the increased 
monitoring for complications that has accompanied the swine-flu vaccination program. 
A CDC risk assessment working group reported to the agency’s National Vaccine 
Advisory Committee, Friday that they had observed a very small increase in the risk of 
Guillain-Barre syndrome, Bell’s palsy and thrombocytopenia in some monitoring 
programs, but not in others. “Because the effects are so small, it is hard to say whether 
it is due to chance or a real effect,” said the director of the CDC’s influenza-
coordination unit. “In terms of public health, we are definitely not concerned,” added a 
CDC spokesman. “When you have as robust a system as we have to look at safety 
issues, these things are going to pop up. But we have no indication whatsoever that this 
vaccine is not safe and effective.” 
Source: http://latimesblogs.latimes.com/booster_shots/2010/04/the-cdc-sees-a-very-
small-risk-with-swine-flu-vaccine-but-is-it-real.html 

32. April 26, Associated Press – (New York) FEMA money will relocate flood-damaged 
NY hospital. The Federal Emergency Management Agency has announced that it will 
pay for replacing a rural New York hospital that was forced closed by flooding last 
summer. FEMA will spend $18.5 million to rebuild Tri-County Memorial Hospital in 
Gowanda, 30 miles south of Buffalo, but on a different site that is less likely to flood. 
The old building will be demolished. About 60 patients were evacuated from the 
hospital when heavy rains swelled creeks and sent floodwater surging through the 
valley town in August 2009. The water level reached about two feet on the hospital’s 
ground floor, which housed the emergency room and dental clinic. 
Source: http://www.wcax.com/Global/story.asp?S=12377344 

For another story, see item 7  
 
[Return to top]  

Government Facilities Sector 
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33. April 26, Associated Press – (International) US Air Force base on Guam runs 
phishing scam. Officials at a U.S. Air Force base on Guam said they regret any 
confusion among the general public because of an exercise they ran involving a form of 
Internet fraud that steals personal information. The 36th Communications Squadron at 
Andersen Air Force Base implemented the phishing scam last week as part of the 
base’s Operational Readiness Exercise. The Air Force said Monday that an internal e-
mail purporting to be from “Transformers 3” spoke of a casting opportunity for the 
movie and asked interested personnel to submit an application with their personal 
information. The military said the purpose of the exercise was to measure the 
effectiveness of information awareness and cyber-security training efforts. 
Source: http://www.mlive.com/newsflash/technology/index.ssf?/base/national-
120/1272327108235090.xml&storylist=technology 

34. April 26, Associated Press – (Illinois; Wyoming) U. of Wyoming cites threats in 
barring Ayers. The University of Wyoming said it received threats after a 1960s 
radical was invited to speak on campus and it should be able to bar him for safety 
reasons. The university filed court papers over the weekend after it was sued over its 
refusal to rent its sports complex for a speech Wednesday by the University of Illinois-
Chicago education professor. University lawyers submitted affidavits about threats 
made against him, university staff and alumni after the university initially invited him 
to speak on campus. None of the affidavits mentioned specific times when the threats 
would be carried out, and only one was forwarded to police for investigation. In that 
case, an e-mailer said the people who invited the professor to speak should “eat a 
mouthful of buckshot.” One caller said he and his friends would take care of the 
speaker “the Cowboy way,” according to the documents. In another case, a dean said a 
man approached her at a supermarket and told her, “You should all be strung up and he 
should bomb you.” The university’s Social Justice Research Center invited the 
professor to speak earlier this month but canceled the event after getting hundreds of e-
mail and telephone calls opposing his visit. A UW student then invited the professor to 
speak, but the university barred him from appearing on campus. 
Source: http://www.chicagobreakingnews.com/2010/04/university-of-wyoming-cites-
threats-in-barring-ayers.html 

35. April 26, Associated Press – (Arizona) Ariz. capitol vandalized in wake of 
protests. The Arizona State Capitol has been the scene of many protests over the past 
few days. Now it is the scene of vandalism. Crews came in Monday morning and 
cleaned up refried beans and Swastikas that were smeared over windows. Capitol 
police think the vandalism occurred late Sunday or early Monday. It is the first 
vandalism at the capitol since the governor signed the immigration enforcement bill 
into law last Friday. While there have been protests and rallies by people on both sides 
of the issue, they have for the most part been peaceful. 
Source: http://www.kpho.com/news/23266620/detail.html 

36. April 26, Colorado Connection – (Colorado; Texas) Army hazardous waste shipped 
to Texas for disposal. Crews loaded Pueblo (Colorado) Chemical Depot’s (PCD) 
secondary hazardous waste into three transport trucks early Monday morning for travel 
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to a hazardous-waste destruction facility at Port Arthur, Texas. Collected since the mid-
1980s, the shipment includes waste from old chemical munitions sampling operations, 
spills, and decontamination procedures associated with leaking mustard agent-filled 
munitions. The Pueblo Chemical Depot commander was on scene, along with federal, 
state and local officials as the vehicles were loaded, sealed and driven off the post. “I 
am very pleased with the coordinated efforts of the depot, the Chemical Materials 
Agency (CMA) and the Colorado Department of Public Health and Environment in 
getting this waste safely transferred and destroyed. This was a fairly significant effort 
that was only made possible by everyone’s common goal of protecting our local friends 
and neighbors, the workers, and the environment,” he said. PCD followed all 
Department of Transportation requirements to prepare the secondary waste for 
transport. The vehicles will arrive at Port Arthur Tuesday. The Chemical Materials 
Agency, the Headquarters for PCD, selected Veolia Environmental Services in Port 
Arthur to treat and dispose of the waste. Veolia treats these same wastes from the other 
CMA chemical-storage sites through incineration. 
Source: http://www.coloradoconnection.com/news/story.aspx?id=448839 

37. April 23, Associated Press – (New York) NY police probe threats left on college 
desk. Nassau Community College officials are warning faculty and students to be alert 
after a number of threatening notes were left on a desk in the school’s nursing 
department. A college spokesman said the notes were “racially and ethnically charged.” 
He declined to describe them in detail because of an ongoing police investigation. 
Source: http://www.newsday.com/news/nation/ny-police-probe-threats-left-on-college-
desk-1.1877949 

[Return to top]  

Emergency Services Sector 

38. April 26, KSAL 12 Salina – (Kansas) Fire equipment stolen. Salina, Kansas, police are 
following leads in two, separate theft cases linked to a firefighters seminar. According 
to the deputy police chief, display equipment at a recent, two-day event at the Ramada 
Inn, at 1616 W. Crawford was stolen last Thursday or Friday. A firefighter’s helmet, 
gloves, flashlight, wrenches and vehicle lights that belonged to two, out-of-state 
businesses that specialize in firefighting equipment were stolen.  
Source: http://www.ksallink.com/?cmd=displaystory&story_id=12986&format=html 

39. April 23, Austin Community Impact – (Texas) Controversial fusion center moves 
forward. Local police said Austin, Texas has more than 2,000 active gang members, 
and the city’s proximity to the drug trade along the Mexican border caused the U.S. 
Drug Enforcement Administration recently to designate Austin as a High Intensity 
Drug Trafficking Area. The fear that drug-related violence could make its way to 
Austin is the key component that influenced the chair of the city’s public safety 
commission to support the decision to establish the Austin Regional Intelligence Center 
(ARIC), also known as the fusion center. The ARIC aims to prevent the spread of gang 
crime and violence through data collection and analysis. Operating under the umbrella 
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of the Department of Homeland Security, it shares data with local, state and federal 
law-enforcement agencies. A fusion center would be crucial in situations where law-
enforcement agencies from different jurisdictions work separately to solve crimes that 
may have been committed by the same perpetrators — for instance, similar burglaries 
that occur across city or county lines. 
Source: http://impactnews.com/northwest-austin/239-local-news/8002-controversial-
fusion-center-moves-forward 

For another story, see item 19  
 
[Return to top]  

Information Technology Sector 

40. April 27, Krebs on Security – (International) Fake anti-virus peddlers 
outmaneuvering legitimate AV. Purveyors of fake anti-virus or “scareware” programs 
have aggressively stepped up their game to evade detection by legitimate anti-virus 
programs, according to new data from Google. In a report slated for release April 27, 
Google said that between January 2009 and the end of January 2010, its malware-
detection infrastructure found some 11,000 malicious or hacked Web pages that 
attempted to foist fake anti-virus on visitors. The search giant discovered that as 2009 
wore on, scareware peddlers dramatically increased both the number of unique strains 
of malware designed to install fake anti-virus, and the frequency with which they 
deployed hacked or malicious sites set up to force the software on visitors. Fake anti-
virus attacks use misleading pop-ups and videos to scare users into thinking their 
computers are infected and offer a free download to scan for malware. The bogus 
scanning programs then claim to find oodles of infected files, and victims who fall for 
the ruse often are compelled to register the fake anti-virus software for a fee in order to 
make the incessant, malware warnings disappear. Worse still, fake anti-virus programs 
frequently are bundled with other malware. Victims end up handing their credit or debit 
card information over to the people most likely to defraud them. 
Source: http://krebsonsecurity.com/2010/04/fake-anti-virus-peddlers-outmaneuvering-
legitimate-av/ 

41. April 26, The Register – (International) Users’ passwords exposed by Splunk. Splunk, 
a kind of Google for business technology that boasts it can help reinforce a user’s 
security, has exposed the details of major customers to hackers following a Web site 
slip up. The passwords of customers on Splunk.com were revealed after some debug 
information leaked on to its production servers. The debug code exposed users 
passwords to Splunk.com as clear text, the company said. The site contained the e-
mails and user names customers had used to register with Splunk. Splunk has reset all 
affected users’ passwords in what it called an “abundance of caution,” and purged the 
log files and indexes of users’ active sessions on Splunk.com. It advised customers to 
change the temporary password as soon as possible. Also, Splunk urged those who used 
their Splunk.com password on other systems or Web sites to also change those 
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passwords. 
Source: http://www.theregister.co.uk/2010/04/26/splunk_passwords_revealed/ 

42. April 26, DarkReading – (International) Microsoft: Enterprises hit hardest by 
worms; consumers by Trojans and adware. Enterprises and consumers each suffer 
from different types of malware threats, but both were hit hard by rogue antivirus 
attacks in 2009, according to data released by Microsoft April 26. Version 8 of the new 
Microsoft Security Intelligence Report (SIR) for the first time separated enterprise-user 
and consumer-user, malware-trend data. The report found that enterprise users contract 
more worms, while consumers contract Trojan viruses and adware. SIR 8 is based on 
data gathered from 500 million PCs across the globe between July and December 2009. 
“In the enterprise, worms are more of a problem, which is not a surprise in that you 
have networks with trusted file shares and USB devices, and they are more susceptible 
to those transmission mechanisms,” said the general manager of product security in 
Microsoft’s Trustworthy Computing group. “This is the first time we have had data 
allowing us to separate [enterprise and consumer machines] and show differences [in 
malware prevalence.]” Worms were found in 32 percent of enterprise PCs, followed by 
miscellaneous Trojans (18 percent), unwanted software (16 percent), Trojan 
downloaders and droppers (13 percent), password-stealers and monitoring tools (7 
percent), backdoor programs (5 percent), viruses (4 percent), exploits (3 percent), 
adware (3 percent), and spyware (1 percent). 
Source: 
http://www.darkreading.com/vulnerability_management/security/client/showArticle.jht
ml?articleID=224600466 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

43. April 27, Tri-state Daily News – (Arizona; California; Nevada) Major fiber cut brings 
down NPG services over wide area. NPG Cable’s Internet and phone service went 
down around 11 a.m. April 26, affecting customers over a widespread area, according 
to the firm’s district manager. “It took down Kingman, Bullhead, and Lake Havasu 
(Arizona), Parker and Blythe (California) as well. Probably close to 20,000 customers 
at least, just phone and Internet, probably quite a bit more than that,” he said. Portions 
of Las Vegas also were affected, the district manager said. “The provider of bandwidth 
to this area, Level Three, had a major fiber cut,” in the Goodyear, Arizona, area, he 
said. The district manager was not sure what caused it. NPG was able to get phone 
service restored before the Internet, he said. As of 6:15 p.m., Monday, technicians still 
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were splicing the 108-count fiber in Goodyear. The district manager said the situation 
also affected several other companies, including microwave feeds for some Phoenix 
channels. An e-mail from the NPG chief operating officer to the Daily News indicated 
the possible cause to be vandals cutting a 100-foot section of fiber in an apparent 
attempt to steal copper. 
Source: 
http://www.mohavedailynews.com/articles/2010/04/27/news/local/doc4bd690184f0657
64260357.txt 

44. April 27, Stewart Houston Times – (Tennessee) AT&T copper thefts under 
investigation. An investigation is ongoing into recent copper thefts from AT&T 
junction boxes in Stewart County, Tennessee, according to the Stewart County sheriff. 
Information received from his office indicates that AT&T is offering a substantial 
reward for information leading to the arrest and conviction of those responsible. The 
reward will expire May 31. The sheriff said that seven thefts occurred in the Indian 
Mound and Bumpus Mills areas between March 29 and April 5. According to an 
AT&T market manager, the amount of copper stolen has ranged from less than 100 feet 
to more than 1,000 feet. She said that the thieves are most likely selling the copper. She 
did not have a monetary value of the goods stolen, but she said that it is more than just 
money involved — of concern is the disruption to voice and data communications as 
well as emergency calls. The sheriff said that an area AT&T technician discovered the 
thefts after customers would call because of an interruption in phone service. 
Source: http://www.theleafchronicle.com/article/20100427/STEWART01/100426012 

45. April 27, Los Angeles Daily News – (California) T-Mobile service restored after 
customers reported outages in L.A., I.E. Service was restored to normal for T-Mobile 
customers in the Los Angeles and Inland Empire areas April 26, after many of the 
company’s wireless users reported getting spotty or no coverage. Customers tweeted 
about the problems and even a few commented at LA Weekly. Another customer said 
he received “all circuits are busy” audio messages when trying to use his mobile phone. 
A T-Mobile rep e-mailed LA Weekly April 26 to say things were back to normal. 
“Earlier today, some T-Mobile customers in parts of Los Angeles may have 
experienced intermittent data and voice service disruptions,” reads the company’s 
statement. “T-Mobile’s Rapid Response team has restored full service to the area.” 
Source: http://blogs.laweekly.com/ladaily/city-news/t-mobile-service-restored/ 

46. April 26, Kansas City Star – (Kansas) Brazen burglary knocks KMBC off the 
air. Someone recently broke into the KMBC’s high-voltage transmitter facility in 
Kansas City and stole copper tubing. Police responding to a burglar alarm April 25 
found a large section of 2-inch conduit cut away from the side of the transmitter 
building and green coolant everywhere. The tubing was part of KMBC’s transmitter; it 
circulated coolant around two, $40,000 tubes that send the station’s sound and pictures 
through the air. A gauge that detected the sudden loss in water pressure shut down the 
transmitter. Whether it happened in time to save the tubes is a question that the KMBC-
KCWE director of engineering said would not be known until April 26 at the earliest. If 
the tubes can not be saved, the damage to the site could reach $100,000. One thing the 

http://www.theleafchronicle.com/article/20100427/STEWART01/100426012
http://blogs.laweekly.com/ladaily/city-news/t-mobile-service-restored/
http://www.mohavedailynews.com/articles/2010/04/27/news/local/doc4bd690184f065764260357.txt
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director is sure of: Either the robbers knew exactly what they were doing or were 
incredibly brazen. The burglary also may have violated federal law, according to a 
communications lawyer of the Washington, D.C. firm Garvey Schubert Barer. “If it is 
maliciously done with the intent of damaging the tower, that is a federal criminal 
offense,” he said. 
Source: http://www.kansascity.com/2010/04/26/1905156/brazen-burglary-knocks-
kmbc-off.html 

[Return to top]  

Commercial Facilities Sector 

47. April 27, Bradenton Herald – (Florida) Bradenton man charged in bomb plot. A 
Bradenton man faces federal charges after trying to commit a murder-for-hire in Tampa 
by blowing up a car using a homemade bomb in exchange for $8,000, according to the 
FBI and U.S. Attorney’s reports. FBI agents and local law enforcement from the 
Tampa FBI Joint Terrorism Task Force arrested the man after an undercover agent 
witnessed him build a bomb in a Tampa hotel, plant it in a car in downtown Tampa, 
and press a button he thought would detonate it on April 23. But the bomb never went 
off because he had been supplied with inactive explosives by the undercover officer 
during an investigation that dates back to March 2009. According to the criminal 
complaint filed in the U.S. District Court in Tampa, the man’s father contacted the 
Federal Bureau of Alcohol, Tobacco, Firearms, and Explosives office in Tampa in 
March 2009 and said his son was “trained in ‘special forces’ type military tactics, 
considered himself a mercenary, and was proficient in building explosive devices.” A 
witness said the man told him that he had bomb-making chemicals in 5-gallon buckets 
on the porch of his mother’s apartment in the Springs of Braden River complex on 51st 
Street East.  
Source: http://www.bradenton.com/2010/04/27/2236641/bradenton-man-charged-in-
bomb.html 

48. April 26, Elizabeth City Daily Advance – (North Carolina) Bomb scare closes 
Lowe’s. A bomb scare that turned out to be a false alarm closed four, Elizabeth City, 
North Carolina, businesses for approximately five hours, Monday. Law-enforcement 
officials ordered the evacuation of the Lowe’s Home Improvement Store, the Burger 
King restaurant, First Citizens Bank, and the Jordan wholesale electrical and plumbing 
supplies building after the discovery of what police described as a suspicious looking 
box near propane gas tanks in front of Lowe’s. According to police, an unidentified 
man entered the Lowe’s store and made a purchase and, while loading his purchase 
onto the bed of a truck, apparently set the box on the ground and drove off. Emergency 
officials were notified at 12:38 p.m. and the State Bureau of Investigation’s hazardous-
devices unit was called. Wearing a blast-resistant suit, an official with the SBI unit X-
rayed the box and found it contained cardboard wrapped in plastic. “It appeared to have 
been a packing box for some old dishes or something,” said a police lieutenant that 
responded to the scene. He suggested that the box’s contents could, at first glance, have 
been mistaken for something more sinister. He said the evacuation was a necessary 

http://www.bradenton.com/2010/04/27/2236641/bradenton-man-charged-in-bomb.html
http://www.bradenton.com/2010/04/27/2236641/bradenton-man-charged-in-bomb.html
http://www.kansascity.com/2010/04/26/1905156/brazen-burglary-knocks-kmbc-off.html
http://www.kansascity.com/2010/04/26/1905156/brazen-burglary-knocks-kmbc-off.html
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precaution. The shopping plaza that contains the Lowe’s and Burger King was 
reopened after 6 p.m. 
Source: http://www.dailyadvance.com/news/bomb-scare-closes-lowes-21386 
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National Monuments and Icons Sector 

49. April 26, Environmental Protection Agency – (Pennsylvania) Liberty RadEx drill to 
test national clean-up and recovery after mock ‘dirty bomb’ attack. More than 700 
officials, experts, and responders from a range of federal, state and local agencies will 
take part in a 5-day drill starting Monday that will simulate the clean-up following a 
dirty bomb blast near Independence Hall in Philadelphia. “At some locations, people 
can expect to see personnel in special protective clothing and workers simulating 
activities such as monitoring the air and collecting wipe samples from surfaces,” the 
U.S. Environmental Protection Agency (EPA) said in a statement. Dubbed Liberty 
RadEx, the drill portrays conditions a month after “a radiological dispersion device was 
detonated in Independence National Park,” the EPA said. It said the drill is unique in 
that it simulates the transition from the emergency phase of such an attack to the 
recovery phase. “This exercise is significant because it will help inform how all levels 
of government, businesses, and community organizations can work together to meet 
challenges associated with long-term cleanup and community recovery from a dirty 
bomb attack,” an EPA regional administrator said. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/28c5b280d311903a8525771100525103?O
penDocument 

50. April 26, Pensacola News Journal – (Florida) Aviation fuel spill fouls intracoastal 
waterway. The Coast Guard and state environmental agencies responded to an aviation 
fuel spill along the Intracoastal Waterway near Big Lagoon State Park in Florida, April 
26. The spill was reported about 3 p.m. by people near the Theo Baars Bridge. The spill 
is about a mile long and has been reported along the waterway from Big Lagoon State 
Park to Innerarity Point Road. By 5 p.m., efforts had begun to contain the spill 
involving an environmental company coordinated by the Coast Guard, the Escambia 
County Commissioner said. Escambia County Fire and Rescue, the Florida Fish and 
Wildlife Conservation Commission, and county environmental officials were working 
at the scene trying to evaluate the damage caused by the spill. Containment booms have 
been placed along the waterway. The source of the spill is not known at this time and 
remains under investigation. 
Source: http://www.pnj.com/article/20100426/NEWS01/100426017 

51. April 26, Bay City Times – (Michigan) Oscoda area wildfire scorches 240 acres of 
young jack pine. Firefighters from the U.S. Department of Agriculture (USDA) said a 
wildfire in Oscoda, Michigan, has destroyed about 240 acres of young jack pine, prime 
habitat for the endangered Kirtland’s warbler. The fire started late Saturday on land 
within the Huron-Manistee National Forests, off Bissonette near Wilber in Oscoda 

http://yosemite.epa.gov/opa/admpress.nsf/0/28c5b280d311903a8525771100525103?OpenDocument
http://yosemite.epa.gov/opa/admpress.nsf/0/28c5b280d311903a8525771100525103?OpenDocument
http://www.pnj.com/article/20100426/NEWS01/100426017
http://www.dailyadvance.com/news/bomb-scare-closes-lowes-21386
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Township, Iosco County, Michigan. The fire burned hot and fast with flame lengths up 
to eight feet and some crowning or advancement in the treetops. “The fire now is 
contained and firefighters will be on scene today to ensure the fire is controlled,” said 
the public information specialist and fire information officer for the USDA in Cadillac. 
However, high winds have firefighters on high alert for flare-ups, she said. No warblers 
were harmed because the birds have yet to return from their winter residences in the 
Bahamas. The cause of the fire remains under investigation. 
Source: http://www.mlive.com/news/bay-
city/index.ssf/2010/04/oscoda_area_wildfire_scorches.html 
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Dams Sector 

52. April 27, East Liverpool Review – (Ohio) Fire chief calls on officials to help raise 
floodwall repair funding. After an inspection of Wellsville’s (Ohio) flood-protection 
system last week by the U.S. Army Corp of Engineers, a May 25 meeting with county, 
state, and federal officials planned by the fire chief may be more crucial than he 
originally thought. After Tuesday’s inspection, the chief said he learned the system is in 
worse shape than he expected, saying, “It’s just a hair above ‘undesirable,’ “ which is 
the lowest level it can reach. Although a final report will not be ready for at least a 
week from the U.S. Army Corp of Engineers, the fire chief and the inspector checked 
out the system from beginning to end, including the massive flood gate at the entrance 
to town, the smaller gates, earthen dam, concrete wall and pumping system. Almost the 
entire system is nearing the “undesirable” stage, but the electrical system and pumps 
are the worst, according to the fire chief who said only two of six pumps are currently 
operable. The grating system where water enters the pump system is also in bad shape, 
he said. An engineering study would be needed to precisely determine whether the 
floodwall will hold back flood waters, something the village cannot afford. 
Source: http://www.reviewonline.com/page/content.detail/id/526373.html 

53. April 26, Jamestown Sun – (North Dakota) Levee removed on Highway 13 at 
LaMoure. The levee on N.D. Highway 13 at LaMoure has been removed due to 
receding water. Width restrictions are no longer in place on this portion of the roadway. 
Load restrictions remain in effect. The North Dakota Department of Transportation 
(NDDOT) urges motorists to drive with caution as flooding continues to affect parts of 
the state. Water has receded in some areas, but flooding continues to affect road 
conditions in other areas. 
Source: http://www.jamestownsun.com/event/article/id/109904/group/News/ 

54. April 26, Associated Press – (Idaho) Feds propose security fix on Boise River 
dam. The Bureau of Reclamation wants public comment on its $705,000 plan to raise 
the crest of a southwestern Idaho dam and build a single-lane road to better protect the 
structure against terrorist attack. Anderson Ranch Dam is located east of Boise on the 
South Fork of the Boise River. The dam road is the main access to the west side of the 
reservoir, as well as the town of Prairie, and the Trinity Mountains. Following the Sept. 

http://www.reviewonline.com/page/content.detail/id/526373.html
http://www.jamestownsun.com/event/article/id/109904/group/News/
http://www.mlive.com/news/bay-city/index.ssf/2010/04/oscoda_area_wildfire_scorches.html
http://www.mlive.com/news/bay-city/index.ssf/2010/04/oscoda_area_wildfire_scorches.html
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11, 2001 terrorist attacks, however, federal officials concluded the road made the dam 
vulnerable to vehicle-borne explosives. The proposed project — construction would 
start next April and last three months — would only be an interim solution, because 
major changes may eventually be in store for Anderson Ranch Dam to address 
earthquake and overtopping concerns. 
Source: http://www.khq.com/Global/story.asp?S=12378984 
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