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 According to the Associated Press, a tornado slammed into the Complex Chemicals plant 
and the Northrop-Grumman shipyard at the Tallulah Port in Louisiana on Saturday. The 
tornado also tore through Mississippi, cutting power to thousands. (See items 4 and 8) 

 WTRF 7 Wheeling reports that an Ohio man was arrested in Asheville, North Carolina 
after authorities said he was carrying a firearm near Air Force One, which was transporting 
the U.S. President to Beckley, West Virginia on Sunday. (See item 48) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 26, KAIT 8 Jonesboro – (Arkansas) Ethanol tanker overturns and spills near 
Mammoth Spring. Arkansas State Police said a semi tractor-trailer accident is 
blocking US Highway 63 five miles south of Mammoth Spring. An ethanol tanker 
overturned Monday and crashed into a ditch, leaking fuel. Officials said about 1,000 
gallons have leaked out so far. Hazmat officials said the accident has presented a 
problem for crews trying to clean up the mess. They said they have brought in another 

http://www.dhs.gov/
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tanker to pump out the remaining ethanol in the damaged truck. Police said it would 
likely be a few hours before the road would be back open. Arkansas State Police have 
advised people to avoid the area. 
Source: http://www.kait8.com/Global/story.asp?S=12374618 

2. April 26, Bloomberg – (Louisiana) It may take months to close BP oil well leak. BP 
Plc said it may take months to drill a well to stop an oil spill under the Gulf of Mexico 
that threatens to become an environmental disaster. BP and Swiss drilling contractor 
Transocean Ltd. began using remote-controlled vehicles Sunday to try to halt the 1,000 
barrel-a-day leak. If that doesn’t work, BP may need to pump heavy fluid into a relief 
well to stop the flow of crude from the seabed. The clean-up following an explosion 
that sank Transocean’s Deepwater Horizon rig last week about 50 miles off the coast of 
Louisiana is the biggest in at least 20 years, according to the Marine Spill Response 
Corp., one of the companies involved in the operation. The disaster, which left 11 
missing, has caused a 600-square-mile oil slick, which is about the same size as 
Houston. 
Source: http://www.businessweek.com/news/2010-04-26/bp-oil-well-leak-may-take-
months-to-close-after-gulf-rig-sinks.html 

3. April 26, Associated Press – (International) Iraq repairs sabotaged oil pipeline to 
Turkey, resumes crude exports. Iraq’s Oil Ministry said it has resumed crude exports 
through the Turkish port of Ceyhan after repairing a key northern pipeline sabotaged 
last week. Monday’s statement by a ministry spokesman said the damage was repaired 
in record time and that oil would be pumped at full pressure to make up for the four-
day interruption in service. The pipeline to Turkey carried an average of 423,000 
barrels per day last month — nearly a quarter of the country’s daily oil exports. 
Militants blew up the pipeline, which is located in a deserted region 255 miles from 
Baghdad, Thursday morning. 
Source: 
http://www.canadianbusiness.com/markets/market_news/article.jsp?content=D9FAN76
O0 

4. April 26, Associated Press – (Mississippi) Entergy crew from Arkansas sent to 
tornado-ravaged area. Entergy Arkansas dispatched 75 workers to Mississippi to help 
restore power after a deadly tornado tore through the state Saturday. Hundreds of 
homes were damaged in the tornado, which carved a path of devastation from the 
Louisiana line to east-central Mississippi. Ten people were killed, and at least three 
dozen were hurt in the storm. A National Weather Service meteorologist said the 
tornado had winds of 160 miles an hour and left a path of destruction at least 50 miles 
long. Volunteers poured into the hardest-hit areas with four-wheelers, chain saws and 
heavy equipment to chop up downed trees and haul away the wreckage as the cleanup 
began. Entergy Arkansas restoration workers departed Sunday from service centers 
across the state. The workers began work Monday morning. Yazoo City was the 
hardest-hit area. Entergy Mississippi has about 1,800 customers still without power. At 
its peak, there were nearly 14,000 Entergy customers without power across the state. 
Crews from Entergy Louisiana will also provide assistance. 

http://www.businessweek.com/news/2010-04-26/bp-oil-well-leak-may-take-months-to-close-after-gulf-rig-sinks.html
http://www.businessweek.com/news/2010-04-26/bp-oil-well-leak-may-take-months-to-close-after-gulf-rig-sinks.html
http://www.canadianbusiness.com/markets/market_news/article.jsp?content=D9FAN76O0
http://www.canadianbusiness.com/markets/market_news/article.jsp?content=D9FAN76O0
http://www.kait8.com/Global/story.asp?S=12374618
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Source: http://www.arkansasonline.com/news/2010/apr/26/entergy-crew-arkansas-sent-
tornado-ravaged-area/ 

5. April 25, Associated Press – (Massachusetts) Investigation continues in Mass. gas 
plant blast. Massachusetts utility regulators are investigating an explosion and fire at a 
natural gas storage plant in Ludlow, though authorities say no one was injured. Fire 
officials said the Saturday-morning explosion was triggered by a malfunction in a 
heater used to liquefy natural gas at the Bay State LNG Plant. Authorities said damage 
was limited to the heater involved in the explosion, though it was loud enough that 
neighbors reported hearing the blast. The Massachusetts Department of Public Utilities 
was continuing its investigating Sunday. A spokeswoman for Bay State Gas said the 
fire was under control within 30 minutes and was never a danger to workers or 
neighbors. 
Source: 
http://www.bostonherald.com/news/regional/view/20100425investigation_continues_in
_mass_gas_plant_blast/srvc=home&position=recent 

6. April 23, Associated Press – (West Virginia) Gas still keeping investigators out of 
W.Va. mine. High levels of two, potentially explosive gases have been detected inside 
the Upper Big Branch mine, and investigators now say it could be a month before they 
can get inside to determine what caused an explosion that killed 29 workers. Neither 
ethylene nor acetylene is normally present in underground air, a federal Mine Safety 
and Health Administration spokeswoman said Friday. However, she said it is not 
unusual to find them after an explosion. The source is unclear, she said, noting, that it 
could mean a fire is burning somewhere inside the Massey Energy mine in Montcoal, 
West Virginia. State and federal investigators met Friday and will begin work on a plan 
to diffuse the gases. However, it may be another month before teams can enter the 
mine, said a spokeswoman for the state Office of Miners’ Health Safety and Training. 
Once state and federal teams devise a re-entry plan, they will present it to Massey. The 
prospect of a fire was first raised during the search and rescue operation that lasted 
several days after the April 5 explosion. 
Source: http://www.washingtonexaminer.com/breaking/gas-still-keeping-investigators-
out-of-wva-coal-mine-where-explosion-killed-29-workers-91924009.html 

[Return to top]  

Chemical Industry Sector 

7. April 26, Homeland Security Newswire – (National) Debate over chemical plant 
security heats up — again. Some lawmakers want to toughen up federal chemical-
plant safety legislation, due for renewal before it expires this fall. But chemical-
industry company executives prefer the continuation of the current measure, which was 
passed in 2007. The key debate is over whether or not DHS should be in a position to 
impose the use of safer and less-volatile chemicals on plants closest to large urban 
centers. Industry leaders argue that many plants have already made the switch 
voluntarily. 

http://www.bostonherald.com/news/regional/view/20100425investigation_continues_in_mass_gas_plant_blast/srvc=home&position=recent
http://www.bostonherald.com/news/regional/view/20100425investigation_continues_in_mass_gas_plant_blast/srvc=home&position=recent
http://www.washingtonexaminer.com/breaking/gas-still-keeping-investigators-out-of-wva-coal-mine-where-explosion-killed-29-workers-91924009.html
http://www.washingtonexaminer.com/breaking/gas-still-keeping-investigators-out-of-wva-coal-mine-where-explosion-killed-29-workers-91924009.html
http://www.arkansasonline.com/news/2010/apr/26/entergy-crew-arkansas-sent-tornado-ravaged-area/
http://www.arkansasonline.com/news/2010/apr/26/entergy-crew-arkansas-sent-tornado-ravaged-area/
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Source: http://homelandsecuritynewswire.com/debate-over-chemical-plant-security-
heats-again-ii 

8. April 24, Associated Press – (Louisiana) Tornado hits chemical plant, shipyard, 
houses. A tornado slammed into a chemical plant and a shipyard at the Tallulah Port in 
Louisiana and destroyed 12 houses Saturday, damaging many others. The Madison 
Parish sheriff said a dozen people suffered broken bones, cuts or other injuries, and 
deputies had to clear fallen trees from several yards so people could get out of their 
houses. But he said nobody was seriously hurt. The owner of Complex Chemicals Co. 
said he will rebuild his plant, noting that a police report that people were trapped inside 
was not correct. He also said a small leak of liquid nitrogen evaporated harmlessly. A 
Northrop-Grumman Corp. spokesman said the shipyard would be closed Monday to 
assess damage. A state trooper said a tractor-trailer was overturned by the tornado 
shortly before the plant was hit. 
Source: http://www.wxvt.com/Global/story.asp?S=12370204 

For another story, see item 13  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. April 26, Richmond Times-Dispatch – (Virginia) Surry nuclear-warning siren 
malfunction investigated. The U.S. Nuclear Regulatory Commission and Dominion 
Virginia Power are trying to determine what caused a warning siren at one of the 
utility’s nuclear plants to malfunction for several hours Sunday. The NRC said Monday 
that one of the sirens in the early-warning siren network at the Surry power station was 
not working properly for about three hours before being disabled shortly after 6 p.m. 
Siren No. 18 activated “spuriously” at least six times, the NRC said. The NRC said 
plant operators were alerted to the malfunctioning siren by people who live near the 
facility along the James River. The Virginia State Emergency Operations Center did 
not receive an alarm indicating that the siren was malfunctioning, the NRC said. 
Source: 
http://www2.timesdispatch.com/rtd/business/energy/article/SURRYGAT26_20100426-
112801/340127/ 

10. April 26, Brattleboro Reformer – (Vermont) NRC knew about underground pipes at 
VY. Even though the Nuclear Regulatory Commission knew about the extent of 
underground and buried pipes at Vermont Yankee nuclear power plant in Vernon, it 
didn’t attempt to correct statements made by Yankee representatives during hearings 
before Vermont state agencies in 2009. Entergy, which owns and operates Yankee, had 
told the NRC that the plant has 40 below-grade pipes that carry radionuclides, NRC 
Region 1’s senior health physicist said, during a tritium workshop at Brattleboro Union 
High School April 19. “We always knew about them,” he said. “They were not 
unknown at all to us.” After a leak of tritiated water was discovered at Yankee in 
January, state agencies learned statements made by Yankee representatives at hearings 

http://www.wxvt.com/Global/story.asp?S=12370204
http://www2.timesdispatch.com/rtd/business/energy/article/SURRYGAT26_20100426-112801/340127/
http://www2.timesdispatch.com/rtd/business/energy/article/SURRYGAT26_20100426-112801/340127/
http://homelandsecuritynewswire.com/debate-over-chemical-plant-security-heats-again-ii
http://homelandsecuritynewswire.com/debate-over-chemical-plant-security-heats-again-ii
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before the Vermont Public Service Board, to Nuclear Safety Associates, which 
conducted a comprehensive reliability assessment of the plant, and to the Public 
Oversight Panel (PSB), which reviewed the CRA, weren’t consistent with the actual 
extent of underground pipes. PSB opened an investigation into whether the Yankee 
representatives knowingly gave inaccurate information to the state and its agents. 
Entergy also commissioned an independent investigation into the statements that 
absolved its employees of any wrongdoing. However, five employees were suspended 
and six others reprimanded as a result of the statements. Entergy is expected to release 
its investigative report soon. An NRC spokesman said the agency didn’t correct the 
information because “we were not involved in Entergy’s testimony to the state.” 
Source: http://www.reformer.com/localnews/ci_14958685 

11. April 25, Associated Press – (National) Nuclear security report removed from Web 
site. Federal officials said they have removed a document from a U.S. government Web 
site after a Pennsylvania anti-nuclear group said it could help terrorists plan an airplane 
attack on a nuclear plant. A security consultant to Three Mile Island Alert said he found 
the report “Evaluation of Air Craft Crash Hazards Analyses for Nuclear Power Plants” 
available for download on the Department of Energy (DOE) site. He said it shows the 
areas a plane could hit with maximum effect and buildings or targets where a strike 
could release radiation. A DOE spokeswoman said in an e-mail that the document 
should not have been made available. Officials called the posting part of an effort to 
inform the public about the scientific work of the department. Officials with the 
Nuclear Regulatory Commission and Exelon Corp., which owns the Three Mile Island 
nuclear plant in central Pennsylvania, downplayed the threat posed by such a 
document. An NRC spokesman said agency studies indicate “a low likelihood” that a 
crash would affect public health and safety because of “the inherent robustness” of 
plant structures. He also said airport security, and coordination between the NRC and 
other agencies about threats has improved greatly since the September 11, 2001, 
terrorist attacks. 
Source: http://www.pottsmerc.com/articles/2010/04/25/news/srv0000008122579.txt 

12. April 24, Associated Press – (Nevada) NRC sets June 1 deadline for Yucca 
Mountain ruling. The Nuclear Regulatory Commission has reversed an earlier 
decision, and set a June 1 deadline to decide if the federal Department of Energy can 
withdraw its application to build a national radioactive waste dump in Nevada. In an 
order issued Friday in Rockville, Maryland, the NRC cites lawsuits and what it calls 
“unique circumstances” of the effort to stop more than 25 years of planning the Yucca 
Mountain repository. Most Nevada officials do not want the dump built 90 miles 
northwest of Las Vegas. The President has budgeted no money for it. And the Energy 
Department said it has authority to withdraw its license application. But states that 
planned to ship nuclear waste to Nevada, including Washington and South Carolina, 
have sued to prevent the government from killing the project. 
Source: http://www.lasvegassun.com/news/2010/apr/24/nrc-sets-june-1-deadline-for-
yucca-mountain-ruling/ 

[Return to top]  

http://www.pottsmerc.com/articles/2010/04/25/news/srv0000008122579.txt
http://www.lasvegassun.com/news/2010/apr/24/nrc-sets-june-1-deadline-for-yucca-mountain-ruling/
http://www.lasvegassun.com/news/2010/apr/24/nrc-sets-june-1-deadline-for-yucca-mountain-ruling/
http://www.reformer.com/localnews/ci_14958685
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Critical Manufacturing Sector 

13. April 25, Fort Wayne Journal Gazette – (Indiana) Chlorine leak forces 
evacuations. A chlorine leak at an aluminum-smelting plant east of New Haven, 
Indiana, forced firefighters to evacuate 10 homes in the surrounding area Saturday as 
about 2,000 pounds of the noxious gas escaped from a holding tank. New Haven-
Adams Township firefighters were called to Superior Aluminum Alloys, 14214 
Edgerton Road, about 2 p.m. after a valve on one of four, 1-ton tanks failed, causing 
gas to escape into the building and into the air, said the Fort Wayne Fire Department 
battalion chief. New Haven firefighters called the Fort Wayne hazardous materials 
team to the scene. A vice president at OmniSource Corp., which owns the plant, said 
the 40 to 45 people working at the time made it out safely and no one had to be 
hospitalized. The plant melts scrap aluminum into ingot. Chlorine is an additive used in 
the melting process, he said. Wind blew the gas north of the manufacturing plant. Fort 
Wayne firefighters entered the building and shut off the valves to the tanks about 4 p.m. 
After firefighters cut off the leak, a small fire started in the room where the leak 
originated. Crews quickly put it out with a hand-held fire extinguisher. It is unclear 
how much gas escaped. Environmental management and safety staff from OmniSource, 
which is owned by Steel Dynamics Inc., were at the site Saturday, overseeing cleanup 
and investigating the cause of the leak. Residents were able to return safely to their 
homes early Saturday evening. The leak is not expected to have long-term effects on 
the environment. 
Source: 
http://www.journalgazette.net/article/20100425/LOCAL07/304259909/1002/LOCAL 

14. April 24, Reuters – (International) Report: FAA to require Boeing 737 inspections. A 
new federal directive will require Boeing to conduct speedy inspections to prevent 
potentially dangerous vibrations affecting certain flight-control surfaces on the tails of 
some of its 737 models, The Wall Street Journal reported Saturday. The Federal 
Aviation Administration was expected to issue a new safety directive as early as 
Monday that requires inspections of the mechanisms that control part of the elevators 
on about 125 of Boeing’s aircraft, the report said. The inspections of the elevators, 
which help control a plane’s pitch, must be completed in the next six to 30 days, 
depending on the age of the aircraft, the Journal said. 
Source: 
http://www.reuters.com/article/idUSTRE63N1QC20100424?feedType=RSS&feedNam
e=domesticNews 

15. April 23, Reuters – (National) Ford to recall 33,256 vehicles to fix seat fault. Ford 
Motor Co will recall 33,256 of its 2010 model year cars and SUVs to replace 
potentially faulty front seat recliner mechanisms that could lead to injuries in an 
accident, according to a notice filed with U.S. safety regulators. Ford notified the U.S. 
Highway Traffic Safety Administration of the potential defect by letter dated April 16. 
Ford said it knew of no reports of accidents or injuries due to the defect as of April 14. 
The automaker said it expects to begin notifying owners of the recall by letter on April 
30. The recall covers some 2010 Ford Fusion and related Mercury Milan sedans built 

http://www.journalgazette.net/article/20100425/LOCAL07/304259909/1002/LOCAL
http://www.reuters.com/article/idUSTRE63N1QC20100424?feedType=RSS&feedName=domesticNews
http://www.reuters.com/article/idUSTRE63N1QC20100424?feedType=RSS&feedName=domesticNews
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from December 11 through February 3 in Hermosillo, Mexico, and some 2010 Ford 
Explorer and Mercury Mountaineer SUVs built from December 15 through February 3 
in Louisville, Kentucky. The recall notice was posted on the NHTSA website within 
the past day. 
Source: http://www.reuters.com/article/idUSTRE63M3YT20100423 

[Return to top]  

Defense Industrial Base Sector 

16. April 26, Military Times – (National) Army asks to cancel missile launch 
system. After completing a review of its precision fires portfolio, the Army is 
recommending the Defense Department cancel the Non-Line of Sight Launch System 
(NLOS-LS) program. Army senior leaders decided on the move at a Thursday meeting, 
according to sources. Because NLOS-LS is an acquisition category 1 program, the 
Pentagon’s acquisition chief will have the final say. Originally part of the Army’s 
Future Combat Systems program, NLOS-LS is also intended for the Navy’s Littoral 
Combat Ship. It is being developed by Netfires LLC, a joint venture between Raytheon 
and Lockheed Martin, which builds the system’s container-launcher unit. After poor 
test results earlier this year, the Army had to decide whether to pay for additional tests 
and fixes and accept schedule delays, or cancel the program. The NLOS-LS Precision 
Attack Missile failed to hit its target four out of six times during a flight-limited user 
test at White Sands Missile Range, N.M., between January 26 and February 5. The 
Army determined that fixing the system’s problems would delay the program more 
than a year and keep it from being included in the first brigade set of Increment 1 
equipment of the Brigade Combat Team-Modernization program. 
Source: http://www.militarytimes.com/news/2010/04/defense_NLOS_cancel_042610/ 

17. April 26, Military Times – (National) Sikorsky plans unmanned test for Black 
Hawk. The Army is collaborating with an aircraft maker to develop a UH-60 Black 
Hawk helicopter that can fly without a pilot. Sikorsky announced the project April 15 
and plans to fly the aircraft later this year in two demonstrations, said the program 
manager for Sikorsky’s advanced programs. Plans for the first demonstration, 
scheduled for this summer, will have an unmanned Black Hawk with a safety pilot on 
board flying in formation with a manned Black Hawk. Later in the year, the goal is to 
fly an unmanned cargo resupply mission with the aircraft. The Army is looking at 
aircraft that can go pilotless as one capability for the 2016 to 2035 time frame, 
according to the service’s newly released unmanned-aircraft-systems road map. The 
intention is to increase reconnaissance coverage and support without increasing 
manned -light hours, according to the road map. 
Source: http://www.militarytimes.com/news/2010/04/army_black_hawk_042510w/ 

18. April 24, Spaceflight Now – (National) Pentagon loses contact with hypersonic glider 
launched on new rocket. A new Minotaur launch vehicle derived from retired missile 
parts successfully blasted off from the California coast April 29, but officials lost 
contact with a hypersonic glider testbed for a U.S. military quick-response, global-

http://www.militarytimes.com/news/2010/04/defense_NLOS_cancel_042610/
http://www.militarytimes.com/news/2010/04/army_black_hawk_042510w/
http://www.reuters.com/article/idUSTRE63M3YT20100423
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strike system. The Minotaur 4 booster, flying in a downsized three-stage configuration, 
launched on a suborbital mission at 4 p.m. local time (7 p.m. EDT; 2300 GMT) from 
Space Launch Complex 8 at Vandenberg Air Force Base, Calif. The three-stage version 
of the launcher uses retired Peacekeeper missile motors. The configuration is called the 
Minotaur 4 Lite. A small-winged glider designed by Pentagon researchers was the 
payload for Thursday’s launch. the craft, called the Hypersonic Test Vehicle 2a, 
apparently did not complete all of its planned maneuvers to demonstrate new, 
hypersonic flight systems. “Preliminary review of technical data indicates the Minotaur 
Lite launch system successfully delivered the Falcon HTV 2 glide vehicle to the desired 
separation conditions,” the Defense Advanced Research Projects Agency said in a 
statement. “The launch vehicle executed first of its kind energy-management 
maneuvers, clam-shell payload fairing release and HTV 2 deployment.” Thursday’s 
launch was a key milestone before the Air Force can start flying a growing backlog of 
delayed satellites. The Air Force and Orbital Sciences Corp. will add an Orion 38 
fourth stage motor to the Minotaur for satellite launches beginning as early as July 8. 
The Minotaur 4 rocket is a more powerful model than the similar Minotaur 1 booster, 
which has launched military payloads eight times using decommissioned Minuteman 
missile components. The Minotaur 4 rocket can launch up to 3,800 pounds of payload 
to low Earth orbit, according to the Air Force. 
Source: http://www.space.com/missionlaunches/new-rocket-launches-hypersonic-
glider-sfn-100424.html 

For another story, see item 8  
 
[Return to top]  

Banking and Finance Sector 

19. April 26, SCMagazine – (International) Blippy to hire CSO, conduct audits after 
credit card breach. Blippy, a Silcon Valley start-up that enables users to share details 
in real time about purchases they make, plans to invest millions in information security 
following revelations that it exposed the credit card numbers of a small number of 
people through Google’s search index. The co-founder and CEO of Blippy said in a 
blog post early Monday that as a result of the breach the company plans to hire a CSO, 
conduct regular third-party security audits, and install technology that strips out 
sensitive information from Blippy posts. In addition, the firm plans to create a central 
portal for users to obtain information about security and privacy. He explained that 
some banks, in rare instances, include credit card numbers as part of the line-item 
purchases shown on transaction statements. This so-called raw transaction data 
normally is stripped out by Blippy but, due to a “technical oversight,” it appeared 
within the HTML code on some Blippy pages for a half day in early February, 
coincidentally the same time that Google indexed the site. 
Source: http://www.scmagazineus.com/blippy-to-hire-cso-conduct-audits-after-credit-
card-breach/article/168728/ 

http://www.scmagazineus.com/blippy-to-hire-cso-conduct-audits-after-credit-card-breach/article/168728/
http://www.scmagazineus.com/blippy-to-hire-cso-conduct-audits-after-credit-card-breach/article/168728/
http://www.space.com/missionlaunches/new-rocket-launches-hypersonic-glider-sfn-100424.html
http://www.space.com/missionlaunches/new-rocket-launches-hypersonic-glider-sfn-100424.html
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20. April 24, Gainesville Sun – (Florida) Area man accused of $24-million Ponzi 
scheme. The Florida attorney general’s office has accused a Gainesville man and his 
partner of running a nearly $24-million Ponzi scheme and using investor money to 
finance a lavish lifestyle. The suspects, a 46-year-old of Gainesville, and a 38-year-old 
of St. Petersburg, are the principals in Botfly LLC of Bayonet Point in Pasco County. 
They took in $23.7 million from more than 550 investors between January 2008 and 
February 2010 on promises of a monthly return as high as 10 percent that they said was 
the result of buying and selling currency at a return of 19 percent. But a financial 
investigator for the state attorney general’s office reported that bank subpoenas showed 
only $1.1 million was invested, of which nearly $200,000 was paid back to one of the 
suspect’s personal bank account. Another $11.4 million from new investors was used to 
pay existing investors, making it a Ponzi scheme, he reported. Most of the remainder 
was spent on personal items. As of February, $3.8 million remained. A Pasco County 
circuit judge granted the attorney general’s request to freeze company and personal 
assets earlier in April and issued an injunction that prohibits the company from seeking 
new investments, destroying related documents or moving any assets. The court also 
granted the attorney general’s request to appoint a receiver to collect remaining assets 
that would go to investors. The attorney general is seeking a jury trial and has 
forwarded information to the Florida Department of Law Enforcement for possible 
criminal charges. 
Source: http://www.gainesville.com/article/20100424/ARTICLES/4241014/1002?tc=ar 

21. April 24, WLFI 18 Lafayette – (Indiana) Local debit cards affected in 
breach. Lafayette, Indiana police said a national, debit-card security breach has hit 
close to home. According to police, this compromise has affected customers from a 
string of local restaurants and other businesses. And it has hit several area banks and 
credit unions. “I have spoken with a lot of the local financial institutions, and I know 
that right now the scale is over $100,000 that has affected local financial institutions,” 
said a Lafayette police detective. Executives at Lafayette Bank and Trust, and Purdue 
Employees Federal Credit Union confirmed that they have seen an increase in 
fraudulent activity on debit cards. The detective said he has heard from many people in 
the Lafayette area who say they found fraudulent charges on their bank accounts after 
eating at some local restaurants. “And it is not solely isolated to restaurants,” he said. 
“There are other businesses involved. So that leads me to believe about the third-party 
processor.” That means the fraud is probably not linked to any criminal activity from 
local employees. In fact, the detective said this security breach has been seen across the 
country. 
Source: http://www.wlfi.com/dpp/news/crime/lafayette-area-debit-cards-affected-in-
security-breach 

22. April 24, Federal Trade Commission – (National) FTC warns against credit-card, 
interest-rate reduction scams. U.S. consumers are being inundated with prerecorded 
“robocalls” from companies claiming they can negotiate lower credit-card interest rates 
– for a fee. The Federal Trade Commission urges extreme skepticism about these 
offers, because many of them are fraudulent. In a new consumer alert, Credit Card 
Interest Rate Reduction Scams, the FTC said consumers have just as much clout with 

http://www.gainesville.com/article/20100424/ARTICLES/4241014/1002?tc=ar
http://www.wlfi.com/dpp/news/crime/lafayette-area-debit-cards-affected-in-security-breach
http://www.wlfi.com/dpp/news/crime/lafayette-area-debit-cards-affected-in-security-breach
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their credit card issuers as these companies do. It urges consumers to avoid paying 
middlemen, and negotiate directly with the credit-card companies. 
Source: http://www.foodconsumer.org/newsite/Non-
food/Miscellaneous/credit_card_interest_rate_reduction_scams_2404100850.html 

23. April 24, Helena Independent Record – (Montana) New scammer phishing for card 
numbers. Officials with Rocky Mountain Credit Union are cautioning members not to 
be taken in by a scam that is attempting to lure people to give out their account 
numbers over the phone. According to the credit union’s marketing and business 
development specialist, several members — and non-members — have contacted the 
credit union about text messages and telephone messages they’ve received that are 
purportedly from Rocky Mountain Credit Union. The text message read, “Rocky 
Mountain CU Alert: Your CARD has been DEACTIVATED. Please contact us at 406-
545-4719 to REACTIVATE your CARD.” The specialist said a call earlier this week to 
the number led to an automated message asking people to enter their 16-digit account 
numbers. A call to the number, which has a Billings prefix code, at midday April 23 
resulted in a message that the mailbox at the number was full. The specialist said on 
April that the credit union is not aware of any members falling for the scam. The 
specialist said the credit union would not contact members via text or automated 
message. 
Source: http://helenair.com/news/article_3eedea7c-4f69-11df-b0cc-001cc4c002e0.html 

24. April 24, Bank Info Security – (Illinois) Regulators close 7 Illinois banks. State and 
federal banking regulators closed seven Illinois banks April 23. Amcore Bank, a $3.8-
billion bank based in Rockford was the largest of the failed institutions, followed by 
Chicago’s $1.2-billion Broadway Bank. These latest closings raise to 63 the number of 
failed banks and credit unions so far in 2010. MB Financial Bank bought the assets and 
deposits of two Chicago-based banks: Broadway Bank and New Century Bank. Both 
banks were closed by the Illinois Department of Financial and Professional Regulation 
Division of Banking, which appointed the Federal Deposit Insurance Corporation 
(FDIC) as receiver. The estimated cost to the Deposit Insurance Fund (DIF) for 
Broadway Bank will be $394.3 million; for New Century the cost will be $125.3 
million. Amcore Bank, National Association, Rockford, was closed by the Office of the 
Comptroller of the Currency, which appointed the FDIC as receiver. The estimated cost 
to the DIF will be $220.3 million. Citizens Bank&Trust Company of Chicago, was 
closed by the Illinois Department of Financial and Professional Regulation Division of 
Banking, which appointed the FDIC as receiver. The estimated cost to the DIF will be 
$20.9 million. Lincoln Park Savings Bank, Chicago, was closed by the Illinois 
Department of Financial and Professional Regulation - Division of Banking, which 
appointed the FDIC as receiver. The estimated cost to the DIF will be $48.4 million. 
Peotone Bank and Trust Company, Peotone, was closed by the Illinois Department of 
Financial and Professional Regulation - Division of Banking, which appointed the 
FDIC as receiver. The estimated cost to the DIF will be $31.7 million. Wheatland 
Bank, Naperville, was closed by the Illinois Department of Financial and Professional 
Regulation - Division of Banking, which appointed the FDIC as receiver. The 

http://helenair.com/news/article_3eedea7c-4f69-11df-b0cc-001cc4c002e0.html
http://www.foodconsumer.org/newsite/Non-food/Miscellaneous/credit_card_interest_rate_reduction_scams_2404100850.html
http://www.foodconsumer.org/newsite/Non-food/Miscellaneous/credit_card_interest_rate_reduction_scams_2404100850.html
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estimated cost to the DIF will be $133 million. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2456 

25. April 23, WABC 7 New York – (New York) ATM skimmers targeting Bronx 
residents. High tech crooks are scamming ATM users — stealing money from their 
accounts, and getting more brazen with the technology. The scam has happened at 
branch ATMs at two Bank of America branches: one on Katonah Avenue in the Bronx, 
and another a few blocks away on McLean Avenue in Yonkers. Police said that all that 
the crooks need to steal money is two things: the card number and Personal 
Identification Number (PIN). The thieves slip an electronic-reader device over the card 
slot — most can’t even see it — and once a card is put in they have the number. Next 
they need the PIN, which they obtain by watching users key in the data through a tiny 
camera installed above the ATM. But Bank of America has its own security cameras in 
the vestibule, which can catch the crooks installing and then removing the electronic-
reader devices. 
Source: http://abclocal.go.com/wabc/story?section=news/local&id=7403378 

26. April 22, Krebs on Security – (Arkansas) Fire-alarm company burned by e-banking 
fraud. A fire-alarm company in Arkansas lost more than $110,000 this month when 
hackers stole the firm’s online banking credentials and drained its payroll account. On 
April 7, Ft. Smith based JE Systems Inc. received a call from its bank stating that the 
company needed to move more money into its payroll account, the chief executive said. 
Over the course of the previous two days, someone had approved two batches of 
payroll payments — one for $45,000 and another for $67,000. “They said ‘You’re 
overdraft,’ and I told them that was impossible because we didn’t do our payroll â�¦ we 
do it every Thursday, not on Mondays at 2 a.m., which was when this was put 
through,” the chief executive said. “I told them we did not authorize that.” A few days 
later, however, the First National Bank of Fort Smith sent JE Systems a letter stating 
the bank would not be responsible for the loss. First National did not return calls 
seeking comment. “They said it was our [Internet] address that was used to process the 
payments, and our online banking user name and password,” the chief executive said. 
“I feel like the bank should have caught this. As the chief executive discovered the hard 
way, businesses do not enjoy the same legal protection as consumers against online 
banking fraud. All the attackers must do is trick an employee with access to a 
company’s bank accounts into opening a booby-trapped, e-mail attachment or specially 
crafted link. From there, the attackers can plant malware on the target’s system and 
siphon any credentials stored on or transmitted through the infected PC. 
Source: http://krebsonsecurity.com/2010/04/fire-alarm-company-burned-by-e-banking-
fraud/ 

For another story, see item 69  
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27. April 26, Press of Atlantic City – (New Jersey) Atlantic City Airport named test site 
for system that speeds updates to pilots. Atlantic City International Airport operators 
said the facility is the first of a dozen airports in the country testing a new system 
notifying pilots about a variety of potential ground and in-flight problems. The program 
changes the Notice to Airmen, or NOTAM, system used by the federal government for 
getting information more quickly to pilots, according to officials with the South Jersey 
Transportation Authority, or SJTA, which operates Atlantic City International. Instead 
of having the Federal Aviation Administration (FAA) distribute the information to 
airlines and airport personnel, the information will go directly from NOTAM to pilots, 
according to the SJTA Executive Director. The Atlantic City International Airport 
director said NOTAM provides information on airport conditions or hazards that may 
affect flight. The system requires airports to compose a message, then call to a third-
party FAA contractor who reviews it before transmitting it to flight crews and airport 
users, he said. 
Source: http://www.pressofatlanticcity.com/news/breaking/article_c9c72a98-50a2-
11df-85c7-001cc4c03286.html 

28. April 25, Ithaca Journal – (New York) Finger Lakes big-truck ban may be back on 
table. Regulations banning big trucks from Finger Lakes, New York highways may be 
back on the table, just a week after the state Department of Transportation announced 
that they had been axed. A Tompkins County legislator said that the Syracuse-based 
regional director for the New York governor said the state would continue to move 
toward implementing the heavy truck ban in the Finger Lakes. The announcement was 
made during a meeting last week. Just days earlier April 12, Department of 
Transportation staffers told a statewide task force that the agency would not ban 
oversize trash-hauling trucks heading to the Seneca Meadows Landfill in Seneca 
County from using Finger Lakes highways, including routes 79, 89 and 96 in Tompkins 
County. 
Source: 
http://www.democratandchronicle.com/article/20100425/NEWS01/4250347/1002/NE
WS 

29. April 24, KGBT 4 Rio Grande – (Texas; International) Violence temporarily closes 
Camargo bridge. Authorities have temporarily shut down the Camargo-Rio Grande 
City (Texas) International Bridge following reports of a robbery and shooting on the 
Mexican side. Local news outlets received witness reports about a shooting on the 
Mexican side of the bridge April 24. Witnesses said a group of armed men robbed a 
tollbooth or tollbooths on the Mexican side of the border and fired their weapons. The 
Tamaulipas Ministry of Public Safety (SSP) confirmed an incident at the bridge 
reporting that the customs area had been damaged by a group of civilians. Southbound 
traffic from Texas into Mexico remained closed Saturday afternoon. Officials had not 
given a word on when it would be reopened, but two customs officers from Mexico 
remain unaccounted for following the attack. The SSP reported that the bodies of three 
men were found near Camargo in the town of Rancherias Saturday morning. 
Investigators reported that the three men had been killed by gunfire. 
Source: http://www.valleycentral.com/news/story.aspx?id=448076 

http://www.pressofatlanticcity.com/news/breaking/article_c9c72a98-50a2-11df-85c7-001cc4c03286.html
http://www.pressofatlanticcity.com/news/breaking/article_c9c72a98-50a2-11df-85c7-001cc4c03286.html
http://www.democratandchronicle.com/article/20100425/NEWS01/4250347/1002/NEWS
http://www.democratandchronicle.com/article/20100425/NEWS01/4250347/1002/NEWS
http://www.valleycentral.com/news/story.aspx?id=448076
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30. April 24, WCVB 5 Boston – (Massachusetts) Red Line cars fired on, hit. MBTA 
(Boston) officials said two Red Line trains were struck by pellets fired from guns 
around 8:30 p.m. Friday night, causing three windows to shatter. An MBTA 
spokesperson said it happened when the two trains passed between the Andrew Square 
and JFK stations in Dorchester. The spokesman said none of the pellets made it inside 
of the subway cars. One female passenger was taken to the hospital as a precaution but 
was not hurt. Subway service was interrupted for about 20 minutes but resumed when 
the broken glass was cleaned up. Investigators believe the pellets were fired from an 
area on Von Hillern Street in Dorchester. 
Source: http://www.thebostonchannel.com/mostpopular/23254859/detail.html 

31. April 23, CNN – (New Mexico) Disruptive plane passenger taken into custody. A 
Delta Air Lines flight was rerouted April 23 after a passenger threatened to blow up the 
plane, screamed “get behind me Satan” and sprayed passengers with water from a 
beverage-cart bottle, according to a complaint filed in federal court. Flight attendants 
and other passengers on Delta Flight 2148 struggled to restrain the “erratic and 
dangerous” passenger with seat belts and plastic handcuffs while pilots rerouted the 
plane to Albuquerque, New Mexico, an FBI Special Agent said. The plane, which was 
flying from Los Angeles to Tampa, Florida, landed in Albuquerque at 3:37 a.m. ET, the 
Transportation Security Administration said. The passenger was taken into custody 
shortly afterward. Law enforcement swept the plane and found nothing suspicious, 
TSA said. The flight landed in Tampa at about 9:20 a.m. ET, more than three hours 
after its scheduled arrival The complaint said the man, 46, was heading back to his 
first-class seat from the plane’s bathroom when he grabbed a 2-liter water bottle from a 
drink cart, began spraying passengers and shouted “get behind me Satan.” The 
complaint said that after a flight attendant asked him to return to his seat the man 
threatened: “I am going to bring this plane down. ... You need to land this plane or I’m 
going to blow it up [and] I will blow up this plane and take you all with me.” 
Passengers “engaged [the man] in a struggle and restrained him” when he approached 
the cockpit door, the complaint said. 
Source: http://www.cnn.com/2010/TRAVEL/04/23/unruly.passenger/ 

32. April 23, NJtoday.com – (New Jersey) NJDOT announces closure of route 27 bridge 
over Conrail in Metuchen. The New Jersey Department of Transportation (NJDOT) 
announced that the Route 27 bridge over Conrail in Metuchen Borough will be closed 
to traffic starting Monday, April 26. The closure is necessary as a safety precaution 
while work progresses on the replacement of the structurally deficient bridge. NJDOT 
will employ variable message signs on Route 27 and Route 1 in both directions to alert 
motorists of the bridge closure and detours. The closure is necessary because of 
deterioration in a section of a bridge abutment that has yet to be replaced. NJDOT had 
planned to rebuild the bridge in a manner that would minimize impact on motorists by 
keeping Route 27 open to traffic during construction, but daily monitoring of the 
structure led to the change of plans. Fully closing the bridge to traffic will allow the 
contractor to accelerate reconstruction. NJDOT anticipates opening the new bridge in 
October, about nine months earlier than originally planned. Once completed, the new 
$9-million Route 27 bridge will accommodate single, 12-foot lanes, 10-foot shoulders 

http://www.thebostonchannel.com/mostpopular/23254859/detail.html
http://www.cnn.com/2010/TRAVEL/04/23/unruly.passenger/
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and 10-foot sidewalks in each direction. 
Source: http://njtoday.net/2010/04/23/njdot-announces-closure-of-route-27-bridge-
over-conrail-in-metuchen/ 

33. April 23, Torrance Daily Breeze – (California) Panel defends its study claiming that 
LAX northern runways are safe. Members of an academic panel that deemed Los 
Angeles International Airport’s northern runways to be safe are defending their study, 
despite harsh criticism from the head of the Federal Aviation Administration. A safety 
report issued in February by the panel and NASA Ames Research Center found that 
separating the two, parallel runways would make the north airfield safer, and that the 
risk of ground collisions was so low that any shift would be inconsequential. The FAA 
Administrator responded to the findings earlier this month, saying the report had 
downplayed the need to separate the runways as a measure to reduce near-hit collisions 
between arriving and departing jetliners. “After reviewing the FAA critique of our 
study, we see no reason to amend our estimates,” the six members of the panel wrote in 
a letter delivered Wednesday to the executive director of LAX. “We continue to believe 
that our analysis was logical, accurate, and conservative,” the panel wrote. 
Source: http://www.dailybreeze.com/news/ci_14948296 

34. April 23, WFAA 8 Dallas-Fort Worth – (Texas) White powder in letter at Dallas 
Love Field ‘non-threatening’. An envelope containing white powder and a 
threatening letter, with a return address saying “Al-Qaeda,” was sent to Dallas Love 
Field April 23, according to police. A HazMat team has completed testing on the 
substance and found it to be non-threatening. There was no disruption at the airport and 
flights operated on normal schedules. A ramp up to offices near the cargo area at the 
east concourse was closed. That area is not connected to the main terminal. Police 
planned to give the envelope and its contents to the FBI. 
Source: http://www.wfaa.com/news/local/Envelope-containing-white-powder-found-at-
-91913719.html 

For more stories, see items 1, 3, 48, and 51  
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35. April 27, Dakota Farmer – (South Dakota) Grasshopper outbreak potential 
high. The United States Department of Agriculture’s Animal and Plant Health 
Inspection Service Plant Protection and Quarantine office based in Pierre, South 
Dakota has predicted a high potential for crop devastation from a grasshopper outbreak 

http://www.dailybreeze.com/news/ci_14948296
http://www.wfaa.com/news/local/Envelope-containing-white-powder-found-at--91913719.html
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this year based on grasshopper counts last year, said a South Dakota State University 
Extension entomologist. The adults from last year presumably laid eggs in the soil. 
Their eggs may have successfully overwintered and may hatch successfully and result 
in an outbreak this year. Last fall, the USDA warned that the grasshopper species that it 
saw in large numbers last year was the two-striped grasshopper, which is particularly 
destructive. In the 1920s and 1930s, it destroyed many of the crops and shelterbelts in 
eastern South Dakota. It was only the severity of the drought in the 1930s that 
devastated crops that also stopped the destruction of the grasshopper. 
Source: 
http://mobile.dakotafarmer.com/main.aspx?ascxid=cmsNewsStory&rmid=0&rascxid=
&args=&rargs=9&dt=634078697998320000&cmsSid=37620&cmsScid=9 

36. April 26, Food Safety News – (Maine) Dairy warned about misuse of animal 
drug. The Wright Place, LLC, a Maine dairy operation, received an April 2 Warning 
Letter from the U.S. Food and Drug Administration (FDA) about the misuse of the 
animal drug neomycin. In the letter, the FDA’s New England district director said 
neomycin was found in the kidney of a bob veal calf at levels higher than allowed by 
law. FDA’s investigation and tests by the U.S. Department of Agriculture’s Food 
Safety and Inspection Service found the presence of 10.99 parts per million (ppm) of 
neomycin residue in the kidney of a veal bob calf sold for slaughter for human 
consumption by the Maine dairy. Neomycin in kidney tissue is not allowed to exceed 
7.2 ppm. FDA said the dairy is not following the label directions for using neomycin 
sulfate. 
Source: http://www.foodsafetynews.com/2010/04/nashville-produce-making-repairs-
and-cleaning-up/ 

37. April 26, Daily American Republic – (Missouri) Federal prosecutor to handle 
Piedmont bomb-threat case. Ongoing federal prosecution of a Piedmont, Missouri, 
man accused of calling in a bomb threat at Windsor Foods in Piedmont led to his state 
charges being dismissed. The Wayne County prosecutor reportedly dismissed the 
charges against the 27-year-old Thursday because he is being prosecuted federally. The 
suspect had been scheduled to appear before an associate circuit judge on the felony of 
making a terrorist threat and a felony of false bomb report. The Piedmont resident, who 
is being detained without bond, is charged with one count of using a telephone to make 
a false bomb threat, according to an assistant federal prosecutor. The indictment alleges 
that on November 5, the suspect “by means and use of an instrument of commerce ... 
the telephone, maliciously conveyed information knowing the same to be false, 
concerning an alleged attempt being made to destroy a building, Windsor Food in 
Piedmont by means of an explosive device.” The assistant federal prosecutor said the 
suspect was arrested December 16. He noted the charges stem from a telephone call 
made about 5:45 a.m. November 5 to the Wayne County Sheriff’s Department 
indicating there were bombs at Windsor Foods. 
Source: http://www.semissourian.com/story/1629516.html 

38. April 26, Food Safety News – (Tennessee) Produce company warned for food 
‘contaminated by filth’. Mid South Produce Distributors in Nashville has taken 
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“prompt action” to control the pest problems it was experiencing at its food processing 
and storage facility earlier this year, the U.S. Food and Drug Administration (FDA) 
said in an April 13 “Warning Letter.” Mid South, a whole fruit and vegetable 
distributor, has been making progress in correcting problems the FDA found during a 
February inspection. The condition of food in the storage area was adulterated because 
it had been “prepared, packed, or held under insanitary conditions whereby it may have 
become contaminated with filth,” the FDA noted. “Hundreds of rodent pellets, gnawed 
produce, rodent-gnawed holes, and millipedes were found in the dry-storage room, 
small-equipment storage room, lettuce cooler, and on the loading dock,” during the 
February inspection, as well as “Openings in roof and broken windows provided direct 
access to the dry storage areas and stored food.” In the letter, FDA acknowledged that 
since the inspection Mid South has completed building renovations, cleaning, and 
voluntarily carried out the destruction of adulterated food. FDA has asked Mid South to 
provide information on how it will prevent such violations from happening again. The 
FDA’s New Orleans district director also told Mid South that other federal agencies 
“may take this warning letter into account when considering the award of contracts.” 
Procurement contacts have been awarded to Mid South in the past, according to federal 
records. 
Source: http://www.foodsafetynews.com/2010/04/nashville-produce-making-repairs-
and-cleaning-up/ 

39. April 24, WFXT 25 Boston – (Massachusetts) Found hand grenades detonated. More 
than 120 hand grenades were detonated in New Bedford, Massachusetts on the April 
23, hours after being discovered by workers at a fishing company. Employees at the 
Fair Tide Shellfish Company were unloading a shipment of clams that had been 
scooped up in the waters off Long Island, New York. The catch was driven to New 
Bedford without the drivers knowing what they had in their cargo. The police were 
called when workers found the grenades while they were shucking clams. The grenades 
were carefully packed and driven to the blast site and detonated a short time later 
without any problems. Grenades can react or change when they come into contact with 
air — making it all the more lucky that the grenades made the trip from Long Island to 
New Bedford without incident. 
Source: http://www.myfoxboston.com/dpp/news/local/found-hand-grenades-detonated-
20100424 

40. April 23, Food Poison Journal – (Michigan) Investigation food-borne illness 
outbreaks is expensive. Investigating the 13 Michigan cases in a recent outbreak from 
contaminated raw milk, and identifying the source of the infection, cost about $22,500, 
according to experts at the Food Poison Journal. The breakdown consisted of $1,697 in 
lab costs for personnel and supplies, $12,201 for follow-up at the state level, and 
$8,600 for Michigan Department of Agriculture personnel costs, the magazine said. 
This was a relatively small-scale outbreak that, fortunately, did not sicken too many 
people. Also, the epidemiological circumstances were fairly clear from the start, as 
health officials investigating outbreaks of E. coli, campylobacter, and salmonella 
routinely ask about raw-milk consumption for all such illnesses in initial interviews 
with the sick people. Thus, in this outbreak, health officials were probably able to hone 

http://www.myfoxboston.com/dpp/news/local/found-hand-grenades-detonated-20100424
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in on the Family Farms Cooperative raw milk product early on in their investigation, 
thus eliminating lots of costs that are frequently associated with investigations of food-
poisoning or “milk-poisoning” illnesses, the journal noted. Nonetheless, the costs 
attributable to the investigation of this outbreak are part and parcel of a problem — 
i.e.food- and milk-poisoning generally — that costs the U.S. an estimated $152 billion 
annually. In addition to the personal-injury lawsuits that arise from such outbreaks, 
should state and local health officials seek reimbursement of the costs associated with 
food, water, and milk-poisoning? Why not? Sometimes, no injury claims emerge from 
outbreaks, even when a specific food or milk product is conclusively identified as the 
outbreak vehicle. In those cases, what other mechanism is there to force accountability 
upon the manufacturers of the contaminated products? 
Source: http://www.foodpoisonjournal.com/2010/04/articles/foodborne-illness-
outbreaks/raw-milk-outbreak-investigation-costs/ 

[Return to top]  

Water Sector 

41. April 24, Associated Press – (Colorado) Heavy rains blamed for Denver-area sewage 
spill. The Denver Metro Wastewater Reclamation District is cleaning up a sewage spill 
in the South Platte River just north of Denver that is being blamed on recent heavy 
rains. A district spokesman said debris washed in by stormwater blocked filters Friday 
and caused the overflow. He said employees quickly used bypass pumps to reroute the 
incoming wastewater. The spokesman said the district alerted state, federal and local 
officials about the spill. District officials said staff scientists have not detected any 
effects on wildlife. Employees are trying to determine the size of the spill. The 
Colorado Department of Public Health and Environment said it is too early to tell if 
there is a public health risk. 
Source: http://cbs4denver.com/local/Heavy.rains.blamed.2.1653865.html 

42. April 23, U.S. Environmental Protection Agency – (National) EPA orders 79 
municipalities to improve stormwater management. The U.S. Environmental 
Protection Agency announced April 23 that it has sent orders to 79 municipalities in 
south central Pennsylvania requiring improvements to their Municipal Separate Storm 
Sewer System (MS4) programs. The orders require the cited municipalities to correct 
problems with their respective MS4 programs and come into compliance with their 
Clean Water Act permits. MS4s are publicly owned drainage systems, including storm 
drains, pipes, and ditches, designed to collect and convey storm-water runoff in 
urbanized areas. Urbanized areas contain large portions of impervious surfaces such as 
roads, rooftops and parking lots that channel stormwater directly into local streams, 
rivers, and other water bodies. Improperly managed storm-water runoff from urbanized 
areas can damage streams, cause significant erosion, and carry excessive nutrients, 
sediment, toxic metals, volatile organic compounds, and other pollutants downstream. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/0048DBEB354B9EF98525770E0059E0F7 
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43. April 23, Springfield News-Sun – (Ohio) Despite warning, salt still leaking into 
ground water. Despite efforts last year to prevent a salt pile from leeching into 
groundwater, high levels of sodium are still evident in groundwater around Convey IT 
Inc., 348 Tremont City Road — about 2 Â½ miles northeast of the main water wells in 
Springfield, Ohio, county health officials said. The Indiana-based company funded a 
geoprobe of the land around the site in March. That probe found sodium levels in the 
upper layer of ground water higher than they were last year when officials were first 
alerted to the problem, the county’s director of environmental health said Friday. 
Convey IT installed curbs around the site and put tarp over the more than 40,000 tons 
of salt last summer after high levels of sodium were detected in the well at the Clark 
State Truck Driver Training Institute. The school, located southwest of the salt pile, no 
longer uses the well water for human consumption due to the contamination, health 
officials said. The school is located between the site and the city’s feeder wells. So far 
Springfield’s test wells have not shown an increase in sodium. That could be attributed 
to a soil layer above the aquifer that feeds the city’s wells, a geologist for the Ohio EPA 
said Thursday. 
Source: http://www.springfieldnewssun.com/news/springfield-news/despite-warning-
salt-still-leaking-into-ground-water-669572.html 

For another story, see item 77  
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Public Health and Healthcare Sector 

44. April 26, Middletown Times Herald Record – (New York) Patient files found dumped 
in Monticello. Officials have seized hundreds, perhaps thousands, of files containing 
Social Security numbers and other private patient information found dumped outside 
the shuttered office of DRC Physical Therapy Plus in Monticello, New York. The 
manila folders, dating back to at least 1998, include information sheets showing the 
names, addresses and birth dates of patients and, in some cases, Social Security 
Numbers. A Sullivan County legislator called sheriff’s deputies to the Thompson 
Square Mall off Route 42 to secure the files after being told about them Saturday 
afternoon. He was there as deputies impounded a dump truck loaded with patient files 
and about a dozen or so boxes stacked inside the bucket of a front-loader. “I was 
shocked,” he said, adding that he used DRC several years ago. “I was shocked to see 
the flagrant disregard for patients’ privacy.” The phone number for DRC’s Monticello 
office is out of service, as is the listed number for another office on Route 52 in 
Liberty. 
Source: 
http://www.recordonline.com/apps/pbcs.dll/article?AID=/20100426/NEWS/100429743 

45. April 26, Associated Press – (Texas) San Antonio ER evacuates after battery 
explodes. San Antonio, Texas, police said a battery explosion Sunday, led to 
evacuation of a hospital emergency room and a parking garage for several hours. Police 
said nobody at Methodist Hospital was injured. Staff and patients were allowed to 
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return early Monday after being evacuated to the parking lot. Police said the battery 
was in a storage room when the explosion happened, creating a potentially dangerous 
mix of chemicals. Hazardous materials crews worked to clear the air. 
Source: 
http://www.dallasnews.com/sharedcontent/APStories/stories/D9FAOJAG2.html 

46. April 25, Medical News Today – (National) Study links 1976 “Swine Flu” shot to 
stronger immune response to current strain. New evidence shows immunization 
against “swine flu” in 1976 might provide individuals with some protection against the 
2009 pandemic H1N1 influenza virus, according to new research from investigators at 
St. Jude Children’s Research Hospital. Researchers found that individuals who reported 
receiving the 1976 vaccine mounted an enhanced immune response against both the 
2009 pandemic H1N1 virus and a different H1N1 flu strain that circulated during the 
2008-09 flu season. The work appears in the April 23 online issue of the journal, 
Clinical Infectious Diseases. “Our research shows that while immunity among those 
vaccinated in 1976 has waned somewhat, they mounted a much stronger immune 
response against the current pandemic H1N1 strain than others who did not receive the 
1976 vaccine,” said an associate member of the St. Jude Infectious Diseases 
Department and the study’s lead author. He said it is unclear if the response was 
enough to protect against the 2009 H1N1 virus, but the study points to a lingering 
benefit. The findings also raise hope that those vaccinated against the 2009 H1N1 
pandemic strain might also enjoy a similar, long-term advantage. 
Source: http://www.medicalnewstoday.com/articles/186529.php 

[Return to top]  

Government Facilities Sector 

47. April 26, Las Vegas Review Journal – (Nevada) Security boulders put up to guard 
Nevada Capitol. Nevada officials said boulders recently placed on sidewalks at 
entrances to the state capitol grounds were put there to improve security following a 
March 29 letter warning that the Nevada governor and other governors around the 
nation would “be removed” if they did not resign. “We needed to act quickly,” said the 
governor’s deputy chief of staff. “The rocks will sit there for now, while we decide 
what to do next.” In addition to the boulders to keep vehicles from the capitol grounds, 
a metal detector was installed at the capitol’s main entrance. All side entrances were 
closed, and employees and visitors must enter and exit through the front doors. No 
other governor had a similar reaction to the letter from Guardians of the Free 
Republics, according to news accounts. And new precautions weren’t put in place at the 
nearby state supreme court, legislative building or attorney general’s office. 
Source: http://www.rgj.com/article/20100426/NEWS/4260326/1321/Security-boulders-
guard-Nevada-Capitol 

48. April 26, WTRF 7 Wheeling – (North Carolina) Ohio man arrested with gun near Air 
Force One. A Coshocton, Ohio, man was arrested in Asheville, North Carolina, after 
authorities said he was carrying a firearm near Air Force One, which was transporting 
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the U.S. President to Beckley for the miner’s memorial April 25. The 23-year-old 
suspect was arrested and charged with going armed to the terror of the public. 
According to the Asheville Regional Airport Police, the suspect pulled into the airport 
rental car return parking lot in a Pontiac Grand Prix with Ohio plates. Police said the 
vehicle was equipped with LED law-enforcement style lights in the front and rear, as 
well as a mounted digital camera and four large antennas on the trunk lid. According to 
the release, the suspect appeared to be listening to a radio/hand-held scanner when he 
exited the vehicle. Officers approached the suspect and removed his firearm. Police 
said he told them he heard the President was in town and he wanted to see him. Police 
said there was a siren box located under the dash of the vehicle and a note with rifle-
scope formulas in the cup holder. 
Source: http://www.wtrf.com/story.cfm?func=viewstory&storyid=78869 

49. April 25, KOVR 13 Sacramento – (California) Bomb threat sparks search on UOP 
campus. A bomb threat against the University of the Pacific in Stockton, California 
sparked a search by authorities Sunday, but investigators have since issued the all-clear. 
The Stockton Police Department said they received the threat by phone from an 
unidentified individual claiming that an explosive device had been placed on campus 
and was set to detonate at 10 p.m. Sunday. Stockton authorities notified the UOP Police 
Department, who sent an e-mail to students to be alert for any suspicious objects or 
activities. Authorities searched through the buildings but did not evacuate the campus. 
Some students left campus as a precaution, while others gathered at the baseball field to 
watch television on the big screen. No explosions were reported and police issued the 
all-clear after searching the university’s buildings. Police have not released any 
information on potential suspects in the incident. 
Source: http://cbs13.com/local/uop.bomb.threat.2.1655996.html 

50. April 25, Vail Daily – (Colorado) Man accused of threat at Eagle County 
courthouse. Eagle, Colorado police were called to the Eagle County Justice Center 
April 6, after courthouse workers reported a man had made threatening remarks. When 
the officer arrived, she spoke with a collections investigator who reported the incident. 
The investigator said she was meeting with a man to discuss payment of his court costs 
and fines when he became agitated. She reported asking the man routine questions 
about his employment when he related a strange story about seeing an owl kill a pigeon 
prior to being pulled over by a Colorado State Trooper for a DUI offense. The man 
reportedly spoke of death omens surrounding him. The investigator said she tried to 
ignore his strange statements and asked him about his residence. The man said he was a 
transient. At that point, the investigator said the man made a comment about how he 
should have shot everyone in the courtroom so he would not have to pay the fine. The 
investigator told Eagle Police that she was very upset by the comment and ended the 
interview. She told the man he should not make such statements in a court setting. The 
investigator told police the man seemed surprised by her reaction and asked to continue 
the interview. The investigator refused, escorted the man out of the courthouse and 
called police. The man was issued a summons for menacing and Eagle Police notified 
the Colorado State Patrol, Fifth Judicial District Attorney’s Office and Eagle County 
Court personnel about the incident and citation. 
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Source: 
http://www.vaildaily.com/article/20100425/NEWS/100429873/1078&ParentProfile=10
62 

51. April 23, Federal Bureau of Investigation – (International) Somali pirates indicted for 
attacks on Navy ships. Federal grand juries in the Eastern District of Virginia have 
returned two, separate indictments charging 11 men from Somalia with piracy and 
related offenses pertaining to attacks on two Navy ships. The indictments charge 
separate attacks by separate groups on the U.S.S. Nicholas and the U.S.S. Ashland. 
“Since the earliest days of this country, piracy has been a serious crime,” said the U.S. 
Attorney for the Eastern District of Virginia. “Piracy threatens human lives and disrupts 
international commerce. When pirates attack U.S. vessels by force, they must face 
severe consequences.” “The Naval Criminal Investigative Service provides unique 
forward-deployed, law-enforcement capabilities to the U.S. Navy’s Maritime Strategy,” 
said a NCIS Special Agent in Charge. “This case demonstrates the working relationship 
between uniformed military forces and NCIS — which is a civilian agency — and our 
federal partners to ensure cooperative security and stability across the maritime 
domain.” 
Source: http://norfolk.fbi.gov/dojpressrel/pressrel10/nf042310.htm 

52. April 23, Long Beach Press-Telegram – (California) El Segundo Air Force Base 
locked down over gun threat. The Los Angeles Air Force Base in El Segundo was 
locked down for about an hour this morning while authorities investigated a report of a 
gunman. Security forces detained a male suspect in Building 270, but quickly 
determined he was not carrying a weapon and did not pose a threat, an Air Force 
spokesman said. The lockdown began at 10:41 a.m., he said. The building where the 
man was detained houses finance and leadership personnel, the spokesman added. 
Source: http://www.presstelegram.com/breakingnews/ci_14945606 

53. April 23, KMOV 4 St. Louis – (Missouri) Student charged after bomb threat written 
on wall at high school. An 18-year-old student has been charged after a bomb threat at 
a Metro East high school in St. Louis. The suspect was charged with one count of 
falsely making a terroristic threat, a class 1 felony and one count of disorderly conduct, 
a class 3 felony. Authorities said the suspect allegedly wrote a bomb threat on a 
bathroom wall at Belleville West High School. Bail was set at $100,000. 
Source: http://www.kmov.com/news/local/Teen-charged-after-bomb-threat-written-on-
wall-at-Metro-East-high-school-91943814.html 

For another story, see item 69  
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Emergency Services Sector 

54. April 25, Plano Star-Courier – (Texas) Federal agent impersonator indicted. A 
Lewisville, Texas man arrested by the Collin County Sheriff’s Office for trying to pass 
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himself off as a federal agent, received a multi-county indictment Thursday. The man 
received five, felony indictments from a Collin County grand jury on two counts of 
impersonating a public servant, two counts of unlawful possession of a firearm by a 
felon, and one count of tampering with a government record, according to court 
records. The man went to the Collin County Sheriff’s Office’s administrative building 
on Community Avenue in August 2009 and identified himself as a federal agent with 
U.S. “Homeland Security, Customers and Border Protection.” He also presented 
credible-looking credentials to back up his claims. Even the clothes the man had on at 
the time seemed to indicate he worked for the government, a Collin County Sheriff’s 
Office official said. The man’s “credentials were very realistic, and the shirt was 
possibly an actual Customs issue — but an old version,” the official said by e-mail. 
Source: http://www.lewisvilleleader.com/articles/2010/04/25/plano_star-
courier/news/907.txt 

55. April 23, Associated Press – (Nebraska) FBI agent leave ammunition clip at Neb. 
restaurant. A waitress at a Lincoln, Nebraska restaurant found an ammunition clip left 
behind by an FBI agent who had dined there. A bartender at Bison Witches says the 
waitress discovered the clip after the federal officer ate lunch on April 22. He says 
another employee opened the clip and found hollow-point bullets and government 
insignia. The manager called Lincoln police, who confiscated the ammunition clip. An 
FBI spokeswoman confirmed the clip was left behind. 
Source: http://www.kcautv.com/Global/story.asp?S=12366410 

56. April 23, Associated Press – (Colorado) 3 cases of E. Coli confirmed at Colorado 
prison. Corrections officials suspect 11 inmates at a prison in Canon City, Colorado 
may have been sickened by E. coli bacteria. A Colorado Department of Corrections 
spokeswoman said three cases have been confirmed, with eight more suspected cases at 
Four Mile Correctional Center. Officials were working with the state health department 
to prevent the spread of the bacteria among inmates at the minimum security prison. 
The spokeswoman said that initial inspections of the kitchens have found no problems. 
Source: http://cbs4denver.com/local/3.cases.of.2.1652567.html 

57. April 23, Government Technology – (North Carolina) 3-D technology helps 
emergency responders observe origins of 911 calls. As 3-D effects continue to pop 
up in movie theaters worldwide, emergency responders are finding more practical uses 
for the technology. For example in Durham, North Carolina, officials have started using 
3-D technology to observe the locations of residents in trouble. In April, the Durham 
Emergency Communications Center (DECC), launched advanced tools that show the 
exact origins of 911 calls in a 3-D, aerial image. Communications officers can view any 
property, building, highway or other structure in Durham County from 12 different 
angles, and obtain measurements and elevation from the imagery. This technology is 
critical when it comes to Geographic Information Systems (GIS) mapping, and 
transportation and community planning. And in the case of Durham, its usefulness 
includes missions for first responders, who can better assess the scene of an incident. 
“Sometimes people [who call 911] either don’t give us all the information we need or 
they don’t know where they are exactly,” said the director of the Durham Emergency 
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Communications Center. “This gives us another method to try and pinpoint the location 
and know more about what’s going on. It means we’ll be able to see what is around 
you.” Developed by a Rochester, New York-based company called Pictometry 
International Corp., the software is used in about 800 counties and six states, according 
to the company’s chief marketing officer. Unlike the satellite images and aerial shots 
that point straight down, Pictometry captures images from a 40-degree angle. 
Source: http://www.govtech.com/gt/articles/756599 

58. April 23, Network World – (National) FBI: Finding criminal data on cell phone, 
game consoles is tough. Non-traditional communications devices such as Smartphones 
and game consoles pose a particular problem to law enforcement agencies trying to 
milk them for forensic data that reveals criminal activity, attendees were told at the 
2010 Computer Forensics Show in New York City. “Forensic tools for cell phones are 
in their infancy,” said a forensic examiner with the FBI’s Computer Analysis and 
Response Team. Smartphones can communicate via SMS, MMS, mobile e-mail, 
mobile internet access, VoIP and traditional cellular-voice networks, making each 
machine a potential treasure trove of information but also a nightmare maze of possible 
proprietary technologies to unlock it. Retrieving SMS messages can depend on the 
model of phone, the carrier, the time of day, even the country in which the phone is 
used. SIM cards removed from phones carry potentially useful forensic information, 
but unless it is associated with a particular phone’s Personal Identification Number, it is 
inaccessible. Perhaps the personal unlock feature controlled by phone manufacturers 
could release the data, but that requires knowing the make and model of the phone, the 
examiner said. Game consoles pose a separate problem. They can be used to send e-
mail and connect to the Internet but have little internal memory so whatever is on the 
drive can be quickly over written and therefore be lost forever. “You can take a Wii 
onto the Internet and it doesn’t save sites or browser history,” he said. “If you type in a 
Web address and surf, 10 minutes later there is no record of it.” 
Source: 
http://www.computerworld.com/s/article/9175951/FBI_Finding_criminal_data_on_cell
_phone_game_consoles_is_tough 

59. April 22, WABI 5 Bangor – (Maine) Coast Guard seeks information in suspected 
hoax. The Coast Guard is asking the public’s help in identifying the person who made 
a distress call April 21. They believe it was a hoax. The call was made in the Penobscot 
Bay area at 1:18 PM. The caller said, “Mayday, Mayday, Mayday. Help me, I’m on dry 
land.” Hoax distress calls placed to the Coast Guard are a felony, punishable by up to 
six years in prison and a $250,000 fine. 
Source: http://www.wabi.tv/news/11342/coast-guard-looking-for-information-in-
suspected-hoax 
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60. April 26, V3.co.uk – (International) Backdoor malware targets Apple iPad. Apple 
iPad users are being warned of an email-borne threat which could give hackers 
unauthorized access to the device. The technology writer for anti-virus firm 
BitDefender, wrote in a blog post Monday that the threat arrives via an unsolicited e-
mail urging the recipient to download the latest version of iTunes as a prelude to 
updating their iPad software. “A direct link to the download location is conveniently 
provided. As a proof of cyber-crime finesse, the Web page the users are directed to is a 
perfect imitation of the one they would use for legitimate iTunes software downloads,” 
the writer said. “Unfortunately for these users, following the malicious link means 
opening up a direct line to their sensitive data, as instead of the promised iTunes update 
they get malware on their systems.” The Backdoor.Bifrose.AADY malware opens up a 
back door which could let the perpetrator gain unauthorized access to the device, 
warned the technology writer. It also tries to read the keys and serial numbers of the 
software installed on the device, and logs the passwords to any Webmail, IM or 
protected storage accounts. 
Source: http://www.v3.co.uk/v3/news/2261993/malware-targets-ipads 

61. April 26, RedOrbit – (International) Researchers find voltage-related RSA security 
flaw. Researchers at the University of Michigan have discovered a serious flaw in RSA 
authentication. In their report, ‘Fault Based Attack of RSA Authentication,’ computer 
scientists found that by altering the voltage supply to the processor of the private key 
holder, they could thwart a security system and gain access to the protected data. “For 
any computing system to be secure, both hardware and software have to be trusted,” the 
authors write. “If the hardware layer in a secure system is compromised, not only it 
would be possible to extract secret information about the software, but it would also be 
extremely hard for the software to detect that an attack is underway.” To test their 
theory, the researchers launched “a complete end-to-end fault-attack on a 
microprocessor system” in order to “demonstrate how hardware vulnerabilities can be 
exploited to target secure systems. We developed a theoretical attack to the RSA 
signature algorithm, and we realized it in practice against an FPGA implementation of 
the system under attack.” In doing so, they were able to uncover the 1024-bit private 
key in an about 100 hours. “Our mainstream research in this area is to make microchips 
operate correctly even in the face of transistor failure,” one researcher told BBC News 
on Monday, adding that the university researchers hope that their work will lead to both 
an overhaul of the RSA security system to make the public key less susceptible to this 
kind of attack as well as more reliable chips. “As transistors get smaller, so they are 
more prone to failure,” she also noted. 
Source: 
http://www.redorbit.com/news/technology/1855164/researchers_find_voltagerelated_rs
a_security_flaw/ 

62. April 25, Register-Guard – (National) Latest phishing scam hides behind BBB 
name. Scammers are taking the Better Business Bureau’s name in vain, in yet anther 
version of the “phishing” scam, according to the agency’s Pacific Northwest office. 
The scammers are sending out fake complaint notices to businesses that purport to be 
from the BBB. The e-mails use the return address of seatac@bbb.org and the subject 
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line refers to a “BBB Complaint Case” followed by a nine-digit number. The e-mails 
claim that the company receiving the “notice” has not responded to a complaint, the 
real BBB says. The e-mails ask companies to “click and download” the complaint. If 
someone at the company does this, their computer is infected with a virus, according to 
the BBB. “We believe this virus hacked into each computer, stealing personal 
information like passwords, access to personal e-mail accounts, etc.,” said the vice 
president of marketing for the regional BBB. The BBB for Oregon, western 
Washington and Alaska says that these notices have been sent to both businesses that 
are accredited by the BBB and those that are not. 
Source: http://www.registerguard.com/csp/cms/sites/web/business/24710893-41/bbb-
businesses-mail-complaint-mails.csp 

63. April 23, PC Magazine – (International) Twitter issues alert about phishing 
scam. Twitter issued a warning April 23 about phishing e-mails that tell users they 
have unread messages on the micro-blogging site. The e-mails, coming from a 
support@twitter.com e-mail address, tell members they have unread, delayed, or 
undelivered messages, and ask them to click a link in the e-mail to view the mystery 
messages. Twitter denied sending out the e-mails. The e-mail itself does not appear to 
contain malware, Twitter said. The link in the e-mail actually takes users to a 
pharmaceutical site, though to get to that site, users are re-routed through several other 
sites, which could contain malware. “We’re actively pursuing measures to get these 
sites shut down; in the meantime, we recommend that you not click on the link and 
instead just delete any such e-mails you receive,” Twitter said. 
Source: http://www.pcmag.com/article2/0,2817,2363006,00.asp 

64. April 23, ZDNet – (International) Microsoft admits MS10-025 patch didn’t fix 
vulnerability. Microsoft has yanked security updates shipped in the MS10-025 bulletin 
after realizing the patch did not fix the underlying security vulnerability. The 
withdrawal of the bulletin means that affected Windows 2000 Server users should 
immediately consider applying mitigations and workarounds to avoid malicious hacker 
attacks. The company did not explain why the bulletin was shipped with an inadequate 
patch. The issue only affects Windows 2000 Server customers who have installed 
Windows Media Services (a non-default configuration). A Microsoft spokesman urged 
affected users with Internet facing systems with Windows Media Services installed to 
evaluate and use firewall best practices to limit their overall exposure. The MS10-025 
bulletin is rated “critical” because attackers could launch remote code execution if an 
attacker sent a specially crafted transport information packet to a Microsoft Windows 
2000 Server system running Windows Media Services. 
Source: http://blogs.zdnet.com/security/?p=6298 

65. April 23, DarkReading – (International) Qakbot worm steals 2 GB of confidential 
data per week, researchers say. An emerging worm is turning up more frequently in 
enterprises across the Web, and researchers now estimate that the malware is stealing 
as much as 2 GB of confidential data per week. According to a report by Symantec’s 
security research team, the W32.Qakbot worm continues to pick up steam, infecting 
large batches of business computers as well as home users. More than 1,100 computers 
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at the U.K.’s National Health Service are among the enterprise victims, according to 
news reports. “One unusual aspect of Qakbot is that even though its purpose is to steal 
information associated with home users, it has also been successful at compromising 
computers in corporate environments as well as government departments,” Symantec 
said. The research also found more than 100 compromised computers on a Brazilian 
regional government network. “Whoever is behind Qakbot has not put much effort into 
securing the stolen information,” Symantec reported. “Anyone with a sample of this 
threat who knows what they are doing will be able to access this data quite easily,” it 
continued. “At the time of this writing, we have only observed Qakbot stealing 
consumer-based information. But since Qakbot also functions as a downloader, 
corporate environments compromised by Qakbot could find themselves defending a 
more serious attack if appropriate action is not taken now.” 
Source: 
http://www.darkreading.com/vulnerability_management/security/antivirus/showArticle.
jhtml?articleID=224600309 

For another story, see item 19  
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66. April 25, Hendersonville Times-News – (North Carolina) Morris giving credits for 
loss of cable service. Morris Broadband has agreed to pay credits to North Carolina 
consumers who experienced lengthy service outages in the fall of 2009, the state’s 
attorney general said. The transition from Mediacom to Morris Broadband did not go 
smoothly. In October 2009, company representatives said wiring problems and 
software glitches were to blame for thousands of customers losing their cable, Internet 
and phone services. Eventually the problems were fixed, and residents were able to 
receive cable. As part of the agreement, Morris Broadband will issue $60,000 in credits 
by May 14 to the remaining households and businesses that were affected by the 
service problems. The credits are in addition to $68,000 in credits the company has 
already issued. According to Morris’ estimates, about 1,800 telephone and 8,000 
Internet subscribers were without service for up to 10 days. Areas affected by the 
problems were Hendersonville, Nebo (McDowell County), Sylva (Jackson County) and 
Franklin (Macon County). 
Source: 
http://www.blueridgenow.com/article/20100425/NEWS/4251068/1042/news?Title=Mo
rris-giving-credits-for-loss-of-cable-service 
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67. April 25, Xinhua News Agency – (International) Rain triggers landslides, cuts 
telecommunications in Tibet. Torrential rain has battered southeastern Tibet 
Autonomous Region since April 22, triggering landslides and cutting 
telecommunications links, local authorities said April 25. Landslides and mud-and-rock 
flow cut off road traffic and caused other problems in the county, but there have been 
reports of any human casualties, said the secretary of the Zayu County Committee of 
the Communist Party of China. Communication links were also damaged, leaving the 
county with only one satellite phone to connect with the outside world, the secretary 
said. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4058375 

68. April 25, India Economic Times – (International) Undersea cable system repair may 
hit Internet service in India. The disruption in the SEA-ME-WE 4 undersea 
submarine cable system, which links South East Asia and Europe, is likely to affect the 
high-speed Internet services in the country, authorities said April 25. The South East 
Asia-Middle East-West Europe 4 (SEA-ME-WE 4) project links the two regions via the 
Indian sub-continent and the Middle East. The project is run by a consortium of 16 
international telecom companies, including Indian majors Bharti Airtel and Tata 
Communications. According to sources, the disruption in the undersea cable network 
near Italy is likely to hit the broadband connections in India. Maintenance of the 
undersea cables will be carried out for the next four days, which may cause some 
disruption in services. However, the companies have taken various steps to minimize 
the impact, sources said. 
Source: http://economictimes.indiatimes.com/infotech/internet/Undersea-cable-system-
repair-may-hit-Internet-service-in-India-/articleshow/5855874.cms 

69. April 25, Jerusalem Post – (International) TAU professor tips off US over security 
flaw in e-passports. A Tel Aviv University (TAU) researcher has enabled the US State 
Department to fix security holes in its electronic passports, and now has set his sights 
on at-risk credit, debit and “smart” cards used by hundreds of millions of people around 
the world. E-passports contain biometric data, electronic fingerprints and pictures of the 
holder, as well as a wireless radio frequency identification (RFID) transmitter. 
Although the original system was designed to operate at close range, the TAU 
computer science professor realized hackers were able to access data from afar. 
Noticing this security problem, the professor helped ensure that the computer chip in 
American e-passports could be read only when the passports were opened. In 2007, the 
U.S. State Department outfitted every new passport with both a security chip and 
conductive fibers on the back. A U.S. Embassy spokesman told The Jerusalem Post 
Thursday that there had “been a problem” in the past with his country’s e-passports, but 
added that it had been dealt with. Now, a new study by the TAU professor has found 
serious security drawbacks in similar chips that are being embedded in credit, debit and 
smart cards. The vulnerabilities of this electronic approach – and of the private 
information contained in the chips – are becoming more acute, he said. Using simple 
devices constructed from $20 disposable cameras and copper cooking-gas pipes, the 
professor and his team of students have demonstrated how easily the cards’ radio 
frequency (RF) signals can be disrupted. The professor has suggested some small steps 
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that can be taken to make smart cards smarter, the easiest one being to shield the card 
with something as simple as aluminium foil to insulate the e-transmission. 
Source: http://www.jpost.com/LandedPages/PrintArticle.aspx?id=173841# 

70. April 23, WYMT 57 Hazard – (Kentucky) Copper thieves could be facing federal 
charges. Copper thieves, who hit a brand new communications tower in Kentucky 
could be facing federal charges. Estill County officials said burglars stole copper from 
the tower sometime the weekend of April 17, which knocked out a flashing light on top 
of the tower. Workers were able to fix the light before dark so aircraft would not be in 
danger. Officials said the tower was funded by federal money and would be used for 
911 calls. 
Source: http://www.wkyt.com/wymtnews/headlines/91944199.html 

71. April 23, Associated Press – (Colorado; Wyoming) Glitch at Aurora center disrupts 
cellphone, text service in Colo., Wyo. A software glitch at a wireless switching center 
in Aurora interrupted cellphone and text service for about 11 hours in most of Colorado 
and Wyoming on April 22. A Verizon Wireless spokesman said the problem began at 
about 2 a.m. April 22, with service restored at about 1 p.m. He said it appeared a 
software defect, not a virus, caused the outage. The switch in Aurora handles service 
for most of Wyoming and Colorado, with the exception of the Front Range cities of 
Colorado Springs, Denver and Fort Collins, which were not affected. Affected cities in 
Colorado included Alamosa, Vail, Aspen, Durango and Grand Junction, while affected 
cities in Wyoming included Laramie, Casper and Cheyenne. 
Source: http://www.denverpost.com/headlines/ci_14940879 

For another story, see item 74  
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Commercial Facilities Sector 

72. April 24, Associated Press and 1010 WINS New York – (New York) Police detain man 
who cried ‘bomb’ in Patchogue theater. Police said a man entered a Long Island 
theater where a group of people were rehearsing and falsely announced that he had a 
bomb, before running out of the building. The 52-year-old was arrested Saturday on a 
charge of falsely reporting an incident. Police said the man walked into the Patchogue 
Theater for the Performing Arts about 4 p.m. with a backpack during a rehearsal, and 
ran up and down the aisle yelling. He announced he had a bomb and ran out. No one 
was hurt. The man was detained by a patrol officer. He did not have a bomb on him. A 
Suffolk County Police detective said the man is not saying why he did it. The man was 
scheduled to appear in court Sunday. 
Source: http://www.1010wins.com/Cops-Say-Man-Made-Bomb-Threat-at-Patchogue-
Theater/6883843 

73. April 23, KOVR 13 Sacramento – (California) ‘Suicide by cop’ note prompts 
Walmart evacuation. A Walmart store in Roseville, California was evacuated April 
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22, as officers from three cities searched for a man who left his wife a note saying he 
wanted to commit “suicide by cop.” Roseville police say the suspect wrote a note to his 
wife saying their marriage was not working and that he was going to attempt to get an 
officer to shoot at him. Rocklin, Roseville, and Lincoln police shut down the Walmart 
parking lot on Pleasant Grove Blvd. in Roseville. Officers evacuated the store and then 
searched it. They eventually realized the man was holed up in an RV in the parking lot. 
The suspect surrendered peacefully and apologized for the trouble he caused. He is 
being held in the Lincoln jail awaiting a psychiatric evaluation. 
Source: http://cbs13.com/crime/suicide.by.cop.2.1651907.html 

74. April 23, Newsweek – (New York) Security stepped up at Comedy Central following 
threats against ‘South Park’. The New York Police Department has stepped up 
security at the headquarters of the Comedy Central cable channel after an Islamic 
extremist Web site posted apparent threats to the creators of South Park for making fun 
of the Prophet Muhammad. The NYPD deputy commissioner and chief spokesman 
says that his department for some time has been aware of the small group, which 
appears to organize around a now-unreachable Web site called RevolutionMuslim.com, 
at least one of whose purported leaders posted threats against South Park after the 
cartoon series made fun of icons of several major religions in a two-part story 
celebrating the program’s 200th episode. “We were aware of the threat before it 
surfaced and took precautions to safeguard the offices of Comedy Central,” the deputy 
commissioner says. He declined to discuss the security measures in further detail or to 
disclose how NYPD managed to get advance warning that the cartoon and its producers 
were going to be threatened. A law-enforcement official who asked to remain unnamed 
due to the sensitivity of the information and private experts who monitor extremist 
Islamic Web sites say that there is no evidence that the Web site or its supporters have 
ever engaged in actual violence or have access to any weapons. “It’s all talk,” the law-
enforcement official says. Nevertheless, law-enforcement agencies are concerned that 
the implied threats that the Web site posted condemning the latest South Park lampoon 
of Muhammad “might inspire someone else,” says the official. 
Source: http://blog.newsweek.com/blogs/declassified/archive/2010/04/23/security-
stepped-up-at-comedy-central-following-threats-against-south-park.aspx 
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National Monuments and Icons Sector 

75. April 26, Associated Press – (South Dakota) Preservation work continues at 
Rushmore. Crews at Mount Rushmore National Monument will begin two weeks of 
preservation work on the granite carving April 26 to protect the sculpture from erosion 
damage. Some of the work involves workers being suspended on ropes to inspect the 
four presidential faces and to remove vegetation and hazardous rocks. Officials said the 
annual preservation work also would prepare the mountain for a detailed 3D digital 
laser scanning project in May. 
Source: http://www.ktiv.com/Global/story.asp?S=12373512 
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76. April 26, San Francisco Examiner – (California) Bomb squad explodes military 
bomb at Fort Funston. Fort Funston in San Francisco is open again after a bomb 
squad detonated a leftover military bomb someone found along the rugged, coastal park 
south of Ocean Beach, Sunday. The bomb was discovered in the stretch of the headland 
that belongs to the National Park Service just after noon, according to the police 
department. U.S. Park Police closed a perimeter for a couple hours so they could set it 
off, according to the park service. No one was injured. “It was safe. It just takes just a 
couple minutes,” a Golden Gate National Recreation Area spokesman said. “They 
know what they’re doing.” 
Source: http://www.sfexaminer.com/local/Bomb-squad-explodes-military-bomb-at-
Fort-Funston-92056669.html 

77. April 25, Tahoe Daily Tribune – (Nevada) An evacuation drill is planned for Round 
Hill, mid-Kingsbury next week. A number of local, Nevada agencies have partnered 
to take part in an evacuation drill that will simulate a wildfire and its consequences. 
There will be emergency personnel and people evacuating their homes near Round Hill 
and Kingsbury May 2. The drill is slated for 3 p.m. and will affect the neighborhoods of 
Round Hill and Middle Kingsbury. The drill simulates that a wildfire has started on 
U.S. Forest Service property behind the sewer plant above Sewer Plant Road and is 
threatening the surrounding neighborhoods. It will test residents’ preparedness to 
evacuate their homes in the event of a wildfire. Douglas County Dispatch will place 
reverse 911 calls into the threatened neighborhoods to give residents evacuation 
instructions. Residents of the neighborhoods will receive door hangers this week to 
inform them about the events. However, participation is not mandatory. 
Source: 
http://www.recordcourier.com/article/20100425/NEWS/100429900/1062&ParentProfil
e=1049 

78. April 23, Durango Herald – (National) Scientist: Money to fight beetles as fire 
mitigation not productive. In an effort to mitigate the risk of wildfires, a Colorado 
U.S. Senator introduced forest legislation last November that specifically targets the 
mountain pine beetle and spruce beetle. The bill, in part, seeks to provide increased 
federal assistance to 12 “affected” Western states, including Colorado, which have 
large numbers of forest lands containing disease-ridden trees caused by beetle 
outbreaks and other insect infestations. The Senate Energy and Natural Resources 
Subcommittee on Public Lands and Forests this month held a hearing and received 
testimony on the National Forest Insect and Disease Emergency Act of 2009, and three 
other public-lands bills. However, one scientist that has studied the connection between 
beetle infestation and forest fires and disease for more than 10 years told the panel that 
insect infestations are not the major cause of forest fires in Colorado. He said allocating 
federal assistance to combat the critters would be unproductive. “The best available 
science indicates that outbreaks of mountain pine beetle and spruce beetle do not 
increase the risk of fire in most types of forests,” said the scientist, in his April 16 
testimony. Furthermore, the scientist stated that scientific evidence indicates that fires 
do not burn more quickly or more severely in dead, disease-ridden forests than in 
dense, live forests under current climate conditions. He argued that the presence of 
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flammable materials and the failure to use fire-resistant materials in home construction 
also enhance fire risk in forests and surrounding communities. A former research 
scientist at the University of Colorado at Boulder and current professor at Clark 
University in Massachusetts also discounted the notion of beetles causing forest fires 
during his testimony. He said climate, not insects, plays the most important role in 
forest fires, as wildfires are more likely to occur during droughts. 
Source: 
http://durangoherald.com/sections/News/2010/04/23/Scientist_Money_to_fight_beetles
_as_fire_mitigation_not_productive/ 
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Dams Sector 

79. April 25, Associated Press – (Washington) Levee repairs start on Nooksack 
River. Repairs have started on a Nooksack River levee that was badly damaged by 
flooding in January 2009. The Bellingham Herald reports that it is the first of five levee 
repair projects happening in Whatcom County, Washington, this year. County officials 
said this particular levee, near Lynden, has been a problem every time there is flooding. 
They believe the repairs will keep workers from having to sandbag whenever a flood 
happens. The project cost about $400,000. Four other projects are expected to be 
completed later this summer. Two of the repairs will be near Ferndale, one in Lynden 
and one in Deming. 
Source: http://www.seattlepi.com/local/6420ap_wa_levee_repairs.html?source=mypi 

80. April 23, Auburn Reporter – (Washington) Spring fill continues at Howard Hanson 
dam, monitoring begins. The reservoir at Howard Hanson Dam in King, Washington, 
has reached 1,147 feet above sea level, the point at which the U.S. Army Corps of 
Engineers and scientists on the ground begin intensive, around-the-clock monitoring. 
Last month, the Seattle District of Corps began allowing water levels to rise slowly 
within the reservoir for the annual spring fill of the reservoir, a normal dam operation 
to provide summer and fall water supply for various purposes. During this pool rise, the 
Corps will conduct testing and in-depth investigations of the dam’s current 
effectiveness. The plan targets a maximum pool elevation of 1,167 feet, unless 
engineers, geologists, and other scientific experts on the ground see anything troubling, 
in which case the reservoir level can be reduced as appropriate. Additionally, 
throughout the reservoir fill, the Corps will constantly monitor the performance of the 
dam including special electromagnetic and dye tests to measure the effects of the pool 
on the right abutment. Because of the damage sustained to the abutment in 2009, a 
higher frequency of monitoring is prudent once the pool exceeds elevation 1,147 feet. 
Source: http://www.pnwlocalnews.com/south_king/aub/news/91935454.html 
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