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Top Stories 

 According to the Associated Press, Carnival Cruise Lines says 60 people were hurt on 
April 21 when one of its vessels listed during a maneuver to avoid a partially submerged 
buoy that was adrift near Mexico’s Yucatan Peninsula. The U.S. Coast Guard has been 
notified about the wayward buoy. (See item 27) 

 According to Reuters, a potentially deadly strain of fungus is spreading among animals and 
people in the northwestern United States and the Canadian province of British Columbia, 
researchers reported on April 22 in a study published in the journal PLoS Pathogens. 
Climate change may be helping it spread, the researchers said. (See item 46) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 23, Associated Press – (Louisiana) Blast on Gulf of Mexico oil rig may have 
killed 11. A burning, off-shore oil platform sank into the Gulf of Mexico, Thursday, 
and officials said that 11 missing workers may not have escaped after a large explosion 
there Tuesday night. Crews continued to search by air and water for those missing from 

http://www.dhs.gov/
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the Deepwater Horizon. The vice president of rig owner Transocean Ltd. said crew 
members who survived Tuesday’s explosion indicated the missing may have been near 
the blast and unable to escape. Officials had hoped they might have been able to get to 
a covered lifeboat with supplies. The rig was doing exploratory drilling about 50 miles 
off the coast of Louisiana. Rescue crews have covered a 1,940-square-mile search area 
by air 12 times and by boat five times. Seventeen others hurt in the blast had been 
brought to shore Wednesday with injuries including burns and broken legs and smoke 
inhalation. Four were critically injured. The well could be spilling up to 8,000 barrels 
of crude oil a day, the Coast Guard said. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/04/22/AR2010042205789.html 

2. April 23, Bloomberg – (Louisiana) BP’s Gulf of Mexico plans unlikely to be set back 
by rig blast. BP Plc, the biggest oil producer in the Gulf of Mexico, is unlikely to see 
output suffer after the Deepwater Horizon rig it leased exploded and sank, because the 
deposit it was drilling was relatively small. The reservoir probably contains less than 
100 million barrels and was of commercial interest mainly because of its proximity to 
existing pipelines, according to a person with knowledge of the matter who declined to 
be identified because the information wasn’t public. BP’s output in the area is 450,000 
barrels per day. BP planned to tie the well drilled by Deepwater Horizon to the 
company’s Pompano platform. Even though there is no indication that BP was at fault 
in the accident, the explosion and subsequent oil spill could be damaging to BP’s 
reputation. Political fallout could also set back the cause of deep-water drilling, where 
BP is an industry leader. 
Source: http://www.businessweek.com/news/2010-04-23/bp-s-gulf-of-mexico-plans-
unlikely-to-be-set-back-by-rig-blast.html 

3. April 22, Eureka Times-Standard – (California) Power outages affect thousands in 
Humboldt County. Thousands of homes throughout Humboldt County, California, 
lost power Wednesday afternoon as high winds gusted throughout the area. A Pacific 
Gas and Electric Co. spokeswoman said about 12,000 customers were without power at 
the outages’ peak shortly before 2 p.m., with most outages occurring in the Eureka 
area. Most customers saw power restored within a few hours, she said. She said that as 
of 3 p.m., 600 customers were without power, mostly in the Arcata, McKinleyville and 
Garberville areas. 
Source: http://www.times-standard.com/localnews/ci_14934802 

4. April 21, WGHP 8 Greensboro – (North Carolina) Tanker overturns, spilling liquid 
asphalt across road. A tanker carrying liquid asphalt along Highway 47 in Denton, 
North Carolina slid into a tree and overturned Wednesday morning, spilling thousands 
of gallons of hot tar across the roadway and into a nearby creek. The North Carolina 
Highway Patrol said the driver was delivering the asphalt to Raleigh when he lost 
control of the truck near the intersection of Piedmont School Rd., slid off the road and 
crashed into a tree. The impact ripped the tank open, spilling black liquid all over the 
road and into a creek just off the highway. “(The driver) had about 75,000 pounds of 
liquid asphalt in the back of it,” a trooper said. The Denton Fire Department contained 

 

http://www.businessweek.com/news/2010-04-23/bp-s-gulf-of-mexico-plans-unlikely-to-be-set-back-by-rig-blast.html
http://www.businessweek.com/news/2010-04-23/bp-s-gulf-of-mexico-plans-unlikely-to-be-set-back-by-rig-blast.html
http://www.times-standard.com/localnews/ci_14934802
http://www.washingtonpost.com/wp-dyn/content/article/2010/04/22/AR2010042205789.html
http://www.washingtonpost.com/wp-dyn/content/article/2010/04/22/AR2010042205789.html
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the spill with sand and buoys in the creek, and an official with the Department of 
Environmental and Natural Resources said it the water appeared OK. 
Source: http://www.myfox8.com/news/wghp-story-denton-truck-overturned-
100421,0,6788355.story 

For another story, see item 5  
 
[Return to top]  

Chemical Industry Sector 

5. April 23, Associated Press – (National) U.S. oil, chemical plants underreporting 
pollution. The nation’s oil and chemical plants are spewing a lot more pollution than 
they report to the Environmental Protection Agency (EPA) — and the EPA knows it. 
But the federal agency has yet to adopt more accurate, higher-tech measuring methods 
that have been available for years, according to experts. Significant changes will not be 
seen for at least two more years, even though an internal EPA watchdog called for 
improvements in 2006, and some of the more sophisticated measuring devices have 
been used in Europe since the 1990s. Records, scientific studies and interviews by the 
Associated Press suggest pollution from petrochemical plants is at least 10 times 
greater than what is reported to the government and the public. Some European 
countries employ lasers, solar technology, and remote sensors to measure air pollution, 
while the U.S. relies to a large degree on estimates derived from readings taken by 
plant employees using hand-held “sniffer” devices that check for leaks in pumps and 
valves. The failure to get a true assessment of industrial emissions hinders attempts to 
monitor and regulate public health and air quality. Although U.S. oil and chemical 
companies have criticized some of the high-tech measuring devices, complaining they 
do not yield a full and accurate picture, the industry said it would embrace technologies 
that work and are affordable. Under the federal Clean Air Act, plants must bear the cost 
of pollution-monitoring equipment. And the newer, high-tech devices could easily cost 
a plant hundreds of thousands of dollars. Also, more accurate measuring devices could 
lead to bigger fines against industrial polluters and force them to pay for cleaner 
technology. 
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-
emissions_23tex.ART.State.Edition1.4c56cf7.html 

6. April 22, WITN 32 Washington – (North Carolina) PCS fined in October ammonia 
leak. The North Carolina State Labor Department has fined PCS Phosphate’s parent 
company for an accident last fall that injured 17 workers. Potash Corporation was cited 
and fined $30,400. Specifics of the fine and citation were not immediately available. 
Ten PCS employees and seven contractors were sent to the hospital after an ammonia 
leak at the Aurora plant in October. At the time, PCS said the leak was stopped and the 
ammonia was contained on the plant site. The immediate areas around the leak and 
areas downwind were evacuated. A state review commission now has jurisdiction of 

http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-emissions_23tex.ART.State.Edition1.4c56cf7.html
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-emissions_23tex.ART.State.Edition1.4c56cf7.html
http://www.myfox8.com/news/wghp-story-denton-truck-overturned-100421,0,6788355.story
http://www.myfox8.com/news/wghp-story-denton-truck-overturned-100421,0,6788355.story
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the case because PCS has contested the citations. 
Source: http://www.witn.com/home/headlines/91856359.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. April 23, Brattleboro Reformer – (Vermont) WRC wants hearing put off because 
extra workers at VY may affect security. The Windham Regional Commission asked 
the Vermont Public Service Board on Thursday to postpone its Vermont Yankee site 
visit and public hearing scheduled for April 29 in Vernon. There are two reasons to 
delay the site visit and hearing, the WRC’s executive director said. The hearing is 
scheduled just five days after a refueling outage at the nuclear power plant is slated to 
begin. The outage will draw at least 1,000 additional workers to the area to assist in the 
refueling and in various maintenance tasks. The extra workers might affect security, 
traffic and parking at the Vernon Elementary School where the public hearing is 
scheduled, the executive director wrote in a motion presented to the PSB. “Given the 
significant increase in related workforce and the potential for clashes between 
supporters and opponents, we are somewhat concerned that holding the hearing at this 
particular time risks unnecessary confrontation,” he wrote. 
Source: http://www.reformer.com/localnews/ci_14941803 

8. April 23, Wilkes-Barre Times Leader – (Pennsylvania) PPL shuts down reactor for 
planned safety repairs. Operators at PPL’s Susquehanna, Pennsylvania nuclear power 
plant shut down one of the plants reactors early Friday morning for planned repairs. 
According to a PPL spokesman, the Unit 2 reactor was safely shut down for 
maintenance outage to repair a heat-exchanger tube in the reactors heating system. The 
plant manager said the exchanger tube heats water before it goes into the reactor, and 
that the maintenance did not affect the plant’s ability to continue operating. PPL said 
the unit would be repaired and should be up and running again within a few days. 
Source: http://www.timesleader.com/news/PPL-shuts-down-reactor-for-planned-safety-
repairs.html 

9. April 23, Nuclear Regulatory Commission – (National) NRC reactor safeguards 
committee will meet next month. The Nuclear Regulatory Commission’s Advisory 
Committee on Reactor Safeguards (ACRS) will hold a public meeting May 6-8 in 
Rockville, Maryland, to discuss several issues of interest. Topics to be discussed 
include: revisions to the standard review plan for spent-fuel storage systems and 
discussions on the staff’s proposed guidance for the use of containment, overpressure 
credit in boiling-water reactors. Also, the panel will meet with the NRC Chairman to 
discuss topics of mutual interests. The ACRS, a group of experienced technical experts, 
advises the Commission independently from the NRC staff on safety issues related to 
the licensing and operation of nuclear power plants. It also advises the Commission on 
issues in health physics and radiation protection. The meeting will be held in Room T2-
B1 in the Two White Flint North building at NRC Headquarters at 11545 Rockville 
Pike, Rockville, Maryland. The sessions on Thursday, May 6, and Friday, May 7, will 

http://www.reformer.com/localnews/ci_14941803
http://www.timesleader.com/news/PPL-shuts-down-reactor-for-planned-safety-repairs.html
http://www.timesleader.com/news/PPL-shuts-down-reactor-for-planned-safety-repairs.html
http://www.witn.com/home/headlines/91856359.html
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run from 8:30 a.m. to 7 p.m., and on Saturday, May 8, from 8:30 a.m. to 1 p.m. 
Portions of the meeting may be closed to discuss information that includes classified, 
proprietary, organizational or personnel matters. 
Source: http://nuclearstreet.com/blogs/nuclear_power_news/archive/2010/04/23/nrc-
committee-on-reactor-safeguards-will-meet-next-month-04234.aspx 

[Return to top]  

Critical Manufacturing Sector 

10. April 23, Kansas City Business Journal – (Missouri; Pennsylvania) Harley-Davidson 
temporarily stops production at Kansas City plant. Harley-Davidson Inc. 
temporarily halted operations at its production plants in Kansas City, Missouri and 
York County, Pennsylvania due to concerns over a chemical hazard to employees. The 
Milwaukee-based, motorcycle manufacturer was informed by a supplier that the paint it 
uses might contain benzene, a known cancer-causing agent. Production workers were at 
the Kansas City plant on Thursday, but were sent home before noon. The plant was 
completely closed Friday morning. The company is performing tests on the paint, to see 
if benzene is being emitted into the air. “The safety of our employees is our top 
priority,” said Harley’s communication manager in Kansas City. “We’re taking some 
precautionary measures. There has been nothing so far to indicate that levels are above 
safe levels.” The manager said the paint department was closed, but noted that without 
painted parts, the rest of the plant can not continue to operate. He said the company is 
planning restart operations at the plant Monday, if everything is determined to be safe. 
Source: http://kansascity.bizjournals.com/kansascity/stories/2010/04/19/daily49.html 

11. April 23, Saratogian News – (New York) Fire at Espey Manufacturing contained to 
oven. The city fire department responded to a call of an oven fire at Espey 
Manufacturing in Saratoga Springs, Friday. According to the fire department, the 
company was “baking off” chemicals from barrels and pails to clean them when the fire 
started, creating heavy, dense smoke. The fire was contained in the 6-foot-by-10-foot 
oven upon the fire department’s arrival. It was not immediately clear what amount of 
damage the smoke might have caused. 
Source: 
http://www.saratogian.com/articles/2010/04/23/news/doc4bd1ae0796251219110466.txt 

12. April 23, Aviation Week – (National) Boeing 787 begins extreme weather 
tests. Boeing’s third test 787 has entered a two-week phase of extreme weather tests at 
McKinley Climatic Laboratory at Eglin Air Force Base in Florida as part of the 
aircraft’s type-certification effort. The testing will expose the aircraft to heat as high as 
115F degrees and as low as -45F. Boeing said that once the aircraft is stabilized at 
either the hot or cold temperatures, test technicians will follow the maintenance manual 
to prepare it for flight release and operation under these conditions. “Sensors and 
monitors will allow the test team to determine if all systems hardware and software 
operate as expected,” Boeing added. Cold-weather testing is being conducted first, with 
preliminary hot-weather testing to follow. Additional extreme-weather testing will be 

http://kansascity.bizjournals.com/kansascity/stories/2010/04/19/daily49.html
http://www.saratogian.com/articles/2010/04/23/news/doc4bd1ae0796251219110466.txt
http://nuclearstreet.com/blogs/nuclear_power_news/archive/2010/04/23/nrc-committee-on-reactor-safeguards-will-meet-next-month-04234.aspx
http://nuclearstreet.com/blogs/nuclear_power_news/archive/2010/04/23/nrc-committee-on-reactor-safeguards-will-meet-next-month-04234.aspx
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conducted later in the flight test program, much of it centered around flights of the test 
aircraft to areas of hot and cold weather. The test comes as Boeing receives the long-
anticipated, FAA-expanded type inspection authorization (TIA) for the 787; and at the 
same time has announced the finalization of the aircraft’s aerodynamic configuration. 
Expanded TIA clears the way for flight-test personnel to fully participate in future test 
flights and marks a major milestone on the road to certification. Boeing also said it has 
finalized the aerodynamic configuration of the 787. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/
awx/2010/04/22/awx_04_22_2010_p0-221988.xml 

13. April 22, KOMO 4 Seattle – (Washington) Gas tank explodes in Seattle recycling 
plant. A propane tank exploded at a South Seattle metal recycling facility, but there 
were no reports of serious injuries. The president of Independent Metals Recyling said 
the tank went through a metal shredder and exploded, but a thick safety shield around 
the shredder protected workers. “It looks way worse than it was,” he said. Medics were 
checking out a few employees who were knocked down by the blast, which bulged out 
roll-up doors. Employees at other business for several blocks around Independent 
Metals said they could hear and feel the blast. Dozens of Seattle firefighters rushed to 
the scene and the fire was extinguished by about 8:50 a.m. Crews are still checking the 
rest of the building and initial reports indicate that there was no major structural 
damage. 
Source: http://www.komonews.com/news/local/91821349.html 

14. April 21, Morning Journal – (Ohio) Fire disrupts operations at Lorain Tubular. A 
fire of unknown origin broke out this morning at the Lorain Tubular Operation of U.S. 
Steel, in Lorain, Ohio but no injuries were reported, according to a spokeswoman for 
U.S. Steel. She said the small fire occurred at the No. 3 seamless pipe mill. “Employees 
were safely evacuated and no injuries were reported,” she added. The fire was 
extinguished quickly by U.S. Steel personnel and the local fire department was not 
called. The fire caused no damage to the facility and only minimal damage to 
production equipment, the U.S. Steel spokeswoman said. As a result of the incident, 
production was idled at Lorain Tubular Operation in order to have plant-wide safety 
meetings with employees to discuss the incident. “We anticipate restarting operations 
today, after meetings are completed,” the company spokeswoman said. An 
investigation into the cause of the incident is underway. 
Source: 
http://www.morningjournal.com/articles/2010/04/21/news/doc4bcf699c24ff067113285
0.txt 

[Return to top]  

Defense Industrial Base Sector 

15. April 22, U.S. Government Accountability Office – (National) DOD can achieve better 
outcomes by standardizing the way manufacturing risks are managed. DOD faces 

http://www.komonews.com/news/local/91821349.html
http://www.morningjournal.com/articles/2010/04/21/news/doc4bcf699c24ff0671132850.txt
http://www.morningjournal.com/articles/2010/04/21/news/doc4bcf699c24ff0671132850.txt
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/awx/2010/04/22/awx_04_22_2010_p0-221988.xml
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/awx/2010/04/22/awx_04_22_2010_p0-221988.xml
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problems in manufacturing weapon systems — systems cost far more and take much 
longer to build than estimated, according to a new study from the Government 
Accountability Office. The GAO found that billions of dollars in cost growth occur as 
programs transition from development to production, and unit-cost increases are 
common after production begins. Several factors contribute to these problems including 
inattention to manufacturing during planning and design, poor supplier management, 
and a deficit in manufacturing knowledge among the acquisition workforce, the study 
found. Essentially, programs did not identify and resolve manufacturing risks early in 
development, but carried risks into production where they emerged as significant 
problems, it continued. Manufacturing readiness levels (MRLs) have been proposed as 
new criteria for improving the way DOD identifies and manages manufacturing risks 
and readiness. A GAO analysis of DOD’s technical reviews that assesses how 
programs are progressing show that MRLs address many gaps in core manufacturing-
related areas, particularly during the early acquisition phases. Several Army and Air 
Force centers that piloted MRLs report these metrics contributed to substantial cost 
benefits on a variety of technologies and major defense acquisition programs, the 
government watchdog agency found. The commercial firms GAO visited use a 
disciplined, gated process that emphasizes manufacturing criteria early in development. 
The practices they employed focused on gathering sufficient knowledge about the 
producibility of their products to lower risks, and include stringent, manufacturing-
readiness criteria to measure whether the product is sufficiently mature to move 
forward in development. A key difference is that commercial firms, prior to starting 
production, required their manufacturing processes to be in control — that is, critical 
processes are repeatable, sustainable, and consistently producing parts within the 
quality standards. 
Source: http://www.gao.gov/products/GAO-10-439 

For another story, see item 11  
 
[Return to top]  

Banking and Finance Sector 

16. April 23, Insurance and Financial Advisor – (National) Calif. man indicted for 
attempted cyber-extortion of New York Life. A Chino, California, man was indicted 
in federal court after he allegedly sent threatening e-mails and used a Web site as a 
means to damage the reputation of insurer New York Life, costing the firm millions. 
The 52-year-old suspect is charged with one count of extortion through interstate 
communications, according to the U.S. Attorney’s Office for the Southern District of 
New York. If convicted, the suspect could face up to two years in federal prison and a 
maximum fine of $250,000 or twice the amount of loss his crime committed, officials 
said. Federal authorities claim that in a series of e-mails and through a Web site, the 
suspect threatened to make false public statements and transmit millions of spam e-
mails in an effort to hurt New York Life. In January, he attempted to have his insurance 
premiums returned after he purchased a variable universal life policy and was 
dissatisfied with the performance of the product. In February, he sent an e-mail to more 

http://www.gao.gov/products/GAO-10-439
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than a dozen New York Life employees, executives and one of the insurers’ board of 
directors directing them to his Web site and stating “I HIGHLY suggest you visit [the 
site] and contact me afterwards.” The site featured text spelling out the suspect’s 
demands and his threats to send 6 million spam e-mails and use his knowledge of social 
media to “slam” the insurers integrity and “drag your company name and reputation 
through the muddiest waters imaginable.” The suspect further stated, that if New York 
Life did not meet his demands by March 10, the company would have to pay him $3 
million. On February 24, he sent an e-mail to several employees at the company 
informing them the “[c]lock is ticking.” 
Source: http://ifawebnews.com/2010/04/23/calif-man-indicted-for-attempted-cyber-
extortion-of-new-york-life/ 

17. April 23, Washington Post – (National) Debt-settlement firms misled consumers, 
GAO report says. A government investigation into the burgeoning, debt-settlement 
industry has found that many firms misled consumers by claiming to be affiliated with 
federal stimulus programs, and exaggerating their ability to reduce consumers’ loans. 
Presented on April 22 at a Senate Commerce Committee hearing, the Government 
Accountability Office report included audio recordings of salesmen describing their 
companies as “government approved” and linking settlements to the federal bailout of 
troubled banks. Another sales recording stated that all customers eliminated their debt 
in three years, while others encouraged customers to stop paying their creditors — a 
practice that violates the industry’s own standards. “It is appalling beyond words,” the 
senator who heads the committee said at the hearing. “These debt-settlement companies 
are kicking people when they are down.” The number of debt-settlement companies has 
ballooned to more than 1,000 during the past five years, after changes to the federal 
bankruptcy law made it more difficult for consumers to qualify for bankruptcy and as 
the recession ravaged household budgets. The companies promise to negotiate with a 
customer’s creditors to reduce the principal, rather than just interest and fees, as many 
credit-counseling firms do. But consumer advocacy groups have attacked the industry 
for charging hefty, up-front fees before calls to creditors are made. In addition, the 
consumer advocates have accused debt-settlement firms of misleading consumers in 
sales pitches and instructing them not to pay bills. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/04/22/AR2010042205523.html 

18. April 23, Roanoke Times – (Virginia) Blacksburg’s National Bank hit by phishing 
scam. The National Bank of Blacksburg, Virginia, has been the target of several 
phishing attacks that attempt to obtain confidential customer information, bank officials 
said April 22. Fraudulent e-mails, phone calls and text messages using the bank’s 
name, logo and Web site are being sent to some southwest Virginia residents. Phishing 
is a scam used to gain an individual’s personal information through the use of 
fraudulent messages that appear to come from legitimate businesses. The bank’s legal 
counsel said the bank’s computer system has not been compromised. “We did not 
provide this information to anyone.” She said bank officials started receiving reports 
about the fraudulent messages about a week ago. The messages asked for confidential 
information, such as credit-card and bank-account numbers and passwords. People who 

http://www.washingtonpost.com/wp-dyn/content/article/2010/04/22/AR2010042205523.html
http://www.washingtonpost.com/wp-dyn/content/article/2010/04/22/AR2010042205523.html
http://ifawebnews.com/2010/04/23/calif-man-indicted-for-attempted-cyber-extortion-of-new-york-life/
http://ifawebnews.com/2010/04/23/calif-man-indicted-for-attempted-cyber-extortion-of-new-york-life/
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are not bank customers have also been affected. There are no estimates available now 
on how many people have received the fake messages, officials said. 
Source: http://www.roanoke.com/news/nrv/wb/244315 

19. April 22, WTNH 8 New Haven – (Connecticut; New York) Police make arrest in 
skimming scheme. Three, upstate New York women were caught while allegedly 
trying to steal money in a high-tech ATM scam in Darien, Connecticut. Over the last 
several weeks, a Greenwich (Connecticut) Police Department task force has been 
investigating the scam where thieves steal customers ATM numbers and pin-number 
information in an attempt to withdraw money. A break in the case came at the People’s 
Bank branch at the Goodwives Shopping Center in Darien. Around 8:30 a.m. April 22, 
police arrested three women attempting to use an ATM machine to make fraudulent 
transactions. When asked how the suspects were caught, police said their investigation 
led them to a specific site. “There have been several incidents that have been reported 
to the towns of Stamford, Darien and Greenwich over the past couple of weeks,” said a 
Greenwich Police lieutenant. “Officers from the task force have been conducting an 
investigation and this morning, it led them to Darien.” The suspects are accused of 
‘skimming.’ The scam involved the placement of an electronic device on or near an 
ATM that captures personal banking information. Each of the suspects is being held in 
Greenwich on a $250,000 bond. Investigators said that there may be future arrests in 
the case. 
Source: http://www.wtnh.com/dpp/news/crime/Darien-police-make-arrest-in-
skimming-scheme 

20. April 22, Cross Timbers Gazette – (Texas) Bank phishing scam strikes again. Once 
again, a phishing scam is targeting Texas consumers in an effort to obtain their 16-digit 
debit card numbers and make unauthorized ATM withdrawals. “Consumers from all 
local banks are being contacted”, said the president of POINTBank, “it doesn’t matter 
who you bank with, you should be on high alert. Contrary to some reports, these 
scammers do not distinguish between banks, they simply pick an area code and start 
dialing every number, they then move to another area code.” According to the president 
of POINTBank, an automated voice delivers a myriad of messages which all end in 
asking the customer to “press 1” to speak to someone regarding the issue or offer. 
When the customer presses 1, he is asked for his 16-digit card number and the pin 
number associated with the account. The scammer then uses that information to make 
unauthorized ATM withdrawals. The POINTBank president wants consumers to know 
that, “banks keep customer information confidential at all times and do not ask 
customers for debit card numbers and personal identification numbers over the phone. 
We ask that similarly, our customers never give their information out over the phone, 
and if in doubt, contact their personal banker to further inquire about the issue.” 
Source: http://www.crosstimbersgazette.com/local-news/626-bank-phishing-scam-
strikes-again.html 

21. April 22, DarkReading – (National) Pair of fines levied on breached companies show 
real costs of database hacks. Two different companies in the past two weeks were 
fined by regulatory agencies for separate database breaches, totaling well over $1 

http://www.wtnh.com/dpp/news/crime/Darien-police-make-arrest-in-skimming-scheme
http://www.wtnh.com/dpp/news/crime/Darien-police-make-arrest-in-skimming-scheme
http://www.crosstimbersgazette.com/local-news/626-bank-phishing-scam-strikes-again.html
http://www.crosstimbersgazette.com/local-news/626-bank-phishing-scam-strikes-again.html
http://www.roanoke.com/news/nrv/wb/244315
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million. The first incident was an insider breach initiated by a former database 
administrator (DBA) at Certegy, a wholly owned subsidiary of Jacksonville, Florida-
based Fidelity National Information Services (FIS), which cost the company $975,000 
in fines to the Florida Attorney General. The second event was an external attack 
precipitated by a SQL injection exploit against a customer database owned by 
brokerage firm Davidson & Co., for which the Financial Industry Regulatory Authority 
(FINRA) fined the firm $375,000. “In one case it was hackers, and in another case it 
was an internal employee — a DBA — but in both incidents, the issue was that they 
didn’t have any real-time monitoring in place. That’s how these two stories are 
related,” said the vice president of security strategy of Guardium, an IBM company. 
“What a SQL injection attack [does] is give the attacker privileged user credentials. So 
if you’re monitoring your privileged users like your DBAs, you’re also getting the 
bonus of monitoring for external threats at the same time.” The more extreme case 
among the two fined companies was Certegy’s breach, which showed how database 
breach costs can really rack up for a company. In this incident, a malicious insider at 
the company exposed about 5.9 million customer records. The $850,000 fine levied by 
Florida to pay its investigative costs and attorney fees, and the additional $125,000 
demanded to help fund a state-wide, crime-prevention program, are just a tip of the 
breach cost iceberg for Certegy. 
Source: 
http://www.darkreading.com/database_security/security/attacks/showArticle.jhtml?artic
leID=224600140 

22. April 22, Deseret News – (California; Utah) Five charged in $59-million investment 
scheme. Criminal charges have been filed against five Utah men accused of bilking 
investors — believed to be primarily from Utah County — out of as much as $59 
million. The suspects, with residences in Utah and California, are facing charges 
ranging from securities fraud, pattern of unlawful activity, unregistered securities agent, 
pattern of unlawful activity and money laundering, all second- and third-degree 
felonies. Starting in October 2009, a fourth district court judge ordered that assets 
belonging to two of the suspects be frozen, an order which the deputy Utah county 
attorney said has never been done before in Utah County. According to an affidavit 
filed by investigators on September 30, 2009, one of the suspects set up Evolution 
Development in June 2007 to solicit funds for the investment arm of Money & More, a 
payday lending company with several branches in southern California. A second 
suspect is the founder and president of Money & More. Investigators believe three of 
the suspects offered 10-percent monthly returns to middlemen such as a foorth suspect, 
who allegedly recruited more “downline” investors. They ultimately gathered an 
estimated $59 million from their alleged victims. All payouts stopped in November 
2008, leading to lawsuits and the investigation. 
Source: http://www.deseretnews.com/article/700026746/Five-charged-in-59-million-
investment-scheme.html 

[Return to top]  

Transportation Sector 
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23. April 23, Associated Press – (New Mexico) Man detained after trying to open 
plane’s door. The FBI says a flight from Los Angeles to Florida was diverted to 
Albuquerque, N.M. after a passenger tried to open a cabin door. Crew members and 
fellow passengers on Delta flight 2148 subdued the man. He was taken into federal 
custody early Friday after the plane landed. An FBI supervisory special agent said 
authorities do not believe the incident was related to terrorism. He said the man faces 
charges of interference with flight crew members and destruction of aircraft or aircraft 
facilities. 
Source: http://www.miamiherald.com/2010/04/23/1594556/man-detained-after-trying-
to-open.html 

24. April 23, WTOP 103.5 FM Washington – (Maryland) Airplane thief gets nine months 
in jail. In the early morning hours of Dec. 28 a homeless man boarded a single-engine 
Piper and tried to fly away from Frederick Municipal Airport in Maryland, his lawyer 
said Thursday. After the man admitted guilt in the theft and a plea agreement, a judge 
sentenced him to serve nine months of a six-year sentence for second-degree burglary. 
The suspect had no prior criminal record before being convicted of attempting his ill-
advised flight, the assistant state’s attorney said in Frederick County Circuit Court. The 
plane never left the ground. Traveling down a runway about 2:30 a.m., the man fled on 
foot into nearby woods after crashing the aircraft’s nose into the ground. The public 
defender said the defendant sent a letter of apology to the plane’s owners in January 
“for possibly causing some problems with the plane.” The crash caused an estimated 
$12,173 in damage to the fuselage and propeller of the fixed-wing aircraft valued at 
about $70,000. The plane is the property of Mid Atlantic Soaring Associates Corp. 
Source: http://www.wtop.com/?nid=712&sid=1941076 

25. April 23, Associated Press – (North Dakota) Bismarck-area boaters hitting objects in 
river. North Dakota’s Transportation Department is urging Missouri River boaters to 
use caution in the area of the new Liberty Memorial Bridge between Bismarck and 
Mandan because of objects in the water. There have been numerous reports of boaters 
hitting obstructions, and the department said the bridge contractor would determine if 
debris from the project is to blame. The new bridge opened in July 2008, and the old 
one was blown up that fall. The head of Moritz Marine said he has had seven boats in 
for repairs to damaged propellers, and he has heard of other damage reports including 
one boat with a torn-up hull. The transportation department said markers are being 
placed in the river to alert boaters that they should not travel on the east side of the 
channel near the bridge. 
Source: http://www.grandforksherald.com/event/apArticle/id/D9F8OT600/ 

26. April 23, Associated Press – (Puerto Rico) US detains NY-bound passenger in 
Puerto Rico. A man on a flight from West Africa to New York City was removed from 
the plane and detained Thursday after authorities apparently added him to a no-fly list 
during the trip. Customs and Border Protection agents detained the man while the Delta 
Air Lines jet stopped to refuel in San Juan, Puerto Rico after an overnight trip from 
Dakar, Senegal. The flight originated in Nigeria, the native country of a man accused of 
boarding a Detroit-bound airplane from Amsterdam in December with a bomb hidden 
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in his underwear. The man detained in Puerto Rico was not immediately charged with 
any crime. Customs and Border Protection issued a statement identifying him only as a 
“potential person of interest,” who was removed from the flight for questioning. 
Passengers told the Associated Press that the captain announced over the intercom that 
the man had been added to a roster of people banned from travel to the U.S. while the 
plane was in flight. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5g-
8LCcJgack50fQj13kx_1BmZ5wgD9F8H5080 

27. April 22, Associated Press – (International) Carnival cruise ship lists, 60 passengers 
hurt. A cruise ship operator says dozens of people were hurt when one of its vessels 
listed during a maneuver to avoid a partially submerged buoy that was adrift near 
Mexico’s Yucatan Peninsula. Carnival Cruise Lines says the ship, Carnival Ecstasy, 
had to make a sharp turn to avoid the buoy Wednesday afternoon. A Carnival 
spokeswoman says 60 guests and one crew member suffered minor injuries and that 
some unsecured objects aboard the ship were damaged. She says no one required 
treatment at a hospital. Miami-based Carnival said the ship safely docked Thursday at 
its home port in Galveston, Texas. The U.S. Coast Guard has been notified about the 
wayward buoy. The ship was carrying about 2,340 passengers and 900 crew members. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hCN17S2k7XpXZCTiI5-
kFPROv_VQD9F87B484 

28. April 21, WWTV 9 Cadillac-Traverse City – (Michigan) Coast Guard investigating 
ship groundings in St. Mary’s river. An investigation is underway to determine what 
is grounding ships in one of Michigan’s most traveled rivers. U.S. Coast Guard 
officials said they have had issues with three ships becoming grounded in the St. 
Mary’s River over the last week. Most recently, a freighter bounced off something on 
the bottom of the river heading into detour. That ship was able to keep going, but one 
of the others was stuck for several hours. 
Source: http://www.9and10news.com/Category/Story/?id=221581&cID=1 

29. April 20, Deseret News – (Utah) Haz-mat scare at Salt Lake City bus depot turns 
out to be cocaine. A small vial containing an unknown white substance created a scare 
at a a Salt Lake City bus depot April 20. While employees were initially worried about 
possible anthrax, hazardous materials crews determined the unknown substance was 
actually cocaine. A Utah Transit Authority employee April 19 was going through a bus 
that had just parked for the evening at the UTA’s depot near 200 South and 600 West 
when a vial about half the size of a pinky finger was found, said a Salt Lake City fire 
spokesman. The employee put the vial in another bottle with the intent of throwing it 
away. But he soon discussed the issue with coworkers and UTA officials called 
emergency crews April 20. The fire spokesman said that several field tests led 
investigators to determine that the white, powdery substance wasn’t a lethal disease but 
rather an illegal drug. Services at the bus station were not disrupted. 
Source: http://www.deseretnews.com/article/700026035/Crews-investigate-hazmat-
scare-at-Salt-Lake-City-bus-depot.html 
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[Return to top]  

Postal and Shipping Sector 

30. April 22, Advocate – (Louisiana) Downtown BR FedEx building evacuated. A 
Federal Express building in downtown Baton Rouge, Louisiana was evacuated April 22 
after two employees had a physical reaction they believed was caused by a package 
dropped off at the store, according to a police news release. The incident occurred at 
the Federal Express building at 525 Florida Blvd. shortly before noon. After an 
investigation by Baton Rouge Fire Department Hazmat teams, EMS, and police 
department explosive technicians, no hazardous materials, residue, or any other 
suspicious substances were found, the release said. Area air samples tested negative for 
contaminants that could explain the employees’ reactions. The building was reopened 
for business by 1:15 p.m. 
Source: http://www.2theadvocate.com/news/police/91848739.html 

[Return to top]  

Agriculture and Food Sector 

31. April 23, Kalamazoo Gazette – (Michigan; Indiana) Bacteria in raw milk source of 
illness for 13 Michiganders. With no new cases reported in nearly three weeks, the 
Michigan Department of Community Health has wrapped up its investigation of an 
outbreak of illness it linked to raw, unpasteurized milk from an Indiana dairy herd. The 
state health department is confident that the privately sold raw milk from Forest Grove 
Dairy in Vandalia, Indiana, is the source of the campylobacter illness, said the agency’s 
public information officer. The department issued health alerts last month after 13 
Michigan patients fell ill with fever and diarrhea, later confirmed to be caused by the 
bacteria. The public information officer said milk sampled from the households where 
people fell ill did not test positive for the campylobacter bacteria found in the patients. 
But the lack of a positive test result does not sway the health department’s conclusion 
that the raw milk was the source of the infections, he said. The cases all occurred at 
about the same time, all of the patients reported drinking unpasteurized milk from the 
cooperative, and unpasteurized milk is easily contaminated with campylobacter 
bacteria, health officials said. “The epidemiological evidence was very strong,” the 
state health public information officer said. The suspect milk was distributed to 
members of a farm cooperative in Vandalia, and not sold in grocery stores. Michigan 
law requires milk sold in grocery stores to be pasteurized. The Michigan Department of 
Agriculture does not monitor unpasteurized milk. 
Source: 
http://www.mlive.com/news/kalamazoo/index.ssf/2010/04/raw_milk_was_the_source_
of_ill.html 

32. April 23, Cheboygan Daily Tribune – (Michigan) State will test cattle for TB. After 
discovering a free-ranging deer infected with bovine tuberculosis in southeaster 
Cheboygan County, Michigan Department of Agriculture (MDA) officials are making 
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plans to test cattle and bison in the area where the deer was taken. The MDA has 
designated a Potential High Risk Area within a 10-mile radius of the location where the 
deer was discovered. Officials have identified 15 cattle and bison farms within the 
Potential High Risk Area that require testing for bovine TB within six months of the 
official designation. These farms have been notified by telephone and will receive 
notice in the mail. 
Source: http://www.cheboygannews.com/news/x932352238/State-will-test-cattle-for-
TB 

33. April 23, Food Safety News – (National) Salmonella outbreak traced to raw 
tuna. The Hawaii State Department of Health announced yesterday that it has 
confirmed 10 cases of Salmonella Paratyphi B infection related to the consumption of 
previously frozen internationally imported raw ahi tuna at various locations on Oahu. 
According to the Hawaiian Health Department, at least 13 laboratory-confirmed S. 
Paratyphi B cases have been reported in five other states: California (7), Maryland (2), 
Pennsylvania (2), Massachusetts (1), and New York (1). Public health agencies in all 
states are working with the Centers for Disease Control and Prevention (CDC) to 
determine whether all ill individuals were exposed to raw ahi prior to becoming ill with 
salmonellosis. “The Department of Health is concerned about these cases that are 
similar to a cluster of cases we investigated two years ago,” said Hawaii’s health 
director. “With the help of the [U.S. Food and Drug Administration], we hope to 
identify the source so we can prevent any further illness.” The Hawaii health 
department investigated a similar salmonella outbreak in between October 2007 and 
February 2008. 
Source: http://www.foodsafetynews.com/2010/04/salmonella-outbreak-traced-to-raw-
tuna/ 

34. April 23, Cincinnati Enquirer – (Kentucky) Trauth Dairy plant in Newport 
evacuated for ammonia leak. Hazardous materials crews are responding to the Trauth 
Dairy Plant at Monmouth and 12 street in Newport, Kentucky after an ammonia leak. 
The leak was reported about 11:15 a.m. Emergency communications indicate that one 
person was injured and transported to a hospital. Authorities evacuated the plant, closed 
the 11th Street bridge from Covington into Newport, and closed off surrounding streets. 
Authorities also evacuated the Campbell County Administration Building. The workers 
were sent to the Newport fire station. A.D. Owens Elementary School students were 
told to shelter in place, stay in the building, and close doors and windows. Holy Trinity 
Elementary School nearby also reported smelling the odor and authorities told the 
school to shut off heating and air conditioning units and to keep the students inside. 
The plant encompasses five city blocks in Newport. The Dairy makes 12 varieties of 
milk, three kinds of cream, egg nog, chip dips, cottage cheese, and fruit drinks at the 
plant. 
Source: 
http://news.cincinnati.com/article/20100423/NEWS0103/304230018/Trauth+evacuated
+for+ammonia+leak 
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35. April 22, ValleyCentral.com – (Texas) Footprints led Border Patrol agents to 
smuggled roosters. Authorities are looking for a group of men who allegedly tried to 
smuggle a crate with 20 roosters into the United States. U.S. Border Patrol agents told 
Action 4 News that the incident happened in the rural Starr County community of 
Escobares, Texas Saturday evening. Investigators said Border Patrol agents spotted a 
series of footprints leading from the Rio Grande. The agents followed the tracks and 
found a large crate with 20 roosters. The birds are now in U.S. Department of 
Agriculture custody while their allegedly smugglers remain at large. Authorities believe 
the roosters were being smuggled into the United States for illegal gambling or 
breeding. Federal officials said roosters are known to carry a variety of diseases which 
may pose a threat to the poultry industry. 
Source: http://www.valleycentral.com/news/story.aspx?id=447392 

36. April 22, Contra Costa Times – (California) Grape moth causes Napa County 
quarantine. A tiny grapevine moth, a light green or brown pest smaller than a 
fingernail, is threatening 219 square miles of the most valuable farmland in California, 
home to award-winning, three-digit Napa Valley Cabernet Sauvignon. The European 
grapevine moth, or Lobesia botrana, was first spotted in the Oakville area in 
September, during the 2009 harvest. Because of its proliferation, the federal 
government put the entire Napa Valley under quarantine as of April 21, said the 
county’s public information officer. The area, stretching from the county line north to 
Calistoga, has dealt with pests in the past. What makes this moth particularly pesky is 
that it undergoes three generations. It is during the second flight — in the summer — 
that serious damage occurs and mating begins, so county officials anxiously await 
insecticides that will halt mating and eradicate the moths before the most damaging 
third generation, when they web and feed inside berries. If the pest isn’t contained 
before September, when harvest begins, growers and wineries may suffer devastating 
losses. It costs at least $6,000 to farm an acre of vines in the wine region, said the 
vineyard manager for Napa’s Clos Du Val winery and former president of the Napa 
Valley Farm Bureau. “If this guy gets in the early season of the flower, the larvae 
grows inside the grape,” he said. “So when you squeeze the grape, a worm comes out.” 
So far, the state department of food and agriculture has captured moths from Calistoga 
to Carneros by setting up 25 traps per square mile, said the executive director of the 
Napa Valley Grapegrowers. 
Source: http://www.mercurynews.com/travel/ci_14939917 

37. April 21, Providence Journal – (Rhode Island; New Jersey; Massachusetts) R.I. horse 
owners warned of virus outbreak in NJ., Mass. Horse owners and breeders in Rhode 
Island are being advised of an outbreak of contagious equine virus in New Jersey and 
neighboring Massachusetts. Though the virus does not pose a risk to humans, it can 
survive up to several weeks in clod, damp weather and cause respiratory illness, 
spontaneous abortion, neurological disease and death in horses. The current outbreak 
has been linked to four horses that were exposed to the EHV-1 virus in New Jersey and 
subsequently transported to Massachusetts. Effective vaccines are available and horse 
owners should discuss a vaccination with their veterinarian. Newly acquired horses 
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should be isolated from other horses for a minimum of seven days. 
Source: http://newsblog.projo.com/2010/04/horse-breeders-warned-of-outbr.html 

[Return to top]  

Water Sector 

38. April 23, Great Falls Tribune – (Montana) No chemicals found in Malta’s 
water. Malta’s water storage tanks were not contaminated with any chemicals when a 
fence was cut, but the Montana State Department of Environmental Quality (DEQ) said 
Thursday that it still is waiting for the results of radiological tests. “We haven’t found 
anything out of the ordinary in the water,” said the manager of the DEQ’s Public Water 
Supply Program. The state received the results of chemical tests Thursday. He said 
those tests all came back clean. It is highly unlikely the water has radioactive products 
in it, but the test was recommended by the Agency for Toxic Substances and Disease 
Registry, which is part of the national Centers for Disease Control, the manager said. 
The radiological test results were due back Friday. A cut in the fence protecting the 
town’s water storage tanks was discovered April 18, prompting a warning to not drink 
the water, in case the tanks had been contaminated. On April 20, after tests for bacteria 
turned out OK, the water was pronounced safe. At that time, chemical and radioactive 
tests still had to be conducted. The DEQ manager said the storage tanks were shut off 
pending the test results, but the town still has water because wells are operating. He 
added that even if the people who cut the fence were just partying — an open-beer 
container and an energy drink were found — it could be deemed tampering with a 
public-water supply, which is a federal felony offense. The case is being investigated 
by the criminal investigation division of the Environmental Protection Agency, he said. 
Source: http://www.greatfallstribune.com/article/20100423/NEWS01/4230342 

39. April 23, WRAL 5 Raleigh – (North Carolina) Johnston water treatment plant 
repaired; water restrictions remain. The Johnston County North Carolina water-
treatment plant reopened Friday, one day after it was shut down for repairs of a 
mechanical pipe failure, officials said. Johnston County Public Utilities has requested 
that all water customers in Clayton, Four Oaks, Princeton, and Kenly and customers of 
Carolina Water Service and Aqua N.C. within Johnston County continue to suspend 
non-essential uses of water. Examples of non-essential usage include irrigation of 
lawns and gardens, vehicle washing, miscellaneous industrial uses and other uses that 
may be postponed for 24 to 48 hours. Crews installing a new water pipe Thursday 
accidentally hit the existing pipe causing it to shift, but not break, a county spokesman 
said. “When it shifts, it opens up our 24-inch main and we can no longer pump water,” 
he said. He said the 63,000 customers the water plant serves shouldn’t notice any major 
disruption in service. 
Source: http://www.wral.com/news/local/story/7470409/ 

40. April 22, WPDE 15 Florence – (South Carolina) Sumter company on probation for 
violating Clean Water Act. According to federal authorities, Boykin and Associates 
Environmental Services, LLC has been placed on five years probation for a felony 

http://www.greatfallstribune.com/article/20100423/NEWS01/4230342
http://www.wral.com/news/local/story/7470409/
http://newsblog.projo.com/2010/04/horse-breeders-warned-of-outbr.html


 - 17 - 

violation of the Clean Water Act. Federal officials said the company was contracted to 
manage and operate municipal water systems, including one in the town of 
Timmonsville, South Carolina. As part of its contract, and in compliance with federal 
law, Boykin and Associates was required to sample and report on pollutants discharged 
from the Timmonsville wastewater treatment plant, and conduct frequent testing to see 
if there were any toxins in the water. Federal authorities said that for three months in 
2006, the company failed to report chronic toxicity sampling and testing. Investigators 
have determined that if reported, these toxicity levels would have exceeded the 
acceptable threshold limitation, which would have resulted in a violation of the 
Timmonsville wastewater permit. The town’s wastewater treatment plant is now being 
operated by another company. This case was investigated by the Environmental 
Protection Agency and the South Carolina Department Of Health and Environmental 
Control. 
Source: http://www.carolinalive.com/news/story.aspx?id=447163 

41. April 22, WAGA 5 Atlanta – (Georgia) City Water employee arrested for theft. For 
the second time in a week, Atlanta city managers ordered discipline against employees 
for stealing. In the latest incident, Atlanta police officers had to go to a water plant site 
and place a 22-year veteran worker in handcuffs. According to a spokesman for the 
water chief, a city water employee stole metal to sell as scrap from the water 
department. The suspect used his access to the water facility to steal copper. He has 
been charged with four counts of felony theft. The suspect has been put on 
administrative leave pending the outcome of the criminal case and is being held in the 
local jail. Investigators were looking into the possibility that he may have been assisted 
by other employees. 
Source: http://www.myfoxatlanta.com/dpp/news/city-water-employee-arrested-for-
theft-042210 

42. April 22, Rockdale Citizen – (Georgia) Copper levels at wastewater facility high. The 
Social Circle, Georgia, city council is mulling options for removing excess levels of 
copper coming through its wastewater treatment facility — options that could cost 
millions of dollars. The city manager reported to the city council Tuesday that the city 
will likely need to spend $10,000 to $12,000 to temporarily set up a filter to the 
wastewater facility located off East Hightower Road. “If the filter works, we’ll need to 
install it, and that could cost around $1 million,” he said. The manager of the East 
Compliance and Enforcement Unit with the state environmental protection division, 
said Wednesday that the city’s wastewater treatment plant is violating its permitted 
copper level. He said Social Circle has two main options moving forward. First, the city 
could expand the plant from its current capacity of 650,000 gallons a day. Operating 
with a larger treatment facility would affect the permitted levels of pollutants, meaning 
the amounts of copper coming through the system now may not exceed those limits. 
The second option for Social Circle would be to simply install a filter at the current 
facility. Either way, he said, the city must get started as soon as possible to address the 
issue. 
Source: http://www.rockdalecitizen.com/newtonnews/headlines/91877799.html 
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43. April 22, Davidson County Dispatch – (North Carolina) Vandals cause wastewater 
spill in Thomasville. Vandals blocked a sewer line in Thomasville, North Carolina, 
April 20, causing 11,700 gallons of untreated wastewater to spill. The spill occurred 
from two manholes by the bridge on Mason Way, according to a press release from the 
city. The vandals placed metal fence posts and rip-rap stone into a manhole and 
blocked the flow of wastewater. The spill was reported at 7:15 a.m., located at 7:28 
a.m. and stopped about an hour later. Crews worked until noon to remove the debris. 
The wastewater entered North Hamby Creek, part of the Yadkin/Pee Dee River basin. 
City officials notified the department of emergency management April 20. 
Source: http://www.the-
dispatch.com/article/20100422/ARTICLES/100429957/1005?tc=ar 

44. April 22, Capital Press – (Washington) Dairy lagoon breach investigated. The 
Snohomish River near a recent 15-million gallon manure spill is again meeting state 
water quality standards, but the slough into which the manure flowed still has 
problems, Washington State officials said. Investigation continues into the cause of the 
failure of a 21-million gallon dairy lagoon in northwest Washington state. A spokesman 
for the Washington Department of Ecology said field observations have been collected, 
“now they’re sorting through the data to come up with a report.” Natural Resources 
Conservation Service officials are conducting a parallel investigation because the 
lagoon was constructed under agency standards in 1997. Some of the manure that 
pooled below the breach, which happened April 11 or 12, has been applied to nearby 
fields, he said. The Snohomish Health District has received no reports of human illness 
related to the spill, and no public drinking water sources are at risk. No fish kills have 
been observed in the slough or the river. 
Source: http://www.capitalpress.com/orewash/SB-manure-spill-042310 

[Return to top]  

Public Health and Healthcare Sector 

45. April 22, USA Today – (National) Review: Many sick airline passengers aren’t 
reported. Hundreds of people at major U.S. airports each year are severely ill with 
symptoms of potentially contagious diseases, yet few are reported to health officials as 
intended under U.S. regulations and international guidelines, a USA TODAY review of 
ambulance records and federal data shows. To detect diseases such as pandemic flu, 
tuberculosis and measles, federal regulations require airlines to notify health officials of 
passenger illnesses involving diarrhea or fever plus rash, swollen glands or jaundice. 
The International Civil Aviation Organization, a United Nations agency, also includes 
persistent vomiting or coughing in its guidelines. Concerns about fliers spreading 
dangerous diseases have been fueled by the 2003 SARS outbreak, high-profile 
tuberculosis patients and the H1N1 flu pandemic. In 2009, the Centers for Disease 
Control and Prevention’s (CDC) 20, U.S. regional-quarantine stations received 1,623 
reports of illnesses or deaths involving airline passengers, data obtained under the 
Freedom of Information Act show. Yet in some CDC regions, ambulance records at a 
single airport show far more people receiving emergency medical treatment for 
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illnesses than were reported from multiple states. Most illnesses reported to the CDC 
don’t require intervention, the agency’s quarantine director said. Under-reporting is a 
concern because the CDC can not assess what it does not know about, and in some 
cases it has learned of unreported deaths, the director said. 
Source: http://www.usatoday.com/news/health/2010-04-21-sick-passengers_N.htm 

46. April 22, Reuters – (International) Potentially deadly fungus spreading in US, 
Canada. A potentially deadly strain of fungus is spreading among animals and people 
in the northwestern United States and the Canadian province of British Columbia, 
researchers reported Thursday. The airborne fungus, called Cryptococcus gattii, usually 
only infects transplant and AIDS patients and people with otherwise compromised 
immune systems, but the new strain is genetically different, the researchers said in the 
study, published in the Public Library of Science journal PLoS Pathogens. “This novel 
fungus is worrisome because it appears to be a threat to otherwise healthy people,” said 
the Duke University researcher who led the study. The new strain appears to be 
unusually deadly, with a mortality rate of about 25 percent among the 21 U.S. cases 
analyzed, they said. The spore-forming fungus can cause symptoms in people and 
animals two weeks or more after exposure. They include a cough that lasts for weeks, 
sharp chest pain, shortness of breath, headache, fever, nighttime sweats and weight 
loss. It has also turned up in cats, dogs, an alpaca and a sheep. Freezing can kill the 
fungus and climate change may be helping it spread, the researchers said. 
Source: http://www.alertnet.org/thenews/newsdesk/N22129903.htm 

47. April 22, Federal Computer Week – (National) HHS panel wants database for health 
IT safety. The Health and Human Services Department should establish a patient 
safety database and oversight system to collect and analyze data about hazards related 
to health information technology, an HHS advisory panel has recommended. Under the 
proposal, doctors, hospitals, patients, vendors and other health organizations would 
confidentially report incidents and unsafe conditions that happen with electronic health 
record (EHR) systems. The information would be analyzed and findings reported to the 
public. The recommendations were made at HHS’ Health IT Policy Committee’s April 
21 meeting by its Workgroup on Certification and Accreditation. They are intended to 
fix glitches and misuses of the EHRs that may affect patient safety. The unsafe 
conditions generally start from technical problems, complex interactions of people and 
technology, training shortcomings and gaps in interoperability, work-group members 
said. The workgroup recommended forming a national, transparent oversight process 
and information system similar to a patient safety organization that would have 
confidential reporting with whistle-blower protections; the ability to investigate serious 
events, providing standard data formats that help collection and analysis; and the ability 
to cover usability, processes and training. 
Source: http://fcw.com/articles/2010/04/22/hhs-advisory-panel-recommends-database-
for-health-it-safety.aspx 

48. April 22, Montgomery Advertiser – (Alabama) H1N1 causing weekly fatalities despite 
vaccine surplus. Most Alabamians believe the H1N1 pandemic is over, but each week 
another Alabama resident is killed by the virus. In January, the Alabama Department of 
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Public Health said that after peaking in October, H1N1-related deaths had dramatically 
tailed off. Although it urged people to continue to view the disease as a serious threat 
and to act accordingly, the department said it was “cautiously optimistic” that the worst 
of the swine flu pandemic was over. It wasn’t. One-fourth of the state’s 52 deaths have 
come since January, and for the past two months the death toll has been rising. Health 
officials were so confident that the worst was over that in 2010, they started releasing 
information on swine flu deaths in two-month increments, instead of every month. But 
after having five deaths in January and February, Alabama has already had eight in 
March and April. 
Source: 
http://www.montgomeryadvertiser.com/article/20100422/NEWS01/4220313/1007/rss0
2 
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Government Facilities Sector 

49. April 22, Nextgov – (National) Are cyberattacks coming from Brazil? Although most 
of the government-targeted cyberattacks that occurred last year were launched from 
China, targeted Chinese cyberattacks were actually less likely to be directed at 
governments than those launched from Brazil, said a cybersecurity analyst. In fact, less 
than a quarter of cyberattacks launched from China in 2009 specifically targeted 
governments, said the director of the Global Intelligence Network, which tracks 
worldwide Internet threat data for security software developer Symantec. In contrast, 
48 percent of targeted cyberattacks launched from Brazil were directed at governments, 
he said, citing a private Symantec report on government Internet security. But the 
director cautioned that in the murky world of hacking, attackers hide their tracks easily, 
making it difficult to name the culprit. According to a summary of the report, the 
United States was the country most frequently targeted by denial-of-service attacks — 
accounting for 56 percent of the worldwide total. 
Source: http://cybersecurityreport.nextgov.com/2010/04/cyberattacks_from_brazil.php 

50. April 22, Reporter News – (Texas) Bomb threat called in at Social Security 
administrative office. A bomb threat was called in at the Social Security 
Administration office in Abilene, Texas at 5:39 p.m. Wednesday, according to the 
Abilene Police Department. “There was a possible suspect contacted at a different 
location,” a police spokesman said. The Federal Bureau of Investigation was contacted 
Wednesday, but it was business as usual at the Social Security office Thursday. 
Officials at the office declined to comment because of the ongoing investigation. 
Source: http://www.reporternews.com/news/2010/apr/22/bomb-threat-called-social-
security-administrative-/ 

51. April 21, Daily Herald – (Illinois) Man arrested for false gun threat at Lake Co. 
Courthouse. An Antioch Township, Illinois man was charged with disorderly conduct 
Tuesday, after he joked about having a gun at a security checkpoint at the Lake County 
Courthouse. A sheriff’s deputy said the 52-year-old suspect was entering the north side 
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of the courthouse and told a security officer at the metal detector that she had failed “to 
find the gun,” sheriff’s deputy said. The suspect then walked away, but the security 
officer notified sheriff’s deputies who located the suspect in the jury-assembly room. 
The sheriff’s deputy said the suspect became belligerent when questioned by police and 
was arrested. A search of the area turned up no trace of a gun, the sheriff’s deputy said, 
and officials are convinced he did not have one. The suspect posted $500 for bond and 
is scheduled to appear in court April 26. He faces up to one year in jail or a $2,500 fine 
if convicted. 
Source: http://www.dailyherald.com/story/?id=375116&src=3 

52. April 21, Nextgov – (National) Federal cybersecurity monitoring goes real-time and 
digital. Federal agencies soon will be required to digitally monitor the security of their 
computer systems and feed summaries of their findings to a central Web site under 
new, federal information security rules the White House issued Wednesday. The 
continuous reporting requirements outlined in an Office of Management and Budget 
memorandum are intended to improve the execution of the 2002 Federal Information 
Security Management Act. Critics said FISMA demands too much burdensome 
reporting and takes attention away from security. Several lawmakers are pushing to 
update the law, but for the time being the White House is working within the confines 
of the statute to alleviate reporting hassles. “We’re automating the process,” said the 
White House Cybersecurity Coordinator, noting that reports to the Office of 
Management and Budget and Congress will be “based on real-time information as 
opposed to a snapshot in time.” The key to this new approach will be software that 
transmits data on the status of controls directly from each division of an agency. The 
data feeds will include information about an agency’s inventory of systems and 
software, external connections, security training and user access. 
Source: http://www.nextgov.com/nextgov/ng_20100421_5175.php 

53. April 21, Government Technology – (National) Survey: 45 percent of local 
governments use cloud computing. Local government officials’ trepidation about 
cloud computing could be easing, as evidenced by a survey of IT decision-makers 
released April 20, that found 45 percent of local governments are using some form of 
cloud computing for applications or services. The survey, conducted during the first 
two weeks of April by the nonprofit Public Technology Institute (PTI), aggregated the 
opinions of 93 local, government IT executives. The findings revealed that an 
additional 19 percent of local governments plan to implement some form of cloud 
computing within the next 12 months, while 35 percent don’t intend to do so at all. 
Most public-sector CIOs are still reluctant to put critical data in public clouds because 
of security concerns, said PTI’s executive director, and some jurisdictions are limited 
by statutes that restrict where and how data is stored. 
Source: http://www.govtech.com/gt/articles/755798 
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54. April 23, Fire Engineering – (New York) Planning required for adequate firefighter 
response to nuclear detonation. A battalion chief from the Fire Department of New 
York spoke about fire department planning for responding to the detonation of an 
improvised nuclear device in his FDIC 2010 class Friday. Speaking to an international 
group of firefighters, the chief indicated that although there is a low probability of such 
an event occurring, it is imperative to plan ahead because of the significant 
consequences. He reviewed the federal resources available to aid fire departments in 
planning for dealing with a nuclear strike. He described the different effects of an aerial 
burst versus a ground explosion. Planning for improvised nuclear devices is difficult 
due to the numerous agencies involved in the response as well as the constantly 
changing information on the subject. There are still many unknowns, which could 
impede development of best practices, the chief said. “We’re not sure what perfect 
looks like,” he said. He stressed the importance of redundancy in public 
communications to keep civilians apprised of what is going on in the aftermath. The 
chief also discussed how younger generations unfamiliar with the Cold War mentality 
are also not aware of concepts such as fallout, fallout shelters, duck-and-cover, etc., and 
how perceptions of what would occur are colored by Cold War-ideas of a massive 
nuclear strike, the consequences of which would be much graver than an ad-hoc attack 
by terrorists. He also focused on the need for coordinating a response with regional 
partners, so that local agencies can make the most of the critical period of time 
immediately following an attack, and before federal resources arrive. 
Source: 
http://www.fireengineering.com/index/articles/display/9329727002/articles/fire-
engineering/fdic-articles/features/2010/04/ingram-nukes.html 

55. April 21, Scripps Howard News Service – (National) Legislators unhappy with 
national, disaster plan. Even as forecasters are predicting a potentially fierce Atlantic 
hurricane season, the U.S. Federal Emergency Management Agency has gotten no 
further than finishing a draft of a national disaster recovery strategy, which officials 
released in February. Under the reform act, that plan was supposed to be finished 
within 270 days of its enactment in October 2006. Top Democrats and Republicans on 
the Senate’s Homeland Security and Governmental Affairs Committee are not pleased, 
not only at the delay but also at what they found in the draft. In a joint letter of 
criticism, the senators charge the suggested plan is extremely fuzzy, ambiguous, full of 
holes, and unspecific about who would be in charge of what. FEMA says it has devoted 
substantial time and effort to reaching out to state, local, and federal agencies, as well 
as private organizations. The agency also received new directions for disaster recovery 
after the current administration took office, which presumably contributed to the delay. 
Source: http://www.kypost.com/content/middleblue3/story/Disaster-Plan-
Overdue/QOhSjLMwYUa6TpWUwyMFvA.cspx 
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56. April 23, The Register – (International) Koobface server pops up in China after HK 
takedown. Security experts in Hong Kong recently succeeded in taking down a key 
component of the Koobface botnet, only to witness the system popping up in China. 
The Koobface FTP grabber component uploaded stolen FTP user names and passwords 
to the remote server, which was under the control of cybercrooks. These stolen log-in 
credentials gave a pass into corporate networks and valuable data before the server was 
taken down last week, largely thanks to the efforts of the Hong Kong Computer 
Emergency Response Team Coordination Centre. In response, the Koobface gang 
moved their server to a hosting firm in China. Last month, the command and control 
servers associated with Koobface underwent a complete refresh. Koobface spread via 
messages on social networking sites like Facebook and Twitter. Cybercrooks behind 
the sophisticated malware make their money by distributing scareware packages onto 
compromised machines, and by other cyberscams, including information harvesting. 
The worm gets less press than the malware associated with the Google China attacks or 
the high-profile Conficker worm, though experts consider it both more sophisticated 
and a bigger security threat. 
Source: http://www.theregister.co.uk/2010/04/23/koobface_takedown/ 

57. April 23, Help Net Security – (International) Fake fast food survey with cash reward 
leads to phishing site. Scammers often use the familiarity of a brand as a means of 
lessening the victims’ tendency to be cautious when perusing unsolicited e-mails. In 
this latest e-mail scam, this method is coupled with the offer of $80 to whomever takes 
a short survey. The e-mail supposedly comes from a globally well-known fast food 
chain, and claims that the company is planning major changes to the establishments in 
order to improve the quality of service. In order to do so, they are asking the customers 
to fill out a survey and they offer the cash as an incentive. Symantec reports that to 
access the survey, the victims are encouraged to follow the link in the e-mail, which 
will then take them to a bogus page ostensibly belonging to the company. After the 
survey is completed, the victims are redirected to a fake user-authentication page where 
they are asked to enter their name, e-mail address, credit card number, expiration date, 
verification number and personal identification number, in order to get the money. but 
the survey is fake, and the page is a phishing page. 
Source: http://www.net-security.org/secworld.php?id=9182 

58. April 22, IDG News Service – (International) 1.5 million stolen Facebook IDs up for 
sale. A hacker named Kirllos has a rare deal for anyone who wants to spam, steal or 
scam on Facebook: an unprecedented number of user accounts offered at rock-bottom 
prices. Researchers at VeriSign’s iDefense group recently spotted Kirllos selling 
Facebook user names and passwords in an underground hacker forum, but what really 
caught their attention was the volume of credentials he had for sale: 1.5 million 
accounts. IDefense does not know if Kirllos’ accounts are legitimate, and Facebook did 
not respond to messages April 22 seeking comment. If the accounts are legitimate, the 
hacker has data on about one in every 300 Facebook users. His asking price varies from 
$25 to $45 per 1,000 accounts, depending on the number of contacts each user has. To 
date, Kirllos seems to have sold close to 700,000 accounts, according to the VeriSign 
director of cyber intelligence. Hackers have been selling stolen social-networking 
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credentials for a while — VeriSign has seen a brisk trade in names and passwords for 
Russia’s VKontakte, for example. But now the trend is to go after global targets such as 
Facebook, the director said. 
Source: 
http://www.computerworld.com/s/article/9175936/1.5M_stolen_Facebook_IDs_up_for
_sale 

59. April 22, DarkReading – (International) Crippling McAfee virus update could have 
long-term fallout. As organizations worldwide scramble to restore their Windows XP 
S3 machines from crashes or repeated reboots due to a faulty virus definition update 
issued by McAfee Thursday, some security experts worry that additional machines 
could be affected weeks or months from now. McAfee has apologized publicly for 
pushing the defective 5958 virus definition file, which caused some Windows XP 
Service Pack 3 systems to crash or continuously reboot; the company said less than 1 
percent of its enterprise customers were affected. The faulty update, which passed 
McAfee’s quality assurance testing process, generated a “false positive,” the company 
said, incorrectly detecting and quarantining XP S3’s svchost.exe as a virus. According 
to a FAQ issued to McAfee corporate customers today, the company did not include 
XP SP3 with VSE 8.7 in its testing, resulting in “inadequate coverage of Product and 
Operating System combinations in the test systems used.” The faulty AV update was 
removed from McAfee’s download servers, and a new version has been released. But 
there are still plenty of unanswered questions about the error — what exactly went 
wrong in McAfee’s quality assurance testing process, why McAfee was not testing 
sufficiently for the pervasive XP SP3 configuration, and what happens to XP SP3 
machines that have not yet been affected by the bad update, but could be later. “It could 
have been anything from sabotage to just carelessness,” said a security expert. “What 
scares me a little is haven’t they tried this in a test environment before launching? And 
if they did, they have a serious problem on how they test their products.” Organizations 
that do not apply the replacement DAT file McAfee issued could end up suffering 
crashes and repeated reboots. “Those customers should exclude svchost.exe from being 
scanned until they can apply the appropriate McAfee DAT file, which is now 
available,” the CTO at BigFix and the former director of engineering at McAfee who 
helped develop the AV company’s DAT testing process said. 
Source: 
http://www.darkreading.com/vulnerability_management/security/client/showArticle.jht
ml?articleID=224600179 

60. April 22, V3.co.uk – (International) Cyber criminals quick to pounce on McAfee 
crash story. Security experts are warning users searching for information on the 
breaking McAfee systems-crash story to beware of malicious links in search results that 
could contain scareware. Security giant McAfee caused widespread concern among 
users after it revealed that a problem with its anti-virus product caused some Windows 
XP systems to crash. However, cyber criminals have been first to react to the incident, 
by using blackhat search engine optimization techniques to ensure that their malicious 
Web pages are returned first in a search for information on the incident. Many of these 
will infect the user with malicious software designed to trick them into thinking they 
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are infected and then paying a fee for ‘anti-virus software’ to alleviate the problem. 
“These poisoned pages are appearing on the very first page of search engine results, 
making it likely that many will click on them,” said the senior technology consultant at 
Sophos. A senior security advisor at Trend Micro, said that he is not surprised that the 
news had been hijacked by cyber criminals. 
Source: http://www.v3.co.uk/v3/news/2261839/cyber-criminals-quick-pounce 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

61. April 23, WSAZ 3 Huntington/Charleston – (West Virginia) Attempted copper theft 
at Verizon building, three arrested. Three Kanawha County, West Virginia, men 
have been charged with breaking and entering, after allegedly breaking into a Verizon 
building to steal copper. The Kanawha County Sheriff’s Department arrested the three 
men Friday just outside of Charleston. A sheriff spokesperson said the three men 
admitted to planning to steal copper from the Verizon phone site. All three also said 
they knew that they did not have permission to be there and they knew that stealing 
copper was wrong. 
Source: http://www.wsaz.com/charleston/headlines/91907244.html 

62. April 22, Government Computer News – (National) FCC seeks information on 
survivability and security of nation’s broadband nets. The Federal Communications 
Commission (FCC) is taking the first steps toward a proposed, voluntary security-
certification program for service providers and a study of the survivability of the 
nation’s broadband infrastructure, both of which were recommended in the National 
Broadband Plan. The commission April 22 approved notices of inquiry seeking 
comment on each of these programs. “As network attacks and the level of risks 
increase, it is beyond important that we fully understand the implications of this 
evolution in communications and that we take all necessary and appropriate steps to 
ensure the survivability of our voice and broadband communications networks,” the 
FCC chairman said in announcing the inquiries. The FCC has not proposed any rules 
on broadband security and the inquiries do not involve proposals for mandatory 
programs. The goal is to encourage better security practices and provide consumers 
with more information about the security status of service providers. 
Source: http://gcn.com/articles/2010/04/22/fcc-inquiries-042210.aspx 
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Commercial Facilities Sector 

63. April 23, Associated Press – (California; New York) ‘South Park’ producers say 
network cut fear speech. Producers of “South Park” said Thursday that Comedy 
Central removed a speech about intimidation and fear from their show after a radical 
Muslim group warned that they could be killed for insulting the Prophet Muhammad. 
The week of April 19, the radical group Revolution Muslim said on its website that 
“South Park” had insulted their prophet during an episode the week of April 12 by 
depicting him in a bear costume. The group said it was not threatening the producers, 
but it included a gruesome picture of a Dutch filmmaker killed by a Muslim extremist 
in 2004, and said the producers could meet the same fate. The website posted the 
addresses of Comedy Central’s New York office and the California production studio 
where “South Park” is made. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5ixtNaqRpSqti8gDHGSyN8lXB
hQjAD9F8P6I80 

64. April 22, KNDO 23 Yakima – (Washington) Full scale simulated terrorist event at 
the Sundome. Operation Eagle Eye is conducting a full scale exercise of a terrorist 
event at Yakima State Fair Park April 22. The exercise scenario is a simulated fictitious 
event at the Sundome. It deteriorates into a hazardous materials and hostage situation 
for responders to deal with. The exercise will involve about 60 volunteer from the 
community who will be playing roles. Organizers say they can not predict exactly how 
the event will play out because emergency responders have been asked to respond as if 
it was real. 
Source: http://www.kndo.com/Global/story.asp?S=12357429 

65. April 21, Naples Daily News – (Florida) Naples City Council declares repair of 2 
stretches of beach emergency projects. Erosion on two stretches of Naples, Florida 
beach amounts to a shoreline emergency, the Naples City Council said April 21. The 
city council voted unanimously to declare an emergency to speed up permitting for a 
$1.5-million beach re-nourishment project that would add sand south of Doctors Pass 
and at Seagate beach. Collier County, which is in charge of the beach project, is 
seeking permits from the state department of environmental protection. If the permits 
are not in hand in time to have the project wrapped up by June 15, the emergency 
declaration would smooth the way for a smaller project with less sand. County coastal 
advisers are considering ways to slow erosion at the two beaches. Ideas include 
building an artificial reef south of Doctors Pass to break waves, and removing rock 
groins at Seagate that rob sand from beaches south of the groins. Beachfront property 
owners said the erosion puts their property at risk as the hurricane season approaches. 
However, a Conservancy of Southwest Florida biologist urged the council to steer clear 
of the June peak of loggerhead sea turtle nesting season. 
Source: http://www.naplesnews.com/news/2010/apr/21/naples-city-council-declares-2-
stretches-beach-eme/ 
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National Monuments and Icons Sector 

66. April 23, KTVZ 21 Central Oregon – (Oregon) Prescribed burns planned near La 
Pine, Sisters. Fuels specialists from the Deschutes National Forest, in cooperation with 
the Oregon Department of Forestry and La Pine Rural Fire District, are planning 
ignitions on several prescribed burns. A 300-acre prescribed burn located 
approximately seven miles northwest of LaPine is scheduled for ignition on Sunday, 
April 25, at approximately 11:00 a.m. The burn is being conducted for hazardous fuels 
reduction purposes and is located inside the Upper Deschutes River Coalition 
Community Wildfire Protection Plan. The project area is adjacent to Forest Road 43 
(Burgess Road) and is expected to take several days to complete, with mop and patrol 
to follow. 
Source: http://www.ktvz.com/Global/story.asp?S=12363380 

67. April 21, KQDS 21 Duluth – (Minnesota) Campfires restricted in northeastern 
Minnesota beginning Friday. The Minnesota Department of Natural Resources 
(MDNR) and U.S. Forest Service have announced more burning restrictions due to 
very high fire danger. Put into effect Friday, April 23, the new restrictions cover 
campfires, fireworks, outdoor welding, and prescribed burning. The restrictions cover 
37 Minnnesota counties, including all of northeastern Minnesota. Campfires will be 
restricted to the hours between 6 p.m. and 8 a.m. Campfires must be in a fire receptacle 
associated with a residence, resort, or developed public and private campgrounds. 
People who light campfires must have adequate water on hand. Campfires will be 
banned completely within the Chippewa and Superior National Forests, including the 
Boundary Waters Canoe Area Wilderness. Gas and propane camp stoves are still 
allowed. The MDNR is also restricting fireworks and outdoor welding across 
northeastern Minnesota. Fireworks will not be allowed outside municipalities and 
devices with open flames, such as welders and acetylene torches, will be prohibited in 
forest and grass areas, except under special permits. The MDNR is no longer allowing 
prescribed burning and running fires until conditions improve. 
Source: http://www.fox21online.com/news/all-fires-banned-bwcaw-superior-and-
chippewa-national-forests 

68. April 21, Sierra Sun – (California) Prescribed burns of 300 acres planned around 
Truckee this spring. The U.S. Forest Service plans to burn about 300 acres around 
Truckee, California, this spring, starting in the next few weeks. According to the forest 
service, smoke may be visible in the areas of Russel Valley, Stampede Reservoir, 
Prosser Creek Reservoir, Sawtooth Ridge, and Klondike Flats during the burning. Fire-
management professionals will weigh temperature, humidity, fuel moisture, and wind 
when determining the right burning conditions, along with wildlife needs, soil 
conditions, tree survival, sensitive plants, and fire-suppression activities. Fuels-
management personnel will work with the California Air Resources Board and local 
air-quality management to pick prescribed burn days to mitigate impacts to 
communities. “At times some smoke may settle into drainages during the evenings and 
mornings until daytime heating increases smoke dispersal,” the forest service wrote. 
The aim of the Truckee Ranger District’s spring prescribed burns is to reduce the 
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intensity of future wildland fires, the press release indicated. 
Source: 
http://www.sierrasun.com/article/20100421/NEWS/100429981/1066&ParentProfile=1
051 
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Dams Sector 

69. April 23, Vermont Public Radio – (Vermont) Brattleboro agrees to repair 
reservoir. Brattleboro’s Select Board has agreed to pay more than $200,000 to repair a 
reservoir labeled as “high hazard” by the state. The Chestnut Hill reservoir was built in 
the 1890s and was the town’s first, public-water supply. It hasn’t been used since the 
1970s. But residents and downtown workers opposed the town’s proposal to demolish 
the hilltop reservoir. They say it is a favorite spot for walking and observing wildlife. A 
proposal to sell the reservoir was voted down at Brattleboro’s representative town 
meeting this spring. 
Source: http://www.vpr.net/news_detail/87846/ 

70. April 22, Kennebec Journal – (Maine) Report concludes dam removal didn’t trigger 
landslide. The summer 2008 removal of the Fort Halifax Dam in Winslow, Maine “did 
not play a significant role” in a recent landslide that occurred on a slope with a historic 
cemetery on top, according to a report released late Wednesday. Instead, the report 
cites as top factors in the landslide, the slope’s steep angle, unstable soil conditions, 
recent heavy rain and a small earthquake that was recorded 41 miles away. Ever since 
the landslide was discovered March 31, Winslow officials and others have been 
anxiously awaiting the assessment’s findings to decide what should be done and who is 
responsible for taking action. The 58-page report, which also includes several photos 
and charts, was completed independently by Findlay Engineering Inc. in Yarmouth. It 
was commissioned by the former dam’s owner, NextEra Energy, also called FPL 
Energy Maine Hydro LLC. It was ordered by the Maine Department of Environmental 
Protection. 
Source: http://www.kjonline.com/news/report-concludes-dam-removal-didn_t-trigger-
landslide_2010-04-21.html 

71. April 22, Grand Forks Herald – (North Dakota; Minnesota) Fargo-Moorhead 
diversion-impact analysis only half finished. The impact of a proposed Fargo-
Moorhead flood diversion on downstream river levels may be greater than previously 
estimated, but a U.S. Army Corps of Engineers official cautioned Wednesday that the 
analysis is only half-completed and the numbers will likely change. The Corps project 
manager would not say how much larger the downstream impact could be than the 10.4 
inches estimated by the Corps in February. But he did say the impact isn’t as large as 
the 14.5 inches reported by one media outlet that cited a leaked report. “We had some 
discussions about it during our internal team meeting,” he said. “The number we 
discussed was not 14.5.” Estimates of the diversion’s impact will change in the near 
future, and for now the figures released in February are the best available, he said. He 

http://www.vpr.net/news_detail/87846/
http://www.kjonline.com/news/report-concludes-dam-removal-didn_t-trigger-landslide_2010-04-21.html
http://www.kjonline.com/news/report-concludes-dam-removal-didn_t-trigger-landslide_2010-04-21.html
http://www.sierrasun.com/article/20100421/NEWS/100429981/1066&ParentProfile=1051


 - 29 - 

said the Corps should have new numbers to release at its next round of public meetings 
June 9 and 10. 
Source: http://www.grandforksherald.com/event/article/id/158703/ 

For another story, see item 44  
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