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Top Stories 

 Reuters reports that eleven workers were missing and 17 injured in an explosion Tuesday 
night at a Transocean oil drilling rig off Louisiana, and crews were fighting the fire 16 
hours later, the U.S. Coast Guard said on Wednesday. (See item 1) 

 According to Reuters, a report by the Institute of Electrical and Electronics Engineers and 
the EastWest Institute think tank says that investors should urgently diversify the web of 
undersea cables that serve as the world’s information and banking arteries to address 
soaring demand and piracy concerns and reduce the risk of catastrophic outages. (See item 
43) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 21, Reuters – (Louisiana) Blast, fire hits Transocean rig; 11 missing. Eleven 
workers were missing and 17 injured in an explosion at a Transocean oil drilling rig off 
Louisiana, and crews were fighting the fire 16 hours later, the U.S. Coast Guard said on 
Wednesday. An estimated 126 people were aboard the Deepwater Horizon at the time 
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http://www.esisac.com/
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of the explosion, reported about 10 p.m. Tuesday. The rig was drilling for BP Plc 42 
miles southeast of Venice, Louisiana, near the mouth of the Mississippi River, in 
Mississippi Canyon block 252, Transocean said. The rig — a “semisubmersible” towed 
to a site and partially sunk on pontoons for drilling stability — was reported at midday 
Wednesday to be leaning, and spilling fuel and either oil or drilling fluid from the 
wellbore, a Coast Guard spokeswoman said. Five firefighting vessels were trying to 
control the blaze. Eleven workers were still unaccounted for at midday Wednesday, the 
spokeswoman said. The Coast Guard deployed helicopters, planes, and vessels to look 
for the missing workers, sent environmental crews to the scene to assess and control 
any spill, and launched a joint investigation with public and private interests into the 
cause. A safety zone with a radius of five nautical miles around the crippled vessel was 
declared to keep traffic in the area at a minimum, but cleanup efforts had not yet been 
initiated. “There is a slick, but right now we’re focused on search and rescue,” she said. 
Transocean, based in Zug, Switzerland, is the world’s largest offshore drilling 
contractor.  
Source: http://www.reuters.com/article/idUSN2116584920100421?type=marketsNews 

2. April 20, Reuters – (Colorado) Xcel to shut or convert Colorado, coal power 
plants. Xcel Energy, the largest utility in Colorado, will retire, retrofit or repower about 
900 megawatts of coal-fired generation to reduce air pollution under a new law signed 
by the governor this week. Units as three Denver-area coal plants are being evaluated 
for possible retirement or conversion to burn natural gas, an Xcel spokesman said. The 
sites being studied include a 186-megawatt coal unit at the Valmont plant, four units, 
totaling 717 MW, at the Cherokee station and a 505-MW coal unit at the Pawnee 
station. Under the Clean Air-Clean Jobs Act, Xcel will submit a plan to state regulators 
in August to reduce its nitrogen-oxide (NOX) emissions from coal units by up to 80 
percent from 2008 levels by 2017. The plan will likely include a combination of unit 
retirement, replacement with gas turbines or installation of improved pollution-control 
equipment, the spokesman said. Reducing NOX emissions at power plants and other 
industrial sites will help Colorado as it works to comply with federal clean-air 
standards. 
Source: http://www.reuters.com/article/idUSN2010698620100420 

3. April 20, Reuters – (California; Nevada) Kinder Morgan shuts pipe carrying fuel to 
Las Vegas. Pipeline operator Kinder Morgan said Tuesday that it shut down the 14-
inch, Calnev pipeline carrying refined products from Los Angeles refineries to Las 
Vegas to investigate the source of soil contamination found at the pipeline’s Colton, 
California, terminal. A parallel 8-inch pipeline running between Colton and Las Vegas 
continues to operate, said a Kinder Morgan spokeswoman. The 14-inch line was shut 
Monday night. “We don’t expect any supply interruptions,” she said. 
Source: http://www.reuters.com/article/idUSWEN303120100420?type=marketsNews 

[Return to top]  

Chemical Industry Sector 

http://www.reuters.com/article/idUSN2010698620100420
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4. April 21, New York Injury News – (Pennsylvania) Rollover causes nitric acid spill, 
closing I-79 for several hours. A tanker carrying nitric acid overturned along a 
dangerous bend of I-79 in Pennsylvania, spilling its contents April 19. According to 
reports, the truck overturned near Exit 21 on the interstate, causing a miles-long, traffic, 
back-up that lasted several hours. The Pennsylvania State Police closed the northbound 
lanes of I-79. The driver required help to get out of his truck and was placed onto a 
stretcher. He was transported to a local hospital. As of Tuesday, there was no word on 
the driver’s condition. According to authorities, Monday’s accident was not the first of 
its kind in the same area of I-79. There have been several fatal crashes at exit 21 due to 
apparent difficulties in maneuvering the bend. 
Source: http://www.newyorkinjurynews.com/2010/04/21/washington-pennsylvania-
tanker-truck-rollover-nitric-acid-spilled-along-i-79_201004213298.html 

For another story, see item 28  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. April 21, Brattleboro Reformer – (Vermont) NRC says tritium program 
working. Engineers and technicians at Vermont Yankee nuclear power plant found the 
source of a leak of tritiated water in 49 days, much quicker than at other plants with 
similar leaks, said the chief of Nuclear Regulatory Commission’s Region 1 plant 
support branch. Entergy made “A major effort with plenty of resources” to find and 
stop the leak, said the NRC official who was in Brattleboro, Vermont, Monday as part 
of a public workshop and hearing to discuss the leak. At other nuclear power plants, it 
has taken months, and in Indian Point’s case years, to find the source of tritium leaks, 
said the NRC official. He said the reason the leak at Yankee and its source were 
discovered so quickly was because of the industry’s groundwater initiative. Though the 
source was found, exactly why the pair of steam trap pipes leaked into a trench 15 feet 
below ground and tritiated water seeped into the environment through a gap in concrete 
surrounding an off-gas pipe won’t be known until Entergy turns in a “root causes 
analysis,” said the NRC official. Water leaked through the gap because the system’s 
sump was clogged with cement dust and the water pooled up in the pipe trench, high 
enough to reach the gap and to leak out. If the drain had not been clogged, the two, 
leaking pipes might have been found sooner, said the NRC official, because plant 
operators would have been alerted that the sump pump was turning on a regular basis. 
In that case, the tritiated water probably would never have leaked out and the gap in the 
concrete would not have been discovered. 
Source: http://www.reformer.com/localnews/ci_14925245 

6. April 21, Associated Press – (Kentucky) Landowners settle Kentucky uranium leak 
suit. A group of landowners have settled a long-running lawsuit for $1.75 million over 
allegations that water leaks from a western Kentucky, uranium-enrichment plant 
devalued property values. A Nashville, Tennessee, attorney representing the 
landowners living near the Paducah Gaseous Diffusion Plant, about 10 miles west of 

http://www.newyorkinjurynews.com/2010/04/21/washington-pennsylvania-tanker-truck-rollover-nitric-acid-spilled-along-i-79_201004213298.html
http://www.newyorkinjurynews.com/2010/04/21/washington-pennsylvania-tanker-truck-rollover-nitric-acid-spilled-along-i-79_201004213298.html
http://www.reformer.com/localnews/ci_14925245


 - 4 - 

Paducah, confirmed the settlement Tuesday. The attorney said the funds are aimed at 
compensating between 70 and 80 homeowners for the devaluation of their property 
because of radiation contamination. “Some of these people were skeptical that they 
would ever see anything,” the attorney told the Associated Press. The homeowners 
sued multiple companies, including Lockheed Martin and Union Carbide, in 1997, 
saying radiation contamination by air and water had ruined their land and well water 
and sickened residents. A spokeswoman for Lockheed Martin in Knoxville, Tennessee, 
confirmed the settlement, but declined to give details. 
Source: http://www.lex18.com/news/landowners-settle-kentucky-uranium-leak-suit 

7. April 20, WBIR 10 Knoxville – (Tennessee) Bag with radioactive sticker caused brief 
scare in Oak Ridge. A suspicious package shut down a major highway in Oak Ridge 
for about an hour Tuesday night. Traffic was backed up on Illinois Avenue near West 
Outer Drive, while the Oak Ridge Fire Department investigated. The Oak Ridge Police 
Department says the bag was in the median, and had a radioactive sticker on it. 
Investigators say the bag was empty, and tested negative for any radioactivity. Officials 
had called the company whose name was on the sticker, but they were cancelled when 
it was determined the bag was harmless. 
Source: http://www.wbir.com/news/local/story.aspx?storyid=119482&catid=2 

[Return to top]  

Critical Manufacturing Sector 

8. April 21, Bloomberg – (Washington) Boeing says FAA plans to put inspectors 
aboard 787. Boeing said today that the U.S. Federal Aviation Administration will 
begin sending engineers and inspectors on test flights for the 787 Dreamliner, officially 
kicking off the certification process. The FAA’s “type inspection authorization” 
approval is a key step in Boeing’s target of delivering the plane to the first customer by 
the end of this year. The company had to demonstrate first that the 787, which has been 
flying since December under an experimental license, was safe enough for the agency 
to allow its personnel onboard for tests. Boeing achieved the approval “by 
demonstrating the readiness of the airplane throughout a variety of speeds, altitudes and 
configurations,” the Chicago-based company said. The Dreamliner is more than two 
years behind schedule because of struggles with the new materials and production 
system being used. The Boeing commercial chief said March 9 that the company still 
had a buffer of about a month and a half in the flight-test, program schedule, after 
burning through some of the contingency with delays this year. “We remain on track to 
deliver the first airplane ... this year,” the head of the 787 program, said in the 
statement. The FAA has to certify the Dreamliner before it can be used for passenger 
service. The company plans to fly six, test jets about 3,100 hours, mostly from its 
Seattle base, during the process to prove the 787’s safety and durability. The four, test 
jets in the air so far had logged 500 hours of flying as of April 16. 
Source: http://www.businessweek.com/news/2010-04-21/boeing-says-faa-will-now-
put-inspectors-aboard-787-update1-.html 

http://www.wbir.com/news/local/story.aspx?storyid=119482&catid=2
http://www.businessweek.com/news/2010-04-21/boeing-says-faa-will-now-put-inspectors-aboard-787-update1-.html
http://www.businessweek.com/news/2010-04-21/boeing-says-faa-will-now-put-inspectors-aboard-787-update1-.html
http://www.lex18.com/news/landowners-settle-kentucky-uranium-leak-suit
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9. April 20, U.S. Environmental Protection Agency – (Iowa) Former owner of 
manufacturing facility ordered to clean up site. The U.S. Environmental Protection 
Agency (EPA) Tuesday ordered the former owner of the city-owned Chamberlain 
Manufacturing Corporation facility in Waterloo, Iowa, to develop and implement a 
comprehensive clean-up plan. The agency charged that contaminated soil and 
groundwater at the Waterloo site resulted from the release of hazardous materials and 
wastes during decades of industrial activity. Chamberlain Manufacturing owned the 
22.8-acre property at 550 Esther Street from 1953 to 1996. During this time, the site 
was used for the manufacture of metal-washer wringers, projectile metal parts, 
aluminum awnings and refrigerator shelves, among other items. Soil and groundwater 
at the site were contaminated with a number of hazardous wastes, including metals and 
volatile organic compounds, including trichloroethene (TCE) and tetrachloroethene 
(PCE). The unilateral administrative order issued Tuesday in Kansas City directs 
Chamberlain, a subsidiary of Duchossois Industries, Inc., of Elmhurst, Illinois, to 
engage in a series of short-term and long-term actions to address environmental 
contamination on and around the Waterloo site. Issued under the authority of the 
federal Resource Conservation and Recovery Act (RCRA), the order directs 
Chamberlain to: develop a plan for the proper cleanup of harmful releases at the site; 
investigate to determine the full extent of the off-site migration of wastes; and clean up 
the facility property and the surrounding area. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/18A99031A1CAECD98525770B007263B
6 

[Return to top]  

Defense Industrial Base Sector 

10. April 21, Naval Open Source Intelligence – (National) Raytheon-Boeing team fires 
first Joint Air-to-Ground Missile. Raytheon and Boeing fired the first Joint Air-to-
Ground Missile (JAGM) during a test funded by the two companies. Fired from a 
ground-based rotary-wing launcher, the weapon performed a series of preprogrammed 
maneuvers and flew to a predesignated location, validating the flight-control software 
and Brimstone airframe. The mission met all primary test objectives. “The Raytheon-
Boeing JAGM is on track to demonstrate our low-risk entry into the engineering 
manufacturing development phase of the program,” said Raytheon’s vice president of 
advanced missiles and unmanned systems. 
Source: http://nosint.blogspot.com/2010/04/raytheon-boeing-team-fires-first-
joint.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogsp
ot/fqzx+(Naval+Open+Source+INTelligence) 

11. April 21, AOL News – (National) Gates points out dangerous gaps in US defense 
exports. In the fight to keep sensitive, government technologies and equipment out of 
the wrong hands, the administration plans a radical overhaul of a Cold War-era system 
more alert to the likes of Soviet spies than modern terrorists. The Secretary of Defense, 
discussing a review ordered by the President last summer, said the current Defense 

http://yosemite.epa.gov/opa/admpress.nsf/0/18A99031A1CAECD98525770B007263B6
http://yosemite.epa.gov/opa/admpress.nsf/0/18A99031A1CAECD98525770B007263B6
http://nosint.blogspot.com/2010/04/raytheon-boeing-team-fires-first-joint.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)
http://nosint.blogspot.com/2010/04/raytheon-boeing-team-fires-first-joint.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)
http://nosint.blogspot.com/2010/04/raytheon-boeing-team-fires-first-joint.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)
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Department and Commerce Department systems for licensing the export of such 
technologies are so deeply flawed, in fact, that they pose a national security threat. The 
secretary spoke a month after a Government Accountability Office investigation found 
that a wide range of U.S. military and dual-use goods, including military aircraft parts, 
had been illegally shipped to Iran despite U.S. sanctions. The current system is based 
on “two different control lists administered by two different departments, three 
different primary licensing agencies, [and] a multitude of enforcement agencies with 
overlapping and duplicative authorities,” the White House added in a statement 
outlining the president’s proposed fixes. Moreover, it said the agencies involved are 
using a tangle of conflicting information technology systems — or no IT system at all. 
The secretary said that diffusion of authority means that those who are refused an 
export license by one agency can try their luck with another. At the same time, the 
system makes it hard for U.S. allies to get urgently needed parts in a timely manner, 
such as nuts and bolts for a plane whose export has already been approved. To deal 
with the problem, the administration wants “to build high walls around a smaller yard,” 
the White House said. The new system would feature a single export-control list shared 
by all participating offices at the Defense, Commerce, State and Treasury departments. 
It would create a single, unified export-licensing agency, a single enforcement agency 
and one, unified IT system to track it all. 
Source: http://www.aolnews.com/nation/article/defense-secretary-gates-calls-out-
dangerous-gaps-in-us-military-exports/19447744 

[Return to top]  

Banking and Finance Sector 

12. April 21, Courthouse News Service – (New York) SEC ends $90-million Ponzi 
scheme. McGinn, Smith & Co. (MS&C), and the two men who ran it, squandered $90 
million of investors’ money by making unsecured loans to prop up cash-poor affiliates, 
paying salaries, and using it for their own delight, including hiring strippers for a 
“sexually themed” cruise, the SEC reported. When jilted investors were left holding 
worthless notes, a MS&C coowner cited the “financial crisis” and “the lack of liquidity 
in the market” for the losses, the SEC said in its federal complaint. The commission 
filed an emergency order on behalf of more than 900 investors April 20. A 65-year-old 
Saratoga Springs man and 62-year-old Schenectady man ran MS&C out of Albany, the 
SEC said. “The offering fraud already has caused significant investor losses, and this 
emergency action is intended to stop the fraud and preserve the status quo for the 
benefit of the victims,” according to the complaint. The suspects raised more than $136 
million in more than 20, unregistered debt offerings through dozens of affiliated 
entities, the SEC charged. The suspects then funneled investors’ money to entities they 
owned or controlled, then covered up the fraud with lies and omission, the complaint 
stated. MS&C owed investors in their four main funds at least $84 million as of 
September 2009, though the funds held a total of less than $500,000, the SEC noted. It 
said the defendants’ trusts were $18 million in the red. 
Source: http://www.courthousenews.com/2010/04/21/26582.htm 

http://www.courthousenews.com/2010/04/21/26582.htm
http://www.aolnews.com/nation/article/defense-secretary-gates-calls-out-dangerous-gaps-in-us-military-exports/19447744
http://www.aolnews.com/nation/article/defense-secretary-gates-calls-out-dangerous-gaps-in-us-military-exports/19447744
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13. April 20, Des Moines Register – (Iowa) Security cameras show burglar at cash 
drawers in US Bank office. A burglar took an undetermined amount of money April 
17 from the U.S. Bank office at Kaleidoscope at the Hub in Des Moines, Iowa. Des 
Moines police said security cameras show a burglar testing a security gate that did not 
have an alarm. The burglar picked up one end of the gate and held it open with a stack 
of newspapers and a wooden stool. After crawling underneath, he pried open teller 
drawers and took money. A motion alarm was activated and officers responded but 
found nothing. The stool had been pulled away from the security gate and the 
newspapers had been pushed inside by the time officers arrived, between 8:30 and 9 
p.m. A representative of the bank filed a burglary report April 19. 
Source: 
http://www.desmoinesregister.com/article/20100420/NEWS01/100420001/1002/Securi
ty-cameras-show-burglar-at-cash-drawers-in-US-Bank-office 

14. April 20, Jackson Citizen Patriot – (Michigan) Phone scam results in hundreds of 
calls to Flagstar Bank. A phone scam involving Flagstar Bank targeted many Jackson-
area residents April 19. People reported receiving phone calls with a robotic voice 
claiming to be from Flagstar and asking for account information. Area police 
departments and the Jackson County Sheriff’s Office were notified of the calls and 
confirmed with Flagstar that it was a scam. A police sergeant said the sheriff’s office 
received calls all day long. To his knowledge, no one reported giving out sensitive 
account information. A police sergeant with the Parma-Standstone police department 
said he received two calls about the scam. When he called Flagstar at 7:30 a.m., the 
bank said it had already received several hundred calls. 
Source: 
http://www.mlive.com/news/jackson/index.ssf/2010/04/scam_results_in_hundreds_of_
ph.html 

15. April 20, Associated Press – (National) Watchdog claims mortgage aid program is 
vulnerable to scams. Recent changes to the U.S. Presidential administration’s 
mortgage assistance program may make it more vulnerable to fraud, a government 
watchdog said Tuesday. Announced last month, the changes are intended to make it 
easier for struggling homeowners to avoid foreclosure. But the administration has not 
done enough to warn the public about fraud and has not included sufficient safeguards 
to prevent abuse, the special inspector general for the Troubled Asset Relief Program 
said in a quarterly report. “Criminals feed on borrower confusion, and frequent changes 
to the programs provide opportunities for experienced criminal elements to prey on 
desperate homeowners,” the inspector general wrote. 
Source: http://www.businessweek.com/ap/financialnews/D9F6JFP00.htm 

16. April 19, SecurityInfoWatch.com – (National) Report: 10 percent of fraud victims 
fall victim to bogus ATM withdrawals. According to a new report released earlier 
this month by Javelin Strategy & Research on ATM and Personal Identification 
Number fraud, 10 percent of fraud victims in the U.S. experience fraudulent ATM cash 
withdrawals. As a result, 23 percent of the 4,874 consumers interviewed for the survey 
said they left their primary financial institution. Research analysts said that in addition 

http://www.desmoinesregister.com/article/20100420/NEWS01/100420001/1002/Security-cameras-show-burglar-at-cash-drawers-in-US-Bank-office
http://www.desmoinesregister.com/article/20100420/NEWS01/100420001/1002/Security-cameras-show-burglar-at-cash-drawers-in-US-Bank-office
http://www.mlive.com/news/jackson/index.ssf/2010/04/scam_results_in_hundreds_of_ph.html
http://www.mlive.com/news/jackson/index.ssf/2010/04/scam_results_in_hundreds_of_ph.html
http://www.businessweek.com/ap/financialnews/D9F6JFP00.htm
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to the use of skimming devices, thieves are now gaining access to customers PINs by 
manipulating ATM software and by sending out bogus text messages to consumers 
requesting their personal information. “Despite the efforts by financial institutions to 
protect consumers, the number of records breached rose 16 percent in 2009,” the 
managing partner and research director for Javelin said in a prepared statement. 
“Fraudsters have become more organized globally and more sophisticated 
technologically and may increase their attacks on ATMs in the U.S. as neighboring 
countries such as Canada and Mexico move to EMV chip-cards, which protect against 
skimming.” Analysts are advising financial firms to not only implement more layered 
security measures, but to also educate users on fraud risks and how to avoid them. 
Source: http://www.securityinfowatch.com/report-10-percent-fraud-victims-fall-victim-
bogus-atm-withdrawals 

17. April 19, Pasadena Star-News – (California) Man using bomb threat robs La 
Canada Flintridge bank. A man who claimed he had a bomb robbed a La Canada 
Flintridge, California bank of an undisclosed amount of money April 19. No one was 
hurt in the 11:10 a.m. robbery at the Bank of America, 537 W. Foothill Blvd., 
according to a sheriff’s lieutenant. He said the man walked up to a teller and presented 
a note demanding money. The note said: “Give me your money. Don’t call the police 
for 10 minutes. I have a bomb,” the lieutenant said. The robber then took the cash and 
walked out. The lieutenant said no bomb, gun, or getaway car were seen. 
Source: http://www.pasadenastarnews.com/news/ci_14915400 

[Return to top]  

Transportation Sector 

18. April 21, Palm Beach Sun Sentinel – (Florida) Man drives BMW on runway, parks 
under jet. According to Lakeland (Florida) Police, one of their officers was working at 
the Sun and Fun Fly In at Lakeland Linder Regional Airport providing security for the 
Thunderbird F-16’s when he saw a man drive a BMW onto the runway, under a USAF 
cargo airplane, and in front of a Thunderbird jet. The man was unable to explain how 
he was able to enter the fenced, secured perimeter of the airport. Each point of entry is 
clearly posted with a sign that says, “Restricted Area, No Trespassing, Authorized 
Vehicles Only.” The man initially told cops he was a volunteer at Sun and Fun, but 
couldn’t back his story up. The man was placed under arrest for trespass on airport 
property and transported to Polk County Jail. 
Source: http://weblogs.sun-
sentinel.com/news/specials/weirdflorida/blog/2010/04/man_drives_bmw_on_runway_p
arks_1.html 

19. April 20, Seattle-Tacoma News Tribune – (Washington) Sea-Tac airport begins work 
on center runway. For the second summer in a row, Seattle-Tacoma International 
Airport will close one of its three runways for repairs. Contractors will replace 
deteriorating concrete panels in the airport’s center runway at an estimated cost of 
$5.65 million. The 60-day closure during July and August will shift traffic to the 

http://www.pasadenastarnews.com/news/ci_14915400
http://weblogs.sun-sentinel.com/news/specials/weirdflorida/blog/2010/04/man_drives_bmw_on_runway_parks_1.html
http://weblogs.sun-sentinel.com/news/specials/weirdflorida/blog/2010/04/man_drives_bmw_on_runway_parks_1.html
http://weblogs.sun-sentinel.com/news/specials/weirdflorida/blog/2010/04/man_drives_bmw_on_runway_parks_1.html
http://www.securityinfowatch.com/report-10-percent-fraud-victims-fall-victim-bogus-atm-withdrawals
http://www.securityinfowatch.com/report-10-percent-fraud-victims-fall-victim-bogus-atm-withdrawals
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airport’s third runway. Sea-Tac neighbors might not like the new plan. That runway, 
the westernmost of the three, is the closest to neighborhoods in Burien and Normandy 
Park. Neighborhood groups and nearby cities unsuccessfully fought the construction of 
the third runway in court for about a dozen years. That runway was finished in late 
2008. But Sea-Tac’s owner, the Port of Seattle, said the shutdown and traffic shift is 
necessary for flight safety. The 41-year-old surface is cracking, spalling and faulting, 
all normal wear for a heavily used runway, according to a memo from the airport’s 
operations manager. The FAA rates the runway as “fair.” It was built in 1969 with a 
20-year, life expectancy. Workers have replaced about 400 concrete panels on the 
middle runway since 1993, but 150 more must be replaced soon to prevent damage to 
airplanes, officials said. 
Source: http://www.thenewstribune.com/2010/04/20/1155666/sea-tac-airport-begins-
work-on.html 

20. April 20, Associated Press – (International) Flights resume in Europe but travel 
chaos not over. Many European flights took to the skies Tuesday for the first time in 
days but the travel chaos caused by a volcanically produced ash cloud was far from 
over. London’s airports were still closed, a massive flight backlog was growing, and 
scientists feared that history could repeat itself with yet another volcanic eruption in 
Iceland. Airports in London — including Heathrow, the busiest in Europe — were not 
expected to reopen until Wednesday at the earliest, and forecasters said more delays 
were possible if the volcanic ash cloud stayed over much of the country. Still, Tuesday 
marked the first day since Iceland’s Eyjafjallajokull volcano erupted April 14 that 
travelers were given a glimmer of hope. Cheers and applause broke out as flights took 
off from Paris’ Charles de Gaulle Airport, Amsterdam and elsewhere. German airspace 
also remained officially closed but 800 planes were allowed to land or take off, all 
flying at low altitude. The Eurocontrol air traffic agency in Brussels said it expected a 
little over half — 53 percent — of Europe’s 27,500 flights to go ahead Tuesday, a 
marked improvement over the last few days. The agency predicted close to normal 
takeoffs by Friday. 
Source: http://www.businessweek.com/ap/financialnews/D9F6TJJ00.htm 

21. April 20, CBC News – (International) Shoe lifts raise airport security alarm. A 
Chicago-bound traveller who stuffed his shoes with batteries and metal plates in a bid 
to appear taller put security officials on high alert at Toronto’s Pearson International 
Airport on Tuesday. Shortly before 10 a.m., the man was stopped by security. The 
unusual contents of his shoes set off alarm bells. The man was detained, taken to a 
nearby police station, and questioned for five hours. The incident drew the interest of 
Peel Regional Police, the RCMP, and INSET, Canada’s integrated national security 
enforcement team. But instead of concealing bomb-making equipment, the man was 
simply trying to appear taller, police eventually determined. The man was released 
without charges at 3:30 p.m.  
Source: http://www.cbc.ca/canada/story/2010/04/20/pearson-arrest.html 

For more stories, see items 3, 4, and 7  
 

http://www.businessweek.com/ap/financialnews/D9F6TJJ00.htm
http://www.cbc.ca/canada/story/2010/04/20/pearson-arrest.html
http://www.thenewstribune.com/2010/04/20/1155666/sea-tac-airport-begins-work-on.html
http://www.thenewstribune.com/2010/04/20/1155666/sea-tac-airport-begins-work-on.html
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[Return to top]  

Postal and Shipping Sector 

22. April 20, Patriot News – (Pennsylvania) Package blown up at Susquehanna 
Township post office wasn’t a bomb. A suspicious package found at a Susquehanna 
Township post office in Pennsylvania that postal authorities thought last night might be 
a pipe bomb was not any sort of explosive device after all, said a United States Postal 
Inspector. He said the suspicious item was out of its package when it was discovered by 
postal workers at the main U.S. Post Office on Crooked Hill Road. Post office 
personnel X-rayed it in an effort to determine what it was. When those results were 
inconclusive, a state police bomb squad was called in. After surrounding the package 
with postal service trucks, the bomb squad opened the device remotely, the Postal 
Inspector said. While authorities were not able to identify the device, they determined it 
posed no threat. The Postal Inspector said it appears the item might be some sort of 
underwater device. Postal authorities are searching for the device’s original packaging 
to determine its rightful owner, the Postal Inspector said. It is unlikely the owner would 
receive any compensation for damages since it appeared the device was not properly 
packed. 
Source: http://www.pennlive.com/midstate/index.ssf/2010/04/post_88.html 

[Return to top]  

Agriculture and Food Sector 

23. April 21, Janesville Gazette – (Wisconsin; Illinois) Stealing bull semen may be new 
crime trend. In a string of recent burglaries, thieves have targeted dairy farmers in 
Wisconsin and Illinois to steal a valuable commodity: bull semen. The semen, valued at 
$22,000 in one Rock County case, is used to breed high-end cows for the show ring and 
milk production. Farmers believe thieves might be selling the semen on the black 
market. An Orfordville dairyman and and three other area farmers recently had liquid 
nitrogen tanks full of frozen semen stolen. The Orfordville man’s farm was burglarized 
in late March, and 200 samples were stolen. He said farms in Poy Sippi in Adams 
County, Ixonia in Jefferson County and Hampshire, Illinois, southeast of Rockford, 
Illinois, were hit around the same time. A bull semen theft also was reported in 
Brodhead, Wisconsin in July 2008. About 100 embryos or semen samples valued at 
$35,000 were stolen. They were from award-winning cattle, according to a Rock 
County Sheriff’s Office report. Investigators in the Brodhead case, however, believe 
the thieves wanted the tank for scrap metal, a captain said. A spokeswoman for the 
Wisconsin Department of Agriculture, Trade and Consumer Protection said her office 
has not heard any complaints. 
Source: http://gazettextra.com/news/2010/apr/20/new-crime-trend-stealing-bull-semen/ 

24. April 21, Quay County Sun – (New Mexico; Texas) Disaster assistance funds 
available for Quay County. Six New Mexico counties have been declared eligible for 
disaster assistance due to continuing drought. A U.S. Senator (N.M.) announced the 

http://www.pennlive.com/midstate/index.ssf/2010/04/post_88.html
http://gazettextra.com/news/2010/apr/20/new-crime-trend-stealing-bull-semen/
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counties are eligible due to their proximity to Texas counties, which were declared 
disaster areas. As a result of the declaration, farmers and ranchers in Dona Ana, Eddy, 
Lea, Otero, Quay, and Roosevelt counties are now eligible to be considered for low-
interest emergency loans from the Farm Service Agency, which is part of the U.S. 
Department of Agriculture (USDA). “These loans help farmers and ranchers who have 
been affected by drought get back on their feet,” the Senator said. In order to be eligible 
for the loan a farmer or rancher must have lost 30 percent of their stock or crop due to 
the drought, said a USDA farm loan manager. He said the losses had to occur in 2009. 
Quay and Roosevelt farmers and ranchers can apply for the low interests (3 and 3/4 
percent) loans until Dec. 14, the USDA loan manager said. “To apply for the loan the 
farmer or rancher’s existing lender must not be willing to issue a loan to cover their 
losses,” he said. 
Source: http://www.qcsunonline.com/news/counties-8127-eligible-disaster.html 

25. April 21, 2theadvocate.com – (Louisiana) Angola horse barn quarantine 
lifted. Veterinarians lifted a quarantine on a Louisiana State Penitentiary horse barn last 
week where a Percheron mare used to pull wagons became infected with a type of 
equine herpes virus, prison officials said Tuesday. The mare was taken for treatment to 
the LSU School of Veterinary Medicine and is expected to be returned to Angola today, 
an assistant warden said. The assistant state veterinarian said the animal had equine 
herpes virus Type 1, but tests of other horses housed at the barn showed none was 
infected. A U.S. Department of Agriculture Web site said the disease, also known as 
EHV-1, can cause abortion and death in horses. The assistant veterinarian said the 
quarantine lasted two weeks and was lifted on Thursday. The barn is separate from the 
area where horses used in the prison’s agricultural fields are housed, and no one who 
worked where the infected horse was kept was allowed near the other horse lots, she 
said. The assistant prison warden said that Angola officials followed all protocols to 
stop the disease from spreading and “were very cooperative.” She also said that horses 
brought to the two Angola Rodeo performances on Saturday and Sunday were not in 
danger of exposure to the virus because of the infected horse. 
Source: http://www.2theadvocate.com/news/91673194.html 

26. April 21, Cattle Network – (California) Slaughterhouse operator fined for illegal 
sales. The owner of a custom slaughterhouse in California must serve two years on 
probation and pay a $4,000 fine after he admitted allowing clients to sell uninspected 
meat on his property. The Manteca man was sentenced Tuesday in U.S. District Court 
after pleading guilty to two misdemeanors in January. As owner of Riella Farms Inc., 
the 48-year-old was licensed to slaughter clients’ animals for personal consumption. 
The meat was supposed to be marked “not for sale.” The indictment against the man 
said federal, food-safety investigators working undercover in 2004 made anonymous 
purchases from customers at an informal market on his property. The investigators said 
all the meat they purchased would have failed federal inspections. 
Source: http://www.cattlenetwork.com/Slaughterhouse-Operator-Fined-For-Illegal-
Sales/2010-04-21/Article_Latest_News.aspx?oid=1049419&fid=CN-
LATEST_NEWS_ 

http://www.2theadvocate.com/news/91673194.html
http://www.cattlenetwork.com/Slaughterhouse-Operator-Fined-For-Illegal-Sales/2010-04-21/Article_Latest_News.aspx?oid=1049419&fid=CN-LATEST_NEWS_
http://www.cattlenetwork.com/Slaughterhouse-Operator-Fined-For-Illegal-Sales/2010-04-21/Article_Latest_News.aspx?oid=1049419&fid=CN-LATEST_NEWS_
http://www.cattlenetwork.com/Slaughterhouse-Operator-Fined-For-Illegal-Sales/2010-04-21/Article_Latest_News.aspx?oid=1049419&fid=CN-LATEST_NEWS_
http://www.qcsunonline.com/news/counties-8127-eligible-disaster.html
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27. April 21, Slashfood.com – (National) Contaminated dips recalled. East Coasters who 
bought spinach or artichoke dip recently, should check the label. Giant Food and Stop 
& Shop Supermarkets have announced a voluntary recall of frozen artichoke and 
spinach dips that may be contaminated with Listeria monocytogenes. Although healthy 
people rarely get sick from the bacteria, Listeria monocytogenes can cause listeriosis, a 
serious infection that poses significant risk for babies, the elderly, and pregnant women. 
Listeria is usually killed by pasteurization and cooking; it’s unclear why the bacteria 
may be present in the affected dips. Customers who purchased the dips are advised to 
throw it away and bring in their receipts for refunds. Giant Foods said it hasn’t gotten 
any reports of illness thus far. The supermarkets in question are mainly located along 
the Eastern seaboard. Giant Foods is based in Landover, Maryland with locations in 
Maryland, Virginia, Delaware and the District of Columbia. Stop & Shop’s home base 
is in Quincy, Mass. and has stores in Massachusetts, Connecticut, Rhode Island, New 
Hampshire, New York and New Jersey. The Stop & Shop frozen dip being recalled is 
in an eight-ounce container with the UPC code: 6 8826702988 2. The Giant Food dip 
being recalled is in an eight-ounce container and has the UPC code: 6 8826702988 2. 
Source: http://www.slashfood.com/2010/04/19/contaminated-dips-recalled-stop-and-
shop-giant-food-supermarkets/ 

28. April 20, Associated Press – (Pennsylvania) Pa. poultry plant evacuated due to 
ammonia leak. Authorities in eastern Pennsylvania said six people were taken to 
hospitals and 125 people evacuated from a poultry plant due to an ammonia leak, but 
no life-threatening injuries were reported. Emergency crews were called at about 7:30 
p.m. to the Mehadrin Kosher Poultry plant in Exeter Township, which closed briefly 
last week amid a dispute with Exeter Township. A sergeant with the township police 
department said the leak is contained to the plant and no residences are nearby, so no 
homes have been evacuated. He said crews are standing by while the Berks County 
hazardous materials team and township firefighters work to make sure conditions are 
safe. Six people were taken to Reading Hospital for treatment of exposure to the gas, 
but the sergeant said all were conscious and none of the injuries appeared to be life-
threatening. 
Source: 
http://www.timesonline.com/bct_news/news_details/article/1373/2010/april/20/pa-
poultry-plant-evacuated-due-to-ammonia-leak.html 

[Return to top]  

Water Sector 

29. April 20, U.S. Environmental Protection Agency – (National) Residential 
homebuilder settles Clean Water Act violations in 18 states and D.C. Hovnanian 
Enterprises, Inc., a builder of residential homes nationwide, agreed April 20 to pay a 
$1-million civil penalty to resolve alleged Clean Water Act violations at 591 
construction sites in 18 states and the District of Columbia, the U.S. Environmental 
Protection Agency (EPA) and the U.S. Justice Department jointly announced. As part 
of the settlement, the company must implement a company-wide, storm-water 

http://www.slashfood.com/2010/04/19/contaminated-dips-recalled-stop-and-shop-giant-food-supermarkets/
http://www.slashfood.com/2010/04/19/contaminated-dips-recalled-stop-and-shop-giant-food-supermarkets/
http://www.timesonline.com/bct_news/news_details/article/1373/2010/april/20/pa-poultry-plant-evacuated-due-to-ammonia-leak.html
http://www.timesonline.com/bct_news/news_details/article/1373/2010/april/20/pa-poultry-plant-evacuated-due-to-ammonia-leak.html


 - 13 - 

compliance program designed to improve compliance with storm-water, run-off 
requirements at existing and future construction sites. A portion of the settlement helps 
EPA efforts to protect the Chesapeake Bay, North America’s largest and most 
biologically diverse estuary. The bay and its tidal tributaries are threatened by pollution 
from a variety of sources, and overburdened with nitrogen, phosphorus and sediment 
that can be carried by stormwater. A total of 161 Hovnanian construction sites in the 
District of Columbia, Maryland, Virginia, and West Virginia fall within the bay 
watershed and are covered by this settlement. The U.S. government complaint, filed 
simultaneously with the settlement agreement in federal court in Philadelphia, alleges a 
pattern of violations that was discovered by reviewing documentation submitted by the 
company, and through federal and state site inspections. The alleged violations include 
failure to obtain permits until after construction had begun, or failing to obtain them at 
all. At sites with permits, violations included failure to prevent or minimize the 
discharge of pollutants such as silt and debris in storm-water runoff. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/1015486C1EF7A0CA8525770B00665D50 

30. April 20, Keller Citizen – (Texas) Water treatment plant closes for inspection, 
maintenance, to reopen Monday. The Eagle Mountain Water Treatment Plant, which 
services Keller, Texas, and various other local communities, temporarily closed this 
week while officials conducted an inspection and performed maintenance work, a 
spokesperson said. “It is my understanding that they are having a problem with a 
chemical injection system and they are trying to get it resolved,” she said. All water 
treatment plants within the city of Fort Worth are routinely taken out of service to 
perform inspections and maintenance work, she said. The water treatment plant is 
tentatively scheduled to reopen by Monday. “Customers may notice a difference in the 
taste and odor of the water because each water source has its own unique 
characteristics, but there are no water-quality concerns associated with the closure,” she 
said. Taking the plant out of service while the water demands are low allows staff to 
resolve any potential problems that could limit the plant’s capacity and deter its 
capability of meeting summer-time demand. The North and South Holly and Rolling 
Hills water treatment plants supplied water this week to meet demand of the cities 
affected by the Eagle Mountain Water Treatment Plant’s closure. No water service 
interruptions are expected, the spokeswoman said. The Eagle Mountain plant supplies 
water to Keller, Haslet, Southlake, Saginaw, Roanoke, Lake Worth, Trophy Club, 
Northlake, and Westlake. 
Source: http://www.star-telegram.com/2010/04/20/2128877/water-treatment-plant-
closes-for.html 

31. April 20, Water Technology Online – (New Jersey) EPA proposes plan to clean up 
groundwater contamination site. The US Environmental Protection Agency (EPA) 
has proposed a plan to address groundwater contamination in the Washington and 
Philipsburg areas of New Jersey, according to lehighvalleylive.com. The plan calls for 
about 320 homes in Franklin and Greenwich townships to be hooked up to a public 
water system, and the construction of about 10 miles of new water line, the article 
stated. According to the story, the proposal, which will cost nearly $14 million in 

http://www.star-telegram.com/2010/04/20/2128877/water-treatment-plant-closes-for.html
http://www.star-telegram.com/2010/04/20/2128877/water-treatment-plant-closes-for.html
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capital expenses and $77,000 in annual costs, affects the Pohatcong Valley 
Groundwater Contamination Site — a Superfund site that has been contaminated with 
trichloroethene (TCE) and tetrachloroethylene (PCE). EPA is seeking comment on the 
proposed plan and will hold a public meeting on April 29, the report stated. 
Source: http://watertechonline.com/news.asp?N_ID=73914 

32. April 19, Associated Press – (District of Columbia) Officials release Anacostia River 
restoration plan. Politicians, policymakers and environmentalists gathered to 
remember Washington D.C.’s forgotten river Monday, releasing a plan to restore the 
Anacostia, which flows through some of Washington’s most distressed neighborhoods. 
Restoring the river that flows through Southeast Washington will not only help the 
environment, but also the communities along it, and the more well-known Potomac, 
which the Anacostia feeds, said a Representative, D-Maryland. He predicted restoration 
would result in millions in new development along the river banks. The district’s 
nonvoting member of Congress, said the river has been the stepchild of the region even 
though it flows 2,000 yards from the United States Capitol. The Army Corps of 
Engineers has worked for two years on the plan along with D.C. and Maryland 
officials. The Assistant Secretary of the Army, said the plan consists of 3,000 
individual projects and is expected to cost $1.7 billion. The executive director of the 
Anacostia Watershed Restoration Partnership, said the group hoped the cost would be 
split among the federal, state and local partners. She noted that many of the projects fit 
in with efforts to restore the bay and meet new storm-water runoff regulations. 
Source: http://www.wtop.com/?nid=25&sid=1937242 

[Return to top]  

Public Health and Healthcare Sector 

33. April 21, Health Day News – (National) FDA warns Pfizer about ‘significant 
violations’ in drug trial. ”Significant violations” occurred in a Pfizer Inc.-sponsored 
clinical trial studying the use of the antipsychotic drug Geodon in children and teens, 
said the U.S. Food and Drug Administration. In a warning letter posted on its Web site 
Tuesday, the agency said inspections conducted in 2005 and 2006 found “widespread 
overdosing” of participants at a number of study locations, Dow Jones Newswires 
reported. The issue “was neither detected nor corrected in a timely manner,” the FDA 
said in the April 9 letter. In a news release, Pfizer said it has implemented several new 
measures to improve the conduct and monitoring of clinical trials, Dow Jones reported. 
Source: http://www.healthday.com/Article.asp?AID=638330 

34. April 21, Journal of the American Medical Association – (National) CDC launches 
surveillance system to improve blood transfusion safety. A system launched in 
February by the U.S. Centers for Disease Control and Prevention (CDC) will help track 
adverse events associated with blood transfusion, according to the Journal of the 
American Medical Association. An article in the publication said that the system would 
give hospitals and public health officials tools to help prevent adverse transfusion 
events. The Hemovigilance Module is the newest component of the CDC’s National 

http://www.wtop.com/?nid=25&sid=1937242
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Healthcare Safety Network, a confidential and voluntary online surveillance system the 
agency uses to track health-care infections. The module was created by the CDC in 
collaboration with AABB (formerly the American Association of Blood Banks), an 
organization that represents institutions and professionals involved in blood transfusion 
and transplantation. 
Source: http://jama.ama-assn.org/cgi/content/extract/303/15/1467 

[Return to top]  

Government Facilities Sector 

35. April 20, Yakima Herald-Republic – (Washington) Threat temporarily closes Kittitas 
County courthouse. Authorities are continuing their investigation into a bomb threat 
Monday that forced the temporary closure of the Kittitas County Courthouse. At about 
1 p.m., KXLE Radio in Ellensburg received a call about a bomb threat targeting a local 
judge, police said. Authorities evacuated the courthouse and other county offices for 
nearly two hours. Police said they didn’t find anything after a thorough search of the 
courthouse. At 2:45 p.m., the building and other county offices were turned back over 
to county officials. 
Source: http://www.yakima-herald.com/stories/2010/04/20/threat-temporarily-closes-
kittitas-county-courthouse 

[Return to top]  

Emergency Services Sector 
 

Nothing to report 
 
[Return to top]  

Information Technology Sector 

36. April 21, The Register – (International) Cybercrooks befuddled by Icelandic volcano 
name. Scareware slingers have balked at using the name of the Icelandic volcano that 
this week grounded flights across much of Europe as a theme for search-engine 
manipulation campaigns because it is too complicated. Distributors of rogue security 
software can normally be relied upon to latch onto any item of news as a motif for 
attempts to make sure links to scareware portals appear prominently in the searches for 
likely terms via Google or other search engines. Links promising pictures of the 
spectacular storms around eruption volcanoes in Iceland would fit right into this 
strategy. But experts said the appearance of such links has been halted because no one 
can agree on how to spell the volcano’s name. EyjafjallajÃ¶kull, despite being arguably 
the biggest news story of 2010 so far, is simply too difficult to spell for most surfers, let 
alone virus-writer types not known for their mastery of grammar and punctuation. 
That’s not to say black-hat SEO attacks riding on the coattails of the volcanic ash 
clouds spreading over Europe have failed to materialize. But instead of using the name 
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of the volcano, hackers have taken the more prosaic approach of using search terms 
such as “Iceland Volcano Images” as themes for their attacks, as explained in a blog 
post by a Panda Security researcher. 
Source: 
http://www.theregister.co.uk/2010/04/21/icelandic_volcano_scareware_confusion/ 

37. April 21, Help Net Security – (International) Study: Security vulnerabilities can be 
found in 38 percent of network devices. A new report presents real-world results — 
including common security vulnerabilities and violations — unearthed by Dimension 
Data during the 235 Technology Lifecycle Management (TLM) Assessments it 
performed for companies in 2009. The report contains results from assessments 
performed at small, medium and large organizations from around the world. There 
were several findings, some of the more significant ones were that more than 38 
percent of network devices — such as routers, switches, gateways, etc. — exhibited 
security vulnerabilities, which may expose organizations to external and internal 
security attacks. Secondly, there was an average of 40.7 configuration violations per 
network device — increasing the likelihood of network downtime and exposure to risk. 
Finally, thirty-five percent of all network devices were found to be beyond end-of-sale 
(EoS), meaning they will be increasingly unsupportable and exposed to risk as they 
progress toward last-day-of-support (LDoS). In fact, of those devices, more than 50 
percent were already beyond end-of-software-maintenance (EoSWM) or LDoS. 
Source: http://www.net-security.org/secworld.php?id=9169 

38. April 20, Softpedia – (International) IE8 XSS filter update coming June 
2010. Microsoft plans to release an update to the Internet Explorer 8 XSS Filter that 
will further bulletproof the browser against attacks. The Redmond, Washington 
company already took measures to address an issue impacting the XSS Filter. In this 
regard, the January security update to Internet Explorer (MS10-002) was designed to 
resolve a vulnerability detailed at Blackhat EU. According to a researcher at MSRC 
Engineering, the software giant is now gearing up to take additional steps to protect 
customers. A new “update to the IE XSS Filter is currently scheduled for release in 
June. This change will address a SCRIPT tag attack scenario described in the Blackhat 
EU presentation. This issue manifests when malicious script can ‘break out’ from 
within a construct that is already within an existing script block. While the issue 
identified and addressed in MS10-002 was identified to exist on high-profile Web sites, 
thus far real-world examples of the SCRIPT tag neutering attack scenario have been 
hard to come by,” the researcher explained. 
Source: http://news.softpedia.com/news/IE8-XSS-Filter-Update-Coming-June-2010-
140187.shtml 

39. April 20, The Register – (International) Amazon purges account-hijacking 
threat. Amazon.com administrators April 20 closed a security vulnerability that made 
it possible for attackers to steal user log-in credentials for the highly trafficked, e-
commerce Website. The XSS, or cross-site scripting, bug on Amazon Wireless allowed 
attackers to steal the session IDs that are used to grant users access to their accounts 
after they enter their passwords. It exposed the credentials of customers who clicked on 
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this link while logged in to the main Amazon.com page. It was discovered by a 
researcher from security-consulting company Avnet. The XSS bug was purged from 
Amazon about 12 hours after The Register brought it to the attention of the Web site’s 
security team. 
Source: http://www.theregister.co.uk/2010/04/20/amazon_website_treat/ 

40. April 20, IDG News Service – (International) Drug-dealing spammers hit Gmail 
accounts. Google is investigating a growing number of reports that hackers are 
breaking into legitimate G-mail accounts and then using them to send spam messages 
peddling Canadian pharmaceutical websites that promised to send cheap drugs to U.S. 
customers. The problem started about a week ago but seems to have escalated recently. 
“The G-mail team takes security very seriously and is investigating the reports we’ve 
seen in our user forums over the past few days,” Google said April 20 in an e-mailed 
statement. “We encourage users who suspect their accounts have been compromised to 
immediately change their passwords and to follow the advice at the following page: G-
mail accounts are often compromised after phishing attempts or via malicious 
programs, which can seek out and log online credentials from a hacked computer. It is 
not clear what’s behind this wave of G-mail attacks. But in forum posts, G-mail users 
note that hackers appear to be sending spam via G-mail’s mobile interface — which 
gives mobile-phone users a way to check their G-mail accounts. The G-mail users 
wondered if there may be a bug in the mobile interface that is allowing criminals to 
send the spam. 
Source: 
http://www.computerworld.com/s/article/9175857/Drug_dealing_spammers_hit_Gmail
_accounts 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

41. April 21, V3.co.uk – (International) Akamai report details Web attack patterns and 
techniques. The United States, Russia, and China are the worst global sources of 
malicious traffic, according to the latest State of the Internet report from global services 
provider Akamai. The results are pulled from a network of 60,000 servers and billions 
of Internet requests per day, and reveal interesting details of the latest attack 
techniques, as well as new figures on the number of global Internet connections. 
Akamai said that the amount of bad traffic coming from the U.S. had doubled in the 
past quarter to just under 13 percent. In terms of Internet connections, the UK is sixth 
in the list of unique IP addresses with 20,008,664. Overall, there are 465 million 
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addresses, a 16-percent year-over-year increase, according to the report. Some 62 
percent of the fastest connections are found in Asia, and 48 percent in Japan. Just a fifth 
of the fastest connections are in North America. Attack traffic is coming from 198 
countries, Akamai said, a slight drop from 207 in the previous quarter. Russia is the 
worst offender, accounting for 13 percent of all malicious traffic, followed by China, 
the U.S. and Brazil. 
Source: http://www.v3.co.uk/v3/news/2261724/akamai-considers-internet 

42. April 20, Glen Falls Post Star – (New York) Pesticide clears out Verizon office. The 
Verizon office on Glen Street in Glens Falls, New York was evacuated over the 
weekend after pesticide spraying near the building sickened workers. The office 
remained closed April 20 following the incident, which sent about nine Verizon 
employees to Glens Falls Hospital April 18, according to a company spokesman. The 
spokesman said fumes from pesticides sprayed on nearby trees drifted into the office 
through air vents and made some workers ill. The building — which houses about 100 
Verizon engineers, operations staff, and operators — was shut down and employees 
were sent home. Of the nine people who went to the hospital, all but one were treated 
and released, the spokesman said. Windows were opened and air filters changed on 
April 18 to aerate the building. A firm took air samples on April 20, and results were 
expected by April 21. 
Source: http://www.poststar.com/news/local/article_c22ef96a-4cd7-11df-a636-
001cc4c002e0.html 

43. April 20, Reuters – (International) Undersea telcoms cables face growing risks-
report. Investors should urgently diversify the web of undersea cables that serve as the 
world’s information and banking arteries to address soaring demand and piracy 
concerns and reduce the risk of catastrophic outages. So says a report by a 
multinational research project that calls for the building of global backup routes for the 
submarine network that carries almost all international communications, including 
financial transactions and Internet traffic. The report’s main author of the Institute of 
Electrical and Electronics Engineers (IEEE), an international professional body, told 
Reuters changes should be made “before we have to learn the hard way.” “This report 
is trying to have a September 10 mindset, where you actually do something about what 
you know on September 10 to avoid a September 11 situation,” the main author who 
was an adviser to the U.S. government on cybersecurity after the September 11 attacks 
said. An executive summary of the report made available to Reuters says that the 
current probability of a global or regional failure of the network is very low, but is “not 
zero”. “The impact of such a failure on international security and economic stability 
could be devastating...There is no sufficient alternative back-up in the case of 
catastrophic loss of regional or global connectivity.” 
Source: http://www.reuters.com/article/idUSLDE63J0NJ20100420?type=marketsNews 

44. April 19, Billing and OSS World – (International) Cut cable slows Mideast 
traffic. Demonstrating the vulnerability of the one of the world’s most strategic regions 
to interruptions in broadband Internet access, a severed, undersea cable in the 
Mediterranean has reduced Internet speeds across a broad swath of the Middle East to a 
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crawl. Etisalat, the largest carrier in the United Arab Emirates, said that “the problem 
occurred when seawater penetrated the insulation and caused a short-circuit,” according 
to The National, a newspaper in Dubai. Repairs were expected to be completed by 
April 20. The Middle East is especially susceptible to interruptions in service because a 
single cable, known as Sea-ME-We-4, accounts for 89 percent of available capacity 
from Europe to the region. Two other undersea cables have limited capacity, meaning 
that the failure of the Sea-ME-We-4 cable has required the rerouting of traffic to far-
flung routes that in some cases literally circle the globe. That logjam could ease this 
year as companies including Telecom Egypt, Orascom Telecom, and Reliance 
Communications are due to light up as many as five new cables, more than doubling 
the bandwidth available to the region. Five new cables are due to come online between 
Europe and Egypt this year. Adding cables to the Egyptian center will create more 
bandwidth for the regional network to access. 
Source: http://www.billingworld.com/news/briefs/cut-cables-slows-mideast-traffic.html 
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Commercial Facilities Sector 

45. April 21, Pueblo Chieftain – (Colorado) Lawsuit filed in connection with Branch-Inn 
explosion. The insurance company representing the Branch Inn has filed a lawsuit 
against Xcel Energy and the city of Pueblo, Colorado claiming negligence by both 
parties led to the November 2008 explosion that leveled the restaurant and a 
neighboring business, killing one person. The lawsuit, filed last month, seeks 
unspecified damages. Seneca Insurance Co. is claiming that a faulty coupling installed 
40 years before the explosion caused natural gas to escape from pipe, migrate through 
the soil and collect in the Branch Inn’s basement. Seneca claims the coupling hadn’t 
been inspected or replaced since its initial installation in 1968. The insurance company 
claims the city erred when it filled a grease trap with concrete after complaints of a foul 
odor were made to the city weeks before the explosion. Seneca claims the cement 
blocked the gas from escaping the basement of the building. The suit also claims the 
city did not take steps to ensure that its franchisee “maintained and operated a safe 
natural gas pipeline distribution system.” Neither the city nor Xcel energy would 
comment on the lawsuit. A city attorney said the city may be immune from the suit and 
said it would be represented by an outside firm. The Branch Inn and A Classic 
Boutique were destroyed in the Nov. 13, 2008, blast and the cigar store next door was 
severely damaged. The cigar store has reopened and a new building erected to replace 
A Classic Boutique. A 22-year-old woman working in the boutique and was killed in 
the explosion. 
Source: http://www.chieftain.com/news/local/article_17a607da-4d14-11df-b52a-
001cc4c03286.html 

46. April 21, Eugene Register-Guard – (Oregon) Springfield Inn evacuated after gas 
leak discovery. Emergency crews briefly evacuated a Gateway Inn in Springfield, 
Oregon Tuesday, while investigating a reported gas leak. Several fire trucks and 
engines from the Eugene and Springfield fire departments responded to Shilo Inn at 
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3350 Gateway St. about noon. A gas line serving the inn was turned off after the leak 
was discovered near the building’s laundry room, fire officials said. Emergency crews 
remained at the scene for about an hour before turning it over to Northwest Natural Gas 
officials. 
Source: http://www.registerguard.com/csp/cms/sites/web/updates/24707459-
55/story.csp 

47. April 20, Associated Press – (Pennsylvania) Ice rink’s roof collapses, but no one 
injured. A large section of the roof of a Pennsylvania skating rink collapsed while the 
ice was being resurfaced during a youth hockey tournament Sunday afternoon, but no 
one was injured. The collapse happened at the Rostraver Ice Garden, about 30 miles 
(48 kilometers) southeast of Pittsburgh. Emergency crews searched the building using 
cadaver dogs and thermal-imaging cameras. A Rostraver Central assistant fire chief 
said no one was found in the damaged building. The hockey teams were in the locker 
room when a 100 foot-by-200 foot (30 meter-by-60 meter) section of the roof fell in, 
and the only person on the ice was the worker who was resurfacing it with a Zamboni, 
a small vehicle used to smooth the rink’s surface, he said. There was confusion soon 
after the collapse, with people unaccounted for, and authorities wanted to thoroughly 
search the building before declaring that everyone was safe, the assistant fire chief said. 
A line cook in the rink’s restaurant, said people inside heard a crack minutes before the 
roof dropped. “The whole roof just fell in, and you could see the sky,” she said. She 
said a birthday party was taking place in the building, which also has banquet and 
meeting rooms and from the outside looks like a large airplane hangar. The cause of the 
roof collapse has not been determined. 
Source: http://www.kvue.com/sports/national/84358132.html 

48. April 20, Hunterdon County Democrat – (New Jersey) Bomb threat left on Milford 
church voice mail. A bomb-sniffing dog was taken to St. Edward’s Church in Milford, 
New Jersy on Monday after church officials reported receiving a threat. Church 
officials called state police around 11 a.m. about a “suspicious incident.” When state 
troopers arrived, they were told that a bomb threat had been left as a message in the 
rectory phone’s voice mail, police said. A search of the buildings and grounds by the 
Somerset County Sheriff’s Office’s bomb-sniffing dog, didn’t turn anything up, police 
said. The incident is under investigation. 
Source: http://www.nj.com/hunterdon-county-
democrat/index.ssf/2010/04/bomb_threat_left_on_milford_ch.html 
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National Monuments and Icons Sector 

49. April 21, Franklin Press Online – (North Carolina) More wildfires hit county. An out 
of control brush fire in the Queens Branch area of north Macon County in North 
Carolina, Sunday afternoon, burned approximately 30 acres, but did not cause any 
damage to homes though one person had to be transported to Angel Medical Center for 
a follow-up evaluation of smoke-related injuries, according to the Macon emergency 
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services director. There was a close call for one house at the top of Icenhower Drive, 
but through efforts of local volunteer firemen and the North Carolina Forest Service 
(NCFS) helicopter they were able to save this home, according to a ranger with the 
state forest service. The firefighting joint effort included volunteer fire departments, the 
U.S. Forest Service and the NCFS. 
Source: http://www.thefranklinpress.com/articles/2010/04/21/news/01news.txt 

50. April 21, Daily of the University of Washington – (Northwest) Pacific Northwest in 
danger of more wildfires. A new study reported by University of Washington (UW) 
News indicates that, if the Pacific Northwest’s temperatures increase by about 3.5 
degrees Fahrenheit, the area burned by wildfires each year could double or triple. UW’s 
Climate Impacts Group projects that that type of temperature increase could happen 40 
years from now. Some researchers suggest that making forests climate-resistant may 
include getting rid of surface fuels and thinning more heavily. The research was 
conducted by UW and the U.S. Department of Agriculture Forest Service. 
Source: http://dailyuw.com/2010/4/21/research-insider-maternal-mortality-declining-
wild/ 

51. April 20, National Park Service – (Minnesota; Wisconsin) Park service bans 
campfires and charcoal fires along St. Croix National Scenic Riverway. Effective 
immediately, campfires and charcoal fires are prohibited on certain federal lands within 
the St. Croix National Scenic Riverway in Minnesota and Wisconsin, according to the 
National Park Service. The NPS issued the ban Tuesday due to the very high fire 
danger. Gas stoves are still permitted. The ban affects riverway land in the following 
counties which are currently at Very High Fire Danger Levels: Pine County in 
Minnesota, and Polk, Burnett, Washburn, and Sawyer counties in Wisconsin. The ban 
on campfires and charcoal fires will be lifted when fire danger levels meet High or 
Moderate Fire Danger Levels. 
Source: http://www.nps.gov/sacn/parknews/ban-on-campfires-and-charcoal-fires.htm 

52. April 20, National Park Service – (Montana) Glacier National Park avalanche victim 
faced varying avalanche danger. Officials at Glacier National Park in Montana 
announced Tuesday that investigations are now complete following the death of a 37-
year-old man in an avalanche. The East Glacier and Whitefish, Montana resident’s 
body was recovered April 1 on the northeast face of Peak 6996 (elev. 6,996 ft.) near 
Mount Shields (elev. 7,131 ft.) in the Marias Pass area. The man was snowboarding 
alone on Peak 6996 (locally known as Palindrome Peak, Little Shields, or False 
Shields) on March 31, when he got caught in an avalanche and sustained fatal injuries. 
Following the incident, the National Park Service (NPS) assembled a team of avalanche 
experts and investigators to analyze the conditions that contributed to the man’s death. 
All backcountry travelers are urged to be familiar with current avalanche conditions 
and heed avalanche warnings when venturing into avalanche-prone backcountry areas 
as well as to have appropriate avalanche equipment (avalanche transceivers/beacons, 
probes and sturdy shovels). Backcountry enthusiasts are also urged not to travel alone, 
to have and know how to operate avalanche transceivers/beacons and to let someone 
know their itinerary and expected return date and approximate time. Avalanches are a 
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real danger in the mountainous areas throughout Glacier National Park and surrounding 
areas. 
Source: http://www.nps.gov/glac/parknews/news10-22.htm 

53. April 20, TahoeDailyTribune.com – (California) East Shore burn wraps up, West 
Shore work continues this week. A large plume of smoke rising from Lake Tahoe’s 
East Shore in California early this week was the result of a U.S. Forest Service (USFS) 
prescribed burn in Slaughterhouse Canyon, a USFS spokeswoman said in a statement 
released Monday. Outside of a few burn piles that are too deeply buried in the snow to 
reach, crews completed work on the 245-acre project, she said. A 60-acre prescribed 
burn near Meeks Bay is scheduled for the rest of the week pending favorable weather 
conditions. “We understand that smoke from prescribed fire can be inconvenient and 
unpleasant,” she said. “We ask for the community’s understanding while we take 
advantage of the right conditions to make progress toward reducing the risk of a major 
wildfire this summer.” The prescribed fire in Slaughterhouse Canyon caught at least 
one Lake Tahoe Basin fire agency by surprise. Better notification would have helped 
the North Lake Tahoe Fire Protection District prepare for the approximately 100 calls 
dispatchers received regarding the prescribed fire, the battalion chief said. He 
emphasized that his fire department has a good working relationship with the USFS, 
but said fire agencies around the basin are “behind the eight ball” when it comes to 
such highly visible prescribed burns. Because of problems with the phone system at the 
Lake Tahoe Basin Management Unit, a local, fire-information line cannot be updated, 
but word about the prescribed fire went out to dispatch centers and notification lists, 
she said. “We’re looking into (concerns), it appears all the correct notifications were 
made.” 
Source: 
http://www.tahoedailytribune.com/article/20100420/NEWS/100429988/1008&parentpr
ofile=1056 
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Dams Sector 

54. April 21, New Orleans Times-Picayune – (Louisiana) Corps delays decision on 
levee. A tentative decision about an alignment for the planned Donaldsonville-to-the-
Gulf levee in New Orleans that was to be made in June has been pushed back seven 
months to address new concerns about the ecological impact on the Barataria Basin, 
Army Corps of Engineers officials said. Jefferson Parish officials are backing a route 
along the Gulf Intracoastal Waterway, the only alignment that would include Jean 
Lafitte while providing another line of defense to reduce the flood risk inside the 
existing, federal West Bank-levee protecting communities from Avondale to Algiers. 
U.S. Environmental Protection Agency officials, however, have said bisecting the basin 
with a levee would be a “high-stakes gamble” that could block the flow of water and 
sediments, harming fish and wildlife while inhibiting natural land creation. Corps 
officials said they have postponed until January selecting a preferred route from the 
four under consideration to provide more time to study the ecological impact. The 
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GIWW route, which would run from Larose to near Alliance in Plaquemines Parish, 
has drawn nearly unanimous support from parishes and levee districts along the basin. 
At 23 miles long, the GIWW route is the shortest of the four being considered, but it 
would protect 119,000 homes, six times as many as the other routes, according to a 
Corps report. The other three alignments range in length from 35 miles to 163 miles 
and would each protect 20,000 homes, the report stated. 
Source: http://www.nola.com/news/t-p/frontpage/index.ssf?/base/news-
14/1271831470116520.xml&coll=1 

55. April 20, Louisville Courier-Journal – (Kentucky) Mill Creek ash pond 
considered. U.S. Environmental Protection Agency (EPA) inspectors said a large ash 
pond at LG&E’s Mill Creek power plant in Louisville, Kentucky is close enough to 
homes and a school to be classified as high risk. The proposed classification, which is 
at odds with a state risk assessment, reflects the concern that a sudden collapse of the 
walls around the 79-acre pond could send wet ash gushing toward Robert Frost Middle 
School and homes in an adjacent Valley Station neighborhood. The inspectors also 
cited the pond’s risk to the environment and the Ohio River, concluding that a failure 
could release ash into the river, “damaging the surrounding area, wildlife and habitat, 
and threatening the drinking water supplies of the downstream communities.” The EPA 
inspectors’ recommendation does not mean they have detected a change in the stability 
of the 38-year-old pond, but it reflects the agency’s move to more closely scrutinize ash 
ponds since a massive ash slide in Tennessee in December 2008. But if Kentucky 
officials follow the EPA inspectors’ recommendation and change their rating of the 
pond from moderate risk to high risk, it would require annual inspections to ensure the 
pond’s walls are safe. Currently, the inspections are supposed to occur every other year. 
LG&E said it would adopt the inspectors’ recommendations, which include installing 
monitors that check the dam’s stability and conduct a detailed study of the dam’s 
engineering — something that has not been done in 30 years. The state is waiting for 
the results of the engineering study of the pond before deciding whether to change its 
risk rating. 
Source: http://www.courier-journal.com/article/20104200318 

56. April 20, Star-Ledger – (New Jersey) Potential use of dredged material on N.J. 
beaches spurs debate. After a series of winter storms devastated the 27 miles of 
beaches along the Raritan and Sandy Hook bays in New Jersey, local officials said they 
need the federal government’s help — now — to shore up the dunes. Some areas of 
beach have lost up to 15 feet of sand, barriers that once separated homes and businesses 
from the Raritan Bay. Near Keansburg and Middletown, breaches in the dunes have 
resulted in heavy flooding, officials said. Plans to restore the beaches are about two 
years off, but the Monmouth County Freeholder director said help could come quicker 
if the U.S. Army Corps of Engineers was permitted to dump dredging material from a 
project planned in the Sandy Hook and Raritan bays on top of Bayshore’s battered 
dunes. “They have to put it somewhere,” he said of the silt the Army Corps regularly 
dredges from navigational channels. “We’re proposing a solution to their problem, 
which in the end will be a solution to our problem.” It is not a solution embraced by 
everyone. The director of the New Jersey Sierra Club, said Burry’s proposal is not a 
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sound one because of the bays’ history of contamination. Instead, he said, sand from 
the ocean floor should be used. “The concern is anything out of the Raritan Bay and 
Sandy Hook Bay would have high levels of dioxin and PCBs,’’ he said. He noted that 
beaches in Old Bridge in Middlesex County, only a few miles north of Keansburg, have 
been closed because of high lead levels. The Freeholder director disputes the level of 
contamination in the bays and said the silt and sand, with some engineering technology 
such as plastic liners, would be suitable for reconstructing the dunes. 
Source: 
http://www.nj.com/news/index.ssf/2010/04/nj_areas_hit_by_winter_storms.html 
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