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 According to the Associated Press, a Texas man has been jailed after allegedly jumping the 
fence surrounding a nuclear-missile launch site in northwest North Dakota maintained by 
Minot Air Force Base. (See item 40) 

 KXO 1230 El Centro reports that the Imperial Irrigation District and the Bureau of 
Reclamation are assessing damage to the All-American Canal siphon where it passes over 
the New River in California. The damage was caused by the April 4 earthquake and 
subsequent aftershocks. (See item 72) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 16, Omaha World-Herald – (Nebraska) 5-hour lockdown at NPPD office. Fifty-
eight people were stuck inside an office building for an extra five hours Wednesday 
during a hazardous-substance scare. A white substance discovered on a piece of 
correspondence that arrived at the Nebraska Public Power District’s (NPPD) general 
offices triggered a lockdown of the building, said a NPPD spokesman. Tests indicated 

http://www.dhs.gov/
http://www.esisac.com/
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that the substance was not hazardous, and an all-clear was issued about 10 p.m. Tests at 
the University of Nebraska Medical Center on Thursday confirmed that the substance 
was not hazardous. Authorities closed off the building about 5 p.m. Wednesday. NPPD 
employees, and workers at a credit union and a call center in the building were not 
allowed to leave. 
Source: http://www.omaha.com/article/20100416/NEWS01/704169896 

2. April 16, KGW 8 Portland – (Oregon) PGE works on power outages in Multnomah 
& Clackamas Co. A large section of Multnomah County in Oregon was dark early 
Friday morning, because of a power outage and authorities believe a separate outage in 
Clackamas County was caused by a vandal. Authorities with Portland General Electric 
said the widespread outage was caused by a problem with a distribution line. Crews 
were working in the area of 52nd and SE Raymond to repair the problem. As of 8 a.m., 
about 200 customers were still without power. Another unrelated power outage for 
about 500 customers in Clackamas County was repaired early Friday. The sheriff’s 
office was investigating this incident as possible vandalism. Investigators said it 
appeared someone had intentionally cut two power poles located east of Sandy on 
Cherryville Rd. They said it may be connected to trees that were intentionally felled 
onto Highway 26 in recent months. “With good fortune, no injuries are reported with 
this most recent act of extreme vandalism to a public utility,” said a detective with the 
Clackamas County Sheriff’s Office. 
Source: http://www.kgw.com/news/local/PGE-works-on-power-outages-in-
Multhomah--Clackamas-Co-91033064.html 

3. April 15, Wilkes-Barre Citizens Voice – (Pennsylvania) Gas company slapped with 
drilling ban and fine. The Pennsylvania Department of Environmental Protection 
(DEP) issued an aggressive order against a gas company operating in Susquehanna 
County today, including barring the company from drilling any news gas wells in 
Dimock Township for at least one year. The order also fine Cabot Oil and Gas Corp. 
$240,000, and an additional $30,000 per month beginning in May until the firm 
completes unfulfilled obligations outlined in a November order. Under the order, Cabot 
must also plug three wells believed to be causing methane to migrate into drinking 
water in 14 Dimock homes, and must install permanent, water-treatment systems in 
those homes within 30 days. The state DEP has also suspended its review of all 
pending Cabot drilling permits in Pennsylvania until the company complies with the 
order. 
Source: http://citizensvoice.com/gas-company-slapped-with-drilling-ban-and-fine-
1.731635 

4. April 15, Petersburg Progress-Index – (Virginia) 200 lbs of copper stolen from 
Dominion property. Thieves made off with 200 pounds of copper early Tuesday 
morning after breaking into a Dominion Virginia Power storage yard on Rawlings Lane 
in Petersburg, Virginia. According to police, the burglary occurred at around 2:20 a.m. 
A Petersburg Police Department spokeswoman said that it has received reports of a 
suspicious person near the property. She said Dominion is working closely with 
authorities.  

http://www.kgw.com/news/local/PGE-works-on-power-outages-in-Multhomah--Clackamas-Co-91033064.html
http://www.kgw.com/news/local/PGE-works-on-power-outages-in-Multhomah--Clackamas-Co-91033064.html
http://citizensvoice.com/gas-company-slapped-with-drilling-ban-and-fine-1.731635
http://citizensvoice.com/gas-company-slapped-with-drilling-ban-and-fine-1.731635
http://www.omaha.com/article/20100416/NEWS01/704169896


 - 3 - 

Source: http://progress-index.com/news/200-lbs-of-copper-stolen-from-dominion-
property-1.731268 

5. April 15, Canadian Press – (International) Metal thieves nabbed in BC Hydro yard, 
but cause millions in damage. An alert transit employee and three police dogs helped 
in the arrest of seven men in a metal theft in Vancouver, British Columbia but the 
thieves caused millions of dollars in damage to a BC Hydro cable. Police said the 
transit worker was checking the tracks on the elevated Canada Line when he saw some 
men stealing copper cables from a BC Hydro substation below. The police were called 
and found the thieves had cut through a chain-link fence and were in the process of 
stripping large cables to get at the copper inside. Police dogs sniffed out three of the 
men, three others surrendered, and the seventh was nabbed as he tried to leave the site. 
Hydro said the thieves damaged a special, underwater cable beyond repair that would 
have to be replaced at a cost of $2.7 million. A second cable worth $100,000 is 
missing, Hydro reported. The seven men now facing charges are from Surrey, 
Richmond and New Westminster and range in age from 37 to 50. 
Source: http://www.google.com/hostednews/canadianpress/article/ALeqM5grppJCCm-
xsk_aIu5BgrlTo2n7zw 

6. April 15, Jamestown Post Journal – (New York) Rollover Closes Route 60. Drinking 
water in Fredonia, New York, and the surrounding area was not affected by the 4,000 
gallons of gasoline spilled when a tanker truck overturned on Route 60 around 12:40 
a.m. Thursday. Route 60 was closed until shortly after 1 p.m. Thursday while county 
HAZMAT crews cleaned up the spill. According to the Chautauqua County sheriff, the 
tanker was headed north and went off the east side of the road and rolled over when the 
driver swerved to avoid a deer in the road just south of Shumla Road where Route 60 
expands to three lanes. 
Source: http://post-journal.com/page/content.detail/id/555757.html?nav=5018 

[Return to top]  

Chemical Industry Sector 
 
See item 30  

 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. April 16, WGAL 8 Lancaster – (Pennsylvania) NRC finds problems with handling of 
minor leak at TMI. The Nuclear Regulatory Commission has issued its findings on 
how Three Mile Island handled a minor radiation leak in November. Radiation was 
released inside the reactor building as workers cut through pipes to remove an old 
steam generator. The NRC found three main problems. A vacuum used to remove 
radioactive material did not have the proper filter, which caused the contamination, and 
forced the evacuation of 175 workers. Bad vents helped the contamination spread and it 

http://www.google.com/hostednews/canadianpress/article/ALeqM5grppJCCm-xsk_aIu5BgrlTo2n7zw
http://www.google.com/hostednews/canadianpress/article/ALeqM5grppJCCm-xsk_aIu5BgrlTo2n7zw
http://post-journal.com/page/content.detail/id/555757.html?nav=5018
http://progress-index.com/news/200-lbs-of-copper-stolen-from-dominion-property-1.731268
http://progress-index.com/news/200-lbs-of-copper-stolen-from-dominion-property-1.731268
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was not properly contained. The NRC agreed with Exelon that the public was never in 
danger. 
Source: http://www.wgal.com/news/23170221/detail.html 

8. April 16, The Coloradoan – (Colorado) Meeting provides both sides of uranium 
debate. Uranium-mining proponents lambasted state-mining regulators Thursday for 
attempting to stall any attempt to mine uranium in northern Colorado, while others 
accused the mining industry of trying to weaken proposed uranium mining regulations. 
Those accusations came Thursday in Loveland during what was expected to be an 
eight-hour public hearing on proposed state, uranium-mining rules slated to be finalized 
later this year. The meeting instead proceeded in fits and starts while regulators waited 
on concerned residents to show up to speak their minds. The Colorado Mined Land 
Reclamation Board’s proposed rules will govern how Powertech Uranium Inc. and 
other companies will be able to mine using a process called in situ leaching, or ISL 
mining. Powertech has proposed opening such a mine in Weld County, a few miles 
northeast of Fort Collins at the company’s Centennial Project site. The proposed rules 
would implement a 2009 state law requiring uranium-mining companies to fully clean 
up groundwater near their mine sites after mining is complete. The rules are also 
expected to provide a measure of transparency to the uranium-prospecting process and 
implement other environmental safeguards. Thursday’s meeting, the first of four to be 
held across Colorado through June, was meant to give the public a chance to speak out 
about the rules, but fewer than 25 people spoke during the first four hours of the 
hearing. Powertech and other major players in the rule-writing process did not speak 
because they submitted written comments to the board last month. 
Source: 
http://www.coloradoan.com/article/20100416/NEWS01/4160349/1002/CUSTOMERS
ERVICE02 

9. April 16, Times of India – (International) Indian government asks 12 major ports to 
install radioactive detectors. The Indian government has asked all 12, major state-
owned ports to install advanced, radioactive-material detectors to prevent hazardous 
materials from being shipped into the country. “The shipping ministry has issued letters 
to all major ports to immediately assess the requirement for the number of radioactive-
material detectors at each major port and get it installed. Six major ports are likely to be 
equipped with it in six months, while the remaining will have it by March, 2012,” a 
senior Indian shipping ministry official said. “Unfortunately, barring two scanners at 
Jawaharlal Nehru Port Trust (JNPT), all ports lack scanners, which makes it extremely 
difficult to check the container traffic. The home ministry had also reviewed the 
situation, while we are in touch with the Bhabha Atomic Research Centre too,” the 
official said. All ports have been asked to make budgetary provisions for procuring the 
radiation detectors. The ministry has asked the ECIL to make a demonstration of the 
equipment soon, the official said. A prototype of the gadget has already been installed 
at the Nava Sheva port in Mumbai and once installed, the detectors will play a pivotal 
role in security, as they will scan cargo stacked within steel containers. 
Source: http://timesofindia.indiatimes.com/india/Govt-asks-all-12-major-ports-to-
install-radioactive-detectors/articleshow/5821501.cms 

http://www.coloradoan.com/article/20100416/NEWS01/4160349/1002/CUSTOMERSERVICE02
http://www.coloradoan.com/article/20100416/NEWS01/4160349/1002/CUSTOMERSERVICE02
http://timesofindia.indiatimes.com/india/Govt-asks-all-12-major-ports-to-install-radioactive-detectors/articleshow/5821501.cms
http://timesofindia.indiatimes.com/india/Govt-asks-all-12-major-ports-to-install-radioactive-detectors/articleshow/5821501.cms
http://www.wgal.com/news/23170221/detail.html
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10. April 14, KXNT Newsradio 840 Las Vegas – (National) Temporary halt to Yucca 
Mountain closure. The Department of Energy has offered a 21-day halt to all activities 
related to shutting down the Yucca Mountain nuclear repository in Nevada. The move 
comes after two states, Washington and South Carolina, sued to prevent the DOE from 
abandoning the project. Those suits claim the DOE must get Congressional approval 
before moving to close Yucca Mountain. Earlier this week, Washington state filed for 
an injunction to stop all closure activities until the court decides the issue. A DOE 
spokesperson said today’s action hasn’t changed the agency’s position, but will give 
“parties time to prepare and the court time to consider the issues.” 
Source: http://www.kxnt.com/Temporary-Halt-to-Yucca-Mountain-Closure/6806235 

11. April 14, Pacifican – (California) Calaveras River contamination resolved. Heavy 
rains have, for the most part, washed away any dangerous contaminants that had made 
their way into the Calaveras River from a March laboratory fire, according to a 
spokesman for the Stockton (California) Regional Water Quality Control Board. “The 
river’s fine now and the signs should be taken down by April 5,” the spokesman said. 
On March 28, a magnetic resonance imaging lab on California St. caught fire. Due to 
the sensitive material in the lab, firefighters had a difficult time controlling the fire. 
Though no one was hurt, a large amount of the residue both from the extinguishing 
exhaust, as well as the substances in the lab reached Stockton’s sewage system, which 
flows directly into the Calaveras. On March 29, signs went up around the bridge across 
the river, which separates the University of Pacific’s north and south Campus, warning 
against swimming and fishing due to possible water contamination. 
Source: 
http://www.thepacifican.com/new/index.php?option=com_content&task=view&id=271
4&Itemid=100022 

[Return to top]  

Critical Manufacturing Sector 

12. April 16, WFMZ 69 Allentown – (Pennsylvania) Victim from plant explosion dies. A 
woman, badly injured in an explosion at the Victaulic plant in Lower Macungie 
Township, Pennsylvania has died. The Lehigh County Coroner said the 37-year-old 
Walnutport resident died around 6:30 p.m. Thursday night. An autopsy will determine 
her exact cause of death. The woman received burns over 75% of her body, Monday, 
due to a molten-metal eruption inside Victaulic’s foundry. Fire officials said it appeared 
that pressure inside a vessel caused it to erupt spewing molten metal injuring two 
employees. Victaulic officials have halted production at the facility until they deem it 
safe. An investigation is ongoing. 
Source: http://www.wfmz.com/news/23166838/detail.html 

13. April 13, Associated Press – (Washington; National) Washington state moves to ban 
copper in brake pads. When a driver hits the brakes, friction releases copper shavings 
that fall onto the road and are eventually washed into rivers, where environmentalists 
say the metal could pose a hazard to marine life. Washington state responded to the 

http://www.kxnt.com/Temporary-Halt-to-Yucca-Mountain-Closure/6806235
http://www.thepacifican.com/new/index.php?option=com_content&task=view&id=2714&Itemid=100022
http://www.thepacifican.com/new/index.php?option=com_content&task=view&id=2714&Itemid=100022
http://www.wfmz.com/news/23166838/detail.html
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problem last month by becoming the first in the nation to pass a law to phase out the 
use of copper in brake pads. The move could eventually make copper-free pads the 
industry standard in the U.S. The new law bans brake pads containing more than 5 
percent copper starting in 2021. The allowable amount could drop almost to zero in 
2023 if manufacturers show it is possible. California lawmakers have considered 
similar legislation, and industry officials expect other states to follow Washington’s 
lead. The auto industry did not oppose the legislation. “It was a balanced approach, 
balancing the needs of our consumers and environmental concerns,” said the policy 
director for the Alliance of Automobile Manufacturers, a trade group of 11 
manufacturers, including Ford, Chrysler and Toyota. Many brake pads are made of 
steel, brass and copper fibers — materials designed to create friction and draw off heat. 
Some contain ceramics, Kevlar and other nonmetallic compounds. The irony is that 
copper replaced asbestos as a key ingredient in brake pads in the early 1990s after 
asbestos was banned as a health danger. Though a federal appeals court overturned part 
of that ban in 1991, manufacturers continued to use copper. A study by the nonprofit 
Sustainable Conservation found that one-third of 530,000 pounds of copper released 
from human activity in the San Francisco Bay watershed in 2003 came from 
automobile brake pads. Similarly, state ecology officials in Washington estimate 
70,000 to 318,000 pounds of copper are released into Puget Sound each year, with 
about one-third coming from vehicles. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5i3IySLBTjEK7-
LuV835ygKoXjFUwD9F1MGB80 

For another story, see item 17  
 
[Return to top]  

Defense Industrial Base Sector 

14. April 16, Naval Open Source Intelligence – (National) Raytheon-Boeing team 
validates joint air-to-ground missile seeker during captive flight tests. Raytheon 
and Boeing completed a second series of captive flight tests for the Joint Air-to-Ground 
Missile competition. “This test proved that all modes of the Raytheon-designed seeker 
work properly, and that the JAGM seeker can transfer back and forth between the two 
hardest modes – imaging infrared and millimeter wave,” said the vice president of 
Raytheon Missile Systems’ Advanced Missiles and Unmanned Systems product line. 
“With the latest tests under our belt, we are well on the way to conducting seeker tests 
in a countermeasure-intensive environment.” 
Source: http://nosint.blogspot.com/2010/04/raytheon-boeing-team-validates-
joint.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogsp
ot/fqzx+(Naval+Open+Source+INTelligence) 

15. April 15, SentinelSource.com – (New Hampshire) Container overflows; acid 
spills. Nearly 100 gallons of acid spilled onto the floor of a processing room at Corning 
Specialty Materials in Keene, New Hampshire early Thursday. The Keene Fire 
Department was sent to the facility at 69 Island St. at about 3:50 a.m. for an electrical 

http://nosint.blogspot.com/2010/04/raytheon-boeing-team-validates-joint.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)
http://nosint.blogspot.com/2010/04/raytheon-boeing-team-validates-joint.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)
http://nosint.blogspot.com/2010/04/raytheon-boeing-team-validates-joint.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)
http://www.google.com/hostednews/ap/article/ALeqM5i3IySLBTjEK7-LuV835ygKoXjFUwD9F1MGB80
http://www.google.com/hostednews/ap/article/ALeqM5i3IySLBTjEK7-LuV835ygKoXjFUwD9F1MGB80
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problem, but found an electrical cord submerged beneath liquids later identified as 
nitric acid and water, the deputy fire chief said. The spill occurred in a processing 
room, where a 200-gallon tank normally filled with 90 gallons of water and 90 gallons 
of acid overflowed. A water valve above the tank malfunctioned, which caused the tank 
to overflow, according to a Corning spokeswoman. An estimated 500 to 700 gallons of 
water and 90 gallons of nitric acid spilled from the tank. The affected room has a berm 
that kept the acid-water mix from reaching other rooms. No one was injured during the 
incident. The spill did not cause any environmental damage. The fire department’s 
hazardous materials team joined Corning’s hazmat team during the incident, which 
closed the Corning building. Other nearby businesses remained open during the 
incident. Corning employees were allowed to re-enter the building at about 7:30 a.m. 
Source: 
http://sentinelsource.com/articles/2010/04/15/news/police_blotter/free/id_397912.txt 

16. April 14, U.S. Army – (National) Army preparing for mountainous, battalion-sized 
test. The U.S. Army announced Wednesday that it is planning a rigorous, large-scale 
Limited User Test (LUT), of its Increment 1 Early Brigade Combat Team technologies 
at White Sands Missile Range, New Mexico. The evaluation will test robots, sensors, 
UAVs and a battlefield network in Afghan-like mountainous terrain. Spanning a 35-
kilometer area, the 2010 LUT will be more than five times larger than the 2009 LUT 
which tested the same technologies on the company level scale in the five-kilometer 
area known as Adobe Village. “We had a company-sized test last year — a very small 
footprint in Adobe Village. This year we have a battalion and we have added two more 
villages,” said the director of the Army’s Future Force Integration Directorate, Fort 
Bliss, Texas. “In 2011 we will spread the brigade a good 70 kilometers.” The test range 
for the 2010 LUT — designed in part by Afghan war veterans — is a large next-step in 
an incremental testing approach aimed at preparing the first unit to deploy to 
Afghanistan with Increment 1 technologies: the U.S. Army’s 3rd brigade, 1st Armored 
Division. The LUT will test sensors such as the Small Unmanned Ground Vehicle, or 
SUGV, robot in urban and non-urban environments such as 80,000-square foot 
buildings, caves and mountains. “We’ve put a village up in the mountains for complex 
terrain and non-line-of-sight situations. We got to be able to pass information across the 
network at significant distances,” said the director of the Army Evaluation Task Force 
Program Executive Office Integration. The 2010 LUT will not only add more space, 
people and terrain to the test; it will include more equipment and assets such as the 
Shadow and Raven UAS, said a spokesman for PEO Integration. The idea is to place 
more stress on the battlefield network by increasing the ranges as well as the number of 
nodes, he said. 
Source: http://www.army.mil/-news/2010/04/14/37346-army-preparing-for-
mountainous-battalion-sized-test/ 

17. April 14, U.S. Government Accountability Office – (National) GAO-10-617R, Rare 
Earth Materials in the Defense Supply Chain. GAO released the report “Rare Earth 
Materials in the Defense Supply Chain” on April 14. Rare earth materials — rare earth 
ores, oxides, metals, alloys, semifinished rare-earth products, and components 
containing rare-earth materials — are used in a variety of commercial and military 

http://www.army.mil/-news/2010/04/14/37346-army-preparing-for-mountainous-battalion-sized-test/
http://www.army.mil/-news/2010/04/14/37346-army-preparing-for-mountainous-battalion-sized-test/
http://sentinelsource.com/articles/2010/04/15/news/police_blotter/free/id_397912.txt
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applications, such as cell phones, computer hard drives, and Department of Defense 
(DOD), precision-guided munitions. Some of these applications rely on permanent, 
rare-earth magnets that have unique properties, such as the ability to withstand 
demagnetization at very high temperatures. Media reports have noted worldwide 
availability of these materials may be limited to a few overseas sources — primarily 
China. Based on industry estimates, rebuilding a U.S. rare-earth supply chain may take 
up to 15 years and is dependent on several factors, including securing capital 
investments in processing infrastructure, developing new technologies, and acquiring 
patents that are currently held by international companies. GAO analysis shows that 
subcontractors at the lower tiers of the supply chain use rare-earth materials sourced 
from China to produce components used in larger, defense systems. DOD has not yet 
identified department-wide national security risks due to rare-earth material 
dependencies and is in the process of assessing such risks in an Industry Policy study 
that will be completed by the end of September 2010. 
Source: http://www.gao.gov/htext/d10617r.html 

[Return to top]  

Banking and Finance Sector 

18. April 16, New York Times – (New York) U.S. accuses Goldman Sachs of 
fraud. Goldman Sachs, which emerged relatively unscathed from the financial crisis, 
was accused of securities fraud in a civil suit filed on April 16 by the Securities and 
Exchange Commission (SEC). The SEC claimed the bank created and sold a mortgage 
investment that was secretly devised to fail. The move marked the first time that 
regulators have taken action against a Wall Street deal that helped investors capitalize 
on the collapse of the housing market. Goldman itself profited by betting against the 
very mortgage investments that it sold to its customers. The suit also named a vice 
president at Goldman who helped create and sell the investment. The instrument in the 
SEC case, called Abacus 2007-AC1, was one of 25 deals Goldman created so the bank 
and select clients could bet against the housing market. Those deals, which were the 
subject of a December article in The New York Times, initially protected Goldman 
from losses when the mortgage market disintegrated, and later yielded profits. As the 
Abacus deals plunged in value, Goldman and certain hedge funds made money on their 
negative bets, while the Goldman clients who bought the $10.9 billion in investments 
lost billions of dollars. 
Source: http://www.nytimes.com/2010/04/17/business/17goldman.html?hp 

19. April 16, Minneapolis Star Tribune – (Minnesota) Recovered: Stolen data on 3 
million student loan borrowers. Stolen personal information on more than three 
million student-loan borrowers was recovered during the discovery in Minneapolis of 
two safes containing CDs and floppy discs, Minnesota investigators said April 16. The 
safes were stolen sometime over the March 20-21 weekend from the Oakdale 
headquarters of Education Credit Management Corp. (ECMC), a nonprofit that services 
and insures student loans, according to the state Bureau of Criminal Apprehension 
(BCA). The safes were found about 48 hours later in Minneapolis, the agency said. 

http://www.nytimes.com/2010/04/17/business/17goldman.html?hp
http://www.gao.gov/htext/d10617r.html
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According to BCA, the personal information on the digital media does not appear to 
have been compromised. The thieves stole information on about 3.3 million customers, 
including names, addresses, dates of birth and Social Security Numbers. The crooks did 
not obtain bank account or other financial information. 
Source: 
http://www.startribune.com/local/91025384.html?elr=KArks8c7PaP3E77K_3c::D3aDh
UMEaPc:E7_ec7PaP3iUiD3aPc:_Yyc:aU7DYaGEP7vDEh7P:DiUs 

20. April 15, Associated Press – (California) 18 arrested in Bay Area mortgage fraud 
case. Federal authorities have arrested 18 people in the San Francisco Bay area in a 
$10-million, mortgage-fraud case. Indictments against the defendants were unsealed on 
April 14, the same day the suspects were taken into custody. Authorities said that 
between 2005 and 2009, the defendants misrepresented buyer’ incomes, identities and 
other information in order to obtain mortgage loans from banks and other lenders. The 
defendants include current or former bank employees, real estate agents and one 
mortgage broker. A FBI spokesman said the losses added up to at least $10 million. He 
said some of the defendants worked together on the loan applications and all 18 are 
believed to have some affiliation with each other. 
Source: http://www.mercurynews.com/news/ci_14889259?nclick_check=1 

21. April 15, eWeek – (International) PayPal patches critical security 
vulnerabilities. PayPal said it has closed a number of security holes uncovered by an 
Avnet Technologies security researcher, including one that could have allowed an 
attacker to access PayPal’s back-end system for business- and premier-account reports 
and acquire a mountain of data. A security researcher has uncovered multiple 
vulnerabilities affecting PayPal, the most critical of which could have enabled attackers 
to access PayPal’s business and premier reports back-end system. The vulnerabilities 
were patched recently by PayPal after a security researcher of Avnet Technologies 
brought the vulnerabilities to the site’s attention. The most critical bug was a 
permission-flow problem in business.paypal.com, and could have potentially exposed a 
massive amount of customer data. “An attacker was able to access and watch any other 
user’s financial, orders and report information with unauthorized access to the report 
backend application,” the researcher explained. “When users have a premier account or 
business account the transaction details of their orders are saved in the reports 
application â�¦ an attacker can look at any finance reports of premier or business 
accounts in the PayPal reports application and get a full month [and] day summary of 
the orders reports.” 
Source: http://www.eweek.com/c/a/Security/PayPal-Patches-Critical-Security-
Vulnerabilities-807636/ 

22. April 15, Anderson Independent-Mail – (South Carolina) Secret Service urges caution 
after discovery of credit card skimming scheme. The United States Secret Service 
(USSS) said it has found evidence of an international credit and debit card fraud 
scheme in South Carolina and is urging consumers to exercise caution. The special 
agent in charge of the USSS field office in Columbia, said about 10 ATMs in the 
Upstate, Midlands and Pee Dee regions of South Carolina have been found with 

http://www.mercurynews.com/news/ci_14889259?nclick_check=1
http://www.eweek.com/c/a/Security/PayPal-Patches-Critical-Security-Vulnerabilities-807636/
http://www.eweek.com/c/a/Security/PayPal-Patches-Critical-Security-Vulnerabilities-807636/
http://www.startribune.com/local/91025384.html?elr=KArks8c7PaP3E77K_3c::D3aDh
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skimming devices attached to their card readers capable of capturing a credit or debit 
card’s account information. He said investigators have traced the skimmers to a 
Bulgarian crime organization that has been linked to compromised bank accounts in 
Indiana, Ohio, Michigan, Illinois and South Carolina. Remote ATMs, those that are not 
located at a local bank branch, are the most susceptible to skimming, the special agent 
said. 
Source: http://www.independentmail.com/news/2010/apr/15/secret-service-urges-
caution-after-discovery-credi/ 

23. April 15, WKRC 12 Cincinnati – (Ohio) Hairless robber wore Hollywood movie 
mask. Police said an accused serial bank robber, known as the “hairless” robber, was 
able to target four Cincinnati-area banks and a pharmacy in the span of three hours 
because he was slipping in and out of a sophisticated disguise. The 30-year-old suspect 
is being held on $3 million dollars bond on charges that he was the “man behind the 
mask” in a string of April 9 robberies. He allegedly held up the Key Bank in the 
Brentwood Shopping Center in Finneytown, then the Fifth Third bank in the Woodlawn 
Kroger, followed by the Key Bank near Tri-County Mall, the CVS in Springdale, and 
the Franklin Savings and Loan in Forest Park. Police said he also robbed the Chaco 
Bank in Forest Park, March 5. In each case, the suspect wore a Hollywood movie mask 
that is known as “The Player” which changed his appearance and made him look 
African-American. Police said the suspect was able to elude them easily because he 
was likely taking the mask off between robberies and driving to each location as a 
white man ... when police were looking for a black man. 
Source: http://www.local12.com/news/local/story/Hairless-Robber-Wore-Hollywood-
Movie-Mask/CrlkhnLsgU6qLhb6d8tOSg.cspx 

24. April 6, Homeland Security Today – (International) US escalating money-laundering 
probes. Authorities in both the United States and Mexico have publicly recognized the 
homeland security threat posed by the dirty cash that flows virtually unchecked across 
the international frontier. Wachovia Bank recently agreed to pay $160 million to settle 
allegations by the Treasury and Justice departments that it operated with a weak anti-
money laundering regime between May 2003 and June 2008. While the fine suffered 
by Wachovia is relatively large, it is not the first bank targeted by Treasury and Justice 
for laundering drug money for Mexican casas de cambio. In September 2007, Union 
Bank of California (UBOC) agreed to pay $31.6 million for similar transgressions. 
Immigration and Customs Enforcement, the largest investigative agency in DHS, is 
well aware of this activity, as are other law enforcers and bank regulators. However, as 
long as the veritable river of drug cash continues to flow southward into Mexico, these 
funds are going to find their way back into the U.S. financial system via American 
banks with perilous risk appetites and weak controls. 
Source: http://www.hstoday.us/content/view/12797/152/ 

[Return to top]  

Transportation Sector 
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25. April 16, Aviation Week – (International) U.S. port security is a global issue. Only 7 
to 10 percent of the cargo that enters U.S. ports is scanned for illegal drugs or chemical, 
nuclear or biological agents, DHS officials have said. But they are quick to add that all 
cargo is “screened,” using a variety of cooperative programs and technologies, prior to 
reaching port. Scanning and screening are very different, and the process begins far 
from the docks of an American port, starting days or weeks before a ship pulls in and 
begins unloading cargo. Speaking to Defense Technology International, the director of 
Non-Intrusive Inspection Technologies at Homeland Security’s Customs and Border 
Protection (CBP) unit explained that while 100% of “high-risk cargo” is screened 
before entering American waters, only a small percentage that has not previously been 
flagged as “high risk” actually is physically screened. The process of screening cargo 
starts at the point of origin, when the National Targeting Center (NTC) screens the 
manifests of ships that are leaving foreign ports. “They scan or screen 100% of the 
cargo through databases, computer systems and such, and generate a list of targets for 
each point of entry,” the director said. The NTC uses various methods for determining 
what cargo — or what shippers — pose a greater security risk than others by using 
different algorithms. “The rule set is tremendous. How many times has this importer 
imported? Has he been in trouble before? Is he associated with any groups we’re 
interested in? Then a risk-based score is assigned to the shipment,” the director 
explained. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=defense&id=new
s/dti/2010/04/01/DT_04_01_2010_p23-212822.xml 

26. April 15, Homeland Security NewsWire – (California) Data unveil pattern to 
successful surface-transportation attacks. Two detailed reports on risks to surface 
transportation offer intriguing insights which may lead to changes in approaches to 
ground-transportation security. For example, assaults with automatic weapons and land 
mines have been used with greater lethality than IEDs placed inside a target, and 
suicide bomb is not the best way to deliver a bomb, particularly when attacking trains. 
These are the latest findings from two research studies on terrorist attacks and serious 
crimes committed against surface transportation targets throughout the world by the 
San Jose, California-based Mineta Transportation Institute (MTI). The first report, 
Explosives and Incendiaries Used in Terrorist Attacks on Public Surface 
Transportation: A Preliminary Empirical Analysis, covers attacks on trains, buses, and 
highway targets. The second, Terrorist Attacks on Public Bus Transportation: A 
Preliminary Empirical Analysis, covers attacks on buses, bus stations, and bus stops. 
Both were written by experts in transportation security. For the report on explosives 
and incendiaries, data include the frequency and lethality with which trains, buses, and 
highway targets are attacked when explosives and incendiaries are used; and the 
relationship between fatalities and injuries and attacks against those targets. In addition 
to providing similar information, the public-bus report also includes: data about how 
often buses are attacked relative to other surface transportation targets, first with all 
weapons and then with only explosive and incendiary devices; the relative lethality of 
bus attacks; and the distribution of those attacks. The data are drawn from MTI’s 
proprietary database of attacks on public-surface transportation, which is continuously 

http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=defense&id=news/dti/2010/04/01/DT_04_01_2010_p23-212822.xml
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=defense&id=news/dti/2010/04/01/DT_04_01_2010_p23-212822.xml
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updated as new attacks occur and more information on previously recorded attacks 
becomes available. 
Source: http://homelandsecuritynewswire.com/attacks-surface-transportation-what-
data-say 

27. April 15, Associated Press – (Washington) Package disrupts Edmonds-Kingston 
ferry service. Washington State Ferries officials interrupted service on the Edmonds to 
Kingston route late Thursday afternoon so police could investigate a suspicious 
package. The item apparently was a piece of luggage left in a trash bin at the Kingston 
ferry terminal. It was found about 4 p.m. The state patrol bomb squad determined the 
package contained a smoke detector, said a sergeant of the patrol’s homeland security 
division. The scene was cleared shortly after 6 p.m., allowing ferry service to resume, 
he said. 
Source: http://seattletimes.nwsource.com/html/localnews/2011618832_ferry16m.html 

For another story, see item 6  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

28. April 16, USAgNet Wisconsin Ag Connection – (Wisconsin) State senate okays raw 
milk bill, heads to assembly. Wisconsin dairy farmers are another step closer to 
getting the legal right to sell milk directly from their farms without pasteurizing it first. 
On Thursday, the state senate passed the so-called raw milk bill on a 25-8 vote. The 
legislation would allow Grade A producers to sell the milk through the end of next year 
if they obtain a license from the Wisconsin Department of Agriculture, adhere to 
regular testing, label each bottle as ‘unpasteurized,’ and include both the producer’s 
name and license number on the label. Officials from the state’s animal health division 
say the public’s health and safety cannot be fully protected if products such as milk are 
not put through methods like pasteurization to kill bacteria. The Wisconsin Farm 
Bureau also sent a memo to state legislators on Thursday urging them to stop the bill 
because of the impact just one disease outbreak could have on the entire dairy industry. 
Source: http://www.wisconsinagconnection.com/story-state.php?Id=443&yr=2010 

29. April 16, Las Cruces Sun-News – (New Mexico) Drought assistance available for 
county. Six New Mexico counties, including Do-a Ana County, were declared eligible 
Thursday for drought disaster assistance. As a result of the federal declaration, farmers 
and ranchers in Do-a Ana, Eddy, Lea, Otero, Quay, and Roosevelt counties are now 
eligible to be considered for low-interest emergency loans from the Farm Service 

http://seattletimes.nwsource.com/html/localnews/2011618832_ferry16m.html
http://www.wisconsinagconnection.com/story-state.php?Id=443&yr=2010
http://homelandsecuritynewswire.com/attacks-surface-transportation-what-data-say
http://homelandsecuritynewswire.com/attacks-surface-transportation-what-data-say
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Agency, which is part of the U.S. Department of Agriculture (USDA). For more 
information, or to determine eligibility for a low interest loan, contact the USDA Farm 
Service Center. The locations of offices can be found on the Internet at: 
http://offices.sc.egov.usda.gov/locator/app?state=nm&;agency=fsa. 
Source: http://www.lcsun-news.com/las_cruces-news/ci_14895851 

30. April 16, Watertown Daily Times – (New York) Crews deal with acid spill at co-
op. Firefighters spent most of Thursday afternoon monitoring a small, chemical spill at 
the Lowville (New York) Producers Dairy Cooperative on Utica Boulevard. A shelf in 
the cooperative’s laboratory holding one-gallon jugs of chlorine, iodine and other acids 
broke early in the afternoon, causing several bottles to fall and break open, said the 
Lowville Fire Department’s first assistant chief. Four employees were checked out in a 
“rough” decontamination at the scene, then sent to Lewis County General Hospital for 
a full decontamination procedure, according to the Lewis County emergency manager. 
No one appeared to suffer ill effects, but “they did breathe in some of the fumes” and 
thus needed to be checked out thoroughly. Firefighters were at the scene for more than 
four hours while officials consulted with experts on how to contain the chemicals, and 
to discern risks associated with their combination. Officials from Eggan Environmental 
Services were at the scene by late afternoon to clean up the spill for the cooperative. 
The cooperative also operates a cheese store in its building. New Bremen firefighters, 
Lowville police, Lewis County Search and Rescue, and the Lewis County Hazardous 
Materials team responded to the spill. 
Source: http://www.watertowndailytimes.com/article/20100416/NEWS04/304169963 

31. April 15, U.S Food and Drug Administration – (National) FDA issues guidance on 
new safety rules for shell eggs. The U.S. Food and Drug Administration (FDA) has 
published guidance to help small egg producers comply with a 2009 federal, egg-safety 
regulation designed to prevent salmonella enteritidis in shell eggs during production, 
transportation, and storage. Entitled Guidance for Industry: Prevention of Salmonella 
Enteritidis in Shell Eggs During Production, Transportation, and Storage - Small Entity 
Compliance Guide (SECG), the new guidance is intended to set forth the requirements 
of the 2009 egg-safety regulation. The regulation is part of a coordinated strategy 
between the FDA and the USDA’s Food Safety and Inspection Service (FSIS) to help 
ensure egg safety. The FDA published the egg-safety regulation in July 2009. It 
requires egg producers to have preventive measures in place during the production of 
shell eggs in poultry houses and requires subsequent refrigeration during storage and 
transportation to prevent salmonella enteritidis. The regulation is expected to prevent 
thousands of cases of foodborne illness and approximately 30 deaths caused by 
consumption of contaminated eggs. The regulation affects all egg producers with 3,000 
or more laying hens who do not sell all of their shell eggs directly to consumers. 
Producers with fewer than 3,000 laying hens are exempt from the requirements. 
Producers with 50,000 or more laying hens must be in compliance with the regulation 
by July 2010. Producers with at least 3,000 but fewer than 50,000 laying hens must 
comply by July 2012. 
Source: 
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm208752.htm 

http://www.watertowndailytimes.com/article/20100416/NEWS04/304169963
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm208752.htm
http://offices.sc.egov.usda.gov/locator/app?state=nm&
http://www.lcsun-news.com/las_cruces-news/ci_14895851
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32. April 15, Southeast AgNET – (Florida, Alabama, Georgia) USDA designates counties 
in three states as primary natural disaster areas. On April 15, the U.S. Department 
of Agriculture designated 11 counties in Florida as primary natural disaster areas due to 
losses caused by excessive rainfall that occurred from November 11, through 
December 23, 2009. “I understand these conditions caused severe damage to the area 
and serious harm to farms in Florida and we want to help,” said the U.S. Agriculture 
Secretary. “This action will provide help to hundreds of farmers who suffered 
significant production losses to pasture, forage, oats, peanuts, sorghum, soybeans, 
wheat, and upland cotton.” The 11 counties are: Bay, Calhoun, Escambia, Gulf, 
Holmes, Jackson, Liberty, Okaloosa, Santa Rosa, Walton, Washington. Farmers and 
ranchers in the following counties in Florida also qualify for natural disaster assistance 
because their counties are contiguous: Franklin, Gadsden, Leon, Wakulla. Farmers and 
ranchers in the following counties in Alabama and Georgia also qualify for natural 
disaster assistance because their counties are contiguous: Baldwin, Covington, 
Escambia, Geneva, and Houston in Alabama; and Decatur and Seminole in Georgia. 
All qualified farm operators in the designated areas eligible for low interest emergency 
(EM) loans from USDA’s Farm Service Agency (FSA), provided eligibility 
requirements are met. Farmers in eligible counties have eight months from the date of 
the declaration to apply for loans to help cover part of their actual losses. FSA will 
consider each loan application on its own merits, taking into account the extent of 
losses, security available and repayment ability. FSA has a variety of programs, in 
addition to the EM loan program, to help eligible farmers recover from adversity. 
Source: http://southeastagnet.com/2010/04/15/usda-designates-11-counties-in-florida-
as-primary-natural-disaster-areas/ 

33. April 15, Associated Press – (Florida) Florida tomato safety bill going to Crist. The 
Florida governor is getting a bill designed to ensure the safety of Florida-grown 
tomatoes following a false salmonella scare nearly two years ago. The measure (SB 
350) received final passage in the house on Thursday. It would set minimum safety 
standards and authorize the Florida Department of Agriculture and Consumer Services 
to inspect farms, greenhouse and packing facilities. Florida produces between 40 and 
50 percent of the nation’s fresh tomato supply. Federal investigators in 2008 focused on 
tomatoes after a salmonella outbreak but found none to be contaminated. The probe 
then shifted to peppers from Mexico. The bill passed unanimously in the house after a 
prior 35-1 vote in the senate. 
Source: http://www.miamiherald.com/2010/04/15/1581426/florida-tomato-safety-bill-
going.html 

For another story, see item 37  
 
[Return to top]  

Water Sector 

34. April 16, Pittsburgh Tribune-Review – (Pennsylvania) Tarentum chemical spill under 
investigation. Officials are trying to identify the nature and source of a spill of an 

http://southeastagnet.com/2010/04/15/usda-designates-11-counties-in-florida-as-primary-natural-disaster-areas/
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http://www.miamiherald.com/2010/04/15/1581426/florida-tomato-safety-bill-going.html
http://www.miamiherald.com/2010/04/15/1581426/florida-tomato-safety-bill-going.html
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unknown chemical into the Allegheny River in Pennsylvania. The spill was reported 
about 7 p.m. Tuesday. The Tarentum Borough manager said no one has discovered the 
properties or source of the chemical. He said the spill did not impact water treatment. 
Brackenridge officials said they have not had water-treatment problems. A state 
inspector found a 100-yard-wide slick of an oily substance, according to a Pennsylvania 
Department of Environmental Protection spokeswoman. 
Source: http://www.pittsburghlive.com/x/valleynewsdispatch/s_676821.html 

35. April 16, Natchez Democrat – (Mississippi) Engineers work to repair Ferriday’s 
water intake bridge. Engineers were onsite Thursday to do preliminary work to save 
Ferriday’s water-intake structure on Old River, which is leaning dangerously to one 
side and — should it break — could cut off all water service to the Mississippi town. 
Last week, it was discovered that one of the supports connecting the catwalk on the 
structure to the last truss had broken, leaving it listing to one side. “It is safe now for a 
short time, but as I addressed in my report to the mayor, this work needs to be done 
immediately,” said an engineer with the Lafayette-based firms Complete Engineering 
and Construction Inc. and Huval and Associates. He said the companies would order 
supplies over the weekend, with the goal of having crews in place Monday to start 
repair work pending approval of the Ferriday administration. The support failure was 
caused by 20 years of a fairly weak, potassium-based chemical that was added into the 
system at the intake structure running down the truss, the engineer said. Because of the 
location of the truss above the water and how the structure is set up, nobody noticed the 
corrosion, he said. Thursday, workers moved the structure into which the corrosive 
chemical is placed closer to the Old River levee to ensure the problem does not 
continue. The engineer estimated that the repairs would cost between $150,000 and 
$160,000. The estimated cost of repairs if the structure fails completely is $1.25 
million. 
Source: http://www.natchezdemocrat.com/news/2010/apr/16/engineers-work-repair-
ferridays-water-intake-bridg/ 

36. April 15, Cullman Times – (Alabama) Report filed on alleged trespassing incident at 
water treatment plant. A Hanceville, Alabama, council member says her concern for 
the city’s water treatment system led her to the right place at the wrong time Saturday, 
when police filed a report against her and a local resident for trespassing at the city’s 
wastewater treatment plant. She said Wednesday she knows she was not supposed to be 
in an off-limits area of the plant, but was alarmed when the resident called her Saturday 
indicating that the plant was emitting an odor and was not functioning properly. “She 
said there was stinking sewage running down the cascades and I needed to look at it. 
When I first got there, the city gate to the plant was open and it did not dawn on me that 
I was trespassing as such.” The mayor said a street-department employee had 
inadvertently left the gate to the property open. Another council member learned that 
the pair were on the property and reported the incident to the plant manager who 
notified police. ClearWater Solutions, the engineering firm contracted to oversee plant 
operations, is considering pressing charges against one or both women. The incident 
provided the plant manger the opportunity to request that the water board look into 
enhancing the security system, which currently monitors only the entrance area. “We 

http://www.natchezdemocrat.com/news/2010/apr/16/engineers-work-repair-ferridays-water-intake-bridg/
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need something to monitor the plant when there’s nobody there,” he said. “I’ve got a 
small system that I bought, but it needs to be upgraded pretty badly.” Both women were 
charged with second-degree, misdemeanor criminal trespassing, an offense that will not 
result in prosecution unless the victim requests it. The offense carries a fine of up to 
$1,000 and up to one year in jail. Police did not arrest either of the women, and they 
were allowed to leave the facility on their own. 
Source: http://www.cullmantimes.com/local/x563620226/Report-filed-on-alleged-
trespassing-incident-at-water-treatment-plant 

37. April 15, WFMZ 69 Allentown – (Pennsylvania) Poultry plant ordered to close. On 
Thursday, a Pennsyvlania poultry plant was ordered to stop discharging industrial 
waste by April 16. The owner of the Mehadrin Kosher Poultry plant said that order 
from government officials from Exeter Township in Berks County will shut down the 
operation and put 185 people out of work. Exeter officials would not speak on camera, 
but they did spell out their argument in the cease and desist order they handed the plant 
owner. The township claimed the poultry plant is discharging too many gallons of 
waste water per day and it’s late on payments for using the sewer system. The plant 
said it processes 70 to 80 birds per minute. Exeter officials have said the plant is 
sending too much sewage per day to the township’s sewer plant. Plant executives said 
how much the plant discharges should be looked at on a monthly basis because it 
operates just four days a week. Mehadrin’s lawyer said the two sides have a dispute, 
but the township shouldn’t order the plant closed in 48 hours because of it. “We’ll 
present our evidence. We’ll be very happy to present our evidence, but don’t wipe out 
185 jobs while you are doing it, plus the suppliers and the customers,” the attorney 
said. There is also the issue of money. The township said the poultry plant is behind in 
paying its sewage bill, which is more than $100,000. “We’re willing to pay a bill to 
keep the place operating,” the lawyer argued. The township calculates how much the 
company owes to the sewage plant based on how much water it takes in, but Mehadrin 
argues it doesn’t put out what the township says it does, and therefore their bill should 
be lower. The attorney planned to take his case to a judge to stop enforcement of the 
cease-and-desist order. 
Source: http://www.wfmz.com/news/23165422/detail.html 

For another story, see item 11  
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Public Health and Healthcare Sector 

38. April 15, Associated Press – (Louisiana) CDC confirms new strain of norovirus. The 
U.S. Centers for Disease Control and Prevention has found that recently tested samples 
submitted by Louisiana health officials contain a new strain of norovirus. The CDC 
reported that the new strain, like other norovirus strains, is transmitted person to 
person, and has been confirmed nationwide for about 50 percent of recent outbreaks. 
Louisiana officials said Thursday that the strain has sickened dozens and forced the 
recent closure of some oyster harvest areas. The new strain, GII.4 New Orleans, 

http://www.wfmz.com/news/23165422/detail.html
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includes the city’s name because the first confirmed samples came from there. 
Source: http://www.wdam.com/Global/story.asp?S=12320034 

[Return to top]  

Government Facilities Sector 

39. April 16, New York Times – (National) Ex-NSA official indicted in leaks of 
information. In a highly unusual legal action against an alleged leaker of government 
secrets, a federal grand jury has indicted a former senior National Security Agency 
official on charges of providing classified information to a newspaper reporter in 
hundreds of e-mail messages in 2006 and 2007. The official, a 52-year-old male, also 
was accused of obstructing justice by shredding documents, deleting computer records 
and lying to investigators who were looking into the reporter’s sources. The FBI 
executive assistant director in charge of national security said the bureau would 
continue to aggressively pursue such leak investigations. 
Source: 
http://www.stltoday.com/stltoday/news/stories.nsf/nation/story/C21A31116CD4D4208
6257707000DCCE4?OpenDocument 

40. April 16, Associated Press – (North Dakota) Nuclear missile protestor arrested in 
ND. A Texas man has been jailed after allegedly jumping the fence surrounding a 
nuclear-missile launch site in northwest North Dakota. Authorities identified the man 
as being from of San Antonio. The suspect told The Minot Daily News in a telephone 
call from the missile site before he was arrested that he was peacefully protesting 
nuclear weapons. An FBI Special Agent said the investigation was ongoing but that 
terrorism did not appear to be involved. The suspect was jailed on felony, criminal 
trespass charges. Authorities did not immediately decide on possible federal charges. 
The Minuteman III missiles that dot the northwest North Dakota countryside are 
maintained by Minot Air Force Base. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/6961717.html 

41. April 16, East Texan – (Texas) Chemistry fire sparks questions of safety, cover-
up. The cleanup of a March 15 fire in the Texas A&M University-Commerce Science 
Building has sparked questions as to whether the environment at the site was safe for 
custodians to enter. In addition to safety concerns, staffers have posed questions 
regarding a potential cover-up. As printed in the April 1 edition of The East Texan, at 
approximately 11 a.m., March 15, a fire in the room 306 of the Science Building, a 
chemistry lab, was sparked after a scheduled power outage. The vice president of 
marketing and communications said he was not aware that a list of chemicals in the lab 
existed at the time of the fire. A report released by university police officials, who were 
first on the scene after the fire, also stated there was no information on the chemicals in 
the room. “During this event, Commerce Fire Department and I were unable to locate 
any Material Safety Data Sheet books,” the police officer’s report stated. “Due to not 
being able to locate these books, we had no idea of what chemicals we were dealing 
with in any of the rooms involved.” The report also stated this made handling the 
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situation much more dangerous for all involved. 
Source: http://www.theeasttexan.com/chemistry-fire-sparks-questions-of-safety-cover-
up-1.1345305 

42. April 15, Associated Press – (Washington) Sickening smell leads to school 
evacuations, 11 hospitalizations. An elementary school in Washington state was 
evacuated twice Thursday because of a sickening smell that sent 11 students to the 
hospital and forced educators to cancel Friday’s classes. The first evacuation at Jennie 
Reed Elementary School in Tacoma came about 11 a.m. A fire department spokesman 
said 25 youngsters and staff reported headaches and nausea. Eleven students went to 
hospitals as a precaution but were released. The second evacuation came about 2 p.m. 
as firefighters inspecting the building detected a metallic taste in their mouths. The 500 
students were allowed to play outside for the final hour or so of the day. School was 
canceled Friday so investigators could try to determine the source of the odor. 
Source: http://www.latimes.com/news/nationworld/nation/wire/sns-ap-us-tacoma-
school-evacuated,0,7482999.story 

43. April 15, Fox 25 Boston – (Boston) Fake website makes threats against local city 
council candidate. A candidate for Boston City Council said his identify was stolen 
and a fake Web site was created in his name. He said he feared for his family after 
someone filled the Web site with false accusations and anti-Semitic language. The 
Anti-Defamation League said they are investigating. Someone allegedly used the 
candidate’s name and photograph to make a site that features intimidating statements 
against the candidate and his family. The current city councilor said the attorney 
general’s office is investigating. 
Source: http://www.myfoxboston.com/dpp/news/local/fake-website-makes-threats-
against-local-city-council-candidate-20100415 

44. April 15, Portage Daily Register – (Wisconsin) Courthouse parking change targets 
security. Portage, Wisconsin officials appear to be on board with a plan that would 
create new parking stalls in front of the Columbia County Courthouse exclusively for 
law enforcement - and increase security in the process. The city’s legislative and 
regulatory committee voted unanimously Thursday to allow what is a loading zone 
marked with yellow paint on DeWitt Street to be converted into new parking spaces. 
The goal is to subtly improve security at the county building. “This is part of the 
county’s ongoing effort to try to provide a more secure courthouse. The idea is that if 
there are going to be cops at the building, their squad cars should be parked somewhere 
where the world can see them as opposed to hiding them from everyone,” said the city 
attorney. Currently, law-enforcement vehicles often are parked behind the courthouse 
in an area not visible to the majority of traffic. The recommended change came from 
the county’s courthouse security committee. The state supreme court charged 
committees in each county with reviewing courthouse safety issues. 
Source: http://www.wiscnews.com/portagedailyregister/news/article_db3ea33c-490e-
11df-a662-001cc4c002e0.html 
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45. April 15, Government Computer News – (National) Military’s technological might is 
slipping, Navy undersecretary says. The military no longer enjoys the technological 
dominance it once relied upon and needs to develop a more adaptive approach to 
marshaling its network enterprise systems, the undersecretary of the Navy told industry 
executives Thursday. At the same time, “we’re just coming to grips” with the demands 
of asymmetrical warfare and the rising level of cyber attacks on military networks, he 
said. The undersecretary spoke at an Armed Forces Electronics and Communications 
Association event in Tyson’s Corner, Virginia. The era of using overwhelming force to 
win a war has given way to new military requirements that rely increasingly on rapid 
and seamless connectivity, capable of delivering information to any military network 
device anywhere in the world, he said. The challenges of building a new generation of 
military enterprise systems is compounded by the changing nature of adversaries who 
are capable of disrupting those networks. 
Source: http://gcn.com/Articles/2010/04/15/Militarys-technology-might-is-slipping-
says-Navy-Undesecretary.aspx?Page=1 

46. April 14, KOVR 13 Sacramento – (California) Rancho Cordova building 
evacuated. A Rancho Cordova (California) building has been evacuated due to some 
kind of “irritant”, according to firefighters. Sacramento Metro firefighters have 
evacuated the Employment Development Department building on Trade Center Drive 
after several people complained of eye and lung irritation. About 240 people were 
forced out of the building. About seven people are being treated by paramedics. 
Source: http://cbs13.com/breakingnews/rancho.building.evacuated.2.1632824.html 

[Return to top]  

Emergency Services Sector 

47. April 15, El Paso Times – (Texas) FBI agent guilty of gun dealing. Jurors took less 
than three hours Wednesday to convict an FBI agent of six counts of dealing weapons 
without a permit and lying to federal agents about the sales. The agent could lose his 
career and land in prison when he is sentenced July 8. Agents with the U.S. Bureau of 
Alcohol, Tobacco, Firearms and Explosives arrested the agent last year after they 
traced a .50-caliber rifle used in a cartel-related shootout in Chihuahua, Mexico, back 
to him. Prosecutors said he bought at least 54 weapons, then sold 51 of them for more 
than $118,000 between January 2005 and May 2008. They also accused the agent of 
keeping two sets of records. One accurately reflected each of his gun dealings, but 
another that was turned over to ATF agents lacked pertinent information such as 
driver’s license numbers. 
Source: http://www.lcsun-news.com/las_cruces-news/ci_14885435 

48. April 13, WLFI 18 Lafayette – (Indiana) Questions raised about TEMA 
equipment. Questions are still swirling about where to house Tippecanoe County’s 
(Ind.) emergency management equipment. At the council meeting Tuesday, a 
Tippecanoe County resident asked the council why nothing had been done to protect 
the millions of dollars worth of equipment. He previously suggested that the county 
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move the equipment into the sheep barn at the fairgrounds. But, council members said 
commissioners, rather than council members, have the authority to decide where to 
place the equipment. A commissioner said the TEMA Board will meet in June to 
discuss where to house the equipment, but said he doesn’t see an immediate solution in 
the near future. 
Source: http://www.wlfi.com/dpp/news/local/Emergency-Management-Equipment 

[Return to top]  

Information Technology Sector 

49. April 16, The Register – (International) Attacks exploit unpatched weakness in 
Adobe apps. Criminals behind the notorious Zeus-crimeware package have begun 
exploiting an unpatched hole in the widely used portable document format to install 
malware on end-user computers. The booby-trapped PDF documents arrive in e-mails 
that purport to contain a billing invoice, according to a post from M86 Security Labs. If 
the user opens the documents and clicks through a series of dialog boxes, PDF readers 
from Adobe will execute a file that makes the PC a part of a botnet (The FoxIT reader 
will automatically save the malicious file on the user’s hard drive.) The exploit is a 
ham-handed exploit of a feature included in the PDF specification that allows 
documents to automatically run code. That is because it requires javascript to be turned 
on and it does not alter the wording of one of the dialog boxes, as a security researcher 
showed was possible. 
Source: http://www.theregister.co.uk/2010/04/16/pdf_auto_launch_attacks/ 

50. April 16, IDG News Service – (International) China reports millions of Conficker 
worm infections. China last year hosted more than one in four of the world’s 
computers infected with a major variant of the Conficker worm, according to an official 
report, highlighting the wide reach of malware inside the country. China had about 7 
million Internet Protocol (IP) addresses infected with Cornficker B at the end of last 
year, according to a recent annual security report posted on the Web site of China’s 
National Computer Network Emergency Response Technical Team. The number of 
infections varied during the second half of the year, which the report covered, but was 
higher than five million during all but one week. The huge figures gave China up to 28 
percent of the world’s Conficker B infections depending on the week, the report 
showed. The controllers of Conficker so far have hardly used their network of infected 
computers, but they could potentially use it to launch a crippling denial-of-service 
attack by ordering all of the computers to contact a victim server at the same time. 
Source: http://www.networkworld.com/news/2010/041610-china-reports-millions-of-
conficker.html?hpg1=bn 

51. April 15, DarkReading – (International) IE 8 security features could be turned 
against users, researchers say. The good news is that Microsoft’s Internet Explorer 8 
browser offers a new set of filters designed to prevent some cross-site scripting (XSS) 
attacks. The bad news is that those same filters could be used to enable XSS attacks. 
That was the gist of a presentation on April 15 by two security researchers at the Black 
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Hat Europe conference in Barcelona, Spain. In a paper presented at the conference, the 
researchers described several methods that attackers could use to enable XSS on sites 
that would otherwise be immune to XSS. “There’s an irony here because you’re using 
filters that are designed to improve security to launch attacks on sites that take security 
seriously,” said one of the researchers during a telephone interview prior to the 
presentation. The vulnerabilities were found in several filters that Microsoft added to IE 
8 to help identify and “neuter” simple XSS attacks, the researcher explained. “The 
neutering mechanism can be abused by an attacker to block benign content on a page,” 
the paper said, altering the way a page is rendered. “For example, embedded JavaScript 
can be blocked from executing by ‘faking’ an XSS attack.” This approach could 
paradoxically be used to disable JavaScript code that would otherwise protect the site, 
thus allowing an attack, the researchers said. 
Source: http://www.darkreading.com/vulnerability_management/security/app-
security/showArticle.jhtml?articleID=224400451 

52. April 15, SC Magazine – (International) Apache Software Foundation confirms that 
it was attacked last week via employees clicking on an obfuscated Web link. The 
Apache Software Foundation has confirmed that it was hit by a direct, targeted attack, 
specifically the server hosting its issue-tracking software. The Apache infrastructure 
team confirmed that it uses a donated instance of Atlassian JIRA as an issue tracker for 
its projects, which it uses to track issues and requests. In a report, it said that on April 5, 
the attackers opened a new issue, INFRA-2591, via a compromised, Slicehost server. 
This issue contained a message claiming “I’ve got this error while browsing some 
projects in JIRA” with a Web link included via a URL-shortening service. It claimed 
that the specific URL redirected back to the Apache instance of JIRA, at a URL 
containing a cross-site scripting (XSS) attack. The attack was crafted to steal the 
session cookie from the user logged-in to JIRA and when this issue was opened against 
the infrastructure team, several of its administrators clicked on the link. This 
compromised their sessions, including their JIRA administrator rights. At the same 
time, the attackers started a brute force attack against the JIRA login.jsp, attempting 
hundreds of thousands of password combinations, and on April 6 one of these was 
successful. The report claimed: “Having gained administrator privileges on a JIRA 
account, the attackers used this account to disable notifications for a project, and to 
change the path used to upload attachments.” 
Source: http://www.scmagazineuk.com/apache-software-foundation-confirms-that-it-
was-attacked-last-week-via-employees-clicking-on-an-obfuscated-
weblink/article/167991/ 

53. April 15, DarkReading – (International) SAP, other ERP applications at risk of 
targeted attacks. Backdoor Trojan viruses and rootkits that let attackers gain a 
foothold and remain entrenched in a compromised system aren’t just for Windows PCs 
anymore — SAP and other enterprise resource planning (ERP) applications are also 
susceptible to this form of attack. A researcher at Black Hat Europe in Barcelona, Spain 
this week demonstrated techniques for inserting backdoors into SAP applications to 
enable attackers to gain control of them. The director of research and development at 
Onapsis said an attacker would initially exploit weak, database protections or 
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vulnerabilities in the underlying operating system, for instance, to gain access to the 
SAP apps and data. The hacks do not exploit any new or existing vulnerabilities in 
SAP. Once the system is compromised, the attacker would grab the necessary, elevated 
privileges to insert the stealthy backdoor code and remain under the radar to pilfer 
sensitive information. With the backdoor presence, the attacker could modify a victim 
company’s electronic payments to a vendor, for example. “So every automated 
payment to that vendor would go to the attacker’s [bank] account [instead],” the 
director said. 
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=2244
00438 

54. April 15, BBC – (International) Porn virus publishes web history of victims on the 
net. A new type of malware infects PCs using file-share sites and publishes the user’s 
net history on a public Web site before demanding a fee for its removal. The Japanese 
trojan virus installs itself on computers using a popular file-share service called Winni, 
used by up to 200 million people. It targets those downloading illegal copies of games 
in the Hentai genre, an explicit form of anime. Website Yomiuri claims that 5,500 
people have so far admitted to being infected. The virus, known as Kenzero, is being 
monitored by Web-security firm Trend Micro in Japan. Masquerading as a game-
installation screen, it requests the PC owner’s personal details. It then takes screen 
grabs of the user’s Web history and publishes them online in their name, before sending 
an e-mail or pop-up screen demanding a credit card payment of 1,500 yen (Â£10) to 
“settle your violation of copyright law” and remove the Web page. 
Source: http://news.bbc.co.uk/2/hi/technology/8622665.stm 

55. April 15, ZDNet – (International) Google: Scareware accounts for 15 percent of all 
malware. In an upcoming research paper entitled “The Nocebo Effect on the Web: An 
Analysis of Fake AV distribution”, Google’s Security Team is about to release the 
results from a 13-month study into the growth of fake-security software, also known as 
scareware or Fake AV. The analysis is based on 240-million Web pages used as a 
sample with 11,000 domains involved in Fake AV distribution discovered based on the 
sample. Some of the other findings: fake AV currently accounts for 15 percent of all 
malware Google detects on the web; fake AV attacks account for 60 percent of the 
malware discovered on domains that include trending keywords; and fake AV is 
responsible for 50 percent of all malware delivered via advertisements. Google 
researchers were able to identify only a small number of domains despite the fact that 
60 percent of the domains hijacking trending topics serve scareware, and that 50 
percent of all malware delivered through malvertising is fake AV. 
Source: http://blogs.zdnet.com/security/?p=6176 

56. April 15, ComputerWorld – (International) Zeus botnet exploits unpatched PDF 
flaw. The Zeus botnet is now using an unpatched flaw in Adobe’s PDF document 
format to infect users with malicious code, security researchers said on April 15. The 
attacks come less than a week after other experts predicted that hackers would soon 
exploit the “/Launch” design flaw in PDF documents to install malware on 
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unsuspecting users’ computers. The just-spotted Zeus variant uses a malicious PDF file 
that embeds the attack code in the document, said the CTO of San Diego, California-
based security company Websense. When users open the rogue PDF, they are asked to 
save a PDF file called “Royal_Mail_Delivery_Notice.pdf.” That file, however, is 
actually a Windows executable that when it runs, hijacks the PC. Zeus is the first major 
botnet to exploit a PDF’s /Launch feature, which is, strictly speaking, not a security 
vulnerability but actually a design function of Adobe’s specification. Earlier in April, a 
Belgium researcher demonstrated how a multistage attack using /Launch could 
successfully exploit a fully-patched copy of Adobe Reader or Acrobat. 
Source: 
http://www.computerworld.com/s/article/9175612/Zeus_botnet_exploits_unpatched_P
DF_flaw 

57. April 15, DarkReading – (International) Databases at risk of man-in-the-middle 
attacks. A set of Oracle vulnerabilities that makes the platform vulnerable to man-in-
the-middle (MITM) attacks highlights the weaknesses of database protocols and serves 
as a warning to organizations to take a look at how they handle their database traffic. At 
Black Hat Europe on April 15, two researchers of Trustwave’s SpiderLabs security 
team demonstrated how attackers can take advantage of database information that is 
often transmitted in clear text by using common MITM attacks to downgrade the 
authentication mechanism, obtain leaked operating system (OS) credentials, and hijack 
sessions to issue their own queries. The researchers demonstrated the approach using a 
new proof-of-concept tool they developed, called thicknet. According to one of the 
researchers, the lessons that should be gained from their findings are not limited in 
scope to the Oracle world. “Takeover on a live session is applicable to other 
databases,” the researcher said. “We [discussed] this during our presentation today 
[April 15] and believe we can extend the support of our tool, thicknet, to abuse other 
databases in the future.” 
Source: http://www.darkreading.com/database_security/security/app-
security/showArticle.jhtml?articleID=224400412 

For another story, see item 21  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

58. April 15, Jackson County Times-Journal – (Ohio) Time Warner Cable service 
interruptions due to gunshots. Ohio residents experiencing loss of cable service 
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provided by Time Warner in the past 24 hours can now take solace in knowing that the 
problem has been fixed, for the most part. In speaking with the vice president of 
communications for Time Warner Cable Mid-Ohio Division, the Jackson County 
Times-Journal learned that most all service was restored by around 1 p.m. April 15. She 
stated that thousands of customers in the area were without cable service for 
approximately 15 hours or more. The reason why the service was not available is 
unusual. According to a lieutenant of the Jackson County Sheriff’s Office (JCSO), two 
gunshots fired in the western part of Jackson County on April 14 caused service 
interruptions for folks in Pike, Jackson and Vinton counties. The shots damaged Time 
Warner’s fiber-optic lines, thus causing the outages. At this time, few details are being 
released as the incident remains under investigation with the JCSO. A suspect has been 
named and charges are being prepared for delivery to a Jackson County prosecuting 
attorney. 
Source: 
http://www.timesjournal.com/articles/2010/04/15/news/doc4bc78845a0c77910649593.t
xt 

59. April 15, GPS World – (International) Failure imminent for WAAS GEO 
satellite. The Federal Aviation Administration (FAA) announced Thursday that one of 
two Wide Area Augmentation System (WAAS) GEO satellites will drift out of usable 
orbit within two to four weeks. Earlier this week, Intelsat announced it had lost control 
of its Galaxy 15 satellite that hosts the WAAS Satellite Based Augmentation System 
(SBAS) transponder used by the FAA. The FAA said it is monitoring the satellite, but 
that failure is imminent. When G-15 is out of usuable orbit, WAAS will be disrupted 
for users in northwest Alaska. The rest of the WAAS service area — U.S., Canada, 
Mexico — will operate normally but will be reduced to a single point of failure with 
only one WAAS-broadcasting satellite remaining. The FAA is investigating at least 
two, alternative solutions. One calls for using Inmarsat 3, which was previously used 
by WAAS before switching to Galaxy 15 in 2006. The other requires acceleration of 
the testing of Inmarsat 4-F3. Testing is already in progress and scheduled for 
completion in December 2010. But neither of the proposed, two solutions is an 
immediate one. The FAA stated that integrating POR back into operational WAAS 
would take 12 to 16 months. The quickest solution would be to accelerate the 
implementation of PRN 133, which might enable to FAA to shave 1 to 2 months off of 
the original, target date. The FAA also reported that with only a single WAAS GEO 
broadcasting satellite, users might experience a temporary loss of service 3 to 5 times 
this year for up to five minutes each while WAAS Uplink Station Switchovers occur. 
Source: http://www.gpsworld.com/gnss-system/augmentation-assistance/news/failure-
imminent-waas-geo-satellite-9841 
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Commercial Facilities Sector 

60. April 16, Sun-Times Media Wire – (Illinois) Fire breaks out at Northwest side Home 
Depot. A fire that started inside a Northwest side Home Depot is out and no one inside 
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the building — including several employees who were all accounted for — was injured 
according to the Chicago Fire Department. At 6:25 a.m., a still and box alarm was 
called for a fire at a large, one-story Home Depot at 3500 N. Kimball Ave. in the 
Avondale neighborhood, according to the fire media affairs chief. The fire was burning 
inside the building and fire crews had to make holes in the roof to ventilate the 
structure because it was extremely smoky. Two or three water hoses were used to 
extinguish the flames, the media affairs chief said. He said he was not sure how the fire 
started, but noted a sprinkler system inside helped douse the flames. Though a Level 1 
Hazmat was also called about the same time because there is propane and fertilizer 
inside the building, the media affairs chief said the fire did not occur near any 
hazardous materials. He said the building was evacuated and several employees who 
were in the building because the establishment was getting ready to open were 
accounted for. At 6:50 a.m., the still and box alarm was canceled and the fire had been 
“knocked,’’ but the hazardous-materials call remained in place as of 7 a.m. as a 
precaution, the media affairs chief said. 
Source: http://cbs2chicago.com/local/home.depot.fire.2.1636885.html 

61. April 16, Reading Eagle – (Pennsylvania) Boscov’s worker hurt in explosion 
released from burn center. A Boscov’s maintenance worker who was injured in an 
explosion in a mechanical room at the Wyomissing, Pennsylvania store was released 
from a burn center Thursday, a spokeswoman said. The male employee was burned on 
the right side of his face in the explosion Wednesday at 3:20 p.m. in the Berkshire Mall 
store, officials said. He was flown to the burn center at Lehigh Valley Hospital near 
Allentown, where he initially was listed in critical condition, officials said. The 
Wyomissing fire commissioner said the employee was working on a cooling tower for 
the air-conditioning system. When he turned it on, there was an explosion and flames 
shot out and hit him in the face. The fire commissioner said investigators believe there 
was a problem in the cooling tower controls. “Something malfunctioned when he threw 
the switch to power it up,” he said. The commissioner said the flames shot out quickly, 
but nothing in the building burned. The store was closed for the rest of Wednesday so 
crews could investigate. The mall remained open. The store reopened Thursday 
morning. 
Source: http://readingeagle.com/article.aspx?id=213080 

62. April 15, Associated Press – (Arizona) Peoria complex site of bioterrorist drill. West 
Valley first-responders and Maricopa County health officials staged a mock bioterrorist 
attack at the Peoria Sports Complex in Arizona this week. The April 13 simulation off 
83rd Avenue south of Bell Road was intended to demonstrate how quickly and 
effectively emergency workers could dispense medication to the public in the event of a 
biological event. Training exercises included personnel from the Maricopa County 
Department of Public Health’s Office of Preparedness and Response along with Peoria 
and Glendale police and fire personnel. Funding for the drill was provided by the U.S. 
Department of Homeland Security. 
Source: http://www.azcentral.com/community/glendale/articles/2010/04/15/20100415-
peoria-bioterrorist-drill.html 
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63. April 15, New Orleans Times-Picayune – (Louisiana) Reserve strip mall evacuated 
after gas leak, no injuries reported. A St. John the Baptist Parish shopping center in 
Reserve, Louisiana was evacuated this morning after a cable contractor hit a gas line 
while digging. Employees from four stores in the center at 3919 West Airline Highway 
were asked to leave around 11:30 a.m. when gas fumes from the leak were pulled into 
the building from the air conditioning unit, the Reserve volunteer fire chief said. Atmos 
Energy workers are at the scene and have capped the line, he said. The business owners 
were given the all clear around 12:30 p.m. No injuries were reported. 
Source: 
http://www.nola.com/business/index.ssf/2010/04/reserve_strip_mall_evacauated.html 

For another story, see item 1  
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National Monuments and Icons Sector 

64. April 16, National Parks Traveler – (Texas) Heavy rains and flash floods lead to 
backcountry road closings at Big Bend National Park. At Big Bend National Park in 
Texas, heavy rains and flooding have forced the closing of some backcountry roads, the 
chief ranger reported Friday. Motorists intending to use the park’s roads in the near 
future should be sure to check with the park for updated road condition information. On 
Wednesday night, the park was hit by high winds, hail and rain — up to three inches in 
places, a significant amount for the desert, the ranger said. He reported that as of 
Thursday, main roads into the park and the main visitor center were open, but all 
backcountry roads and dirt roads were closed and impassable. Some paved roads were 
also closed due to high water and flash flood debris. More rain was in the forecast. As 
of early Friday, some of the park’s backcountry roads (including, for example, the Old 
Maverick, Hot Springs, and River Roads) remained closed and some of the park’s 
paved road sections were affected, the chief ranger noted. Motorists planning to visit 
the park in the near future should be sure check with the park for updated road 
condition information and plan accordingly. 
Source: http://www.nationalparkstraveler.com/2010/04/heavy-rains-and-flash-floods-
lead-backcountry-road-closings-big-bend-national-park5706 

65. April 16, The Honolulu Advertiser – (Hawaii) Mudslide closes Kalaupapa trail. A 
mudslide has caused serious damage to a footbridge on Moloka’i’s “pali trail,” 
prompting the National Park Service on Tuesday to close the only land route to the 
Hansen’s disease settlement at Kalaupapa. It remains accessible by plane or boat. The 
Kalaupapa National Historic Park superintendent said it would take about $150,000 and 
several weeks to repair switchback bridge No. 3. The bridge is a few hundred yards 
from the top of the narrow and winding 2.9-mile trail that takes travelers from topside 
to the settlement 1,700 feet below. The mudslide damage, triggered by recent heavy 
rains, highlighted the fragility of Kalaupapa’s access to the world. And although 
tourism numbers are slightly up since Saint Damien was canonized in October, the loss 
of the trail will hurt Moloka’i’s modest visitor industry, Kalaupapa workers and 
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residents said. 
Source: 
http://www.honoluluadvertiser.com/article/20100416/NEWS01/4160338/Mudslide+clo
ses+Kalaupapa+trail 

66. April 15, National Park Service – (South Dakota) Wind Cave National Park prepares 
for spring prescribed fire. Fire crews from Wind Cave National Park in South Dakota 
and the Northern Great Plains Fire Office are preparing control lines and equipment for 
a planned 397-acre burn south of the Rankin Ridge Fire Tower this spring, the National 
Park Service announced Thursday. “The primary objective of this burn is to bring fire 
back into an area that has had fire suppressed since perhaps the park’s creation,” said 
the park superintendent. “Our tentative time frame is to burn sometime in the month of 
May, if weather and fuel conditions are within acceptable levels.” The project area 
includes two units that could be burned independently or together. Assisting with the 
burn are firefighters from other National Park Service units, the Black Hills National 
Forest, Buffalo Gap National Grasslands, and the U.S. Fish and Wildlife Service. The 
Rankin Ridge Fire Tower Road and the Centennial and Sanctuary Trails will be closed 
during the burn, and traffic may be slow along Highway 87 during the day of ignition. 
No other road or trail closures are anticipated. Smoke from the fire may be heavy at 
times along Highway 87 and visible from the surrounding region. 
Source: http://www.nps.gov/wica/parknews/pr04152010.htm 

67. April 15, National Park Service – (North Dakota) Prescribed fires planned at Knife 
River Indian Villages. A park superintendent announced Thursday that Knife River 
Indian Villages will conduct prescribed fire activities this season in order to meet 
objectives for prairie restoration and forest health. The goals for such prescribed fire 
activities are to increase native grass and forb cover, improve habitat for bird and 
mammal species, and to restore the historic role and replenishing effects of fire to the 
ecosystem. Fire managed under predetermined conditions creates openings for young, 
more nutritious vegetation growth, which improves wildlife foraging opportunities and 
will help in prairie restoration efforts. The burns will be conducted in grassland/woody 
brush areas on the eastern and central portions of the park directly north of Stanton. 
These prescribed actions will also help moderate wildfire threats to other park 
resources as well as neighboring landowners. 
Source: http://www.nps.gov/knri/parknews/prescribed-fires-planned-at-knife-river-
indian-villages.htm 

68. April 14, Associated Press – (National) GOP: Border Patrol should control federal 
lands. A group of U.S. House Republicans say Border Patrol agents should be granted 
direct control over U.S. borders, even on federal lands managed by other agencies. 
Lawmakers introduced a bill Wednesday to transfer operational control of lands along 
the federal border to DHS, instead of the Interior Department or Forest Service. The 
land agencies would still manage national parks, forests and other public lands, but 
would not have authority to block Border Patrol agents from acting as they see fit to 
secure border areas. The lawmakers said the change is needed to improve border 
security, which they claimed is hampered by federal land managers more concerned 
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with protecting wilderness and endangered species than securing the border. “The 
Border Patrol is not being allowed do their job. That has to change,” said a 
Representative from Utah. At a news conference Wednesday, he and other lawmakers 
accused federal land managers of “hiding behind the law” to place wilderness or 
endangered species ahead of border safety. “It’s unforgivable,” the Utah Representative 
said. The legislators cited the March 27 death of an Arizona rancher as an example of 
the failure of current policy. Law enforcement officials said the killer likely entered the 
United States through the San Bernardino National Wildlife Refuge, a remote area near 
Douglas, Arizona, and Agua Prieta, Mexico. The Fish and Wildlife Service manages 
the 2,300-acre refuge, where motorized vehicles are widely prohibited and roads and 
surveillance structures are scarce. 
Source: http://seattletimes.nwsource.com/cgi-
bin/PrintStory.pl?document_id=2011607755&zsection_id=2003925728&slug=apusbor
dersafety1stldwritethru&date=20100414 

[Return to top]  

Dams Sector 

69. April 16, Herald-Zeitung – (Texas) Commissioners vote to study gravel under 
dam. Comal County, Texas, commissioners moved Thursday to study gravel 
conditions underneath Krueger Canyon Dam — an effort to revive a multi-million 
dollar construction project that has been dormant since last fall. The dam would hold 
back floodwaters on the Dry Comal Creek. It would sit southwest of New Braunfels, 
just west of Krueger Canyon Road and north of Farm-to-Market 482. Commissioners 
voted Thursday to pay for additional testing of the geological conditions underneath the 
dam site, in hopes that they could continue building a dam to protect downstream 
communities like New Braunfels from future floods. Contractor Ballenger Construction 
plans to drill dozens of “test holes” deep into the dam site. The goal is to sample the 
consistency of the rock and determine what must be done to complete the project, a 
county engineer told commissioners. He said the testing would cost around $48,000. 
Source: http://herald-zeitung.com/story.lasso?ewcd=00cdcd1ca69f7e77&-
session=HeraldZeitung:9506B8530a28a14C2DJpG125C6EC 

70. April 15, Suffolk News-Herald – (Virginia) Dam break closes Lone Star lakes. As it 
turns out, a dam beside Pruden Boulevard in Virginia was not the only one to have 
recent problems. Earlier this month, an earthen barrier separating the Lone Star Lakes 
from the Chuckatuck Creek failed, causing 170 million gallons of water to drain from 
three lakes into the creek, according to a spokesperson for the city of Suffolk, Virginia. 
Seasonal water levels combined with extra rain from a storm, caused the berm to fail. 
The three lakes, which covered 40 acres, 20 acres, and 9 acres each, were used as 
storage basins, but because the water supply is composed of surface water and 
groundwater supplies, allowing the city flexibility in case of an emergency, “there has 
been no impact to the city’s ability to provide potable water to our citizens,” he said in 
an e-mail. The three lakes that lost water have been closed since April 9. “The 
Department of Public Utilities has coordinated with the regulatory agencies, consultants 
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and contractors to implement a plan of action,” the spokesperson stated. “This plan 
includes installing a new sheet pile cofferdam with earthen and stone embankments. 
Upon completion of the repair, a permanent overflow relief will be provided.” The dam 
also failed in 1994 in an area adjacent to the current breech. 
Source: http://www.suffolknewsherald.com/news/2010/apr/15/dam-break-closes-lone-
star-lakes/ 

71. April 15, KING 5 Seattle – (Washington) Howard Hanson dam movement to be 
measured by GPS. When Central Washington University (CWU) first approached the 
U.S. Army Corps of Engineers about hooking up a Global Positioning System antenna 
to the area surrounding the Howard Hanson Dam, the idea was to add another node to 
their network that monitors stress in the continent’s tectonic plate in an effort to 
anticipate earthquakes. The Army Corps then asked CWU if they would wire up the 
whole dam to keep a very close eye on any changes in the dam. “All dams move,” says 
the Corps operations manager for Howard Hanson and Mud Mountain dams. Those are 
the two earthen flood control dams located in the Cascade mountains that provide flood 
protection to people living in the Green and White River valleys below. He says even 
big concrete dams in Eastern Washington can move several inches as they expand and 
contract between hot summer days and frigid winter nights. And for many of those 
same reasons, along with soil conditions and water pressure, Howard Hanson also 
moves. He says the GPS array is all about making the dam safer. A particular kind of 
movement could signal the opening of cracks in the dam or settling in the dam. The 
GPS can monitor those movements in terms of millimeters.  
Source: http://www.king5.com/news/local/Exclusive---Movement-at-Howard-Hanson-
dam-can-now-be-measured-in-millimeters-90976519.html 

72. April 15, KXO 1230 El Centro – (California) Damage to All-American Canal 
detected. The Imperial Irrigation District (IID) and the Bureau of Reclamation are 
assessing damage to the All-American Canal siphon where it passes over the New 
River in California. The damage was caused by the Easter Sunday, April 4, earthquake 
and subsequent aftershocks. Seepage has been detected at three points in the structure, 
according to the IID chief adminstrative officer and EOC director. He said that an 
incident command post has been established at the project site and the immediate area 
has been secured. “ While this is a key facility in the IID water delivery system and it 
warrants careful monitoring in the days ahead,” he said, “the seepage problem has been 
isolated and mitigation efforts performed by the bureau and IID staff at the site appear 
to have stabilized the situation.” It has been determined that the twin overhead siphons 
carrying water from the All-American Canal across the New River west of Calexico are 
structurally sound , and there is no risk to the district’s water users or the general 
public. 
Source: http://kxoradio.com/content/view/6993/2/ 

73. April 15, Homeland Security NewsWire – (International) Louisiana officials to visit 
the Netherlands to learn Dutch flood protection methods. The Dutch are widely 
hailed as having the best investment in flood protection in the world; much of the 
country’s densely populated areas are below sea level, and after a storm struck in 1953 
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and flooded 80 percent of the Netherlands, the Dutch became even more serious about 
flood protection. Terrebonne, Louisiana’s top levee official will tour some of the 
world’s biggest and most-advanced flood-protection projects next month. The 
Terrebonne levee director will head to the Netherlands with a Senator (D-Louisiana), 
state lawmakers, and other coastal officials to study how the Dutch balance fighting 
flooding with protecting the environment.  
Source: http://homelandsecuritynewswire.com/louisiana-officials-visit-netherlands-
learn-dutch-flood-protection-methods 

74. April 15, Homeland Security NewsWire – (Louisiana) Critical surge barrier on New 
Orleans’s eastern flank completed ahead of schedule. Several months ahead of 
schedule and less than a year after driving the first 66-inch concrete cylinder pile, Shaw 
Environmental & Infrastructure Group is rapidly completing a 7,490 ft.-long storm-
surge protection wall that is the central part of a roughly two-mile long surge barrier in 
New Orleans. The placement of a significant portion of the barrier, well ahead of the 
start of the 2010 hurricane season, adds a welcome level of defense on the city’s 
eastern flank. The U.S. Army Corps of Engineers is pushing for speedy delivery of the 
$1.3 billion Lake Borgne Inner Harbor Navigation Canal Storm Surge Barrier to 
reinforce what is often called the Achilles heel of New Orleans’s hurricane and storm 
damage risk reduction system. 
Source: http://homelandsecuritynewswire.com/critical-surge-barrier-new-orleanss-
eastern-flank-completed-ahead-schedule 
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