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 According to the Associated Press, San Diego authorities say a package explosion at a 
FedEx warehouse appears to have been sparked by batteries and was not intentional. The 
building was evacuated until a police bomb squad determined the cause of the blast. (See 
item 20) 

 The Associated Press reports that a 19-year-old man was arrested Sunday on allegations 
that he was plotting to kill sheriff’s deputies in Snohomish County, Washington. (See item 
48) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 14, Osawatomie Graphic – (Kansas) Small fire sparks power outage. A small 
fire at the Osawatomie Municipal Power Plant caused a city-wide power outage 
Saturday evening. Shortly after 5 p.m., Osawatomie Volunteer firefighters were 
dispatched to the power plant after an industrial electric meter, attached to the power 
plant’s substation, burst into flames. However, the equipment subsequently 

http://www.dhs.gov/
http://www.esisac.com/
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extinguished itself by the time crews arrived on the scene. The event triggered a large 
breaker in the city’s electric grid; crews were unable to close the breaker, forcing them 
to reroute and distribute incoming electricity from Kansas City Power and Light 
through several other breakers. The chief plant operator said the most likely cause of 
the fire was simply an aging infrastructure; the city’s current electric substation was 
installed in 1974. He said a similar event occurred in the mid 1980s. Full power was 
restored shortly after 6 p.m. 
Source: http://www.graphic-online.com/201004148534/news/osawatomie/small-fire-
sparks-power-outage.html 

2. April 13, Marin Independent Journal – (California) Crews work to repair power lines 
after widespread Marin outage. Work crews spent the day,Tuesday, repairing 
transmission equipment after a power pole sunk into mud on a southern Novato hillside 
and snapped, sparking a power outage Monday night and Tuesday throughout Marin, 
California. Although power was restored to most of the 10,000 Pacific Gas and Electric 
Co. customers who were affected within a few hours, about 120 San Rafael households 
and businesses remained without electricity Tuesday afternoon, said a PG&E 
spokeswoman. She said the pole and guide wires had sunk into saturated soil, where 
moisture corroded and weakened the wires and caused the power pole to give way in 
the wind. That occurred at about 8:20 p.m. along Highway 101 in Ignacio. Outages 
occurred in large areas of Novato, Marinwood and Terra Linda, and there were brief 
outages in downtown San Rafael, Fairfax, Larkspur, San Anselmo, Mill Valley, 
Tiburon and elsewhere. 
Source: http://www.marinij.com/marinnews/ci_14875939 

3. April 11, KXMB 12 Bismarck – (North Dakota) Storm caused $33 million in 
damage. North Dakota state officials have estimated that the April 2 snowstorm that 
has about 1,000 rural residents still living and working in the dark caused $33 million 
dollars worth of damage to the state’s power infrastructure. The governor is seeking a 
federal disaster declaration for 12 North Dakota counties and the Standing Rock Sioux 
Indian Reservation. Heavy snow and strong winds that struck April 1 through April 3 
crippled the electrical infrastructure in southwest and central North Dakota, toppling 
about 10,000 power poles and downing hundreds of miles of lines. As many as 8,400 
people were without power after the storm. 
Source: http://www.kxnet.com/getArticle.asp?ArticleId=553898 

[Return to top]  

Chemical Industry Sector 

4. April 13, KFVS 12 Cape Girardeau – (Kentucky) Ammonia spill cleaned up after 
tank overturns in field. Crews worked for about 30 minutes to clean up an ammonia 
spill in Clinton, Kentucky, Tuesday morning. The deputy director of emergency 
management services, said an ammonia tank was being transported to a field when the 
driver lost control of the trailer and the tank rolled over into an unplowed field. No 

http://www.marinij.com/marinnews/ci_14875939
http://www.kxnet.com/getArticle.asp?ArticleId=553898
http://www.graphic-online.com/201004148534/news/osawatomie/small-fire-sparks-power-outage.html
http://www.graphic-online.com/201004148534/news/osawatomie/small-fire-sparks-power-outage.html
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homes were evacuated and no one was hurt in the incident. 
Source: http://www.kfvs12.com/Global/story.asp?S=12304090 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. April 14, Reuters – (Missouri) Ameren stops small water leak at Missouri 
reactor. Ameren Corp said a small water leak isolated after 23 minutes at the Callaway 
nuclear power plant in Missouri on Tuesday posed no danger to the public or plant 
workers. The leak occurred during normal maintenance on a water purification system 
inside the plant’s auxiliary building located adjacent to the reactor building, the 
company said in a news release. The water was captured and contained within the plant 
in another system as per design. There were no injuries or radiation release due to this 
event, the company indicated. 
Source: http://www.reuters.com/article/idUSN1413542320100414?type=marketsNews 

6. April 14, Brattleboro Reformer – (Vermont) Yankee gets high marks for safety. Of 
the 31 nuclear power plants assessed for their safety culture in 2009, Vermont Yankee 
ranked in the top 25 percent, according to a survey of employees conducted by Synergy 
Consulting Services Corporation. Yankee was in the top 25 percent for its nuclear-
safety culture, its safety-conscious, workplace environment and its employee concerns 
program. In addition, Yankee had no areas requiring attention or improvement in its 
safety culture, its work environment or its employees’ confidence in supervisors and 
management, according to the survey report. “Yankee generally had better results than 
other Entergy plants in the Northeast,” said a spokesman for the NRC. Synergy’s 
assessment consisted of a confidential survey of power-plant employees using 
questionnaire and interviews. The results of the survey were used to determine “cultural 
values, behaviors and practices that have shaped and self-reinforced (an) organization’s 
capabilities, infrastructure and environment for both nuclear safety and general 
business performance,” according to its Web site. 
Source: http://www.reformer.com/localnews/ci_14880969 

7. April 14, Agence France-Presse – (International) 7 in hospital after radiation 
exposure in India. Seven people have been admitted to a New Delhi hospital after 
being exposed to radioactive waste, police said Wednesday, raising fears over the lax 
disposal of hazardous material in India. Radioactive waste was detected in a congested, 
scrap-metal market last week when five people were rushed to a hospital after they 
showed symptoms of radiation exposure. Two more victims have since been admitted. 
“Seven people have been hospitalized and we are yet to find the exact source of the 
radioactive leakage,” a senior police officer told AFP on Wednesday. “No one has been 
detained or arrested as of now.” Reports of the incident triggered panic in residential 
areas surrounding the scrapyard in western New Delhi, which deals with metal and old 
ammunition. Police said they had found the carcinogen cobalt-60 at the site, a 
radioactive metal used for radiotherapy in hospitals and sterilization in industrial-food 
processes. The U.S. Environmental Protection Agency’s Web site warns that cobalt-60 

http://www.reuters.com/article/idUSN1413542320100414?type=marketsNews
http://www.reformer.com/localnews/ci_14880969
http://www.kfvs12.com/Global/story.asp?S=12304090
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can make its way into landfill and scrap-metal yards undetected because it is often 
encased in a metal housing. A team of scientists from the Bhaba Atomic Research 
Centre, India’s leading atomic research institute, have cordoned off the affected area. 
One expert said the incident highlights the country’s poor enforcement of rules on 
radioactive waste disposal. 
Source: http://www.google.com/hostednews/afp/article/ALeqM5j-
Mys338qJYOQxgdE2ZLsl3drSvQ 

8. April 12, Canwest News Service – (International) Canada to ship spent enriched 
uranium back to U.S. The Canadian prime minister said, Monday, that Canada would 
begin shipping spent supplies of highly enriched uranium back to the United States, 
where it will be made unusable for nuclear weapons. Announcing the plan as he arrived 
in Washington for a global nuclear security summit, he said uranium is currently being 
stored at Ontario’s Chalk River Laboratories north of Ottawa. The Chalk River reactor, 
which has been a leading producer of medical isotopes for radiation treatment, has been 
shut down for a year as it undergoes repairs. The prime minister said the project to 
return stockpiles of highly enriched uranium would take place over eight years, ending 
in 2018. “While all of this material is obviously highly secure in Canada, this was 
originally highly enriched uranium [that] originated in the United States. It’s our view 
that the best thing for all countries to do — not just ourselves — is to return such 
material to their countries of origin,” he said. A senior Canadian government official 
said that under the agreement, about 50 percent of the highly enriched uranium stored 
at Chalk River would be returned to the United States. The remaining stockpile would 
be used to produce medical isotopes. For security reasons, Canadian officials would not 
provide exact amounts of uranium. But they said the deal would result in the 
elimination of about 11 years’ worth of supply. 
Source: http://www.nationalpost.com/news/story.html?id=2874957 

[Return to top]  

Critical Manufacturing Sector 

9. April 14, KOCO 5 Oklahoma City – (Oklahoma) Industrial business evacuated after 
fire. Employees at an Oklahoma City, Oklahoma, industrial business had to evacuate 
the building early Wednesday morning after an electrical fire filled the building with 
smoke. About 1:30 a.m., firefighters responded to a smoke investigation at Pro-Fab 
Inc., an airplane-parts manufacturer. Firefighters said the fire started due to an 
overheated machine or a short in an electrical box.. The smoke from the fire triggered 
an automatic sprinkler system that extinguished any flames. Oklahoma City’s 
hazardous materials crew responded to clean up a small amount of hydraulic fluid that 
spilled. 
Source: http://www.koco.com/mostpopular/23144918/detail.html 

10. April 13, CNN – (National) Toyota suspends sales of Lexus GX 460. Toyota asked 
dealers to temporarily suspend sales of the new 2010 Lexus GX 460 after Consumer 
Reports issued a safety warning on the SUV. “We are taking the situation with the GX 

http://www.nationalpost.com/news/story.html?id=2874957
http://www.koco.com/mostpopular/23144918/detail.html
http://www.google.com/hostednews/afp/article/ALeqM5j-Mys338qJYOQxgdE2ZLsl3drSvQ
http://www.google.com/hostednews/afp/article/ALeqM5j-Mys338qJYOQxgdE2ZLsl3drSvQ
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460 very seriously and are determined to identify and correct the issue Consumer 
Reports (CR) identified,” the Lexus Group vice president and general manager, said in 
a prepared statement. Earlier on Tuesday, CR said there was an increased risk of 
rollover during a turn, a problem it uncovered during routine tests. It urged car 
shoppers not to buy the GX 460 until the problem is remedied. The special designation 
given to the GX 460 by Consumer Reports — “Don’t Buy: Safety Risk” — is rarely 
given by the magazine. The last time it was used was in 2001, on the Mitsubishi 
Montero Limited. About 5,000 GX 460s have been sold in the roughly three months the 
model has been on sale, the magazine said. It advises current owners of this vehicle to 
approach exit ramps with caution, and to call Toyota demanding a fix for the problem. 
Toyota said earlier that the GX 460 “meets or exceeds all federal government testing 
requirements.” The SUV’s electronic stability control (ESC) program failed to keep the 
vehicle in line during a severe-handling maneuver, allowing it to slide almost 
completely sideways, said a CR spokesman. He said that situation could lead to a 
rollover. ESC is a computerized system that controls the brakes and accelerator to help 
maintain vehicle control in abrupt maneuvers. The problem with the Lexus’ ESC 
system became apparent during tests designed to detect a specific, emergency-handling 
problem — one in which a vehicle’s back end slides outward when the driver lifts his 
foot from the gas pedal during a turn. The GX’s ESC system did not become active 
until the SUV had already skidded dangerously, the CR spokesman said. “We’re in the 
process of testing the 2010 Lexus GX 460 SUV to ensure it complies with NHTSA’s 
safety standard for electronic stability control ESC, and to understand better the results 
obtained by Consumers Union reported today,” a spokeswoman for the National 
Highway Traffic Safety Administration said in a statement. “It is our belief that ESC 
should prevent the kind of fishtail event described.” 
Source: http://money.cnn.com/2010/04/13/autos/consumer_reports_lexus_gx460/ 

11. April 13, Walla Walla Union-Bulletin – (Washington) Cause investigated of Monday 
fire at manufacturing company. Fire officials are still investigating the cause of a fire 
that damaged a Walla Walla, Washington manufacturing company, Monday. The fire at 
Reiff Manufacturing near the Walla Walla Airport caused close to $200,000 in damage 
to the structure and its contents, said the Walla Walla Fire District 4 Chief. About four 
employees were in the warehouse when the fire broke out about 9:30 a.m. The workers 
tried unsuccessfully to extinguish the fire using fire extinguishers, the chief said. 
District 4 crews were aided by the Walla Walla Fire Department. Reiff is a 
manufacturer of fiberglass products. Fire officials indicated that chemicals in the 
building likely causedthe fire to burn intensely initially, although most of the flames 
were put out by 10 a.m. Firefighters remained at Reiff through the afternoon checking 
for hot spots and conducting a general overhaul, the fire chief said. 
Source: http://union-bulletin.com/stories/2010/04/13/cause-investigated-of-monday-
fire-at-manufacturing-company 

[Return to top]  

Defense Industrial Base Sector 

http://union-bulletin.com/stories/2010/04/13/cause-investigated-of-monday-fire-at-manufacturing-company
http://union-bulletin.com/stories/2010/04/13/cause-investigated-of-monday-fire-at-manufacturing-company
http://money.cnn.com/2010/04/13/autos/consumer_reports_lexus_gx460/
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12. April 14, Associated Press – (National) Former B-2 engineer accused of spying for 
China. Federal prosecutors on Tuesday accused a former B-2 stealth bomber engineer 
of betraying the U.S. by selling military secrets to China, but his defense countered that 
the information he passed on was “obvious” and “well-known.” The man, 66, disclosed 
“vulnerabilities of our nation’s most important strategic assets” and helped design a 
stealth cruise missile for China that would evade infrared sensors and defeat U.S. heat-
seeking missiles, an assistant U.S. attorney told jurors during opening statements. The 
India-born naturalized U.S. citizen did so — and also marketed his services to 
Switzerland, Israel and Germany — in part because he desperately needed more money 
to pay the mortgage on his mansion-like home overlooking Maui’s North Shore, the 
prosecutor said. The engineer has pleaded not guilty to 17 counts, including conspiracy, 
violating the arms export control act and money laundering. He has been held in federal 
detention since his October 2005 arrest because a judge decided he was a flight risk. 
His defense attorney told jurors that the information his client passed to others wasn’t 
classified. He argued that the cruise-missile, exhaust-nozzle design that the engineer 
sold to China used obvious, well-known information. 
Source: 
http://www.militarytimes.com/news/2010/04/ap_airforce_espionage_china_041410/ 

13. April 12, U.S. Attorney’s Office - Southern District of Florida – (Florida) Two Miami-
based aircraft parts suppliers plead guilty in procurement fraud 
scheme. Authorities announced the April 7 guilty plea of two Davie, Florida 
defendants for their participation in a massive, procurement-fraud scheme designed to 
defraud the U.S. Air Force and Navy and the commercial-aviation sector. The owner 
and the director of military sales at the Airborne Group in Miami pled guilty to 
conspiracy to commit airplane-parts fraud. These convictions are part of Operation 
Wingspan, a two-year investigation into the manufacture and sale of counterfeit 
military and commercial airplane parts. Officials stated that Operation Wingspan has 
found losses of more than $5 million. The program has resulted in the seizure of more 
than $150,000 and the revocation by the Federal Aviation Authority of at least two, 
FAA Repair Station Certificates. The defendants were awarded contracts to supply the 
U.S. Air Force with various aircraft parts, including the KC-135 or E-3 military 
aircraft. The defendants contacted unauthorized local manufacturers, including Zerene 
Aerospace Industries in Miami, to manufacture the parts, in violation of the specific 
contract specifications. Also charged and convicted in connection with this conspiracy 
were the owner of Zerene Aerospace, and the owner and operator of CAS Honeycomb, 
an FAA-certificated Repair Station. 
Source: http://www.justice.gov/usao/fls/PressReleases/100412-02.html 

[Return to top]  

Banking and Finance Sector 

14. April 14, Nevada Appeal – (California; Nevada) Bank of the West ups bounty for 
serial robber. A $2,500 reward is being offered for information leading to the arrest of 
a serial bank robber, dubbed the “Fedora Bandit,” who has hit five Bank of the West 

http://www.militarytimes.com/news/2010/04/ap_airforce_espionage_china_041410/
http://www.justice.gov/usao/fls/PressReleases/100412-02.html
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branches, the last one on April 12 in Carson City, Nevada. The suspect is described as a 
white male 40 to 50 years old, with short gray or salt-and-pepper hair. He stands about 
5-foot-9 to 6-feet tall, with a slim build. In each of the robberies, surveillance cameras 
have captured the man wearing a fedora and what appears to be a fake beard and 
mustache. He has been linked to December and March robberies of the same Bank of 
the West branch in Grass Valley, California, and Nevada robberies February 18 in 
South Lake Tahoe and March 8 in Kings Beach. The man struck for the fifth time on 
April 12 when he entered the Carson City Bank of the West about 4 p.m. According to 
police, he flashed a gun at the clerk, grabbed a customer and held him at arm’s length, 
then made off with an undisclosed amount of cash. Fritsch Elementary School’s 
latchkey program locked down the building for a short time. 
Source: 
http://www.nevadaappeal.com/article/20100414/NEWS/100419852/1070&ParentProfil
e=1058 

15. April 14, Washington Post – (National) Smaller banks given federal extension to 
help preserve key accounts. Federal banking regulators voted April 13 to extend a 
guarantee program aimed at helping smaller banks overcome the fallout from the 
financial crisis while also moving to explore a proposal that could result in higher fees 
on large, risky banks. The five-member board of the Federal Deposit Insurance Corp. 
unanimously approved a six-month extension of the Transaction Account Guarantee 
Program, which offers unlimited deposit insurance for certain, business bank accounts. 
Instituted in October 2008, the program was scheduled to expire at the end of June. 
Board members and FDIC staff members said the extension was necessary to ensure 
that smaller banks could retain critical accounts — such as payroll accounts from 
municipalities and small businesses — rather than risk losing those to larger banks that 
might be perceived as more stable. They said allowing the program to expire could put 
additional pressure on community banks, which could subsequently place more strain 
on the FDIC’s deposit insurance fund. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/04/13/AR2010041303759.html 

16. April 14, NBC 4 New York – (New York) Scammers charge 50 cents now, big bucks 
later. There is a new scam out there that is part identity theft, part credit scam, and, so 
far, still a big mystery to law enforcement. Someone is using the name of the Long 
Island, New York business JHD Productions and charging people’s credit and debit 
cards. Most of the charges start extremely low, between 50 and 60 cents. One woman 
from Arizona stated that she ignored the initial charge, and three days later a charge of 
$5,000 appeared on her bill. The scam appears to be affecting people from across the 
country with JHD Productions always making the withdrawals. Suffolk county police 
said they are investigating the matter. 
Source: http://www.nbcnewyork.com/news/local-beat/Fifty-Cents-Credit-Scam-
90805459.html 

17. April 14, Help Net Security – (International) ‘Secure’ message from bank leads to 
phishing page. TrendLabs warns that Standard Chartered Bank clients are the targets 

http://www.washingtonpost.com/wp-dyn/content/article/2010/04/13/AR2010041303759.html
http://www.washingtonpost.com/wp-dyn/content/article/2010/04/13/AR2010041303759.html
http://www.nbcnewyork.com/news/local-beat/Fifty-Cents-Credit-Scam-90805459.html
http://www.nbcnewyork.com/news/local-beat/Fifty-Cents-Credit-Scam-90805459.html
http://www.nevadaappeal.com/article/20100414/NEWS/100419852/1070&ParentProfile=1058
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of the latest batch of phishing e-mails that have been hitting e-mail inboxes. The 
scammers rely on one key word to make users click on the malicious link — SECURE. 
They simulate a legitimate e-mail address in the “from” field, which is it something that 
many people do not think to check. If the user follows the link, she will be faced with a 
phishing log-in page. When accessing online banking account, users should never 
follow links from an e-mail. Instead, users should type the bank’s Web address directly 
into the browser address bar. 
Source: http://www.net-security.org/secworld.php?id=9137 

18. April 13, Springfield News-Leader – (Missouri) Suspicious backpack destroyed 
outside insurance office in Springfield. The Springfield (Missouri) Bomb squad 
destroyed a suspicious backpack early this morning found outside PJC Insurance on 
Norton Road. The assistant fire chief said the backpack was found in the middle of the 
parking lot before 7 a.m. It was leaking some type of acid that was eating through the 
asphalt of the lot. After evacuating personnel at the insurance firm and closing the 
south side of nearby Lowe’s, the bomb team dug a hole and destroyed the bag. “It was 
just a lot safer to get rid of it,” the assistant fire chief said. He said they do not know 
what was inside the bag, but it’s placement in the lot, away from the building and cars, 
seemed to indicate that it wasn’t meant to be explosive. 
Source: http://www.news-
leader.com/article/20100413/BREAKING01/100413031/1007/NEWS01/Suspicious+ba
ckpack+destroyed+outside+insurance+office+in+Springfield 

For another story, see item 32  
 
[Return to top]  

Transportation Sector 

19. April 13, Associated Press – (New York) Moscow attack highlights threat to NYC 
subways. Since the Sept. 11, 2001, attacks on New York City, officials at the nation’s 
largest police department insist that the city remains the nation’s No. 1 terror target, 
and have devoted extra resources to protecting Wall Street, the Empire State Building, 
Brooklyn Bridge and other high-profile potential targets. But perhaps the biggest worry 
- spurred by the recent bombing in Moscow and a foiled plot in New York in which a 
fourth arrest was revealed Monday - is the subway, a porous, 24-hour-a-day system 
with 468 stations and about 5 million riders per day. Authorities have employed bomb-
sniffing dogs, high-tech, explosive detection devices and security cameras to protect the 
sprawling subway system. The NYPD’s counterterrorism division has sought to defend 
the subway by studying mass transit attacks in Madrid, London, Mumbai (India) and, 
most recently, Moscow to learn about the latest terror tactics. Within hours of the 
Moscow suicide bombings, the department took the precaution of beefing up security at 
key transportation hubs throughout the city. “We look at how the devices were brought 
in,” said a counterterrorism coordinator for the NYPD’s transit bureau. “Was it liquid 
explosives? Remote detonation, with maybe a cell phone? A male suicide bomber? 
Female? ... Anything that would give us some intelligence so we can adjust.” One stark 

http://www.news-leader.com/article/20100413/BREAKING01/100413031/1007/NEWS01/Suspicious+backpack+destroyed+outside+insurance+office+in+Springfield
http://www.news-leader.com/article/20100413/BREAKING01/100413031/1007/NEWS01/Suspicious+backpack+destroyed+outside+insurance+office+in+Springfield
http://www.news-leader.com/article/20100413/BREAKING01/100413031/1007/NEWS01/Suspicious+backpack+destroyed+outside+insurance+office+in+Springfield
http://www.net-security.org/secworld.php?id=9137
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reminder of that challenge came in February with the guilty plea of a former, airport-
shuttle driver accused of plotting a suicide bomb attack on the city. The man told a 
judge his plan was “to conduct a martyrdom operation on the subway lines in 
Manhattan as soon as the material was ready.” 
Source: http://www.azcentral.com/news/articles/2010/04/13/20100413subway-
security0413.html 

For more stories, see items 44, 49, and 64  
 
[Return to top]  

Postal and Shipping Sector 

20. April 14, Associated Press – (California) Batteries blamed for blast at San Diego 
FedEx. San Diego authorities say a package explosion at a FedEx warehouse appears 
to have been sparked by batteries and was not intentional. The city fire spokesman says 
two lithium batteries in a box made contact and exploded shortly after 6 a.m. 
Wednesday at the building in the Miramar neighborhood. However, a FedEx Corp. 
spokesman says the batteries were nickel-cadmium. A police lieutenant says employees 
who were sorting packages were about 6 feet away from the cardboard box when it 
exploded. They reported a flash and a smell like gunpowder, but nobody was hurt. The 
building was evacuated until a police bomb squad determined the cause of the blast. 
The FedEx spokesman says the only damage was to the package, and FedEx is working 
to identify the shipper. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hp1X44kxm29_L0wLpbyEoZ
wOLpKQD9F2V0980 

21. April 13, WALA 10 Pensacola – (Florida) HAZMAT exercise simulates terror 
attack. First responders from NAS Pensacola (Florida) practiced handling a terrorist 
attack, Tuesday. Several teams worked together to make sure they were ready for 
anything. The scenario: A suspicious package was found at the post office. It was 
opened and white powder flew everywhere. “This is a chemical, biological, nuclear 
exercise.” said an official with NAS Pensacola. Hazmat crews did not know what they 
were dealing with, so they had to test for everything. Once they eliminated that it was 
an explosive or a chemical substance, they started testing to see if it was something like 
anthrax or H1N1. If anyone was within 100 yards of the building, they were in what 
was considered the hot zone. They had to be decontaminated, then be taken to either a 
hospital or medical personnel on the scene. “It brings together several agencies on base, 
security, fire, safety, and environmental. You don’t know when something like this 
may really happen.” said the NAS Pensacola spokesman. The goal is to sort out any 
problems during a practice scenario, rather than during a real emergency. 
Source: http://www.fox10tv.com/dpp/news/HAZMAT-exercise-simulates-terror-attack/ 

22. April 12, KNXV 15 Phoenix – (Arizona) FD: Powder found in package mailed to US 
Attorney’s office. Crews responded to a downtown Phoenix building after an unknown 

http://www.google.com/hostednews/ap/article/ALeqM5hp1X44kxm29_L0wLpbyEoZwOLpKQD9F2V0980
http://www.google.com/hostednews/ap/article/ALeqM5hp1X44kxm29_L0wLpbyEoZwOLpKQD9F2V0980
http://www.fox10tv.com/dpp/news/HAZMAT-exercise-simulates-terror-attack/
http://www.azcentral.com/news/articles/2010/04/13/20100413subway-security0413.html
http://www.azcentral.com/news/articles/2010/04/13/20100413subway-security0413.html
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powder was discovered in a package at the U.S. Attorney’s office on Monday morning. 
Fire officials said a small package was delivered and was placed through the X-ray 
machine on the twelfth floor of a building near Central and Washington. A 
spokesperson for the Phoenix Fire Department said a powder was seen inside the 
package, but the package was never opened so no one was exposed to it. He said the 
package was removed from the building for officials to examine it. There were no 
evacuations and no injuries. 
Source: http://www.abc15.com/content/news/phoenixmetro/central/story/FD-Powder-
found-in-package-mailed-to-US-Attorney/R6K7YNgokUOpbu3zgPsxJA.cspx 

[Return to top]  

Agriculture and Food Sector 

23. April 14, WNYT 13 Albany – (New York) Cows found dead in Copake. A family of 
dairy farmers in Columbia County in New York may face animal cruelty charges after 
members of a local humane society chapter found 11 dead cows. It appears a number of 
the cows starved to death. Both adults and newborn cows were found dead. “We do 
know that some calves died during birth,” said the president of the Columbia-Greene 
County Humane Society. Many of the 70 cows left at the farm in Copake look thin and 
frail. Residents called police saying they saw some carcasses on the pasture, the 
humane society president noted. He said the dead cows were buried on the farm. A 
woman working at the farm spoke briefly as she got in her tan car. She said this whole 
thing is a mistake and to speak to her vet. The family has owned the farm for over 50 
years, according to the humane society president. He said the family has been 
struggling financially. 
Source: http://wnyt.com/article/stories/S1511116.shtml?cat=300 

24. April 14, Modesto Bee – (California) WinCo cleared to package hamburger 
again. California and Stanislaus County officials have cleared WinCo Foods on Plaza 
Parkway to start grinding and packaging hamburger again. Announced Tuesday, the 
decision came after officials reviewed WinCo-commissioned, independent lab tests that 
showed meat on hand in the store was negative for E. coli. However, a U.S. 
Department of Agriculture investigation will continue. WinCo originally announced a 
voluntary recall of ground-beef products sold at the store April 3-9 after an independent 
survey of supermarket ground brief that found two samples of hamburger purchased 
from the store were tainted with E. coli bacteria. IEH Laboratories, a Seattle-based 
food-testing advised WinCo last Friday of the positive test results. The Seattle-based 
Marler Clark law firm, which handles food-poisoning litigation, is paying for the 
nationwide survey to gather information on E. coli contamination of ground beef. 
Although WinCo identified the supplier of the ground beef, government agencies did 
not disclose the name of the company, but said the meat came from a processing 
facility outside California. E. coli infection, which occurs from eating undercooked 
meat or unwashed vegetables, often causes abdominal cramps and diarrhea. Stanislaus 
County health officials said Tuesday they had no reports of E. coli illness from health 
care providers. Hospitals and medical offices are supposed to report the food-borne 

http://wnyt.com/article/stories/S1511116.shtml?cat=300
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illness to county public health officials. 
Source: http://www.mercedsunstar.com/2010/04/14/1385188/winco-cleared-to-
package-hamburger.html 

25. April 14, WRAL 5 Raleigh – (North Carolina) Inspectors check equipment at goat 
farm where rabies found. State agriculture inspectors visited a Rougemont, North 
Carolina goat farm Tuesday to check pasteurization equipment after a donkey on the 
farm died of rabies. The donkey at Elodie Farms died last week, and testing determined 
the animal had contracted rabies. One goat that was put down Saturday because of 
suspect behavior tested negative for the highly contagious virus, but four other goats 
that have scrapes remain under quarantine. “While we are not convinced that (the 
scrapes) indicate that they were scratched by the donkey or bitten by the donkey, we 
still want to be very cautious,” said a spokesman for the state Department of 
Agriculture & Consumer Services. The state public health veterinarian said officials 
would observe the rest of the herd, as well as two horses, for 15 days to ensure that the 
herd hasn’t been infected. The farm owner said he stopped selling goat cheese at the 
Durham Farmers Market Saturday after learning that a veterinarian had put down one 
of his goats as a precaution. He said he won’t produce any more goat cheese until state 
inspectors give him the go-ahead. “Pasteurized dairy products do not carry a risk of 
contamination from rabies,” the state agricultural department spokesman said, adding 
that inspectors want to be extra careful because of the unusual case of a rabid donkey in 
contact with a herd of goats. “This is somewhat of an unprecedented event for us,” he 
said. There is no reason to recall Elodie Farms’ goat cheese at this point, the 
agricultural department spokesman continued. 
Source: http://www.wral.com/news/local/story/7412783/ 

26. April 13, American Quarter Horse Association – (New Jersey) Six farms quarantined 
in equine herpes investigation. The New Jersey Department of Agriculture’s Division 
of Animal Health has announced the quarantines of five Monmouth County farms and 
one Gloucester County farm as the investigation continues into a possible Equine 
Herpes Virus outbreak. Two horses at Sweet Dreams Farm in Farmingdale were 
euthanized with clinical signs consistent with the neurological form of EHV-1, and 
another died with similar signs. Two of those horses had presumptive positive tests for 
the disease and confirmatory testing continues. While EHV-1 is not harmful to humans, 
the neuropathogenic form of the disease is often fatal to horses and is spread quickly 
from horse to horse. Included in the quarantine are Never Ends Farm, Riata Man Ranch 
and a third facility, all in Howell; one facility in Millstone; and another in Sewell. 
These locations were placed under quarantine due to high risk contact with Sweet 
Dreams Farm or having received a horse from Sweet Dreams. To date, no horses at 
those premises have shown signs of the virus. Investigations have concluded at 
Camelot Auction Co. in Middlesex County and Handy Acres Farm in Ocean County. 
These two facilities are not included in the quarantine. EHV-1 can cause respiratory 
problems, especially in young horses, and spontaneous abortions in pregnant mares. 
The neurologic form of the virus can reach high morbidity and mortality rates. The 
incubation period of EHV-1 clinically affected horses is typically two to 10 days, but 
infections may be spread for 21 days. The Division of Animal Health Laboratory can 

http://www.wral.com/news/local/story/7412783/
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test horses for EHV, either through a nasal swab or blood sample. Veterinarians should 
call (609) 984-2293 for further testing information. 
Source: 
http://www.aqha.com/news/2010PressReleases/041310newjerseyehvoutbreak.html 

For more stories, see items 29 and 68  
 
[Return to top]  

Water Sector 

27. April 14, Associated Press – (Florida) Judge warns EPA of contempt in Everglades 
case. A federal judge is threatening the Environmental Protection Agency with 
contempt, and is accusing the agency of ignoring Clean Water Act requirements in a 
case involving the Florida Everglades. A U.S. district judge wrote Wednesday that he 
was disappointed the EPA and the state of Florida have ignored an order to review 
water-pollution standards and deadlines for cleaning up the Everglades. The 
Miccosukee Indians, who live in the Everglades, and the Friends of the Everglades, 
sued the EPA in 2004. The lawsuit focused on phosphorous pollution that comes 
largely from fertilizer runoff and development. The chemical has driven out species and 
polluted water in the Everglades. The EPA did not immediately return a telephone 
message. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5iJFg0cHltYQL7aCtNg9za5iGF
aGQD9F2VKAO0 

28. April 14, BusinessGreen – (National) The consequences of ignoring water risks in 
the US. Failure to address water risks and other critical issues posed by aging or 
inadequate infrastructure could further impede the U.S. economy and America’s 
attempts to regain global competitiveness on a number of fronts, a new study warns. 
That is the conclusion of Infrastructure 2010: Investment Imperative, the fourth in an 
annual series of reports produced by the Urban Land Institute and Ernst & Young that 
examine infrastructure trends around the globe. Earlier reports focused on 
transportation, and the latest report updates previous findings with information showing 
that the U.S. continues to lag behind Asia and Europe in investments in transit systems. 
In addition this year, the report takes its first hard look at water issues. “Falling behind 
global competitors, the United States struggles to gain traction in planning and building 
the critical infrastructure investments that are necessary to ensure future, economic 
growth and support a rapidly expanding population,” the report stated. “Perhaps no 
other infrastructure category presents the United States with greater challenges than 
water.” One of the researchers said, “Bottom line, the U.S. is seriously threatening not 
only its quality of life now and for the future but also its very basic ability to compete 
economically with the rest of the world.” 
Source: http://www.businessgreen.com/business-green/news/2261317/consequences-
ignoring-water 

http://www.google.com/hostednews/ap/article/ALeqM5iJFg0cHltYQL7aCtNg9za5iGFaGQD9F2VKAO0
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29. April 14, Reading Eagle – (Pennsylvania) Supervisors told sewage plant in violation, 
approve order. Exeter Township (Pennsylvania) supervisors approved a cease-and-
desist order against Mehadrin Kosher Poultry at 1100 Lincoln Road for multiple 
wastewater and fire-code violations. The sewage plant superintendent said the poultry 
plant discharges double and triple its daily permitted 75,000 gallons of wastewater. 
And, he said, the chemical content of the discharge exceeds the treatment plant’s permit 
and could present a hazard to public health. Exeter Township’s deputy fire chief said 
poultry employees recently denied access to fire personnel after fire alarms went off 
and reset the alarms themselves. “That’s really unsafe because they burned two years 
ago,” he said. Exeter’s supervisor noted that the poultry plant is behind more than 
$100,000 in payments and fourth-quarter charges. The Exeter engineer indicated that 
Mehadrin Kosher wants to expand. 
Source: http://readingeagle.com/article.aspx?id=212606 

30. April 13, Los Angeles Times – (California) Lawn-watering rules contributed to L.A. 
main breaks, experts find. A panel of scientists said Tuesday that the high-volume, 
water main breaks that bedeviled Los Angeles last summer and fall were caused in part 
by the city’s restrictions on lawn watering. The findings could force city officials to 
revamp their strict, water-conservation policy. Implemented last June, restrictions 
limiting lawn-sprinkler use to Mondays and Thursdays have proved highly successful. 
In its report, Tuesday, the scientific panel indicated that in February, Los Angeles had 
its lowest recorded water use in 31 years. But the policy led to fluctuations in water 
pressure that strained the city’s aging network of cast-iron pipes to the bursting point, 
the long-awaited, report found. The study’s conclusions appear to put to rest other 
theories about the cause of the mystery, including increased seismic activity. According 
to the report, on days when watering was allowed, water pressure in the pipes dropped. 
On days when watering was not allowed, pressure increased and “accelerated the metal 
fatigue failures of aged and corroded cast-iron pipes.” The result was a series of major 
water main breaks that flooded streets and damaged property, starting weeks after 
restrictions took effect. From July through September 2009, the city recorded 101 
major breaks, compared to 42 in 2008 and 49 in 2007, the report said. 
Source: http://www.latimes.com/news/local/la-me-water-mains14-
2010apr14,0,7323987.story 

31. April 13, Minneapolis Finance and Commerce – (Minnesota) Minnesota communities 
to receive $12.3 million for water projects. Six Minnesota communities, including 
Minneapolis, have received a total of $11.7 million in low-interest loans, and another 
got a $600,000 grant from the state for water-related, infrastructure improvements. 
Officials on Tuesday said that the total of $12.3 million from the Public Facilities 
Authority (PFA) is helping Minneapolis, South St. Paul, St. Bonifacius, Lowry, New 
Hope, East Bethel, and Chisholm. Lowry is the community that’s getting the $600,000 
grant from the PFA, which oversees financial management of three, revolving-loan 
funds and other programs that help Minnesota communities build facilities for clean 
water (including wastewater, stormwater and drinking water), as well as other kinds of 
public infrastructure projects. The PFA’s three revolving funds are the Drinking Water 
Revolving Fund, the Clean Water Revolving Fund, and the Wastewater Infrastructure 

http://readingeagle.com/article.aspx?id=212606
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Fund. The authority is part of the Minnesota Department of Employment and Economic 
Development (DEED). Minneapolis got the biggest loan – $7.1 million at 1 percent 
interest over 12 years – to help pay for completing a project to upgrade an ultra-
filtration plant. The favorable rate means that Minneapolis will save $734,790 when 
compared with market-rate financing, according to DEED. Along with the $600,000 
grant from the PFA, Lowry also received a grant of $580,000 from the Small Cities 
Development Program, and a grant and loan of $2 million from the U.S. Department of 
Agriculture. Lowry will use all the money to pay for replacing the municipal 
wastewater collection system and building a wastewater treatment system. Lowry is in 
Pope County and has a population of 280. 
Source: http://www.finance-commerce.com/article.cfm/2010/04/14/123-million-going-
to-Minnesota-communities-for-water-projects 

For another story, see item 69  
 
[Return to top]  

Public Health and Healthcare Sector 

32. April 13, WRGB 6 Albany – (New York) St. Peter’s hospital worker accused of 
stealing patient information. An East Greenbush, New York man who worked as a 
medical records clerk at St. Peter’s Hospital is accused of stealing personal information 
from patient’s files to open credit card accounts, the Albany County, New York, 
sheriff’s office reported. The man allegedly stole Social Security Numbers and other 
personal information from patient’s records, then used the data to open credit-card 
accounts for making personal purchases online. He managed to make one purchase, but 
the item was sent to the residence of one of the identity-theft victims, the sheriff’s 
office said. He also used computers at the hospital in the fraud. He had been working at 
St. Peter’s for just under a year, according to the hospital. 
Source: http://www.cbs6albany.com/news/patient-1272871-personal-information.html 

33. April 13, New York Times – (National) Hospital infection problem persists. The 
nagging and largely solvable problem of hospital-acquired infections remains as 
resistant to cure as the germs that contribute to an estimated 100,000 deaths a year, 
according to an annual government study issued Tuesday. Despite a renewed focus on 
prevention and threats of governmental sanctions, hospitals continue to see increased 
rates of post-operative, bloodstream infections and catheter-associated urinary tract 
infections, the Agency for Healthcare Research and Quality reported. The rates 
increased by 8 percent for bloodstream infections and 4 percent for urinary tract 
infections over the previous year. There was no change in the incidence of bloodstream 
infections caused by the placement of catheters in central veins. The only positive news 
came from a 12-percent reduction in the rate of post-operative pneumonia.The report 
concluded that hospital-acquired infections merited “urgent attention.” 
Source: http://www.nytimes.com/2010/04/14/us/14infect.html 

http://www.cbs6albany.com/news/patient-1272871-personal-information.html
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34. April 13, Southwest Riverside News Network – (California) Murrieta medical facility 
fined $225,000 for safety violations. A Riverside County, California, hospital was 
fined $225,000 for allegedly failing to comply with regulations tied to patient safety 
and sending newborns home safely, a state agency reported. A spokesman for the 
hospital said that officials “adamantly dispute and disagree” with the state’s findings, 
and will appeal them at an administrative hearing. According to the California 
Department of Public Health, Rancho Springs Medical Center in Murrieta received 
three, administrative citations for violations that occurred in the summer of 2009. The 
hospital is operated by Southwest Healthcare System. It was fined $50,000 and $75,000 
for two separate incidents for failing to “follow its policies and procedures for ensuring 
the safe discharge of newborns,” according to the state agency. The department also 
fined the hospital $100,000 when it failed to “ensure the health and safety of a patient 
when the hospital did not follow its surgical policies and procedures,” officials said. 
The humidity level in the hospital’s operating rooms was below the safe range for 
surgeries, the CDPH alleged. According to the agency, the hospital has been penalized 
six times for various reasons. 
Source: http://www.swrnn.com/southwest-riverside/2010-04-13/news/murrieta-
medical-facility-cited-225000-in-regulation-fines 

[Return to top]  

Government Facilities Sector 

35. April 14, U.S. Government Accountability Office – (National) Federal Protective 
Service’s use of contract guards requires reassessment and more oversight. A 
report issued by the Government Accountability Office April 14 found several flaws 
with how the Federal Protective Service (FPS) manages its guard contractors. The 
findings from the report, GAO-10-614T, follow. FPS (Federal Protective Services) 
faces a number of challenges in managing its guard contractors that hamper its ability 
to protect federal facilities. FPS requires contractors to provide guards who have met 
training and certification requirements. FPS’s guard contract also states that a 
contractor who does not comply with the contract is subject to enforcement action. 
GAO reviewed the official contract files for the seven contractors who, as GAO 
testified in July 2009, had guards performing on contracts with expired certification and 
training requirements to determine what action, if any, FPS had taken against these 
contractors for contract noncompliance. These contractors had been awarded several 
multiyear contracts totaling $406 million to provide guards at federal facilities in 13 
states and Washington, D.C. FPS did not take any enforcement actions against these 
seven contractors for noncompliance. In fact, FPS exercised the option to extend their 
contracts. FPS also did not comply with its requirement that a performance evaluation 
of each contractor be completed annually and that these evaluations and other 
performance-related data be included in the contract file. FPS plans to provide 
additional training and hold staff responsible for completing these evaluations more 
accountable. FPS also faces challenges in ensuring that many of the 15,000 guards  
Source: http://www.gao.gov/products/GAO-10-614T 
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36. April 14, Chillicothe Gazette – (Ohio) Ohio EPA approves additional Piketon 
cleanup. The Ohio Environmental Protection Agency has approved a new component 
to clean-up efforts at the U.S. Department of Energy’s (DOE) former gaseous diffusion 
plant. On Tuesday, the state EPA said it has approved plans from the DOE that will 
allow proper cleanup and, in some cases, tearing down of buildings that were used to 
produce enriched uranium until 2001. Currently, the DOE is conducting cleanup of soil 
and water at the site under a 1989 agreement, but the new agreement allows it to begin 
decontamination and decommissioning work in the buildings on the site as well. DOE 
committed $303 million in cleanup funds for 2010, and an additional $118 million was 
awarded from the American Recovery and Reinvestment Act. A U.S. Senator’s office 
said the 2011 DOE budget sets $500 million aside for clean-up efforts. 
Source: http://www.chillicothegazette.com/article/20100414/NEWS01/4140306 

37. April 14, Savannah Morning News – (Georgia) Students arrested in bomb threat at 
Effingham County middle school. Three, 14-year-old Ebenezer Middle School 
students were arrested Tuesday afternoon after a bomb threat was made at the Georgia 
school earlier in the day. The Effingham County sheriff’s spokesman said one of the 
three students told a school official there was a bomb under a schoolbus. That student 
was charged with terroristic threats and disrupting a public school. The other two teens 
were charged with disrupting a public school. The bus was located in a secluded area 
behind the school. Explosive-detecting dogs from the Chatham County Sheriff’s Office 
were used to examine it and the school, the spokesman said. No explosive devices were 
found. The school was locked down for a few hours while the sheriff’s office 
investigated the threat. 
Source: http://savannahnow.com/news/2010-04-14/three-students-arrested-bomb-
threat-effingham-county-middle-school 

38. April 13, FederalTimes – (National) Guns, knives, fake bombs allowed into federal 
buildings, tests show. Federal Protective Service contract guards failed to detect guns, 
knives and other prohibited items brought into federal agencies more than half of the 
time during covert tests conducted last year by the agency, the Government 
Accountability Office reviewed in a new report. In addition, many FPS contractor 
guards stationed at federal buildings continue to lack proper training and certification 
requirements, a problem cited last year in a previous GAO report. The agency still has 
not taken disciplinary actions against companies who employ those guards for 
noncompliance. In fact, the agency extended contracts for the seven companies 
surveyed by GAO, even though none of them was in compliance with training and 
certification requirements, GAO said in its new report, obtained by Federal Times. The 
chairman of the Senate Homeland Security and Governmental Affairs Committee said 
the new report shows FPS continues to face widespread problems with its contractor 
workforce. “While it has taken some steps forward in recent months, the Federal 
Protective Service continues to be an agency in crisis,” he said. The newest GAO report 
follows on a series of eye-opening reports GAO issued in the past year detailing 
security lapses and other shortcomings by the contract guards. In July, for instance, 
GAO reported that its undercover investigators were able to smuggle bomb-making 
components into 10 high-security federal buildings. Since that July report, FPS has 
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conducted 53 covert tests in the same regions that the GAO visited. The guards 
identified guns, knives and fake bombs in 18 tests, but failed to identify the items in 35 
tests, GAO said in the new report. 
Source: http://www.federaltimes.com/article/20100413/FACILITIES02/4130306/1001 

39. April 13, NBC 4 New York – (National) Feds: Synagogue bomb suspect wanted to 
shoot President. The lead terror suspect in last year’s alleged plot to bomb synagogues 
in the Bronx (New York) claimed he wanted to shoot the former President “700 times” 
and repeatedly called the leader of Al Qaeda “my brother,” according to transcripts of 
FBI recordings filed in federal court Tuesday. The suspect was charged last May with 
recruiting three others to try to carry out attacks on Jewish temples in the Riverdale 
section of the Bronx as well as plotting to shoot down airplanes at Stewart Air base in 
Newburgh, N.Y. The four men have pleaded not guilty and defense lawyers have 
claimed the group was set up by an FBI informant. 
Source: http://www.nbcnewyork.com/news/local-beat/Feds-Synagogue-Bomb-Suspect-
Wanted-To-Shoot-President-700-Times-90770714.html 

40. April 13, WDRB 41 Lousville – (Indiana) Chemical-exposure incident kills 1 at IU 
dorm. Indiana University police said one person was found dead in an IU dormitory 
following a possible chemical release in a dorm room. A police captain said a male was 
found dead in a third-floor room in the 11-story, north tower of Willkie Residence 
Center about 2:20 p.m. Tuesday. No one else was injured and police evacuated the 
second, third and fourth floors. The police captain said the death is being investigated 
as a possible suicide, but it is unclear if the victim is a student because the body has not 
been identified. He said a note reading “Warning H2S” was found on the room’s closet 
door, and that H2S is the formula for hydrogen sulfide — a gas that can kill if just a 
few breaths are inhaled. 
Source: http://www.fox41.com/Global/story.asp?S=12305506 

41. April 13, Associated Press – (Oregon) Dangerous acid found; Ore. campus cancels 
classes. Authorities say an Oregon State Police bomb squad has removed a bottle 
containing an explosive chemical from the science building at George Fox University 
in Newberg. It is described as picric acid, a chemical that becomes volatile and 
dangerous when it dries out and crystallizes. A police official with the Newberg-
Dundee police said the chemical was discovered in a lab Tuesday morning, and the 
bomb squad removed it shortly before noon. The police official said several academic 
buildings and one residence hall were evacuated. The university canceled classes until 
5 p.m. 
Source: http://www.ktvz.com/Global/story.asp?S=12303975 

42. April 12, Nextgov – (National) NSA on the Flash-Media hunt. The National Security 
Agency has developed a software tool that detects thumb drives or other flash media 
connected to a network, and any federal agency can get a copy free — no box tops or 
coupons required. The NSA provided a brief tantalizing description of its USBDetect 
3.0 Computer Network Defense Tool in the unclassified part of its fiscal 2011 budget 
request. The software, the NSA said, provides “network administrators and system 
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security officials with an automated capability to detect the introduction of USB 
storage devices into their networks. This tool closes potential security vulnerabilities; a 
definite success story in the pursuit of the [Defense Department] and NSA protect 
information technology system strategic goals.” 
Source: http://whatsbrewin.nextgov.com/2010/04/nsa_on_the_flash-media_hunt.php 

43. April 12, U.S. Department of Homeland Security – (National) Secretary Napolitano 
announces enhancements to protect federal facilities. The DHS Secretary Monday 
announced two enhancements to federal facility security — initiatives that further 
strengthen the department’s ability to protect thousands of government buildings across 
the United States one week prior to the anniversary of the Oklahoma City bombing. 
The DHS-led Interagency Security Committee (ISC) released new standards 
establishing baseline physical security measures for all federal buildings and facilities 
— bolstering protection against terrorist attacks and other threats based on ongoing risk 
assessments. The standards announced include the Physical Security Criteria for 
Federal Facilities, which establishes comprehensive standards to address site, 
structural, interior and system security, as well as security operations and 
administration; and the Design-Basis Threat Report, designed to inform these 
customizable standards with current threat-based intelligence. The new standards will 
undergo a 24-month validation period of field testing and implementation by the 
federal security community. The ISC will publish final editions of the standards 
following this period. In addition, DHS’ Federal Protective Service Monday announced 
the next deployment phase for the new Risk Assessment and Management Program 
(RAMP) — a computer-based tool that enhances access for FPS Inspectors to 
information about security threats and risks associated with more than 9,000 facilities 
owned and leased by the General Services Administration. 
Source: http://www.dhs.gov/ynews/releases/pr_1271098574316.shtm 

For another story, see item 22  
 
[Return to top]  

Emergency Services Sector 

44. April 14, Philadelphia Inquirer – (New Jersey) Camden man arrested for shining 
laser pointer at helicopter. New Jersey Air National Guard helicopter pilots have 
helped Camden police with day and nighttime patrols for the last eight months or so on 
a “routine basis,” the police chief said Tuesday night. His comments came after 
Camden police announced that a 32-year-old man was arrested and charged with 
flashing a laser pointer at a National Guard helicopter patrolling with police last week, 
officials said. He was charged with interference with transportation, a Camden police 
spokeswoman said. The suspect was released with a summons. He allegedly pointed a 
green laser at the helicopter on April 8, temporarily blinding the pilot. Police on the 
ground located him at Alabama and Congress Roads, sitting inside a red, Dodge 
minivan. He allegedly told police he thought he was pointing the laser at a news 
helicopter. The pointer was found in the minivan’s glove compartment. 

http://www.dhs.gov/ynews/releases/pr_1271098574316.shtm
http://whatsbrewin.nextgov.com/2010/04/nsa_on_the_flash-media_hunt.php
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Source: 
http://www.philly.com/philly/business/technology/20100414_Camden_man_arrested_f
or_shining_laser_pointer_at_helicopter.html 

45. April 14, WLEX 18 Lexington – (Kentucky) A suspicious fire on police HQ 
roof. Lexington, Kentucky, firefighters quickly put out an odd fire at the Lexington 
Police Department headquarters late Tuesday afternoon. Officials said they discovered 
a pile of wood on the roof of the building burning. Investigators call the blaze 
suspicious. Firefighters said the fire didn’t threaten the building, but it did force them to 
evacuate police headquarters for about 20 minutes while they put out the blaze. Nobody 
was injured. Officials are continuing to investigate the incident. 
Source: http://www.lex18.com/news/a-suspicious-fire-on-police-hq-roof 

46. April 14, KUSA 9 Denver – (Colorado) Inmates riot, take control over portion of 
prison. Authorities said a group of inmates rioted overnight at a private correctional 
facility, overtaking a portion of the Hudson, Colorado, correctional facility, a privately-
run prison. Officials said no guards have been taken hostage, but a small number of 
inmates still remain in control of a portion of the facility. No fires have been reported, 
but authorities said the prisoners did trigger a sprinkler system. The facility holds up to 
1,250 inmates. All of the current inmates are from Alaska. It is run by Cornell 
Companies, Inc., which owns 68 facilities in 16 states. The Colorado Department of 
Corrections said it is sending three officers to assist in the situation. There was no 
immediate word on injuries.  
Source: 
http://www.9news.com/news/article.aspx?storyid=136793&provider=top&catid=188 

47. April 13, San Diego Union-Tribune – (California) Hemet to secure city buildings 
after attacks. Hemet, California, officials will fortify city buildings in response to a 
series of attacks on police officers in recent months. The city council voted Tuesday to 
start awarding contracts to “harden” parts of city hall and police department 
headquarters with surveillance equipment and plexiglass shields. The city manager says 
a $150,000 grant from the state and another $15,000 from the Riverside County 
supervisor would pay for creating buffers around public areas. The police captain said 
investigators believe the police facility could be the next target and immediate action is 
needed. In recent months, a series of booby traps have been directed at law 
enforcement in the area, including the redirection of a gas line to fill and potentially 
explode an antidrug task force office. 
Source: http://www.signonsandiego.com/news/2010/apr/13/hemet-to-secure-city-
buildings-after-attacks/ 

48. April 13, Associated Press – (Washington) Authorities: Man plotted to kill Wash. 
deputies. A 19-year-old man has been arrested on allegations that he was plotting to 
kill sheriff’s deputies in Washington state’s Snohomish County. Investigators said the 
man was planning an attack similar to the Thanksgiving-weekend assassination of four 
Lakewood police officers. The Herald newspaper of Everett reports that he had guns, 
ammunition, and bulletproof vests to carry out an assault when he was arrested Sunday 

http://www.lex18.com/news/a-suspicious-fire-on-police-hq-roof
http://www.9news.com/news/article.aspx?storyid=136793&provider=top&catid=188
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http://www.signonsandiego.com/news/2010/apr/13/hemet-to-secure-city-buildings-after-attacks/
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at a local motel. Everett police said a burglary suspect who went to the man’s motel 
room told them that he claimed to be looking for a driver who would help him kill 
deputies.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jxZlb5XbLtH8SToFwJ26w-
6ehO0gD9F2H64G1 

49. April 11, KOVR 13 Sacramento – (California) Coast Guard delays flight after smoke 
detected. A Coast Guard plane was kept from a mission the morning of April 11 after 
someone on the aircraft smelled smoke before takeoff, according to authorities. The 
Sacramento (California) Metro Fire Department stood by as the C-130 was evacuated 
at McClellan Airfield. All 11 Coast Guard members on board exited the aircraft safely. 
The Coast Guard inspected the airplane, found that it was fine, and placed it back in 
ready status. The plane was cleared for flight and flew a mission on April 12, according 
to a Coast Guard representative. 
Source: http://cbs13.com/local/coast.guard.emergency.2.1625919.html 

[Return to top]  

Information Technology Sector 

50. April 14, PC World – (International) Microsoft tries to avoid windows blue screen 
repeat. Microsoft took steps on April 13 to avoid repeating the debacle two months ago 
that left Windows XP users staring at the notorious “Blue Screen of Death” error 
message after they applied a patch. In February, a security update that fixed two flaws 
in the Windows kernel — the operating system’s most important component — 
wreaked havoc when it was applied by users, who almost immediately flooded 
Microsoft’s support forum with reports of crippled computers . As the number of 
reports grew, Microsoft first stopped automatically serving the MS10-015 update, then 
confirmed that a rootkit caused the crashes. Only PCs that had been previously infected 
with the Alureon rootkit were incapacitated, Microsoft’s investigation found. MS10-
021, one of the 11 updates issued on April 13 as part of Microsoft’s monthly Patch 
Tuesday cycle, also fixed flaws in the Windows kernel. But Microsoft is hoping that 
this month’s update will not trigger a repeat Blue Screen of Death episode. 
Source: 
http://www.pcworld.com/article/194205/microsoft_tries_to_avoid_windows_blue_scre
en_repeat.html 

51. April 14, IDG News Service – (International) Facebook beefs up site against 
hackers. Facebook is employing aggressive legal means in combination with technical 
measures in order to stop hackers from abusing its social-networking site, according to 
the chief security officer. The company is constantly under fire from hackers trying to 
spam its 400 million registered users, harvest their data, or run other scams. Facebook’s 
security team started off with just a few people, said the security officer, who began 
working at Facebook in 2005 after a stint as a computer forensic analyst for the U.S. 
Federal Bureau of Investigation. He gave a keynote presentation at the Black Hat 

http://cbs13.com/local/coast.guard.emergency.2.1625919.html
http://www.pcworld.com/article/194205/microsoft_tries_to_avoid_windows_blue_screen_repeat.html
http://www.pcworld.com/article/194205/microsoft_tries_to_avoid_windows_blue_screen_repeat.html
http://www.google.com/hostednews/ap/article/ALeqM5jxZlb5XbLtH8SToFwJ26w-6ehO0gD9F2H64G1
http://www.google.com/hostednews/ap/article/ALeqM5jxZlb5XbLtH8SToFwJ26w-6ehO0gD9F2H64G1


 - 21 - 

security conference on April 13. Now, as many as 10 percent of Facebook’s 1,200 
employees are involved in security-related functions for the site, he said. Its core 
security team consists of 20 people, a site-integrity team of around 15 people, and 200 
others who are part of a user-operations team that monitors illegal activity. 
Source: http://www.networkworld.com/news/2010/041410-facebook-beefs-up-site-
against.html 

52. April 14, CNET News – (International) Nearly 90 percent of firms show Zeus botnet 
activity. Most major U.S. corporations — up to 88 percent of the Fortune 500 
companies — may be affected by botnet activity from computers compromised by the 
Zeus, data-stealing, Trojan virus, according to an RSA study released on April 14. 
RSA’s FraudAction Anti-Trojan services analyzed data stolen by Zeus from infected 
computers in August and traced evidence back to IP addresses and e-mail addresses 
belonging to the corporations, said the manager of the Identity Protection and 
Verification Group at RSA, which is the security division of EMC. Among the stolen 
data found on the sites where infected computers drop the stolen data was compromised 
e-mail addresses from about 60 percent of the firms. Companies with fewer than 75,000 
employees appeared to have the highest ratio of botnet activity and compromised e-
mail addresses to employee counts, according to the report. 
Source: http://news.cnet.com/8301-27080_3-20002425-245.html 

53. April 13, The Register – (International) Microsoft, Adobe, Oracle unite with massive 
patch batch. It was an extreme version of Patch Tuesday as Microsoft, Adobe 
Systems, and Oracle released updates that fixed dozens of critical vulnerabilities in 
their wares. As part of Microsoft’s monthly patch regimen, the software giant issued 11 
updates that patched a total of 25 bugs. At least eight of the vulnerabilities are likely to 
be targeted by reliable exploits in the wild, Microsoft officials said. Adobe, meanwhile, 
fixed 15 security flaws in its Reader and Acrobat software for viewing PDF files. The 
software maker rated the update “critical,” meaning attackers can exploit the bugs to 
take control of end-users’ computers. Oracle released 47 updates of its own to patch 
security bugs in a variety of applications, including Database Server, Fusion 
Middleware, Collaboration Suite, E-Business Suite, and PeopleSoft Enterprise. 
Source: http://www.theregister.co.uk/2010/04/13/extreme_patch_tuesday/ 

54. April 13, DarkReading – (International) Next-Generation clickjacking attacks 
revealed. A researcher at Black Hat Europe will demonstrate a new, powerful breed of 
clickjacking attacks he devised that can bypass newly constructed defenses in browsers 
and Websites. The security consultant with Context Information Security in the U.K., 
also will release a browser-based point-and-shoot tool for clickjacking that simplifies 
these attacks on Web applications and provides researchers visual views of the links, 
buttons, fields, and data to be targeted by the clickjacking attack. Clickjacking occurs 
an attacker slips a malicious link invisibly on a Web page or under a button on the site. 
When the user clicks on the link or moves his mouse over it, he becomes infected. 
Facebook and Twitter both have suffered from clickjacking. To date, clickjacking alone 
has been considered a fairly, limited attack except when it is paired with cross-site 
scripting (XSS) and cross-site request forgery (CSRF) attacks. 

http://news.cnet.com/8301-27080_3-20002425-245.html
http://www.theregister.co.uk/2010/04/13/extreme_patch_tuesday/
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Source: http://www.darkreading.com/vulnerability_management/security/app-
security/showArticle.jhtml?articleID=224400129 

55. April 12, Congress Daily – (National) FBI warns about online census scams. The 
Internet Crime Complaint Center on April 12 warned Americans to be careful about 
potential Web and other scams related to the 2010 census. The center, a joint venture 
between the FBI and the National White Collar Crime Center, warned that census 
takers will not contact U.S. residents seeking census information via e-mail or seek 
donations. It also notes that census takers will not ask for personally identifiable 
information such as Social Security Number and bank account number. It advised 
computer users to not respond to e-mail or other solicitations. “Criminals often 
capitalize on legitimate campaigns to spread computer viruses through e-mails, text 
messages, ‘pop-ups,’ fraudulent Web sites, or infected legitimate Web sites,” according 
to an alert from the center. It added that viruses can be embedded in e-mail 
attachments, links, or even pictures and that anti-virus software may not detect all 
viruses especially those that are newly created. The center said U.S. residents should be 
wary of similar tactics being used on social networking sites as well. The alert also 
warned users to watch out for e-mail and other scams offering potential jobs with the 
Census Bureau. “The Census Bureau has a hiring process, which includes taking a test 
in person, not online,” the center added. 
Source: http://www.nextgov.com/nextgov/ng_20100412_5056.php?oref=topnews 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

56. April 13, Associated Press – (Maine) FairPoint blames fire for Maine Internet 
outages. Thousands of FairPoint Communications customers lost their Internet service 
for several hours, Tuesday, after Central Maine Power equipment overheated and 
damaged FairPoint’s high-speed data lines, officials said. FairPoint customer-service 
representatives received more than 100 calls indicating scattered Internet outages — 
but no phone service interruptions — across much of Maine, said a spokesman. The 
problem was caused by a fire on a utility pole directly outside the FairPoint’s state 
headquarters in Portland. Service was restored by early afternoon. The outage happened 
after a CMP piece of equipment overheated and melted before falling off a utility pole 
and onto FairPoint’s fiber-optic cables, the CMP spokesman said. FairPoint did not 
have a precise number of how many customers were left without Internet service during 
the outage. The company has tens of thousands of Internet access lines in Maine but 
does not release exact figures on a state-by-state basis, he said. 

http://www.nextgov.com/nextgov/ng_20100412_5056.php?oref=topnews
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Source: http://www.forbes.com/feeds/ap/2010/04/13/business-mobile-
telecommunications-financial-impact-us-fairpoint-outage-maine_7511428.html 

57. April 13, IntoMobile – (Washington) ATT network outage reported in 
Seattle. AT&T users in Seattle, Washington, experienced network outages on April 13. 
Some users were required to reboot their phone while others lost service entirely. The 
disruption was reportedly affecting voice calls. An AT&T spokesman confirmed that 
there were 3G voice issues in the morning, but that the issues were resolved by the 
afternoon. “We apologize for any inconvenience to our customers,” said AT&T. 
Source: http://www.intomobile.com/2010/04/13/att-network-outage-reported-in-
seattle.html 

58. April 13, IDG News Services – (International) European Union, France to consult on 
net neutrality. The European Commission will launch a public consultation on the 
issue of network neutrality this quarter, the commissioner for the digital agenda said on 
April 13. She intends to report back to the European Parliament before the end of the 
year on whether regulatory action on net neutrality is necessary. However, she set the 
bar for introducing new regulation high, stating it must be justified by the need to 
tackle specific problems. The debate over net neutrality is already under way, and not 
just in the U.S., where the question of whether the U.S. Federal Communications 
Commission can mandate it has already reached the courts. The recently created Body 
of European Regulators for Electronic Communications (BEREC), which brings 
together the national regulatory authorities of E.U. member states, has already set up a 
project team to work on net neutrality issues, the commissioner said. One of the most 
important factors for all concerned parties is what they mean by net neutrality. 
Source: 
http://www.computerworld.com/s/article/9175424/European_Union_France_to_consult
_on_net_neutrality 

[Return to top]  

Commercial Facilities Sector 

59. April 14, Springfield News-Leader – (Missouri) Bomb squad destroys suspicious 
backpack. The Springfield (Missouri) Fire Department bomb squad destroyed a 
suspicious backpack that was found outside an office building early Tuesday. The 
assistant fire chief said the backpack was found before 7 a.m. in the middle of a parking 
lot outside PJC Insurance at 1810 W. Norton Road. It was leaking some type of acid 
that was eating through the asphalt. After evacuating personnel at the insurance firm 
and closing the south side of a nearby Lowe’s store, the bomb team dug a hole and 
destroyed the bag. “It was just a lot safer to get rid of it,” the assistant chief said. He 
said firefighters don’t know what was in the bag, but its placement in the lot, away 
from the building and cars, seemed to indicate that it wasn’t meant to explode. The 
package may have been a mobile meth lab, but that can’t be determined because the 
evidence was destroyed, the assistant chief concluded. 

http://www.intomobile.com/2010/04/13/att-network-outage-reported-in-seattle.html
http://www.intomobile.com/2010/04/13/att-network-outage-reported-in-seattle.html
http://www.computerworld.com/s/article/9175424/European_Union_France_to_consult_on_net_neutrality
http://www.computerworld.com/s/article/9175424/European_Union_France_to_consult_on_net_neutrality
http://www.forbes.com/feeds/ap/2010/04/13/business-mobile-telecommunications-financial-impact-us-fairpoint-outage-maine_7511428.html
http://www.forbes.com/feeds/ap/2010/04/13/business-mobile-telecommunications-financial-impact-us-fairpoint-outage-maine_7511428.html


 - 24 - 

Source: http://www.news-leader.com/article/20100414/NEWS01/4140435/Bomb-
squad-destroys-suspicious-backpack 

60. April 14, Associated Press – (Alabama) Gadsden woman arrested after bringing gun 
to country club. Authorities have arrested a Gadsden, Alabama woman they say 
brought a handgun to a country club and used it to threaten people. An Etowah County 
investigator told The Gadsden Times that a 44-year-old woman was arrested and 
charged with two counts of making a terrorist threat and one count of domestic-
violence menacing. Authorities received a 911 call around 6 p.m. Friday saying an off-
duty state trooper needed help at the Gadsden Country Club. The trooper was able to 
subdue the woman and disarm her while club staff called for help. The Times reports 
that the woman had a disagreement with her husband earlier in the day and went to the 
club to find him. 
Source: http://www.whnt.com/news/sns-ap-al--countryclubarrest,0,2577986.story 

61. April 14, Agence France-Presse – (International) Islamic militant attacks leave 15 
dead in Philippines. Al Qaeda-linked militants in police uniforms set off bombs and 
fired at civilians on a strife-torn Philippine island Tuesday in violence that left 15 
people dead, officials said. The gunmen detonated two home-made bombs near a 
church and a school sports grandstand in Isabela city on Basilan island, in the latest 
show of force by the Abu Sayyaf network, which is blamed for the nation’s worst 
terrorist attacks. “I think (the attack) is meant to create havoc.... Definitely it falls under 
terrorism,” the head of the Philippine Marines told reporters in Manila. Isabela’s mayor 
told reporters that 15 people were confirmed dead, including five militants who were 
apparently killed by one of their own bomb blasts. Six civilians were also killed in the 
explosions, while three soldiers and a policeman were killed in gun battles with the 
militants, the Marine leader said. At least 25 militants wearing police uniforms were 
involved in the attacks, according to the region’s military chief. However he said the 
Abu Sayyaf’s main goal may have actually been to kidnap a high-profile person in 
Isabela, and that the explosions could have been intended as a diversion. “It looks like 
they were planning to kidnap someone but they did not expect our troops to react 
immediately,” the military chief said, adding he did not know the target of the 
suspected abduction plot. The militants sprayed bullets at terrified civilians scrambling 
for safety, and engaged in a gun battle with security forces on the outskirts of Isabela 
that lasted for at least three hours, according to military chiefs. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5gntsuwZXYtcUV8WPVp-
2WdVnWY_w 

62. April 13, San Diego Union-Tribune – (International) Beach closed in IB due to 
contaminated runoff. Beaches from the U.S.-Mexico border to the north end of 
Imperial Beach in San Diego are closed because of sewage-contaminated runoff from 
the Tijuana Estuary, officials with the county Department of Environmental Health 
said. The closure went into effect Monday. Warning signs were posted along the 
shoreline and will stay up until tests show the water is safe for recreational use. 
Officials said measurements indicate there are northward moving ocean currents hear 
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the mouth of the Tijuana Estuary. In addition, the county has issued a general advisory 
for all beaches in the county through Thursday. Beach users are advised to avoid 
contact with ocean and bay waters for three days after it rains in the region because of 
the potential for elevated bacteria levels in urban runoff. 
Source: http://www.signonsandiego.com/news/2010/apr/13/beach-closed-ib-due-
contaminated-runoff/ 

63. April 13, National Defense Magazine – (National) DHS program develops mass 
evacuation simulation for stadiums. Sports venues are supposed to be prepared for 
emergencies — such as a bombing or a lone shooter — that could require a quick 
evacuation of more than 70,000 fans. But venue managers “are not training their 
staffers as well as we would like,” said the director of the National Center for Spectator 
Sports Safety and Security (NCSSSS). “They’re not doing training exercises,” he said, 
noting that it’s costly to conduct live drills for events of this magnitude. The NCSSSS 
director is one of the leading researchers in a project that seeks to fill these training 
deficiencies. The Department of Homeland Security’s science and technology 
directorate partnered with the University of Southern Mississippi and several other 
organizations to create a computer program called SportEvac that uses human avatars 
to simulate the behaviors of panicking crowds in sports stadiums. “Our goal was to try 
to find ways to reach security planners and give them a tool suite they can use for 
practicing these scenarios,” said the NCSSSS director. The program can be customized 
to fit the specifications of individual stadiums. It uses algorithms to predict the 
behaviors of large groups, and it factors in variables such as irrational, drunken fans 
and wheelchair-bound spectators. Managers can determine how long an evacuation 
would take, how many people would crowd each exit and where signs could be placed 
to improve efficiency. The underlying concepts can be applied to evacuation 
simulations for shopping malls, concert halls and other crowded events, the NCSSS 
director said. “This is just the beginning of the capabilities,” he added. “I hope that this 
modeling is carried over to other areas of critical infrastructure as a gift from the sports 
world.” In March, developers began testing the software by applying its models to 
actual stadiums. They’re also looking into options for commercializing the software, 
which they hope to get into the hands of as many stadium managers as possible. DHS 
spent $1.3 million on the project. 
Source: 
http://www.nationaldefensemagazine.org/archive/2010/May/Pages/MassEvacuationSi
mulationforStadiums.aspx 

[Return to top]  

National Monuments and Icons Sector 

64. April 14, Moorestown Sun – (New Jersey) Centerton Bridge closes for 
repairs. Moorestown, New Jersey motorists who travel to Mount Laurel, Willingboro 
or Westampton via Centerton Bridge will need to access a different route until early 
May. On March 26, Burlington County officials closed the historic bridge in order to 
perform necessary repairs to its decking. At that time, officials decided to close the 
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bridge for a longer period of time in order to perform repairs that had been scheduled to 
begin in April. Repairs being performed by the county highway department bridge 
section include extensive metal work—including replacing the metal deck that supports 
the asphalt over the bridge, repairs to the guardrail, repairs to some of the bridge’s 
structure, repairs to the bridge’s opening mechanism as well as replacement of a section 
of the concrete decking over the mechanism, county officials said. County officials said 
the bridge would be closed for repairs until at least May 7. Traffic that normally 
accesses the bridge along Centerton Road is being detoured to Creek Road, Route 295 
and Beverly-Rancocas Road. Throughout the scheduled repairs, the bridge will remain 
open to local traffic only on both sides of the bridge. The center swing span bridge, 
which stands over the northern branch of the Rancocas Creek, was constructed in 1903 
by the NJ Bridge Co. of Manasquan. The bridge is manually operated and it is included 
in the National Register of Historic Places. 
Source: http://moorestown.elauwitmedia.com/2010/04/14/centerton-bridge-closes-for-
repairs/ 

65. April 13, Hawaii247.org – (Hawaii) Two charged with three felony counts in 
marijuana cultivation case. On April 8 a Grand Jury in Honolulu indicted two men on 
three felony charges stemming from a marijuana cultivation case within Hawai’i 
Volcanoes National Park. Arrest warrants were subsequently issued, and on April 11 
both were arrested in Hilo by National Park Service Rangers and Special Agents. The 
two Pahoa men will be arraigned in United States District Court in Honolulu, charged 
with conspiring to cultivate/distribute marijuana, possession/cultivation of marijuana, 
and intent to distribute marijuana.The case stems from an incident in December 2009, 
when national park rangers apprehended the two as they attempted to plant 47 
marijuana plants in the forest along the Mauna Loa Road. The men were released, 
however an investigation into the incident continued and the case was later presented to 
the United States Attorney’s Office leading to their indictment and arrest. The Mauna 
Loa Road is frequently used by local residents and island visitors. The area where 
rangers apprehended the men is designated by the park as a Special Ecological Area 
and is managed to protect and restore Hawaii’s native plants and animals. “Part of the 
National Park Service mission is to preserve native ecosystems for this and future 
generations,” said the chief ranger. “With the assistance of United States Attorney’s 
Office we will continue to aggressively investigate, arrest, and prosecute individuals 
who attempt to use public lands as a place to grow marijuana.” 
Source: http://www.hawaii247.org/2010/04/13/two-charged-with-three-felony-counts-
in-marijuana-cultivation-case/ 

For another story, see item 27  
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Dams Sector 

66. April 14, Berkshire Eagle – (Massachusetts) Owner ordered to act on dam. A judge 
has ordered the owner of a Pittsfield, Massachusetts, dam to foot the bill for an 
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immediate inspection of the deteriorating structure, whose failure could lead to loss of 
life and property damage downstream, according to state officials. Citing public-safety 
risks at the Bel Air Dam, a Berkshire superior court judge on Tuesday ordered the dam 
owner to comply with a series of emergency requests by the Massachusetts attorney 
general, who is suing the dam owner on behalf of the state Department of Recreation 
and Conservation (DCR). DCR has identified the deteriorating dam, located off 
Wahconah Street in the west branch of the Housatonic River, as one of the worst in the 
state. According to the lawsuit, which was filed April 1 in Berkshire Superior Court, 
the owner has repeatedly failed to address ongoing safety issues at the hazardous dam. 
The complaint aims to compel the Holmes Road resident to repair or dismantle the dam 
and seeks potential civil penalties and reimbursement of the more than $60,000 the 
state has so far spent on repair costs. According to state estimates, it would take 
$400,000 to $1 million to adequately address all safety issues. 
Source: http://www.berkshireeagle.com/ci_14878994 

67. April 14, International Herald Tribune – (International) Strong quake kills hundreds 
in western China. A powerful earthquake in western China killed at least 400 people, 
injured 10,000 and left many others buried under debris on Wednesday, Chinese state 
media reported. The quake, which struck at 7:49 a.m. in Qinghai Province, bordering 
Tibet, had a magnitude of 7.1, according to China’s earthquake agency. Workers were 
rushing to release water from a reservoir after cracks were discovered in a dam, 
according to the China Earthquake Administration. The China Earthquake Networks 
Administration said the quake struck in Yushu County, a remote and mountainous area 
sparsely populated by farmers and herdsmen. 
Source: http://www.nytimes.com/2010/04/15/world/asia/15quake.html 

68. April 14, KIRO 7 Seattle – (Washington) Manure spills into Snohomish fields after 
lagoon breach. An unknown amount of manure was released into farm fields in 
Snohomish after a 21-million gallon dairy waste lagoon failed, said the Washington 
State Department of Agriculture. Officials said the breach was more than 30-feet wide 
and drained the lagoon of all its contents above ground level. The manure has filtered 
through the fields, reaching French Slough and the Snohomish River, but the state 
Department of Health said it is not affecting public drinking water. The Snohomish 
Health District is urging the public to avoid contact with the Snohomish River. The 
waste is from Bartelheimer Brothers dairy, which milks 750 dairy cows. Officials said 
the farm is trying to stop further pollution and is putting the remaining spilled manure 
on area fields. “We’re doing everything we can to respond to this lagoon failure,” said 
one of the dairy’s operators. “The farm has additional manure storage capacity, which 
we will rely on during this immediate response period. Our goal is prevent further 
manure run-off into French Slough.” Cow manure is likely to contain E. coli bacteria, 
which can cause people to become ill. The Washington Department of Fish and 
Wildlife is assessing impacts on fish populations, although fishing is not currently open 
in the Snohomish River. The Department of Agriculture said the dike is 15-feet tall and 
the lagoon bottom is 5 feet below ground level. The basin is 580 feet in diameter. An 
investigation has begun to determine the cause of the lagoon failure. 
Source: http://www.kirotv.com/news/23142694/detail.html 
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69. April 13, San Bernardino County Sun – (California) Construction to begin on 
Yucaipa water facility. The city of Yucaipa, California, will lead a multi-agency 
project for a flood-control facility designed to recharge a regional groundwater basin 
within the city limits. The $7 million project will be built along Wildwood Creek, just 
south of the intersection of Wildwood Canyon Road and Holmes Street. It could 
capture between 400 and 600 acre-feet of water per year that would recharge the 
Yucaipa groundwater basin. The dual-use project is designed to retain as much water as 
possible for groundwater recharge purposes, instead of a flood-control facility that 
would force the flow of stormwater out of the area to avoid flooding, said Yucaipa’s 
director of public works. He said dual-use, flood control-groundwater recharge projects 
are the most cost-effective way of addressing the region’s flood control and 
groundwater recharge needs. Creeks all over the county could all soon funnel water to 
the facility to be conserved, said the general manager of San Bernardino Valley 
Municipal Water District. Crews will break ground on the project later this month. 
Construction is slated for completion in early 2011. 
Source: http://www.sbsun.com/news/ci_14878393 
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