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neighborhood near James Madison University’s campus in Harrisonburg, Virginia. 
Property was destroyed, three dozen people were injured, and at lest 17 people were 
arrested. (See item 36) 

 The Federal Times reports that federal agencies remain vulnerable to cyber attacks and 
security breaches because they have failed to take required steps to secure Internet 
connections and computer systems, the Government Accountability Office said in two 
reports issued on April 12. (See item 48) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 13, Hattiesburg American – (Mississippi) Bill pushes storage tank 
provisions. In the wake of a horrific oil tank explosion that killed two teens in south 
Forrest County, Mississippi, last October, a state senator has introduced legislation 
requiring fencing and signage posted on and around oil and gas storage tanks. The 

The Washington Post reports that a riot of roughly 8000 people broke out in a 
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senator said the motivation for the bill stems from the deaths of the teens, who were 
killed after an oil well near one’s home exploded on October 31.  
Source: http://www.hattiesburgamerican.com/article/20100413/NEWS01/4130338 

2. April 12, Associated Press – (Washington) Work cut at Wash. refinery where blast 
killed 5. Tesoro Corp. has announced plans to temporarily cut work at its Anacortes 
refinery, where a recent explosion and fire killed five workers. The refinery has been in 
partial operation since the April 2 blast. In a Monday news release, the company said 
that it would shut down its crude processing later this month until investigations are 
complete and repairs are made. The company said it cannot predict how long the 
shutdown will last, but noted that all employees would continue to be paid and receive 
benefits. In the meantime, Tesoro officials said they would meet demand by shipping 
fuel from its other refineries and, if necessary, buying it from other companies. Two 
other workers were severely burned in the explosion. 
Source: http://www.tri-cityherald.com/2010/04/12/973901/work-cut-at-wash-refinery-
where.html 

3. April 12, Reuters – (Louisiana) Heavy Louisiana sweet crude leaking at 
pipeline. Heavy Louisiana sweet crude was identified as the oil that leaked from a 
Louisiana pipeline near the mouth of the Mississippi River last week, a spill still 
undergoing cleanup, a spokesman said Monday. Pipeline operator Chevron Pipe Line 
Co has not detailed operational impacts, but the leak occurred about 10 miles southeast 
of Venice, Louisiana, and experts said alternate pipeline routes likely were available to 
carry the oil. Wildlife impact is “minimal” from the spill of 18,000 gallons of oil into 
Delta National Wildlife Refuge, said a news release issued jointly by the state of 
Louisiana, the U.S. Coast Guard and Chevron. 
Source: http://www.reuters.com/article/idUSN1257676720100412?type=marketsNews 

4. April 12, Reuters – (Alaska) One-gallon spill halts Pioneer Alaska oil output. A one-
gallon oil leak blamed on a corroded pipeline operated by ConocoPhilips has forced 
Pioneer Natural Resources Co to suspend production at its nearby Oooguruk field on 
Alaska’s North Slope, state and company officials said Monday. Production at 
Oooguruk, which normally is 14,000 to 15,000 barrels per day, was shut down last 
week after ConocoPhillips discovered the leak, a Pioneer spokesman said. 
ConocoPhillips expected to have the line fixed by the end of the day Monday, a 
spokeswoman said. The leak, blamed on external corrosion, was in a flow line that 
carries oil from drill sites to a processing center at the ConocoPhillips-operated 
Kuparuk oil field, the second-largest oil field in the United States. In addition to 
carrying product pumped from Kuparuk wells, the line connects Oooguruk to the 
Kuparuk-processing facility, where oil is separated from natural gas and water. Pioneer 
was informed by ConocoPhillips that the line would be taken out of service for repairs, 
necessitating the temporary production shutdown. 
Source: http://www.reuters.com/article/idUSN1221574120100413?type=marketsNews 
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Chemical Industry Sector 

5. April 13, WWL 870 New Orleans – (Louisiana) Chemical leak in St. Charles 
Parish. Officials in St. Charles Parish, New Orleans reported a chemical leak at a 
facility in Norco. The event caused evacuation of some homes, closed two schools and 
shut down roads. “We got a call this morning from Dow Chemical who actually has a 
unit within the Shell facility on the eastbank of our parish,” the emergency operation 
director for St. Charles Parish told WWL First News. “They said they had a unit that 
had a malfunction, he said.” What we are dealing with is a pool of the product within 
that unit. What will happen is that as it comes into contact with humidity, it will release 
a cloud of hydrogen chloride.” The chemical that leaked is titanium tetrachloride, the 
emergency director said. He said homes just north of the Shell Norco facility east of 
Spruce Street and south of 5th Street were evacuated out of an abundance of caution. 
The winds are now blowing any chemical cloud over the spillway and away from 
homes, the emergency director added. If anyone smells a chemical odor they should 
call 911. Two schools were in the evacuation zone, including Norco Elementary School 
and Sacred Heart. 
Source: http://www.wwl.com/Chemical-leak-in-St--Charles-Parish/6792427 

6. April 13, St. Petersburg Times – (Florida) Vehicle with flammable liquids crashes on 
I-275 in St. Petersburg. All lanes of Interstate 275 in St. Petersburg, Florida are back 
open after being closed for several hours following a Tuesday-morning crash of a van 
carrying flammable materials near the Fifth Avenue N. exit. The van contained three 
tanks of acetylene, three oxygen tanks, one nitrogen tank and one freon tank, according 
to a St. Petersburg Fire Rescue spokesman. Officials said the problem started when the 
Chevy van crashed, rolled over three times and then became stuck on a guard rail on 
the median. A tank leaked, so officials diverted southbound traffic between the 22nd 
Avenue N and Fifth Avenue N exits and routed drivers through the 22nd Avenue N and 
38th Avenue N exits. Northbound traffic also was closed for a time, but all lanes were 
reopened by 10:25 a.m. while southbound traffic was blocked. Those lanes reopened 
about 11 a.m. The van’s driver was taken to Edward White Hospital with neck and 
back pain. 
Source: http://www.tampabay.com/news/publicsafety/accidents/article1087055.ece 

7. April 12, KOLD 13 Tucson – (Arizona) Chemical spill in Oro Valley. Oracle Road is 
back open again after a hazardous materials spill near Rancho Vistoso, Arizona. Oro 
Valley Police said the problem started when tanks shifted on a truck carrying pool 
chemicals similar to bleach, opening a valve. Firefighters from Golder Ranch Fire 
District helped with the cleanup efforts all afternoon. No injuries were reported, but 
traffic was tied up during rush hour as police diverted motorists off Oracle around the 
accident scene. Firefighters said the bleach is not a threat to anybody. 
Source: http://www.kold.com/Global/story.asp?S=12297773 

For another story, see item 28  
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Nuclear Reactors, Materials and Waste Sector 

8. April 13, WCAX 3 Burlington – (Vermont) Vt. Yankee decommissioning faces House 
vote. A bill on financing the decommissioning of Vermont Yankee will come to a vote 
in the state house of representatives during the week of April 12-16. The governor has 
vetoed two similar bills but this one does not call for decommissioning to be fully 
funded by Yankee’s scheduled shutdown date in 2012. The new bill requires Entergy to 
add $10 million to that fund next year and $10 million in another six years. The firm 
would also have to pay to manage all the nuclear waste on site and turn the Vernon site 
into a green field within 10 years. The bill is expected to pass. It will then go to the 
Senate, where it is also expected to pass. 
Source: http://www.wcax.com/Global/story.asp?S=12300530 

9. April 12, San Diego North County Times – (California) SAN ONOFRE: Edison 
finishes massive upgrade at nuke plant. Six months, two weeks and one day after it 
was shut down for a major upgrade, the Unit 2 reactor at the San Onofre Nuclear 
Generating Station in California returned to service at 7:17 p.m. Sunday, according to a 
plant spokesman. The reactor was taken out of service shortly after midnight on 
September 27 to have its steam generators replaced, an operation that required cutting a 
large, octagonal hole in the side of the northernmost, concrete-containment dome at the 
seaside plant located 18 miles north of Oceanside. Southern California Edison, the 
plant’s majority owner and operator, plans to replace the generators inside its second 
“Unit 3” reactor in the fall of 2010. 
Source: http://www.nctimes.com/news/local/sdcounty/article_f7ca64ec-268f-56a4-
ba14-313c210889ae.html 

10. April 12, Las Vegas Sun – (Nevada; National) Yucca Mountain nuclear dump locked 
in court battle. Although, the U.S. President has told his Department of Energy (DOE) 
to stop developing the high-level nuclear dump at Yucca Mountain in Nevada, the 
resolution of the matter may not be that simple. A legal battle has developed with three 
locations filing suit to stop the withdrawal, arguing that DOE is not empowered to close 
down the proposed dump. The State of Nevada and DOE have joined to ask the U.S. 
Court of Appeals in Washington, D.C., to withhold any rulings on the suits until the 
administrative issues are settled before the Atomic Safety and Licensing Board and the 
U.S. Nuclear Regulatory Commission. Nevada, represented by three private attorneys, 
filed a motion in federal court Monday asking it to deny motions to speed up 
consideration of whether the proposed dump can be shut down before it accepts any 
high-level nuclear waste. Nuclear power plants in Aiken County, South Carolina, and 
Hanford, Washington, and the State of South Carolina have filed suit, asking the 
federal appeals court to speed up consideration of their claims and hold oral arguments 
in June. 
Source: http://www.lasvegassun.com/news/2010/apr/12/yucca-mountain-nuclear-
dump-locked-court-battle/ 
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Critical Manufacturing Sector 

11. April 13, GoErie.com – (Pennsylvania) OSHA investigating chemical spill at North 
East Plant. The federal Occupational Safety and Health Administration returned 
Monday to Electric Materials Co. in North East, Pennsylvania as the agency continued 
an investigation into a chemical spill last week that critically injured one employee. 
That employee, whose name has not been released, has been upgraded from serious to 
fair condition at Hamot Medical Center, a hospital spokeswoman said. The patient is 
now in a regular room. OSHA has not reached any conclusions yet on what happened 
at the manufacturing plant, said the agency’s assistant area director. 
Source: http://www.goerie.com/apps/pbcs.dll/article?AID=2010304129906 

12. April 12, Associated Press – (Pennsylvania) 2 hurt in fire at Pa. pipe manufacturing 
plant. Authorities in eastern Pennsylvania say two people were injured, one seriously, 
in a fire at a pipe-manufacturing plant. The fire erupted after a furnace burst around 
8:30 a.m. Monday, at Victaulic Co. in Lower Macungie Township, just outside 
Allentown. The state police fire marshal’s office said Monday night that one person 
was in serious condition and another is listed as stable. Officials earlier said a third 
person was taken to the hospital for observation. A Victaulic spokesman said 59 people 
were in the building when it was evacuated. 
Source: http://www.phillyburbs.com/news/news_details/article/92/2010/april/12/2-hurt-
in-fire-at-pa-pipe-manufacturing-plant.html 

[Return to top]  

Defense Industrial Base Sector 

13. April 13, Naval Open Source Intelligence – (Maryland) First P-8A Poseidon arrives 
at Pax River. The first P-8A-Poseidon aircraft landed at Naval Air Station in Patuxent 
River, Maryland, on Monday. This is the latest milestone for the aircraft that will 
replace the P-3 Orion as the fleet’s primary patrol and reconnaissance plane. The 
Poseidon came from the Boeing’s Seattle-area facilities, where it began flight testing 
about six months ago. The Navy’s first P-8A squadron is scheduled to be operational 
by 2013. 
Source: http://nosint.blogspot.com/2010/04/first-p-8a-poseidon-arrives-at-
pax.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspo
t/fqzx+(Naval+Open+Source+INTelligence) 

[Return to top]  

Banking and Finance Sector 

14. April 12, Seattle Times – (California) Ex-employees turn to cyber crime after 
layoffs. When a slumping economy and historically high unemployment rates dropped 
the ax on the country’s workforce and left the survivors wondering if — or when — 
they’d be next, law enforcers and security experts braced themselves for what they 
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considered would be an almost inevitable rise in data breaches and high-tech crimes. 
Based on new data, it appears they may have been right. National unemployment rates 
peaked in October at 10.1 percent and remained at 9.7 percent during the first two 
months of the year. Local law enforcement officials said the inability to find gainful 
employment has been a recurrent motivation behind new cases of identity theft and 
software piracy that drop on their desks almost daily. In one recent case under 
investigation, a detective sergeant said, an unemployed San Mateo, California woman 
in her 20s was detained with a large number of re-encoded credit cards in her 
possession. She said she was using them to buy food. And a Fremont, California man 
who had been recently laid off was arrested in February for selling pirated copies of a 
$2,500 Adobe design program for $150 on Craigslist. According to cybersecurity 
researchers, corporations across all industries have been dealing with a steadily 
growing number of internal data breaches since the financial meltdown. 
Source: 
http://seattletimes.nwsource.com/html/nationworld/2011588615_cybercrime14.html 

15. April 12, Gaithersburg Gazette – (Maryland) Mortgage broker charged in $2.8M 
fraud. A Bethesda, Maryland man is due in federal district court on Friday to answer 
charges that he ripped off lenders, his own relatives and others for more than $2.8 
million in a mortgage-fraud scheme. The 41-year-old suspect faces up to two decades 
in prison if convicted, according to a statement from federal prosecutors. He has been 
indicted on charges of mail fraud, aggravated identity theft and bankruptcy fraud, in 
connection with the scheme, according to court records. The suspect, who was the 
resident agent for First Investment Choice Corp. of Bethesda, was a mortgage 
originator and/or broker with a company that operated in Laurel. The indictment alleges 
that from April 2006 through last August, the suspect, with the assistance of an 
appraiser and others, ran a scam through a series of bogus, real-estate transactions. The 
indictment further alleges that five of the properties went into foreclosure after the 
suspect failed to make the promised loan payments. He received loans worth 
$2,829,971 as a result of the scheme. 
Source: http://www.gazette.net/stories/04122010/businew175825_32569.php 

16. April 12, Tacoma News (Washington) – (Montana) Brokerage fined $375,000 in data-
breach case; alleged hackers arrested and extradited from Eastern 
Europe. Anyone with a brokerage account with D.A. Davidson is likely to already 
have heard about the breach in security and what the company has done to secure a 
remedy. As a penalty, the Financial Industry Regulatory Authority announced this 
morning that it has fined the Montana-based financial services firm $375,000 for failing 
to protect confidential, client information. The company’s computer data were invaded, 
and confidential information downloaded, in 2008. The accused hackers, Latvian 
natives, then attempted to blackmail the firm. The company immediately reported the 
incident and assisted the Secret Service in identifying “four members of an 
international group suspected of participating in the hacking attack of the firm. Three of 
those individuals have been extradited from Eastern Europe, arrested and are facing 
charges in federal court in Montana,” according to a FINRA release. To date, no clients 
have suffered any instance of identity theft related to the incident. 
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Source: http://blog.thenewstribune.com/business/2010/04/12/brokerage-fined-375000-
in-data-breach-case-alleged-hackers-arrested-and-extradited-from-eastern-europe/ 

17. April 12, WBEN 930 Buffalo – (New York) Cheektowaga business park evacuated 
after armed man makes bomb threat. A distraught elderly man was taken by police 
from a Union Road bank in a Cheektowaga, New York business park, Monday 
morning, after employees say he showed a gun in his waistband. The man now faces 
charges. A police captain said the man “was kinda confused, made some comments 
about people chasing him and trying to get him. In doing so, indicated to the personnel 
at the bank he wanted to take out his money from the bank. While doing so, he told 
them he had a gun.” As authorities escorted the man with a small revolver out of the 
KeyBank branch on Union near Como, the man told them that he had a bomb in his car. 
The bank, the nearby AppleTree Business Park, and a nearby apartment complex where 
the man lived were all evacuated as a precaution. “We set up a perimeter and called for 
Erie County Sheriff’s bomb squad and the NFTA bomb sniffing dog,” said the police 
captain. He said authorities had not found anything as of yet. The man will face charges 
of falsely reporting an incident and menacing. He has been arraigned and bail is 
pending a forensic examination at Erie County Medical Center. 
Source: http://www.wben.com/Cheektowaga-Business-Park-Evacuated-After-Armed-
Ma/6784742 

18. April 9, Reuters – (South Carolina) Regulators seize small South Carolina bank. A 
small South Carolina bank failed on April 9, bringing the 2010 tally to 42 so far, as 
regulators continue to clean up the wreckage from the banking industry meltdown. The 
Federal Deposit Insurance Corp. said Beach First National Bank, of Myrtle Beach, 
South Carolina, was seized by regulators. Bank of North Carolina is assuming all of the 
failed institution’s deposits. First National had about $585.1 million in total assets. By 
comparison, Washington Mutual, the largest U.S. bank to fail in the recent crisis, had 
$307 billion in assets. 
Source: http://www.reuters.com/article/idUSN099591020100409 

19. April 8, KSAZ 10 Phoenix – (Arizona) Police: Bank robber threatened tellers with 
explosives. A 72-year-old man has been arrested after police say he robbed a Compass 
Bank located inside an Albertson’s supermarket in Prescott, Arizona. Prescott Police 
said that the suspect entered the bank, showed tellers a handgun and claimed he had put 
explosives in the store on April 8. He robbed two tellers of an undisclosed amount of 
cash, as well as some personal money, according to police. The suspect was taken into 
custody immediately after he exited the bank. The store was evacuated and searched for 
explosives but nothing was found. 
Source: http://www.myfoxphoenix.com/dpp/news/crime/bank-robber-explosives-4-8-
2010 

For another story, see item 23  
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Transportation Sector 

20. April 13, Asbury Park Press – (New Jersey) N.J. fishing boat sinking prompts call 
for GPS rescue beacon rule. All emergency position indicating radio beacons 
(EPIRBs) on commercial vessels should be required to carry a Global Positioning 
System unit as an additional safeguard, to make sure the Coast Guard can launch a 
rescue mission as soon as the first transmission comes in from a newly activated 
beacon, according to a new recommendation from the National Transportation Safety 
Board. NTSB gave that advice in March to the Federal Communications Commission, 
as a preliminary finding from its joint, year-long investigation with the Coast Guard of 
the Lady Mary sinking, which claimed six fishermen’s lives March 24, 2009. In 
hearings last year, the investigation board heard how a transcription error of a single 
digit resulted in the Lady Mary’s EPIRB identity showing up as 
“unregistered/unknown’’ when a satellite picked up its first transmission after the boat 
sank 65 miles east of Cape May. 
Source: http://www.app.com/article/20100413/NEWS/100410049/N.J.-fishing-boat-
sinking-prompts-call-for-GPS-rescue-beacon-rule 

21. April 13, USA Today – (International) AA flight makes emergency landing in Iceland 
after reports of fumes in cabin. An American Airlines plane had to make an 
emergency landing in Iceland after reports of fumes in the cabin, according to the 
Associated Press. The news agency reported that the flight — en route from Paris to 
Dallas-Ft. Worth with 145 people on board — landed safely at Iceland’s Kaflavik 
Airport after reports of chemical fumes in the cabin. The passengers did not 
immediately leave the plane. Earlier, an airport spokesman said several passengers on 
the Boeing 767 had complained of dizziness. Emergency teams were on the scene. 
Source: http://content.usatoday.com/communities/ondeadline/post/2010/04/ap-
american-airlines-flight-to-make-emergency-landing-in-iceland/1 

For more stories, see items 6 and 7  
 
[Return to top]  

Postal and Shipping Sector 

22. April 13, Des Moines Register – (Iowa) Officials probe five mailbox bombings in 
Clive, W.D.M. Two bombs set off at two residences in West Des Moines, Iowa and 
three in Clive, Iowa that occurred last week have the same explosive components, a 
police sergeant said. The week of April 5-9 saw the latest incident of a homemade 
bomb destroying a mailbox in the western suburbs. Three mailboxes in Clive and two 
in West Des Moines have been destroyed in recent weeks. No one has been hurt. Police 
officers and postal inspectors are investigating the incidents. A West Des Moines police 
lieutenant said investigators are taking the incidents very seriously. “We don’t want 
anybody’s property to be damaged, and we don’t want anybody to be hurt,” the 
lieutenant said. The bombs, made from plastic bottles and household chemicals, are 
fairly easy to make, but can be dangerous because of their unpredictability. The time it 

http://www.app.com/article/20100413/NEWS/100410049/N.J.-fishing-boat-sinking-prompts-call-for-GPS-rescue-beacon-rule
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takes for them to explode can vary by several minutes. A Clive police sergeant said 
they can not say for sure what might have triggered the rash of incidents, but the bombs 
have all had the same components. “Our thought is it’s probably the same group of 
people,” the sergeant said. 
Source: 
http://www.desmoinesregister.com/article/20100413/NEWS/4130306/1001/NEWS/Off
icials-probe-five-mailbox-bombings-in-Clive-W.D.M. 

23. April 12, Independent Record – (Montana) Envelope with suspicious white powder 
found at Federal Reserve Bank. Authorities are investigating a suspicious white 
powdery substance workers found Monday afternoon leaking out of an envelope that 
had been sent to the Federal Reserve Bank on Neill Avenue in Helena, Montana. Police 
were called to the scene about 1:20 p.m., according to an assistant chief. Several 
employees who handled the envelope were moved to a different part of the building, 
but the building was not evacuated. A hazardous-materials team with the Helena Fire 
Department was dispatched to the scene. A Helena Police Department spokesman said 
the powder is being tested at the state health department lab. “Due to the suspicious 
nature of the envelope, it was seen as a threat,” the police spokesman said. The 
president of the Federal Reserve Bank branch said an initial analysis showed no 
hazardous material. “They’re doing some further analysis, and safety is of course 
paramount to us,” he said. The branch president said the envelope was not opened by 
bank employees. Investigators declined to say whether the envelope had a return 
address, what kind of envelope it was or whether it contained anything other than the 
powder. 
Source: http://billingsgazette.com/news/state-and-regional/montana/article_109b7a90-
4695-11df-b1b4-001cc4c002e0.html 

For another story, see item 54  
 
[Return to top]  

Agriculture and Food Sector 

24. April 13, Associated Press – (California) Tainted beef probed in 
California. Government agencies are investigating the source of potentially 
contaminated ground beef sold at the WinCo Foods store in Modesto, California. 
WinCo issued a voluntary recall of all ground-beef products sold at the store from April 
3 through Friday, after a food-testing laboratory advised WinCo on Friday that two 
samples of hamburger purchased from the store were tainted with E. coli bacteria. 
Stanislaus County health officials said Monday that they were not aware of anyone 
becoming sick from eating meat purchased from the WinCo store. Infection with E. coli 
often causes abdominal cramps and diarrhea, sometimes with bloody stool. The 
symptoms usually go away in five to 10 days, but the infection can lead to kidney 
damage or even death in a small percentage of cases. The contamination was in a single 
beef product that originates from a meat-processing facility outside California, 
according to a statement from the chief of the food, drug and radiation safety division 

http://billingsgazette.com/news/state-and-regional/montana/article_109b7a90-4695-11df-b1b4-001cc4c002e0.html
http://billingsgazette.com/news/state-and-regional/montana/article_109b7a90-4695-11df-b1b4-001cc4c002e0.html
http://www.desmoinesregister.com/article/20100413/NEWS/4130306/1001/NEWS/Officials-probe-five-mailbox-bombings-in-Clive-W.D.M
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of the California Department of Public Health. The state agency did not identify the 
meat supplier. State health officials are jointly investigating the contamination with the 
Stanislaus County Department of Environmental Resources and the U.S. Department of 
Agriculture. 
Source: http://www.azcentral.com/news/articles/2010/04/13/20100413calif-
meat0413.html 

25. April 13, Magic Valley Times-News – (Idaho) ISDA: Driver who hauled dead calves 
unaware of rules. A cattle owner who drove an uncovered truck piled with dead calves 
through Twin Falls wasn’t fully aware of the rules he broke, according to the Idaho 
State Department of Agriculture. A report regarding the driver, who didn’t cover up the 
carcasses or haul them in a vehicle prepared ahead of time to prevent fluid leaks, will 
be submitted to ISDA’s state office, where officials will determine whether he should 
face civil or criminal penalties, including fines up to $5,000. Idaho administrative code 
governs the movement and disposal of dead animals in the state, and violations are 
investigated by ISDA’s animal industries division. A local livestock investigator started 
to look into the incident, which happened April 1, after a complaint. Photos showed a 
white pickup truck and black trailer stacked with the carcasses of what appeared to be 
calves near the intersection of Blue Lakes Boulevard North and Bridgeview Boulevard. 
The investigator identified the truck both through his local knowledge of cattle 
producers and by checking with a local rendering plant. The offending driver told 
ISDA he was trying to handle “a fair number” of deceased cattle and didn’t fully know 
about the rules he broke, a fairly common situation, the Idaho state veterinarian said. 
Source: http://www.magicvalley.com/news/local/article_89a41d9e-8f25-578f-abca-
84361f047628.html 

26. April 13, UPI – (National) Contaminant limits needed for U.S. beef. Americans are 
eating beef that contains pesticides, animal antibiotics and heavy metals, an audit 
prepared by a U.S. inspector general indicated. The Office of Inspector General for the 
U.S. Agriculture Department said the problem stems from the fact that responsible 
agencies haven’t set limits for contaminants and don’t adequately test for them, USA 
Today reports. Food safety inspectors can’t stop the distribution of beef with 
contaminants because the Environmental Protection Agency and the Food and Drug 
Administration haven’t established limits, the audit found. As an example, the audit 
report said that in 2008, Mexican authorities rejected a U.S. beef shipment because its 
copper levels exceeded Mexican standards. Because there was no U.S. limit 
established, food safety inspectors couldn’t prevent the rejected meat from being sold 
in the United States. The U.S. Food Safety and Inspection Service said it will work 
with the EPA and FDA on “corrective actions.” 
Source: http://www.upi.com/Health_News/2010/04/13/Contaminant-limits-needed-for-
US-beef/UPI-12241271168689/ 

27. April 13, USDA Agricultural Research Service – (National) ARS researching 
Camelina as a new biofuel crop. Agricultural Research Service (ARS) scientists have 
long-term studies underway to examine growing camelina as a bioenergy crop for 
producing jet fuel for the military and the aviation industry. This research supports the 

http://www.magicvalley.com/news/local/article_89a41d9e-8f25-578f-abca-84361f047628.html
http://www.magicvalley.com/news/local/article_89a41d9e-8f25-578f-abca-84361f047628.html
http://www.upi.com/Health_News/2010/04/13/Contaminant-limits-needed-for-US-beef/UPI-12241271168689/
http://www.upi.com/Health_News/2010/04/13/Contaminant-limits-needed-for-US-beef/UPI-12241271168689/
http://www.azcentral.com/news/articles/2010/04/13/20100413calif-meat0413.html
http://www.azcentral.com/news/articles/2010/04/13/20100413calif-meat0413.html
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recently signed memorandum of understanding between the U.S. Department of 
Agriculture (USDA) and the Department of the Navy (DoN) and interests of the 
Commercial Airlines Alternative Fuels Initiative (CAAFI). Native to Europe, camelina 
(Camelina sativa) is a member of the plant family Brassicaceae and has been grown 
since ancient times for use as lamp fuel, among other things. The seed’s high oil 
content has made it a promising candidate as a new source for biofuels. Since 2006, 
ARS researchers and university collaborators throughout the country have been 
examining how to incorporate camelina and other oil seed crops into existing crop 
production systems. Preliminary results from Sidney, Mont., suggest that current 
camelina varieties use about as much water as spring wheat, so growers would still 
need to leave land fallow in alternate years to build up water or accept possible yield 
losses for wheat grown in rotation. However, with appropriate breeding and selection 
for uniform, desirable agronomic and oil-quality characteristics, camelina has potential 
to be a good oil seed crop for planting during fallow years. Also, scientists in Maricopa, 
Ariz., have identified a few lines of germplasm from the ARS camelina collection that 
are suitable for rotations with cotton. ARS camelina germplasm research concentrates 
on identifying high-yielding lines that industry can use to develop new cultivars 
suitable for different growing conditions across the country. 
Source: http://www.ars.usda.gov/is/pr/2010/100413.htm 

28. April 12, Alton Telegraph – (Illinois) Three sent to hospital by anhydrous ammonia 
leak. Three men were hospitalized Sunday following an anhydrous ammonia leak 
northwest of Carrollton, Illinois. The Carrollton fire protection district chief said his 
department responded to the farm property of a man about 3:45 p.m. Sunday after three 
men suffered from inhaling anhydrous ammonia fumes. Thaxton said a man and his son 
farm the property, and on Sunday, another man also was working with the pair. Two 
anhydrous ammonia tanks, totaling 2,000 gallons of anhydrous ammonia, were in the 
field for the men to utilize for fertilizing the field. “One of the men drove over one of 
the hoses attached to the ‘nurse’ tanks, dislodging one of the fittings, and released the 
cloud of ammonia,” the district chief said. He said representatives from the FS plant in 
Carrollton, which owns the tanks, also arrived on the scene. “We blocked off the road 
and then went in with air packs, and the FS men got the tanks shut off,” the district 
chief said. All three men suffered from inhalation of the anhydrous ammonia and were 
taken to Thomas H. Boyd Memorial Hospital in Carrollton. The closest residence to the 
farm field was one-eighth of a mile away from the incident, the chief said. There was 
no need to evacuate anyone in that vicinity, because the anhydrous ammonia dissipated 
rapidly, he said. “The men were all fortunate to not have been more seriously injured, 
as anhydrous ammonia can be deadly,” the district chief said. “I would like to remind 
all farmers and everyone else that works around anhydrous ammonia to be extremely 
cautious. 
Source: http://www.thetelegraph.com/news/ammonia-38781-anhydrous-hospital.html 

29. April 12, Pennsyvlania Department of Agriculture – (Pennsylvania) Pennsylvanian 
plant has raw milk sales permit suspended. The Pennsylvania Department of 
Agriculture today announced that the permit for Pasture Maid Creamery in New Castle, 
Lawrence County, to sell raw milk for human consumption was suspended April 5 after 

http://www.thetelegraph.com/news/ammonia-38781-anhydrous-hospital.html
http://www.ars.usda.gov/is/pr/2010/100413.htm
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testing found campylobacter in its raw milk samples. Raw milk is milk that has not 
been pasteurized. The Department of Health has recently received new reports of 
consumers who became ill after drinking raw milk from Pasture Maid Creamery, 
owned and operated by Dean Farms. Anyone who bought raw milk from that farm is 
urged to discard it immediately and contact their health care provider if they become 
sick. Additional samples of milk collected from the farm on March 26 were confirmed 
by the Department of Agriculture laboratory to contain campylobacter. These are the 
latest samples from the farm found to contain this organism, which can cause severe 
diarrhea and vomiting. Pasture Maid Creamery sells raw milk directly to consumers 
who sometimes provide their own bottles. Campylobacter is a bacterial infection that 
affects the intestinal tract and can sometimes enter the bloodstream and other organs. Ill 
individuals can also contact the Pennsylvania Department of Health at 1-877-PA-
HEALTH. Information on Campylobacter is available on the department’s Web site at 
www.health.state.pa.us. 
Source: http://www.perishablenews.com/print.php?id=0005693 

[Return to top]  

Water Sector 

30. April 13, Akron Beacon Journal – (Ohio) Gorge dam needs more sampling, EPA 
says. Preliminary tests show moderate contamination but no major toxic problems in 
the sediment at the bottom of the 34-acre pool behind the Ohio Edison Co. dam on the 
Cuyahoga River between Akron and Cuyahoga Falls. The U.S. Environmental 
Protection Agency (EPA) wants to collect additional samples by next fall to better 
determine the depth and volume of the sediment behind the 57-foot-high dam in the 
Gorge Metro Park. The information is needed before any decision on the dam’s future 
can be made, said a spokesman of the Ohio Environmental Protection Agency. Those 
were among the key findings from a closed-door meeting last week involving the U.S. 
EPA, the Ohio EPA, Metro Parks, Serving Summit County, and FirstEnergy Corp. The 
Ohio EPA would like the dam to be removed to improve water quality, a potentially 
costly proposal opposed by the Akron-based utility. Officials had estimated that 
removing the 429-foot-long dam might cost $10 million, and that dealing with the 
sediment could cost as much as $60 million, depending on the severity of the 
contamination. It is not known whether those estimates are still accurate, officials said. 
The question of how contaminated the sediment behind the dam might be led the U.S. 
EPA to collect 28 core samples from the Cuyahoga River in September. 
Source: http://www.ohio.com/news/90722874.html 

31. April 12, KYMA 11 Yuma; El Centro – (California) Calexico water treatment plant 
damaged. Calexico (Calif.) Water Plant operators say the plant is working at 50-
percent capacity. City of Calexico residents are being urged to conserve water. The 
Calexico Water Plant facility manager said the main clarifier and the plant’s three water 
tanks suffered major damage from the recent, 7.2 magnitude earthquake. He said the 
estimated repair cost is between $17 and $22 million. 
Source: http://www.kyma.com/slp.php?idN=3449 

http://www.ohio.com/news/90722874.html
http://www.kyma.com/slp.php?idN=3449
http://www.health.state.pa.us
http://www.perishablenews.com/print.php?id=0005693
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[Return to top]  

Public Health and Healthcare Sector 

32. April 13, Help Net Security – (Tennessee) Medical records secured by code-changing 
algorithm. Researchers at Vanderbilt University in Tennessee have come up with a 
new method to categorize medical data to protect identity wihout interfering with the 
medical and genetic inter-data connections needed for research, Scientific American 
reported. The algorithm the researchers developed, exchanges publicly known patient 
ICD codes with another code system. This could help researchers who have long 
looked to medical-records databases to map trends in diseases and study them to 
discover better treatment methods. But the problem has been that the detailed patient 
data with codes for every disease, symptom or injury are available through public 
databases and electronic medical records, where the anonymized data can be tied to 
individuals. To prove that this is a realistic problem, the Vanderbilt research team 
conducted an experiment which resulted in 96 percent of the 2,762 patients belonging 
to the test group identified through diagnosis codes. The researchers tested the 
algorithm they developed it by simulating a hacker attack, with the premise that the 
hacker is privy to the patients’ identity, their ICD codes and the fact that the patients’ 
data is included in the database. The test was completely successful: the hacker could 
not uncover the patient’s private information, and the information remained useful for 
research. 
Source: http://www.net-security.org/secworld.php?id=9128 

33. April 13, Agence France-Presse – (International) WHO pandemic probe focuses on 
media, Internet role. The Internet had a disruptive impact on the handling of the flu 
pandemic by fanning speculation and rumors, officials said as a world health probe on 
Tuesday examined communications on swine flu. The World Health Organization’s 
influenza chief told 29 health experts reviewing the international response to the 
pandemic that the Internet had added a new dimension to flu alerts over the past year. 
While it meant information about swine flu became more widely available, it also 
produced “news, rumors, a great deal of speculation and criticism in multiple outlets,” 
including blogs, social networking and Web sites, he said. “Anti-vaccine messaging 
was very active, and that made it very difficult for public health services in many 
countries,” he said as a nine-month review of the A(H1N1) flu pandemic got underway. 
Several governments have been trying to cancel orders they placed for hundreds of 
millions of dollars’ worth of special swine flu vaccines. Mass vaccination campaigns in 
Europe last year fell flat amid public doubts about the value of immunization because 
of milder-than-expected swine-flu symptoms, speculation about the safety of the 
vaccine, and concern about the influence of the pharmaceutical industry. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5hTYjXT1VALSJAJKgjnRtFE
3bom1Q 

34. April 12, KDFW 4 Dallas-Forth Worth – (Texas) Baylor medical records found in 
dumpster. Thousands of medical records were apparently been stolen from Baylor 

http://www.net-security.org/secworld.php?id=9128
http://www.google.com/hostednews/afp/article/ALeqM5hTYjXT1VALSJAJKgjnRtFE3bom1Q
http://www.google.com/hostednews/afp/article/ALeqM5hTYjXT1VALSJAJKgjnRtFE3bom1Q
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Health Care System and Dallas, Texas, police are seeking to file felony charges for 
identity theft. Police said their investigation began this past Thursday at an apartment 
complex in far north Dallas. “Officers were flagged down by an apartment manager 
regarding medical records found in a dumpster,” a police official said. According to the 
police report, thousands of records including x-rays were discovered. Maintenance 
workers reported seeing two people tossing the records into the dumpster late at night. 
Police searched an apartment at the complex and found more records in the garage. No 
one was arrested, but felony charges of identity theft are being prepared, police said. 
Hospital officials said little about the case. 
Source: http://www.myfoxdfw.com/dpp/health/041220-baylor-medical-records-found-
in-dumpster 

[Return to top]  

Government Facilities Sector 

35. April 13, Associated Press – (National) Senate peppers Pentagon with questions on 
electronic warfare, stalling cyber command launch. The nomination of a lieutenant 
general to head the Pentagon’s Cyber Command has given senators leverage to delve 
into the complex world of cyber warfare. Later this week, the lieutenant general 
nominated to lead the new agency will be grilled at a Senate committee hearing. The 
Cyber Command would oversee military networks and take on what U.S. authorities 
see as a growing national security threat — cyber terrorists looking to steal sensitive 
technologies, disrupt critical services, or infiltrate classified networks. The hearing will 
likely touch on issues such as how the U.S. should fight back when hackers a continent 
away attack a military computer system, using computers belonging to unsuspecting 
private citizens or businesses as cover. Taking action against a hacker could affect 
foreign countries, private citizens or businesses — ranging from hospitals to power 
plants — whose computers might get caught up in the electronic battle. Difficult 
questions about how and when the U.S. military conducts electronic warfare have 
stalled the creation of the Cyber Command for months. 
Source: http://www.latimes.com/news/nationworld/politics/wire/sns-ap-us-waging-
cyber-war,0,303953.story 

36. April 13, Washington Post – (Virginia) Crowded off-campus party degenerates into 
‘war zone’. The bottle caps, broken glass and empty plastic cups littering a 
neighborhood near James Madison University’s campus in Harrisonburg, Virginia, 
suggested that the events of Saturday afternoon were nothing more than a kegger gone 
bad. But those who witnessed the party-turned-riot recalled chaos so out of character 
for this Shenandoah Valley town that by Monday afternoon, it still had the power to 
amaze. “When you are setting off tear gas and people still aren’t leaving, you know it’s 
bad,” recalled a police official with the Harrisonburg Police Department. “It was really 
bad.” Each semester, James Madison students organize a huge block party, in one of 
the popular neighborhoods near campus, that typically attracts about 2,000 people. But 
when more than 8,000 people showed up to “Springfest” at a row of townhouses at the 
Forest Hill Manor development, the event quickly escalated, the police official and 

http://www.latimes.com/news/nationworld/politics/wire/sns-ap-us-waging-cyber-war,0,303953.story
http://www.latimes.com/news/nationworld/politics/wire/sns-ap-us-waging-cyber-war,0,303953.story
http://www.myfoxdfw.com/dpp/health/041220-baylor-medical-records-found-in-dumpster
http://www.myfoxdfw.com/dpp/health/041220-baylor-medical-records-found-in-dumpster
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witnesses said. Rocks, beer bottles, and cans flew, hitting and injuring dozens of people 
and shattering car and house windows, according to police, witnesses and video of the 
events. Dumpsters were set ablaze. The response eventually involved about 200 police 
officers from several different agencies, many outfitted in riot gear and fighting back 
with canisters of tear gas, rounds of pepper spray, and foam projectiles. A Medevac 
helicopter arrived to take a casualty to a trauma center, and about three dozen others 
went to the local hospital. By the time it was over, Harrisonburg police said they had 
arrested at least 17 people and were studying uploaded YouTube videos for more 
suspects. Other law enforcement agencies made arrests, but the total numbers are still 
being tallied. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/04/12/AR2010041204291.html?hpid=topnews 

37. April 12, Associated Press – (Georgia; Florida) 3 dead after Navy plane crashes in 
Georgia. A Florida-based Navy plane just missed a house and crashed in dense woods 
in north Georgia on Monday, killing three crew members, and authorities were looking 
for a fourth person believed to be aboard, officials said. A Naval Air Station Pensacola 
spokesman said authorities have not confirmed whether the pilot was among those 
killed when a T-39N training plane went down at 4:26 p.m. No one on the ground was 
injured, he said. The plane was part of Training Air Wing 6, which conducts routine 
cross-country missions through Fannin County, where it crashed, about two hours north 
of Atlanta, on the edge of the North Carolina and Tennessee borders, he said. Searchers 
found three bodies. The twin-jet plane can carry two pilots and seven passengers, 
according to a Navy Web site. Authorities do not know what caused the plane to go 
down and are putting together an investigative team, he said. He did not release the 
victims’ names and said he didn’t know where the plane had originated. A Federal 
Aviation Administration spokeswoman said the agency is not investigating the military 
crash. 
Source: http://www.foxnews.com/us/2010/04/12/dead-naval-aircraft-crashes-
georgia/?test=latestnews 

38. April 12, AZ Capitol Times – (Arizona) Police: Molotov cocktail thrown at official’s 
home. Peoria police and DPS are investigating why someone threw a Molotov cocktail 
at the home of the Arizona governor’s communications director. A spokesman for the 
Peoria Police Department, said they responded to the official’s home around 8 a.m. on 
April 12 after his wife noticed the incendiary device in front of the garage as she left 
for work. The Molotov cocktail ignited but the flames did not spread to the house, the 
spokesman said, and it did only “very minor cosmetic damage” to the garage. 
Investigators are not sure whether the official’s house was targeted because of his 
position with the governor’s office, the spokesman said. “We have no suspects or leads, 
and we really don’t know if they were targeting him in particular or if this was a 
random act,” the spokesman said. The state department of public safety has put extra 
security around the official’s home, the spokesman said. The governor’s office declined 
to comment on the situation. 
Source: http://azcapitoltimes.com/blog/2010/04/12/police-molotov-cocktail-thrown-at-
officials-home/ 
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For another story, see item 48  
 
[Return to top]  

Emergency Services Sector 

39. April 13, WOAI 4 San Antonio – (Texas) Police station white powder scare turns out 
to be candy. A police substation in San Antonio, Texas was evacuated after a scare 
over a suspicious white powder. It turns out it was just candy. Hazmat crews were 
called out to the Prue Road Police Substation on the Northwest side after a Star 
Furniture employee brought in the suspicious envelope. It came from one of the firm’s 
vendors. Police said that someone was probably just eating candy when stuffing 
envelopes during a mass mailing. 
Source: http://www.woai.com/news/local/story/Police-station-white-powder-scare-
turns-out-to-be/aWPZ557lREy3tMX-xoQXRQ.cspx 

40. April 12, WWMT 13 Grand Rapids – (Michigan) Glitches hit consolidated dispatch 
center in Calhoun County. The new, consolidated 911 dispatch center in Calhoun 
County, Michigan, has sparked concerns. The new center merged the Albion, Battle 
Creek, and Marshall facilities. Those facilities used to be on separate channels, but now 
only one officer can talk on the channel at a time. When residents in Battle Creek 
dialed 911, the call used to go to Battle Creek Police, now that call gets routed to 
Marshall, as do all the 911 calls made through Calhoun County, and getting that call 
through now comes with a few glitches. Before the consolidation, Calhoun County had 
three dispatch centers, one in Albion, one in Battle Creek, and another in 
Marshall.”Things have been going pretty well,” said the director of Calhoun County 
911 Dispatch. He does however admit there have been a few glitches. “When you move 
technology from one center to another there are always a few things you don’t plan 
for,” he said. For the first few days, the computer system that dispatchers use to alert 
police in their patrol cars wasn’t working, and a few of the channels used to speak to 
police were not functional.  
Source: http://www.wwmt.com/articles/margin-1375024-county-bottom.html 

41. April 12, San Angelo Standard Times – (Texas) Eden Detention Center locked down 
after riot. The Eden Detention Center in San Angelo, Texas, was on lockdown status 
late Monday after a riot was contained Sunday night, a release from the detention 
center stated. Inmates in Dormitory B at the detention center refused to go to their 
bunks Sunday night, according to the release. “Facility staff used approved chemical 
agents to enforce lawful orders and successfully resolved the situation, with only minor 
injuries reported,” said the public information officer for the detention center. The 
nature of the chemical agents was not specified, and the company did not say what 
caused the unrest. The facility is locked down — inmates are confined to their cells — 
while staff investigate what caused the riot, the release states. McDaniel said the public 
wasn’t in any danger and staff contained the incident to one housing area. 
Source: http://www.gosanangelo.com/news/2010/apr/12/eden-detention-center-
remains-in-lockdown-status/ 
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42. April 12, KPSP 2 Thousand Palms – (California) Fire damages Hemet Police 
Station. A fire damaged a Hemet, California, police training building in a remote area 
west of the city early Monday, and investigators were looking into possible links to 
other recent attacks on police and city facilities, a police captain said. The fire at the 
facility was reported about 2 a.m., according to Hemet’s police captain. It came a day 
before the city council considers declaring an emergency due to threats against city 
employees by members of an outlaw biker gang, angered over a gang task force that 
has been cracking down on illegal behavior. No one was in the facility at the time of 
the fire and there were no injuries. The burned building is one of several police 
facilities at a facility that is not open to the public. Connected or not, the fire is the 
latest in a wave of incidents involving police facilities or equipment. In late March, 
four city, code-enforcement trucks were torched in the Hemet City Hall parking lot. On 
March 5, a member of the Hemet/San Jacinto Gang Task Force found an explosive 
device attached to his unmarked, patrol car when he pulled into a filling station. On 
February 23, a member of the task force opened a gate at its headquarters and was 
nearly struck by a bullet discharged by a homemade “zip gun,’’ rigged to fire when the 
gate moved. On December 31, someone rerouted a natural gas line into the task force’s 
headquarters building, setting up dangerous conditions where a spark could have 
produced an explosion. 
Source: http://www.kpsplocal2.com/Content/Headlines/story/Fire-Damages-Hemet-
Police-Station/vwHItcyavky4A9FcADQm1Q.cspx 

[Return to top]  

Information Technology Sector 

43. April 13, ComputerWorld – (International) Microsoft to patch unhackable Windows 
7 bug later today. On April 13, Microsoft will play it safe by patching a Windows 7 
bug that it says cannot be exploited. Of the 11 security bulletins that will be released in 
a few hours, Bulletin 7 will address one or more vulnerabilities in Windows 2000, 
Windows XP and Windows Server 2003. But Microsoft will also offer the same update 
to users running Windows Vista, Windows 7 and Windows Server 2008, even though 
the company maintained last week that they were impervious to attack. “Windows 7 
users will be offered Bulletin 7 as a defense-in-depth update even though the [advanced 
notification] states that the issue does not affect Windows 7,” said a group manager 
with the Microsoft Security Response Center, in one of several e-mails replying to 
questions. “This means that the vulnerable code is in the software, but due to the 
improved protections built into Windows 7, there are no known vectors to reach it.” In 
other words, the vulnerability is there — in Vista, Windows 7 and Server 2008 — but 
Microsoft doesn’t know how it could be exploited.  
Source: 
http://www.computerworld.com/s/article/9175402/Microsoft_to_patch_unhackable_Wi
ndows_7_bug_later_today 

44. April 13, The Register – (International) Third of XP security suites flunk tests. A 
third of 60 anti-malware products for Windows XP failed to make the grade in 
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independent security tests. Twenty out of 60 security products tested by independent 
security-certification body Virus Bulletin flunked its rigourous VB100 certification, 
mainly because of false-positive problems. False alarms in scanning benign files from 
major providers including Adobe, Microsoft, Google and Sun tripped up many of the 
products under test. Failure to detect complex polymorphic viruses also acted as a 
stumbling block during Virus Bulletin’s largest ever test of anti-malware products to 
date. Win XP security products from Microsoft, Frisk, Norman and Fortinet were 
among those who failed to make the grade. 
Source: http://www.theregister.co.uk/2010/04/13/winxp_anti_malware_tests/ 

45. April 13, Tech Herald – (International) WordPress-driven sites compromised due to 
permission settings. The discussion surrounding the mass compromise of sites running 
WordPress continued this past weekend. After some research on various blogs, the 
common link discovered in the attacks wasn’t plug-in related or a ZeroDay 
vulnerability, it was a permissions issue. The sites were compromised by altering the 
site url value in the wp_options table of targeted sites. Once this value was altered by 
the attacker, an Iframe was injected into the rendered page, which would then redirect 
visitors to a malicious domain where Malware, Rogue anti-Virus, and various client 
side exploits were delivered. This attack was different than normal in that the malicious 
destinations used by the Iframe served up Malware in the BUZUS family. BUZUS is 
traditionally spread using instant messaging programs according to researchers from 
TrendMicro. BUZUS is a Trojan virus that has been used in the past to launch denial-
of-service attacks. In addition to instant messaging, BUZUS has also been known to 
spread over P2P networks by mimicking the names of popular games and movies. 
Source: http://www.thetechherald.com/article.php/201015/5493/ 

46. April 13, ZDNet – (International) Apache.org hit by targeted XSS attack, passwords 
compromised. Combining a cross-site scripting (XSS) vulnerability with a TinyURL 
redirect, hackers successfully broke into the infrastructure for the open-source Apache 
Foundation in what is being described as a “direct, targeted attack.” The hackers hit the 
server hosting the software that Apache.org uses to track issues and requests and stole 
passwords from all users. The software was hosted on brutus.apache.org, a machine 
running Ubuntu Linux 8.04 LTS, the group said. The passwords were encrypted on the 
compromised servers (SHA-512 hash) but Apache said the risk to simple passwords 
based on dictionary words “is quite high” and urged users to immediately rotate their 
passwords. “In addition, if you logged into the Apache JIRA instance between April 
6th and April 9th, you should consider the password as compromised, because the 
attackers changed the login form to log them,” Apache said. 
Source: http://blogs.zdnet.com/security/?p=6123 

47. April 12, The Register – (International) Freetard-targeting Trojan seeks to scam 
scaredycats. A sneaky new, Trojan virus attempts to extort money from BitTorrent 
users under the guise of a fictitious, copyright-infringement lawsuit. Malicious pop-up 
messages generated by the malware, which is being spread via fake files offered up for 
download through BitTorrent, seeks to bully victims into agreeing to pay $400 for a 
“pre-trial settlement” to avoid possible prosecution over alleged copyright-piracy 
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violations. Both the Antipiracy foundation scanners that supposedly identified pirated 
content on the PCs of targeted individuals and ICPP Foundation “law firm” are fakes. 
Infected users receive warnings every time they reboot their system, warns net security 
firm F-Secure. The scammers have sought to lend credibility to the ruse by setting up 
an official-looking but bogus website at icpp-online.com, which was taken offline on 
April 12. 
Source: http://www.theregister.co.uk/2010/04/12/copyright_violation_trojan_scam/ 

48. April 12, FederalTimes – (National) GAO: Federal computers still not defended 
against cyber threats. Federal agencies remain vulnerable to cyber attacks and 
security breaches because they’ve failed to take required steps to secure Internet 
connections and computer systems, the Government Accountability Office said in two 
reports issued today. No agency has taken all of the actions required to secure their 
Web networks under the Trusted Internet Connections and Einstein programs, GAO 
said in the report, “Information Security: Concerted Effort Needed to Consolidate and 
Secure Internet Connections at Federal Agencies.” GAO largely faulted the Office of 
Management and Budget and the Homeland Security Department for the delays, saying 
they provided “inconsistent communication” to agencies for how to secure their Web 
connections. GAO also reviewed efforts to roll out the Federal Desktop Core 
Configuration initiative, which was launched by OMB and the National Institute of 
Standards and Technology in 2007 and is supposed to provide a baseline level of 
security for government-owned desktop and laptop computers. No agency has deployed 
all of the configuration settings on all of their workstations as required under the 
initiative, GAO said in the report, “Information Security: Agencies Need to Implement 
Federal Desktop Core Configuration Requirements.” 
Source: http://www.federaltimes.com/article/20100412/IT01/4120303/1001 

49. April 12, DarkReading – (International) Many DLP users still leaking data, survey 
says. Data leak prevention (DLP) tools might give enterprises a start on data-loss 
issues, but they do not always solve the whole problem, a new study suggested. A 
survey by security vendor DeviceLock indicated that many DLP users are still leaking 
data, according to a news report. Thirty-eight percent of respondents have not deployed 
any DLP technology — or even device control, according to the study. Among small 
and midsize businesses, that figure rises to more than 50 percent, DeviceLock said. 
Even among the enterprises that have deployed DLP, there are leaks in the 
implementations, according to the survey. Nearly half (48 percent) of respondents said 
they aren’t yet monitoring synchronization between smartphones and the corporate 
network. Only 26 percent said they have the ability to control content printed from 
corporate computers. More than three-fourths (77 percent) of respondents said they 
monitor employees’ Webmail and social networking applications — such as Facebook 
and Twitter — to prevent data leakage, regardless of whether corporate or private 
accounts are used. Only 8 percent of respondents believe that privacy concerns are an 
obstacle for enforcing such controls. 
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=2243
00063&subSection=Vulnerabilities+and+threats 
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For another story, see item 35  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

50. April 13, Carroll County News – (Arkansas) FCC halts construction of Planer Hill 
cell tower. The Federal Communications Commission (FCC) has moved to stop a cell 
tower from going up on Planer Hill until an investigation is completed into how Smith 
Communications LLC got its permits from the city of Eureka Springs, Arkansas and 
the FCC. “On Friday we issued a temporary stop work order on the tower as we look 
into the matter,” said the chief of staff for the FCC Wireless Communications Bureau, 
Washington D.C. in a April 13 phone call to the Lovely County Citizen. “That is all we 
have to say about it at this point.” The concrete foundation for the controversial Smith 
Communications LLC cell tower on Planer Hill was poured on April 2. The project 
manager of Smith Communications LLC, Fayetteville, said in a phone interview on 
April 2 that they expected to erect the cell tower in three days this week, weather 
permitting. But cell-tower protesters apparently found fertile ground with the FCC. A 
local group called CACTUS (Citizens Against Cell Towers Utilizing Smith) has been 
raising questions about how Smith obtained permits that allowed construction of the 
tower located in the Eureka Springs Historic District. 
Source: http://www.carrollconews.com/story/1625917.html 

For another story, see item 20  
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Commercial Facilities Sector 

51. April 12, Associated Press – (Louisiana) Neighbors file class-action lawsuits 
following explosion. Two class-action petitions have been filed in the wake of the 
massive explosion and fire in Denham Springs, Lousiana. According to the plaintiffs, 
the fire cut into their quality of life. Lawyers said that some of the people living on 
Eden Church Road close to Coco Resources Warehouse have some valid claims, 
ranging from physical side effects to being out of a home. The explosions happened 
March 30. One of the petitions was filed on March 31. It stated that one woman is 
suffering after inhaling fumes from the fire. It also claimed that another woman was 
forced to leave her home for several days. The lawsuit charged that Coco Resources 
failed to provide timely notice and warning of the discharge and release of dangerous 
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and hazardous chemicals. An attorney said that if lawyers can show these residents’ 
problems are due to the negligence of the company, they have a valid case. The petition 
seeks damages for loss of quality of life, loss of enjoyment of life and any future 
medical expenses due to the release of those chemicals. 
Source: http://www.wafb.com/Global/story.asp?s=12298106&clienttype=printable 

52. April 12, WBOY 12 Clarksburg – (National) U.S. attorney’s office may investigate 
mine explosion in the future. A U.S. district attorney announced Monday that his 
office has not yet, but may sometime in the future launch an investigation into the 
Upper Big Branch Mine explosion that killed 29 and injured two others in Raleigh 
County, West Virginia. He said in a news release that his office normally doesn’t 
confirm or deny whether it is involved in investigations. But he was compelled to do so 
in this case because of widespread public interest. “The United States Attorney’s Office 
is ready, willing and able to receive any information and/or investigative reports 
regarding the explosion and subsequent deaths of the 29 miners at the Upper Big 
Branch Mine in Raleigh County, West Virginia.” the attorney stated in the news 
release. “If the investigation undertaken by the Mine Safety and Health Administration 
reveals that criminal violations have occurred, we will work vigorously with 
investigators to pursue those offenses to the fullest extent of the law.” 
Source: 
http://www.wboy.com/story.cfm?func=viewstory&storyid=78152&printview=1 

53. April 12, San Mateo County Times – (California) Three Oakland firefighters injured 
in apartment blaze. Two firefighters were sprayed in the face and eyes with paint 
from spray cans that exploded during a fire cleanup, and a third crew member suffered 
a back injury after an apartment blaze this morning in the Eastlake district of Oakland, 
California. The fire department batallion chief said there were about three dozen, spray-
paint cans in an apartment at the corner of East 11th Street and Ninth Avenue because 
the occupant works for a paint distributor and he had older products and samples stored 
there. Some of the cans exploded during the fire, but it was during the fire mop-up that 
the two firefighters were without protective eye gear and were injured. They were taken 
to a hospital, treated and released. The third firefighter, who suffered the back injury 
fleeing from the exploding cans, was treated at a hospital and sent home, the chief said. 
No one else was injured. Fire officials said 22 firefighters responded to the 10:35 a.m. 
blaze in the top floor of a two-story, seven-unit apartment building. One apartment on 
the top floor was gutted before the fire was controlled about 11 a.m., officials said. 
There was some smoke and water damage to other units as well. The chief said the total 
preliminary damage estimate is about $250,000. The cause of the fire, which started in 
the kitchen of the unit with the paint cans, is under investigation. It was not deemed to 
be arson, the chief said. 
Source: http://www.insidebayarea.com/news/ci_14871139 

54. April 12, Boulder Daily Camera – (Colorado) Boulder police determine suspicious 
package poses no immediate risk. Boulder, Colorado police have determined that a 
suspicious package sent to a business in the 3500 block of Frontier Avenue isn’t 
explosive, isn’t flammable and hasn’t emitted any volatile organic compounds that 
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would pose an “immediate respiratory hazard,” according to a police spokeswoman. 
The department’s hazardous materials team has been working to determine any danger 
posed by the package all day after employees with Iron Man reported receiving a 
shipment that contained chemicals with a noxious odor, she said. Employees of the 
business called police about 9:45 a.m. Monday to report the suspicious package, which 
they had received on Friday afternoon, the spokeswoman said. They had noticed some 
fumes when they first opened it, she said, but the staff went home for the weekend and 
returned to an even stronger odor on Monday. The business was evacuated, along with 
a neighboring business, Boulder Velodrome — an indoor cycling arena, she said. No 
one has required medical treatment, she said. Officers haven’t yet been able to identify 
what chemicals are in the package, she said, but they’ve determined the box isn’t 
explosive or flammable. Therefore, she said, the officers are securing the box in plastic 
wrap, ventilating the building and turning the scene back over to the private business, 
which will be charged with hiring an outside contractor to come in and do additional 
testing and determine appropriate disposal. The spokeswoman said the department 
doesn’t expect any further criminal investigation. 
Source: 
http://www.dailycamera.com/portlet/article/html/fragments/print_article.jsp?articleId=1
4867533&siteId=21 

For another story, see item 17  
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National Monuments and Icons Sector 

55. April 13, Star Tribune (Minnesota) – (Minnesota) Flood finally ebbing, Ft. Snelling 
park is reopening. A sure sign that the flood season of 2010 has passed: Fort Snelling 
State Park in Minnesota has reopened. On Monday, the state department of natural 
resources announced the reopening of portions of the park, at the confluence of the 
Mississippi and Minnesota rivers. The park was closed on March 19 because of rising 
floodwaters. The department has reopened the main park road, the visitor center, 
memorial chapel and the Minnehaha and Snelling Lake trails. Still closed are Pike and 
Picnic islands, the Minnesota River boat landing and the Sibley trail. 
Source: 
http://www.startribune.com/local/90734489.html?elr=KArksLckD8EQDUoaEyqyP4O:
DW3ckUiD3aPc:_Yyc:aUUZ 

56. April 13, Asheville Citizen-Times – (North Carolina) Warm, dry spell in Asheville 
continues this week. Firefighters battling wildfires like one that continued to burn 
more than 70 acres in Swain County, North Carolina, Monday won’t get much relief 
this week with more warm, dry weather in the forecast. The fire started Sunday on 
steep, rugged terrain off of U.S. 129 north of Robbinsville and crews hope to utilize 
nearby creeks to stop its advance, said a spokesman for the N.C. Division of Forest 
Resources. It was not threatening any homes, he said. After a year of consistently wet 
weather, Western North Carolina has entered into a dry pattern in recent weeks that has 
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caused the region’s fire season to flare up quickly, according to forecasters with the 
National Weather Service. “The fuels have dried out so much just since the last rain we 
got that it’s really hampered our efforts,” the spokesman said. “I guess we’re catching 
up on fire season here in this last couple of weeks.” As of Sunday, about 50 wildfires 
have burned 290 acres since April 1 in the forest service’s District 1, which covers 
Buncombe, Henderson, Transylvania, McDowell, Madison, Polk, Yancey and Mitchell 
counties. Foresters in the far western counties have also battled a host of large blazes 
like one that consumed 100 acres on the Cherokee Indian Reservation last week. A 
two-year drought sparked above normal fire seasons in WNC in 2007-2008, but 
wildfires dropped by more than 70 percent in 2009 with consistently heavy rainfall. 
The region had above normal precipitation this winter, but that weather pattern has 
moved northward in recent weeks making the mountains dry, said a weather service 
meteorologist. The weather service has issued several fire danger statements in the past 
few weeks, though conditions have not been dry or windy enough to warrant a red flag 
warning, he said. 
Source: http://www.citizen-times.com/article/20100413/NEWS/304130037 

For more stories, see items 3 and 57  
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Dams Sector 

57. April 13, Dallas Morning News – (Texas) Background: Are the Trinity levees 
‘historic properties’? Federal law says that the federal agency with jurisdiction over a 
federal project must determine if the project would harm “historic properties.” The 
Texas Department of Transportation, acting as an agent of the Federal Highway 
Administration, had previously determined that the levees were not eligible for 
inclusion on the National Register of Historic Places. Late last year, the U.S. Army 
Corps of Engineers said TxDOT’s analysis was flawed and said the levees might be 
eligible. It still is studying the issue. The Texas Historical Commission previously 
agreed with the Transportation Department that the levees were not historic. But it said 
last year that it is now “quite possible” it would concur if the corps concludes the 
levees are a historic property. If the corps insists the levees are historic, it could 
provoke a showdown with the Federal Highway Administration, a confrontation federal 
officials say they hope to avoid. 
Source: http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/DN-
leveesbox_13met.ART.State.Edition1.4c6b4b9.html 

58. April 13, Waynesboro News Virginian – (Virginia) Federal agency recommends $3 
million dam renovation. The Natural Resources Conservation Service said Monday 
that Augusta County’s (Virginia) Mills Creek Dam should be rehabilitated to the tune 
of $3 million to replace its aging infrastructure to withstand maximum rainfall. The 
dam was built for water quality purposes nearly 50 years ago on a creek one ridge west 
of Sherando Lake that is part of the South River Watershed. The dam’s purpose for 
many years has principally been flood control. The conservation service’s Virginia 
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Watershed program coordinator said the dam now has an NRCS high-hazard 
classification because of the downstream development in Sherando and Lyndhurst. 
That development includes 71 single-family homes, three businesses and five churches. 
He said the classification is a more risky one because of the development downstrean 
over the past five decades, not because the dam is likely to fail. The conservation 
service is recommending that the dam’s auxiliary spillway be lowered by 3 feet and 
that the spillway be protected with a series of articulated, concrete blocks. The 
auxiliary-spillway improvement is needed in case of a maximum rainfall event of 28 
inches in six hours in the area of the dam. The conservation service is also 
recommending a replacement of the dam’s principal spillway riser and spillway outlet 
pipe to better handle water flow. The program coordinator said the conservation service 
did not seriously look at other alternatives that include decommissioning the dam or the 
relocation of downstream residences. “None of these (options) meet Augusta County’s 
goals,’’ he said. He said an approval of the construction plan by late summer would 
lead to a request for the U.S. Congress to providea two-thirds match of funding for dam 
construction. The South River supervisor said the dam must either be repaired or 
removed. He added that if the full federal match can be obtained, he believes a large 
amount of the 35 percent of remaining funds can be garnered from the state. 
Source: 
http://www2.newsvirginian.com/wnv/news/local/lyndhurst/article/federal_agency_reco
mmends_3_million_dam_renovation/54809/ 

59. April 10, Fort Myers New-Press – (Florida) Fragile Lake Okeechobee dike forces 
water releases. More than a billion gallons of nutrient-rich fresh water a day are 
flowing down the Caloosahatchee River in Florida from Lake Okeechobee, raising 
concerns about the health of the river and its estuary. On March 27, the U.S. Army 
Corps of Engineers started a 13-day pulse release from the lake to protect the badly 
eroding Herbert Hoover Dike. That release, which ended at 7 a.m. last Friday, averaged 
2,200-cubic-feet-per-second, or 1.42 billion gallons-per-day, enough to cover the land 
area of Sanibel Island to a depth of about 5 inches. A second 13-day release is under 
way, with rates not to exceed 2,200 cfs. “As lake levels increase, our concern for the 
dike’s stability increases as well,” the Corps basin manager said. “The higher the lake 
level, the faster erosion occurs.” Herbert Hoover Dike was constructed in the 1930s as 
flood protection for surrounding communities and agricultural fields. Over the years, 
the dike has eroded. As water levels rise in the lake, pressure on the dike’s foundation 
rises, thus increasing erosion. To protect the dike, the Corps tries to keep water levels 
between 12.5 feet and 15.5 feet. At the end of March, levels were between 14 and 15 
feet, within the ideal range, but because of heavy rains this winter, they are higher than 
water managers would like with the rainy season six weeks away. Water in the 
Kissimmee region flows into the lake, and since Jan. 1, the Upper Kissimmee has 
received 14.51 inches of rain (5.7 inches above average); the Lower Kissimmee region 
has received 10.81 inches (3.28 inches above normal), and Lake Okeechobee has 
received 10.76 inches (3.13 inches above normal). 
Source: http://www.news-
press.com/article/20100410/GREEN/100410038/1075/Fragile-Lake-Okeechobee-dike-
forces-water-releases 
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