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Top Stories 

 According to the Associated Press, equipment that measures radiation emissions at the 
Oyster Creek nuclear plant in Lacey Township, New Jersey has recently been found to be 
inoperable. It is not clear how long the stack monitor has been out of service. (See item 9) 

 WLOX 13 Biloxi reports that more than 500 homes and businesses in North Escatawpa, 
Mississippi are under a boil water order again because in the past two weeks, someone has 
deliberately damaged their water lines four times. (See item 31) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 12, McAllen Monitor – (International) Violence impacts Reynosa maquilas; 
gunmen attack oil firm. Gunmen charged after midnight April 9, making off with 
uniforms and at least five trucks from the world’s largest oilfield services company. It 
is unclear if the attackers were from a drug cartel or how they even managed to bypass 
the security gate and guards at the Schlumberger Ltd. compound on the western 
outskirts of Reynosa, Mexico. Cartels have commandeered cargo trucks loaded with 
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goods and buses for factory workers to create impromptu roadblocks. Factories have 
canceled shifts on violent nights when they felt it was too unsafe for workers to leave 
home or when they could not catch the bus. “We’re at a tipping point. If something is 
not done, there’s going to be an impact to this (industry),” one factory manager said. 
None of the 140 maquiladoras in Reynosa’s 11 industrial parks are pulling out of the 
area, managers said, but many have developed exit strategies in case the violence does 
not abate. For now, the majority of the manufacturers have barred non-essential travel 
to Mexico, and many of those factories’ vendors and suppliers now refuse to cross the 
border, according to managers and industry insiders. “In the short term, they’re taking a 
wait-and-see approach,” said the president and CEO of the McAllen Economic 
Development Corp., an organization that has aggressively recruited manufacturers to 
Reynosa for more than two decades. Manufacturers such as LG Electronics, Black & 
Decker, Motorola, and Nokia employ more than 72,000 in Reynosa. 
Source: http://www.themonitor.com/articles/violence-37338-factories-fear.html 

2. April 10, Associated Press – (West Virginia) 4 missing W.Va. miners dead; final toll 
at 29. Authorities say crews have found the bodies of four miners missing nearly a 
week since an explosion at a West Virginia coal mine, bringing the death toll to 29. 
Officials say the mission now is to recover all 22 bodies still inside the Upper Big 
Branch mine 30 miles of Charleston. Seven other bodies were recovered after the blast 
Monday and two other miners were injured. The raised death toll makes it the worst 
coal mine disaster in the U.S. since 1970 when 38 were killed at Finley Coal Co. in 
Hyden, Kentucky. Authorities said early Saturday that they will start bringing out the 
bodies so they can be identified. 
Source: http://finance.yahoo.com/news/4-missing-WVa-miners-dead-apf-
3259963327.html?x=0 

3. April 9, Associated Press – (Colorado) Tanker overturns on Loveland Pass. A tanker 
driver who overturned on Loveland Pass is out of the hospital, and authorities say the 
fuel spill of 500 gallons did not reach the Snake River. The oil spill happened Friday 
morning on Highway 6 near the Arapahoe Basin Ski Area. The driver, was flown to a 
Denver hospital, but released later Friday. No one else was hurt. Authorities say the 
tanker was carrying 7,000 gallons of petroleum, but only 500 gallons spilled. 
Hazardous materials crews with Colorado State Patrol used booms and pads to stop the 
gas that drained below the embankment before it reached the Snake River’s north fork. 
Source: http://cbs4denver.com/wireapnewsco/Tanker.overturns.on.2.1623777.html 

4. April 8, ecPulse.com – (National) Higher hurricanes risk in 2010. Two months before 
the official start of the Atlantic hurricane season on June 1, Colorado State University 
researchers released their 2010 Atlantic hurricane season predictions based on 58 years 
of historical data, expecting it to be an above-average season due to the cooler ocean 
temperatures in the Pacific and warmer temperatures in the Atlantic. An average 
Atlantic hurricane season, which is officially from June 1 to November 30, has around 
10 tropical storms, six of which have the chance to become hurricanes and 2 to become 
major hurricanes. But the predictions for this year show that 15 named storms might 
form in the Atlantic, eight of which may become hurricanes and four may be powerful 

http://finance.yahoo.com/news/4-missing-WVa-miners-dead-apf-3259963327.html?x=0
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hurricanes with winds of at least 111 mph. There is a 44 percent chance of a major 
hurricane making landfall on the East Coast, including Florida and the Gulf of Mexico 
oil patch, versus a long-term average of 30 percent, according to the researchers’ 
predictions. Meanwhile, AccuWeather predicted a potentially “extreme” hurricane 
season for 2010, with 16 to 18 tropical storms almost all of them in the western Atlantic 
or the Gulf of Mexico, of which five hurricanes, two or three of them may be major and 
expected to hit the U.S. coast. However, it is the Colorado State University team 
predictions that are followed closely by the energy and commodity markets. Yet the 
team has repeatedly cautioned that the hurricane activity forecasts might be imprecise 
and can frequently miss predictions.  
Source: http://www.ecpulse.com/en/topstory/2010/04/08/2010-atlantic-hurricane-
season/ 

[Return to top]  

Chemical Industry Sector 

5. April 12, Associated Press – (New Mexico) Helena Chemical disputes cleanup 
violation. The state Environment Department has issued a notice of violation over 
Helena Chemical Co.’s groundwater cleanup plan for a Mesquite fertilizer facility, but 
the company disputes the state’s conclusion. State officials also rejected the company’s 
request to operate without an air quality permit. Helena plans to appeal that decision. 
The department said Helena has not agreed to mitigate for fluoride, chloride, and 
dissolved solids that are above certain levels and qualify as contaminants. An 
Environment Department spokeswoman said Helena submitted a cleanup plan that 
addresses only nitrate levels in groundwater. The vice president of the company’s 
southern business unit said the Mesquite facilities do not produce anything that would 
generate the other water contaminants cited by Environment officials.  
Source: http://www.chem.info/News/2010/04/Environmental-Controls-Helena-
Chemical-Disputes-Cleanup-Violation/ 

For more stories, see items 28 and 30  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. April 12, Reuters – (International) Obama summit to highlight threat of nuclear 
terrorism. Nearly 50 countries are meeting in Washington this week for an 
unprecedented summit aimed at agreeing concrete action to prevent bomb-grade 
nuclear material from falling into the hands of terrorists. In a speech in Prague last year, 
the U.S. President warned that nuclear terrorism was the “most immediate and extreme 
threat to global security.” He wants to use the summit to galvanize countries to take the 
issue more seriously. The goal of the summit is to reach a common understanding on 
the threat posed by nuclear terrorism and to agree on a plan of action to secure all loose 
nuclear material within four years to stop terrorists from getting their hands on it. The 

http://www.chem.info/News/2010/04/Environmental-Controls-Helena-Chemical-Disputes-Cleanup-Violation/
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U.S. Secretary of State says the April 12-13 gathering of 47 nations is the largest 
conference hosted by the United States since 1945. 
Source: http://in.reuters.com/article/worldNews/idINIndia-
47614020100412?pageNumber=2&virtualBrandChannel=0&sp=true 

7. April 11, Associated Press – (National) Radioactive waste to be shipped on I-81 in 
NE Tenn. Disaster and emergency responders in northeast Tennessee have been told 
about plans to ship defense-related radioactive waste along Interstate 81 for the first 
time, starting next year. The Greeneville Sun reports that officials from the U.S. 
Department of Energy held a briefing in Greene County about the “transuranic” 
radioactive waste shipments that will start in July 2011. Volunteer firefighters and other 
emergency responders were shown trucks and special containers that will be used. The 
radioactive waste is to be sent from a DOE facility near Pittsburgh to the DOE’s Waste 
Isolation Pilot Plant (WIPP) near Carlsbad, New Mexico The route extends southbound 
to interstates 40 and 75 through East Tennessee and then to I-59 and I-20 passing 
through Birmingham, Alabama. A spokesman for DOE contractor Washington TRU 
Solutions, LLC, said similar radioactive waste has been shipped from Oak Ridge to 
WIPP for several years. 
Source: 
http://www.tennessean.com/article/D4/20100411/NEWS01/100411007/Radioactive+w
aste+to+be+shipped+on+I-81+in+NE+Tenn 

8. April 11, Brattleboro Reformer – (National) Cancer study: NRC plans new health 
risk report. In 1990, the National Institutes of Health (NIH) concluded there was no 
increased risk of death from cancer for people living in the 107 U.S. counties 
containing or closely adjacent to 62 nuclear facilities, including all of the nuclear power 
reactors operational before 1982. The study encompassed the years between 1950 and 
1984. Since then, said the spokesman for the Nuclear Regulatory Commission (NRC), 
there have been studies for areas around specific plants but none such as the NIH 
conducted. Since the NIH study was concluded, the NRC has fielded many questions 
about why the study has not been updated, he said. Recently, the NRC sent out a 
request for submittals and chose the National Academy of Sciences (NAS) to update 
the NIH study. This new study will include more data, said the NRC spokesman. “The 
study in 1990 only looked at cancer mortality,” he said. “This is also going to look at 
cancer occurrence rates.” The study will be facilitated by state cancer occurrence 
databases that weren’t available to the NIH, he said, adding NAS has a big task ahead 
of it. “Any epidemiological study can be challenging to execute because there are so 
many variables,” said the spokesman. While there is no denying that ionizing radiation 
can cause cancer, there are also many other factors that can cause the disease, he said, 
including lifestyle, where you live and proximity to other industries that might be 
producing toxic materials. “This study is going to be very empirical in nature, will look 
at all the data and will follow good scientific methods,” said the spokesman. “There is a 
very large pool of data to work with. This is going to take several years.” 
Source: http://www.reformer.com/localnews/ci_14865773 

http://www.tennessean.com/article/D4/20100411/NEWS01/100411007/Radioactive+waste+to+be+shipped+on+I-81+in+NE+Tenn
http://www.tennessean.com/article/D4/20100411/NEWS01/100411007/Radioactive+waste+to+be+shipped+on+I-81+in+NE+Tenn
http://www.reformer.com/localnews/ci_14865773
http://in.reuters.com/article/worldNews/idINIndia-47614020100412?pageNumber=2&virtualBrandChannel=0&sp=true
http://in.reuters.com/article/worldNews/idINIndia-47614020100412?pageNumber=2&virtualBrandChannel=0&sp=true
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9. April 10, Associated Press – (New Jersey) Radiation monitor at Oyster Creek 
nuclear plant is inoperable, officials say. A monitor that measures radiation 
emissions at the nation’s oldest operating nuclear plant has been found to be 
inoperable. But officials say the problem at the Oyster Creek plant in Lacey Township 
does not pose a public health threat. Exelon Corp., which owns the plant, recently 
notified the state Department of Environmental Protection (DEP) about the problem. 
But it is not clear how long the equipment — known as a stack monitor — has been out 
of service. DEP officials say other monitors throughout the plant can be used to provide 
data about radiation levels. The agency also maintains a network of radiation monitors 
in the area around the plant. “(We’re) confident that there have been no releases from 
the stack,” the DEP commissioner said. “Our independent monitoring system has not 
shown any elevated levels in the environment.” 
Source: 
http://www.nj.com/news/index.ssf/2010/04/radiation_monitor_at_oyster_cr.html 

10. April 10, Vineland Daily Journal – (New Jersey) Radioactive water at plant 
investigated. The New Jersey State Department of Environmental Protection and 
Federal Nuclear Regulatory Commission are working with PSEG Nuclear to 
investigate radioactive water that leaked into catch basins at the Salem 2 nuclear power 
plant. PSEG Nuclear this week found elevated levels of tritium in two basins and 
reported them to the NRC, which regulates the nuclear power industry. “We are very 
concerned and are working closely with PSEG as they investigate this matter,” the DEP 
commissioner said. “Fortunately, it appears that the contaminated water is contained to 
the catch basins and has not gotten into ground water or the surrounding environment,” 
the DEP commissioner said. “Still, any leak of tritium is a concern. DEP’s radiation 
experts will play an important role in the investigation, providing advice and 
conducting independent sampling.” 
Source: http://www.thedailyjournal.com/article/20100410/NEWS01/4100319 

11. April 8, Agence France-Presse – (International) Ship bearing MOX sets sail from 
France for Japan. A shipment of 15 tonnes of combustible MOX, a blend of 
plutonium and reprocessed uranium, left the French port of Cherbourg on Thursday for 
Japan, the French nuclear group Areva said. The Pacific Heron, a ship specially 
outfitted to transport nuclear material, is due to arrive in Japan in June escorted by a 
sister ship, both of which are owned by British company PNTL. British security forces 
are on board the ships, which are manned by twice as many crew members as on a 
normal ship, Areva said. Environmental group Greenpeace did not disrupt the departure 
of the ship, which it said was bearing 1.3 tonnes of plutonium out of the total cargo. 
The group risked a fine of 75,000 euros (100,000 $US) if it got too close. Japan has few 
energy resources of its own and relies on nuclear power from 53 plants for nearly one 
third of its domestic electricity needs. Opponents of the nuclear plants warn of the risk 
of an accident in Japan, which suffers some 20 percent of the world’s most powerful 
earthquakes. Protesters argue that shipping MOX around the world represents an 
unacceptable risk because of the danger of an accident or attack. Greenpeace also 
warns that the widening use of MOX increases the dangers of nuclear proliferation, 
arguing that the plutonium in it is easier to extract for weapons use than the plutonium 

http://www.nj.com/news/index.ssf/2010/04/radiation_monitor_at_oyster_cr.html
http://www.thedailyjournal.com/article/20100410/NEWS01/4100319
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in conventional spent nuclear fuel. Areva said that the shipment is proof of the success 
of MOX, which has been used in two reactors in Japan since last year and which the 
company says helps recycle used-up nuclear material. It said that by the end of 2011 
MOX will be used in five Japanese reactors. 
Source: 
http://news.yahoo.com/s/afp/20100408/sc_afp/francejapannuclearenergyenvironmentar
eva_20100408224914 

[Return to top]  

Critical Manufacturing Sector 

12. April 12, Associated Press – (Iowa) No one hurt in explosion at Cedar Falls 
plant. Authorities say no injuries are reported in an explosion and fire at a 
manufacturing plant in Cedar Falls. Emergency crews were called to Viking Pump late 
Sunday after an explosion in a large air compressor. A fire spokesman said the plant 
was evacuated by the time firefighters arrived around 11:30 p.m. He says fire crews 
extinguished the flames quickly, but there was a lot of smoke. There was no immediate 
word on the extent of the damage. Viking Pump makes pumps for a variety of 
industrial purposes. The plant, which was built in 1960, is located in the city’s 
industrial park. 
Source: http://www.kcrg.com/news/local/90604074.html 

13. April 12, Agence France-Presse – (National) Toyota could face a second U.S. 
fine. The National Highway Transport Safety Administration could slap another fine on 
Toyota after the $16.4 million penalty it imposed for the Japanese carmaker’s not 
disclosing facts faster on involuntary acceleration. The first fine was imposed after a 
Department of Transportation review of 70,000 pages of documents found Toyota 
“knowingly hid a dangerous defect for months from U.S. officials and did not take 
action to protect millions of drivers and their families.” And in a letter to Toyota 
obtained on April 10 by Agence France Presse, the NHTSA warned Toyota it was 
considering a second penalty. Toyota recalled more than nine million vehicles 
worldwide including more than six million in the United States mainly for involuntary 
acceleration problems but also for some faulty brakes on some hybrid vehicles. 
Problems related to sudden, unintended acceleration that have been blamed for more 
than 50 U.S. deaths and resulted in the recall of more than eight million vehicles 
worldwide. Toyota is facing at least 97 lawsuits seeking damages for injury or death 
linked to sudden acceleration and 138 class action lawsuits from angry customers suing 
to recoup losses in the resale value of Toyota vehicles following the recalls. 
Source: http://www.industryweek.com/articles/toyota_could_face_a_second_u-s-
_fine_21557.aspx 

14. April 11, Wall Street Journal – (National) Steel firms feel bite of U.S. mine 
disaster. Prices for metallurgical coal, a key input in steel production, jumped last 
week after a fatal explosion forced Massey Energy Co. to shut a West Virginia mine, 
squeezing an already tight market for the commodity. The Upper Big Branch mine 

http://www.kcrg.com/news/local/90604074.html
http://www.industryweek.com/articles/toyota_could_face_a_second_u-s-_fine_21557.aspx
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http://news.yahoo.com/s/afp/20100408/sc_afp/francejapannuclearenergyenvironmentareva_20100408224914
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disaster takes supply off the market at time of strong Asian demand for the higher-
quality coal and a rebound in steel production in the U.S., Brazil and Europe. Massey 
was scheduled to ship 1.6 million tons of metallurgical coal from the Upper Big Branch 
mine this year, equal to about 3% of total U.S. production last year. The Richmond, 
Virginia, producer said Friday. it will increase production at other mines, but does not 
expect to replace all of the lost production from Upper Big Branch this year. The 
company said it couldn’t predict when the mine might reopen. With production at the 
Massey mine down since late April 5, prices have risen sharply. A weekly U.S. index 
compiled by Energy Publishing Inc. showed spot prices for so-called high-volatility 
metallurgical coal at the port in Hampton Roads, Virginia, a major coal-shipping 
center, jumped 22% in the last week to $241.67 a metric ton. In the U.S. steelmakers do 
not expect to face shortages of metallurgical coal that will force them to cut production. 
Instead, the impact will be centered on pricing, with the question becoming whether 
steelmakers can pass through the higher costs to their customers, or if their margins will 
be squeezed by the higher coal prices. 
Source: 
http://online.wsj.com/article/SB10001424052702304703104575174391282414652.htm
l?mod=WSJ_Commodities_LEFTTopNews 

For another story, see item 1  
 
[Return to top]  

Defense Industrial Base Sector 

15. April 12, Nextgov – (National) Army impressed by initial test of next generation 
radios. Army officials said last Thursday they have been impressed by early tests at 
this sprawling 3,200-square-mile base of an advanced radio that is designed to send 
huge files of maps and images to soldiers in the field and improve transmissions in 
mountainous areas such as Afghanistan. The next generation devices, called ground 
mobile radios, are wideband versions of the Joint Tactical Radio System under 
development since 1996 and have sent data as far as 19.5 miles during tests this week, 
said the program manager for the Army’s infantry brigade combat team integration 
project. The radios are a central part of the Army’s plan to modernize its brigades and 
will link units so that they can communicate not only by voice but transmit broadband 
data, including imagery. The Army plans to continue testing the new radios, developed 
by Boeing, through June and expects its range to increase. In addition, the latest version 
exceeded its required throughput of 2 megabytes per second, a generational leap from 
existing radios, said a product manager for the ground mobile radio at the JTRS 
program office in San Diego. He attributed the increased performance to improvements 
in the software, which was not fully developed when the radios were tested in 2009. In 
March the Defense Department’s director of operational test and evaluation, told 
lawmakers at a House Armed Services Committee hearing that the radios had suffered 
a slip in development testing last year because of hardware and software problems, 
which resulted in low throughput. JTRS has been in development since 1996. This year 
the tests involve units across more than 350 square miles, similar to a setting in which 

http://online.wsj.com/article/SB10001424052702304703104575174391282414652.html?mod=WSJ_Commodities_LEFTTopNews
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the 1st Armored Division’s 3rd Infantry Brigade Combat Team will operate when it is 
deployed to Afghanistan, said the director of operations for the integration project. The 
terrain and scenarios will mimic operations in Afghanistan, including mountainous 
areas that can block radio signals and in villages. 
Source: http://www.nextgov.com/nextgov/ng_20100409_1179.php 

16. April 11, Military Times – (National) Corps makes progress on LAV upgrades. The 
Corps is on the verge of completing significant upgrades to the Light Armored Vehicle, 
with new armor, safer crew cabins and better seats in planning and development this 
year. The LAV-25, comprising 400 of the Corps’ 870-plus LAV fleet, will receive new 
fuel tanks placed farther away from the Marines inside. The vehicle, carrying two 
crewmen and six combat-ready Marines, currently places Marine scouts in an 
observation post directly on the fuel cell, raising safety concerns. Marine officials did 
not say where the new tank will be located, but the Corps has tested several prototypes 
and plans to open a contract competition this year, said a spokesman for Marine Corps 
Systems Command. The Corps also is working to replace bench seating with new blast-
resistant seats. Several options have been blast tested, and the service also developed a 
crew compartment layout necessary to fit the seats. Marine officials did not describe 
the revised layout, but said it is undergoing user evaluations, and could be finalized if 
Marines testing it view it favorably. Additionally, the service is testing new, lighter 
underbelly armor that would increase the vehicle’s mobility when up-armored. Testing 
should be completed this year, allowing the Corps to integrate changes onto existing 
vehicles. 
Source: http://www.militarytimes.com/news/2010/04/marine_lav_040910w/ 

17. April 9, Washington Technology – (National) Contractors win courthouse fight to 
protect their information. A federal appeals court ruled that the Defense Contract 
Management Agency was wrong when it released technical and quality control 
procedures of Sikorsky Aircraft and the Pratt and Whitney unit of United Technologies 
Corp. The information in question was part of two Freedom of Information Act 
requests. The Sikorsky information was part of a request filed by a New Haven, 
Connecticut television station, and the request involving Pratt and Whitney was filed by 
the Hartford Courant in Connecticut. The U.S. Court of Appeals for the District of 
Columbia reversed two decisions made in 2008 by the U.S. District Court for the 
District of Columbia that supported DCMA’s contention that the information was not 
proprietary and therefore not exempt under FOIA. “But where, as here, a contractor 
pinpoints by letter and affidavit technical information it believes that its competitors 
can use in their own operations, the agency must explain why substantial competitive 
harm is not likely to result if the information is disclosed,” the judges wrote. The 
decision strengthens a contractor’s ability to claim that government officials should 
protect its information despite FOIA requests, the Coalition for Government 
Procurement said in its weekly Friday Flash newsletter. The coalition tells contractors 
to mark “proprietary” on each page that contains prices, discounts, or other sensitive 
information when submitting document to agencies. The industry group also told 
companies to pay close attention whenever an agency sends a package of information it 
might release in response to a FOIA request. 

http://www.militarytimes.com/news/2010/04/marine_lav_040910w/
http://www.nextgov.com/nextgov/ng_20100409_1179.php


 - 9 - 

Source: http://washingtontechnology.com/Articles/2010/04/09/appellate-court-reverse-
FOIA-decision.aspx?Page=1 

[Return to top]  

Banking and Finance Sector 

18. April 10, San Diego Union-Tribune – (California) Police, FBI seek tips to find Ho-
Hum Bandit. The FBI and San Diego police are offering a $10,000 reward for tips that 
lead to the arrest of a bank robber whom authorities have dubbed the “Ho-Hum Bandit” 
because he is plain and unassuming. The man is suspected in at least five San Diego 
bank robberies, the latest of which occurred April 8 in La Jolla. Law enforcement 
officials were able to identify him because he wore the same cap in two robberies. 
Police said that he most recently presented a note demanding cash at a Citibank branch 
on Herschel Avenue in La Jolla. Since February, the man also robbed another Citibank, 
a Chase bank branch, and two San Diego National Bank branches, all in San Diego, 
police said. 
Source: http://www.signonsandiego.com/news/2010/apr/10/police-fbi-seek-tips-find-
ho-hum-bandit/ 

19. April 8, KXII 12 Sherman – (Texas) New scam targets American Bank of Texas 
customers. Employees at the American Bank of Texas in Sherman want to warn their 
customers about scammers trying to get their 16-digit debit card numbers. They say 
because they are a smaller, local bank, some of their customers may be fooled into 
trusting these con artists. Bank employees received an e-mail the week of April 5 
warning them about a new scam that could be targeting their customers. “They’re 
wanting the customer and asking the customer to enter in their card number via the 
phone. Other messages have told the customers, if they press one, and enter their debit 
card number, they will receive rewards of fifty dollars or more,” said the vice president 
of operations with the bank. He said employees already have the information on file 
that the scammers are looking for, so there would be no need for them to call and ask 
for it.  
Source: http://www.kxii.com/home/headlines/90318992.html 

[Return to top]  

Transportation Sector 

20. April 12, FOX News – (New York) Details emerge in Al Qaeda plot on NYC subway 
system. A fourth suspect in the alleged plot to blow up New York City subways has 
reportedly revealed more details about the plan. The Queens native and two high school 
friends were planning to detonate explosives attached to their bodies at Grand Central 
and Times Square stations during rush hour, according to the NY Daily News. The 
paper reports that the fourth suspect was arrested in Pakistan and is likely to be 
extradited to Brooklyn. The group had supposedly picked September 14, 15, or 16 as 
the attack date. The would-be bomber said in court that he gave up on his terror plot 

http://www.signonsandiego.com/news/2010/apr/10/police-fbi-seek-tips-find-ho-hum-bandit/
http://www.signonsandiego.com/news/2010/apr/10/police-fbi-seek-tips-find-ho-hum-bandit/
http://www.kxii.com/home/headlines/90318992.html
http://washingtontechnology.com/Articles/2010/04/09/appellate-court-reverse-FOIA-decision.aspx?Page=1
http://washingtontechnology.com/Articles/2010/04/09/appellate-court-reverse-FOIA-decision.aspx?Page=1
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after he learned the FBI and NYPD were aware of his plan. 
Source: http://www.foxnews.com/us/2010/04/12/details-emerge-al-qaeda-plot-nyc-
subway/ 

21. April 12, Associated Press – (International) Landslide derails train in northern Italy, 
9 dead. A cascade of rocks and debris slammed onto a small commuter train traveling 
through the Italian Alps in northern Italy near the Austrian border, causing it to derail 
and killing at least nine people while injuring another 30 aboard. One of the two train 
cars was destroyed, its windows shattered, ANSA news agency reported, adding that 
about 40 people had been on board at the time of the accident. “The landslide occurred 
at the very passage of the train,” said a transport official in nearby Bolzano city. He 
said the burst pipe had triggered the rock fall onto the train around 9:30 a.m. 
Temperatures were too high to freeze the water in the pipe; authorities said they were 
investigating why it had burst.  
Source: http://www.businessweek.com/ap/financialnews/D9F1JLG80.htm 

22. April 12, Associated Press – (International) Russia points to human error in fatal 
Polish crash. Russian investigators suggested human error may have been to blame in 
the plane crash that killed the Polish president and 95 others, saying Monday that were 
no technical problems with the Soviet-made plane. The Polish government-owned Tu-
154 went down while trying to land Saturday in dense fog near Smolensk airport in 
western Russia. The pilot had been warned of bad weather in Smolensk, and was 
advised by traffic controllers to land elsewhere. Polish investigators have not yet 
listened to the cockpit conversations recorded on the black boxes, but will, to see if 
there were “any suggestions made to the pilots” from other people aboard the plane to 
land at Smolensk instead of diverting to Minsk or Moscow.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5h5HRIwocn5cLZn75suY8xsI5-
1bgD9F1HVDO1 

23. April 11, Associated Press – (Arizona) Man accused of threatening to blow up bus in 
Arizona. Arizona police say a man accused of threatening to blow up a Greyhound bus 
has been jailed on suspicion of assault and disorderly conduct. A sergeant with the 
Department of Public Safety says the 47-year-old was subdued by other passengers 
Saturday evening. The bus stopped on Interstate 10 en route from Los Angeles to 
Phoenix. A highway patrol officer arrived and arrested him. No one was hurt. An 
explosives team swept the bus and determined there was no bomb aboard. The 
interstate was closed in both directions for about two hours while officers searched the 
bus. Once the bus was cleared, it continued on to Phoenix. The sergeant says the 
suspect apparently boarded the bus in Quartzsite, but his hometown was unknown. 
Source: http://www.kgun9.com/Global/story.asp?S=12291409 

24. April 10, KMGH 7 Denver – (Colorado) FBI investigating lasers being aimed at 
aircraft. The FBI is investigating two cases where laser lights were aimed at aircraft 
flying over Denver. One of the cases was reported late on the evening of April 8 near 

http://www.businessweek.com/ap/financialnews/D9F1JLG80.htm
http://www.google.com/hostednews/ap/article/ALeqM5h5HRIwocn5cLZn75suY8xsI5-1bgD9F1HVDO1
http://www.google.com/hostednews/ap/article/ALeqM5h5HRIwocn5cLZn75suY8xsI5-1bgD9F1HVDO1
http://www.kgun9.com/Global/story.asp?S=12291409
http://www.foxnews.com/us/2010/04/12/details-emerge-al-qaeda-plot-nyc-subway/
http://www.foxnews.com/us/2010/04/12/details-emerge-al-qaeda-plot-nyc-subway/
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Castle Rock, Colorado. It is not clear if the aircraft were commercial or private. 
Source: http://www.thedenverchannel.com/news/23109011/detail.html 

25. April 9, Washington Post – (Virginia) Reagan National Airport reopens. Reagan 
National Airport reopened on April 9 after an item that led officials to implement a 
temporary evacuation was examined and found not to be dangerous. “They did not find 
anything dangerous,” a spokesman said. “The incident lasted approximately one hour 
and affected mainly the baggage area.” 
Source: http://voices.washingtonpost.com/local-breaking-news/traffic-and-
transportation/reagan-national-airport-evacua.html 

26. April 9, Digital News Report – (Minnesota) Suspicious note found on board Delta 
flight from Minneapolis to Atlanta. TSA was made aware of a suspicious note that 
was found on a flight on the morning of April 9. The note was found in a seat pocket on 
board a Delta flight 1747 departing from Minneapolis-St. Paul International Airport 
that was heading to the Hartsfield-Jackson Atlanta International Airport. The flight 
landed without problem and the passengers that found the note were met by TSA and 
law enforcement and were questioned before being allowed to continue on their flight 
destinations. They authorities brought a canine unit to check for any problems and did 
not find anything.  
Source: http://www.digitalnewsreport.com/2010/04/09-suspicious-note-found-on-
board-delta-flight-from-minneapolis-to-atlanta/3958 

For more stories, see items 3, 7, 11, and 35  
 
[Return to top]  

Postal and Shipping Sector 
 
See items 41 and 53  

 
[Return to top]  

Agriculture and Food Sector 

27. April 12, Associated Press – (New York) Firefighter killed in silo explosion on NY 
farm. Investigators are trying to determine what caused a silo to catch fire and explode, 
killing a firefighter on the same northern New York farm where an earlier blaze killed 
more than 100 cows. Authorities say the Sackets Harbor assistant fire chief was near 
the top of the burning silo when it exploded Sunday morning. The 26-year-old was 
transported to the hospital in nearby Watertown where he was pronounced dead. The 
explosion occurred at the North Harbor Dairy Farm in the town of Hounsfield, 60 miles 
north of Syracuse. The farm lost 104 cows in a barn fire on Thursday. Both fires remain 
under investigation. 
Source: http://www.wcax.com/Global/story.asp?S=12294274 

http://voices.washingtonpost.com/local-breaking-news/traffic-and-transportation/reagan-national-airport-evacua.html
http://voices.washingtonpost.com/local-breaking-news/traffic-and-transportation/reagan-national-airport-evacua.html
http://www.digitalnewsreport.com/2010/04/09-suspicious-note-found-on-board-delta-flight-from-minneapolis-to-atlanta/3958
http://www.digitalnewsreport.com/2010/04/09-suspicious-note-found-on-board-delta-flight-from-minneapolis-to-atlanta/3958
http://www.wcax.com/Global/story.asp?S=12294274
http://www.thedenverchannel.com/news/23109011/detail.html
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28. April 11, WTIC 1080 Farmington – (Connecticut) Ammonia leak at Manchester ice 
cream plant. An ammonia leak at a Manchester ice cream plant sent one person to the 
hospital to be checked and brought out the state Department of Environmental 
Protection and Regional Hazardous Materials team to assist Manchester firefighters 
Saturday. Crews called to “Royal Ice Cream” on Warren Street just after 4 p.m. found 
anhydrous ammonia used in cooling had leaked while the owners were performing 
maintenance on the refrigeration system. The two were assisted out of the building by 
firefighters. An entry team wearing protective suits was able to stop the leak and check 
the ammonia levels. South Main Street was closed during the incident. Firefighters say 
ice cream production, which has been in business more than three-quarters of a century, 
will resume immediately. 
Source: http://www.wtic.com/Ammonia-Leak-at-Manchester-Ice-Cream-Plant/6775659 

[Return to top]  

Water Sector 

29. April 10, New London Day – (Connecticut) Pawcatuck River oil spill proving hard to 
pinpoint. Connecticut State and Federal environmental officials are trying to determine 
the origin of an oil spill in the Pawcatuck River. The Rhode Island Department of 
Environmental Management said it was notified Thursday of the spill and worked with 
the local fire department to put up booms Thursday afternoon and again Friday 
morning. The department characterized the spill, which it said is possibly a waste oil 
spill, as “somewhat contained.” A Stonington first Selectman contradicted the idea that 
the spill is contained, saying Connecticut officials told him the river is running too fast 
to put out booms to try and stop the substance from going down the river. “There’s 
nothing they can do to stop it right now,” he said. “The smell is horrible.” The 
Environmental Management department said it determined that that section of the river 
is under the jurisdiction of the federal Environmental Protection Agency and is 
awaiting EPA’s arrival. Connecticut divers heading into the river Friday to further 
inspect the Pawcatuck River Bridge discovered the substance and called authorities 
about 9:45 a.m. Town and state officials from Connecticut and Rhode Island 
investigated and traced the substance to a catch basin on Canal Street. Canal Street was 
submerged for many days during last week’s flood.  
Source: http://www.theday.com/article/20100410/NWS01/304109930/-1/NWS 

30. April 9, Alton Telegraph – (Illinois) Chlorine leak prompts water plant 
evacuation. A valve on a chlorine tank sprang a leak Friday afternoon and forced 
officials to evacuate Edwardsville’s water treatment plant on Wanda Road. The leak 
happened about 2 p.m., and the Edwardsville Fire Department called in the Madison 
County Hazmat Team to correct the problem. Men in protective suits entered the 
building and used a special kit to repair the leak. the captain of the Edwardsville Fire 
Department said said kits normally are placed at such facilities, and firefighters receive 
special training in how to use them. The leak was fixed without much fanfare, but the 
crew remained on the scene for about two hours to make sure the problem was solved. 

http://www.wtic.com/Ammonia-Leak-at-Manchester-Ice-Cream-Plant/6775659
http://www.theday.com/article/20100410/NWS01/304109930/-1/NWS
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No one was injured. 
Source: http://www.thetelegraph.com/news/leak-38671-edwardsville-chlorine.html 

31. April 9, WLOX 13 Pascagoula – (Mississippi) Water line vandalism impacts north 
Escatawpa residents. North Escatawpa, Mississippi, residents are under a boil water 
order again because in the past two weeks, someone has deliberately damaged their 
water lines four times at the Fourth Mile Creek Bridge near Highway 613. Authorities 
think it is the work of a teenage prankster. The problem lies in the Four Mile Creek. 
Moss Point’s Public Works director said someone continues to ram a boat into the 
water lines and pipes and it is affecting more than 500 homes and business in North 
Escatawpa. ”The pressure dropped so much that the creek’s water gets into the water 
line and that is reason for the discoloration and boil order.  He’s received tips from the 
community that a neighborhood teenager is to blame. He has already filed a complaint 
with the Jackson County Sheriff’s Department. “It is also a Homeland Security issue, 
and the penalties for that are you have a year in federal prison and a $10,000 fine.”  
Public works crews are replacing the ruptured water lines. The  director said the city is 
considering moving the lines to a more secure location in the future. The North 
Escatawpa area will remain under a boil water order until next week.  
Source: http://www.wlox.com/Global/story.asp?S=12287319 

32. April 6, KTVZ 21 Bend – (Oregon) Two arrested in McKenzie Canyon canal-piping 
protest. Two Sunriver residents protesting an irrigation canal-piping project in the 
McKenzie Canyon near Sisters were arrested Monday on disorderly conduct, third-
degree criminal mischief and second-degree criminal trespassing charges, Deschutes 
County sheriff’s deputies said. On the morning of April 5th at about 7:45 am Three 
Sisters Irrigation District contacted dispatch about protesters again blocking access to 
the canal, preventing workers from continuing their work piping the canal. Upon 
arrival, Deputies observed six protesters drinking beer and standing in the canal in front 
of Irrigation District equipment. After Deputies and Irrigation District Officials spoke, 
it was decided that the Irrigation District would work on another part of the project and 
come back to this location at a later time. No action was taken against the protesters at 
this time. At about 4:00 pm this same date, reports were again received that the 
protesters were again blocking access in the canal and had actually climbed onto 
Irrigation District equipment while it was being operated. Deschutes County Sheriff’s 
Deputies responded and spent about three hours on scene, investigating and trying to 
mediate the dispute. Investigation determined that the suspects had laid down in the 
canal directly in the path of a large tracked excavator, forcing it to stop. Once it 
stopped, the three subjects climbed onto the tracks of the vehicle while it was still 
running. Once the protesters climbed onto the excavator, the driver shut it down and 
walked away from the scene to await the arrival of Sheriff’s Deputies. It was also 
reported that one suspect, who was reportedly intoxicated, had tried to drive a van into 
the canal. 
Source: http://www.ktvz.com/Global/story.asp?S=12264220 

For another story, see item 10  
 

http://www.wlox.com/Global/story.asp?S=12287319
http://www.ktvz.com/Global/story.asp?S=12264220
http://www.thetelegraph.com/news/leak-38671-edwardsville-chlorine.html
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[Return to top]  

Public Health and Healthcare Sector 

33. April 12, Reuters – (International) WHO admits shortcomings in handling flu 
pandemic. The World Health Organization on Monday conceded shortcomings in its 
handling of the H1N1 swine flu pandemic, including a failure to communicate 
uncertainties about the new virus as it swept around the globe. The WHO’s top 
influenza expert said the U.N. agency’s six-phase system for declaring a pandemic had 
sown confusion about the flu bug which was ultimately not as deadly as the widely-
feared avian influenza. “The reality is there is a huge amount of uncertainty (in a 
pandemic). I think we did not convey the uncertainty. That was interpreted by many as 
a non-transparent process,” he said. He was addressing a three-day meeting of 29 
external flu experts called to review WHO’s handling of the first influenza pandemic in 
40 years. Critics have said the WHO created panic about the swine flu virus, which 
turned out to be moderate in its effect, and caused governments to stockpile vaccines 
which went unused. 
Source: http://www.reuters.com/article/idUSTRE63B2TL20100412 

34. April 12, El Paso Times – (Texas) CDC to collect El Paso’s unused H1N1 
vaccines. The Centers for Disease Control and Prevention plans to collect millions of 
unused H1N1 flu vaccine doses before they are dumped. El Paso County is among the 
communities nationwide that have leftover doses of the once highly sought vaccine. 
The federal government had allocated 8.4 million H1N1 flu vaccine doses for Texas, 
and the state in turn earmarked 270,774 doses for El Paso County. However, neither the 
state or the county knows exactly how much useful vaccine will be available for the 
CDC’s recovery program. The CDC estimates that nationally millions of doses will be 
left over. The CDC shipped its first vaccine doses to the states in early October. Texas 
allocated 76,687 doses to the El Paso Department of Public Health. As of last week, the 
department had received 45,120 doses, and had 7,050 doses left over.  
Source: http://www.elpasotimes.com/health/ci_14865673 

[Return to top]  

Government Facilities Sector 

35. April 12, The Register – (International) iPod implicated in US attack sub prang. The 
navigator of a U.S. Navy fast attack submarine, who was listening to his iPod when he 
really should have been keeping an eye out for amphibious transport docks, helped land 
his employers with a hefty $86.9m repair bill. According to the Navy Times, the Los 
Angeles-class sub Hartford collided with with the New Orleans in the Strait of Hormuz 
on 20 March 2009. The Hartford’s commander was swiftly relieved of his command, 
and an official report has now condemned the vessel’s “informal atmosphere, crew 
complacency, a ‘weak’ command and inferior submariner skills”, all of which led to the 
“avoidable” accident. The Navy Times elaborates: “Specifically, the navigator was 
listening to his iPod during a critical evolution, watchstanders were known to sleep on 

http://www.reuters.com/article/idUSTRE63B2TL20100412
http://www.elpasotimes.com/health/ci_14865673
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the job, and stereo speakers were rigged for music in the radio room.” Fifteen Hartford 
crewmen were injured in the incident. The New Orleans suffered “a 16-by-18-foot gash 
in its hull that ripped open a fuel tank and two ballast tanks and required $2.3m in 
repairs.” 
Source: http://www.theregister.co.uk/2010/04/12/sub_prang/ 

36. April 11, KWTX 10 Waco – (International) Bomb damages U.S. consulate in Nuevo 
Laredo. A bomb damaged the outside of the U.S. Consulate in the border city of 
Nuevo Laredo, Mexico overnight, but there are no injuries, the U.S. Embassy in 
Mexico City said. An embassy spokesman said the explosive device was thrown over 
the wall of the consulate across the border from Laredo at around 11 p.m. Saturday. 
According to a posting on the consulate’s Web site, the explosion damaged windows. 
The Consulate General and Consular Agency in Piedras Negras will be closed Monday, 
the posting said. “The Consulate General and Consular Agency will reopen when we 
are confident that we have adequate security to keep our visitors safe,” the posting said. 
Source: http://www.kwtx.com/nationalnews/headlines/90568319.html 

37. April 10, WBAL 11 Baltimore – (Maryland) Hazmat crews investigate suspicious 
package. Baltimore County fire and hazmat crews responded Saturday to a report of a 
suspicious package at the U.S. Census Data Capture Center. It happened about 11 a.m. 
in the 8400 block of Kelso Drive in Rosedale. Baltimore County police said four people 
complained of some undisclosed medical problems after coming into contact with a 
white powdery substance at the Data Capture Center, although they refused medical 
treatment. The substance was determined not to be a threat. Police would not say if the 
incident was related to previous hazmat calls at the Data Capture Center, which were 
being investigated by Baltimore County police. The FBI was not involved in the 
investigation. 
Source: http://www.wbaltv.com/news/23112217/detail.html 

For another story, see item 7  
 
[Return to top]  

Emergency Services Sector 

38. April 12, Associated Press – (International) Feds say Border Patrol vehicles being 
‘cloned’ by Mexican smugglers. Federal agents along the Texas border were warned 
by the Department of Homeland Security that Mexican drug cartels are using “cloned” 
Border Patrol vehicles to smuggle drugs into the United States, according to documents 
obtain by the Washington Examiner. The DHS report was sent to Border Patrol 
officials in Webb County, Texas, in March. It asked Border Patrol agents and local law 
enforcement officials to be on alert for “a suspected cloned marked Crown Victoria” 
the same vehicle type used by the agents. The alert was part of a “significant incident 
report,” which contains information that is not to be made public or released to the 
media. A U.S. law enforcement Official, with knowledge of drug cartel operations 
along the border, said “cloned vehicles pose a significant problem for both law 

http://www.kwtx.com/nationalnews/headlines/90568319.html
http://www.wbaltv.com/news/23112217/detail.html
http://www.theregister.co.uk/2010/04/12/sub_prang/
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enforcement and citizens.” He said, “It’s especially dangerous since attacks against 
federal and local law enforcement agents has increased over the past year. The cartels 
are finding more innovative ways to move across the border and we have to be one step 
ahead of them.” The danger has increased for federal agents on the border, figures 
showed.  
Source: http://www.washingtonexaminer.com/world/Feds-say-Border-Patrol-vehicles-
being-_cloned_-by-Mexican-smugglers-90405964.html 

39. April 11, San Bernardino Press-Enterprise – (California) No imminent threat on 
Hemet police building seen, official now says. Despite language in a letter to the City 
Council that suggested an attack on the Hemet police building was expected, the police 
captain said Friday that “there is no new intelligence whatsoever,” that specific 
perpetrators had been identified or that such an attack was imminent. The agenda for 
Tuesday’s City Council meeting includes a resolution to declare an emergency, which 
would allow construction contracts for security improvements to city buildings to forgo 
the usual time-consuming bidding process. The captain said he was simply trying to 
make sure city leaders understood the importance of approving the resolution when he 
wrote his letter in the staff report. “City facilities and resources have been the targeted 
over the past three months. Intelligence reports indicate that the police facility is the 
likely focus of future criminal acts.” Regional anti-gang task force members have been 
attacked three times this year. None has been injured.  
Source: 
http://www.pe.com/localnews/hemet/stories/PE_News_Local_W_esafety12.4114c62.ht
ml 

40. April 10, Alabama Press-Register – (Alabama) Burglars break into Prichard 
evidence lock-up; prosecutions could be compromised. A recent burglary at the 
Prichard, Alabama, Police Department’s evidence storage facility could seriously 
damage the prosecution of some criminal cases in the city, according to one high-
ranking state law enforcement official. “There’s a very good possibility that all the 
cases that had evidence in that particular storage facility could very well be 
compromised,” said the head of the Alabama Association of Police Chiefs. “The 
ramifications of that random burglary could very well be catastrophic in the 
prosecution of other cases.” Investigators found that at least three bags of evidence had 
been damaged, according to an incident report obtained by the Press-Register. 
Source: http://blog.al.com/live/2010/04/burglars_break_into_prichard_e.html 

41. April 10, Boston Herald – (Massachusetts) Boston Police Department powder mail 
threat probed. Envelopes holding what officials feared was a toxic brown powder — 
but proved to be ground tea leaves — arrived in the mail April 9 at five Boston police 
precinct stations, causing one to be evacuated as a hazmat team examined the package, 
authorities said. A Boston Police Department spokeswoman said detectives identified a 
suspect, but she could not say how they traced the envelopes to the man, whose identity 
was shared with U.S. Postal Inspectors leading the probe. Police declined to release his 
name or say whether the envelopes contained letters, but a law enforcement source 
said, “He’s in a hospital in Massachusetts being treated for mental illness.” 

http://www.pe.com/localnews/hemet/stories/PE_News_Local_W_esafety12.4114c62.html
http://www.pe.com/localnews/hemet/stories/PE_News_Local_W_esafety12.4114c62.html
http://blog.al.com/live/2010/04/burglars_break_into_prichard_e.html
http://www.washingtonexaminer.com/world/Feds-say-Border-Patrol-vehicles-being-_cloned_-by-Mexican-smugglers-90405964.html
http://www.washingtonexaminer.com/world/Feds-say-Border-Patrol-vehicles-being-_cloned_-by-Mexican-smugglers-90405964.html
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Source: 
http://news.bostonherald.com/news/regional/view/20100410boston_police_department
_powder_mail_threat_probed_substance_idd_as_tea_leaves/ 

[Return to top]  

Information Technology Sector 

42. April 12, eWeek – (International) Facebook ‘Farm Town’ users hit by malicious ad 
linked to fake antivirus. Users of the popular Facebook game “Farm Town” were hit 
with a rogue antivirus scam tied to malicious advertising. SlashKey, the developer 
behind “Farm Town,” issued a warning about the malware scam, which drew hundreds 
of comments to its user forum. According to findings by a researcher, the ad in question 
was a banner advertisement for greeting cards. If it is displayed, the user is redirected to 
various sites and eventually lands on one pushing rogue antivirus. “If you suddenly get 
a warning that your computer is infected with viruses and you MUST run this scan 
now, DO NOT CLICK ON THE LINK, CLOSE THE WINDOW IMMEDIATELY,” 
SlashKey warned in a post to its user forum. “You should then run a full scan with your 
antivirus program to ensure that any stray parts of this malware are caught and 
quarantined.” Reports of users getting infected continued to come through early 
Monday morning; however, the researcher has since posted in the user forum that the 
ad network serving the malicious ad has identified and disabled it.  
Source: http://www.eweek.com/c/a/Security/Facebook-Farm-Town-Users-Hit-by-
Malicious-Ad-Linked-to-Fake-Antivirus-550801/ 

43. April 10, IDG News Service – (International) Nifty Java bug could lead to attack. On 
April 9, a Google researcher published details of a Java virtual machine bug that could 
be used to run unauthorized programs on a computer. The flaw affects “all versions 
since Java SE 6 update 10 for Microsoft Windows,” he said. Linux users may also be 
affected, Symantec said in a note on the issue. He said he had notified Oracle’s Sun 
team about the flaw earlier. “They informed me that they do not consider this 
vulnerability to be of high enough priority to break their quarterly patch cycle,” he 
wrote. The attack could give hackers a way to run unauthorized Java programs on a 
victim’s machine. They can do this because Java allows developers to tell the Java 
virtual machine to install alternate Java libraries. By creating a malicious library and 
then telling the JVM to install it, an attacker could run his malicious program. Oracle is 
making a mistake, not patching the bug immediately, said the chief security architect 
with FireEye. The bug is particularly nasty because it is due to a design flaw in Java, 
rather than the type of programming error that would lead to a more common buffer-
overflow attack. However, Java-based attacks are still rare, and rather than developing 
a brand-new type of attack, criminals are more likely to spend their time using known 
vectors such as the browser or Adobe Reader, said a senior information security analyst 
with Verizon Business. 
Source: 
http://www.computerworld.com/s/article/9175201/Nifty_Java_bug_could_lead_to_atta
ck?taxonomyId=17 

http://www.eweek.com/c/a/Security/Facebook-Farm-Town-Users-Hit-by-Malicious-Ad-Linked-to-Fake-Antivirus-550801/
http://www.eweek.com/c/a/Security/Facebook-Farm-Town-Users-Hit-by-Malicious-Ad-Linked-to-Fake-Antivirus-550801/
http://www.computerworld.com/s/article/9175201/Nifty_Java_bug_could_lead_to_attack?taxonomyId=17
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 - 18 - 

44. April 9, Computerworld – (International) Researcher warns of impending PDF 
attack wave. A design flaw in Adobe’s popular PDF format will quickly be exploited 
by hackers to install financial malware on users’ computers, the CEO of security 
company Trusteer argued April 9. The bug, which is not strictly a security vulnerability 
but actually part of the PDF specification, was first disclosed by a Belgium researcher 
the week of March 29. He demonstrated how a multistage attack using the PDF 
specification’s “/Launch” function could successfully exploit a fully-patched copy of 
Adobe Reader. Adobe has acknowledged the bug, but has not yet committed to 
producing a patch to stymie attacks. However, the company has urged users to change 
Reader’s and Acrobat’s settings to disable the /Launch function. In a blog post April 6, 
the Adobe Reader group product manager recommended that consumers block attacks 
by unchecking a box marked “Allow opening of non-PDF file attachments with 
external applications” in the programs’ preferences panes. By default, Reader and 
Acrobat have the box checked, meaning that the behavior the researcher exploited is 
allowed. The product manager also showed how enterprise IT administrators can force 
users’ copies of Reader and Acrobat into the unchecked state by pushing a change to 
Windows’ registry. On April 8, another Adobe executive said Adobe is considering 
several options to plug the hole, among them an update to Reader and Acrobat that 
would change the default state of the setting to off.  
Source: 
http://www.computerworld.com/s/article/9175159/Researcher_warns_of_impending_P
DF_attack_wave?taxonomyId=17&pageNumber=1 

45. April 9, Computerworld – (International) Indian outsourcers emphasize cosmetic 
security measures, Forrester warns. Companies who send software development 
work to India need to ensure that their vendors take holistic measures to protect data 
and are not simply “checking the box” on security issues, Forrester Research warned 
the week of April 5. Many Indian companies have bolstered their security controls and 
business continuity measures in recent years, Forrester said in a report. But the lack of 
executive support for security efforts, an over-reliance on technology controls, and 
inadequate training and awareness undermine the effectiveness of such measures. The 
author of the report said that many of the security measures in place appear designed to 
appease concerns more than anything else. “What I am seeing is most vendors are 
checking the box” on technology controls to address security threats and business 
continuity issues. “They view it as marketing collateral” while pitching their services. 
The report praised India’s “intention to emerge as a safe and secure location,” but said 
the results are mixed. The president of SystemExperts Corp. in Sudbury, Massachusetts 
said that most major Indian firms are “fully capable of best-in-class security practices.” 
But U.S. clients need to “clearly articulate their security expectations.” Because 
customers have not known what to ask for, or have not been specific about their 
expectations, security tends to fall through the cracks.  
Source: 
http://www.computerworld.com/s/article/9175147/Indian_outsourcers_emphasize_cos
metic_security_measures_Forrester_warns?taxonomyId=17&pageNumber=1 

For another story, see item 46  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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46. April 12, PC1News – (International) Windows Mobile trojan makes long distance 
calls. Some Windows Mobile phones owners are reporting online that their cellphones 
have been making expensive calls to a variety of destinations without their permission. 
Security researches from Sophos observe that a trojan named Troj/Terdial-A is the 
malicious program that is making unauthorized phone calls from users’ phones. All of 
the affected phone owners have downloaded and installed a 3D action game on their 
cellphones. It became clear that a Russian-speaking hacker has infected versions of a 
3D anti-terrorist action game with malicious trojan program hidden inside. The 
trojanized version of the game is uploaded to several Windows Mobile freeware 
download sites. Windows Mobile phone users are warned to beware of downloading 
games to their devices from freeware and warez sites. 
Source: http://www.pc1news.com/news/1279/windows-mobile-trojan-making-long-
distance-calls.html 

47. April 12, Light Reading – (Virginia) Verizon kicks off disaster recovery 
drill. Hundreds of Verizon Communications Inc. employees are involved in this week’s 
disaster recovery exercise, which is the first that encompasses all of Verizon Telecom 
and Verizon Wireless operations. The week-long event begins April 12 with a 
simulated disaster involving a mid-air collision that sends a commercial airliner 
crashing into a major Verizon facility at its Ashburn, Virginia corporate campus, and 
also causes damage to a Leesburg, Virginia local phone company Central Office. It 
continues April 13 with simulated chlorine leak from a tanker truck that compromises a 
major data center at Ashburn as well, and requires Verizon’s hazardous materials team 
to respond. Later in the week, the FBI will be on hand to discuss terrorism and other 
network threats. The idea is to have each unit of Verizon put its disaster recovery plan 
into place and then evaluate how the plan actually works and where 
changes/improvements might be needed. On display in Virginia will be Verizon’s latest 
addition to its disaster recovery fleet, a 51-foot Mobile Command Center, as well as 
housing trailers, comfort trailers, satellite trailers, hazmat vehicles, and more, all 
designed to enable Verizon to independently operate following any kind of disaster.  
Source: 
http://www.lightreading.com/document.asp?doc_id=190330&f_src=lightreading_gnew
s 
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48. April 8, IDG News Service – (International) A Chinese ISP momentarily hijacks the 
Internet. For the second time in two weeks, bad networking information spreading 
from China has disrupted the Internet. On April 8, bad routing data from a small 
Chinese ISP called IDC China Telecommunication was re-transmitted by China’s state-
owned China Telecommunications, and then spread around the Internet, affecting 
Internet service providers such as AT&T, Level3, Deutsche Telekom, Qwest 
Communications, and Telefonica. “There are a large number of ISPs who accepted 
these routes all over the world,” said the technical lead at Internet monitoring firm 
Renesys. The incident started just before 10 a.m. Eastern Time on April 8 and lasted 
about 20 minutes. During that time IDC China Telecommunication transmitted bad 
routing information for between 32,000 and 37,000 networks, redirecting them to IDC 
China Telecommunication instead of their rightful owners. These networks included 
about 8,000 U.S. networks including those operated by Dell, CNN, Starbucks, and 
Apple. More than 8,500 Chinese networks,1,100 in Australia and 230 owned by France 
Telecom were also affected. The bad routes may have simply caused all Internet traffic 
to these networks to not get through, or they could have been used to redirect traffic to 
malicious computers in China. While the incident appears to have been an accident, it 
underscores the weakness of the Border Gateway Protocol.  
Source: 
http://www.pcworld.com/article/193849/a_chinese_isp_momentarily_hijacks_the_inter
net.html 

49. April 7, Federal Computer Week – (International) Will influx of iPads cripple 
wireless networks? The release of Apple’s iPad will add another flood of wireless-
ready devices to the demand for wireless connectivity, and at least one government 
official fears that the proliferation of gadgets could bog down wireless networks. The 
director of scenario planning for the government’s Omnibus Broadband Initiative is 
concerned. In a blog post published February 1, he wrote that even before the iPad’s 
official release, there have been reports of overburdened wireless networks faltering. 
“These problems are reminiscent of the congestion dialup users experienced following 
[America Online’s] 1996 decision to allow unlimited Internet use,” he wrote. In another 
blog post, published April 2, he outlined ways in which the federal broadband plan will 
help. “Many iPads will rely solely on Wi-Fi to connect to broadband, and the Plan 
recognizes how Wi-Fi broadband access on unlicensed spectrum can relieve the 
growing pressure on licensed cellular networks,” he wrote. “The Plan calls for the FCC 
to free up a new, contiguous nationwide band of spectrum for unlicensed use over the 
next ten years. These bands have the added benefit of providing economical broadband 
access in rural areas that aren’t well served now.” Other iPad users will have the option 
to connect to AT&T’s 3-G network, a different system than WiFi but equally prone to 
overload. 
Source: http://fcw.com/articles/2010/04/07/ipad-iphone-wireless-networks.aspx 
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50. April 12, KOKI 23 Tulsa – (Oklahoma) Muskogee mall to reopen after deadly 
weekend shooting. Arrowhead Mall in Muskogee will be back open Monday 
following a deadly shooting over the weekend. One person was killed and five others 
were injured. So far, three of the victims that were injured have been released from the 
hospital, and this morning police are still searching for “three” suspects. Officers have 
made no arrests in this case, but they do have a good idea of whom they are looking 
for. In what may have been a gang shooting, police say they know there were at least 
two intended targets, and four innocent bystanders who got caught in the line of fire. 
The Muskogee Police Department is asking for help from the public this morning on 
any leads they might have. Police are looking for a 20 year old suspect. Officers say he 
does have a prior criminal record. Police are also searching for two juveniles, a 16 year 
old and a 17 year old. 
Source: http://www.fox23.com/news/local/story/Muskogee-Mall-To-Reopen-After-
Deadly-Weekend/yK_oSmbUQka7_ELeVKjZ1Q.cspx 

51. April 12, DNAinfo – (New York) Fire in Chinatown apartment building on Grand 
Street injures 33. A fire ripped through three Chinatown apartment buildings, injuring 
more than 30 people and leaving up to 100 others homeless. Smoke was still wafting 
from the six-story building at 283 Grand St. early Monday after a fire broke out about 
10 p.m. Sunday and then spread to a pair of adjacent buildings sending flames up to 30 
feet in the air, officials said. Twenty-nine firefighters, who suffered minor burns and 
smoke inhalation, three civilians, and one EMT worker were injured. One of the 
civilians was in serious condition, fire officials said. A 93-year-old man suffered a heart 
attack from smoke inhalation and was taken to Beth Israel Hospital, the New York Post 
reported. Grand Street, between Forsyth Street and Allen Street, and Eldridge Street, 
between Canal Street and Grand Street, remained closed at the start of the Monday 
morning rush, according to the city’s Office of Emergency Management. The FDNY 
had not determined a cause of the seven-alarm blaze Monday morning, but it was not 
deemed suspicious. More than 250 firefighters and 60 emergency vehicles arrived at 
the scene, with hundreds of onlookers watching from the streets and nearby fire 
escapes. 
Source: http://dnainfo.com/20100412/manhattan/fire-chinatown-residential-building-
injures-14 

52. April 10, CNN – (International) World Cup will be safe from terror, says S. Africa’s 
police minister. South Africa responded late Friday to published terrorist threats by 
insisting that this summer’s World Cup will be safe. The minister of police reiterated 
South Africa’s security preparations, which he said were designed to overcome such 
threats. He added that no confirmation exists of the threat, published by Algeria-based 
al Qaeda in the Islamic Maghreb. “We know that events such as the World Cup often 
present a temptation for criminals to commit crime or would-be terrorists to send 
negative and disturbing messages,” the minister of police said. “We are steadfast in our 
security plans, and we will not be distracted in our cause. Any type of deviant behavior, 
be it criminality or terrorism, will be dealt with swiftly and with no mercy.” The al 
Qaeda branch group threatened to target a June 12 match between the United States and 
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England in Rustenberg. 
Source: http://edition.cnn.com/2010/WORLD/africa/04/10/south.africa.terror.threat/ 

53. April 10, Muncie Star Press – (Indiana) Suspicious powder in mail leads to closing of 
Academy of Model Aeronautics. The Academy of Model Aeronautics in Muncie 
voluntarily closed its headquarters and museum on Friday after a mail clerk opened a 
suspicious envelope that arrived in the mail. The envelope contained a white powder 
and nothing else. “The consensus was that this was pretty much a hoax, but in this day 
and age, until we find out what it turns out to be, we erred on the side of caution,” said 
the executive director of AMA, which employs 55 people. The staff was sent home for 
the day and a sign on the front door said the building would remain closed until further 
notice. County police took possession of the envelope from AMA. Police did not return 
several calls from the Star Press on Friday regarding whether they had identified the 
substance. Police arrived at AMA around 8:30 a.m. and left 45 minutes later. No 
emergency management agency, hazardous material, fire or emergency medical 
services personnel were called to the scene — indicating it is unlikely they believe 
anthrax is involved. “We followed protocol and contacted the state’s homeland 
security,” said the director of the local emergency management agency. “The sheriff is 
investigating the envelope and has possession. They are holding it to see if they need 
outside resources (to identify it).” There is no report of any illness. 
Source: http://www.thestarpress.com/article/20100410/NEWS01/4100309/1002 

54. April 9, KIRO 7 Seattle – (Washington) 29 arrested in Olympia ‘riot’. Olympia police 
arrested 29 people after an anti-police protest turned into a riot in the downtown streets 
after 7:30 p.m. Thursday night, officers said. The Olympia Police Department told 
KIRO 7 Eyewitness News that a group of about 35 people marched down Fourth 
Avenue in Olympia in what participants called a “sweep the police protest,” against 
alleged police brutality. Officers who monitored the march said the members were 
dressed in black and disguised themselves with face coverings. Protesters blocked all 
lanes of traffic on Fourth Avenue as they moved through downtown, while some 
members of the group spray painted and threw rocks and bottles at buildings, police 
said. Officers said some protesters assaulted a photographer from The Olympian 
newspaper who was there taking pictures, and according to some reports, spray-painted 
the man and broke his camera. Officers said they also witnessed members breaking 
windows of a business in the area of Jefferson Street and Fourth Avenue. Shortly after 
9 p.m., police detained 29 members of the group near State Avenue and Adams Street. 
Most of the participants were taken into custody and booked at the Olympia City Jail 
on charges of investigation of engaging in riotous behavior, and four people were 
booked into the Thurston County Jail on charges of investigation of felony assault and 
malicious mischief. 
Source: http://www.kirotv.com/news/23099401/detail.html 
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55. April 12, Indian Country Today – (Massachusetts) Cape Wind rejection 
recommended. A federal agency on historic preservation has recommended that 
Secretary of the Interior reject a proposed massive wind energy project in Nantucket 
Sound – an area that is sacred to the Wampanoag nations and qualifies for listing on the 
National Register of Historic Places. On April 2, the Advisory Council on Historic 
Preservation issued a seven-page report of its findings and recommendation to deny 
permits to Cape Wind Associates to construct a wind energy plant consisting of 130 
wind turbine generators that would tower 440 feet above water level in a 24-square-
mile area on Horseshoe Shoal in Nantucket Sound, which lies between Cape Cod, 
Martha’s Vineyard and Nantucket. The proposal includes plans for a 66.5-mile buried 
submarine transmission cable system, a centrally located electric service platform and 
two 115-kilovolt lines totaling 25 miles connecting to the mainland power grid. “The 
historical properties affected by the project are significant and closely interrelated,” 
ACHP wrote. “The project will adversely affect 34 historic properties, including 16 
historic districts and 12 individually significant historic properties on Cape Cod, 
Martha’s Vineyard and Nantucket Island, and six properties of religious and cultural 
significance to tribes, including Nantucket Sound itself. These districts and standing 
structures reflect the broad array of properties that represent the rich and unique 
architectural, social and cultural history of Cape Cod and the island.” The project 
would also destroy, damage and alter part of the seabed of Nantucket Sound, 
potentially destroying archeological resources. 
Source: http://www.indiancountrytoday.com/home/content/90350259.html 

56. April 10, Philadelphia Daily News – (Pennsylvania) Deal made on paying for cleanup 
of Valley Forge park. A hiker and her husband were looking for a path through the 
woods at Valley Forge Park when they saw the danger signs tacked up on a fence. 
“Asbestos, cancer and lung-disease hazard,” the sign read. “Respirators and protective 
clothing are required.” The hiker, a nurse, tried not to breathe too hard as she backed 
away.  This week, the National Park Service announced a plan with the state to pay for 
a cleanup of the contaminated 112-acre site - 13 years after workers discovered 
asbestos while burying fiber-optic cable there. Under the consent decree, expected to 
go into effect after a public comment period, the state would foot 60 percent of the 
estimated $12 million cleanup, and the federal government would pay the rest. To clean 
it up about three feet of the topsoil in the woods and meadows will be scraped off and 
new dirt brought in to replace it. The area is to be reopened to visitors within two years. 
The contamination dates back to the late 19th and mid-20th centuries, when an 
asbestos-insulation plant operated in what is now the park. From about 1925 until the 
1970s, the plant and its predecessor dumped their waste into limestone quarries there 
and onto property owned by the state - with the state’s permission, according to the 
park service. 
Source: http://www.philly.com/philly/news/local/90451244.html 

57. April 9, Portland Green Business Examiner – (Montana) Climate change threatening 
Glacier National Park and Montana’s economy. Climate change is seen as 
threatening the ecology of Glacier National Park in a new report from the Rocky 
Mountain Climate Organization and the Natural Resources Defense Council. A just-
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completed update by the U.S. Geological Survey finds that of the 37 named glaciers in 
the park, only 25 remain large enough to still be considered glaciers. Glacier is on track 
to lose all or nearly all of its glaciers, Seven years ago, scientists projected that even 
modestly hotter summers could eliminate all glaciers in one basin in the park by 2030. 
Since that study was published, the glaciers in the basin have melted faster than 
projected. One author of that study, from the U.S. Geological Survey’s Northern 
Mountain Science Center, says the basin’s glaciers could be gone in just 10 years. 
Tourism is Montana’s number 2 industry which brings in almost $3 billion to the 
state’s economy, and Glacier National Park is a “top draw.” The loss of the glaciers and 
their dependent ecosystems would no doubt lessen the appeal of the park and result in a 
large monetary loss to the Montana economy. 
Source: http://www.examiner.com/x-8180-Portland-Green-Business-
Examiner~y2010m4d9-Climate-change-threatening-Glacier-National-Park-and--
Montanas-economy 
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58. April 10, Monroe News-Star – (Louisiana) Corps to fix 4 levee cave-ins. The Army 
Corps of Engineers will repair four Ouachita River bank cave-ins caused by fall and 
winter flooding, but local taxpayers are on the hook for other bank repairs that could 
cost $1 million, the Tensas Basin Levee District president said. He and the Tensas 
Basin executive director met with corps officials in Vicksburg, Mississippi, on Friday. 
They said the corps told them it would repair cave-ins at Forsythe Park and Grayling 
Bend in Monroe, one near the foot of the Lea Joyner Bridge at the permanent flood 
wall in West Monroe and another at river Mile Marker 124 in Caldwell Parish. But the 
corps said the cost of repairing the cave-in at river Mile Marker 111.5 in Caldwell 
Parish can not be justified by the economic risk a levee breach would pose. Most of the 
area protected by that section of levee is farmland. The district president said the 
Tensas Basin Levee District will build a levee set-back, or new levee, about 150 feet 
behind the levee at Mile Marker 111.5 that is damaged. He believes it could cost about 
$1 million. He expects the corps will begin repairing the bank cave-ins it took 
responsibility for next fall. He said the Tensas Basin Levee District would probably 
build its levee set-back in Caldwell Parish this summer. 
Source: http://www.thenewsstar.com/article/20100410/NEWS01/4100325 

59. April 9, WMTW 8 Portland – (Maine) Inspector: Porter Dam did not 
breach. Maine’s state dam inspector said the Colcord Pond Dam in Porter did not 
breach last week as initially reported. The inspector visited the Colcord Pond Dam and 
the Bickford Pond Dam on March 30. The inspector determined the Coldcord Pond 
Dam’s spillway and stoplog failed during flooding. Road damage caused downstream 
was attributed to storm flow unrelated to the dam. The inspector also said that a block 
culvert on the damaged road may have made the road damage worse. The inspector has 
recommended that both dams be designated as “significant hazard” dams. This does not 
reflect on their condition, but rather on that fact that a catastrophic dam failure would 
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likely result in washing out Route 25 in Porter. 
Source: http://www.wmtw.com/news/23104765/detail.html 

For another story, see item 32  
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