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Top Stories 

 KRIV 26 Houston reports that almost 150 people were evacuated from the Wallis State 
Bank building in west Houston on Thursday after a mysterious white powder was found in 
a letter received in the mailroom. (See item 16) 

 According to the Associated Press, two Ohio National Guard F-16s came so close to an 
Atlantic Southeast Airlines flight over southern Ohio on Thursday that they triggered a 
cockpit alarm in the commuter plane. (See item 18) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 9, Salisbury Post – (North Carolina) Thieves cut copper wire from 
poles. Copper wire was cut and stolen from 30 Duke Energy power poles Wednesday 
along Shue Road and Miller Chapel Road in Salisbury. The theft was reported to have 
occurred between 8 a.m. and 1 p.m. The cost to replace the wire was estimated at 
$3,000. According to a Rowan County sheriff’s deputy, the wire was cut about as high 
as a person can reach, so the thief cut away all that was possible without using a ladder. 

http://www.dhs.gov/
http://www.esisac.com/
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The sheriff’s office is conducting an investigation. As of Friday morning, no one had 
been charged or arrested in connection with the crime.  
Source: http://www.salisburypost.com/News/040910-WEB-Duke-Energy-copper 

2. April 7, Power-Gen – (Colorado) Coal-fired power plant needs repairs. Xcel Energy 
has shut down the 750 MW Comanche 3 coal-fired power plant in Colorado to repair 
boiler tube leaks and to install baffles to quiet a high-pitched noise coming from the 
plant. The plant is Xcel’s first coal-fired project in more than 30 years.The supercritical 
plant was scheduled to come online in 2009, but the date was pushed back because of 
the repairs needed for the leaking steam tubes. The plant will remain offline until the 
baffles are in place. 
Source: 
http://www.powergenworldwide.com/index/display/articledisplay/8594130346/articles/
powergenworldwide/coal-generation/o-and-m/2010/04/Comanche-needs-repairs.html 

[Return to top]  

Chemical Industry Sector 

3. April 9, New Albany Evening News and Tribune – (Kentucky) Emergency crews clear 
roadway after chemical spill. A potentially hazardous chemical spilled on U.S. 150 
near Greenville after a vehicle collision did not put anyone in the area at risk, the Floyd 
County Emergency Management director said on Friday. One chemical was a liquid 
catalyst. A polymeric resin, a powder being transported in 30-pound bags, also spilled. 
The chemicals are used to make insulation. “The resin is an inhalation hazard,” he said. 
“You don’t want to get it into your lungs.” The spill was contained just to the roadway 
and took only about 90 minutes to clear. He said there were no nearby bodies or water 
and no environmental impact. According to witnesses, a Dodge pickup truck pulling a 
two-axle box trailer began to “fishtail” on U.S. 150 near Corn Creek Trace, the Floyd 
County Sheriff’s Department captain said. The truck and trailer crossed the center line 
shortly after 8 p.m. and hit a westbound Ford Explorer. Four people were hospitalized 
with minor injuries. The box trailer began leaking chemical on the roadway. U.S. 150 
was closed until about 2 a.m. 
Source: http://news-tribune.net/local/x552037007/Emergency-crews-clear-roadway-
after-chemical-spill 

4. April 8, Leavenworth Times – (Kansas) Acid spill closes street. A portion of 20th 
Street was closed Thursday afternoon after diluted hydrochloric acid was spilled on the 
roadway, a Leavenworth, Kansas, Fire Department spokesman said. The captain said 
the acid leaked from a drum that fell from a truck. The spill occurred south of a fire 
station on 20th Street. The driver of the truck had been headed for the construction site 
of a new elementary school. The fire captain said a minimal amount of the acid was 
spilled from the top of the drum, and that lime was used to neutralize the acid. The lime 
then was rinsed off the roadway, but kept away from storm drains. 
Source: http://www.leavenworthtimes.com/news/x998213675/Acid-spill-closes-street 

http://www.powergenworldwide.com/index/display/articledisplay/8594130346/articles/powergenworldwide/coal-generation/o-and-m/2010/04/Comanche-needs-repairs.html
http://www.powergenworldwide.com/index/display/articledisplay/8594130346/articles/powergenworldwide/coal-generation/o-and-m/2010/04/Comanche-needs-repairs.html
http://news-tribune.net/local/x552037007/Emergency-crews-clear-roadway-after-chemical-spill
http://news-tribune.net/local/x552037007/Emergency-crews-clear-roadway-after-chemical-spill
http://www.leavenworthtimes.com/news/x998213675/Acid-spill-closes-street
http://www.salisburypost.com/News/040910-WEB-Duke-Energy-copper
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5. April 7, Elk River Star News – (Minnesota) Chemical leak closed industrial park in 
Elk River. A minor chemical leak caused Industrial Circle in Elk River, Minnesota, to 
close at 3:30 p.m. Tuesday, April 6 and reopen the following morning at 5:30. The Elk 
River Fire chief said the original call came in to the department at approximately 3:30 
p.m. from a delivery person, who noticed the odor of a leak while dropping off a 
cylinder at Gradient Technology. At the time it was unknown what type of chemicals 
were in the canisters, so the immediate concern was to evacuate nearby businesses. The 
shipping company that called in the leak had delivered a shipment of eight cylinders to 
the business. Seven of those, each filled with six different chemicals, were leaking. A 
metro regional chemical assistance team was called in to meter the area and the leaks 
were determined to not be dangerous to the general public. However, some of the 
chemicals did have flammable characteristics, he said, and a noxious odor, so the 
department wanted to make sure the chemicals had fully dissipated. The chemical 
assistance team and the fire department worked together to bring the cylinders out of 
the building and in to the parking lot. Gradient Technology called in a contract 
company to clean up the spill. All of the chemicals were neutralized and disposed of, he 
said. The contract company, Bay West, showed up at 1:50 a.m. and finished up shortly 
after 5 a.m. The Elk River Fire Department also stayed on scene until 5. No area 
residential streets were closed. 
Source: http://erstarnews.com/content/view/11856/94/ 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. April 9, Huntsville Times – (Alabama) No contamination with radioactive water 
leak. TVA officials said a leak from a tank filled with lightly radioactive water at the 
Browns Ferry (Ala.) nuclear plant near Athens was cleaned up Wednesday, the same 
day it was discovered, and there is no contamination danger. A worker on rounds found 
the water was leaking Wednesday morning, and crews then moved to stop the leak and 
clean up the spill, TVA officials said Thursday. The leaking of less than 1,000 gallons 
of tritium water was because of a valve problem at the top of one of five large tanks 
that supplies water to the turbines that generate steam for Browns Ferry’s three nuclear 
reactors, said TVA’s senior vice president for nuclear operations. 
Source: 
http://www.al.com/news/huntsvilletimes/local.ssf?/base/news/1270804511258880.xml
&coll=1 

For another story, see item 32  
 
[Return to top]  

Critical Manufacturing Sector 

7. April 8, Associated Press – (Kansas) Arkansas City police investigate theft of 2,000 
pounds of copper from business. Arkansas City police are investigating the theft of 

http://erstarnews.com/content/view/11856/94/
http://www.al.com/news/huntsvilletimes/local.ssf?/base/news/1270804511258880.xml&coll=1
http://www.al.com/news/huntsvilletimes/local.ssf?/base/news/1270804511258880.xml&coll=1
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more than 2,000 pounds of copper wiring and tubing from a scrap metal business. The 
Police Chief says the copper was stolen between early April 5 and late April 6 from A 
to Z Scrap Metal. He says the thieves apparently used a pickup or flatbed truck. 
Source: http://www.fox4kc.com/news/sns-ap-ks--coppertheft,0,4997968.story 

[Return to top]  

Defense Industrial Base Sector 

8. April 8, U.S. Government Accountability Office – (California) Nuclear Weapons: 
Actions Needed to Address Scientific and Technical Challenges and Management 
Weaknesses at the National Ignition Facility. On April 8, GAO released the report, 
Nuclear Weapons: Actions Needed to Address Scientific and Technical Challenges and 
Management Weaknesses at the National Ignition Facility. GAO found that despite 
substantial progress, the National Nuclear Security Administration (NNSA), its national 
laboratories, and the other organizations carrying out the National Ignition Facility 
(NIF) ignition effort face difficult scientific and technical challenges, which could limit 
the extreme temperatures and pressures that can be achieved using NIF’s 192 lasers 
and, thus, delay or prevent ignition at NIF. As a result, successful ignition at NIF 
during the first attempt, scheduled for late 2010, remains unlikely, according to 
independent experts. In addition, Lawrence Livermore National Laboratory, which 
operates NIF for NNSA, waited 4 years to implement a recommendation to form a 
standing external review committee of experts to advise on the challenges. There would 
be no immediate impact to NNSA’s Stockpile Stewardship Program if ignition at NIF 
is not achieved by the end of fiscal year 2012, according to NNSA and national 
laboratory officials. The consequences of not achieving ignition, however, would 
become more serious over time, possibly reducing NNSA’s confidence in the data it 
uses to certify the safety and reliability of the nuclear weapons stockpile. GAO 
recommends that NNSA take actions to improve its effectiveness in (1) using outside 
experts to advise on scientific and technical challenges by ensuring, for example, that 
the new committee reports to NNSA and advises on ignition activities early, and (2) 
managing the National Ignition Campaign’s cost, schedule, and scope. NNSA agreed 
with the recommendations.  
Source: http://www.gao.gov/products/GAO-10-488 

9. April 6, Fort Worth Star-Telegram – (Texas) Woman admits overbilling Army 
$256,000 for phantom work. A woman has pleaded guilty to her role in overbilling 
the federal government by submitting fraudulent invoices for a Fort Worth, Texas 
company contracted to help rewire the Black Hawk helicopter. The bills, which 
eventually ballooned to $256,210, were invoiced to the Defense Finance and Account 
Service on behalf of the U.S. Army, according to court documents. On Friday, the 
woman pleaded guilty to one count of a false claim against the United States for billing 
327 hours of work which had not been done by her employer, Texas Aviation Services 
of Fort Worth, according to federal court documents. The company is not a part of the 
criminal action. The woman admitted in a government document known as a factual 
resume to fraudulent billing that paid TAS for work which had not been done. The 

http://www.gao.gov/products/GAO-10-488
http://www.fox4kc.com/news/sns-ap-ks--coppertheft
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invoices were submitted between October 2004 and December 2005. The felony charge 
accused the defendant of presenting a “false and fraudulent material claim” to a 
contractor for work completed under a U.S. Army contract that called for the rewiring 
of MH-60 Black Hawks for their conversion to a UH-60A Army National Guard 
configuration. 
Source: http://www.star-telegram.com/2010/04/06/2093244/woman-admits-
overbilling-army.html#ixzz0kRTPP274 

[Return to top]  

Banking and Finance Sector 

10. April 9, KPRC 2 Houston – (Texas) ‘Reckless’ robber holds up another bank. A man 
the FBI has dubbed the “reckless robber,” who is suspected in bank robberies across the 
state, robbed a Spring bank on Thursday, KPRC Local 2 reported. FBI officials said the 
man robbed the Wells Fargo Bank in the 1400 block of Spring Cypress Road at about 
10 a.m. Investigators said he entered the bank and loudly announced that he was 
committing a robbery. The man pulled out a gun, went up to the teller’s counter, threw 
a red mesh bag down and demanded that cash be put in the bag. Detectives said he put 
the gun to the head of one of the tellers and threatened to hurt him if his demands were 
not met. The robber was described as white or Hispanic, 35 to 40 years old, 5 feet 10 
inches to 6 feet tall with a stocky build, light complexion and clean-shaven with short 
hair. He was last seen wearing a blue short-sleeved work shirt with a city of Houston 
patch on the chest pocket, dark pants and sunglasses. Investigators said the “reckless 
robber” is believed to be responsible for more than a dozen bank robberies in the 
Houston area and several in Austin and San Antonio. 
Source: http://www.click2houston.com/news/23100226/detail.html 

11. April 9, LAS Newswire – (Illinois) Former financial advisor faces stock fraud 
arbitration over multi-million dollar ponzi scheme. A former financial planner with 
the respected firm LPL Financial is the subject of stockbroker arbitration stemming 
from allegations that the Grayslake, Illinois resident operated a Ponzi scheme that 
successfully conned millions of dollars from unwitting investors over the course of a 
decade. The allegations claim that the financial planner accepted money from clients 
under the guise of investments on behalf of an LPL account that would open new 
opportunities for clients. Financial Industry Regulatory Authority documents suggest 
that the planner actually diverted the money to a personal account to furnish his lavish 
lifestyle and alleged gambling addiction. “The Ponzi scheme was brazen and obvious 
and kicked up dozens of supervisory red flags,” the prosecuting attorney said. “[He] 
was an addicted gambler with unpaid gambling debts and living a lifestyle far outside 
of his financial means. This scheme should have been detected and stopped right after it 
started.” The planner died shortly after his scheme was exposed. 
Source: http://www.lawyersandsettlements.com/articles/13918/stock-broker-fraud-
arbitration-16.html 

http://www.click2houston.com/news/23100226/detail.html
http://www.lawyersandsettlements.com/articles/13918/stock-broker-fraud-arbitration-16.html
http://www.lawyersandsettlements.com/articles/13918/stock-broker-fraud-arbitration-16.html
http://www.star-telegram.com/2010/04/06/2093244/woman-admits-overbilling-army.html#ixzz0kRTPP274
http://www.star-telegram.com/2010/04/06/2093244/woman-admits-overbilling-army.html#ixzz0kRTPP274
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12. April 9, Commercial Appeal – (National) Morgan Keegan fraud alleged — SEC, 
states aim at ‘Kelsoe’ funds, $2B loss. Federal and state regulators took action 
Wednesday against Morgan Keegan & Company, alleging that fraud and 
misrepresentation contributed to about 13,000 investors losing $2 billion. The U.S. 
Securities and Exchange Commission’s enforcement division is seeking civil penalties 
and repayment of whatever gain the Memphis-based investment firm experienced from 
the alleged fraud, which involved securities backed by subprime mortgages. 
Mississippi, Alabama, Kentucky and South Carolina mounted their own probe as their 
regulatory agencies filed notices of intent to revoke Morgan Keegan’s registrations and 
to impose penalties. Meanwhile, the Securities Division of Tennessee’s Department of 
Commerce and Insurance notified Morgan Keegan on Wednesday that it also started 
administrative action. All the action is civil; no criminal charges are involved. The 
states’ probe focused on six bond funds sold by Morgan Keegan that drained thousands 
of investors’ funds, especially between March 31, 2007, and March 31, 2008. The 
states singled out four Morgan Keegan employees and requested that they be barred 
from the securities industry. In a separate action, the SEC alleged that during the first 
half of 2007, a Morgan Keegan, Kelsoe fund accountant and Morgan Asset 
Management fraudulently overstated the value of securities backed by subprime 
mortgages. An administrative law judge now has 300 days to make a finding on the 
SEC allegations. 
Source: http://www.americanchronicle.com/articles/yb/143508085 

13. April 8, Wired – (Arizona) Identity thieves filed for $4 million in tax refunds using 
names of living and dead. A group of sophisticated identity thieves managed to steal 
millions of dollars by filing bogus tax returns using the names and Social Security 
numbers of other people, many of them deceased, according to a 74-count indictment 
unsealed in Arizona Thursday. The thieves operated their scheme for at least three 
years from January 2005 to April 2008, allegedly filing more than 1,900 fraudulent tax 
returns involving about $4 million in refunds directed to more than 170 bank accounts. 
The conspirators used numerous fake IDs to open internet and phone accounts, and also 
used more than 175 different IP addresses around the United States to file the fake 
returns, which were often filed in bulk as if through an automated process. A self-
described hacker from California was the ringleader of the group. He conspired with 
another man from Arizona, who is still at large, and at least one other conspirator who 
was arrested in Utah in 2008. The two are charged with 35 counts of wire fraud, 35 
counts of identify theft, one count of unauthorized computer access, and two counts of 
mail fraud. Authorities are also seeking a monetary judgment in the amount of $5.5 
million. The scam took advantage of the IRS’ quick turnaround in processing refunds 
for electronically filed returns. The investigation began in May 2007, when the IRS 
zeroed in on a business bank account one of the thieves opened at Compass Bank in 
Arizona that appeared to be set up to receive fraudulent refunds. The account, in the 
name of Carter Tax & Accounting, accumulated $340,000 from 200 fraudulent returns, 
which he allegedly converted to cashier’s checks.  
Source: http://www.wired.com/threatlevel/2010/04/fake-tax-
returns/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+wired/in
dex+(Wired:+Index+3+(Top+Stories+2))&utm_content=Google+Feedfetcher 

http://www.americanchronicle.com/articles/yb/143508085
http://www.wired.com/threatlevel/2010/04/fake-tax-returns/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+wired/index+(Wired:+Index+3+(Top+Stories+2))&utm_content=Google+Feedfetcher
http://www.wired.com/threatlevel/2010/04/fake-tax-returns/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+wired/index+(Wired:+Index+3+(Top+Stories+2))&utm_content=Google+Feedfetcher
http://www.wired.com/threatlevel/2010/04/fake-tax-returns/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+wired/index+(Wired:+Index+3+(Top+Stories+2))&utm_content=Google+Feedfetcher
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14. April 8, New York Times – (International) Privacy issues hinder plan on tracking 
terror assets. The United States stands ready to cooperate if plans for a new European 
Union system for tracking terrorism financing come through, a senior Treasury 
Department official said in Madrid on Thursday. But he would not say whether that 
cooperation would go so far as to share American bank account data. Speaking on the 
eve of a meeting between American and European justice and interior ministers, the 
American treasury official, the under secretary for terrorism and financial intelligence, 
said Washington was committed to working with any new European system “under the 
basis of reciprocity.” Asked whether that might involve allowing European terrorism 
investigators direct access to data from American bank accounts, he  would not say. In 
terms of overall investigative cooperation, he said, “You have to create the right 
circumstances, but we would cooperate.”  
Source: 
http://www.nytimes.com/2010/04/09/world/europe/09spain.html?partner=rssnyt&emc=
rss 

15. April 8, KSAZ 10 Phoenix – (Arizona) Police: Bank robber threatened tellers with 
explosives. A 72-year-old man has been arrested after police say he robbed a Compass 
Bank located inside an Albertson’s supermarket in Prescott. Prescott Police say that he 
entered the bank, showed tellers a handgun, and claimed he had put explosives in the 
store Thursday afternoon. He robbed two tellers of an undisclosed amount of cash, as 
well as some personal money, according to police. He was taken into custody 
immediately after he exited the bank. The store was evacuated and searched for 
explosives, but nothing was found. He is being held at the Yavapai County Jail on three 
counts of armed robbery, two counts of aggravated assault, and two counts of 
kidnapping. He is being held on a $500,000 bond pending his next court appearance. 
Source: http://www.myfoxphoenix.com/dpp/news/crime/bank-robber-explosives-4-8-
2010 

16. April 8, KRIV 26 Houston – (Texas) White powder mailed to west Houston 
office. Almost 150 people were evacuated from a building in west Houston after a 
mysterious white powder was found in a letter received at one of the offices. Houston 
firefighters arrived at approximately 2 p.m. Thursday to the Wallis State Bank building 
on Town and Country Lane after learning of the opened letter in the mailroom in the 
Tax Masters, Inc. office. A Houston Fire Department spokesman said that 20 people 
who were in the mailroom when the powdery substance was discovered were escorted 
out of the office and isolated. Investigators, including U.S. Postal Service officials, are 
trying to identify the substance, but tests so far have not yielded any positive results for 
toxic contamination. 
Source: http://www.myfoxhouston.com/dpp/news/local/100408-white-powder-mailed-
to-west-houston-office 

[Return to top]  

Transportation Sector 

http://www.nytimes.com/2010/04/09/world/europe/09spain.html?partner=rssnyt&emc=rss
http://www.nytimes.com/2010/04/09/world/europe/09spain.html?partner=rssnyt&emc=rss
http://www.myfoxphoenix.com/dpp/news/crime/bank-robber-explosives-4-8-2010
http://www.myfoxphoenix.com/dpp/news/crime/bank-robber-explosives-4-8-2010
http://www.myfoxhouston.com/dpp/news/local/100408-white-powder-mailed-to-west-houston-office
http://www.myfoxhouston.com/dpp/news/local/100408-white-powder-mailed-to-west-houston-office
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17. April 9, Washington Post – (Maryland) Metro finds third cracked rail in a week on 
Red Line. Metro discovered another cracked rail on the Red Line on Thursday — the 
third in a week — and instituted speed restrictions outbound in the vicinity of Takoma 
Park. The discovery came after a cracked rail was found Wednesday on the Red Line in 
the area of Woodley Park, also in the direction of Glenmont. That rail was replaced 
Wednesday night, a Metro spokesman said. Yet another cracked rail was discovered 
April 1 on the Red Line outbound near Takoma Park, but the spokesman said it was in 
a different location than Thursday’s. In January, the agency discovered a cracked rail 
outside the Forest Glen Metro station in the direction of Shady Grove. The latest crack 
was discovered about 11 a.m. The spokesman said repair crews installed a “joint bar” at 
the site of the crack to strengthen the rail shortly after noon. The speed restrictions, 
about 35 mph, would probably stay in place all day, he said, and the rail would be 
replaced overnight. The rail was not in danger of snapping. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/04/08/AR2010040803834.html?nav=rss_metro 

18. April 9, Associated Press – (Ohio) Authorities: F-16s neared commercial jet over 
Ohio. Two military fighter jets came so close to a commercial flight over southern 
Ohio this week that they triggered a cockpit alarm in the commuter plane, authorities 
said Friday. Atlantic Southeast Airlines Flight 5202, a 70-seat commuter jet, was flying 
from Cleveland to Atlanta on Thursday when its two pilots saw the F-16s at 10 a.m., 
the airline said. The plane remained on its flight plan and landed safely and on time in 
Atlanta, a spokesman said Friday. Radar showed the Ohio National Guard F-16s were 
flying at 30,000 feet when they should have been no higher than 29,000 feet, an Federal 
Aviation Administration spokesman said. The commercial plane “encountered two F-
16s and they had a near-miss incident,” he said. Pilots contacted controllers, who 
cleared them to climb to 36,000 feet as a precaution. 
Source: http://www.chron.com/disp/story.mpl/ap/nation/6951308.html 

19. April 9, KIRO 7 Seattle – (Washington) Plane’s wing punctures fuel tanker, traps 
driver at Boeing Field. A jet making a U-turn on a runway at Boeing field in Seattle 
punctured a fuel tanker with its wing and trapped the truck driver Thursday night, 
reported KIRO 7 Eyewitness News. A business jet with five passengers on board was 
taxiing on the runway at shortly before 7 a.m. when the crash happened. According to 
an eyewitness, the pilot missed a turn on the taxiway and tried to make a U-turn. A fuel 
tanker truck was about a 100 yards behind the plane. “So when the jet came around the 
fuel tank, the end of the plane’s wing struck right in the front of the cab. The driver at 
the very last second tried to back out of the way,” said a witness. The fixed wing turbo 
jet is owned by Jetstar based in Beverly Hills, California. 
Source: http://www.kirotv.com/news/23097725/detail.html 

20. April 9, Northescambia.com – (Florida) Damage to Sandy Hollow bridge more 
extensive than first reported. Escambia County now says that damage to the Sandy 
Hollow Bridge in Davisville, Florida is worse than initially reported. Updated 
information released Thursday afternoon shows that the needed repairs are much more 
substantial than first reported. The bridge on Sandy Hollow Road will require eight 

http://www.washingtonpost.com/wp-dyn/content/article/2010/04/08/AR2010040803834.html?nav=rss_metro
http://www.washingtonpost.com/wp-dyn/content/article/2010/04/08/AR2010040803834.html?nav=rss_metro
http://www.chron.com/disp/story.mpl/ap/nation/6951308.html
http://www.kirotv.com/news/23097725/detail.html
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new piles to be driven, replacement of the abutment and wing walls on the south end, 
and replacement of the guardrail. The work is scheduled to begin Monday and is 
expected to continue for about two weeks. The emergency closure of the bridge on 
Sandy Hollow Road was announced Wednesday afternoon after inspection of the 
bridge by Florida Department of Transportation’s bridge consultant, Volkert and 
Associates. At that time, Escambia County said just one or possibly two of the pilings 
that support the bridge would be replaced. Highway 97 is the detour for the road, which 
runs from West Highway 4 to Gobbler Road. The bridge, located about a mile and a 
half south of Highway 4, already had a restricted weight limit of 20 tons. 
Source: http://www.northescambia.com/?p=15963 

21. April 9, KCTL 13 Tuscaloosa – (Alabama) Truck fire damages interstate in 
Tuscaloosa. An 18-wheeler truck wreck led to a fire that severely damaged the asphalt 
on I-359 in Tuscaloosa, Alabama. The state Department of Transportation stated that 
on Friday and Saturday, workers would implement repairs by milling and paving on I-
359 northbound between MP 0 – 1, which is just before exit 1 Kaloosa Ave. All four 
lanes will be closed until the work is completed. DOT officials said that stationary and 
slow-moving vehicles, along with dismounted personnel would be present in the work 
zone. 
Source: 
http://www2.nbc13.com/vtm/news/local/article/truck_fire_damages_interstate_in_tusca
loosa/144084/ 

22. April 8, Associated Press – (South Carolina) Pa.-bound flight diverts to SC after 
smoke report. A Southwest Airlines flight bound for Philadelphia made an emergency 
landing in South Carolina after reports of smoke in the plane. A Charleston 
International Airport spokeswoman says the flight from Orlando diverted to Charleston 
Wednesday night at about 9:30 p.m. after someone reported smelling smoke on the 
plane. The spokeswoman says two mechanics checked out the Boeing 737 but couldn’t 
find any problems. She says the 138 passengers boarded a replacement plane and flew 
on to Philadelphia. The mechanics and flight crew took the original plane to Tampa, 
where it’s scheduled to undergo a full inspection. 
Source: http://cbs3.com/wireapnewspa/Pa.bound.flight.2.1620211.html 

For more stories, see items 3, 4, and 28  
 
[Return to top]  

Postal and Shipping Sector 

23. April 8, Associated Press – (Texas) Feds: Texas explosives suspect was angry at 
gov’t. A man accused of dropping more than 30 explosive devices into mailboxes and 
other locations across east Texas did so out of anger toward the government and was 
acting alone, federal authorities said Thursday. The suspect was indicted Wednesday on 
charges of possessing an illegal firearm or destructive device. He could face 10 years in 
prison if convicted. The suspect is responsible for planting 36 devices between 

http://www2.nbc13.com/vtm/news/local/article/truck_fire_damages_interstate_in_tuscaloosa/144084/
http://www2.nbc13.com/vtm/news/local/article/truck_fire_damages_interstate_in_tuscaloosa/144084/
http://cbs3.com/wireapnewspa/Pa.bound.flight.2.1620211.html
http://www.northescambia.com/?p=15963
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February 5 and April 7, said an agent with the federal Bureau of Alcohol, Tobacco, 
Firearms and Explosives. Authorities previously said they had found at least 16 
explosive devices, including five pipe bombs. “These devices, over 30 in number, have 
caused fear in this community nothing short of domestic terrorism,” a prosecutor said. 
“Today that fear stops.” The suspect was arrested after he was identified while placing 
an explosive in a Tyler mailbox on Wednesday, officials said. 
Source: http://www.forbes.com/feeds/ap/2010/04/08/general-us-texas-mailbox-
explosives_7499014.html?boxes=Homepagebusinessnews 

For another story, see item 16  
 
[Return to top]  

Agriculture and Food Sector 

24. April 8, U.S. Animal and Plant Health Inspection Service – (Florida) USDA confirms 
new citrus disease in Florida. The U.S. Department of Agriculture’s Animal and Plant 
Health Inspection Service (APHIS) on April 8 confirmed the presence of Guignardia 
citricarpa, or citrus black spot, in Collier County, Florida. “This detection demonstrates 
the effective and collaborative nature of the citrus health response program,” said a 
deputy administrator for APHIS’ plant protection and quarantine. “It has not only 
provided the infrastructure upon which we made this early detection but also the 
framework for APHIS’ regulatory response. “We are working in collaboration with the 
Florida Department of Agriculture and Consumer Services, the University of Florida’s 
Citrus Research and Education Center and the citrus industry to limit the spread and 
impact of this disease through swift regulatory actions, education and informed 
compliance.” A fungal disease marked by dark, speckled spots or blotches on the rinds 
of fruit, citrus black spot is an economically significant citrus disease. It causes early 
fruit drop, reduces crop yield, and renders the highly blemished fruit unmarketable. 
While all commercial citrus cultivars are susceptible to citrus black spot, the most 
vulnerable are lemon and late-maturing citrus varieties like Valencia.  
Source: http://www.aphis.usda.gov/newsroom/content/2010/04/fla_citrus_disease.shtml 

25. April 7, Providence Journal – (Rhode Island) 12 food sellers reopen; 24 still shut 
from R.I. flooding. Three dozen restaurants and other food establishments from 
Cumberland to Westerly were forced to close because of the recent flooding. But by 
Wednesday,12 had passed health inspections and reopened, according to Health 
Department data. Most of the affected restaurants are in Warwick, including the nine 
inside the Warwick Mall, but restaurants and food stores in Smithfield, Providence, and 
East Providence, among other places, also had to close. The president of the Rhode 
Island Hospitality Association says that not only were food businesses shut down, but 
their employees were left out of work. As for the impact, she said, “It’s going to be 
months before we figure this all out.” The Department of Health the week of March 29 
ordered all food establishments to shut down if they had experienced flooding, sewage 
backup, power loss, or plumbing difficulties. None could be reopened without passing a 
health inspection. She said no establishments had to delay reopening because they were 

http://www.aphis.usda.gov/newsroom/content/2010/04/fla_citrus_disease.shtml
http://www.forbes.com/feeds/ap/2010/04/08/general-us-texas-mailbox-explosives_7499014.html?boxes=Homepagebusinessnews
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waiting for a health inspection. She praised the Health Department’s Office of Food 
Protection. “They have been right on top of this,” she said.  
Source: http://newsblog.projo.com/2010/04/12-food-sellers-reopen-24-stil.html 

[Return to top]  

Water Sector 

26. April 9, Imperial Valley Press Online – (California) Sewage leaks into New River; 
quake-damaged line being worked on. Sewage has been leaking into the already-
polluted New River at a rate of 200 gallons-per-minute from an earthquake-damaged, 
wastewater main line but was expected to be diverted by late April 9, or early, April 10, 
Calexico City (Calif.) officials said Thursday. A pipe measuring more than 400 feet 
will be used for a bypass operation that involves pumping the sewage with four diesel-
powered pumps, said the superintendent with an Ontario-based groundwater control 
company overseeing the work. Ten, 40-foot pieces of high-density, polyethylene were 
being welded together Thursday for the project. The bypass operation would allow for 
repairs to get under way in repairing a crack in the city’s 30-inch, sewer main line, said 
the utilities director for both wastewater and water plants in Calexico. It is thought that 
the 7.2-magnitude April 3 earthquake south of the border damaged the line, the city 
manager said. He placed the cost of repairing the ruptured sewer line alone at $150,000, 
but he had no timeline for how long it would take. The advisory for people to keep 
away from the heavily polluted New River, which is known for its stench and highly 
toxic contaminants, has been in place for many years. 
Source: http://www.ivpressonline.com/articles/2010/04/09/local_news/news01.txt 

27. April 9, New London Day – (Connecticut) Storm washes plastic out of treatment 
plant. The Groton, Connecticut, Public Works Department said Thursday that 
thousands of small, plastic items escaped from a sewage-treatment facility during 
flooding last week and have washed up on beaches from Eastern Point through 
Mumford Cove and Groton Long Point. “We thought everything was kept in the plant, 
and it’s all over the plant, in other tanks and pipes and on-site,” the head of Groton’s 
Department of Public Works said. “But it got loose, probably because of the volume of 
rain we had. It got into the wet wells, which we pump out of, and got into the Thames 
River and Fort Hill Brook, which feeds into Mumford Cove and Long Island Sound.” 
The black pieces, which are about one inch in diameter, do not pose an environmental 
or health threat and can be treated as regular beach litter, being thrown away with other 
trash, he said. The items were used inside Groton’s wastewater-treatment plant on Gary 
Court, providing the microscopic organisms that clean sewer water with more surface 
area to live. The plastic pieces are typically held in the plant by screens, but the heavy 
rains last week forced an enormous amount of water through the facility — about 10 
million gallons each day. The screen was knocked out of place by the resultant 
flooding, setting the plastic pieces free. 
Source: http://www.theday.com/article/20100409/NWS01/304099838/1019&town 

http://www.ivpressonline.com/articles/2010/04/09/local_news/news01.txt
http://www.theday.com/article/20100409/NWS01/304099838/1019&town
http://newsblog.projo.com/2010/04/12-food-sellers-reopen-24-stil.html
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28. April 8, Warwick Beacon – (Rhode Island) Roads collapsing around Cowesett sewer 
lines. Secondary waste water treatment could be back on line soon although it may be 
weeks, if not months, before Warwick (R.I.) Sewer Authority administrative offices are 
operational. Secondary treatment that includes the removal of solids and the breakdown 
of pollutants with bacteria, or what are called “good bugs” could be restored fairly 
soon, the mayor said April 7. After river waters spilled over levees designed to protect 
the plant from a 100-year storm, it was thought it would take months before secondary 
treatment was up and running. Meanwhile, the city continues to be surprised by the 
effects of last week’s storm with the latest event being the slow collapse of sections of 
roads in Cowesett. The undermining that forced the closure of a portion of Diamond 
Hill Road on Tuesday is being attributed to the use of improper material and 
compacting when the sewer lines were installed about 10 years ago. The pipes are 
seven feet below grade and the water washed out fill around them causing the roadway 
to buckle and eventually to cave in. 
Source: http://www.warwickonline.com/view/full_story_news/6999231/article-Roads-
collapsing-around-Cowesett-sewer-lines?instance=home_news_2nd_left 

29. April 7, Baltimore Sun – (Maryland) Report: Maryland’s water pollution 
enforcement is lagging. Maryland is failing to keep up with enforcement on water 
pollution in the state because of serious funding shortfalls and its own flawed 
enforcement practices, according to a Washington-based think tank. The Center for 
Progressive Reform contends in a new report that while Maryland has some of the 
nation’s toughest environmental laws, its enforcement of water pollution is lagging. 
The report, commissioned by the Abell Foundation, echoes complaints made last year 
by some activists that the State Department of the Environment is failing to do enough 
to deter polluters. The Waterkeeper Alliance, and its member river and harbor 
watchdogs, petitioned the U.S. EPA in December to revoke the state’s authority to 
enforce the federal Clean Water Act. The department’s water pollution oversight is 
“drastically underfunded,” the report said. Funds to monitor facilities discharging into 
streams and rivers have declined by nearly 25 percent since 2000, as have the ranks of 
inspectors. Yet the number of businesses, sewage plants, farms and construction sites to 
be monitored has doubled. Each inspector now is responsible for checking up on nearly 
1,200 permits, the report said, triple the workload in 2000. 
Source: http://www.baltimoresun.com/features/green/bal-pollution-enforcement-
0407,0,7328855.story 

[Return to top]  

Public Health and Healthcare Sector 

30. April 9, NY1 News – (New York) FDNY begins diverting ambulances from St. 
Vincent’s. As St. Vincent’s Hospital in Manhattan, prepares to close, some patients 
will be sent to other hospitals. As of 10 a.m. today, the New York City Fire Department 
is only taking psychiatric patients to the Greenwich Village facility. Fire officials say 
all other patients will be taken to different hospitals. Ambulance drivers are being 
instructed to take patients to the next-closest hospitals which are Beth Israel, Roosevelt, 

http://www.warwickonline.com/view/full_story_news/6999231/article-Roads-collapsing-around-Cowesett-sewer-lines?instance=home_news_2nd_left
http://www.warwickonline.com/view/full_story_news/6999231/article-Roads-collapsing-around-Cowesett-sewer-lines?instance=home_news_2nd_left
http://www.baltimoresun.com/features/green/bal-pollution-enforcement-0407,0,7328855.story
http://www.baltimoresun.com/features/green/bal-pollution-enforcement-0407,0,7328855.story
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New York Downtown and Bellevue. St. Vincent’s said it would continue to care for 
walk-in patients for now. The hospital’s board voted April 6 to close inpatient services 
after a six-month attempt to save the institution, which is estimated to be $700 million 
in debt. The move ends the hospital’s acute care, rehab and behavioral health services. 
Outpatient services like cancer care and HIV and AIDS treatment will continue. 
Source: http://www.ny1.com/5-manhattan-news-content/top_stories/116582/fdny-
begins-diverting-ambulances-from-st--vincent-s 

31. April 8, WFMY 2 Greensboro – (North Carolina) Fake nurse arrested, charged with 
stealing drugs from WFU Baptist Medical Center. A woman who worked as a nurse 
at Wake Forest University Baptist Medical Center in North Carolina was not actually a 
nurse and now faces criminal charges, according to a spokesperson for the State Bureau 
of Investigation. The woman was investigated by the SBI’s Drug Diversion Unit. She 
was arrested Monday at the Wake County Magistrate’s Office after she turned herself 
in to the SBI, according to the N.C. Department of Justice public information officer. 
She said the woman worked under a false name at Wake Forest Baptist Medical Center. 
A media relations manager at Wake Forest University Baptist Medical Center said the 
woman worked at the hospital for three months. The woman was charged with 
embezzlement of a controlled substance by an employee of an employee of a registrant, 
which is a felony. 
Source: http://www.digtriad.com/news/local/story.aspx?storyid=140168&catid=57 

32. April 8, New York Times – (National) F.D.A. toughens process for radiation 
equipment. The Food and Drug Administration said that it was taking steps to reduce 
overdoses, underdoses and other errors in radiation therapy by strengthening the 
agency’s approval process for new radiotherapy equipment. In a letter to 
manufacturers, the FDA said its action was based on a recent analysis of more than 
1,000 reports of errors involving these devices that were filed over the last 10 years. 
The FDA will no longer allow new, radiotherapy equipment to enter the market via a 
streamlined approval process that sometimes involved the use of outside, third-party 
reviewers, the FDA’s director of in vitro diagnostic device evaluation and safety said in 
an interview. That process, he said, was instituted in the 1990s to reduce the agency’s 
workload and speed approval time. 
Source: http://www.nytimes.com/2010/04/09/health/policy/09radiation.html 

[Return to top]  

Government Facilities Sector 

33. April 9, KOKI 23 Tulsa – (Oklahoma) Bomb threats made by Tulsa gang. Threats 
made against an Oklahoma High School are now being investigated by the FBI. An 
affidavit stated that someone made bomb threats against a school in Oklahoma County. 
The court documents said a self-proclaimed gang member used a computer in Tulsa to 
spread hateful, racist messages and threaten to bomb the school on the Internet. The 
incident happened over the weekend of April 3-4 after an Oklahoma City news 
organization posted a story on the web about the softball coach at Edmond North High 

http://www.digtriad.com/news/local/story.aspx?storyid=140168&catid=57
http://www.nytimes.com/2010/04/09/health/policy/09radiation.html
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School. A MS13 gang member had plenty of hateful things to say about a story the 
Oklahoma City NBC station posted about alleged bullying at Edmond North’s baseball 
diamond. Once the disturbing comments hit the web (now removed), Edmond and 
Tulsa Police working with the FBI Joint Terrorism Task Force were alerted. A search 
warrant traced the computer back to a home in West Tulsa, and noted the user makes 
racist comments about white people, threatens to kill police and states (grammar 
included), “I hearq about your parents crying about your kids I will go and bomb the 
school Monday as a matter infact im going to bomb the school Monday at 10 am if 
youâ�¦don’t believe me turn on the news on monday and you will see your kids arms 
and heads scatter on the baseball field no lie.” These comments were made April 3. FBI 
officials said they took these threats seriously and worked with the High School before 
April 5. No arrests have been made, but the search warrant indicated that the Internet 
Protocol address traces back to a 46-year-old woman, 48-year-old man and a 19-year-
old man with a MySpace account. 
Source: http://www.fox23.com/news/local/story/Bomb-Threats-Made-By-Tulsa-
Gang/wNcOm6p3nUeeGbGN7royCQ.cspx 

34. April 9, Hickory Daily Record – (North Carolina) ATF investigates courthouse 
bomb. It’s been five weeks since police found a bomb in the trunk of a suspect’s car. 
No charges have been filed, but the Bureau of Alcohol, Tobacco, Firearms and 
Explosives is continuing to investigate. The bomb was found on March 3 while the 
suspect was at the magistrate’s office at the Catawba County Justice Center in North 
Carolina to take out an arrest warrant on a man she said had assaulted her and her teen 
son. The female suspect, 43, of Newton, had been arrested and charged with animal 
cruelty on February 23 after the remains of at least six horses were found in and around 
a pasture she leased. The Newton Police Department will not say if the animal cruelty 
arrest is related to the bomb incident. When the suspect told the magistrate that a bomb 
might have been in her car, the Newton police were called. They found a coffee can 
covered with duct tape and filled with gunpowder and with what looked like shotgun 
pellets. Police called in the Gaston County Explosive Ordinance Disposal team, which 
disabled the device. 
Source: http://www2.hickoryrecord.com/content/2010/apr/09/atf-investigates-
courthouse-bomb/ 

35. April 8, KAIT 8 Jonesboro – (Arkansas) Region 8 police arrest 5 after two different 
bomb threats. Blytheville (Ark.) Police have made arrests after two different bomb 
threats at two different schools on Wednesday. According to the Blytheville Police 
Department, the first bomb threat was called into Blytheville High School around 9:30 
a.m. Police evacuated the school, but no explosive device was found. The second bomb 
threat was called into the Blytheville Middle School around noon. Police once again 
cleared the students, and found nothing. During the course of the second investigation, 
police questioned five female juveniles about the bomb threat at the middle school. 
Police arrested all five females and charged them with threatening with a bomb. All 
females have been transferred to the Juvenile Court System for processing. Police do 
not believe the two calls are connected, and are still investigating the threat called into 
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the high school. 
Source: http://www.kait8.com/global/story.asp?s=12277573 

36. April 8, Associated Press – (California; District of Columbia) FBI arrests Calif man 
for alleged Pelosi threats. A California man angry about health care reform was due in 
federal court after being arrested for allegedly making threatening phone calls to the 
U.S. House Speaker, including at least one call in which he got through and spoke to 
her directly, officials said. The 48 year-old suspect was arrested April 7 at his San 
Francisco home, said a spokesman for the FBI’s San Francisco office. The FBI 
spokesman would not disclose the charges against the suspect, stating they were under 
seal until his first appearance before a federal magistrate, scheduled for Thursday 
morning. The spokesman could not say if the suspect had retained an attorney. 
Source: http://www.businessweek.com/ap/financialnews/D9EUTL480.htm 

37. April 8, KMBC 9 Kansas City – (Missouri) Man charged in bomb threat at U.S. 
courthouse. A Kansas City man, believed to be homeless, has been charged in 
connection with a bomb threat at the federal courthouse last week. The 66 year-old 
suspect was charged with placing a fake bomb outside the courthouse and making a 
false bomb threat over the telephone. A soft cooler was found near the east entrance to 
the federal courthouse on April 5. The cooler had a note attached, threatening that there 
would be an explosion. The courthouse was evacuated. The bomb squad later 
determined that the cooler contained two, small Kansas City telephone books. 
Source: http://www.kmbc.com/news/23087970/detail.html 

[Return to top]  

Emergency Services Sector 

38. April 9, Wilkes-Barre Times Leader – (Pennsylvania) Guard tower staff cuts 
proposal draws backers, opponents. A proposal to reduce staffing in guard towers at 
State Correctional Institute (SCI)-Dallas (Pa.) gathered Jackson Township supervisors, 
a state senator, and state representatives to hear what SCI-Dallas’ superintendent and 
regional deputy had to say. Understanding the stress of budget cuts, the senator said 
they want to learn about new security measures and residents’ concerns. She said the 
information from the meeting would be taken to the state department of corrections 
secretary for consideration before a formal decision on staffing cuts. The plan called for 
reducing tower staff and utilizing technical upgrades such as new, two rows of stainless 
steel fencing with anti-climb material and razor wire, 360-degree cameras, perimeter 
patrols, and microwave sensing. SCI-Dallas has 2,137 inmates, and is ranked in the top 
third of crowed prisons in Pennsylvania. 
Source: 
http://www.timesleader.com/news/Guard_tower_staff_cuts_proposal_draws_backers__
opponents_04-08-2010.html 

39. April 9, San Bernardino Press-Enterprise – (California) Hemet seeks emergency 
declaration to quickly fortify buildings. With intelligence reports indicating that the 

http://www.businessweek.com/ap/financialnews/D9EUTL480.htm
http://www.kmbc.com/news/23087970/detail.html
http://www.timesleader.com/news/Guard_tower_staff_cuts_proposal_draws_backers__opponents_04-08-2010.html
http://www.timesleader.com/news/Guard_tower_staff_cuts_proposal_draws_backers__opponents_04-08-2010.html
http://www.kait8.com/global/story.asp?s=12277573


 - 16 - 

Hemet Police Department building is “the likely focus of future criminal acts,” the City 
Council on Tuesday will consider a resolution declaring an emergency, which would 
allow the city to hire contractors to fortify city buildings without the delay of putting 
the work out for bids. In a letter to the council, the police captain wrote: “A security 
assessment of city buildings indicates that the public access lobbies present a 
significant risk to city employees and resources. Immediate action is required to harden 
these facilities and the delay resulting from a competitive bid process would result in 
increased exposure to criminal acts.” The resolution is expected to be approved as it is 
on the consent calendar, a collection of what are considered routine items that are acted 
upon with one vote. Three attacks have been made on a regional gang task force this 
year, and last month someone set ablaze three city code enforcement vehicles. 
Source: 
http://www.pe.com/localnews/stories/PE_News_Local_E_eb09_police.34c31b1.html 

40. April 8, New Haven Register – (Connecticut) Rains damage Conn. Police Station and 
$250K of equipment. Old Saybrook (CT) town officials say they’ve known the police 
station needs to be rebuilt or heavily renovated, but last week’s torrential rainstorms 
and flooding have left the police chief hoping to relocate temporarily as soon as 
possible. About 8 inches of water covered the department’s 5,000-square-foot basement 
for more than 36 hours from March 30-31, damaging the building and ruining $250,000 
to $300,000 worth of stored equipment. The chief said he does not yet know how much 
repairs would cost. For now, a portable shower, bathroom and locker-room unit and 
seven, mobile storage trailers holding sensitive and vital records, evidence and fitness 
equipment sit in the department’s parking lot while the basement dries out. And 
officers and visitors are complaining of an odor of mold and itchy eyes and throats, the 
chief noted. “This is crippling my operations. This is not the proper way to store 
records and evidence. I sent letters to the Police Commission to explain my concerns 
about reinvesting money into this building and exploring a place to temporarily 
relocate,” he said. 
Source: http://www.officer.com/online/article.jsp?siteSection=1&id=51612 

41. April 7, Reuters – (New York) Breathing problems persist in September 11 
rescuers. Rescue workers who responded to the World Trade Center attacks on 
September 11, 2001 continued to have diminished lung capacity seven years after the 
attack, researchers reported on Wednesday. Breathing problems among New York Fire 
Department employees, caused by dust, smoke, and other toxic chemicals, became 
apparent one year after the twin towers collapsed. Their lung capacity typically 
diminished as if they had aged 12 years. Doctors had hoped their lungs would gradually 
rebound, as they often do from routine smoke exposure. But over the next six years, 
their lungs continued to worsen, said a doctor of the Albert Einstein College of 
Medicine in New York, who led the study. Firefighters who had never smoked tobacco 
lost about 25 milliliters of lung volume annually. Emergency medical services 
personnel lost about 40 milliliters, the researchers reported in the New England Journal 
of Medicine. The city has been conducting lung capacity tests on its rescue personnel 
since 1997. Before September 11, very few firefighters scored below normal for their 
age on the test. Years later, 13 percent did. Among emergency medical services 
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workers, 11 percent had below-normal results before the collapse of the twin towers; 
seven years later, 23 percent scored low. The study also compared rescue workers who 
were at the scene initially and those who showed up a day or more later, and found that 
the early responders suffered the most.  
Source: http://www.reuters.com/article/idUSTRE6365V420100408 

[Return to top]  

Information Technology Sector 

42. April 9, IDG News Service – (International) Black Hat to address emerging Web 
threats. The Black Hat security conference will kick off next week in Barcelona, with 
training sessions and briefings from top security researchers. One of those presentations 
will focus on a way to insert a backdoor into SAP’s enterprise resource planning 
applications. SAP’s business software is often the core of a company’s operations and 
is used to manage invoicing, human resources, procurement and billing, among many 
other functions. SAP’s software uses databases from companies such as Oracle, said 
the director of research and development for Onapsis, a company that focuses on 
penetration testing for SAP systems and others such as Oracle’s PeopleSoft and JD 
Edwards enterprise applications. Many companies do not configure the Oracle database 
correctly, which makes the SAP system vulnerable to attack. “What we have found is, 
it is possible instead of modifying the program you can connect to the database and 
modify the code directly in the database,” the Onapsis researcher said. The problem 
with SAP and the Oracle database has been known for a few years, although Onapsis 
recently figured out how to slip a “backdoor” into a program in the database that can 
then send data to a remote hacker. Since the Oracle database does not conduct an 
integrity check of the source code, the attack would be difficult to detect. It would 
allow an attacker, for example, to forward all information related to a new customer 
account. It could also let a hacker modify shipping orders or collect the log-in details 
when employees log on to the SAP system, he said. 
Source: 
http://www.computerworld.com/s/article/9175138/Black_Hat_to_address_emerging_W
eb_threats 

43. April 9, DarkReading – (International) Cisco WLAN flaws may be typical of many 
proprietary systems, researcher says. Researchers at Black Hat Europe will outline 
vulnerabilities in Cisco wireless LAN technology they say may be indicative of flaws 
that exist in other proprietary technologies as well. In a session called “Hacking Cisco 
Enterprise WLANs,” researchers employed by German penetration-testing firm ERNW 
— will offer a look at some of the flaws found in existing, proprietary Cisco wireless 
LAN products. In the presentation, the researchers will demonstrate how proprietary 
technologies — particularly older technologies that are no longer strategic to the 
vendor — often fail to receive the vulnerability assessments and scrutiny of more 
current Web- and standards-based technologies. The ERNW researchers evaluated 
three generations of Cisco wireless LAN products, ranging from the first-generation 
Cisco Structured Wireless-Aware Networks (SWANs) first introduced a decade ago to 
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the more current Cisco Unified Wireless Network (CUWN). In each case, they found 
flaws that were relatively easy to spot and would not be difficult to exploit. For SWAN, 
the researchers took a hard look at Cisco’s proprietary Wireless LAN Context Control 
Protocol (WLCCP), which enables wireless access points to communicate. They found 
a number of flaws in the authentication methods used by the APs that could allow an 
attacker to extract cryptographic material — including the encryption keys used on the 
wireless network. A key point of the presentation, is to point out that proprietary 
systems often are not vetted and tested as scrupulously as more mainstream systems. 
Source: 
http://www.darkreading.com/vulnerability_management/security/perimeter/showArticl
e.jhtml?articleID=224202409 

44. April 9, The Register – (International) Adobe Reader security updater to be unveiled 
next week. Under criticism for applications that are hard to patch, Adobe Systems will 
unveil a mechanism that automatically downloads and installs security updates for its 
widely used PDF programs. The software maker announced the updater for its Reader 
and Acrobat apps in October and used it with beta testers for patches issued in January 
and February. The system will go live on April 13 with the release of its quarterly 
release of security bulletins. In a blog post published Thursday, a member of Adobe’s 
security team said the updater will be individually tailored for Windows and Mac OS X 
operating systems and will allow users to turn off the feature if they want. In addition to 
disabling automatic updating, Windows users will also be able to automatically 
download updates and choose to install them later. Mac users don’t have this additional 
option. The updater will be used to push out critical updates for Reader versions 9.3.1 
and 8.2.1. Tuesday’s updates will coincide with 11 updates Microsoft will release to 
patch 25 vulnerabilities in Windows, Office, and Exchange. 
Source: http://www.theregister.co.uk/2010/04/08/adobe_reader_updater/ 

45. April 8, The Register – (International) MS preps 5 Windows critical fixes for busy 
Patch Tuesday. Microsoft has lined up 11 patches that collectively address 25 security 
vulnerabilities as part of its April Patch Tuesday security update. Five of the scheduled 
patches fix critical flaws, all involving Windows vulnerabilities. All supported versions 
of Windows are addressed by this much heavier than usual update batch. “Important” 
patches for Microsoft Office and Microsoft Exchange are also being loaded up for 
delivery April 13. Microsoft is due to fix two open zero-day vulnerabilities, notes the 
CTO at vulnerability scanning services firm Qualys. These are the F1 attack through 
Internet Explorer and the SMBv2 Denial of Service vulnerability, which only affects 
Windows 7 and Windows Server 2008. Critical updates from Adobe are also due April 
13, fixing well-publicized flaws in the company’s Reader PDF client software. The 
Adobe updates are due as part of a quarterly patch batch. More and more vendors have 
begun updating regular patching cycles, either monthly or quarterly, to help sysadmins 
predict and manage patching workloads. In the latest move in this industry-wide trend, 
Oracle announced on Thursday that it had moved Solaris updates onto its pre-existing 
quarterly security patch release schedule. Around a third (16 out of 47) of the 
vulnerabilities Oracle plans to address April 13 involve Sun Solaris. Eight might be 
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remotely exploitable without authentication. 
Source: http://www.theregister.co.uk/2010/04/09/ms_april_patch_tuesday_pre_alert/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

46. April 9, PC Magazine – (National) FCC may tweak broadband plan after Comcast 
ruling. Despite a recent ruling that said the Federal Communications Commission did 
not have the right to interfere in Comcast’s network management issues, the agency is 
pushing ahead with its national broadband plan, though there might be some tweaks. 
“The Comcast/BitTorrent opinion has no effect at all on most of the plan,” the general 
counsel for the FCC wrote. “Many of the recommendations for the FCC itself involve 
matters over which the commission has an ‘express statutory delegation of authority.’ 
These include critical projects such as making spectrum available for broadband uses, 
improving the efficiency of wireless systems, bolstering the use of broadband in 
schools, improving coordination with Native American governments to promote 
broadband, collecting better broadband data, unleashing competition and innovation in 
smart video devices, and developing common standards for public safety networks.” 
Those thoughts were echoed by the FCC chairman, who acknowledged that the court’s 
decision “may affect a significant number of important plan recommendations.” That 
includes: strengthening public safety communications; cyber security; consumer 
protection, including transparency and disclosure; and consumer privacy. 
Source: http://www.pcmag.com/article2/0,2817,2362444,00.asp 

[Return to top]  

Commercial Facilities Sector 

47. April 8, Gaithersburg Gazette – (Maryland) Motorcycle shop evacuated after 
explosions from chemicals, ammo. Prince George’s County, Maryland, firefighters 
working to contain a fire at a Beltsville warehouse and motorcycle shop Thursday 
afternoon evacuated the building after chemicals and live ammunition in the building 
began exploding, a fire department official said. Firefighters responded to Precision 
Cycle Works, a one-story commercial warehouse and motorcycle repair shop located 
on Old Baltimore Pike, just before 2 p.m. and found heavy smoke coming from the 
building, said a Prince George’s County Fire/EMS spokesman. Firefighters were able 
to make it into the warehouse for about 15 minutes before they had to evacuate due to 
the dangerous conditions, the spokesman said. As of 4 p.m. firefighters had put out 
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most of the fire, though before they got it under control the fire had spread to an 
adjoining warehouse. Approximately 80 firefighters and paramedics were on the scene 
but the fire resulted in no reported injuries, he added. Preliminary fire loss is estimated 
at $1 million. 
Source: http://www.gazette.net/stories/04082010/prinnew163055_32565.php 

[Return to top]  

National Monuments and Icons Sector 

48. April 9, Charleston Gazette – (Louisiana) Oil spill threatens Louisiana wildlife 
refuge. Cleanup crews are feverishly working to contain an 18,000-gallon oil spill from 
a pipeline in Louisiana’s Delta National Wildlife Refuge. Authorities say damage to the 
local wildlife does not yet appear to be serious. The pipeline, owned by Chevron Pipe 
Co., leaked into a canal about 60 miles southeast of New Orleans early Tuesday 
morning. The refuge covers nearly 49,000 acres of marshland in Plaquemines Parish, 
and is considered important habitat for migratory birds and waterfowl. 
Source: http://blogs.wvgazette.com/johnmccoy/2010/04/09/oil-spill-threatens-la-
wildlife-refuge/ 

49. April 9, National Parks Traveler – (Maryland; West Virginia; District of Columbia) 
Flooding damage at Chesapeake and Ohio Canal National Historical Park nears 
$3 million. Flood waters that raged along the Chesapeake and Ohio Canal National 
Historical Park caused nearly $3 million in damage, according to updated estimates 
from park officials. As reported late last month, damage included two breaches of the 
canal’s towpath near Harpers Ferry, which now have temporary bridges over them, and 
general scouring of the towpath surface, said the deputy supervisor. Causing the 
damage was a combination of heavy rains and melt from the winter’s record-breaking 
snowstorms. Together they pushed the Potomac River over its banks. While still 
considered a moderate flood, these waters were the highest the area had seen since 
1996, he added. A road is now being built near Lock 5 to provide access to the broken 
inlet lock. A gate was broken at Lock 2 as well, and a debris field needs clearing near 
the Monocacy Aqueduct. The deputy supervisor expects repairs to last into the summer. 
Source: http://www.nationalparkstraveler.com/2010/04/flooding-damage-chesapeake-
and-ohio-canal-national-historical-park-nears-3-million5672 

50. April 8, Seacoastonline.com – (New Hampshire) Police believe they know origin of 
Odiorne Park bomb. Police reported that they now know the origin of the April 5 
bomb found in Odiorne Park (N.H.) The key to the discovery of the stainless steel pipe 
with a screw-on cap and a quarter at both ends of the pipe, was a tip from Seacoast 
Crime Stoppers and a combined investigation by Rye Police, New Hampshire State 
Police, the Bureau of Alcohol, Tobacco, and Firearms and the FBI. “Based on the 
information we have and the agencies that assisted us in investigating we’re confident 
we have concluded who made the device and how it was made,” the police chief said. 
“We’re confident there was only one person involved and we’ll be moving forward 
appropriately.” He added that although the department believes the source of the device 
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is known there are still questions as to how it came to be in the park. Forensic evidence 
suggests the device is between four months one year old. the police chief praised the 
public in coming forward with information that assisted the departments in the 
investigation. 
Source: http://www.seacoastonline.com/articles/20100408-NEWS-100409836 
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Dams Sector 

51. April 9, Wayne Independent – (New York; New Jersey; Delaware) Reservoirs slightly 
spilling as April begins. April showers won’t be needed anywhere near the reservoirs 
feeding the Upper Delaware, which which were spilling as of April 1. The monthly 
report presented at the Upper Delaware Council (UDC) meeting showed that the 
Cannonsville Reservoir on the West Branch was at 103.8 percent capacity, and the 
Pepacton, on the East Branch, was at 101.7 percent. The report comes from the 
Delaware River Basin Commission (DRBC). The UDC executive director, pointed out 
how the month to month graph shows that the reservoir water storage was steadily 
decreasing but suddenly shot up around March 11. Storage was at 9.85 percent above 
the long-term median. The average flow of the river, as measured near the tri-state 
point, at Montague, New Jersey, was way up. Levels of the reservoirs are of interest to 
the UDC and residents along the Upper Delaware, where major storms have unleashed 
flooding in the river corridor. On March 3, the New York City Department of 
Environmental Protection (DEP), which operates the reservoirs, announced plans to 
step up water releases due to the heavy snowpack. This was meant to help enhance 
flood mitigation already provided by the reservoirs. Another announcement by the DEP 
on March 11 stated that they received approval from the DRBC to increase the release 
rate from the Pepacton in advance of heavy rain and warmer temperatures. The level 
may been higher had releases not occurred. The City of New York has a goal to have 
the reservoirs full by June 1 to have enough water supply for the summer season. But 
the DEP noted it must balance that need with concerns about river levels and flood 
potential. A spokesperson for New York DEP, said that since last August, the City 
released 17.3 billion gallons of additional water as part of the Temporary Supplemental 
Releases Program for the Rondout- West Branch Tunnel Shutdown approved by 
DRBC. “In the absence of this program, this water would most certainly have spilled 
from our reservoirs,” she said. DEP has not yet determined the downstream impacts of 
the special March releases. 
Source: http://www.wayneindependent.com/news/x1031049528/Reservoirs-slightly-
spilling-as-April-begins 

52. April 8, Crossville Chronicle – (Tennessee) Spillway project is well under way. The 
Tennessee Department of Safe Dams has developed a solution to the problem that led 
the drawdown valve assembly at Fairfield Glade’s Dorchester Dam to fail during a 
major May 2009 rainstorm. According to an outside engineering consultant, the failure 
of the drawdown assembly was inevitable. The state mandated that the club install a 
new spillway and valve assembly. The new spillway design was developed in 
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conjunction with TARE Co., Inc., engineering consultants in Crossville; Geo-Tek of 
Tennessee. The existing, failed valve on the lake side had to be abandoned and it was 
replaced with the new valve on the backside of the dam. M&W Drilling constructed the 
new valve. The new spillway is being constructed by Skip Freitag Construction. The 
firm is installing new culverts under the existing roadbed, which are sufficiently sized 
for proper water flow, including during heavy rain events. The new system replaces a 
simple weir system that allowed water to overrun the weir and flow through two pipes 
under the road and into the creek below. The expected completion date is sometime in 
July. 
Source: http://www.crossville-
chronicle.com/gladesun/local_story_098114430.html?keyword=topstory 

53. April 8, Herald-Zeitung – (Texas) Canyon Dam decision delayed. Comal County, 
Texas, commissioners will wait until next week before voting to possibly move forward 
with the stalled construction of the Krueger Canyon Dam. Commissioners are 
considering a change order with Ballenger Construction that would have the contractor 
begin work to solidify an unstable layer of rock at the dam’s foundation, which has 
halted progress since October. A county judge said Thursday that details of the contract 
were still being worked out, and that commissioners could vote to once again work on 
the dam at their next meeting. County officials said almost $3 million already has spent 
building the dam, which would sit southwest of New Braunfels, just west of Krueger 
Canyon Road and north of Farm-to-Market 482. Work began in August, but was 
stopped because the project engineer would not certify its construction because of its 
unstable base, formed by loose gravel at the dam’s foundation. The change order would 
have Ballenger begin boring into that foundation and then filling it with concrete. The 
total cost of the project was originally bid for $14 million, although it was awarded to 
Ballenger at around $7 million, which commissioners credited to a favorable 
construction market. How much the additional excavation and concrete work would 
cost the county has not yet been finalized. Work must be done soon, as the judge said 
the dam must be “substantially complete” by July 2011, or the county could lose out on 
more than $5 million in grant funding allocated to the project by the Federal 
Emergency Management Agency.  
Source: http://herald-zeitung.com/story.lasso?ewcd=f03402bbb71606fd&-
session=HeraldZeitung:9506B85309fce14BBEYNy3AC0B52 

For another story, see item 49  
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