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 The Pittsburgh Post-Gazette reports that a worker was hurt and 10 others were sent to a 
hospital after a chemical spill Thursday at Electrical Materials manufacturing plant near 
Erie, Pennsylvania. (See item 8) 

 According to a report recently released by the Defense Security Service, foreign nations are 
increasingly exploiting the Internet, including social-network sites, to conduct industrial 
espionage against Defense Department contractors, especially to acquire UAV-related 
technologies or information. The study found that attacks came from nations considered 
unfriendly and friendly. (See item 11) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 8, Associated Press – (West Virginia) W.Va. mine violations found on day of 
blast. Federal inspectors found a string of safety violations at a sprawling West 
Virginia coal mine in the months and days leading up to an explosion that killed 25 this 
week, including two citations the day of the explosion. Two full days after the disaster, 

http://www.dhs.gov/
http://www.esisac.com/
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dangerous gases underground prevented rescuers Wednesday from venturing into the 
mine to search for any survivors. Crews drilled holes deep into the ground to release 
the gases, but by late afternoon the levels of lethal carbon monoxide and highly 
explosive hydrogen and methane remained far too high for searchers to look for the last 
four people missing. “We just can’t take any chances” with the lives of rescuers, said a 
federal Mine Safety and Health Administration official. “If we’re going to send a 
rescue team, we have to say it’s safe for them to go in there.” Officials could not say 
when the mine would be safe for rescuers. Records reviewed by the Associated Press 
paint a troubling picture of procedures at Massey Energy Co.’ s Upper Big Branch 
mine. Safety advocates said the mine’s track record, particularly a pair of January 
violations that produced two of the heftiest fines in the mine’s history, should have 
provoked stronger action by mine operators and regulators. In a January inspection, 
regulators found that dirty air was being directed into an escapeway where fresh air 
should be. They also found that an emergency air system was flowing in the wrong 
direction, which could leave workers without fresh air in their primary escape route. 
Source: http://www.kansas.com/2010/04/08/1259994/wva-mine-violations-found-on-
day.html 

2. April 7, KPVI 6 Pocatello – (Idaho) Power restored to 14,000 Idaho Power 
customers. Idaho Power crews have restored power to over 14,000 customers who 
were left in the dark following an outage around 10:30 a.m., Wednesday morning. The 
outage was been reported in several towns and cities across Bannock and Bingham 
Counties but centered in the areas of Blackfoot and Pingree. According to an Idaho 
Power Corporate Communications specialist, crews pinpointed a fault at the Donn 
Substation near Simplot in West Pocatello as a cause for the outage. Power was 
restored shortly before 12:00 p.m. 
Source: http://www.kpvi.com/Global/story.asp?S=12270909 

[Return to top]  

Chemical Industry Sector 

3. April 6, U.S. Environmental Protection Agency – (National) EPA proposes adding 
more chemicals to Toxics Release Inventory List. The U.S. Environmental 
Protection Agency (EPA) is proposing to add 16 chemicals to the Toxics Release 
Inventory (TRI) list of reportable chemicals, the first expansion of the program in more 
than a decade. Established as part of the Emergency Planning and Community Right to 
Know Act (EPCRA), TRI is a public EPA database that contains information on toxic 
chemical releases and waste-management activities reported annually by certain 
industries as well as federal facilities. EPA has concluded, based on a review of 
available studies, that these chemicals could cause human cancer. The purpose of the 
expansion is to inform the public about chemical releases in their communities and to 
provide the government with information for research and regulation development. 
Four of the new chemicals are proposed to be added under the polycyclic aromatic 
compounds category. This category includes chemicals that are persistent, 
bioaccumulative, toxic and are likely to remain in the environment for a very long time. 

http://www.kpvi.com/Global/story.asp?S=12270909
http://www.kansas.com/2010/04/08/1259994/wva-mine-violations-found-on-day.html
http://www.kansas.com/2010/04/08/1259994/wva-mine-violations-found-on-day.html
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The chemicals are not readily destroyed and may build up or accumulate in body tissue. 
The TRI, established as part of the EPCRA of 1986, contains information on nearly 650 
chemicals and chemical groups from about 22,000 industrial facilities. EPA will accept 
public comments on the proposal for 60 days after it appears in the Federal Register. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/d0cf6618525a9efb85257359003fb69d/f6a45
e8e44dbef13852576fd005f7555!OpenDocument 

For more stories, see items 9, 23, and 25  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

4. April 8, Rutland Herald – (Vermont) NRC to step up oversight of Yankee. The 
Nuclear Regulatory Commission announced Wednesday it was beefing up its oversight 
at the Vermont Yankee nuclear reactor in the wake of radioactive leaks that deposited 
tritium, cesium-137 and cobalt-60 in the groundwater and soil outside the reactor. The 
NRC said the increased inspections amounted to another 40 hours a week of oversight 
for the Vernon reactor. It is under investigation by the NRC and the Vermont Attorney 
General’s office for misstatements made by Entergy executives under oath to Vermont 
officials over the existence of the pipes that created the leaks. The NRC has two full-
time inspectors at the Vernon plant, and it has sent specialists and inspectors to Vernon 
since tritium was confirmed in a monitoring well in January. A nuclear engineer who is 
a consultant to the Vermont Legislature and a member of the state’s public oversight 
panel, called the NRC’s move significant, saying the NRC does not take on enhanced 
inspections lightly. 
Source: 
http://www.rutlandherald.com/article/20100408/NEWS04/4080387/1003/NEWS02 

5. April 8, Mid Columbia Tri-City Herald – (National) State considers Yucca Mountain 
legal options. The state of Washington is considering its options after the Nuclear 
Regulatory Commission decided to see what happens in federal court regarding the 
Yucca Mountain, Nevada, nuclear repository. Last month, the Department of Energy 
filed to permanently withdraw its license application with the NRC for Yucca 
Mountain. The state of Washington filed to become a party to the NRC proceedings in 
order to have legal standing to oppose the withdrawal. The state had the option of filing 
to intervene in the NRC proceedings or filing a lawsuit in the U.S. Court of Appeals to 
stop DOE from terminating Yucca Mountain. It chose to file with the NRC because it 
would likely rule sooner on the issue, state Attorney General officials indicated. But 
now it appears that the NRC Atomic Safety and Licensing Board will wait to see what 
the U.S. Court of Appeals for the District of Columbia Circuit decides. The NRC said 
this week that it would suspend work on the motions to join proceedings, including the 
state of Washington’s motion, and the DOE motion to withdraw its license proposal. 
“The court’s rulings have the potential to resolve or moot most, if not all, issues raise 
by the new petitions and by DOE’s motion,” the NRC said in a memorandum and 

http://www.rutlandherald.com/article/20100408/NEWS04/4080387/1003/NEWS02
http://yosemite.epa.gov/opa/admpress.nsf/d0cf6618525a9efb85257359003fb69d/f6a45e8e44dbef13852576fd005f7555!OpenDocument
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order. It encouraged the parties to seek a quick resolution of court claims. 
Source: http://www.tri-cityherald.com/2010/04/08/968302/state-considers-yucca-
mountain.html 

6. April 7, Augusta Chronicle – (Georgia) Vogtle inspection results are 
favorable. Annual safety and performance evaluations at Georgia-based Plant Vogtle 
during 2009 were given the highest grades by the U.S. Nuclear Regulatory 
Commission. “Overall, the NRC staff concluded that the Vogtle plant operated safely 
in 2009, and there were no inspection findings or performance indicators that would 
cause the NRC to increase its level of oversight and inspection,” the commission 
concluded. “Based on the plant’s performance, the NRC staff plans to continue the 
detailed routine or baseline inspections all nuclear power plants receive.” The Vogtle 
plant, which has two pressurized-water reactors, is in Burke County, about 26 miles 
southeast of Augusta. It is owned and operated by Southern Nuclear Operating Co. The 
inspections involved the site’s existing reactors and are unrelated to work involving the 
construction of two new reactors. The NRC uses color-coded inspection findings and 
performance indicators to assess plant performance. 
Source: http://chronicle.augusta.com/news/metro/2010-04-07/inspection-results-are-
favorable?v=1270714524 

[Return to top]  

Critical Manufacturing Sector 

7. April 8, Aviation Week – (National) Boeing confirms success of 787 wing test. Boeing 
has successfully checked off the ultimate load-wing test from its “to do” list for FAA 
certification of the 787. The manufacturer said on April 7 that a data analysis has 
confirmed that it was successful in its March 28 test of this key certification element. 
The test was conducted in Boeing’s Everett, Wash., factory. The test bent the plane’s 
wings upward about 25 ft. as it was subjected to a simulated load that is 150 percent 
greater than the most extreme forces it is expected to experience in flight operations. 
“Successfully completing this test is a critical step in the certification of the 787,” says 
the 787 General Manager. He said the airframe “performed as designed and retained 
the required structural integrity.” As of April 7, the program has accumulated 425 
flight-test hours in 140 flights with four test aircraft. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/
awx/2010/04/07/awx_04_07_2010_p0-217450.xml 

8. April 8, Pittsburgh Post-Gazette – (Pennsylvania) Spill at Erie plant sends 11 to 
hospital. A worker was hurt and 10 others were sent to a hospital after a chemical spill 
at an electrical products plant near Erie, Pennsylvania. The spill happened about 6:30 
a.m. Thursday at Electrical Materials Co. in North East, a borough about 10 miles 
northeast of Erie. The local fire chief says the spill happened in the plant’s plating room 
and that one worker was splashed with the unidentified chemical. Ten others were 
taken to Hamot Medical Center in Erie for evaluation because they were exposed to a 

http://chronicle.augusta.com/news/metro/2010-04-07/inspection-results-are-favorable?v=1270714524
http://chronicle.augusta.com/news/metro/2010-04-07/inspection-results-are-favorable?v=1270714524
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/awx/2010/04/07/awx_04_07_2010_p0-217450.xml
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/awx/2010/04/07/awx_04_07_2010_p0-217450.xml
http://www.tri-cityherald.com/2010/04/08/968302/state-considers-yucca-mountain.html
http://www.tri-cityherald.com/2010/04/08/968302/state-considers-yucca-mountain.html
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vapor cloud. 
Source: http://www.post-gazette.com/pg/10098/1048858-100.stm 

9. April 7, Muskegon Chronicle – (Michigan) Chemical odor prompts precautionary 
evacuation of Norton Shores manufacturer. An unpleasant odor coming from a 
chemical shipment stored inside a Norton Shores (Michigan) manufacturing building 
prompted the evacuation of nearby businesses early Wednesday. It was determined the 
odor coming from containers inside Carpenter Brothers Inc., a dealer for full-line 
manufacturers of industrial supplies and equipment, was not a hazard to employees or 
other workers in the area. The plant is located in the Norton Industrial Center. The 
Norton Shores Deputy Fire Chief said fire officials and the Muskegon County 
Hazardous Material Response Team were called to the scene around 9 a.m. after 
building owners reported a sulfur-like smell coming from an 8,000-pound shipment of 
calcium silicon barium. “The company officials talked to the supplier and found out the 
stuff was not a hazard and they moved the chemical out of the building as a 
precaution,” the chief said. “There was no spill. It was just an odor emitting from the 
product.” The chemical is a potent deoxidizer and desulfurizer used in the production 
of high grade steels, officials said. The chief said that because chemical is flammable 
and reacts with water, the building’s sprinkling system was shut off. 
Source: 
http://www.mlive.com/news/muskegon/index.ssf/2010/04/update_chemical_odor_prom
pts_p.html 

[Return to top]  

Defense Industrial Base Sector 

10. April 8, Naval Open Source Intelligence – (National) Aerojet tests missile in -65 
degree conditions. Military aircraft at high altitude can experience extremely cold 
temperatures, which is not a problem for a new rocket-motor technology developed by 
Lockheed Martin and Aerojet, a part of Rancho Cordova, California -based GenCorp. 
The two companies announced that their motor for a Joint Air-to-Ground Missile 
program succeeded in operating down to -65 degrees. Testing was performed in 
Camden, Arkansas. 
Source: http://nosint.blogspot.com/2010/04/aerojet-tests-missile-in-65-
degree.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blog
spot/fqzx+(Naval+Open+Source+INTelligence)&utm_content=Google+Reader 

11. April 5, Nextgov – (National) Report: Defense contractors battle ‘relentless’ online 
assaults. Foreign nations are increasingly exploiting the Internet, including social-
network sites, to conduct industrial espionage against Defense Department contractors, 
according to a new government report. “United States defense-related technologies and 
information are under attack each day, every hour and from multiple sources,” said the 
Defense Security Service (DSS). DSS oversees security at 13,000 contractor facilities. 
“The attack is pervasive, relentless and unfortunately, at times, successful.” Released 
March 30, the report reviews 2008 events. The study found that attacks came from 

http://www.mlive.com/news/muskegon/index.ssf/2010/04/update_chemical_odor_prompts_p.html
http://www.mlive.com/news/muskegon/index.ssf/2010/04/update_chemical_odor_prompts_p.html
http://nosint.blogspot.com/2010/04/aerojet-tests-missile-in-65-degree.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)&utm_content=Google+Reader
http://nosint.blogspot.com/2010/04/aerojet-tests-missile-in-65-degree.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)&utm_content=Google+Reader
http://nosint.blogspot.com/2010/04/aerojet-tests-missile-in-65-degree.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)&utm_content=Google+Reader
http://www.post-gazette.com/pg/10098/1048858-100.stm
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nations considered unfriendly and friendly. E-mail messages requesting price quotes 
and system information were the preferred method to attempt to steal U.S.-technology 
data. Users also sent multiple e-mail requests for the same information to different 
individuals working for the same contractor. Hackers from East Asia and the Pacific 
region focused their attention on information systems, accounting for 29 percent of 
suspicious-contact reports turned in to the DSS. More than a third of the attacks (36 
percent) coming from European countries — including Russia and NATO allies — 
tried to obtain information on aeronautical systems and 12 percent targeted 
information-technology data. Foreign attempts to obtain information on unmanned 
aerial vehicles have become so prevalent that a special section of the report is devoted 
to them. 
Source: http://www.nextgov.com/nextgov/ng_20100405_4562.php?oref=rss 

[Return to top]  

Banking and Finance Sector 

12. April 8, Courthouse News Service – (California) Homebuyers say BofA took the 
money and ran. Bank of America (BofA) took $25 billion in bailouts, but refuses to 
follow federal rules and help homeowners having difficulty paying their mortgages, 
claims a new federal, class-action suit. Though the bank gets $1,000 for each mortgage 
it modifies under the Home Affordable Modification Program, BofA often decides it is 
“more profitable avoid modification and to continue to keep a mortgage in a state of 
default or distress and to push loans toward foreclosure,” the complaint states. As a 
recipient of Troubled Asset Relief Program money, BofA was required to enroll in the 
government’s Home Affordable Modification Program (HAMP). Under HAMP, loan 
servicers must respond to homeowners’ requests for loan modifications and are not 
allowed to foreclose on homes while their loans are being evaluated. But the lawsuit 
claims BofA has ducked its obligations, and has “regularly and repeatedly violated 
several of its prohibitions.” “Because Bank of America is not meeting its contractual 
obligations, at least hundreds of California homeowners are wrongfully being deprived 
of an opportunity to cure their delinquencies, pay their mortgage loans and save their 
homes,” the complaint states. 
Source: http://www.courthousenews.com/2010/04/08/26233.htm 

13. April 8, HedgeCo.Net – (National) SEC proposes revised rules for asset-backed 
securities. In response to problems exposed by the financial crisis, the Securities and 
Exchange Commission on April 8 proposed comprehensive changes to the rules 
governing offers, sale and reporting with respect to asset-backed securities. The 
proposed revisions are intended to improve investor protection and increase 
transparency and efficiency in the public and private markets for asset-backed 
securities. Under current rules, asset-backed securities may be registered on a Form S-3 
registration statement and later offered “off the shelf” if the securities are rated 
investment grade by a nationally recognized statistical-rating organization. In 
recognition that investors may have unduly relied on ratings, the proposed rules would 
eliminate the credit-rating requirement. The SEC is proposing to revise Regulation AB, 

 

http://www.courthousenews.com/2010/04/08/26233.htm
http://www.nextgov.com/nextgov/ng_20100405_4562.php?oref=rss


 - 7 - 

which currently requires disclosure of material, aggregate information about the 
composition and characteristics of asset pools, to provide additional disclosure 
requirements for asset-backed security offerings. For each loan or asset in the asset 
pool, the SEC is proposing to require disclosure of specified data relating to the terms 
of the asset, obligor characteristics, and underwriting of the asset. Such data would be 
provided in a machine-readable, standardized format. Issuers would be required to 
provide the asset-level data or grouped account data at the time of securitization, when 
new assets are added to the pool underlying the securities, and on an ongoing basis. 
Source: http://www.hedgeco.net/blogs/2010/04/08/sec-proposes-revised-rules-for-
asset-backed-securities/ 

14. April 7, DarkReading – (National) Customers sue Countrywide Financial over theft 
and sale of personal data. Customers of Countrywide Financial have filed a class-
action lawsuit over the 2008 data breach that enabled company insiders to steal and sell 
their personal information. According to a Courthouse News Service report, the class-
action lawsuit on behalf of 16 plaintiffs seeks $20 million in damages, plus punitive 
damages. The data theft, originally attributed to a single employee working over a two-
year-period, exposed data on tens of thousands of customer records. The lawsuit alleges 
that Countrywide Financial employees stole and sold “tens of thousands, or millions” 
of customers’ personal financial information, according to the news report. The suit 
claims the defendants do not dispute that customers’ private financial information was 
disseminated. It seeks to find out “whether the dissemination was intended as a plan or 
scheme, or was intentional; [and] whether any of the defendants was simply aiding and 
abetting, rather than an architect of the plan to disseminate the personal information.” 
Source: 
http://www.darkreading.com/database_security/security/privacy/showArticle.jhtml?arti
cleID=224201969 

15. April 7, KIMA 29 Yakima – (Washington) Yakima targeted in credit union scam. For 
the third time in three months, Yakima Valley (Wash.) Credit Union members have 
been targeted by a scam. The ruse involves automated messages, claiming to be from 
the credit union, saying that an individual either won money or had a credit card 
canceled. The goal is identity theft. Scammers used an automated system dialing 
thousands of 509 area code numbers to locate victims. 
Source: http://www.kimatv.com/news/local/90193492.html 

16. April 6, Pioneer Press – (Minnesota) Stillwater / Restaurant warns of credit 
breach. More than a dozen people who visited Mad Capper Saloon & Eatery in 
downtown Stillwater, Minnesota, in the past few weeks may have had their credit card 
information stolen by a thief who apparently obtained the numbers via an unsecured 
router. “Somehow, the security of our network got breached. We have corrected the 
problem, and we sincerely apologize to anyone who has had a problem,” the 
restaurant’s owner said on April 6. He advised patrons to check their credit card 
statements, and if they find anything suspicious, to cancel the card and call the police. 
The restaurant owner said he learned last week of the thefts — which affected 12 to 15 
customers — and immediately brought in a computer specialist to secure the router. He 

http://www.darkreading.com/database_security/security/privacy/showArticle.jhtml?articleID=224201969
http://www.darkreading.com/database_security/security/privacy/showArticle.jhtml?articleID=224201969
http://www.kimatv.com/news/local/90193492.html
http://www.hedgeco.net/blogs/2010/04/08/sec-proposes-revised-rules-for-asset-backed-securities/
http://www.hedgeco.net/blogs/2010/04/08/sec-proposes-revised-rules-for-asset-backed-securities/
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said he has heard from customers that their credit card information was used at 
Walmart stores in California. 
Source: 
http://www.twincities.com/ci_14832825?source=most_emailed&nclick_check=1 

17. April 6, IT Pro – (International) Visa warns of key logger increase. Visa has warned 
its customers to be aware of the increased risk posed by key-logging trojans. The 
credit-card company claimed in recent weeks it had seen a rise in this technique, which 
obtains information from victims through software that captures and records their 
keystrokes. The particular malware affecting Visa payment systems sends payment 
card data to a fixed IP address or e-mail that the hacker can then access and use as he or 
she sees fit. “In these instances, the hacker is able to install key logger malware on the 
point of sale (POS) system due to insecure remote access and poor network 
configuration,” Visa stated. It admitted that key loggers can be difficult to detect, but it 
has developed a list of security measures for retailers using the system. These include 
removing unnecessary remote access, implementing a secure-network configuration, 
regularly observing which software is installed and ensuring anti-virus programs are 
kept up-to-date. 
Source: http://www.itpro.co.uk/622108/visa-warns-of-key-logger-increase 

For another story, see item 22  
 
[Return to top]  

Transportation Sector 

18. April 8, New London Day – (Connecticut) Pawcatuck bridges remain off-limits. The 
Pawcatuck River bridge in Stonington, Connecticut, will remain closed after divers 
were unable to fully inspect its abutments on Wednesday. The divers, who work for the 
state and were assigned to inspect the bridge, discovered that four of the pillars that 
help support a commercial and residential building next to the bridge may have been 
undermined. One of the bridge abutments has been exposed by the water. There is also 
scouring of the bridge and debris is jammed underneath. FEMA officials are expected 
to return to Griswold to tour several residential properties that were damaged in the 
flooding. 
Source: http://www.theday.com/article/20100408/NWS01/304089455/-1/NWS 

19. April 8, Associated Press – (National) LAX beefs up security after Denver 
arrest. Security has been tightened at Los Angeles International Airport after a Qatari 
diplomat trying to sneak a smoke in an airplane bathroom sparked a bomb scare on a 
flight from Washington D.C. to Denver. The man was arrested when the plane landed 
in Denver Wednesday night. In a statement, the Los Angeles airport police chief said 
officers at LAX have increased patrols in the terminals and along the facility’s 
perimeter following the incident. The chief says airport police will stay in close contact 
with federal authorities as the developments in Denver unfold. Senior law enforcement 
officials who spoke on condition of anonymity say no explosives were found on the 

http://www.itpro.co.uk/622108/visa-warns-of-key-logger-increase
http://www.theday.com/article/20100408/NWS01/304089455/-1/NWS
http://www.twincities.com/ci_14832825?source=most_emailed&nclick_check=1
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man, and officials do not believe he was trying to harm anyone. 
Source: http://www.ktvn.com/Global/story.asp?S=12274823 

20. April 8, Associated Press – (District of Columbia) Woman struck by Metro train 
near downtown DC. Metro trains were forced to share a single track on the green and 
yellow lines at Mount Vernon Square Wednesday, causing delays more than two hours 
after a woman was struck by a train. A Metro spokeswoman said witnesses report the 
woman intentionally placed herself on the tracks. The station was closed nearly an hour 
while rescuers freed the woman. A D.C. fire department spokesman says the woman 
was taken to a hospital with serious, life-threatening injuries. Passengers on a second 
train that was disabled in the tunnel had to be evacuated. Metro used a rescue train to 
transfer passengers to the Shaw station. 
Source: http://fredericksburg.com/News/apmethods/apstory?urlfeed=WFA/content/AP 
Virginia State News - No Weather/5c47a318d12f4e15945d00bf84a2a006-
5f943ca94f2441989f1730d00f1b0d74-entry.xml 

21. April 8, Associated Press – (California) LAX flights delayed by security breach. A 
security breach that delayed about 15 morning flights at Los Angeles International 
Airport has been resolved after authorities found a man who did not undergo proper 
security screening. United, Continental, and other flights were delayed for about two 
hours Thursday. A Transportation Security Administration spokeswoman says the 
breach happened around 5 a.m. when a man whose carry-on was scanned and selected 
for a physical search walked off with it. She says the passenger apparently did not 
understand that his bag needed more screening but it is unclear how he got through 
security without being stopped. The man was found aboard a United plane and returned 
for another screening. She says nothing dangerous was found and the all-clear was 
given at 6:48 a.m. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5ijb-
jiCfD7_n6BP1Eox0OkKtcOHAD9EV32AO1 

[Return to top]  

Postal and Shipping Sector 

22. April 7, WBOC 16 Salisbury – (Maryland) Salisbury man arrested for bomb 
threats. The Wicomico County Sheriff’s Office has arrested a Salisbury, Maryland, 
man accused of leaving suspicious packages at a bank and a post office during two 
separate incidents. The 38-year-old suspect is charged with two counts of placing a 
phony destructive device, two counts of disturbance of the peace and two counts of 
littering. He is being held in the Wicomico County Detention Center in lieu of 
$500,000 bond. Police say the suspect’s arrest came as the result of an investigation 
into two incidents that occurred Monday and Tuesday. In Tuesday’s incident, 
employees of the Hebron Savings Bank in Hebron notified the Sheriff’s Office about a 
suspicious package left in the bank’s drive-through teller lane. When deputies arrived, 
they located an old chest with suspicious writing on it. This find came on the heel of 
another suspicious package found the previous day in front of the Mardela Springs Post 

http://fredericksburg.com/News/apmethods/apstory?urlfeed=WFA/content/AP%20Virginia%20State%20News%20-%20No%20Weather/5c47a318d12f4e15945d00bf84a2a006-5f943ca94f2441989f1730d00f1b0d74-entry.xml
http://fredericksburg.com/News/apmethods/apstory?urlfeed=WFA/content/AP%20Virginia%20State%20News%20-%20No%20Weather/5c47a318d12f4e15945d00bf84a2a006-5f943ca94f2441989f1730d00f1b0d74-entry.xml
http://fredericksburg.com/News/apmethods/apstory?urlfeed=WFA/content/AP%20Virginia%20State%20News%20-%20No%20Weather/5c47a318d12f4e15945d00bf84a2a006-5f943ca94f2441989f1730d00f1b0d74-entry.xml
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Office. That package was also left with suspicious writing on the exterior that 
investigators believed were meant to be intimidating. Police say both packages were 
treated as if they may have contained some sort of improvised explosive device. 
Source: http://www.wboc.com/Global/story.asp?S=12268976 

[Return to top]  

Agriculture and Food Sector 

23. April 7, Hazleton Standard-Speaker – (Pennsylvania) Meat-processing plant 
evacuated after vapor leak. Employees were evacuated and emergency crews 
responded after ammonia vapor leaked at a Hazleton, Pennsylvania meat-processing 
plant Wednesday. The incident began at about 4:30 p.m. with a malfunction in the 
refrigeration system at U.S. Pig Pork Packers processing plant on South Wyoming 
Street. Rescuers were on scene clearing the plant of the vapors until about 8 p.m. The 
Hazleton Fire Chief said no injuries were reported and the leak did not cause harm to 
nearby residents. 
Source: http://standardspeaker.com/news/meat-processing-plant-evacuated-after-vapor-
leak-1.722456 

24. April 7, Dow Jones Newswires – (National) Report finds significant weakness in 
FDA Food Inspections. There are “significant weaknesses” in the U.S. Food and Drug 
Administration’s (FDA) program to inspect domestic food facilities, according to a new 
federal report. The report said the FDA needs to increase the number of domestic food 
inspections to keep up with food-borne outbreaks. “The findings demonstrate that more 
needs to be done to protect public health and to ensure that FDA has the necessary tools 
to prevent outbreaks of food-borne illness,” a Health and Human Services inspector 
general said. The report indicated that more than 300,000 Americans are hospitalized 
and roughly 5,000 die annually after consuming contaminated foods and beverages. 
The report suggested that the FDA may need to request more authority from Congress 
to gain access to records from more companies. It noted that food facilities with a 
history of serious violations have, at times, refused to give the FDA access. “This might 
impede FDA’s ability to determine the most appropriate action to take to ensure 
compliance with applicable laws and regulations,” the report stated. A bill that would 
give the FDA more powers, including the authority to force companies to recall 
products, has been stalled in the Senate. 
Source: http://www.lloyds.com/CmsPhoenix/DowJonesArticle.aspx?id=453126 

25. April 7, Kennebec Journal – (Maine) Cold-storage ammonia leak hurts 
companies. With the next blueberry harvest months away, the growers who own the 
Sunrise County Wild Blueberry co-op in Cherryfield are looking for a way to replace a 
year’s worth of stored fruit. The company is among almost two dozen Maine 
businesses that are feeling a financial pinch because of an ammonia leak in January at 
Americold Logistics in Portland. The state noted that millions of pounds of frozen food 
at the facility has been contaminated and must be destroyed or proved to be safe. “It’s 
been real devastating for us,” said the president of Sunrise County Wild Blueberry, 
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whose major customer is Hannaford Bros. supermarkets. The company, which sells 
under the Maine/Maritime Select Wild Blueberries label, has 84,492 pints and 795 five-
pound boxes — about a year’s worth of frozen blueberries — in the Americold 
warehouse. The blueberries had a retail value of more than $240,000. After the 
ammonia leak on January 22, the Maine Department of Agriculture placed an embargo 
on all of the products in the cold-storage warehouse, preventing their owners from 
removing them without state permission. Twenty-nine companies had food in the 
150,000-square-foot facility at the time of the leak. Since then, three companies — 
Barber Foods, Kraft Foods and RFS Ltd. — have destroyed their stored products. The 
others are awaiting legal guidance, insurance reimbursements and laboratory test results 
before they determine what to do with the food. 
Source: http://www.kjonline.com/news/cold-storage-ammonia-leak-hurts-
companies_2010-04-07.html 

[Return to top]  

Water Sector 

26. April 8, ivnews.INFO – (California) El Centro water tower reportedly coming down 
following 7.2 earthquake. The nearly 100-year-old El Centro. Calif. water tower at 8th 
and Wensley is rumored to be coming down for good, according to unconfirmed 
reports by neighbors and police who blame the major 7.2 magnitude Easter Sunday 
earthquake on the hastily scheduled demolition of the nearly 100-year-old water tower. 
On Wednesday evening, tenants of the apartment complex sitting within a 150-foot 
radius of the old water tower, were asked to vacate their homes while city and state 
authorities determined how to deal with the obsolete and empty water tower whose 
structural integrity suddenly became a ‘risk’ to city dwellers. Official word on 
demolition and/or replacement of the old water tank was not forthcoming, although 
notices to tenants pasted to the doors of a few residences explained that they were “in 
danger of injury or death” due to the integrity of the water tower hovering above them, 
and they were being ordered to vacate their apartments by both the city of El Centro 
and California’s CAL-FEMA emergency assisistance organization. Most people within 
the 150-radius of the tower appeared to have evacuated their apartments, although no 
authorities were present at the site to confirm that late Wednesday night. 
Source: http://ivnews.info/news/el-centro-water-tower-reportedly-coming-down-
following-7-2-earthquake/4913 

27. April 8, The-Daily-Record.com – (Ohio) Eastwood treatment plant working with 
few ‘glitches, bugs’. The Eastwood wastewater treatment plant in Wooster, Ohio, is 
operational, but some “glitches and bugs” need to be worked out, the county’s director 
of environmental services said. The director met two commissioners Tuesday to give a 
report on the status of Eastwood and other plants. Despite some problems with valves 
that are not seated correctly, and software, the effluent coming out of the treatment 
plant is pretty clean, he said. One of the commissioners noted that when she visited the 
Eastwood facility recently, the plant operator also commented on quality. “If we can 
just get the bugs out of it,” he said. The director said he anticipates sending out letters 
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soon informing nearby businesses and residences that they will be able to tie into the 
system. Since the new facility has been constructed, the county was able to eliminate 
two lift stations. The cost of the project is around $3.4 million. The plant will use 
membrane technology and is designed to treat 160,000 gallons per day. 
Source: http://www.the-daily-record.com/news/article/4805282 

28. April 8, Associated Press – (Maryland) Power restored to water pumping 
station. Public works officials are urging residents in Baltimore County (Md.) to 
continue conserving water a day after an outage. Most residents will have some water 
Thursday morning, but officials say unless people conserve, the system will struggle to 
completely replenish itself and it will take more time for normal water pressure to 
return to all households and businesses. A fire in the electrical lines that feed a 
pumping station near Towson Reservoir left 150,000 to 200,000 people in the area 
without water Wednesday. Crews eventually restored the power and water flow. City 
and county officials said that to prevent another outage, residents should avoid 
nonessential water use, such as long showers. 
Source: http://www.abc2news.com/mostpopular/story/Power-Restored-To-Water-
Pumping-Station/P-Kr1m1nq0i5KVfjQqrP0Q.cspx 

29. April 8, Honolulu Star-Bulletin – (Hawaii) 161,000 in fines for illegal 
cesspools. Illegal cesspools will cost Kauai landowner Gay & Robinson Inc. $110,000 
in fines to the U.S. Environmental Protection Agency (EPA). The former sugar 
company continued to use 40 large-capacity cesspools for employee housing and 
administration buildings despite an agency ban that went into effect in April 2005, 
according to an EPA announcement. The agency said the company, which ended sugar 
production last year, must replace a 22-foot-wide cesspool serving 28 homes in 
Kaumakani by next month. The EPA gave Gay & Robinson until September 2011 to 
cease use of cesspools serving the homes of company retirees in Pakala Village, 
according to the release. A similar violation will cost a Maui restaurateur a $51,000 
fine for a cesspool serving Kula Lodge and Restaurant. He recently completed 
installation of a state-approved wastewater system, the EPA said. The release said that 
cesspools are used more widely in Hawaii than any other state and numerous illegal 
cesspools are still in use for multiple dwelling complexes, hotels and restaurants. 
Large-capacity cesspools were banned in April 2005, but cesspools used for single-
family homes are still permitted. 
Source: 
http://www.starbulletin.com/news/20100408_161000_in_fines_for_illegal_cesspools.ht
ml 

30. April 7, KXO 107.5 El Centro – (California) Damage in the millions and going 
higher. The Calexico (Calif.) city manager says the recent earthquake damage is 
approximately $17.4 million and counting. He said the numbers include cost estimates 
for damage to the Calexico water plant, wastewater plant, downtown red tagged 
businesses, the Historic De Anza Hotel, now a senior center, and the Anderson 
complex. He said residential and industrial damage is still being assessed. About $12.3 
million in damages occurred at the water plant. The 10 million gallon clarifier was 
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damaged, which is part of the water filtering system. A back-up 5 million gallon 
clarifier is being used. He said it would take 30 to 90 days to repair the damaged 
clarifier. The Calexico City Council Tuesday evening named the city manager as the 
emergency response director, giving him the lead in reparation decisions. The move 
cleared the manager to contract repair work without going out to bid. 
Source: http://kxoradio.com/content/view/6944/2/ 

31. April 7, Athens Banner-Herald – (Georgia) Thieves take wire from utility poles. For 
the second time in less than a week, thieves made off with copper wire from a county 
sewage treatment plant under construction off Bailey Street in Southeastern Clarke 
County, Georgia, Athens-Clarke police said. The thieves used machinery at the site to 
remove some of the wire that workers recently had installed on utility polices, police 
said. The wire, stolen between 8 a.m. April 2 and 8 a.m. April 5, is owned by the 
Georgia Power Co. and was valued at $4,000, according to police. More Georgia Power 
wire, valued at $1,680, went missing from the construction site between March 30 and 
March 31, police said. 
Source: http://www.onlineathens.com/stories/040710/cop_602803005.shtml 

32. April 6, WDBO 580 Orlando – (Florida) Orange Avenue closed indefinitely. A water 
main break on Orange Avenue has been repaired in, but a second leak has been 
detected in the same area, delaying efforts to restore service to neighboring customers. 
The City of Orlando (Fla.) reported this afternoon that a stretch of Orange Avenue will 
be closed indefinitely for repairs. The new leak is not as extensive as the original one 
that created a crater in Orange Avenue between Gore and Annie streets. 
Source: http://wdbo.com/localnews/2010/04/water-main-break-causes-road-t.html 

33. April 6, South Bend Tribune – (Michigan) Michigan orders Three Rivers to clean up 
water supply. The State of Michigan is ordering the City of Three Rivers to clean up 
its public water supply. The final order issued Monday was announced by the 
Department of Natural Resources and Environment director. It comes after a 
preliminary order was issued in November for the southwest Michigan city. The state 
says the Three Rivers water system has a history of violations involving the presence of 
total coliform bacteria. The state says most systems of similar size in Michigan already 
disinfect water prior to distribution. The order requires Three Rivers to continuously 
disinfect its public water supply with existing equipment while permanent water 
treatment is designed, permitted and installed. The city already had scheduled an April 
20 public hearing involving water improvement projects.  
Source: http://www.southbendtribune.com/article/20100405/News01/100409680/-
1/googleNews 

[Return to top]  

Public Health and Healthcare Sector 

34. April 7, WXYZ 7 Detroit – (Michigan) Personal medical records missing. Providence 
and Providence Park Hospitals in Southfield, Michigan, have sent a letter to patients, 
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notifying them about a hard drive that was either lost or stolen in February. Officials 
said they have determined that it held the names, “medical record numbers and/or 
clinical information” of many patients. The drive also held proprietary business 
information and the addresses and phone numbers of some employees. Hospital 
officials say employees at Providence Hospital discovered the drive missing from a 
locked office suite on February 9. It was later determined that the drive was either lost 
or stolen between Feb. 4 and 5. Since the hard drive went missing, hospital officials 
have been working to recover it and to determine what patient information may have 
been included on the drive. However, officials say they have found no evidence the 
information was compromised. 
Source: http://www.wxyz.com/mostpopular/story/Personal-Medical-Records-
Missing/nT60jPLMrkSxjvoh6R7J7Q.cspx 

35. April 6, CMIO.net – (Colorado) Colorado patients mailed protected health data; 
investigation under way. Since March 29, the Boulder Community Hospital (BCH) in 
Colorado has been contacted by patients of Lafayette, Colo.-based Family Medical 
Associates (FMA), who were mailed copies of their own protected health information 
by an anonymous source. An accompanying letter claims that the information was 
stolen from Community Medical Center’s recycling bins, according to BCH. FMA is a 
hospital-owned primary care practice in Community Medical Center, one of the major 
facilities of BCH. Thus far, “only patients of FMA who were seen at the clinic last 
October have been affected,” the hospital reported. BCH, which experienced a total 
464,722 outpatient visits in 2008, has contacted the Lafayette Police to help investigate 
the incident to determine when the patient information was stolen. BCH also notified 
the federal Office of Civil Rights about the theft. “Our investigation will help us 
identify any other patients whose personal information may have been compromised,” 
the hospital said. BCH stated that it plans to contact patients via letter. To improve the 
security of the CMC recycling system, BCH said upgraded storage bins that are self-
locking have been installed and everyone involved in the recycling process is being 
reeducated to ensure awareness of hospital policies. The hospital management team 
will conduct spot checks to ensure policies are being followed, BCH said. 
Source: 
http://www.cmio.net/index.php?option=com_articles&view=article&id=21574&divisio
n=cmio 

[Return to top]  

Government Facilities Sector 

36. April 8, Journal Gazette – (Indiana) Noxious fumes shut Steuben’s courthouse. The 
Steuben County (Ind.) Courthouse has been closed for more than a day this week 
because of a chemical reaction involving drain cleaners. The building is expected to 
reopen April 8. According to the president of the county commissioners, the building 
was evacuated Tuesday afternoon after two drain-cleaning chemicals came into contact 
with each other and reacted. When crews were cleaning the building’s drains, they 
switched from one cleaner to another during the process, the president of the county 
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commissioners said. “They got together, and they weren’t compatible,” he said. 
Source: 
http://www.journalgazette.net/article/20100408/LOCAL03/304089946/1002/LOCAL 

37. April 7, Mid Columbia Tri-City Herald – (Washington) Hanford advisory board 
wants more from draft study. The Hanford (Wash.) Advisory Board is asking the 
Department of Energy to release a revised draft for public comment of a study that will 
guide some of Hanford’s most critical cleanup decisions. The second draft is needed 
because of the breadth and depth of comments being submitted on the initial draft of 
the study and the document’s potential impact on environmental clean-up decisions 
long into the future, the board said. Usually the next step would be to release a final 
study rather than a second draft for public comment. The board hired a consultant, K.D. 
Auclair & Associates, to help it review the document and then issued 18 pages of wide-
ranging advice to DOE and its regulators, the Environmental Protection Agency, and 
the Washington State Department of Ecology. Called the Tank Closure and Waste 
Management Environmental Impact Statement, the draft study “is incredibly 
complicated and the board does not support in total the package of options contained in 
any of the alternatives that were presented in the draft document,” the board stated. 
Recommendations included in the 6,000-page draft call for entombing Hanford’s Fast 
Flux Test Facility, emptying 99 percent of waste from underground tanks, leaving the 
emptied tanks in the ground and continuing to ban some, but not all, radioactive waste 
from being sent to Hanford. Much of the advice covered concerns about importing 
radioactive waste to Hanford and cleanup at the tank farms, where 53 million gallons of 
radioactive waste are held in underground tanks. 
Source: http://www.tri-cityherald.com/2010/04/07/966867/hanford-advisory-board-
wants-more.html 

38. April 7, NBC 4 New York – (New York) 3 Bronx schools evacuated over carbon 
monoxide fears. A building housing three public schools in the Bronx was evacuated 
this morning over concerns about carbon monoxide, authorities told NBC New York. 
Students in the building at 730 Bryant Avenue in Hunts Point were evacuated to the 
playground of nearby PS 48 about two blocks away, the Deputy Communications 
Director for the United Federation of Teachers, told NBC New York. The students 
were evacuated just before 8:30 a.m. and were still on the playground by 11:30 a.m. 
Wednesday while the building was being ventilated. No injuries were reported, 
according to The New York Times. Just hours after the Bronx school was evacuated 
due to carbon monoxide concerns, a Washington Heights school had to be evacuated 
because of asbestos contamination, authorities told NBC New York. 
Source: http://www.nbcnewyork.com/news/local-beat/3-Bronx-Schools-Evacuated-
Over-Carbon-Monoxide-Fears-90094577.html 

39. April 7, Associated Press – (Washington) Bomb left at Spokane federal 
building. Authorities are investigating the March 28 discovery of an improvised 
explosive device next to the Thomas S. Foley U.S. Courthouse in downtown Spokane, 
Washington. The public was not alerted to the bomb until the Spokesman-Review 
newspaper inquired about it on April 7. A spokesman for the U.S. Attorney’s office 
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said the device was located late in the evening of March 28. He said the public was not 
notified because they did not want to compromise the investigation. No arrests have 
been made, and he would not provide other details. 
Source: http://www.seattlepi.com/local/6420ap_wa_explosive_device_spokane.html 

40. April 6, WREG 3 Memphis – (Tennessee; District of Columbia) FBI investigates 
Cohen. Inside his Memphis office, A Democratic Congressman shows hate mail he’s 
received on his Blackberry containing threats for criticizing the Tea Party movement. 
The congressman says he has received at least three e-mails, “When you take the action 
of three, sick individuals who suggested that I should be burned on a cross and/or my 
throat slit, this doesn’t reflect well on the Tea Party.” One e-mail says, “It would be 
nice to read someone had cut your (expletive) throat.” Another e-mail reads, “If our tea 
parties had hoods, we would burn your (expletive) on a cross on the White House front 
lawn.” The comments were sparked by an interview the congressman did during the 
week of March 29 to April 2. The congressman said, “I did not suggest, although some 
people have taken it, that all Tea Party people are out to do harm to others, as the Ku 
Klux Klan did. I said they were without robes and hoods, which means they were not 
the Klan.” The congressman said his remarks were motivated by incidents at a 
Washington, D.C. rally last month. 
Source: http://www.wreg.com/news/wreg-cohen-threats-story,0,3491966.story 

41. April 6, Rockdale Citizen – (Georgia) Arrest made in bomb threat. Rockdale County 
Sheriff’s Office investigators arrested a 42-year-old Lithonia man believed to be 
responsible for the April 2 bomb threat at Conyers (Ga.) Middle School. The suspect 
was arrested Tuesday morning at DeKalb Medical Center in Decatur, according to a 
Rockdale County Sheriff’s Office spokesperson. The suspect was charged with 
disrupting a public school and terroristic threats and acts. Students and staff evacuated 
the school just before 10 a.m. April 2, after the school received a phone call alleging a 
bomb was inside the building. The RCSO did a sweep and cleared the building. 
Students and staff were allowed to reenter the school later that day. The man became a 
suspect in the bomb threat after investigators learned of a relationship the suspect 
allegedly had with a school employee the police spokesman said. “After an initial 
search of the school, investigators were able to trace the phone call to an AA&T cell 
phone that was under his name,” the spokesman said. 
Source: http://www.rockdalecitizen.com/news/headlines/90050367.html 

42. April 6, Associated Press – (Oregon) ‘Strange package’ report brings cops to OR 
school. Keizer (Ore.) police say they closed an entrance to McNary High School and 
temporarily evacuated students and staff from a portable classroom Tuesday afternoon 
after receiving a report of a suspicious package in the parking lot. A police spokesman 
said a caller described a “strange package about the size of a brick wrapped in paper 
and duct tape.” The police spokesman said the Salem police bomb squad sent a robot to 
examine the item and decided it was “a brick wrapped in paper and duct tape.” One 
entrance to the school was closed for about an hour. 
Source: http://www.ktvz.com/Global/story.asp?S=12267377 
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[Return to top]  

Emergency Services Sector 

43. April 8, WHNS 21 Greenville – (South Carolina) Woman accused of threatening 
Cherokee Co. sheriff. A Gaffney, South Carolina woman has been accused of 
threatening the life of the Cherokee County sheriff. The State Law Enforcement 
Division (SLED) said Wednesday that the 24-year-old woman was charged with 
threatening the life of a public official. SLED said that on Sunday an e-mail was sent to 
the FBI’s tip line in Washington and was then forwarded to state authorities. They said 
that she identified herself as another person and said that she was going to hang the 
sheriff and hurt herself. If convicted, the woman faces 30 days in jail and fines. 
Source: http://www.foxcarolina.com/news/23088624/detail.html 

44. April 8, KOCO 5 Oklahoma City – (Oklahoma) Thief breaks into Okla. fire 
truck. Edmond, Oklahoma, firefighters are warning neighborhoods that a thief could 
have the gate codes to their communities. Edmond’s fire chief said last week the 
department sent a fire truck to Cummins Southern Plains in Oklahoma City for 
maintenance work. Someone broke into the garage and stole various equipment from 
the truck, including hand-held radios and possibly a map book with codes to gated 
communities. As a precaution, firefighters are calling those communities asking them 
to change their codes. The department also took the stolen radios offline. He estimated 
that $15,000 to $20,000 worth of equipment is missing from the truck. Oklahoma City 
Police are investigating the case. 
Source: http://www.firehouse.com/news/top-headlines/thief-breaks-okla-fire-truck 

45. April 7, Columbus Local News – (Ohio) Columbus police gain access to state 
database. The Columbus, Ohio, Division of Police will soon have a new tool for more 
efficiently communicating with other law enforcement officials across the state. At its 
March 29 meeting, Columbus City Council gave the OK for the city to participate in 
the Ohio Law Enforcement Gateway program of the Ohio Attorney General’s office. 
City Council’s legislation approved the expenditure of $150,000 from the city’s Safety 
Grant Fund to join the program. OHLEG is a secure, Web-based platform that allows 
law enforcement officers to share information with others across the state through a 
vast electronic database, allowing them to more easily solve and prevent crimes, said 
Cordray, who spoke at the March 29 meeting. The online database can only be 
accessed by authorized users and has been designed to prevent hacking, so information 
entered into it is secure.  
Source: 
http://www.snponline.com/articles/2010/04/07/multiple_papers/news/colpolicec_20100
407_1020am_2.txt 

46. April 7, Jackson Clarion-Ledger – (Mississippi) 47 of 57 Hinds sirens fail test. A 
fraction of Hinds County, Mississippi’s, 57 weather-warning sirens worked during a 
test last week, according to results the county released Wednesday. The 10 that 
sounded during the test April 1 were the newest emergency sirens installed as part of 
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system-wide upgrades. County officials say the 47 that did not sound were not 
necessarily broken; rather, the network that connects the phone lines to a radio system 
that activates those sirens was out. The Emergency Operations Director said 15 new 
sirens are en route to Jackson from the manufacturer. It will take work crews about 60 
days from the time the sirens arrive to have them installed and connected. 
Source: 
http://www.clarionledger.com/article/20100408/NEWS/4080338/1001/news/47-of-57-
Hinds-sirens-fail-test 

[Return to top]  

Information Technology Sector 

47. April 7, ComputerWorld – (International) 1-in-10 Windows PCs still vulnerable to 
Conficker worm. More than a year after doomsday reports hinted that the Conficker 
worm would bring down the Internet, one-in-10 Windows PCs still have not been 
patched to plug the hole the worm wriggles through, new data shows. And 25 of every 
1,000 systems are currently infected with the worm. According to Qualys, a security 
risk and compliance management provider, about 10 percent of the hundreds of 
thousands of Windows systems it monitors for customers have not yet applied 
Microsoft’s MS08-067 security update. MS08-067, an out-of-band release that shipped 
in October 2008, patched a bug in the service Windows uses to connect to file and print 
servers. 
Source: 
http://www.computerworld.com/s/article/9174998/1_in_10_Windows_PCs_still_vulner
able_to_Conficker_worm 

48. April 7, CNET News – (International) Survey: Cloud computing risks outweigh 
reward. Though cloud computing is often touted as a cost-saver for companies, IT pros 
still have lingering doubts about the safety and security of working in the cloud. 
Around 45 percent of IT professionals recently surveyed by the ISACA (formerly 
known as the Information Systems Audit and Control Association) said the risks 
involved in cloud computing outshine any benefits. A global organization focused on 
the auditing and security of information systems, the ISACA conducted its first annual 
IT Risk/Reward Barometer survey (PDF) in March. Questioning more than 1,800 IT 
professionals in the U.S. who are members of the group, the ISACA found that only 10 
percent of them plan to use cloud computing for mission-critical IT services, 15 percent 
will use it only for low-risk services, and 26 percent don’t expect to tap into the cloud 
at all. “The cloud represents a major change in how computing resources are utilized, 
so it’s not surprising that IT professionals have concerns about risk vs. reward,” said 
the vice president of ISACA, in a statement. “If cloud computing is treated as a major 
initiative involving many stakeholders, it has the potential to yield benefits that can 
equal or outweigh the risks.”  
Source: http://news.cnet.com/8301-1001_3-20001921-92.html 

http://www.computerworld.com/s/article/9174998/1_in_10_Windows_PCs_still_vulnerable_to_Conficker_worm
http://www.computerworld.com/s/article/9174998/1_in_10_Windows_PCs_still_vulnerable_to_Conficker_worm
http://news.cnet.com/8301-1001_3-20001921-92.html
http://www.clarionledger.com/article/20100408/NEWS/4080338/1001/news/47-of-57-Hinds-sirens-fail-test
http://www.clarionledger.com/article/20100408/NEWS/4080338/1001/news/47-of-57-Hinds-sirens-fail-test


 - 19 - 

49. April 7, Computerworld – (International) Adobe preps PDF patches for 
Reader. Adobe Systems Inc. on April 7 will announce the patches it plans to deliver 
for its PDF software next week as part of its quarterly security update process. The 
impending updates will come on the heels of Adobe urging users yesterday to beef up 
defenses in its Reader and Acrobat applications. The company also said that it might 
issue a patch for a design flaw that lets attackers run executable code on a Windows PC 
from a malformed PDF without needing to exploit an actual vulnerability. It’s unlikely 
that that patch will appear the week of April 12, however. Adobe will issue patches for 
Reader and Acrobat on April 13, the same day Microsoft will release updates for its 
operating system and other software products. There are no publicly known unpatched 
security vulnerabilities in Adobe Reader and Acrobat, according to the Danish bug-
tracking firm Secunia. Any updates next week, then, will address privately-reported 
vulnerabilities or bugs that Adobe’s own security engineers have uncovered. 
Source: 
http://www.computerworld.com/s/article/9174980/Adobe_preps_PDF_patches_for_Re
ader 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

50. April 7, Dow Jones Newswires – (International) Telecom: Having fresh problems 
with XT Network in Auckland area. Telecom Corp. of New Zealand Ltd. said on 
April 8 it has been experiencing fresh problems with its troubled third-generation 
mobile network, XT. A spokesman told Dow Jones the problems involved network 
degradation rather than the network falling over, but it was widespread in the country’s 
largest city Auckland and in the northern region. Telecom has had major issues with the 
network since it was established in midyear 2009 and has vowed to fix the problems, 
which were cited by analysts as being a major factor in the teleco’s share price falling 
to record lows last month.  
Source: http://online.wsj.com/article/BT-CO-20100407-
715214.html?mod=WSJ_latestheadlines 

51. April 7, KRDO 13 Colorado Springs – (Colorado) Qwest service outage is 
fixed. Qwest phone service has been restored to three counties in Colorado. El Paso, 
Teller, and Fremont counties were affected from 8:30, Wednesday morning until 6:30, 
Wednesday night. A spokesperson for Qwest says while phone service can be 
interrupted from time to time, they usually do not see it have this broad of an impact. A 
Qwest spokesperson said, “we rarely see a fiber cut of this magnitude.” Twelve cities 
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were affected as a result of a fiber cut in Stratmoor. About 9:30 a.m. Wednesday 
morning a worker monitoring the network noticed the fiber cut. The spokesperson said, 
“In this particular situation we saw customers experiencing more congestion than usual. 
Most would have local dial tone, but they would have trouble getting the calls put 
through.” There was also some impact to people’s ability to call 911. She said fiber cuts 
are usually related to construction in the area. However, the exact cause of the fiber cut 
is being investigated. 
Source: http://www.krdo.com/Global/story.asp?S=12273650 
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Commercial Facilities Sector 

52. April 7, CBS News – (International) Qaeda group threatens to attack World 
Cup. The North African terror group al Qaeda in the Islamic Maghreb has threatened to 
attack this summer’s World Cup games in South Africa. “How amazing could the 
match United States vs. Britain be when broadcasted live on air at a stadium packed 
with spectators when the sound of an explosion rumbles through the stands, the whole 
stadium is turned upside down and the number of dead bodies are in their dozens and 
hundreds, Allah willing,” read a statement the group published in a recent issue of the 
Jihadi online magazine Mushtaqun Lel Jannah (Longing to Paradise). In addition to the 
U.S. and U.K. teams, the teams representing France, Germany, and Italy are also on the 
group’s list of targets. The group said they would use some undetectable explosive that 
will be able to circumvent security checkpoints at the games. The statement appeared to 
directly challenge FIFA’s president. “All the security checks and X-ray machines that 
America will be sending after reading this article would not be capable of detecting 
how those explosives made it into the stadium and that for a simple reason that we will 
be announcing in due course,” the statement says.  
Source: http://www.cbsnews.com/8301-503543_162-20001940-503543.html 

53. April 7, Santa Cruz Sentinel – (California) Suspicious device found outside Capitola 
Mall prompts bomb team investigation. Sheriff’s Bomb Team members cordoned off 
a Capitola Mall (Calif.) parking lot Tuesday as they used a remote-control robot and 
other tools to examine a suspicious device which turned out to be a harmless canister, 
deputies said. The 5-inch, military-green canister appeared to be part of a World War 
II-era chemical gas mask and was empty except for some material that looked like a 
filter, the commander of the bomb team said. German writing on the cylindrical 
container was translated and found to be instructions for opening it, deputies said. The 
investigation began about 11 a.m., after the canister was spotted in a planter near 
Chili’s restaurant and mall personnel took it to a partially enclosed area behind Kohl’s. 
The incident ended with a bang about 2:30 p.m., when deputies blew apart the device to 
be absolutely certain it was harmless, the commander said. The investigation did not 
spark an evacuation. 
Source: http://www.santacruzsentinel.com/ci_14834920?source=most_emailed 
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54. April 6, KRDO 13 Colorado Springs – (Colorado) Chapel Hills Mall bomb 
threat. Colorado Springs police responded to a reported bomb threat at the Chapel 
Hills Mall. Police say the threat was non-specific as to the location of the bomb. 
Officers, K-9 units, and mall security search the common areas of the mall and found 
nothing. Chapel Hills Mall was not evacuated, at the request of the mall’s general 
manager. The suspected caller is described as a Hispanic male, 16-20 years old, about 
130 pounds, with dark hair. He was last seen wearing a tan baseball cap, light green 
hooded jacket, and black jeans. 
Source: http://www.krdo.com/Global/story.asp?S=12262389 
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National Monuments and Icons Sector 

55. April 8, Central Shenandoah Valley News Leader – (Virginia) Blue Ridge Parkway 
shooting suspect arrested. After receiving a tip Wednesday, local and federal 
authorities patiently pulled surveillance beginning at 4 a.m. on the Stuarts Draft, 
Virginia home of a man suspected of shooting two people earlier this week on the Blue 
Ridge Parkway. Nearly 12 hours later, a 56-year-old man was arrested without incident. 
The man is suspected of shooting a 27-year-old Charlottesville man and an 18-year-old 
Palmyra woman. An Augusta County sheriff said the victims were at the Rock Point 
Overlook on Monday night watching the sunset when they were both shot in the back 
with a single shotgun blast. The male victim, who has muscular dystrophy, also was 
struck on the side of his face. He tumbled an estimated 150 feet down the overlook 
after being shot. After reportedly firing the first shot, the suspect got out of his 
burgundy Kia Sephia, but was immediately met by the female victim. Despite being 
shot, she tried to wrestle the shotgun away. After a fight, she managed to escape after 
flagging down a man and his wife who happened upon the scene in their car. On 
Wednesday, the female victim was listed in fair condition. The male victim is in critical 
condition. 
Source: http://www.newsleader.com/article/20100408/NEWS01/4080319 
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Dams Sector 

56. April 8, Tufts Daily – (Massachusetts) Rainfall threatens damâˆ’neighboring 
communities across the state. With recent widespread rainfall across Massachusetts, 
waterway experts are apprehensive about the condition of dams classified as 
highâˆ’hazard, many of which in the past few years have been overlooked and have not 
been updated to address safety concerns. There are currently 62 high-hazard dams that 
are also in “poor condition,” a disturbing statistic, according to the Northeast regional 
director of river restoration for the nonprofit organization American Rivers. Rainfall 
during the month of March totaled 14.83 inches, making it the second wettest month on 
record since 1872. The torrent of rain in Massachusetts prompted the governor on 
March 29 to declare a state of emergency and the U.S. President to declare seven 
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Massachusetts counties major disaster areas, allowing for federal funds to be used for 
the state’s flood damage maintenance. This unusual amount of rainfall has raised 
concerns about dam safety because it puts additional pressure on reservoirs and leaves 
dams in inadequate condition and prone to possible additional damage.  
Source: http://www.tuftsdaily.com/rainfall-threatens-dam-neighboring-communities-
across-the-state-1.2216161 

57. April 8, Berkshire Eagle – (Massachusetts) Residents wary of dam leak. Living 
downstream from Bel Air Dam used to be no big deal. But living downstream from one 
of Massachusetts’ most dangerous dams is getting downright scary for some Bel Air 
Avenue residents, even those who have grown accustomed to the breach warnings and 
mandatory evacuations over the years. The dam is classified as a “high hazard” 
structure by the Massachusetts Department of Conservation and Recreation (DCR). 
DCR officials did not respond to The Eagle’s request Wednesday for more information 
about whether there’s an imminent risk of a breach at the dam, which is owned by a 
Pittsfield resident. DCR is suing the owner in Berkshire Superior Court, where a 
hearing scheduled for earlier this week was postponed until April 13. DCR has deemed 
the dam to be structurally unsound and in dire need of emergency repairs. Meanwhile, 
the state continues to seek a court order compelling Hollister to make immediate repairs 
to the structure, which was built in the 1850s to serve the former Bel Air Textile Mill. 
The dam owner did not return a call Wednesday seeking comment, but in past Eagle 
interviews has claimed he lacks financial resources to fix the failing dam. 
Source: http://www.berkshireeagle.com/ci_14841288 

58. April 8, Providence Journal – (Rhode Island) Blue Pond Dam collapse one of few in 
R.I. A 200-year old, earthen dam in Rhode Island gave way after record rainfall, March 
30. The Blue Pond Dam was built in the 1800s, creating a pond that powered a 
succession of textile mills and created work for residents of the village of Rockville in 
Hopkinton. The waters of Blue Pond sliced through it like a knife cutting cake, 
unleashing an estimated 179 million gallons of water — 2.3 million cubic feet — on a 
rampage through Hopkinton. The blast of water hurtled through the woods, destroying 
about 2,000 feet of a local road that led to the pond. The Hopkinton Public Works 
director said it took about 500 tons of gravel to get it back to where it could support 
emergency vehicles. It washed out the small bridge that carried Route 3 over 
Canonchet Brook, a loss that forced state Department of Transportation officials to use 
Route 95 between Exits 1 and 2 as a detour. Farther downstream, water blew out 
culverts and flood control structures near the Lindhbrook Country Club, before flowing 
through Woodville and hitting the Wood River, where it swamped two bridges and left 
one, the Woodville Road Bridge, impassable. The Wood River sent what had been Blue 
Pond down to the Pawcatuck River and into Chapman Pond, possibly contributing to 
the surge that flooded Chapman Pond so much that it closed parts of Route 91. “Every 
piece of road damage was because of it,” he said of the effect the dam break had in 
town. “Twelve feet of water just disappeared overnight. This would have been 
spectacular to see.” 
Source: http://www.projo.com/news/content/FLOOD_DAMS_04-08-
10_8KI1F4D_v26.3a57a53.html 
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59. April 6, Detroit Free Press – (Michigan) Dam to be removed from Pigeon River. The 
owners of a much-troubled dam on the Pigeon River in northern lower Michigan have 
agreed to remove the structure and return the river to its natural state in settlement of 
environmental damage claims over a 2008 dam failure. Golden Lotus Inc., which owns 
Song of the Morning yoga retreat where the impoundment is located, also will pay 
$150,000 to the state Department of Natural Resources and Environment to compensate 
for the investigation and cleanup related to the dam failure. The June 2008 break in the 
dam was the third such event in the last 50 years, each time resulting in the release of 
massive loads of sediment and devastation to the downstream fishery.  
Source: 
http://www.freep.com/article/20100406/NEWS06/100406062/1008/NEWS06/Dam-to-
be-removed-from-Pigeon-River 
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