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Top Stories 

 According to Reuters, an oil pipeline operated by Chevron Pipe Line Co leaked at least 
18,000 gallons of crude oil into the Delta National Wildlife Refuge near Venice, Louisiana, 
the U.S. Coast Guard said on Tuesday. (See item 3) 

 The Towson Times reports that 200,000 customers in Baltimore County, Maryland were 
without water Wednesday after an overnight power outage caused by an underground fire 
knocked out a water pumping station near Towson Reservoir. (See item 32) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 7, KOTV 6 Tulsa – (Oklahoma) State works to plug leaking natural gas well in 
Bartlesville. An old, leaking gas well is prompting immediate action by the Oklahoma 
Corporation Commission.  Just off Highway 75 in Bartlesville state authorities found 
an old purging natural gas well. It meets the criteria for the highest severity level. 
“Drilled back at the turn of the century, nobody knew it was here. We have no records 
on this well,” said the Corporation Commission Inspector. ONG crews doing an 

http://www.dhs.gov/
http://www.esisac.com/
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inspection found the well. Since it’s in such a populated area, it ranks as the most 
severe on the corporation commission’s well plugging priority scale. That means the 
state is taking immediate action. Contractors for the state will pump concrete down the 
600-foot deep well to plug it, which is expensive, but necessary in this case due to the 
well’s location. 
Source: http://www.newson6.com/Global/story.asp?S=12264223 

2. April 6, San Diego Union-Tribune – (California) Power grid operator admits 
mistakes in shutoff. The operators of the state’s electric grid apologized Tuesday for 
making two key mistakes that caused 291,000 homes and businesses to lose power 
early Thursday morning. California Independent System Operator said control-room 
workers wrongly left San Diego without enough local power by letting the biggest 
electric plant shut down and made matters worse by ordering San Diego Gas & Electric 
Co. to cut off power when it was not necessary. “This was unacceptable and I am sorry 
it happened and I apologize to the people of San Diego who were impacted by this 
outage,” an ISO vice president said in a prepared statement. “The ISO is doing 
everything we can to ensure this does not happen again.” The control-room workers 
who caused the problems have been reassigned while an investigation continues, he 
said.  
Source: http://www.signonsandiego.com/news/2010/apr/06/power-grid-operator-
admits-mistakes-san-diego-shut/ 

3. April 6, Reuters – (Louisiana) Pipeline leaks oil into Louisiana wildlife refuge. An oil 
pipeline operated by Chevron Pipe Line Co leaked at least 18,000 gallons of crude oil 
into the Delta National Wildlife Refuge in Louisiana, the U.S. Coast Guard said on 
Tuesday.No wildlife covered with, or affected by oil had been found Tuesday 
afternoon, but the exact environmental impact remained undetermined, a spokesman 
for the Louisiana Department of Wildlife said. The leak, discovered by a contractor 
shortly after midnight, discharged into a canal 10 miles southeast of Venice, Louisiana, 
and investigative and cleanup teams were on scene, the Coast Guard said in a news 
release. A barge working for Exxon Mobil Corp was driving long pipes called “spuds” 
to anchor the barge in place, and one may have hit the pipeline operated by Chevron, a 
Coast Guard spokesman said. Chevron shut down the affected section of pipeline and 
started efforts to minimize environmental impact, said a news release issued by 
Chevron, the Coast Guard and state of Louisiana. Coast Guard and state environmental 
investigators were assessing the impact and monitoring cleanup efforts from aircraft 
and boats, the release said. 
Source: http://www.reuters.com/article/idUSN0624396820100406?type=marketsNews 

4. April 6, Bismarck Tribune – (North Dakota) Power cooperatives make headway in 
restoring services. Linemen by the hundreds continued working around the clock 
Tuesday to restore electric power to rural North Dakotans. But the damage is severe 
and the area affected is extensive. “It could be the end of the month before we get 
everything done,” the co-manager of Mor-Gran-Sou Electric Cooperative said. Mor-
Gran-Sou, which serves Morton, Grant, and Sioux counties, lost about 8,000 power 
poles in the April 2 storm and between 400 and 450 miles of power lines. Crews from 

http://www.signonsandiego.com/news/2010/apr/06/power-grid-operator-admits-mistakes-san-diego-shut/
http://www.signonsandiego.com/news/2010/apr/06/power-grid-operator-admits-mistakes-san-diego-shut/
http://www.reuters.com/article/idUSN0624396820100406?type=marketsNews
http://www.newson6.com/Global/story.asp?S=12264223
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Minnesota, Kansas, and Wisconsin have been called in to help. The city of Flasher is 
using a larger generator as its source of power. The issue with the Flasher area is 
transmission lines. Most of the residents in New Salem had power but the area 
surrounding the town was still blacked out. Roughrider Electric in Oliver County lost 
about 500 power poles in the storm. At Capital Electric Cooperative, a spokesman 
estimated there are still 200 to 300 customers without power; an additional 45 linemen 
from Idaho are on the job and he hopes power will be fully restored by early next week. 
At McLean Electric, a spokesman said there are still about 75 without service in 
scattered areas near Underwood, Riverdale, and south of Mercer. He said the co-op lost 
about 150 power poles and have called in crews from Verendrye Electric, hoping to 
have service fully restored by the week’s end. It could be several months until 
permanent repairs are completed once power is restored, he said. 
Source: http://www.bismarcktribune.com/news/state-and-regional/article_26b51952-
41fa-11df-b747-001cc4c03286.html 

For more stories, see items 21, 33, and 60  
 
[Return to top]  

Chemical Industry Sector 

5. April 7, Waynesville Daily Guide – (Missouri) Derailment wreaks havoc. A 
derailment of 17 rail cars on the Burlington Northern Railroad tracks in Swedeborg, 
Missouri, evacuated a school, changed a polling place and shuffled emergency response 
teams throughout the region. The tracks that run east-west derailed about 9:25 a.m. 
Tuesday, according to the woman who made the 911 call. She said she was traveling 
about 5 mph in the SUV, estimates the train was traveling about 35 mph before the 
derailment. A Pulaski County sheriff said authorities have decided there was just one 
car of anhydrous ammonia, and that car while off the tracks is sitting upright. “It’s been 
determined it’s not in risk of leaking. I’m standing here about 50 yards from it,” he 
said. He said contents of the other cars mostly were non-threatening. “We’ve got two 
cars containing corn syrup, one containing corn meal and two or three mostly empty 
petroleum cars,” he said. “There is one car with mineral spirits in it, which is 
essentially turpentine, and if you held a torch to it, it might catch fire, but that’s about 
it,” he said about 1:40 p.m. Tuesday. He estimated at about 1 p.m. Swedeborg residents 
were being let back into their homes. Emergency responders evacuated nearby 
Swedeborg School, which educates about 75 students. It appreared that Highway T 
going toward Highway 133 would be closed until noon on Wednesday because of the 
derailment. 
Source: http://www.waynesvilledailyguide.com/news/x12623225/Derailment-wreaks-
havoc 

6. April 7, Muskegon Chronicle – (Michigan) HAZMAT responds to chemical reaction 
at Carpenter Brothers Inc. in Norton Shores. A Norton Shores business was 
evacuated Wednesday morning after a chemical reaction inside the building. Carpenter 
Brothers Inc., 6120 Norton Center Drive, called in Muskegon County’s Hazardous 

http://www.waynesvilledailyguide.com/news/x12623225/Derailment-wreaks-havoc
http://www.waynesvilledailyguide.com/news/x12623225/Derailment-wreaks-havoc
http://www.bismarcktribune.com/news/state-and-regional/article_26b51952-41fa-11df-b747-001cc4c03286.html
http://www.bismarcktribune.com/news/state-and-regional/article_26b51952-41fa-11df-b747-001cc4c03286.html
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Materials Response Team to handle a chemical reaction inside a shipping container of 
calcium silicon barium. The chemical is used in the production of high-grade steel. The 
Norton Shores Fire Chief said the chemical reacts with water and is flammable. The 
businesses around the Carpenter Brothers Inc. were also evacuated. 
Source: 
http://www.mlive.com/news/muskegon/index.ssf/2010/04/hazmat_responds_to_chemic
al_sp.html 

7. April 7, Denver Post – (Colorado) East lanes of I-70 closed by crash involving haz-
mat load. Eastbound lanes of I-70 in the foothills west of Denver have been shut down 
by a traffic accident involving a truck hauling hazardous material. The accident, 
involving two semi-trucks, happened at about 8:50 a.m. near the Beaver Brook exit of 
I-70, according to the Colorado State Patrol. One of the trucks was carrying “chlorine 
gas,” said a state patrol spokesman. No hazardous material was released in the crash, he 
said. There were no injuries, but the accident did spark a small fire, the state patrol said. 
The section of highway impacted is west of Genesee and east of Idaho Springs. Roads 
were wet, icy, and slushy at the time of the accident. Crews are cleaning up after the 
collision, which remains under investigation. Officials hope to reopen the highway 
about noon. 
Source: http://www.denverpost.com/news/ci_14836559 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. April 6, Freemont News Messenger – (Ohio) Davis-Besse begins nozzle 
modifications. Modifications to control rod drive mechanism nozzles at the Davis-
Besse Nuclear Power Station in Oak Harbor, Ohio, began late during the week of 
March 29-April 2. A team of 80 contract engineers and technicians is using industry-
proven methods, including robotic welding, to make modifications to 16 of the 69 
nozzles on the reactor head. The process involves removing the lower half of each 
affected nozzle and re-welding the remaining section to provide structural integrity. 
The contractor team has made nearly 100 similar modifications at other U.S. nuclear 
power plants. Following this work, additional evaluation and testing will be conducted 
on the remaining nozzles and may identify indications that require modification. This 
testing is expected to begin in May and take approximately two weeks. The initial 
nozzle inspection process began March 12 and included ultrasonic testing, liquid dye 
penetrant examinations and two separate visual inspections. 
Source: http://www.thenews-
messenger.com/article/20100406/UPDATES01/100407002 

9. April 6, Seattle-Tacoma News Tribune – (Washington) Richland’s nuclear plant 
powers down for repair. Energy Northwest will power down its nuclear power plant 
near Richland to 40 percent of capacity this morning to allow workers to make a repair. 
It reduced power to 81 percent Saturday to isolate the source of a possible problem, 
which was traced to a pinhole-sized tube leak in a water heater. After steam goes 

http://www.denverpost.com/news/ci_14836559
http://www.thenews-messenger.com/article/20100406/UPDATES01/100407002
http://www.thenews-messenger.com/article/20100406/UPDATES01/100407002
http://www.mlive.com/news/muskegon/index.ssf/2010/04/hazmat_responds_to_chemical_sp.html
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through the turbine to produce power, some of the steam is exhausted off and turned 
into water. The water heaters are used to increase its temperature before it is recycled 
back to the reactor. Reducing the power today will lower the radiation exposure to 
workers making the repair, said a Energy Northwest spokeswoman. 
Source: http://www.thenewstribune.com/2010/03/30/1137569/richlands-nuclear-plant-
powers.html 

[Return to top]  

Critical Manufacturing Sector 

10. April 7, WNEM 5 Saginaw – (Michigan) Storage tank catches fire at former GM 
plant. Fire officials have not released the cause of a Tuesday night fire at the former 
General Motors Powertrain plant in Saginaw, Michigan. It happened just after 9 p.m. 
on West Center Street when an underground storage tank caught fire. An on-site 
security guard said firefighters were at the plant for about a half hour. No injuries were 
reported. 
Source: http://www.wnem.com/news/23075488/detail.html 

11. April 7, WLKM 97.1 Three Rivers – (Michigan) Fire at Sturgis Foundry. Firefighters 
were dispatched to the old Sturgis Foundry in Sturgis, Michigan on the evening of 
April 6. Upon arrival, firemen found flames coming through the top of a storage silo. 
Earlier in the day, the structure was being cut apart for scrap. Hot embers may have 
started the fire. One firefighter sustained minor injuries when he fell into a hole. 
Source: http://www.wlkm.com/?p=12539 

12. April 7, Associated Press – (Iowa) Quick action by firefighters prevents major fire 
at manufacturing plant in Fort Madison. Authorities say quick action by firefighters 
prevented a disaster at a Fort Madison company. Crews managed to contain the fire to 
the room where it started early Tuesday at the Gregory Design and Manufacturing 
plant. The company designs and produces flat and automotive glass racks. The fire 
chief saidfirefighters were called to the company shortly after 4 a.m. When they 
arrived, heavy smoke was pouring out of the building. Crews found the fire in a paint 
booth area and quickly put it out. No injuries were reported. The cause of the fire is 
under investigation. 
Source: http://www.wqad.com/news/sns-ap-ia--fortmadisonfire,0,1341944.story 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

http://www.wnem.com/news/23075488/detail.html
http://www.wlkm.com/?p=12539
http://www.wqad.com/news/sns-ap-ia--fortmadisonfire,0,1341944.story
http://www.thenewstribune.com/2010/03/30/1137569/richlands-nuclear-plant-powers.html
http://www.thenewstribune.com/2010/03/30/1137569/richlands-nuclear-plant-powers.html
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13. April 7, Associated Press – (Utah) Utah man, 21, arrested after bank prank. Police 
say a Utah man may have thought he was pulling a prank when he sprayed a smelly 
chemical into a plastic tube and sent it to the teller at a bank drive-through. Police 
arrested the 21-year-old on three misdemeanor charges. Police and a fire department 
hazardous materials team were called to the Mountain America Credit Union in 
Herriman on Tuesday after the teller opened the container and reported the chemical 
made her ill. Police say the man drove away, but was tracked down from personal 
information left with his bank deposit. As for the chemical, police say it was a common 
prank item and is not hazardous. 
Source: http://www.thespectrum.com/article/20100407/NEWS05/100407008/Utah-
man--21--arrested-after-bank-prank- 

14. April 7, Spokane Spokesman-Review – (Washington) Feds search offices. Agents of 
the FBI and IRS Tuesday searched the offices of Team Spirit America, the operating 
affiliate of a payday loan business that investors allege was a Ponzi scheme. An agent 
posted inside the door of the offices at 1801 W. Broadway Ave. in Spokane declined to 
comment on the activity, or whether a search warrant had been issued. Spokesmen for 
the IRS, FBI and U.S. Attorney’s Office also would not respond to questions. Team 
Spirit is managed by the founder of Little Loan Shoppe, which made short-term 
installment loans. Little Loan Shoppe, as LLS America LLC, filed bankruptcy in 
August. Although the Washington Department of Financial Institutions has filed civil 
charges against Little Loan Shoppe, the owner, and others, the April 6 activity was the 
first sign federal authorities might be investigating the operation. The state alleges the 
owner misled or improperly sold securities to investors who committed more than $29 
million in U.S. dollars, and another $26 million in money from Canada, where the 
company was founded in 1997. The state is seeking a $150,000 fine from the owner, 
$30,000 from another suspect who helped find investors, and $60,000 in costs. The 
investors were promised returns on promissory notes of as much as 60 percent, made 
possible by high-interest, short-term loans. But payments stopped in March 2009. 
Source: http://www.spokesman.com/stories/2010/apr/07/feds-search-offices/ 

15. April 7, Florida Today – (Florida; Mississippi) Man wanted in 10 bank robberies 
nabbed on Merritt Island. A 30-year-old transient wanted in connection with 10 
armed bank robberies committed in five Central Florida counties and also in 
Mississippi has been apprehended by a law enforcement task force after being spotted 
on Merritt Island. The suspect is being held in the Brevard County Detention Center, 
accused in a series of bank robberies in Brevard, Seminola, Volusia, Indian River and 
Orange counties as well as Mississippi. Charges include fraud, impersonation, false ID 
given to law enforcement officers, resisting arrest and obstruction. Officials from the 
Florida Department of Law Enforcement have a press conference on the suspects arrest 
on April at the Viera Government Center. The suspect will be remanded to the custody 
of U.S. Marshals. Authorities allege the suspect would enter each bank, indicate to the 
customer service representatives that he possessed a firearm, and demand that the 
tellers provide him with money. The suspect committed the robberies beginning 
February 15 and hit banks in Biloxi, Mississippi, Hattiesburg, Mississippi, Rockledge, 
Daytona Beach, Vero Beach, Sanford, Palm Bay and Titusville. He is believed to have 

http://www.thespectrum.com/article/20100407/NEWS05/100407008/Utah-man--21--arrested-after-bank-prank-
http://www.thespectrum.com/article/20100407/NEWS05/100407008/Utah-man--21--arrested-after-bank-prank-
http://www.spokesman.com/stories/2010/apr/07/feds-search-offices/
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committed two robberies on April 6 in Orlando, authorities said.  
Source: 
http://www.floridatoday.com/article/20100407/BREAKINGNEWS/100407012/1006/N
EWS01/Man+wanted++in+10+bank+robberies+nabbed+on+Merritt+Island 

16. April 6, SearchFinancialSecurity.com – (International) Javelin report: ATM attacks 
growing in sophistication. ATM attacks have shifted from basic skimming into attacks 
on ATM software and ATM networks, fraudulent mobile alerts, and account takeover 
via stolen information and call centers, according to a report released on April 6 by 
Javelin Strategy & Research. Traditional skimming is being replaced by more 
sophisticated attacks as criminals have become more organized and global, said an 
analyst at the Pleasanton, California-based research firm and author of the report. “Now 
what we’re seeing is use of malware inside the ATMs or somewhere along the ATM 
network that takes the same data and gives it to the criminals.” For example, there have 
been ATM attacks in which apparent maintenance crews opened up ATMs and 
installed malware on the machines, he said. Early last year, Diebold Inc. issued a 
security update for its Windows-based ATMs after criminals attacked a number of 
them in Russia and installed malware designed to steal sensitive data. In other cases, 
such as in the RBS WorldPay heist, criminals target the backend, where the ATM 
interfaces with other networks at a financial institution, the analyst said. “Someone can 
gain access through administrative privileges to encrypted PIN data, then use a laptop 
computer to reverse the encryption on the PINs,” he said.  
Source: 
http://searchfinancialsecurity.techtarget.com/news/article/0,289142,sid185_gci1508178
,00.html 

17. April 6, WNYW 5 New York – (New York) Credit card skimmer bust. Two restaurant 
workers are accused of using a credit-card skimmer to steal about $60,000 from 
customers. The New York Post reports that the pair were arrested on April 2. Citibank 
found that 38 of its accounts had been violated after people made purchases at East 
Japanese Restaurant on Third Avenue near East 26th Street. The two are charged with 
identity theft, grand larceny and criminal possession of forgery devices.  
Source: http://www.myfoxny.com/dpp/news/local_news/manhattan/credit-card-
skimmer-bust-20100406-lgf 

18. April 6, Bloomberg – (New York) Three lawyers charged in $10 million mortgage 
fraud. Three lawyers were among 10 people named in an indictment that accuses the 
defendants of conspiring in a $10 million mortgage fraud, prosecutors in Brooklyn, 
New York said. A Brooklyn lawyer and nine others were charged in a scheme that ran 
between January 2005 and May 2007, prosecutors in the office of the Brooklyn U.S. 
attorney said. Two licensed real-estate brokers were also charged, according to the 
indictment unsealed today. The defendants falsified mortgage loan applications, 
appraisals, title reports and other documents to make straw buyers whom they recruited 
appear more creditworthy on their applications, prosecutors said. In some instances, the 
defendants were able to obtain multiple loans for the same property, defrauding banks 
and other lenders, prosecutors said in court papers.  

http://searchfinancialsecurity.techtarget.com/news/article/0,289142,sid185_gci1508178,00.html
http://searchfinancialsecurity.techtarget.com/news/article/0,289142,sid185_gci1508178,00.html
http://www.myfoxny.com/dpp/news/local_news/manhattan/credit-card-skimmer-bust-20100406-lgf
http://www.myfoxny.com/dpp/news/local_news/manhattan/credit-card-skimmer-bust-20100406-lgf
http://www.floridatoday.com/article/20100407/BREAKINGNEWS/100407012/1006/NEWS01/Man+wanted++in+10+bank+robberies+nabbed+on+Merritt+Island
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Source: http://www.businessweek.com/news/2010-04-06/three-lawyers-charged-in-10-
million-mortgage-fraud-update1-.html 

19. April 5, Newport Beach Daily Pilot – (California) FBI suspects ‘Questions’ bandits in 
Friday robbery. The April 2 take-over robbery of a Newport Beach bank may be the 
work of the “20 Questions Bandits,” a group of armed men who’ve robbed half a dozen 
other banks in Southern California since last year, FBI officials said on April 5. About 
5:48 p.m. on April 2, two armed men in dark clothes and ski masks entered the Bank of 
America branch at 1016 Irvine Ave. They ordered everyone inside to get on the ground, 
hopped the teller counter and demanded money from some of the bank tellers, said a 
Newport Beach police lieutenant. After getting a hold of the cash the men left the bank 
and fled in a black Chevrolet Tahoe parked on the building’s east side, the lieutenant 
said. The Tahoe, which was reported stolen out of Culver City, was found nearby on 
Rutland Road. FBI officials said the robbery looks like the work of the 20 Questions 
Bandits, a group of up to four men who have robbed banks in Ventura, Oxnard, El 
Monte, Thousand Oaks and Westminster. The men were dubbed the 20 Questions 
Bandits because during their first heists they asked several questions, FBI officials said. 
In some of the instances, the men have assaulted bank employees and robbed bank 
customers of personal belongings authorities said. This is the seventh robbery linked to 
the group. Bank of America is offering a $50,000 reward for information leading to the 
robbers’ arrests.  
Source: http://www.dailypilot.com/articles/2010/04/05/publicsafety/dpt-
bankrobbery040610.txt 

[Return to top]  

Transportation Sector 

20. April 7, Los Angeles Times – (California) FAA criticizes panel that found LAX’s 
north runways are safe. In the latest of a series of reports and retorts over whether the 
two north runways at Los Angeles International Airport should be reconfigured, the 
Federal Aviation Administration has sharply criticized a panel of academics that said 
the runways were “extremely safe” and that further safety measures would be of 
“limited practical importance.” In an April 2 letter to the Los Angeles Mayor, the FAA 
Administrator said he supported creating more space between the runways and placing 
a taxiway between them to prevent ground collisions between planes. LAX has had 
more on-ground close calls than any U.S. airport, according to a federal study released 
two years ago, including two more in March. In a statement Tuesday, the mayor said he 
opposed reconfiguring the north airfield “absent a clear demonstration that such a 
change is necessary to ensure the safety of passengers, workers and the surrounding 
community.”However, he said the FAA letter “has raised serious safety questions that 
cannot be ignored,” and he has asked the Board of Airport Commissioners and Los 
Angeles World Airports, which operates LAX, to review the issues. Five earlier 
studies, performed by groups affiliated with the airline industry, said the runways 
should be reconfigured to provide extra safety. 

http://www.dailypilot.com/articles/2010/04/05/publicsafety/dpt-bankrobbery040610.txt
http://www.dailypilot.com/articles/2010/04/05/publicsafety/dpt-bankrobbery040610.txt
http://www.businessweek.com/news/2010-04-06/three-lawyers-charged-in-10-million-mortgage-fraud-update1-.html
http://www.businessweek.com/news/2010-04-06/three-lawyers-charged-in-10-million-mortgage-fraud-update1-.html
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Source: http://www.latimes.com/news/local/la-me-lax-runways7-
2010apr07,0,5163647.story 

21. April 6, Anchorage Daily News – (Alaska) Earthquakes wane as Redoubt volcano 
settles down again. The rate of shallow, small earthquakes at Mount Redoubt has 
decreased markedly since Monday, the Alaska Volcano Observatory said Tuesday 
afternoon. The 10,197-foot volcano about 100 miles southwest of Anchorage had a 
swarm of small earthquakes beginning early Monday and continuing through much of 
the day. Observatory scientists said clouds are obscuring their view of the volcano 
Tuesday. Scientists plan to fly by the volcano later this week, if the weather improves, 
to measure three chemical compounds linked to volcanic activity — sulfur dioxide, 
carbon dioxide and hydrogen sulfide. Redoubt has erupted several times since the 
1960s. Its last major eruption was last winter and spring, including 19 significant 
eruptions over several weeks that sent ash plumes as high as 65,000 feet and cloaked 
parts of Southcentral Alaska in up to a half-inch of ash. Residents donned face masks 
and covered their cars and trucks to keep the ash off the finish and out of the engines. 
One eruption caused a mudflow that partially flooded the Drift River Oil Terminal near 
the mountain’s base. The volcanic eruptions also caused hundreds of flights to be 
diverted from Anchorage over concerns that an ash cloud could damage airplane 
engines. 
Source: http://www.thenewstribune.com/2010/04/06/1137720/earthquakes-wane-on-
redoubt-volcano.html 

22. April 4, FOX News – (National) U.S. trains, buses ‘vulnerable’ to terror attack, 
Lieberman warns. A U.S. Senator warned Sunday that America’s trains, subways, and 
buses are “vulnerable” to the kinds of terror attacks that have struck London, Madrid, 
and most recently Moscow, and said more needs to be done to protect U.S. riders. As 
the Department of Homeland Security rolls out new security measures for screening 
suspicious passengers flying into the United States, the chairman of the Senate 
Homeland Security Committee said the federal government should be paying a lot 
more attention to security on the ground. “The threat is real to non-aviation 
transportation. All you’ve got to do is look around the world,” the Senator said, listing 
the numerous cities that have had their rail and bus lines bombed over the past decade. 
“These are targets and we know that.” The Senator said the federal government is 
working with state and local officials to improve transportation security at places other 
than U.S. airports but that the work is far from finished. Major U.S. transit systems like 
Washington, D.C.’s Metro and the New York subway have stepped up security in the 
wake of the Moscow bombings. The U.S. President, speaking on NBC’s “Today” show 
this past week, called the threat of terror attacks on ground mass transit in the United 
States a “significant concern,” but said his Administration is trying to guard against it. 
Source: http://www.foxnews.com/politics/2010/04/04/trains-buses-vulnerable-terror-
attack-lieberman-warns/ 

For more stories, see items 3, 5, 7, and 30  
 
[Return to top]  
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Postal and Shipping Sector 

23. April 7, Danbury News-Times – (Connecticut) Building secured after ‘suspicious 
substance’ found at Redding Church Tuesday. An investigation continues of a 
“suspicious substance” that was received in the mail at Sacred Heart Church in 
Georgetown Tuesday, according to the police chief. The building where the mail was 
received is “next-door to the church” and has been secured, said the police chief. He 
confirmed that two people were treated at the scene with decontamination equipment 
and brought to Danbury Hospital but “show no symptoms” of exposure. Emergency 
officials were not able to elaborate late Tuesday on what type of substance had been 
found at the church. A statement released Tuesday by the police chief however said that 
“at this time, there is no danger to the surrounding community.” He added that local, 
state and federal agencies were investigating the incident. 
Source: http://www.newstimes.com/news/article/Building-secured-after-suspicious-
substance-438430.php 

24. April 7, Associated Press – (Ohio) Suspicious odor from envelope prompts 
evacuation of Ohio state offices in Columbus. Authorities say a suspicious odor from 
an envelope mailed to an Ohio agency caused the evacuation of a seven-story 
Columbus office building. A fire department spokesman says nine people complained 
of eye and nose irritation, but their symptoms cleared once they got fresh air. Hundreds 
of workers waited outside for about 90 minutes Wednesday morning as emergency 
crews investigated. When the envelope was opened in an office of the Ohio Department 
of Job and Family Services workers complained of a peppery, toner-like smell. The 
envelope contained a claim that he said was sent by a “reputable company.” He says 
there was no powder inside, as initially reported. The envelope will be examined by 
city health officials. 
Source: http://www.fox8.com/news/sns-ap-oh--buildingevacuated,0,842908.story 

25. April 7, San Bernardino County Sun – (California) SB County building evacuated 
after white substance is found in mail. Sheriff’s deputies evacuated 150 people from 
a county building Wednesday morning after an employee opening mail discovered an 
envelope with a white substance inside. An employee at the Department of Aging and 
Adult Services at 686 E. Mill St. was opening mail shortly before 9 a.m. when the 
substance was found. “They discovered a white substance inside. They quickly alerted 
the authorities,” said the San Bernardino County sheriff’s spokeswoman. Deputies 
evacuated about 150 employees and cordoned off the department where the letter was 
found. She said she did not know what the letter contains. Employees showed no signs 
of illness. 
Source: http://www.sbsun.com/news/ci_14836243 

26. April 7, KYTX 19 Tyler – (Texas) Wheelchair-bound man arrested for pipe bomb 
incidents. An arrest has been made in the case of pipe bombs and Molotov-cocktail-
type incendiary devices that have been found around East Texas for the past two 
months, a federal official close to the case told CBS 19’s news partner, the Tyler Paper, 
Wednesday morning. The arrest comes in the wake of another device being found at the 

http://www.newstimes.com/news/article/Building-secured-after-suspicious-substance-438430.php
http://www.newstimes.com/news/article/Building-secured-after-suspicious-substance-438430.php
http://www.fox8.com/news/sns-ap-oh--buildingevacuated,0,842908.story
http://www.sbsun.com/news/ci_14836243
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Tanglewood Shopping Center in Tyler at Loop 323 and Fifth Street shortly after 11 
a.m. Wednesday. At 11:40 a.m. CDT, Pointe North Drive in Tyler was blocked off, and 
a bomb squad headed down the road. Officials told the Tyler Paper a van parked at that 
location may have as many as five bombs inside. More than 30 devices have been 
found in the last two months in mailboxes, in front of businesses, and along rural roads 
in East Texas. Federal and local authorities were at the Tanglewood Shopping Center 
Wednesday morning. The device was found in a U.S. Postal Service blue mailbox in 
the shopping center parking lot. The Bureau of Alcohol, Tobacco, Firearms and 
Explosives was on the scene, and had a robot activated to remove the device. The 
shopping center parking lot, as well as the parking lot of an adjacent Burger King 
restaurant, was closed off. Cars parked in the shopping center parking lot were being 
moved. 
Source: http://www.cbs19.tv/Global/story.asp?S=12270224 

27. April 6, Federal Bureau of Investigation – (Texas) White powder letters received by 
two schools in the Garland Independent School District. A Special Agent in Charge 
(SAC) is requesting the public’s assistance in identifying the person or persons 
responsible for sending two letters containing a white powder substance to the Ethridge 
School in Garland, Texas, and John Armstrong school in Sachse, Texas. Earlier this 
morning, two schools within the Garland Independent School District received letters, 
through the U.S. Mail, containing white powder. The Garland Police and Fire 
Department, along with the Sachse Police Department, the U.S. Postal Inspection 
Service, and the FBI responded to the scene. Initial field testing indicated the substance 
within the envelopes was not toxic and there was no threat to anyone’s health or safety. 
Further laboratory testing is being done in an effort to identify the substance within the 
envelopes. One school district employee at Ethridge School, who had been exposed to 
the white powder, was taken to a local hospital as precautionary measure. The sending 
of threatening or hoax letters containing a white powder substance is a violation of 
Title 18, Section 844 (e) and is punishable for up to 10 years in prison and a $250,000 
fine for each letter sent. 
Source: http://dallas.fbi.gov/pressrel/pressrel10/dl040610.htm 

[Return to top]  

Agriculture and Food Sector 

28. April 7, Reliable Plant Magazine – (Washington; Oregon) Washington food company 
recalls cheese product because of Listeria risk. Del Bueno of Grandview, 
Washington, is recalling all size packages of Queso Fresco Fresh Cheese because it has 
the potential to be contaminated with Listeria monocytogenes, an organism which can 
cause serious and sometimes fatal infections in young children, frail or elderly people, 
and others with weakened immune systems. Although healthy individuals may suffer 
only short-term symptoms such as high fever, severe headache, stiffness, nausea, 
abdominal pain and diarrhea, Listeria infection can cause miscarriages and stillbirths 
among pregnant women. Queso Fresco Fresh Cheese was distributed to retail markets 
in Washington and one in Hermiston, Oregon. The cheese is packaged in round clear 

http://dallas.fbi.gov/pressrel/pressrel10/dl040610.htm
http://www.cbs19.tv/Global/story.asp?S=12270224
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plastic packages, and is marked on the back with a code date; all codes up to and 
including May 30, 2010, are being recalled. Washington State Department of 
Agriculture has linked one illness to the cheese. The recall is the result of a routine 
sampling program by Washington State Department of Agriculture which revealed that 
the cheese is contaminated with Listeria. The company has notified its customers and 
has pulled the product from retail stores. Del Bueno is working with FDA to conduct 
the recall. 
Source: http://www.reliableplant.com/Read/23860/Washington-food-company-listeria 

29. April 7, WHIO 7 Dayton – (Ohio) Dust explosion rocks Dayton plant. Officials said a 
dust explosion happened at the Cargill Plant on Needmore Road in Dayton around 8 
p.m. Tuesday. Hazmat crews were called to the scene as a precaution because of the 
dust explosion. Fire crews said two employees were taken to a local hospital to be 
checked out and they are expected to be okay.  
Source: http://www.whiotv.com/news/23073497/detail.html 

30. April 6, Lancaster Intelligencer Journal – (Pennsylvania) Truck crash leads to milk 
spill. A tractor-trailer overturned on the Route 283 entrance ramp from Route 743 just 
after midnight Tuesday spilling about 6,000 gallons of the liquid, according to a county 
dispatch press release. About $21,000’s worth was spilled. The driver suffered a minor 
injury but was not transported to the hospital, the Northwest Regional police chief said. 
The wreck is still under investigation, he said. “The driver is claiming a deer ran in 
front of him,” the police chief said. “We are looking into speed being a factor.” 
Elizabethtown Fire Company was assisted at the scene by Rheems Fire Company and 
Northwest EMS. The ramp was closed for a time as firefighters worked to contain the 
spill and unload the milk remaining in the truck, he said. A hazardous materials team 
was called to the scene. Some milk reportedly ran into a nearby stream. 
Source: http://articles.lancasteronline.com/local/4/250767 

31. April 6, AOL News – (International) Honey laundering bust highlights sticky 
problem. In recent years honey has made federal investigators think of smuggling 
rings. And as the latest bust underscores, despite the investigators’ efforts, it may be all 
but impossible to keep the tainted Chinese honey at the center of the problem off U.S. 
store shelves. The arrest occurred last week at Los Angeles International Airport, where 
federal officials nabbed a man as he deplaned from Taiwan. Federal investigators are 
trying to crack down on illegally-imported Chinese honey, for financial and safety 
reasons. The accused man was arrested for allegedly conspiring to illegally import 
honey that was deliberately mislabeled to avoid U.S. anti-dumping duties, according to 
statements in the criminal charges filed by the U.S. attorney for the Northern District of 
Illinois and a special agent in charge of the U.S. Immigration and Customs 
Enforcement operation in Chicago. The suspect is the president of Blue Action 
Enterprise Inc., a California-based honey import company, and also heads several 
similar companies, including 7 Tiger Enterprises Inc., Honey World Enterprise Inc. and 
Kashaka USA Inc., the court papers said. The charges against him allege his 
involvement in 96 shipments of Chinese honey falsely declared as originating in South 
Korea, Taiwan, and Thailand. He is also one of scores of people on both sides of the 

http://www.whiotv.com/news/23073497/detail.html
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Pacific playing the name-change game with what adds up to millions of pounds of 
honey. Their schemes involve an intricate shuffle of shipping papers and labels meant 
to conceal the origin of honey transported in green-painted 55-gallon drums or 250-
gallon plastic carboys — thereby avoiding stiff taxes and safety inspections. The 
money is in the form of the protective tariffs or taxes placed on foreign products that 
intentionally undercut domestic prices. It was in 2001 that the U.S. Commerce 
Department imposed honey taxes against China whose extremely low-cost honey was 
flooding the market and threatening the survival of U.S. beekeepers. 
Source: http://www.aolnews.com/nation/article/honey-laundering-bust-highlights-
sticky-problem/19429121 

For another story, see item 5  
 
[Return to top]  

Water Sector 

32. April 7, Towson Times – (Maryland) Central Baltimore County without water after 
overnight power outage. As many as 200,000 people in central Baltimore County 
could be without water for much of the day Wednesday.  County officials, in a 
statement, said an overnight power outage caused by an underground fire has knocked 
out a water pumping station on Hillen Road near Towson Reservoir. The outage affects 
water service in the Towson, Timonium, and Cockeysville areas. The boundaries of the 
affected area are: Stevenson Lane on the south; Sparks to the north; Falls Road to the 
west; and Old Harford Road to the east. “Customers in this area would expect to be 
without water for at least part of the day, possibly into the evening,” a spokesman for 
the county’s Office of Homeland Security and Emergency Management Agency wrote 
in a released statement. “The impact on the water system is expected to increase after 
[morning] rush hour, as the remaining water in the tanks is depleted.” BGE is working 
to restore power to the pumping station on Hillen Road in Towson. That effort could 
take until late Wednesday afternoon, the statement said. She wrote that once that 
happens, water should be restored to residents within a few hours. The water outage has 
caused 17 schools to close. Towson University will remain closed until 5 p.m. The 
county Circuit Court has closed for the day. Baltimore County offices are expected to 
open “as usual and will remain open for as long as possible,” she wrote. The county has 
opened its emergency operations center and is providing updates on the outage on its 
Web site and on Twitter account.  
Source: http://www.explorebaltimorecounty.com/news/105546/central-baltimore-
county-without-water-after-overnight-power-outage/ 

33. April 7, Associated Press – (New York) Watertown to dispose of gas well fracking 
fluid. Watertown, New York, will be disposing of wastewater produced by the 
controversial hydro-fracking process used to get natural gas wells flowing. The city 
council voted Monday night to continue accepting flowback fluid from Quebec-based 
Gastem, which is drilling in the Utica Shale formation in central New York. Drilling in 
the Marcellus Shale region of the Southern Tier is on hold while the state revises 

http://www.explorebaltimorecounty.com/news/105546/central-baltimore-county-without-water-after-overnight-power-outage/
http://www.explorebaltimorecounty.com/news/105546/central-baltimore-county-without-water-after-overnight-power-outage/
http://www.aolnews.com/nation/article/honey-laundering-bust-highlights-sticky-problem/19429121
http://www.aolnews.com/nation/article/honey-laundering-bust-highlights-sticky-problem/19429121
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regulations to address concerns raised there. The Watertown mayor and a and 
councilwoman opposed treatment of Gastem’s wastewater in the city, but they were 
outvoted. The city’s water treatment plant accepted 35,000 gallons of wastewater from 
Gastem last summer and discharged the treated water into the Black River. Gastem 
wants the city to treat an additional 80,000 gallons this summer. Finding treatment 
plants able and willing to take millions of gallons of fracking wastewater is a major 
stumbling block for gas drilling in the Southern Tier. 
Source: http://www.wcax.com/Global/story.asp?S=12268055 

34. April 7, CBS 2 Chicago – (Illinois) Man fired for blowing whistle on water testing in 
Broadview. A whistleblower complained that drinking water that was supposed to be 
tested was not. The 30-year west suburban Broadview Public Works veteran was fired. 
When he was named general manager of the Broadview-Westchester Joint Water 
Agency, he discovered that they had not tested the town’s drinking water for years. The 
EPA filed violation notices after he went to them and said the system failed to submit 
required samples for testing. “I was commended by the Illinois EPA,” he said. “The 
federal EPA, too.” But six months later, he was fired. He also complained about 
security. “They’re putting all this money into homeland security to secure water 
systems,” he said. “And they’re letting a convicted felon have access to a treatment 
plant. I definitely thought it was wrong.” 
Source: http://cbs2chicago.com/local/whistleblower.sacco.water.2.1615983.html 

35. April 6, WTIC 1080 Hartford – (Connecticut) Unusual odor at pumping station near 
convention center. State and Hartford city crews responded to a possible problem at a 
pumping station near the Connecticut Convention Center Tuesday afternoon. A 
spokesman with the State Department of Environmental Protection (DEP) says a meter 
at the northeast corner of the building monitors water pumped off the site and away 
from the highway. It detected unusual levels of vapor. DEP, Hartford firefighters and 
the State Department of Transportation all responded to the scene, and the Grove street 
entrance ramp to Interstate 91 was closed. Staff members in the convention center were 
moved to the far side of the building, but no one reported any problems and things are 
expected to be back to normal by Wednesday morning. 
Source: http://www.wtic.com/Unusual-Odor-at-Pumping-Station-Near-Convention-
Ce/6743194 

36. April 6, Kingston Daily Freeman – (New York) State says Phoenicia may be 
polluting Esopus Creek. Routine testing of the Esopus Creek by the State Department 
of Environmental Conservation shows that the hamlet of Phoenicia might be polluting 
the creek’s water, which serves as the drinking water for over nine million residents in 
the New York City area. As a result the agency has informed the town of Shandaken 
that it will begin further testing to locate the homes and businesses that are to blame. 
The section chief of the New York City Watershed Section for state agency, stated the 
above in a March 30 the letter to Shandaken Supervisor Robert Stanley and to officials 
with other agencies like the state Department of Health, the U.S. Environmental 
Protection Agency and the New York City Department of Environmental Protection. 
He wrote that his department has been monitoring water quality in the Esopus between 
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Oliverea and Boiceville since 2007 and will issue a final report on the findings later this 
year. “The initial results â�¦ indicate that water quality is adversely impacted below the 
hamlet of Phoenicia and that these water quality impacts may be a result of runoff from 
the un-sewered hamlet. The department will continue to monitor water quality along 
this portion of the Upper Esopus Creek and plans to undertake an initiative to identify 
and track down potential sources of pollution,” he wrote.  
Source: 
http://www.dailyfreeman.com/articles/2010/04/06/news/doc4bbaa614af1dc910633059.
txt 

[Return to top]  

Public Health and Healthcare Sector 

37. April 7, Daily of the University of Washington – (Washington) Police respond to 
bomb threat at UWMC. University police responded Monday morning to a bomb 
scare at the UW Medical Center (UWMC), the second bomb scare at a campus building 
in two days. According to the UW Police Department (UWPD), an anonymous caller 
contacted UWMC security claiming that there was a bomb in the area around the 
medical center. Security personnel at the UWMC contacted the UWPD, who sent 
officers and an explosive-sniffing K-9 unit. After searching the building and the 
surrounding area, officers found no trace of any explosive device. An e-mail distributed 
to UWMC staff stressed that the situation was under control but that if any staff 
member saw something suspicious, he or she should contact the medical center’s 
director of public safety. On Sunday, an anonymous caller reported a bomb in a 
specific apartment in Stevens Court, another incident in which no explosives were 
found. While UWPD officers responded to the report, checking the suspicious 
apartment as well as the surrounding area, the UWPD did not send a K-9 unit, because 
they did not believe the report to be credible, partly because the caller was giggling, 
said the UWPD commander. There are no suspects for either incident at this time, and 
the calls remain under investigation. 
Source: http://dailyuw.com/2010/4/7/police-respond-bomb-threat-uwmc/ 

38. April 6, San Francisco Business Times – (California) Calif. hospital system notifying 
5,450 patients of possible data breach. On Monday, the California-based hospital 
system John Muir Health began sending letters to notify 5,450 patients about a possible 
breach of their personal and health information, the San Francisco Business Times 
reports. The notifications come two months after two laptop computers were stolen 
from the John Muir Physician Network Perinatal office in Walnut Creek, California. 
Experts said the laptops contained personal and health data going back more than three 
years. John Muir officials said that they began the notification process as soon as they 
identified the missing information and affected patients. As a result of the incident, 
John Muir has started installing data encryption software and implementing other 
security measure. 
Source: http://www.ihealthbeat.org/articles/2010/4/6/calif-hospital-system-notifying-
5450-patients-of-possible-data-breach.aspx 

http://dailyuw.com/2010/4/7/police-respond-bomb-threat-uwmc/
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[Return to top]  

Government Facilities Sector 

39. April 7, Lowell Sun – (Massachusetts) Pelham teen charged in bomb threat. Police 
arrested a 15-year-old boy yesterday morning after he announced in his classroom at 
Pelham High School that he had a bomb. The boy was charged with causing a false 
public alarm and disorderly conduct. Police said they later learned that the student’s 
threat was false and he did not have a bomb. Pelham police officers and firefighters 
responded to the high school about 11:21 a.m., after receiving reports of the bomb 
threat. The school was not evacuated, but officers and school officials searched the 
boy’s locker and classroom, and did not find any threatening objects, according to 
reports from police. The student was released to his guardian at the police station. He is 
expected to appear at Salem Family Court to face the charges at a later date. 
Source: http://www.lowellsun.com/local/ci_14835569?source=rss 

40. April 7, KGMI 790 Bellingham – (Washington) Yakima man arrested for 
threatening Senator Patty Murray. A Yakima man has been charged with 
threatening to kill a democratic Senator over her support for health care reform. Court 
documents say federal agents arrested the suspect in Yakima Tuesday. The FBI said the 
Senator’s office in Seattle reported the threats, which were left on voice mail from a 
blocked telephone number. Agents said they traced the calls to the suspect’s home near 
Yakima. A KGMI legal analyst said the threats are not protected as free speech. “This 
is clearly a case of malicious speech that I think crosses the line into criminal 
behavior,” said the legal analyst. “Typically when you see someone who’s acting in this 
fashion, you have to wonder if they’re okay — if they’re mentally okay.” The Senator’s 
office told the FBI that it had been receiving harassing messages from the caller for 
months, but they became more threatening as congress was voting on health care 
legislation. Excerpts of the expletive-laced messages transcribed in court documents 
show the caller saying he wanted to kill the Senator, and it would “just take one piece 
of lead.” 
Source: http://kgmi.com/Yakima-Man-Arrested-For-Threatening-Senator-Patty-
/6749521 

41. April 6, Krebs on Security – (Illinois) Computer crooks steal $100,000 from Ill. 
town. A rash of home foreclosures and abandoned dwellings had already taken its toll 
on the tax revenue for the Village of Summit, a town of 10,000 just outside Chicago. 
Then, in March, computer crooks broke into the town’s online bank account, making 
off with nearly $100,000. “As little as we are, $100,000 represents a good chunk of 
money, and it hurts,” said the town’s administrator. “We were already on a very lean 
budget, because the tax money just isn’t coming in.” Summit is just the latest in a string 
of towns, cities, counties and municipalities across America that have seen their coffers 
cleaned out by organized thieves who specialize in looting online bank accounts. 
Recently, crooks stole $100,000 from the New Jersey township of Egg Harbor; 
$130,000 from a public water utility in Arkansas; $378,000 from a New York town; 
$160,000 from a Florida public library; $500,000 from a New York middle school 
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district; $415,000 from a Kentucky county (this is far from a comprehensive list). 
According to the town administrator, the theft took place March 11, when her assistant 
went to log in to the town’s account at Bridgeview Bank. When the assistant submitted 
the credentials to the bank’s site, she was redirected to a page telling her that the bank’s 
site was experiencing technical difficulties. What she couldn’t have known was that the 
thieves were stalling her so that they could use the credentials she’d supplied to create 
their own interactive session with the town’s bank account. 
Source: http://www.krebsonsecurity.com/2010/04/computer-crooks-steal-100000-from-
ill-town/ 

42. April 6, DarkReading – (National) Many U.S. government agencies have been 
attacked, survey says. IT workers in the U.S. federal government say their systems are 
already under attack, and they do not expect the situation to get better in coming 
months. According to a surveypublished today by Clarus Research Group and 
Lumension, nearly three-quarters of federal IT decision-makers who work in national 
defense and security departments or agencies say the possibility is “high” for a 
cyberattack by a foreign nation in the next year. One-third of these respondents say 
they have already experienced such a cyberattack within the past year. Forty-two 
percent of respondents believe the U.S. government’s ability to prevent or handle these 
attacks is only fair or poor. Sixty-four percent of respondents identified the increasing 
sophistication and growth in volume of cyberattacks as the No. 1 IT security risk. Only 
6 percent of respondents rated the federal government’s overall ability to handle 
possible cyberattacks as “excellent,” the survey says. Difficulty integrating multiple 
technologies, aligning IT needs with department objectives, and complying with 
requirements were identified as the greatest challenges in managing IT security 
operations. The majority of respondents said they felt more confident in their level of 
IT security today than they did a year ago.  
Source: 
http://www.darkreading.com/vulnerability_management/security/government/showArti
cle.jhtml?articleID=224201585 

43. April 6, Global Security Newswire – (North Dakota) Air Force base conducts “dirty 
bomb” drill. Minot Air Force Base in North Dakota last month conducted a large-scale 
disaster response drill in which an attacker shot several people and then set off a 
radiological “dirty bomb,” the U.S. Air Force announced April 5. The exercise 
involved base security personnel, along with roughly 50 organizers and assessors from 
the FBI, emergency management agencies and other entities and a similar number of 
volunteers. In the drill, an armed person invaded the base’s McAdoo Sports and Fitness 
Center on March 26, shooting several people and releasing radioactive material through 
the use of conventional explosives. Security teams hunted the shooter, extricated 
bystanders and secured the building, after which emergency personnel aided the 
wounded. “Simultaneously, the rest of the base went into lockdown and all major 
control centers were activated,” said the 5th Bomb Wing antiterrorism officer. “Even 
our elementary schools on base practiced lockdown procedures. It was a very plausible 
scenario.” Mock victims were also treated at the base hospital. The simulation 
demonstrated that the base is well prepared for a possible attack, according to 5th 
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Bomb Wing Vice commander. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100406_8021.php 

For more stories, see items 24, 25, 27, 55, and 58  
 
[Return to top]  

Emergency Services Sector 

44. April 7, KLAS 8 Las Vegas – (Nevada) Layoff plan guts north Las Vegas 
firehouse. The City of North Las Vegas could cut 16 firefighter jobs this week. The 
firefighter’s union says those layoffs will put public safety in danger. The firefighters 
from Station 52 near Losee and Craig would be hardest hit. The firehouse serves 
business and residential areas, including the Cannery Casino. Station 52 stands to lose a 
full engine company — 12 firefighters gone. A few miles away, another fire truck 
would be taken out of service. All told, 16 firefighter jobs are on the chopping block. 
“Its shocking to me that there is an offer on the table to save firefighters and the city 
has refused it,” said the North Las Vegas Firefighter’s Union President. He says his 
union has offered the city roughly $2.8 million in savings. Firefighters argue cutting an 
engine company would jeopardize public safety and provide a delayed response to 
service.  
Source: http://www.lasvegasnow.com/Global/story.asp?S=12267776 

45. April 4, Associated Press – (Nevada) US Coast Guard quitting Nevada navigation 
stations. The U.S. Coast Guard is pulling up its anchor on operations at two navigation 
broadcasting stations in Nevada, including at a desert site south of Las Vegas that has 
been sending signals to air and sea for 33 years. Global Positioning System satellites 
have made the ground-based long-range navigation system obsolete, said a Coast 
Guard commander, the system’s second-in-command. The 24-station LORAN-C 
network stopped broadcasting February 8, and stations in Searchlight and Fallon will be 
decommissioned as part of a move that he said will save $37 million per year in 
operation costs. The five Coast Guard members running the Searchlight station will be 
reassigned. The Mojave Desert is not the only awkward place for a Coast Guard 
station, he said. Other duty stations are found inland in Kansas, New Mexico, Montana, 
and northern Minnesota. Whether or not the network should be mothballed to serve as a 
backup hinges on a study by the Coast Guard’s mother agency, the Department of 
Homeland Security. The commander said the termination of LORAN operations will 
not affect maritime safety.  
Source: http://www.rgj.com/article/20100404/NEWS07/100404008/-1/CARSON/US-
Coast-Guard-quitting-Nevada-navigation-stations 
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46. April 7, The Register – (International) Police cuff 70 eBay fraud suspects. Romanian 
police have arrested 70 suspected cybercrooks, thought to be members of three gangs 
which allegedly used compromised eBay accounts to run scams. The alleged fraudsters 
obtained login credentials using phishing scams before using these trusted profiles to 
tout auctions for non-existent luxury goods (luxury cars, Rolex watches and even a 
recreational aircraft). Buyers handed over the loot but never received any goods in 
return. The 800 victims of the scam are estimated to have suffered â‚¬800,000 in losses 
since 2006. Victims were located across Western Europe, Scandinavia, the US, Canada 
and New Zealand. Complaints from the victims led to a joint FBI and Romanian 
Directorate for Investigating Organized Crime and Terrorism (DIICOT) investigation 
culminating in the execution of 101 search warrants and multiple arrests across 
Romania on April 6. 
Source: http://www.theregister.co.uk/2010/04/07/romania_cybercrime_bust/ 

47. April 7, ComputerWorld – (International) Botnets ‘the Swiss Army knife of attack 
tools. Hacker militias reach for the closest tool at hand — botnets already up and 
running, already reaping ill-gotten gains — when they mobilize to attack the 
information infrastructure of other countries, security experts say. “They just pick up 
what they use every day,” said the director of malware analysis at SecureWorks Inc. 
and a noted botnet researcher. “[Militias] don’t have much time to ramp up, just days, 
so it has to be something already in use.” Although militias may be at the bottom of the 
cyberwar food chain, that does not mean they have not caused chaos. Researchers 
believe that in 2008, Russian hackers marshaled a force of previously compromised 
computers — one or more botnets — to carry out distributed denial-of-service attacks 
(DDoS) that knocked offline many of the Web sites in the former Soviet republic of 
Georgia. At the time, military forces from Georgia and Russia were fighting over 
disputed territory. “Botnets are the Swiss Army knife of attack tools,” said the manager 
of research and development for Symantec Corp.’s security response team. “Hackers 
use them to relay spam, for phishing and to post Web-based attacks or malcode. 
They’re the engine that drives criminal activity on the Internet.”  
Source: 
http://www.computerworld.com/s/article/9174560/Botnets_the_Swiss_Army_knife_of
_attack_tools_ 

48. April 7, IDG News Services – (International) Facebook takes steps to deal with gift 
card scams. The latest Facebook con game is fake gift cards. In the past months, fan 
pages have popped up all over the social networking site, offering too-good-to-be-true 
gift cards. There’s the $500 Whole Foods card, the $10 Walmart offer, and the $1,000 
Ikea gift card. The Ikea page put these gift card scams on the map last month, when it 
quickly racked up more than 70,000 fans before being snuffed. Facebook has also taken 
down Target and iTunes gift card scam pages in the past few months. Many of these 
pages have fake posts suggesting that the giveaway offer worked, but the sites typically 
lead to affiliate marketing Web sites that try to collect data and generate Web traffic for 
advertisers, according to a Facebook spokesman. Because anyone can set up a fan page 
for virtually anything — and many pages do contain legitimate gift-card offers — it’s a 
thorny problem for Facebook to solve. Right now, the company is playing the social 
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networking version of whack-a-mole, with a team of engineers monitoring the problem 
and deleting groups, applications, and fan pages as quickly as it can find them. 
Source: 
http://www.computerworld.com/s/article/9174918/Facebook_takes_steps_to_deal_with
_gift_card_scams 

49. April 7, PC World – (International) Foxit’s updated PDF reader remains vulnerable 
to attack. Reacting to a demonstration that showed how attackers could force-feed 
malware to users without exploiting an actual vulnerability, Foxit Software patched its 
PDF viewer last week. But the Belgium-based researcher who showed how hackers 
could run executable code on a Windows PC from a malformed PDF said on April 7 
that Foxit’s fix did not protect users from his attack tactics. The April 1 update to Foxit 
Reader, a popular alternative to Adobe System Inc.’s Reader, adds a warning that pops 
up when a PDF tries to launch an executable, a function that’s permitted by the PDF 
specification. The change makes Foxit Reader behave similarly to Adobe Reader, 
which already sports such a warning. “Foxit adds prompts to all pop-ups within PDFs,” 
said a spokeswoman for Foxit in an e-mail reply to questions on April 7. “For example, 
if there is a .txt or .exe file [that] is going to open within a PDF, the old version of 
Reader will launch the file by calling the associated program from your system, without 
any inquiry. [The update] will detect it and launch a prompt to ask you if you want to 
execute it or not.”  
Source: 
http://www.pcworld.com/article/193684/foxits_updated_pdf_reader_remains_vulnerabl
e_to_attack.html 

50. April 7, IDG News Service – (International) Adobe considers changes to mitigate 
PDF attack. Adobe Systems is considering modifying its PDF applications to counter a 
way to run arbitrary code on Windows computers by embedding it in a malicious PDF 
file. Recently, a security researcher detailed a way to run executable code using a 
different launch command even though PDF applications from Adobe and Foxit do not 
allow embedded executables to directly run. The attack requires some social 
engineering. Adobe’s Reader and Acrobat products do display a warning that only 
trusted executables should be opened, but the security researcher showed how it was 
possible to modify part of the warning message in order to persuade a user to open the 
file. The company is considering modifications to the programs.  
Source: http://www.infoworld.com/d/security-central/adobe-considers-changes-
mitigate-pdf-attack-723 

51. April 6, The Register – (International) PDF security hole opens can of worms. The 
security perils of PDF files have been further highlighted by new research illustrating 
how a manipulated file might be used to infect other PDF files on a system. An 
application security researcher at NitroSecurity said the attack scenario he has 
discovered shows PDFs are “wormable”. Computer viruses are capable, by definition, 
of overwriting other files to spread. His research is chiefly notable for illustrating how a 
benign PDF file might become infected using features supported by PDF specification, 
not a software vulnerability as such, and without the use of external binaries or 
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JavaScript. The “wormable PDF” research comes days after another security researcher 
showed how it was possible to both embed malicious executables in PDFs and 
manipulate pop-up dialog boxes to trick victims into running a malicious payload. Both 
Adobe and FoxIT are working on a fix against the security shortcomings in their 
respective PDF viewing packages illustrated by the research.  
Source: http://www.theregister.co.uk/2010/04/06/wormable_pdfs/ 

52. April 6, DarkReading – (International) Researcher details new class of cross-site 
scripting attack. A new type of cross-site scripting (XSS) attack that exploits 
commonly used network administration tools could be putting users’ data at risk, a 
researcher says. The lead security research engineer at nCircle on April 2 published a 
white paper outlining a new category of attack called “meta-information XSS” 
(miXSS), which works differently than other forms of the popular attack method — 
and could be difficult to detect. “Think about those network administration utilities that 
so many webmasters and SMB administrators rely on — tools that perform a whois 
lookup, resolve DNS records, or simply query the headers of a Web server,” the white 
paper states. “They’re taking the meta-information provided by various services and 
displaying it within the rendered Website. “These Web-based services introduce a class 
of XSS that can’t be captured by the current categories.” He explains that there are 
three current types of XSS attacks: reflected, persistent, and DOM-based. MiXSS has 
aspects of both reflected and persistent attacks, but does not fall into either category, 
the engineer explains. “It is valid user input provided to a service,” he says. “The 
service then utilizes the user-provided data to gather data and display it for the user. It 
is in this data that the cross-site scripting occurs.”  
Source: http://www.darkreading.com/vulnerability_management/security/app-
security/showArticle.jhtml?articleID=224201569&subSection=Application+Security 

53. April 6, Help Net Security – (International) Generic and behavior-based threats 
increasing. Sunbelt Software announced the top 10 most prevalent malware threats for 
the month of March 2010. The list shows the continued prevalence of Trojan horse 
programs circulating on the Internet and the growing trend of generic and behavior-
based detections in antivirus detections. Generic and behavior-based detections by the 
antivirus industry have improved thanks to the massive increase in new malcode, which 
number thousands per day. The top two detections for the month remained in the same 
positions as last month. Both Trojan.Win32.Generic!BT (31.07 percent) and Trojan-
Spy.Win32.Zbot.gen (4.97 percent) maintained approximately the same pervasiveness 
in the overall malware tracked. The top 10 made up more than 50 percent of all 
detections for the month and the top two made up greater than 36 percent of all 
detections.  
Source: http://www.net-security.org/malware_news.php?id=1288 

54. April 6, The Register – (International) RSA says it fathered orphan credential in 
Firefox, Mac OS. Digital certificate authority RSA Security on Tuesday acknowledged 
it issued a root authentication credential shipped in in the Mac operating system and 
Mozilla web browsers and email programs, ending four days of confusion about who 
controlled the ultra-sensitive document. The “RSA Security 1024 V3” certificate is a 
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master credential that can be used to digitally validate the certificates of an unlimited 
number of websites and email servers. It’s one of several dozen “certificate authority 
certificates” that by default are shipped with Mac OS X and Mozilla’s Firefox browser 
and Thunderbird email client. It’s valid from 2001 to 2026. Before this article was first 
published, no one knew who issued or controlled the credential. Both RSA and 
competing certificate issuer VeriSign previously said it was not theirs. Further 
compounding the mystery, recent audits of certificate authority credentials made no 
reference of it, according to this bug report posted to Mozilla’s website for developers 
and a follow-up post on Google Groups. Although now solved, the case of the 
orphaned certificate casts doubt on the security of some of the web’s most important 
documents.  
Source: 
http://www.theregister.co.uk/2010/04/06/mysterious_mozilla_apple_certificate/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

55. April 7, Television Broadcast – (District of Columbia) FCC evacuated for bomb 
threat. FCC headquarters was evacuated Wednesday morning due to a bomb threat, a 
source within the commission confirmed. Speculation regarding the threat emerged as 
events were canceled. Notification went out around 11:20 a.m. that a CLS round table 
had been canceled. Further speculation sped through various Twitter feeds, though 
nothing initially appeared on the FCC’s Web site nor its own Twitter page. The source 
within the Portals said some meetings were held on the grass before staff was 
dispatched. “Several buildings cascaded into the threat warning,” the source said. 
Details about the nature and timing of the threat were unavailable, though the source 
said staff was out for about two hours — the “longest ever,” and that bomb-sniffing 
dogs were dispatched. E-mail releases from the commission resumed mid-afternoon. 
Source: http://www.televisionbroadcast.com/article/98014 

56. April 6, IDG News Services – (National) Court rules against FCC’s Comcast Net 
neutrality decision. A U.S. appeals court has ruled that the U.S. Federal 
Communications Commission did not have the authority to order Comcast to stop 
throttling peer-to-peer traffic in the name of network management. The U.S. Court of 
Appeals for the District of Columbia Circuit, in an order on April 6, overturned the 
FCC’s August 2008 ruling forcing Comcast to abandon its network management efforts 
aimed at users of the BitTorrent P-to-P (peer-to-peer) service and other applications. 
The FCC lacked “any statutorily mandated responsibility” to enforce network neutrality 

mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.televisionbroadcast.com/article/98014
http://www.theregister.co.uk/2010/04/06/mysterious_mozilla_apple_certificate/


 - 23 - 

rules, wrote a judge. Some Net neutrality advocates said the ruling raises broad 
questions about the FCC’s authority to take any actions not spelled out in law. Unless 
the FCC takes action to reclassify broadband service, the court’s decision calls into 
question FCC authority in many areas, including protecting broadband consumer 
privacy and redirecting money from the Universal Service Fund into broadband 
deployment, said the president of Public Knowledge, a digital rights group that 
complained to the FCC about Comcast’s traffic throttling. 
Source: 
http://www.computerworld.com/s/article/9174869/Update_Court_rules_against_FCC_s
_Comcast_Net_neutrality_decision 

57. April 6, V3.co.uk – (International) Major powers agree on datacenter energy 
metrics. Organizations from Europe, the US and Japan have reached an accord on the 
measurement of energy efficiency, giving data center operators a better understanding 
of how to improve efficiency at their own sites. The proposals were put forward at a 
meeting in February to discuss rising energy consumption at data centers. The meeting 
was attended by experts from the US Department of Energy, the US Environmental 
Protection Agency, the European Commission, Japan’s Ministry of Economy, Trade 
and Industry, Japan’s Green IT Promotion Council and The Green Grid. The 
organizations have recommended a number of standards, including The Green Grid’s 
Power Usage Effectiveness (PUE) as the base metric for energy efficiency. PUE is the 
measurement of total energy used divided by IT energy consumption. Also on the 
agenda was improved measurement capabilities to make it easier to measure power use 
down to the individual server level, for example. 
Source: http://www.v3.co.uk/v3/news/2260856/europe-japan-agree-centre 

58. April 6, GPS World – (National) GPS satellite PRN09 AWOL. The GPS satellite 
PRN09/SVN39, a Block IIA satellite in orbit slot A1, has been silent since about 24 
March, shortly after a planned delta-V maneuver. Apparently, the delta-V maneuver 
was accompanied by an attitude control system anomaly that has taken the satellite off 
line. Although the satellite is not currently transmitting its assigned pseudorandom 
noise codes, it is not known if the transmitters have been switched off (either 
automatically or on command) or if they are transmitting non-standard codes, which is 
a practice used to protect users from a malfunction in the satellite’s reference frequency 
system or other anomalies. It is unclear whether or not the satellite’s controllers at the 
Second Space Operations Squadron (2 SOPS) actually have the satellite under control. 
All a spokesperson from the 50th Space Wing, 2 SOPS’s parent command, would say 
is “We are currently working to restore PRN09/SVN39 back to operational status. 2 
SOPS will release a NANU to notify users when the vehicle is returned to operational 
status or if we anticipate the outage continuing for a significant amount of time.” 
Source: http://www.gpsworld.com/gnss-system/gps-modernization/news/gps-satellite-
prn09-awol-9789 

59. April 6, KHON 2 Honolulu – (Hawaii) Vandals leave hundreds in Waipahu with no 
phone or Internet service. 1,100 Hawaiian Telcom customers in Waipahu were cut off 
from telephone and internet service Sunday. “Sunday night we learned that two of our 
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cables in the Waipahu area had been cut in several places,” said a Hawaiian Telcom 
spokesperson. The target was a pole on Waipahu Depot Street. No copper was taken. 
Hawaiian Telcom says the vandalism of their poles is uncommon. Crews have been 
working around the clock to get customers back online since Sunday. So far at least 
500 customers have had their service restored, but the job could take a while. Some 
who have been re-connected to the Internet say they are still experiencing some 
problems. There is no timeline when service will be restored. Hawaiian Telcom says it 
has filed a police report. 
Source: http://www.khon2.com/news/local/story/Vandals-Leave-Hundreds-in-
Waipahu-with-No-Phone/yQfu0L4m3UuE1YBkq1ZxUQ.cspx 

[Return to top]  

Commercial Facilities Sector 

60. April 7, WABC 7 New York – (New York) Broadway re-opened after manhole 
explosion. Parts of Midtown in New York City re-opened the morning of April 7 
following an explosion and manhole fire along Broadway. It forced people out of a a 
hotel and neighboring restaurants and kept the curtain down on a Broadway show. 
Broadway was re-opened from West 51st through West 53rd streets just before 5:30 
a.m. But West 52nd Street remained closed between 8th and Broadway as crews repair 
utility poles. The incident happened Tuesday around 4:30 p.m. at 226 West 52nd Street 
and Broadway, and quickly grew to a three-alarm fire. The smoke and carbon 
monoxide levels were so dangerous that four buildings, including the Novotel Hotel, 
had to be evacuated. Also, The August Wilson Theater could not open for Tuesday 
night’s performance of Jersey Boys. Witnesses say flames and smoke shot 7 feet in the 
air from the manhole on 52nd Street. Con Ed says this was caused by an underground 
transformer fire being ignited by smoldering power cables. More than 130 firefighters 
were called to the scene as some residents watched in fear. Seven firefighters were 
injured, but not seriously. No civilians were injured. The hotel guests were moved to 
other hotels in Brooklyn. 
Source: http://abclocal.go.com/wabc/story?section=news/local&id=7372490 

61. April 7, Orange County Register – (California) 5 teens arrested after exploding acid 
bombs. Five teens were arrested Monday afternoon on suspicion of making acid 
bombs. At 3:10 p.m. a sheriff’s deputy was making a routine patrol check near the 
Regal Theaters in the 26500 block of Foothill Ranch Towne Center in Lake Forest 
when he heard a loud explosion. “He went to the area behind the PetSmart and found 
seven juveniles,” a sergeant said. “He also found debris in an area where the bomb had 
gone off. Two of the other bombs had malfunctioned and had not exploded.” The 
Orange County Sheriff Department’s Hazardous Device Squad responded and defused 
the two remaining bombs. Five of the teens — ages 13 and 14 — were arrested and 
charged with bomb making. They were released into the custody of their parents 
pending court appearances. 
Source: http://www.ocregister.com/news/bombs-242789-acid-container.html 
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62. April 7, Boston Herald – (Massachusetts) Ipswich church hit with molotov 
cocktails. Two incidents of attempted arson are under investigation after police say 
Molotov cocktails hurled at the First Church in Ipswich early Tuesday sparked two 
small fires. Police first responded to the church at 1:07 a.m. for a “small fire” burning 
from a homemade bomb that landed in the grass about 5 feet from the church building, 
said a sergeant. Police put out the flames with a fire extinguisher. Investigators believe 
the suspect was aiming for construction staging on the church’s roof, but the device 
rolled off before setting fire to the building. A witness told police they saw two white 
male teens running from the area. State police K-9 units checked the area, but did not 
locate the suspects. Authorities cleared the scene at 4 a.m., only to be called back 27 
minutes later. That time officers found a Molotov cocktail burning at the base of one of 
the church’s exterior walls. Police put out the flames with a fire extinguisher and K-9 
units conducted a second sweep of the area, but did not locate any suspects. The church 
has never been targeted in the past, the sergeant said. “It’s completely random,” he 
said. The state fire marshal is also investigating, and the federal Bureau of Alcohol, 
Tobacco, Firearms and Explosives has been notified. 
Source: 
http://news.bostonherald.com/news/regional/view/20100407ipswich_church_hit_with_
molotov_coctails/ 

63. April 4, Racine Journal Times – (Wisconsin) Explosive device found near Caledonia 
walking trail. Police on Friday reportedly found an improvised explosive device near a 
local walking trail in Caledonia. A citizen called police April 2 just after 3:30 p.m. to 
report a suspicious object near the Caledonia Conservancy walking trail in the 6800 
block of East River Road. When police arrived, they discovered a coffee can which 
contained the device. Police were able to neutralize the device and remove it from the 
area without incident. If residents observe a similar device, they are advised to contact 
police and to not touch the device. 
Source: http://www.journaltimes.com/news/local/article_7269c86a-4066-11df-9f8a-
001cc4c03286.html 

For more stories, see items 23, 26, and 43  
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National Monuments and Icons Sector 

64. April 7, Associated Press – (Mississippi) New Miss. law to allow concealed handguns 
in parks. Starting this summer, anyone with a concealed-weapons permit can legally 
carry a handgun in Mississippi parks. The Senate Judiciary B Committee Chairman of 
Oxford said Monday the new Mississippi law, which takes effect July 1, is consistent 
with a federal law enacted in February. The federal law says licensed gun owners may 
take firearms into national parks and wildlife refuges as long as they’re allowed by 
state law. Mississippi’s governor signed the bill last week removing the prohibition on 
guns in parks. Concealed handguns remain illegal in many places in Mississippi, 
including polling places, courtrooms, bars, school or college campuses or most sporting 
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events. The bill is Senate Bill 2862. 
Source: http://picayuneitem.com/statenews/x993490404/New-Miss-law-to-allow-
concealed-handguns-in-parks 

65. April 6, WBTV 3 Charlotte – (North Carolina) Brush fire contained to 100 acres in 
Stanly Co. A brush fire was reported at Morrow Mountain State Park in Stanly County 
and officials are still keeping a watchful eye on the remaining fires as well as the wind 
conditions. As of Tuesday afternoon, the fires were contained at about 100 acres and 
there are still a few hot spots. A North Carolina Forestry Service spokesman said they 
had about the same level of personnel from Monday in the park working on Tuesday. 
He said they did not expect to call in any additional resources at this time. A 20-acre 
fire was reported Sunday afternoon, but it was under control by 11 p.m. The NCFS had 
dozens of workers at the state park on Monday including forest rangers and burn crews. 
The workers established a fire line to prevent the brush fires from getting out of 
control. The fires burned about 50 acres on Monday. When SKY 3 flew over the park 
Monday morning, a helicopter was drawing water in a large container from a nearby 
lake and dumping it on the fires. The mountain section of the park was closed Monday 
due to the fire activity. Conditions across the Carolinas are ripe for these kinds of fires.  
Source: http://www.wbtv.com/Global/story.asp?S=12257353 
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Dams Sector 

66. April 7, North Jersey Media Group – (New Jersey) Two arrested in weekend 
vandalism at MacMillan Reservoir. Police arrested two Wyckoff teenagers in the 
vandalism at MacMillan Reservoir this weekend, a county spokeswoman said. 
Authorities arrested the 19 and 18 year-olds Tuesday at their homes, the Bergen County 
executive said in a statement. They were both charged with criminal mischief and 
defiant trespass and released on their own recognizance, according to the statement. 
Bergen County Police on Sunday found someone had tampered with the reservoir’s 
valve system and broke off the valve handles, allowing about 15 million gallons of 
water to flow under the dam into the adjoining stream, authorities said. The damaged 
valve system is on a pier and was locked and enclosed by a fence on one side and open 
water on the other. The vandalism caused about $4,000 worth of damage, authorities 
said. 
Source: 
http://www.northjersey.com/news/040710_Two_arrested_in_weekend_vandalism_at_
MacMillan_Reservoir_.html 

67. April 7, Inforum – (North Dakota; Minnesota) Collin Peterson: Dams may be part of 
solution. A U.S. Representative, D-Minnesota, said Tuesday he’s pleased Fargo-
Moorhead officials picked a North Dakota diversion as their locally preferred flood 
protection plan. But he said it will be a “heavy lift” to get the local and federal funding 
necessary to build it. In meetings with Clay County and Moorhead officials, he 
advocated a multi-pronged approach to making sure a diversion gets built. He said that 
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includes working on water retention projects that will reduce the negative effects a Red 
River diversion would have on downstream communities, including several in 
northwest Minnesota. He said Department of Agriculture dollars could be accessed to 
accomplish some of the work. In addition to building dams, he said the use of drain 
tiles by rural landowners could be another factor in reducing downstream impacts of a 
diversion. In decades past, using underground pipes to drain water from farmland was 
perceived as causing problems, he said. 
Source: http://www.inforum.com/event/article/id/274621/ 

68. April 6, Great Falls Tribune – (Montana) Residents get break from levee 
mandate. Some 1,200 Great Falls and Vaughn residents living along the Sun River 
have received a reprieve from a looming deadline requiring their levees to be certified 
or face floodplain status on new federal maps, a U.S. senator said Monday. The Federal 
Emergency Management Agency (FEMA) is requiring new digital flood maps. As part 
of that process, levees had to be inspected and certified by April 28. Neither levee 
district has had the levees certified. The senator said Monday that U.S. Homeland 
Security Secretary agreed to cancel the April 28 deadline and send a FEMA 
certification team made up of national and regional staff to Great Falls to help 
determine the next steps in the flood re-mapping process. The Secretary also was 
agreeable to the senator’s request to find a longer term solution to the levee 
certification and flood map issue. Missing the deadline would result in de-accreditation, 
with the properties being shown as located in the floodplain on the new maps requiring 
higher insurance rates and lowering property values. Residents of the levees districts 
said the Army Corps of Engineers would not certify the levees and that they could not 
afford to hire a private company. 
Source: http://www.greatfallstribune.com/article/20100406/NEWS01/4060312 
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