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Top Stories 

 The Beckley Register-Herald reports that officials confirmed early Tuesday that 25 miners 
died Monday in a mine explosion at Massey Energy’s Performance Coal Co. in Montcoal, 
West Virginia. (See item 2) 

 According to the New York Times, a report issued Monday by Canadian and U.S. 
researchers provides a detailed account of how a spy operation it called the Shadow 
Network systematically hacked into personal computers in government offices on several 
continents. The researchers stressed that while the new spy ring focused primarily on India, 
there were clear international ramifications. (See item 38) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 6, Associated Press – (Montana) Missoula 911 dispatcher reported refinery 
explosion as joke. Missoula County, Montana, authorities are investigating after a 911 
dispatcher apparently broadcast a false report of an explosion last week as an April 
Fool’s Day prank. The request for an emergency response came over the airwaves 

http://www.dhs.gov/
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shortly after 8:30 a.m. on April 1, and the dispatcher told local fire and medical 
emergency services to respond to the Conoco bulk plant in Missoula for a large fire or 
explosion. The sheriff said the radio call was immediately followed by a request for 
cancellation. The Missoula County attorney has asked the sheriff’s department to 
investigate and determine if a criminal offense occurred. The emergency services 
director said his department would make a personnel decision after interviewing the 
employees who were there during the prank. He did not know whether emergency 
crews responded to the false report. 
Source: http://www.billingsgazette.com/news/state-and-
regional/montana/article_5d93e3c8-4177-11df-bb40-001cc4c002e0.html 

2. April 5, Beckley Register-Herald – (West Virginia) 25 confirmed dead in Montcoal 
mine explosion. Officials at the site of a Monday afternoon explosion at Massey 
Energy’s Performance Coal Co. in Montcoal in western Raleigh County, West 
Virginia, confirmed early Tuesday that 25 miners died in the blast. At a 2 a.m. press 
briefing, a Mine Safety and Health Administration (MSHA) administrator said rescue 
teams were pulled from the mine due to conditions inside. At that time four miners 
remained unaccounted for and two were receiving treatment at area hospitals. 
Concentrations of methane and carbon monoxide that rescue crews detected in the mine 
“were to the point that they were risking their own lives,” he said. Rescue efforts will 
resume as soon as conditions permit. Officials also plan to drill bore holes from the 
surface into the mine to help ventilate it and to collect samples. That process will take 
some time because a road will have to be dozed to the site where the hole will be 
drilled, he said. The incident at Massey Energy’s Performance Upper Big Branch Mine 
occurred shortly after 3 p.m. Monday. A nine-man crew was exiting the mine when 
there was an apparent explosion. Out of the nine miners on the man trip, seven were 
killed instantly. Officials said they believed the missing miners may be as far back as 
8,000 feet from mine portal. Authorities are hoping the trapped miners made it to one 
of the mine’s refuge chambers, which can provide 90 hours of oxygen. Those chambers 
will hold up to 36 people and have food and water available.  
Source: http://www.register-herald.com/todaysfrontpage/x552031616/Massey-Energy-
reports-explosion-at-W-Va-mine 

3. April 5, WDTV 5 Bridgeport – (West Virginia) Tank explosion in Upshur County. In 
Upshur County, West Virginia, an oil tank exploded Monday morning. A severe 
thunder storm came through Buckhannon, and lightening hit one of the oil tanks at Key 
Star Energy Plant. The tank was blown off the foundation and led to a Class B oil fire. 
It began around 10:30am and the Buckhannon Fire Department was on the scene within 
minutes. Shortly after leaving the scene, crews from the energy plant were cleaning up 
and one of the tanks reignited. Fire officials closed Hall Road and evacuated the area 
for about an hour. It left about half a million dollars worth of damage, and is being 
investigated by the state fire marshal. 
Source: http://www.wdtv.com/index.php/home/local-news/1473-tank-explosion-in-
upshur-county 

http://www.register-herald.com/todaysfrontpage/x552031616/Massey-Energy-reports-explosion-at-W-Va-mine
http://www.register-herald.com/todaysfrontpage/x552031616/Massey-Energy-reports-explosion-at-W-Va-mine
http://www.wdtv.com/index.php/home/local-news/1473-tank-explosion-in-upshur-county
http://www.wdtv.com/index.php/home/local-news/1473-tank-explosion-in-upshur-county
http://www.billingsgazette.com/news/state-and-regional/montana/article_5d93e3c8-4177-11df-bb40-001cc4c002e0.html
http://www.billingsgazette.com/news/state-and-regional/montana/article_5d93e3c8-4177-11df-bb40-001cc4c002e0.html
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4. April 5, Associated Press – (Puerto Rico) EPA takes over cleanup efforts at PR fuel 
depot. Owners of a Puerto Rican fuel depot that spewed thick, toxic smoke across the 
region when storage tanks exploded last year claim financial constraints will prevent 
further major cleanup, federal authorities said Monday. The U.S. Environmental 
Protection Agency said it will take over cleanup efforts at the Caribbean Petroleum 
Corp. site, where a huge explosion rocked the U.S. island’s capital of San Juan on 
October 23 and forced the evacuation of more than 1,500 people in a densely populated 
area. The federal agency will later seeks to recover its costs from Caribbean Petroleum. 
The company and its San Juan lawyers did not return phone messages or e-mails asking 
for comment. 
Source: http://cbs5.com/wireapnational/EPA.Owners.of.2.1612999.html 

5. April 3, KPRC 2 Houston – (Texas) ‘Cyber attack’ aimed at Texas electricity 
provider. A Houston, Texas, news station uncovered details about a so-called “cyber 
attack” on one of Texas’ largest electricity providers. A confidential e-mail obtained by 
Local 2 explains a “single IP address in China” tried 4,800 times to log in to the Lower 
Colorado River Authority’s computer system. In the e-mail, the Electricity Reliability 
Council of Texas reports all login attempts failed and went on to term the incident a 
“suspected sabotage event.” The e-mail explained the FBI had been notified. According 
to its Web site, the LCRA provides electricity to more than a million Texans in rural 
cities and towns. When contacted by Local 2, officials with the LCRA would “neither 
confirm, nor deny” the incident or the contents of the e-mail. Officials with the FBI’s 
Houston office also declined to comment. 
Source: http://www.click2houston.com/news/23046216/detail.html 

6. April 2, Federal Computer Week – (National) DOE pitches $10M for energy 
cybersecurity. The Energy Department has finally announced details of the grant it 
will award for setting up a National Electric Sector Cyber Security Organization, which 
will be the major authority charged with protecting the electricity grid. The grant is 
worth around $10 million and potential applicants have less than a month — until April 
30 — to pull their applications together. The National Energy Technology Laboratory 
is managing the process for DOE. The department first made the announcement about 
the new organization at the beginning of this year. The idea is to have it develop and 
establish safeguards for emerging technologies such as the smart grid, which will use 
IT to tie intelligent meters and other devices together to give a better way of managing 
power demand and supply. 
Source: http://fcw.com/blogs/quick-study/2010/04/energy-grid-cybersecurity-
grants.aspx 

For another story, see item 44  
 
[Return to top]  

Chemical Industry Sector 

http://cbs5.com/wireapnational/EPA.Owners.of.2.1612999.html
http://www.click2houston.com/news/23046216/detail.html
http://fcw.com/blogs/quick-study/2010/04/energy-grid-cybersecurity-grants.aspx
http://fcw.com/blogs/quick-study/2010/04/energy-grid-cybersecurity-grants.aspx
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7. April 6, Grand Rapids Press – (Michigan) Semi flips over on ramp from U.S. 131 to 
Ann Street near downtown Grand Rapids. Authorities have closed the on- and off-
ramps from northbound U.S. 131 to Ann Street due to a semi-truck that has flipped 
over while leaving the highway in Grand Rapids. Fire crews were on scene attending to 
a possible anhydrous ammonia leak. The crash happened about 8:45 a.m. and it was not 
immediately clear how long the ramps will be shut down. The semi driver, a 57-year-
old man, was taken to Spectrum Health Butterworth Hospital with minor injuries. 
Source: http://www.mlive.com/news/grand-
rapids/index.ssf/2010/04/semi_flips_over_closes_off-ram.html 

8. April 5, Houston Chronicle – (National) Why chemical plants are vulnerable to 
terrorism. Almost a decade after the September 11th attacks, the Department of 
Homeland Security has inspected just 12 of the 6,000 chemical facilities that require 
special security measures. Delays in implementing what some in the industry complain 
are fuzzy, confusing security standards mean thousands of plants could still be 
vulnerable. Local security consultants said some clients have been waiting more than 
six months for DHS to give preliminary approval to proposed security plans for their 
facilities. “We won’t know whether they have actually, in fact, secured as they should 
have until the inspections take place, and my hope is that we will get those inspections 
taken place as quickly as possible,” said a U.S. Representative from Texas. Security 
consultants said that until clients receive preliminary approval of their site plans, some 
are reluctant to make investments because they do not know whether DHS will approve 
their proposals. The acting deputy assistant secretary for infrastructure protection at 
DHS said it has made progress in the anti-terrorism program, Congress has worked to 
ensure funding, and the industry is aware of requirements. DHS recently pre-authorized 
the 12 plans of facilities currently being audited and expects more to get under way this 
month. According to the Department, the process is delayed partly by site security 
plans lacking clarity and detail, which must go back to companies for revisions or 
clarifications. 
Source: http://www.chron.com/disp/story.mpl/business/energy/6943880.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. April 6, Associated Press – (Vermont) Vermont House panel to finish on Vermont 
Yankee decommissioning bill. A Vermont House committee is expected this week to 
put the finishing touches on a bill that would mark the third effort in recent years to 
strengthen the fund set aside to pay for dismantling the Vermont Yankee nuclear plant 
when it shuts down. The House Natural Resources and Energy Committee is hoping to 
avoid one scenario that the federal Nuclear Regulatory Commission says would be OK: 
mothballing the Vernon reactor for up to 60 years while the decommissioning fund 
grows in hopes that it eventually will meet the cost of removing the reactor’s 
radioactive components. The bill also calls for $50 million to be set aside to cover the 
difference between federal standards and the more extensive site cleanup the state of 
Vermont is seeking. 

http://www.mlive.com/news/grand-rapids/index.ssf/2010/04/semi_flips_over_closes_off-ram.html
http://www.mlive.com/news/grand-rapids/index.ssf/2010/04/semi_flips_over_closes_off-ram.html
http://www.chron.com/disp/story.mpl/business/energy/6943880.html
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Source: 
http://www.burlingtonfreepress.com/apps/pbcs.dll/artikkel?NoCache=1&Dato=201004
06&Kategori=NEWS03&Lopenr=100406007&Ref=AR 

10. April 6, Toledo Blade – (Ohio) Scientists: Keep Davis-Besse idle group wants leaks 
addressed. Until FirstEnergy Corp. implements measures to ensure Davis-Besse 
nuclear plant’s reactor does not violate federal health and safety regulations, the Oak 
Harbor nuclear plant should not be allowed to restart, the Union of Concerned 
Scientists said. The science group Monday asked the U.S. Nuclear Regulatory 
Commission to keep Davis-Besse idle until it solves problems with leaking cracks in its 
reactor. Federal regulations require reactors be shut down immediately whenever such 
leakage occurs, it noted. FirstEnergy does not yet have a time line for when Davis-
Besse — which was idled February 28 for normal refueling and maintenance — is 
expected to be repaired and restarted, a spokesman said. Several of Davis-Besse’s 69 
control-rod drive mechanism nozzles were found to be cracked or otherwise damaged, 
and some had leaked. A repair plan is to be submitted to the NRC. French contractor 
AREVA has started some repair work. 
Source: http://toledoblade.com/article/20100406/NEWS16/4060352 

11. April 5, Associated Press – (South Carolina; Utah) Utah: SC waste won’t have to be 
shipped elsewhere. About 3,500 tons of waste from a former nuclear weapons 
complex in South Carolina awaiting disposal near Salt Lake City meets Utah’s health 
and safety standards, state regulators said Monday. Utah’s Department of 
Environmental Quality said test results from a Tennessee lab confirmed that the 
Savannah River Site’s depleted uranium radiation levels don’t exceed state standards, 
so the waste won’t have to be shipped elsewhere. EnergySolutions Inc. is only licensed 
to accept the lowest classification of low-level radioactive waste at its facility in the 
desert about 70 miles west of Salt Lake City. The Utah Governor ordered testing of the 
depleted uranium from the Savannah River Site in January after an environmental 
group said it reviewed shipping manifests for some of the waste and found some barrels 
likely contained waste that’s too hot to be disposed of in the state. That is because the 
material includes radionuclide technetium-99, a man-made product that results from the 
fissioning of nuclear fuel in a reactor to make plutonium for nuclear weapons. State law 
only allows for certain levels of the material to be disposed of in Utah. EnergySolutions 
said the laboratory testing validated its long-held position that the waste can safely be 
disposed in Utah. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5i8rv_hl-
Y9RdB9WJW_7wP00UgUaAD9ET6OT00 

[Return to top]  

Critical Manufacturing Sector 

12. April 6, Bloomberg – (National) Toyota hid pedal defect in violation of U.S. law, 
LaHood says. Toyota Motor Corporation “knowingly hid a dangerous defect” that 
caused its vehicles to accelerate unexpectedly, the U.S. said, for the first time accusing 

http://toledoblade.com/article/20100406/NEWS16/4060352
http://www.google.com/hostednews/ap/article/ALeqM5i8rv_hl-Y9RdB9WJW_7wP00UgUaAD9ET6OT00
http://www.google.com/hostednews/ap/article/ALeqM5i8rv_hl-Y9RdB9WJW_7wP00UgUaAD9ET6OT00
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the world’s largest automaker of breaking the law. The U.S. Transportation Secretary 
proposed a record civil penalty of $16.4 million, the most the government can impose. 
The fine recommended yesterday escalates the confrontation between Toyota and the 
Secretary, who initially praised the carmaker for its handling of recalls the company 
attributed to faulty accelerator pedals. The fine was announced the week after Toyota 
reported U.S. sales rose 41 percent in March, signaling the company may be recovering 
from global recalls of more than 8 million vehicles. Toyota waited at least four months 
before telling U.S. regulators that gas pedals might stick, the Secretary said in a 
statement yesterday. Companies have five business days to report safety defects, the 
Transportation Department said. 
Source: http://www.businessweek.com/news/2010-04-06/toyota-hid-pedal-defect-in-
violation-of-u-s-law-lahood-says.html 

13. April 5, Sioux City Journal – (Iowa) Fire damages Ida Grove GOMACO plant. The 
Ida Grove, Iowa Fire Department, along with fire departments from Battle Creek and 
Arthur, battled a blaze at GOMACO Corp.’s Plant Number 2 Monday night, said the 
Ida Grove Fire Chief. According to the chief, firefighters were called to the company’s 
East Highway location and remained on the scene for more than an hour-and-a-half. 
The plant’s roof had caved in during the winter and construction workers were cutting 
and removing I-beams Monday. Sparks from a welding torch may have ignited some 
roofing material inside the plant, causing the blaze. The Iowa State Fire Marshal has 
been contacted to investigate the fire. 
Source: http://www.siouxcityjournal.com/news/state-and-
regional/iowa/article_6172ef0c-4122-11df-adc8-001cc4c03286.html 

14. April 5, USA Today – (National) Mazda, GM put in ‘smart pedals’ to reassure 
buyers. Automakers believe Toyota’s struggles with unintended-acceleration claims 
have made auto buyers so nervous that even companies not bedeviled by such claims 
feel compelled to announce remedies anyway. General Motors, for example, said 
Monday it will put brake-throttle override technology, also known as “smart pedals,” 
into all its vehicles by the end of 2012, even though GM pedals are involved in 
relatively few safety complaints to the government. GM already has an internal 
requirement for brakes to be able to stop a vehicle with an open throttle from highway 
speed, even without a system that overrides a stuck throttle. Mazda confirmed Monday 
that it, too, will introduce brake-throttle override on the Mazda2 subcompact on sale 
this summer, and will have it on all models by the end of the 2011 model year. Brake-
throttle overrides sense when both the throttle’s open and the brakes are being applied 
hard. The systems then use a vehicle’s traction control and other electronics to cut 
engine power to ensure the brakes will prevail. 
Source: http://www.usatoday.com/money/autos/2010-04-06-brakes06_ST_N.htm 

[Return to top]  

Defense Industrial Base Sector 

http://www.siouxcityjournal.com/news/state-and-regional/iowa/article_6172ef0c-4122-11df-adc8-001cc4c03286.html
http://www.siouxcityjournal.com/news/state-and-regional/iowa/article_6172ef0c-4122-11df-adc8-001cc4c03286.html
http://www.usatoday.com/money/autos/2010-04-06-brakes06_ST_N.htm
http://www.businessweek.com/news/2010-04-06/toyota-hid-pedal-defect-in-violation-of-u-s-law-lahood-says.html
http://www.businessweek.com/news/2010-04-06/toyota-hid-pedal-defect-in-violation-of-u-s-law-lahood-says.html
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15. April 6, Space-Travel.com – (National) What caused the Ares I-X parachute to 
fail. After a thorough root cause analysis, NASA has pinpointed the likely culprit 
behind the Ares I-X parachute system anomaly - an errant cord yank that caused one 
reefing line pyro charge to fire prematurely while still in the parachute pack. During the 
Ares I-X suborbital flight, the packed parachutes shook and shimmied inside the 
vehicle. Engineers believe the pack dynamics resulted in the snagging of a reefing line 
cutter lanyard, pulling the pin and activating the blade that cuts the line before the 
parachutes were deployed. Ares designers shortened a Y-shaped interior support 
structure to reduce the risk of snagging and damaging the fabric canopy during 
deployment. This design change provided more room for the parachutes but introduced 
an opportunity for them to move more than anticipated during the flight. Post-launch 
Ares I-X video analysis taken from an on-board camera shows the parachute packs 
swinging side-to-side inside the vehicle. This movement, which was greater than 
expected, is the likely cause of the premature tug of the lanyard linked to the reefing 
line cutter. 
Source: http://www.space-
travel.com/reports/What_Caused_The_Ares_IX_Parachute_To_Fail_999.html 

[Return to top]  

Banking and Finance Sector 

16. April 6, Bank Info Security – (Kansas) Ex-FDIC employee guilty of data leak. A 
former employee of the Federal Deposit Insurance Corporation (FDIC) pled guilty on 
April 2 to leaking confidential customer information while she was working at an 
Overland Park, Kansas bank that had been taken over by the banking regulator. The 63 
year old suspect of Lenexa, Kansas, pled guilty to disclosing confidential information 
while she was an employee of the FDIC. She worked as a loan officer for Columbian 
Bank and Trust when the bank failed and was placed into FDIC receivership on August 
22, 2008. She was then hired as an employee by the FDIC’s Division of Resolutions 
and Receiverships to assist with the bank’s closing. The suspect had access to 
confidential financial records of the FDIC and personal information, including 
borrowers’ tax returns. While working in that job, she admitted she disclosed 
confidential information from the FDIC, including the identity and income amount of a 
person with outstanding loans at Columbian Bank and Trust, said a U.S. Attorney. The 
suspect also disclosed the borrower’s tax return.  
Source: http://www.bankinfosecurity.com/articles.php?art_id=2381 

17. April 5, KGWN 5 Cheyenne – (Wyoming) Local restaurants hit with credit card 
scam. Four local restaurants were targets over the weekend of a credit card scam. 
Cheyenne Police say the Pie Lady, Olive Garden, Golden House and Cloud Nine 
received calls from a man requesting receipt information, like credit card numbers. The 
man used an alias and claimed to be a detective with the Cheyenne Police Department. 
None of the restaurants gave any information to the caller. But, without a suspect in 
custody, Cheyenne Police are worried other restaurants may be targeted. 
Source: http://www.kgwn.tv/story.aspx?ID=3888&Cat=2 

http://www.space-travel.com/reports/What_Caused_The_Ares_IX_Parachute_To_Fail_999.html
http://www.space-travel.com/reports/What_Caused_The_Ares_IX_Parachute_To_Fail_999.html
http://www.bankinfosecurity.com/articles.php?art_id=2381
http://www.kgwn.tv/story.aspx?ID=3888&Cat=2
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18. April 5, Atascocita Tribune – (Texas) Atascocita Chase Bank receives bomb 
threat. An irate man threatened to blow up the Atascocita Chase Bank last week. 
According to a Harris County Sheriff’s officer, Chase Bank, located at 19240 West 
Lake Houston Parkway, received a bomb threat in the late afternoon of March 31. The 
officer said a man, apparently upset with the bank, made a threat that resulted in dozens 
of hours of manpower and inconvenience to the area. The bank is located in the Kroger 
Shopping Center at the northeast corner of FM 1960 and West Lake Houston Parkway. 
The entire shopping center was cordoned off with police tape for at least two hours, 
with a minimum of 10 deputies on site, according to witnesses. Driveways were 
blocked by police cars with lights flashing. According to the officer, a K-9 officer was 
brought in, a full and thorough search commenced, and nothing was found.  
Source: http://ourtribune.com/article.php?id=9716 

[Return to top]  

Transportation Sector 

19. April 6, WREG 3 Memphis – (Mississippi) Airport vandals cause damage, 
concern. The Corinth-Alcorn airport sees from a dozen or so planes a day, to just a 
few, but a growing problem has people here concerned for the safety of all of them, and 
people who live nearby. The runway at Corinth-Alcorn airport is the busiest in 
Northeast Mississippi outside Tupelo, but recent vandalism has managers here 
concerned. Someone has been breaking into the airport property, and stealing or 
damaging the colored lights the line the runway. “It marks the runways, the taxiways 
and at night time it is an absolute necessity to have that lighting,” said the airport 
manager. Those lights tell pilots where to takeoff and land, and where to go once they 
get on the ground. The fixtures can cost hundreds, while the colored lenses can cost 
about $50. Vandals have broken the fence line in several places, sometimes, even 
driving onto the airport property in four-wheelers. That leaves openings in the airports 
secure perimeter and that could present an invitation to many unwanted guests. “We’ve 
on rare occasions seen deer inside the airfield and a couple of times we had some cattle 
on the field,” said the airport manager. 
Source: http://www.wreg.com/news/wreg-airport-vandals,0,28712.story 

20. April 5, Anchorage Daily News – (Alaska) Passenger removed from airplane after 
disturbance. A Briton was arrested in Anchorage this weekend after he threatened to 
attack a pilot on an international flight and caused the crew to divert to Anchorage’s 
international airport, the FBI said. The man was charged with a single count of 
interfering with a flight crew aboard the American Airlines flight from Los Angeles to 
Tokyo, the FBI said. According to an FBI affidavit filed in court, the man had 
consumed at least one alcoholic drink before boarding in Los Angeles just after noon 
on Saturday and about six drinks on the flight. When flight attendants cut him off 
because his speech was slurred, the man began yelling and cursing, the FBI said. The 
man then threatened the pilot, the FBI said. The pilot grabbed the man’s hand and spun 
him around, and two passengers held him while the crew cuffed him, the FBI said. The 
man continued to struggle, kicking the seat ahead of him and a flight attendant in the 

http://ourtribune.com/article.php?id=9716
http://www.wreg.com/news/wreg-airport-vandals,0,28712.story
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groin and shoulder, the FBI said. 
Source: http://www.adn.com/2010/04/05/1213251/passenger-removed-from-
airplane.html 

21. April 5, USA Today – (National) FAA error-reporting program reveals hazards, 
yields fixes. A new error-reporting program in the nation’s air-traffic system is 
revealing thousands of previously unknown hazards such as dangerous runway 
crossings and unreported midair problems. In the year and a half since the Federal 
Aviation Administration (FAA) kicked off the program — which guarantees employees 
immunity in exchange for honest accounts of all but the most serious lapses — the 
agency has been deluged by more than 14,000 reports, according to agency records 
reviewed by USA TODAY. The reports, which had not been widely released until now, 
have allowed the FAA to make numerous fixes to festering problems, such as 
improving signage at critical runway intersections, the agency says. It has also opened a 
window into what was widely suspected but could never be documented: that far more 
planes are sent on errant and potentially dangerous tracks than were ever officially 
reported.  
Source: http://abcnews.go.com/Travel/faa-error-reporting-program-reveals-hazards-
yields-fixes/story?id=10285215 

22. April 4, Ventura County Star – (California) Coast Guard to investigate explosion 
aboard tanker in Port Hueneme. U.S. Coast Guard personnel were waiting for the 
all-clear signal Saturday afternoon before entering the engine room of a 600-foot vessel 
that was the site of a midmorning explosion in Port Hueneme. The tanker Champion 
Adriatic, registered in Liberia, was docked and cargo was being transferred when the 
vessel’s auxiliary boiler experienced “either a big backfire or a small explosion” about 
10:30 a.m., said the public affairs officer for U.S. Coast Guard Sector Los Angeles-
Long Beach. The transfer of the cargo was immediately halted, the officer said. The 
explosion did not cause any injuries, according to the Ventura County Fire Department, 
which responded to the incident. “Coast Guard personnel are not entering until it is 
deemed completely safe to do so,” he said. The extent of any damage to the vessel and 
its unspecified cargo was not immediately known. 
Source: http://www.vcstar.com/news/2010/apr/04/coast-guard-to-investigate-explosion-
aboard-in/ 

For more stories, see items 7 and 23  
 
[Return to top]  

Postal and Shipping Sector 

23. April 6, Associated Press – (Texas) Powder forces evacuation of part of Texas 
airport. Authorities have evacuated about 30 people from the administrative offices of 
the San Antonio International Airport after the discovery of an envelope containing 
white powder. Officials say airport employees found the envelope in the mail around 
2:30 p.m. Monday. An airport spokesman told the San Antonio Express News that the 

http://abcnews.go.com/Travel/faa-error-reporting-program-reveals-hazards-yields-fixes/story?id=10285215
http://abcnews.go.com/Travel/faa-error-reporting-program-reveals-hazards-yields-fixes/story?id=10285215
http://www.vcstar.com/news/2010/apr/04/coast-guard-to-investigate-explosion-aboard-in/
http://www.vcstar.com/news/2010/apr/04/coast-guard-to-investigate-explosion-aboard-in/
http://www.adn.com/2010/04/05/1213251/passenger-removed-from-airplane.html
http://www.adn.com/2010/04/05/1213251/passenger-removed-from-airplane.html
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incident did not affect passengers or flights. A spokesman for the San Antonio fire 
department said firefighters trained to handle hazardous materials were at the airport. 
The department’s hazardous materials team was not sent to the scene. The offices 
overlook the check-in level of the airport. No injuries were reported. 
Source: 
http://www.dallasnews.com/sharedcontent/APStories/stories/D9ET8TGO0.html 

24. April 5, Woodinville Weekly – (Washington) Post Office evacuated following peculiar 
incident. City prosecutors are still trying to determine if charges will be filed against 
the 50-year-old Woodinville salesman who backed up his SUV in front of the 
Woodinville Post Office, apparently locked himself out of his vehicle, triggered a 
misting device on the vehicle’s roof that sprayed a mysterious fluid toward the front 
door and walked away on Thursday. The fluid, it turns out, was water. But the bizarre 
incident evacuated the post office for three hours and set off a full-blown hazardous 
materials response from the Woodinville Fire & Life Safety District. “It’s our 
responsibility to assume the worst-case scenario,” the WFLSD community services 
spokesman said. The spokesman said a service call came in at 12:26 p.m. for a vehicle 
“leaking some sort of fluid” toward the front door of the post office right next door to 
the fire house. “When we arrived we saw an SUV backed into a parking stall with a 
contraption on its roof containing a generator, an air compressor and a spraying 
device,” he said. “Every 10 seconds or so it would spray a puff of mist, and evidently it 
was hitting customers coming in and out of the post office.” The call came in from the 
Woodinville Postmaster, who was alerted to the disturbance by customers, made an 
announcement to locate the driver of the vehicle, and evacuated the federal building 
when she received no public response. “We cordoned off the area and set up our 
HAZMAT team to identify the fluid and pretty quickly determined it was distilled 
water,” the spokesman said. 
Source: 
http://www.nwnews.com/index.php?option=com_content&view=article&id=1118:post
-office-evacuated-following-peculiar-incident&catid=34:news&Itemid=72 

[Return to top]  

Agriculture and Food Sector 

25. April 5, U.S. Food Safety and Inspection Service – (North Dakota; National) North 
Dakota firm recalls whole beef head products that contain prohibited 
materials. North American Bison Co-Op, a New Rockford, North Dakota 
establishment, is recalling approximately 25,000 pounds of whole beef heads 
containing tongues that may not have had the tonsils completely removed, which is not 
compliant with regulations that require the removal of tonsils from cattle of all ages, the 
U.S. Department of Agriculture’s Food Safety and Inspection Service (FSIS) 
announced today. Tonsils are considered a specified risk material (SRM) and must be 
removed from cattle of all ages in accordance with FSIS regulations. SRMs are tissues 
that are known to contain the infective agent in cattle infected with Bovine Spongiform 
Encephalopathy (BSE), as well as materials that are closely associated with these 

http://www.nwnews.com/index.php?option=com_content&view=article&id=1118:post-office-evacuated-following-peculiar-incident&catid=34:news&Itemid=72
http://www.nwnews.com/index.php?option=com_content&view=article&id=1118:post-office-evacuated-following-peculiar-incident&catid=34:news&Itemid=72
http://www.dallasnews.com/sharedcontent/APStories/stories/D9ET8TGO0.html
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potentially infective tissues. Therefore, FSIS prohibits SRMs from use as human food 
to minimize potential human exposure to the BSE agent. The recalled products were 
produced between June 25, 2009, and February 19, 2010. These products were shipped 
to distribution centers in Maryland, Michigan, and Minnesota for further sale. The 
problem was discovered during FSIS inspection activities at the establishment. 
Source: 
http://www.fsis.usda.gov/News_&_Events/Recall_023_2010_Release/index.asp 

[Return to top]  

Water Sector 

26. April 6, Pike People’s Tribune – (Missouri) No environmental damage from water 
plant mishap. The Bowling Green, Missouri, Public Works manager said there should 
be no environmental damage following a valve malfunction at the water plant that led 
to a spill of about 2,000 gallons of sludge flowing into a creek in Buckner Hollow. He 
said the “sludge” from the plant is water drawn from the lake at the beginning of the 
treatment process. Carbon had been added to begin settling solids and to treat 
discoloration. This is unlike wastewater sludge which consists primarily of solids that 
have settled out or have been pressed out of sewage during the treatment process. This 
spill, which occurred on Monday, eventually reached Noix Creek and affected nearly 
2.5 miles of waterways according to the Department of Natural Resources (DNR). He 
said he discovered the faulty check valve at about 2 p.m. on Monday that caused the 
overflow. It is unknown how long the leak went undiscovered. He added that Alliance 
crews have installed a new check valve in the pump and an additional safeguard has 
been added. Immediately after the overflow was discovered, DNR officials were 
contacted. A DNR investigator was dispatched from the Macon office that collected 
samples of water in the creek to be tested for by-products of the drinking water 
treatment process. The overflow happened before any major treatment to the water had 
occurred. The manager added DNR will have a final report and the city may receive a 
notice of violation. 
Source: http://thepeoplestribune.com/?p=4660 

27. April 6, Circle of Blue – (National) Biofuels that save water and land. Though liquid 
fuels derived from plants have the potential to shift energy production to much cleaner 
products, the environmental benefits do not surpass the risks, according to a number of 
influential studies including a 2009 United Nations report. That tilt may soon be righted 
by researchers at the University of Virginia (UVA) and the Seawater Foundation, who 
discovered that the most important source of the risk-benefit imbalance was the heavy 
reliance on fresh water and the need for petroleum-based fertilizer to improve plant 
productivity. Researchers at both organizations substituted wastewater rich in organic 
material and developed much cleaner and efficient practices for biofuels development. 
The lead researcher and colleagues in the Civil Engineering Department at UVA found 
that algae production could be cleaner and municipal wastewater treatment costs could 
be reduced if the two processes worked together symbiotically. One option studied 
includes growing algae in nutrient-rich wastewater, which reduces the need for 

http://thepeoplestribune.com/?p=4660
http://www.fsis.usda.gov/News_&_Events/Recall_023_2010_Release/index.asp
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synthetic fertilizer. In turn, the algae remove nutrients from the water and save energy 
by doing part of the treatment plant’s work. The consequence of scaling up the team’s 
work is potentially immense. Removing nutrients from wastewater uses 60 to 80 
percent of a treatment plant’s energy budget, he said. 
Source: http://www.circleofblue.org/waternews/2010/world/biofuels-that-save-water-
and-land/ 

28. April 6, Brockton Enterprise – (Massachusetts) Brockton sewer plant violated 
permit, dumped minimally treated water. Brockton, Massachusetts’ wastewater 
treatment plant dumped an estimated 5.31 million gallons of minimally treated 
wastewater into the Salisbury Plain River last week and violated the terms of its permit 
for release of fecal coliform bacteria. The person who oversees the plant for the city, 
told The Enterprise on Friday the plant had conformed to federal and state limits 
outlined in its permit. But on Monday, he said the plant violated its permit when 5.64 
inches of rain fell last week, flooding the plant with more than 60 million gallons of 
water from Tuesday to Wednesday. The facility is designed to handle 18 million 
gallons of water per day, he said. For a total of 42.5 hours from Tuesday to Thursday 
last week, about 5.31 million gallons of wastewater were dumped into the river without 
receiving biological treatment. All of the wastewater was first filtered through primary 
treatment — where heavy solids are removed from the water — and disinfected with 
UV technology. On Thursday, April 1, the plant’s coliform count was 1,960 colonies 
per 100 mL, almost five times what its permit allows. The violation was reported to the 
state Department of Environmental Protection. On Tuesday of last week, the plant 
released fecal coliform bacteria at 2,280 colonies per 100 mL, and on Wednesday, the 
count was 10,600 colonies per mL, more than 26 times the limit for releases made after 
April 1. “But the other alternatives are flooding the plant ... or backing it up in the 
system, which would cause sewage to back up into people’s homes and basements,” he 
said. 
Source: http://www.wickedlocal.com/brockton/news/x905414775/Brockton-sewer-
plant-violated-permit-dumped-minimally-treated-water 

29. April 6, Rutland Herald – (Vermont) Fuel oil spills into Tinmouth Pond. Petroleum 
from a flooded camp basement leached into Chipman Lake last week and residents 
have been warned about using the water. Vermont State officials have spent several 
days cleaning up and containing the spill on the 18-acre lake — also known as 
Tinmouth Pond — ever since residents reported seeing a white film on its surface. 
“Sometime between last Monday and last Wednesday, one of the seasonal camps on 
West Shore Drive on Tinmouth Pond apparently had some flooding in the basement,” 
according to a spokesman from the state Agency of Natural Resources Compliance and 
Enforcement Division. Home heating oil from a basement tank mixed with the water 
and was eventually pumped from the structure by a contractor working for the camp 
owner, he said. He started an investigation on Thursday by researching the source and 
contacting the state’s spill response program based in Waterbury. A Williston-based 
private contractor, Environmental Products & Services of Vermont, Inc., then spent 
Thursday evening, Friday, and part of the weekend conducting surface water 
containment and cleaning up, he said. The state Department of Health issued letters on 

http://www.wickedlocal.com/brockton/news/x905414775/Brockton-sewer-plant-violated-permit-dumped-minimally-treated-water
http://www.wickedlocal.com/brockton/news/x905414775/Brockton-sewer-plant-violated-permit-dumped-minimally-treated-water
http://www.circleofblue.org/waternews/2010/world/biofuels-that-save-water-and-land/
http://www.circleofblue.org/waternews/2010/world/biofuels-that-save-water-and-land/
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Friday to the approximately 75 property owners on Chipman Lake, advising residents 
not to use the water. Environmental Products & Services returned on Monday to 
continue the work and is expected to be there most of this week with possible return 
visits over the next several weeks.  
Source: 
http://www.rutlandherald.com/article/20100406/NEWS01/4060343/1002/NEWS01 

30. April 5, Kingston Daily Freeman – (New York) New NYC rules for watershed now 
in effect. Updated regulations for the New York City reservoir system watershed took 
effect on Sunday. The City Department of Environmental Protection commissioner said 
the new regulations amend existing regulations to align them with changes made in 
federal and state law over the past 10 years, and address issues that have been raised 
during the city’s administration and enforcement of the regulations since their adoption. 
The previous regulations were adopted in 1997 as part of the Filtration Avoidance 
Determination issued by the U.S. Environmental Protection Agency, which allowed the 
city to continue operating its unfiltered drinking system from the Catskill and Delaware 
watersheds. “To protect this vital resource, the city has purchased land or easements on 
more than 108,000 acres upstate. And we work closely with our upstate partners to 
prevent impacts on water quality from agricultural uses or other development. These 
updated regulations are another step to ensure that projects in the city’s watershed are 
designed and constructed in ways that protects water quality.” Fourteen sections of the 
Watershed Regulations have been updated to prevent contamination to and degradation 
of the city’s surface water supply.  
Source: 
http://www.dailyfreeman.com/articles/2010/04/05/news/doc4bb9453cf1916379188798.
txt 

For more stories, see items 5 and 44  
 
[Return to top]  

Public Health and Healthcare Sector 

31. April 6, Help Net Security – (National) Healthcare industry overlooks critical gaps 
in data security. As the healthcare industry prepares for a major shift to electronic 
health records (EHRs) over the next several years, a new bi-annual report provides data 
that shows that providers are still having difficulty adequately securing patient data in a 
rapidly changing landscape. The 2010 HIMSS Analytics Report: Security of Patient 
Data indicates that healthcare organizations are actively taking steps to ensure that 
patient data is secure. However, these efforts appear to be more reactive than proactive, 
as hospitals dedicate more resources toward breach response vs. breach prevention 
through risk management activities. “The results of the latest study are bittersweet to 
say the least,” said the chief operating officer for Kroll Fraud Solutions. “On one hand, 
healthcare organizations are demonstrating increased awareness of the state of patient 
data security as a result of heightened regulatory activity and increased compliance. On 
the other, organizations are so afraid of being labeled ‘noncompliant’ that they 

http://www.dailyfreeman.com/articles/2010/04/05/news/doc4bb9453cf1916379188798.txt
http://www.dailyfreeman.com/articles/2010/04/05/news/doc4bb9453cf1916379188798.txt
http://www.rutlandherald.com/article/20100406/NEWS01/4060343/1002/NEWS01
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overlook the bigger elephant in the room, the still-present risk and escalating costs 
associated with a data breach. We need to shift the industry focus from a ‘check the 
box’ mentality around compliance to a more comprehensive, sustained look at data 
security.”  
Source: http://www.net-security.org/secworld.php?id=9102 

32. April 6, Homeland Security Today – (International) H1N1 outbreaks in US, abroad 
carefully monitored. As the deadly H1N1 flu is making a comeback in places around 
the world, including in the southwest United States – Georgia in particular, which has 
been hit particularly hard – authorities are wondering whether these new outbreaks of 
the influenza virus represent a worrisome “third wave,” a new mutation, or whether 
something else is in play that’s responsible. Alabama and North Carolina also have 
reported outbreaks, Centers for Disease Control and Prevention (CDC) officials 
reported in their latest update on the spread of the virus. CDC warned Georgians to get 
vaccinated for the H1N1 flu. Georgia has one of the lowest rates of vaccination among 
its population, which some experts believe is likely contributing to the increase in new 
infections there. Local activity has also been reported in Arkansas, Louisiana, 
Mississippi, Tennessee, Virginia, Hawaii, New Mexico and Puerto Rico. Across the 
world in Malaysia, new A H1N1 clusters have been detected throughout the country, 
putting the country’s Health Ministry on high alert. The World Health Organization 
(WHO) reported that the H1N1 pandemic influenza remains the most prominent 
influenza virus circulating around the world and that the virus remains active in parts of 
the tropical zones of Asia, the Americas, and Africa.  
Source: http://www.hstoday.us/content/view/12796/149/ 

33. April 5, Federal Bureau of Investigation – (Texas) Plano, Texas man arrested by FBI 
for threatening deadly violence at abortion clinic in Dallas. A man was arrested 
Saturday afternoon by FBI agents at his home in Plano, Texas, on charges that he 
threatened to use deadly force to stop an abortion at the Southwestern Women’s 
Surgery Center in Dallas, announced the U.S. Attorney of the Northern District of 
Texas. The man made his initial appearance before the U.S. Magistrate of the Eastern 
District of Texas, Monday morning in Plano, however his detention hearing was 
continued to April 15, 2010, at 9:30 a.m. The federal complaint charges the man with 
one count of using interstate commerce to communicate a threat to injure and one count 
of threatening force to intimidate and interfere with clients and employees of a 
reproductive health service in order to intimidate that facility’s clients and employees 
from obtaining and providing reproductive health services. 
Source: http://dallas.fbi.gov/dojpressrel/pressrel10/dl040510.htm 

34. April 2, Asheville Citizen-Times – (North Carolina) Police subdue armed man outside 
VA Medical Center. Police officers subdued an armed man outside the Charles 
George VA Medical Center in Asheville the night of April 1, authorities said. VA 
officers responded to a report around 11:45 p.m. of a man sitting in his car with a 
shotgun, the hospital’s spokesman said. He said police repeatedly asked the man to put 
down the weapon and get out of his car, which was parked outside the emergency 
department. The man got out of the car, still holding the weapon, and turned toward 

http://www.hstoday.us/content/view/12796/149/
http://dallas.fbi.gov/dojpressrel/pressrel10/dl040510.htm
http://www.net-security.org/secworld.php?id=9102
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one of the officers. Police fired two shots at the suspect but did not hit him. Three 
officers then rushed the suspect and got him on the ground. He was handcuffed without 
further incident. The man was being held April 2 at the hospital for medical 
observation. Asheville police, the FBI, the U.S. Attorney’s Office, and the VA Office 
of the Inspector General were notified of the incident. 
Source: http://www.citizen-
times.com/article/20100402/NEWS01/100402013/1007/COLUMNISTS 

[Return to top]  

Government Facilities Sector 

35. April 6, Associated Press – (Minnesota) Eighth-grader terrifies students with 
handgun. Authorities say they expect an eighth-grader will be charged with multiple 
felonies after terrorizing two classes at Hastings Middle School with a loaded handgun. 
School officials say the 14-year-old boy burst into a science class Monday and pointed 
the gun at the teacher and at students, who were too stunned to leave their seats. The 
boy then moved on to another classroom and broke a window to unlock the door and 
gain entry. He again pointed the loaded gun at students in the class, but fled without 
firing any shots. School officials say a police liaison officer caught up with the student 
as he ran out of the building and tackled him. Officers from Hastings and Dakota 
County arrested the boy and took him to juvenile detention. 
Source: http://www.duluthnewstribune.com/event/apArticle/id/D9ETIRUG1/ 

36. April 6, Global Security Newswire – (Oregon) Army to retrain workers after 
mustard agent exposure. The U.S. Army has promised to put in place new safety 
measures and to go over existing procedures with personnel at the Umatilla Chemical 
Depot in Oregon following a mustard agent exposure incident last month, the 
Oregonian reported. Biological analysis has confirmed that a depot worker did come 
into contact with blister agent on March 17 while adjusting measuring equipment at the 
depot’s chemical warfare materials incineration site. The material had escaped from a 
nozzle used to remove mustard agent from storage tanks ahead of disposal, falling onto 
a block that was touched by the worker. The mishap resulted in only a blister.  The first 
safety improvements to be put in place encompass better cleaning of the nozzles and a 
rule that personnel notify authorities and leave the site should they spot unidentifiable 
liquids. An analysis concluded that the incident was caused by four factors — “conduct 
of operations, procedural compliance, mustard agent awareness and the entry planning 
process,” according to a U.S. Army Chemical Materials Agency release. “The analysis 
requires immediate corrective actions that will be required to return to performing less-
than-Demilitarization Protective Ensemble (DPE) entries, the highest level of 
protection,” the release states. “These changes include re-education and certification of 
employees involved in the entry process, modifications to procedures and the work 
authorization process, and enhanced management oversight of entries.” 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100406_9659.php 

http://www.duluthnewstribune.com/event/apArticle/id/D9ETIRUG1/
http://www.globalsecuritynewswire.org/gsn/nw_20100406_9659.php
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37. April 6, Salisbury Post – (North Carolina) County oks closing National Guard 
road. The Rowan County Board of Commissioners approved Monday the closing of 
National Guard Road at the Rowan County Airport to help improve security measures 
at the Guard facility. A colonel with the North Carolina National Guard said in a recent 
letter to the county manager that requirements from Homeland Security’s Anti-
Terrorism Force Protection have increased where military aircraft are operated, 
maintained and stored. To control ingress and egress in meeting the new requirements, 
the National Guard looked to close the road, which will allow it to erect a guard house 
and install security fencing and gates “surrounding the entire acreage of the 
installation,” the colonel said. Under a leasing arrangement with the county, the 
National Guard will maintain the entrance road, turnabout, guard station, gates and 
security fencing. The entire road and easement lay entirely within the boundaries of the 
Rowan County Airport. The North Carolina Department of Transportation had no 
objections to the closing, which means the state no longer has maintenance 
responsibilities for the road.  
Source: http://www.salisburypost.com/News/040610-commish-national-guard-road 

38. April 5, New York Times – (International) Researchers trace data theft to intruders 
in China. Turning the tables on a China-based computer espionage gang, Canadian and 
U.S. computer security researchers have monitored a spying operation for the past eight 
months, observing while the intruders pilfered classified and restricted documents from 
the highest levels of the Indian Defense Ministry. In a report issued Monday night, the 
researchers, based at the Munk School of Global Affairs at the University of Toronto, 
provide a detailed account of how a spy operation it called the Shadow Network 
systematically hacked into personal computers in government offices on several 
continents. The Canadian researchers stressed that while the new spy ring focused 
primarily on India, there were clear international ramifications. One researcher noted 
that civilians working for NATO and the reconstruction mission in Afghanistan usually 
traveled through India and that Indian government computers that issued visas had been 
compromised in both Kandahar and Kabul in Afghanistan. “That is an operations 
security issue for both NATO and the International Security Assistance Force,” said the 
researcher, who is also chief executive of the SecDev Group, a Canadian computer 
security consulting and research firm. 
Source: http://www.nytimes.com/2010/04/06/science/06cyber.html?pagewanted=1 

39. April 5, Associated Press – (Missouri) Bomb threat closes Kansas City federal 
courthouse. Authorities say the federal courthouse in Kansas City is reopening after a 
suspicious package flagged as explosive was found to contain nothing but phone books. 
The courthouse was evacuated and employees were sent home Monday morning after a 
package was found near an entrance for prisoners. A note on the package said the 
contents would explode. The U.S. Marshal for the Western District of Missouri says 
bomb and arson detectives investigated the package that contained only phone books. 
The marshal says the courthouse will reopen this afternoon. He says no one has claimed 
responsibility for the bomb threat and that authorities have no suspects. The Bureau of 
Alcohol, Tobacco, Firearms and Explosives and the FBI will investigate. 

http://www.salisburypost.com/News/040610-commish-national-guard-road
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Source: http://www.google.com/hostednews/ap/article/ALeqM5ieyaRSnMFVUH-
p3rtygEmUB7eObAD9ET1NHG0 

40. April 5, Federal Computer Week – (California) Navy withheld data breach 
information for more than a year. The Navy waited 17 months before alerting 
employees at a California facility that their personal information — including Social 
Security numbers — had been compromised, according to a report in the April 2 
edition of the Washington Post. Someone inadvertently sent the personal data to three 
employees whose security access had already been suspended, the Post reported. That 
happened in May 2008, but the Navy did not inform the compromised employees until 
October 2009. Post reporters learned of the incident through e-mail messages, but the 
report did not specify their source. A total of 244 employees at the Naval Facilities 
Engineering Service Center in Port Hueneme, California, were compromised, 
according to the report. An e-mail message dated June 9, 2008, from the Navy’s 
privacy team leader, warned top officials that they had to inform the employees that 
they were at an increased risk of identity theft, due to the release of their information. It 
took the Navy more than a year after that to do so. According to the Ventura County 
Star, which first broke the story, the president of the National Association of 
Government Employees local in Port Hueneme wants the Navy to provide identity theft 
insurance to the affected employees. “Employees are at risk and face loss of reputation 
and then face loss of their security clearance for failure of command to act to protect 
them and to ensure that procedures are followed to make it harder for it to happen 
again,” the association president wrote in a letter to the Navy, quoted in the Star. “We 
ask that you see something is done rather than provide lip service and delays.” 
Source: http://fcw.com/articles/2010/04/05/navy-delays-informing-data-breach.aspx 

[Return to top]  

Emergency Services Sector 

41. April 5, 1010 WINS New York – (New York) Crime rate spurs shift in NYPD 
resources away from anti-terror patrols. The recent crime spike in some city 
neighborhoods has prompted a shift in NYPD resources. The mayor says a number of 
police patrols from the counter-terrorism Critical Response Vehicle program will be 
transferred back to their home boroughs to aid police operating in high crime 
neighborhoods. The cars in the program had been contributed from across the police 
department’s 76 precincts, and were part of an anti-terror team that regularly patrolled a 
number of potential terror targets — including Times Square and Madison Square 
Garden. The move was made in part to reduce the city’s rising crime rate. Nearly two 
weeks ago, the New York Police Department’s CompStat program said the city had 
seen a 22 percent increase in recorded murders. The NYPD also released a statement 
today saying the Critical Response Vehicles “are periodically used for conventional 
crime suppression.” The police department added that instead of devoting all 67 cars in 
the program to counter terrorism patrols, “eight of them will patrol in parts of Queens 
and Brooklyn that have experienced crime increases.” 

http://fcw.com/articles/2010/04/05/navy-delays-informing-data-breach.aspx
http://www.google.com/hostednews/ap/article/ALeqM5ieyaRSnMFVUH-p3rtygEmUB7eObAD9ET1NHG0
http://www.google.com/hostednews/ap/article/ALeqM5ieyaRSnMFVUH-p3rtygEmUB7eObAD9ET1NHG0


 - 18 - 

Source: http://www.1010wins.com/Rising-Crime-Rates-Prompt-Shift-in-NYPD-
Resources/6734300 

For another story, see item 1  
 
[Return to top]  

Information Technology Sector 

42. April 6, Help Net Security – (International) Under protected corporate 
secrets. Enterprises are investing heavily in compliance and protection against 
accidental leaks of custodial data (such as customer information), but under-investing 
in protection against theft of far more valuable corporate secrets, according to a global 
survey by Forrester Consulting. Nearly 90 percent of surveyed enterprises agreed that 
compliance with PCI-DSS, data privacy laws, data breach regulations, and existing data 
security policies is the primary driver of their data security programs. Significant 
percentages of enterprise budgets (39 percent) are devoted to compliance-related data 
security programs. But secrets comprise 62 percent of the overall information 
portfolio’s total value while compliance-related custodial data comprises just 38 
percent, a much smaller proportion. This strongly suggests that investments are over 
weighed toward compliance. The survey found that while organizations focus on data 
security incidents related to accidental loss, information theft by employees or trusted 
outsiders is more costly. For example, based on responses received in the survey, 
employee theft of sensitive information is 10 times costlier than accidental loss on a 
per-incident basis: hundreds of thousands of dollars versus tens of thousands.  
Source: http://www.net-security.org/secworld.php?id=9104 

43. April 5, eWeek – (International) Symantec warns cloud computing security 
approaches need to catch up to adoption. A survey of IT professionals has painted a 
troubling picture of enterprise approaches to cloud computing security. According to 
the survey, which was done by Symantec and the Ponemon Institute, many 
organizations are not doing their due diligence when it comes to adopting cloud 
technology—a situation that may partly be due to ad hoc delegation of responsibilities. 
Among the findings: Few companies are taking proactive steps to protect sensitive 
business and customer data when they use cloud services. Less than 10 percent of those 
surveyed said their organizations performed any kind of product vetting or employee 
training to make sure cloud computing resources met security requirements before 
cloud applications were deployed. In addition, just 30 percent of the 637 respondents 
said they evaluate cloud vendors prior to deploying their products, and most (65 
percent) rely on word-of-mouth to do so. Fifty-three percent rely on assurances from 
the vendor. However, only 23 percent require proof of security compliance such as with 
regulation SAS 70.  
Source: http://www.eweek.com/c/a/Security/Symantec-Cloud-Computing-Security-
Approaches-Need-to-Catch-up-to-Adoption-252954/ 

Internet Alert Dashboard 
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To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

44. April 6, Dow Jones Newswires – (California; International) Calif gov declares state of 
emergency after earthquake. The governor of California declared a state of 
emergency Monday after a powerful earthquake centered in Mexico left severe damage 
in southern California. A 7.2 magnitude earthquake centered in Baja California on 
Mexico’s west coast Sunday killed two people and knocked out power and telephone 
services and damaged buildings there. The temblor also disrupted telephone 
communications, buckled roads, broke water mains, and damaged critical water storage 
facilities across the border in Imperial County, California, the governor said. The 
Mexican government-owned power company Comision Federal de Electricidad said it 
was restoring power to customers after the quake, although the utility did not say how 
many were without electricity. Two transmission lines between Mexicali and Tijuana 
on the northern border suffered outages and there were problems at 27 substations, 11 
of which have since been brought back online, according to the company. Mexico’s 
biggest fixed-line telephone company, Telefonos de Mexico, sent crews out to repair 
damaged fiber optic lines, although the company did not say how many people were 
without phone service. State oil monopoly Petroleos Mexicanos, or Pemex, said 
gasoline supplies were flowing into Baja California after a temporary power outage at a 
distribution center, and that fuel supplies there were sufficient to meet demand. Sempra 
Energy, which owns power and natural gas facilities on both sides of the border, said 
none of its facilities in Mexico or southern California were seriously damaged. 
Source: http://www.nasdaq.com/aspx/stock-market-news-
story.aspx?storyid=201004052105dowjonesdjonline000206&title=calif-gov-declares-
state-of-emergency-after-earthquake 
See item 46 
 

45. April 4, Radio & Television Business Report – (National) Congress pressing FCC on 
FM in cell phones. The FCC chairman has been busy lately signing letters to Members 
of Congress who have written to him and the Homeland Security Secretary urging them 
to require inclusion of FM tuners in cell phones so that they are capable of receiving 
Emergency Alert System notifications. On April 2, the FCC released 61 letters that the 
chairman had sent in reply to those Members of Congress. The chairman carefully 
avoided taking any position on the issue, but noted that the FCC in December initiated 
a 28-month period during which the mobile phone companies must develop a 
commercial Mobile Service Alert System (CMAS). He noted that the FCC’s standards 
for CMAS do “not require or prohibit the use of Alert-FM” or similar FM radio-based 
technologies for the cell companies’ emergency alerting system. 
Source: http://www.rbr.com/media-news/washington-beat/23042.html 
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Commercial Facilities Sector 

46. April 6, XETV 6 San Diego – (California) Downtown Calexico declared unsafe from 
7.2 earthquake. Calexico’s city manager says the earthquake-damaged business 
district is unsafe and should remain closed until the weekend so repairs can be made. 
He says business owners are pressuring him to remove the police tape and allow stores 
to reopen. The City Council is expected to decide on the matter Tuesday night. He says 
historic buildings with badly damaged facades pose a danger. Calexico was the U.S. 
city hit hardest by the 7.2-magnitude quake centered in Mexico’s Baja California 
peninsula, where two people died. In downtown Calexico, glass, building cracks, and 
rubble are everywhere following Sunday’s quake. The city manager says much of 
downtown was built about 100 years ago and the older buildings fared worse than those 
constructed more recently. Some businesses are beginning to re-open, while dozens 
more are still tagged too dangerous.  Retro-fitting them will be costly, ranging into the 
tens of millions. In nearby El Centro, a shaky apartment foundation had residents still 
fearful for their lives. “El Centro’s main street has a lot of structural damage with fallen 
brick, busted storefront windows, and garbage everywhere. The hospital set up a triage 
outside with numerous people coming in with broken bones,” said a captain with the 
Salvation Army in El Centro. San Diego 6 reports the Sheraton Harbor Island hotel in 
San Diego was evacuated due to earthquake damage that includes cracked floors. 
Guests also reported room doors sticking after the quake. A San Diego Fire-Rescue 
spokesman says a structural engineer has determined the building itself is not 
compromised, but floors 7-12 in the center and north towers are red tagged and closed 
because exit doors are jammed. There are some reports of cracked buildings in San 
Diego’s North Park and broken windows at the San Diego Sports Arena.  
Source: http://www.sandiego6.com/news/local/story/Downtown-Calexico-Declared-
Unsafe-from-7-2/9xFciod8t0S3_HvjOz7skA.cspx 
See item 44 
 

47. April 6, Consumerist – (Oklahoma) Walmart bomb threat suspect already waiting 
trial for similar charge. Police in Oklahoma say that the man arrested over the 
weekend for phoning in a bomb threat to an Oklahoma City Walmart is currently 
awaiting trial for doing the same thing to an employment agency office only a few 
months earlier. The 46-year-old man suspected of threatening to blow up the Walmart 
was arrested on Sunday and is currently being held in lieu of $5,000 bail. He allegedly 
called into the store around 2:45 p.m. on Sunday, prompting managers to evacuate the 
store. In November, the same guy had been nabbed by police for calling in a bomb 
threat to an employment agency in Edmond, Oklahoma. He is scheduled to have a 
pretrial conference in that case on April 27.  
Source: http://consumerist.com/2010/04/walmart-bomb-threat-suspect-had-made-
similar-threat-before.html 

48. April 5, Associated Press – (California) ELF member gets 5 years for attempted 
firebombing. A Texas man who tried to firebomb a condominium development under 

http://www.sandiego6.com/news/local/story/Downtown-Calexico-Declared-Unsafe-from-7-2/9xFciod8t0S3_HvjOz7skA.cspx
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construction in Pasadena has been sentenced to five years in federal prison. Prosecutors 
say a 44-year-old man apologized to the court and to his fiancee Monday before he was 
sentenced in federal court in Los Angeles. He pleaded guilty in January to conspiring 
with another member of the environmental extremist movement Earth Liberation Front 
to burn down the multimillion-dollar condos with a juice bottle containing gasoline in 
2006. The timer attached to the bomb failed. Prosecutors say the man wanted to 
intimidate and inflict economic harm on individuals and companies they believed were 
causing harm to the environment. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jibj73bcE9AvtxUwW3oswPR0
3QGAD9ET7OD00 

[Return to top]  

National Monuments and Icons Sector 

49. April 6, Foster’s Daily Democrat – (New Hampshire) Device found at Rye state park 
was pipe bomb. A suspicious device found near a well-traveled portion of Odiorne 
State Park on Sunday contained potentially explosive materials, according to the police 
chief. He confirmed on Monday that a preliminary examination by the New Hampshire 
State Police Explosives Disposal Unit shows the device found late Sunday morning 
appears to be a pipe bomb. Local officers have checked Odiorne State Park for 
additional similar devices and say they have not found any, but urge residents to call 
police if they find any suspicious pipe or package in the ocean-side park. The chief said 
the device was “chrome” colored and appeared to be a pipe with caps on both ends. The 
pipe was located on the other side of stonewall that separates a walking trail from a 
rocky beach. “It was in the immediate area of where the public does walk,” he said. He 
also said the device shows no signs of having washed up on the beach. The 
investigation is ongoing. 
Source: 
http://www.fosters.com/apps/pbcs.dll/article?AID=/20100406/GJNEWS_01/70406992
7/-1/FOSNEWS 

50. April 6, Lynchburg News & Advance – (Virginia) FBI joins manhunt after 3 shot on 
Blue Ridge Parkway. A Virginia State Police spokeswoman said a state trooper was 
injured during the rescue of shooting victims Monday night on the Blue Ridge 
Parkway. The trooper slipped and fell on steep terrain and suffered minor injuries, she 
said. State police continue to provide resources Tuesday, but the Augusta County 
Sheriff’s Office is leading the shooting investigation, authorities said. A Public 
Information Officer for the National Park Service confirmed Tuesday morning that the 
FBI has joined local and state authorities in the search for a suspect in relation to the 
Monday parkway shootings. “I know that there was a double shooting — one male and 
one female,” she confirmed, but added, “I am not sure of the exact time line of the 
events that occurred.” The incident occurred around mile post 10 at the Rock Point 
Overlook on the Blue Ridge Parkway. The road between mile markers 0-13 remains 
closed. There was no information available on a possible third victim or the suspect. 
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Source: 
http://www2.newsadvance.com/lna/news/local/article/three_people_reported_shot_on_
blue_ridge_parkway/25799/ 

[Return to top]  

Dams Sector 

51. April 5, Los Angeles Times – (California) Long Beach seawall ‘in imminent danger 
of collapse’. Portions of the sea walls protecting Naples Island in Long Beach from the 
ocean are “in imminent danger of collapse” and could send homes sliding into the 
water if not replaced soon, officials said Monday. The assessment came in a recent 
verbal report that an engineer and city staff gave to a councilman, whose district 
includes Naples. On Tuesday at a special study session, Long Beach officials will 
consider spending up to $9.5 million to rebuild the most severely damaged sections of 
the concrete sea walls. The fear is that if some of the sea walls buckle or crumble, 
oceanfront properties could fall into the water. The city has long known about the 
deterioration of the neighborhood’s sea walls, first built in the 1923 to protect 
properties from dredged canals. The 20-foot-deep structures were rebuilt after being 
damaged by the 1933 earthquake. Workers have been repairing salt water corrosion and 
maintaining the walls annually, but the councilman said they are getting too old to 
justify continuing to patch them up. One alternative, according to a report the council 
will hear Tuesday, is to spend $1 million reinforcing the most damaged portions, 
extending their life by another five to 10 years. Within the next 10 to 25 years, the city 
will need to replace all the neighborhood’s sea walls, at a cost of $60 million.  
Source: http://latimesblogs.latimes.com/lanow/2010/04/long-beach-sea-walls-in-
eminent-danger-of-collapse.html 

52. April 5, New Orleans Times-Picayune – (Louisiana) Seabrook storm surge gate gets 
environmental OK. Construction of the proposed Seabrook storm surge gate at the 
Lake Pontchartrain entrance to the Industrial Canal has been given environmental 
approval by the local Army Corps of Engineers commander, clearing the way for work 
to begin by June. The structure, which is expected to cost $155 million, will include 
two lift gates, or metal structures that will be lowered in place before a storm. The lift 
gates will be on each side of a sector gate, two wedge-shaped structures that will swing 
closed to block the channel used by barges and ships to enter the lake. “This is the last 
gap that needs to be closed in the east bank hurricane risk reduction system,” said the 
commander of the corps’ Hurricane Protection Office, which is overseeing the project. 
“It is the only true gap that still exists.” The gates are being designed to protect from 
surges created by a hurricane with a 1 percent chance of occurring in any year, a so-
called 100-year storm. Combined with the Lake Borgne surge barrier, improvements to 
floodwalls along the Industrial Canal, and levees and floodwalls along the Gulf 
Intracoastal Waterway, the gate will complete protection from storm surges entering 
the Lower 9th Ward and eastern New Orleans from the east side of the canal and 
entering the Upper 9th Ward and Pontchartrain Park areas on the canal’s western side. 
Source: 
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http://www.nola.com/hurricane/index.ssf/2010/04/seabrook_storm_surge_gate_gets.ht
ml 

53. April 5, Myrtle Beach Sun News – (South Carolina) Officials debate dam removal to 
clear PCB hotspots from river. A new engineering study revealed hot spots of PCBs 
in sediment along the Twelve Mile River upstream from a controversial third dam that 
some say must be removed to clean the carcinogenic contamination from the river and 
Lake Hartwell. As supporters of a proposal to remove the third dam prepare for a 
Thursday meeting seeking funding from trustees of a $9 million settlement for natural 
resource damages, a federal judge questions whether a new plan that costs less but 
leaves part of the dam in place is enough to clean up that area of the river. The 
chairman of the Easley Central Water District, which owns the dam and is one of four 
entities sponsoring a proposal to remove it, called the new plan a “win-win-win 
solution” because it would restore a free-flowing river, let the water district use existing 
water supply infrastructure, and would cost substantially less than removing the entire 
dam and providing new infrastructure. Upstate Forever, the Lake Hartwell Association, 
the Pickens Soil and Water Conservation District, and the water district — the four 
sponsors of the dam removal proposal — believe the new PCB contamination data 
indicates that more study is needed to determine the extent of contamination in the river 
channel and floodplains that could be erode after dam removal, said a retired Clemson 
University professor and river restoration expert who has become a leader in removal 
efforts. The settlement stems from release of more than 400,000 pounds of 
polychlorinated biphenyls, or PCBs, into Town Creek between 1955 and 1977 from the 
former Sangamo-Weston capacitor manufacturing site in Pickens, now owned by 
Schlumberger Technology Corp. 
Source: http://www.thesunnews.com/2010/04/05/1404783/officials-debate-dam-
removal-to.html 
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