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Top Stories 

 According to the Los Angeles Times, South Korea sent a warship to the Indian Ocean on 
Monday to pursue Somali pirates who hijacked a U.S.-bound, 300,000-ton oil tanker 
Sunday about 950 miles off the Somali coast. (See item 1) 

 The Associated Press reports that Islamist militants unleashed a car bomb and grenade 
attack against a U.S. consulate in northwestern Pakistan on Monday, killing four people. 
According to the Press Association, suicide attackers detonated three car bombs Sunday 
near embassies in Baghdad, killing at least 42 people and wounding more than 200 in back-
to-back attacks. (See items 48 and 49) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 5, Los Angeles Times – (International) South Korea warship pursuing oil 
tanker hijacked by pirates off Somali coast. South Korea sent a warship to the Indian 
Ocean on Monday to pursue Somali pirates who hijacked a U.S.-bound oil tanker in 
another brazen assault in shipping lanes hundreds of miles off the Horn of Africa. 

http://www.dhs.gov/
http://www.esisac.com/
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Korean officials said the hijacked ship, the Samho Dream, is a 300,000-ton tanker, but 
they gave no indication how much oil was on board when pirates seized the vessel 
Sunday about 950 miles off the Somali coast. The crew of five Koreans and 19 
Filipinos was sailing from Iraq to Louisiana. “The government has dispatched our 
Cheong-hae naval unit to the waters of the Indian Ocean, where the ship hijacked by 
Somali pirates is assumed to be,” the Foreign Ministry said in a statement, referring to a 
destroyer that is part of the nation’s anti-piracy fleet. 
Source: http://www.latimes.com/news/nationworld/world/la-fg-korea-somali-pirates6-
2010apr06,0,5809806.story 

2. April 5, WFTV 9 Orlando – (Florida) Tanker with 8,000 gallons of gas catches 
fire. The Florida Turnpike in Lake County was back open Monday after a tanker trailer 
full of gas caught on fire early in the morning. There was extensive damage to the rear 
of the trailer where the fire started. The Florida Highway Patrol said the fire started in 
the rear axle and melted the frame, but luckily the flames did not ignite the more than 
8,000 gallons of fuel on board. The driver of the tanker was not injured. 
Source: http://www.wftv.com/countybycounty/23055218/detail.html 

3. April 4, Reuters – (Washington) Tesoro says Anacortes refinery production 
cut. Tesoro Corp said on Sunday that crude oil intake at its Anacortes, Washington, 
refinery was down to about 70 percent of its 120,000 barrel per day (bpd) capacity after 
a deadly explosion and fire on Friday. Production of clean gasoline and diesel at the 
Anacortes refinery was one-third of normal, or about 25,000 bpd, according a statement 
by a Tesoro spokesman. Five workers have died from injuries suffered in an early 
Friday morning explosion and fire at a naphtha hydrotreater that was in the process of 
being returned to service following a period of “minor maintenance.” Two other 
employees remain in a Seattle hospital burn ward, according to a hospital 
spokeswoman. The Anacortes refinery explosion and fire is the worst U.S. refinery 
accident since a 2005 explosion at BP Plc’s Texas City, Texas, refinery killed 15 
workers and injured 180 other people. 
Source: http://www.reuters.com/article/idUSN0415030420100404?type=marketsNews 

4. April 3, Cape Cod Times – (Massachusetts) Businesses evacuated after propane tank 
leak. Sandwich, Massachusetts, fire officials evacuated businesses in an area off Route 
130 Thursday afternoon for a leak at a propane storage facility, a fire department 
official said. The leak occurred shortly before 1 p.m., when two workers from Kingston 
Propane brought a 500-gallon tank to the location to be emptied, Sandwich’s fire 
captain said. A valve on the bottom of the tank broke and was leaking propane on the 
ground and into the air, but the tank was only about 10 percent full, he said. The state 
Department of Environmental Protection and local conservation officials were 
contacted because of the liquified gas release, he said. Nobody was injured during the 
incident. 
Source: 
http://www.capecodonline.com/apps/pbcs.dll/article?AID=/20100403/NEWS/4030338/
-1/NEWSMAP 

http://www.wftv.com/countybycounty/23055218/detail.html
http://www.reuters.com/article/idUSN0415030420100404?type=marketsNews
http://www.capecodonline.com/apps/pbcs.dll/article?AID=/20100403/NEWS/4030338/-1/NEWSMAP
http://www.capecodonline.com/apps/pbcs.dll/article?AID=/20100403/NEWS/4030338/-1/NEWSMAP
http://www.latimes.com/news/nationworld/world/la-fg-korea-somali-pirates6-2010apr06,0,5809806.story
http://www.latimes.com/news/nationworld/world/la-fg-korea-somali-pirates6-2010apr06,0,5809806.story
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5. April 1, U.S. Environmental Protection Agency – (New York) EPA and State 
investigating equipment failure at the Tonawanda Coke facility near Buffalo. The 
EPA, working with the New York State Department of Environmental Conservation 
(DEC), is investigating equipment failure at the Tonawanda Coke Corporation facility 
outside Buffalo, New York, that yesterday triggered an emergency flare to prevent the 
release of potentially harmful gas. The coke oven gas, which is generated when coal is 
heated at high temperatures, contains benzene, ammonia and other hazardous 
pollutants. On the morning of March 31, the Tonawanda Coke Corporation informed 
EPA and DEC that the electric motor powering an exhauster, a device that channels 
coke oven gas from the facility’s coke ovens to the by-products recovery area for 
treatment, had failed, causing the equipment to malfunction. The Tonawanda Coke 
Corporation immediately switched to the back-up exhauster, but it also failed. The 
plant’s third exhauster was already out of service. Because the exhausters were not 
available, the company flared the raw coke oven gas generated at the facility’s battery 
of coke ovens through a small stack and into the air. Tonawanda Coke has since taken 
steps to repair the malfunctioning equipment, and plant is slowly returning to normal 
operations. DEC representatives immediately responded to the scene to investigate the 
nature of the release, make sure appropriate safety measures were in place and are 
continuing to monitor the situation. EPA is working with the state to determine whether 
any federal or state environmental laws were violated. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/14729D1FC82E4FDB852576F800736501 

For another story, see item 12  
 
[Return to top]  

Chemical Industry Sector 

6. April 5, RTT News – (International) Explosion at chemical plant in North China 
claims two lives. An explosion at a chemical plant in north China’s Chifeng City is 
reported to have killed two people and injured another forcing authorities to evacuate as 
many as 700 residents in the proximity of the site. The blast in the Shengsen Silicon 
Technology Development Co, Ltd in north China’s Inner Mongolia Autonomous 
Region, occurred during the weekend when a high-pressure storage tank containing 
silicon tetrachloride exploded, Xinhua news agency reported. The company was 
reported to be building and installing production equipments capable of producing 
3,000 tons of silicon di-oxide a year. The injured has been confirmed to be in a stable 
condition in hospital, according to local authorities. Police and work safety officials are 
still investigating the cause of the accident. People have since returned to their homes 
after local environmental authorities announced that the atmospheric conditions in the 
town were safe. 
Source: http://www.rttnews.com/Content/GeneralNews.aspx?Id=1259791&SM=1 

7. April 4, Associated Press – (Georgia) Albany plant reopens after fire spews heavy 
smoke. A south Georgia manufacturing plant is expected to reopen Monday despite a 

http://yosemite.epa.gov/opa/admpress.nsf/0/14729D1FC82E4FDB852576F800736501
http://www.rttnews.com/Content/GeneralNews.aspx?Id=1259791&SM=1
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fire that burned through the building’s insulation and spewed heavy smoke. The fire 
was reported about 3 p.m. Saturday at the Equinox Chemicals plant in Albany. The 
plant makes flavoring and fragrances. The company president said the plant will open 
up Monday morning with a full staff of workers. The fire started in a rear corner of the 
10,000-square-foot building while the business was closed for the weekend. There were 
no injuries. One firefighter was overcome by the smoke and heat and treated at the 
scene by emergency medical workers. The cause of the fire remains under 
investigation. 
Source: http://www.macon.com/2010/04/04/1082735/albany-plant-reopens-after-
fire.html 

8. April 3, KION 46 Monterey – (California) Fertilizer truck spill stalls Highway 101 
traffic. A collision between two big rigs led to a fertilizer spill that closed off the 
southbound lanes of Highway 101 in California Saturday morning. Both trucks — one 
carrying a load of ammonium sulfate — wound up on the right shoulder of Highway 
101 just south of Airport Boulevard; no one was reported injured in the crash. One 
truck fell over on its side, spilling a few tons of fertilizer; hazardous materials 
specialists with Salinas Fire determined the spill to be off low danger, however 
precautions were taken to limit traffic southbound for about a half an hour. Crews 
completed work on the collision and the chemical spill and all lanes have since been 
completely re-opened. 
Source: http://www.kionrightnow.com/Global/story.asp?S=12252129 

9. April 2, U.S. Environmental Protection Agency – (Illinois) Chemical spill reporting 
violations: EPA settles with Handy Fertilizer in Millstadt, Illinois. U. S. 
Environmental Protection Agency (EPA) Region 5 recently settled an administrative 
case involving hazardous chemical release reporting violations at Handy Fertilizer Inc. 
in Millstadt, Illinois. Handy Fertilizer failed to provide immediate notification to the 
National Response Center of a 4,096-pound release of anhydrous ammonia on 
September 23, 2008 at its plant on Floraville Road. The company also failed to update 
the accident history as required by its Risk Management Plan. Handy Fertilizer paid a 
$5,500 penalty and has installed a $22,855 site security system to resolve EPA’s 
enforcement action. The release was caused by persons stealing the anhydrous 
ammonia for illegal methamphetamine production. About 200 persons were evacuated 
and three were taken to a hospital for evaluation as a result of the release. Crops in 
nearby fields were affected and some cattle were treated by a veterinarian. Locks have 
since been installed on all nurse tanks. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/CA7CA621866527A3852576F9005524B5 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. April 4, Chicago Tribune – (Illinois) Fired worker’s suit raises questions on nuclear 
plant’s safety. An otherwise garden-variety workplace dispute has posed a larger 

http://www.kionrightnow.com/Global/story.asp?S=12252129
http://yosemite.epa.gov/opa/admpress.nsf/0/CA7CA621866527A3852576F9005524B5
http://www.macon.com/2010/04/04/1082735/albany-plant-reopens-after-fire.html
http://www.macon.com/2010/04/04/1082735/albany-plant-reopens-after-fire.html
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question at the Byron nuclear generation station, 80 miles west of Chicago: How 
adequately are security guards trained and equipped to protect nuclear power plants? 
The question is raised by a complaint brought before a federal administrative judge by 
a former guard and weapons trainer at Byron who is asking the court to decide between 
two explanations for why he no longer works at the facility. Was he an incompetent 
employee who falsified weapons logs, as claimed by Exelon Corp., which operates 
Byron? Or was he fired a year ago for trying to alert his superiors to security lapses at 
the plant, as he asserts? In what his attorneys characterize as a whistle-blower suit, the 
former guard alleges there was a consistent policy of dumbing down security training 
and certifying unqualified guards. He says rifles and other equipment failed. He says 
plant officials filed false security reports with the Nuclear Regulatory Commission and 
that his firing resulted directly from his speaking out. “I grew up thinking: ‘You don’t 
nark on somebody,’ but somebody’s got to say something,” said the man, who is 
seeking monetary compensation and reinstatement. Exelon, which operates 10 nuclear 
plants, six of them in Illinois, says it dismissed the former guard’s allegations after 
investigating and finding them unfounded. “All employees are told: ‘Raising safety 
concerns (is) part of your job expectation,’” said a member of the legal team that 
examined the former guard’s charges for Exelon. “It was the most thorough 
investigation I’ve been involved with.” 
Source: http://www.chicagotribune.com/news/ct-met-byron-whistleblower-
20100404,0,2859570.story 

11. April 4, Las Vegas Review-Journal – (Nevada; National) YUCCA MOUNTAIN: 
DOE sued over nuclear waste fund. The Department of Energy was sued Friday by 
state utility regulators who challenge whether consumers should continue paying into a 
$30 billion government nuclear waste fund if a Yucca Mountain repository is no longer 
in the plans. The National Association of Regulatory Utility Commissioners, or 
NARUC, asked judges to suspend collection of the fees until a new review of whether 
the money still is needed. The petition, filed at the U.S. Court of Appeals for the 
District of Columbia Circuit, presents another challenge to the Presidential 
administration as it seeks a new strategy for storing and disposing of thousands of tons 
of highly radioactive used fuel. The President has moved to terminate the behind-
schedule Yucca Mountain storage project in Nevada, and has formed a blue ribbon 
panel to study alternatives and report within two years. But with no new plan in sight, 
NARUC challenged the fee that collects about $750 million a year from utilities, and 
ultimately from ratepayers. “We do not take this action lightly; we are hopeful that the 
newly appointed Blue Ribbon Commission on America’s Nuclear Future will chart a 
workable path,” said the NARUC president. “But until that time, there is no need to 
assess these fees on our consumers, particularly when we have no idea what solutions 
the commission will suggest, and whether they will be implemented,” the NARUC 
president said. A DOE spokeswoman said the blue ribbon commission has been asked 
to recommend how the fees should be handled. 
Source: http://www.lvrj.com/news/doe-sued-over-nuclear-waste-fund-89826842.html 

12. April 4, San Diego News Network – (California) San Clemente nuclear power plant 
survives quake. The 7.2 earthquake felt across Southern California Sunday caused 

http://www.lvrj.com/news/doe-sued-over-nuclear-waste-fund-89826842.html
http://www.chicagotribune.com/news/ct-met-byron-whistleblower-20100404,0,2859570.story
http://www.chicagotribune.com/news/ct-met-byron-whistleblower-20100404,0,2859570.story
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several power outages, but it appears the nuclear power plant in San Clemente came 
through the incident without significant damage. The U.S. Geological Survey reported 
the quake hit at 3:40 p.m. According to a spokeswoman from San Diego Gas & Electric 
nearly 2,400 customers lost power in Dana Point, just inside the Orange County line. 
SDG&E serves Orange County as far north as Mission Viejo. In San Diego County, 
more than 600 customers lost power in Borrego Springs when the earthquake struck, 
the spokeswoman said. Smaller outages were reported near Fallbrook and in National 
City. The utility has called in repairmen in case customers smell odors of gas, though 
no gas line breaks have been reported, she said. The spokeswoman said crews are also 
checking for damage to SDG&E substations, but there hasn’t been any confirmed. The 
shaker did not result in a shutdown of the San Onofre Nuclear Generating Station, but 
workers began inspecting the facility, according to a statement issued by Southern 
California Edison. The reactor known as “Unit 3” has been operating at half-power for 
several weeks. The nuclear plant is built to withstand a 7.0 earthquake five miles away, 
according to SDG&E. 
Source: http://www.sdnn.com/sandiego/2010-04-04/local-county-news/san-clemente-
nuclear-power-plant-survives-quake 
See items 61 and 65 
 

13. April 4, Reuters – (New York) NY’s Indian Point nuclear plant denied key 
permit. Entergy Corp was denied a request for a water-quality certification for its 
Indian Point nuclear power plant in New York, setting back efforts for a 20-year 
renewal of its license to operate the controversial plant. The company said on Sunday it 
plans to appeal the decision by New York State’s Department of Environmental 
Conservation. The state on Friday concluded that the plant’s cooling systems, whether 
operated as they have been for decades or modified under a proposal by Entergy, “do 
not and will not comply with existing New York State water quality standards.” 
Entergy said the ruling could force it to spend $1.1 billion over 19 years to build new 
cooling towers. The ruling could alternatively result in a closure of Indian Point’s two 
operating reactors, which supply a large amount of electricity used in New York City 
and adjacent Westchester County. 
Source: http://www.reuters.com/article/idUSN0413003220100404 

14. April 3, Southgate News-Herald – (Michigan) Nuclear plant operating at low power 
due to shutdown. DTE Energy’s Fermi 2 nuclear power plant reactor in Frenchtown 
Township is operating at low power while work is done on a problem with a device that 
condenses reactor steam back into water. A DTE Energy spokesman said the plant shut 
down automatically March 25 because of an electrical short in a circuit on the plant’s 
turbine. He said the restart process began March 27. “The cause of Thursday’s 
shutdown was determined to be a fault in a protective circuit that conservatively shut 
down the turbine,” he said. “Right now, we are operating at 4 percent power while we 
assess an issue with the main condenser vacuum.” He said that as soon as the issue is 
resolved, the plant will return to full power, but he did not know when that would be.  
Source: 
http://www.thenewsherald.com/articles/2010/04/03/news/doc4bb774970f64091924927
2.txt 

http://www.reuters.com/article/idUSN0413003220100404
http://www.thenewsherald.com/articles/2010/04/03/news/doc4bb774970f640919249272.txt
http://www.thenewsherald.com/articles/2010/04/03/news/doc4bb774970f640919249272.txt
http://www.sdnn.com/sandiego/2010-04-04/local-county-news/san-clemente-nuclear-power-plant-survives-quake
http://www.sdnn.com/sandiego/2010-04-04/local-county-news/san-clemente-nuclear-power-plant-survives-quake
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15. April 1, Cleburne Times-Review – (Texas) Radioactive device found near Lillian. A 
man taking a walk in the 8000 block of Walnut Street near Lillian on March 26 noticed 
a container on the ground. On closer inspection the man realized the container was 
labeled radioactive. Firefighters from Cleburne and Lillian responded. They found a 
cylinder about two inches by four inches, which was marked as radioactive material in 
the yard. Firefighters in protective clothing approached the cylinder with a Geiger 
counter and registered a reading of .05 millirems, which the Cleburne fire chief said is a 
low reading. He described the object as a “sealed radioactive source,” which is used for 
gas-well logging. A team of Environmental Protection Agency officials from Dallas 
responded to the scene to remove the cylinder. Rescue workers checked the man who 
found the container and determined he sustained no contamination from the object. The 
fire chief said the incident is under investigation, and he has not heard whether EPA 
has located the owner of the cylinder. EPA will locate the purchaser though a tracking 
number assigned to such devices, he said.  
Source: http://www.cleburnetimesreview.com/local/x552028019/Radioactive-device-
found-near-Lillian 

[Return to top]  

Critical Manufacturing Sector 

16. April 5, Associated Press – (International) GM to use brake safety measure 
worldwide. General Motors says it will install a new brake safety measure that can 
prevent unintended acceleration on all its new vehicles worldwide by 2012. The step 
comes as federal regulators consider making the system mandatory on cars and trucks 
after Toyota’s big problems with vehicles that can speed out of control. A brake 
override reduces power to the engine when the driver steps on both the brake and 
accelerator. It should also slow a vehicle if the gas pedal is stuck. GM has not had 
major problems with unintended acceleration, but says the safety measure is meant to 
reassure drivers. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5hwIRBT4-
YdMT450qxN_QccxA_o9wD9ESVA300 

[Return to top]  

Defense Industrial Base Sector 

17. April 5, Military Times – (National) Army won’t field deadlier Corps round. Special 
Operations Command and now the Marine Corps are fielding a deadlier 5.56mm round, 
but the Army says soldiers can’t have it. Instead, the service is holding on to its dream 
of environmentally friendly ammunition. Army ammunition officials are on their third 
attempt at redesigning the Cold War-era M855 5.56mm round by adding a better-
performing, lead-free bullet. The service had to halt the M855A1 Lead-Free Slug 
program in July when the new bullet failed to perform under high temperatures. The 
setback delayed fielding by nearly a year. The newest version of the green round is in 
the live-fire test phase, and Army officials said they are confident it will be ready for 

http://www.cleburnetimesreview.com/local/x552028019/Radioactive-device-found-near-Lillian
http://www.cleburnetimesreview.com/local/x552028019/Radioactive-device-found-near-Lillian
http://www.google.com/hostednews/ap/article/ALeqM5hwIRBT4-YdMT450qxN_QccxA_o9wD9ESVA300
http://www.google.com/hostednews/ap/article/ALeqM5hwIRBT4-YdMT450qxN_QccxA_o9wD9ESVA300
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combat use by June. The Marine Corps, however, doesn’t share this confidence. The 
Corps has dropped its plans to field the Army’s M855A1 and approved the new SOST 
round for Marines to use in Afghanistan. SOST, short for Special Operations Science 
and Technology, is SOCom’s enhanced 5.56mm round. It isn’t green, but it is deadlier 
than the current M855 round and it’s available now, Marine officials say. The Corps’ 
decision to purchase about 2 million SOST rounds in September illustrates the growing 
frustration with the M855’s performance on the modern battlefield. The M855 was 
developed in the 1970s and approved as an official NATO round in 1980. In recent 
years, troops have widely criticized it. They complain it is ineffective against barriers 
such as car windshields and often travels right through unarmored insurgents, with less 
than lethal effects. Army officials acknowledged that the M855 “has not been providing 
the ‘stopping power’ the user would like at engagement ranges less than 150 yards,” 
according to a June 17, 2005, Project Manager Maneuver Ammunition briefing. 
Ballistics experts maintain, however, that no bullet is perfect and that it is highly 
unlikely any bullet will cause an enemy to drop every time after just one shot. 
Source: http://www.militarytimes.com/news/2010/04/army_deadlier_round_040210w/ 

18. April 1, KWCH 12 Wichita – (Kansas) Wichita Fire Department investigates 
explosion. Fire crews surrounded a building at K-96 and Rock the morning of April 1, 
and Wichita Police blocked off a parking lot. The Fire Department says chemical 
substances inside one of the laboratories of Integra Technologies somehow exploded. A 
lieutenant described what he saw inside the lab: “We just had a couple of broken bottles 
on the ground, and we were just checking to see to make sure there was no other further 
hazards.” The Fire Department says the explosion did not cause any damage inside the 
lab or the rest of the building and no one was hurt. The hazmat team cleaned up the 
spill, and the fire department started clearing the scene a short time later. People were 
allowed back inside the building by noon. 
Source: http://www.kwch.com/Global/story.asp?S=12244235 

19. March 31, Tulsa World – (Oklahoma) Truck carrying inert bombs collides with 
train at McAlester ammo plant. A train collided with a truck carrying inert 2,000-
pound bombs on a railroad crossing at the McAlester Army Ammunition Plant in 
McAlester, Oklahoma on March 30, plant officials reported the evening of March 31. 
The inert bombs did not pose any explosive danger, according to information released 
by the ammunition plant. The collision occurred about 3:45 p.m. March 30. The truck 
driver received cuts and bruises. He was taken to McAlester Regional Health Center, 
where he reportedly was treated and released. The three workers on the train were not 
injured, according to the plant. The locomotive belongs to the plant, and the truck was a 
Tri-State Trucking Transit tractor-trailer rig. 
Source: 
http://www.tulsaworld.com/news/article.aspx?subjectid=11&articleid=20100331_11_0
_McALES147072 

[Return to top]  

Banking and Finance Sector 

http://www.kwch.com/Global/story.asp?S=12244235
http://www.tulsaworld.com/news/article.aspx?subjectid=11&articleid=20100331_11_0_McALES147072
http://www.tulsaworld.com/news/article.aspx?subjectid=11&articleid=20100331_11_0_McALES147072
http://www.militarytimes.com/news/2010/04/army_deadlier_round_040210w/
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20. April 4, NBC Washington – (Maryland) Illegal skimming device discovered at 
Rockville ATM. Rockville Police found a skimming device at Wachovia Bank’s 
automated teller machine on the 1600 block of Rockville Pike in Rockville on April 3. 
These devices are attached to ATMs to capture bank customers’ card numbers, often 
working in tandem with a small hidden camera that records the user’s PIN. An alert 
citizen had reported seeing some sort of skimming device, said police. Police have 
removed the device and are investigating. The bank has been notified. Police said if 
anyone used the ATM, check for strange activity on their account and report it to the 
bank as soon as possible. 
Source: http://www.nbcwashington.com/news/local-beat/Illegal-Skimming-Device-
Discovered-at-Rockville-ATM.html 

21. April 4, Marketwatch – (National) Treasury confirms TARP payments from GM, 
Hartford. The U.S. Treasury Department on April 2 confirmed $4.4 billion in 
payments from two companies that received funds from the Troubled Asset Relief 
Program. Hartford Financial Services Group, Inc. repaid $3.4 billion to repurchase 
preferred shares, while General Motors Co. repaid $1 billion, a regularly scheduled 
payment. The Hartford payment was previously reported by the Wall Street Journal. 
The U.S. Treasury continues to hold warrants to purchase about 52 million shares of 
Hartford’s stock at an initial exercise price of $9.79 a share. Hartford confirmed on 
March 31 it does not plan to repurchase the warrants. TARP repayments, including 
those announced on April 2, total $181 billion, according to Treasury. “Total bank 
investments of $245 billion in fiscal year 2009 that were initially projected to cost $76 
billion are now projected to bring a profit,” Treasury said in a statement.  
Source: http://www.marketwatch.com/story/treasury-confirms-tarp-payments-from-gm-
hartford-2010-04-04 

22. April 3, York Daily Record – (Pennsylvania) AG warns of credit card/debit card 
scam. The Pennsylvania attorney general is urging state residents to be wary of 
telephone calls, texts or e-mails that ask for debit or credit card information. The 
“security alert” messages are supposedly from banks or credit card companies, 
according to a news release from the attorney general’s office. “The sole purpose of 
these calls and messages is to convince unwary victims to reveal their account numbers 
and passwords so that thieves can steal money from their bank accounts or make large 
purchases with their credit cards,” he said. Anyone who thinks they may have divulged 
personal information in response to a scam should immediately contact their bank or 
credit card company to stop any unauthorized withdrawals or charges to their accounts, 
the attorney general said.  
Source: http://www.ydr.com/crime/ci_14814647 

23. April 3, Associated Press – (North Carolina) Bank worker accused of ATM fraud 
plot. A Bank of America Corp. employee plotted to deploy malicious computer code 
within the company’s systems so that ATM machines would dispense cash without any 
record of a transaction, federal prosecutors allege in court documents. The suspect was 
tasked with maintaining and designing computer systems at the bank, including 
computers that conducted ATM transactions. Prosecutors in the western district of 

http://www.nbcwashington.com/news/local-beat/Illegal-Skimming-Device-Discovered-at-Rockville-ATM.html
http://www.nbcwashington.com/news/local-beat/Illegal-Skimming-Device-Discovered-at-Rockville-ATM.html
http://www.marketwatch.com/story/treasury-confirms-tarp-payments-from-gm-hartford-2010-04-04
http://www.marketwatch.com/story/treasury-confirms-tarp-payments-from-gm-hartford-2010-04-04
http://www.ydr.com/crime/ci_14814647
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North Carolina said he sought to use computer code within the company’s protected 
computers so that the ATMs would make fraudulent disbursements. The suspect was 
able to obtain more than $5,000 during a seven-month period in 2009, prosecutors 
allege. The details of the suspect’s case were filed on April 1 in a “bill of information” 
document, which typically signals that a plea deal is forthcoming. “The fraud here was 
against the bank,” a spokeswoman with Bank of America said. “The customer accounts 
were never at risk.”  
Source: http://www.thesunnews.com/2010/04/03/1401643/bank-worker-accused-of-
atm-fraud.html 

24. April 2, WESH 2 Orlando – (Florida) Skimming device found on Ocoee 
ATM. Authorities from across Central Florida are finding signs of identity theft at 
automated teller machines across Central Florida. The thieves use skimming devices to 
steal information from debit and credit cards in order to drain money from accounts. 
The latest device was found attached to an ATM at a Publix Supermarket in Ocoee. 
Authorities said store employees found the device on April 1. It was attached to the 
ATM at the store on South Maguire Road. Another device was found on an ATM at a 
Bank of America in Daytona Beach. Surveillance video showed a person installing the 
skimming device. Authorities said the world of skimming is expanding. Some phones 
can now be adapted to read debit and credit cards.  
Source: http://www.wesh.com/news/23038873/detail.html 

25. April 1, SCMagazine – (International) Guide released to mitigate damage of 
cyberattacks. Two industry groups on March 31 released a free guide that the authors 
hope will encourage financial executives within an organization to take the lead role in 
mitigating cyber-risks. The framework, developed by the Internet Security Alliance 
(ISA) and the American National Standards Institute (ANSI), comes in response to the 
White House’s release in May 2009 of the 60-day Cyberspace Policy Review. That 
report stated that between 2008 and 2009, American business losses due to cyberattacks 
grew to more than $1 trillion in intellectual property. The new publication, The 
Financial Management of Cyber Risk: An Implementation Framework for CFOs, helps 
organizations meet one of the review’s recommendations that monetary value be 
assigned to cyber-risks and their consequences. One of the main challenges is to make 
senior executives aware of the impact data theft and other consequences of cyberattacks 
can have on a company’s bottom line, the president of the ISA told 
SCMagazineUS.com on April 1.  
Source: http://www.scmagazineus.com/guide-released-to-mitigate-damage-of-
cyberattacks/article/167149/ 

26. April 1, North Lake Tahoe Bonanza – (California) Fake-bearded Fedora bandit bank 
robber strikes again. The man suspected of robbing three branches of Bank of the 
West in the region struck again on March 31. The alleged serial bank robber hit the 
Taylorville Road branch just after 4 p.m., said a Grass Valley police captain. The same 
man, described as wearing a brown fedora and with a reddish-brown goatee, has been 
linked to a December robbery of the same branch and at two other Bank of the West 
branches, in South Lake Tahoe and Kings Beach. 

http://www.wesh.com/news/23038873/detail.html
http://www.scmagazineus.com/guide-released-to-mitigate-damage-of-cyberattacks/article/167149/
http://www.scmagazineus.com/guide-released-to-mitigate-damage-of-cyberattacks/article/167149/
http://www.thesunnews.com/2010/04/03/1401643/bank-worker-accused-of-atm-fraud.html
http://www.thesunnews.com/2010/04/03/1401643/bank-worker-accused-of-atm-fraud.html
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Source: 
http://www.tahoebonanza.com/article/20100331/NEWS/100339984/0/FRONTPAGE 

[Return to top]  

Transportation Sector 

27. April 5, Chicago Breaking News – (Illinois) CTA rail safety gets high-tech aid after 
derailment. Since the 1800s railroads have relied on a measuring stick and a trusty set 
of eyeballs to make sure tracks are properly aligned, which is essential to preventing 
derailments. It might be surprising, but the Chicago Transit Authority still uses that 
low-tech approach on a daily basis. Thirty-two CTA inspectors walk every foot of the 
agency’s 224-mile rail system, visually checking old track twice a week and newer 
track once a week. It’s a tall task on such an old system, and there is little room for 
error. After a bad accident four years ago blamed on inspection lapses, the transit 
agency now brings in lasers and a sophisticated “brain box’’ once a year. The 
diagnostic equipment, mounted on a high-rail car, recently completed a check of the 
tracks to pinpoint any emerging problems that CTA inspectors might have missed. The 
correct gauge, or distance between the rails, of CTA tracks is 4 feet 8Â½ inches. Two 
traditional tools are at the core of the standard visual inspection conducted each day by 
CTA track walkers — a 6-foot carpenter’s rule that can be purchased at any hardware 
store, and an eagle eye, which takes years of experience to acquire. If it appears to an 
inspector walking on the elevated structure or inside the dark subway tunnels that the 
rails are not spaced properly, the inspector will lay down the carpenter’s rule for a 
quick check, officials said. So now, annually, CTA officials leave nothing to chance. 
The agency has contracted with the Holland Co. of suburban Crete to bring in a track-
strength vehicle to evaluate the track gauge. In addition, the vehicle applies a 3,000-
pound force downward per wheel and 3,000 pounds outward against the rails, 
simulating the loaded gauge of a train, to test whether the rails stay securely in place or 
start to spread out. The track-strength vehicle is basically a pickup truck converted into 
a high-tech rail car. Its brain box is equipped with lasers, cameras and data-transcribing 
devices that feed a computer. 
Source: http://www.chicagobreakingnews.com/2010/04/cta-rail-safety-gets-high-tech-
aid-after-derailment.html 

28. April 5, Associated Press – (Vermont) Fighter jets called to VT after distress 
signal. Officials say an inadvertently activated distress call from a private plane 
scrambled two fighter jets to Middlebury, Vermont. The North American Aerospace 
Defense Command says two F-15 fighter planes were sent to Middlebury on Friday 
after officials received a distress signal indicating the plane could have been hijacked or 
there was an in-flight emergency. NORAD officials say the plane landed at the 
Middlebury State Airport on Friday afternoon without incident before the jets could 
reach the area from the Massachusetts Air National Guard Base in Westfield. 
Source: http://wbztv.com/wireapnewsma/Fighter.jets.called.2.1611662.html 

http://www.chicagobreakingnews.com/2010/04/cta-rail-safety-gets-high-tech-aid-after-derailment.html
http://www.chicagobreakingnews.com/2010/04/cta-rail-safety-gets-high-tech-aid-after-derailment.html
http://wbztv.com/wireapnewsma/Fighter.jets.called.2.1611662.html
http://www.tahoebonanza.com/article/20100331/NEWS/100339984/0/FRONTPAGE
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29. April 5, Oklahoman – (Oklahoma) Man threatens to detonate bomb at Tulsa 
International Airport. Officers at the Tulsa International Airport chased down and 
arrested a man who threatened to detonate a bomb at a security checkpoint Sunday 
night. The man, 42, is accused of making the bomb threat to a Transportation Security 
Administration employee about 8:20 p.m. Authorities allege that the man walked to the 
checkpoint and told the worker that he had a bomb and detonator in a gym bag that he 
was carrying. He then threatened to start an explosion before running away from the 
checkpoint, according to his arrest report. 
Source: http://www.newsok.com/man-threatens-to-detonate-bomb-at-tulsa-
international-airport/article/3451534?custom_click=pod_headline_crime 

30. April 5, Aviation Week – (International) TSA steps up security on flights. The TSA is 
implementing enhanced security measures on international flights to the U.S. that 
override those put into place after the December 25 attempted bombing of a Northwest 
Airlines flight. “Multiple random layers of security, seen and unseen” will apply to all 
passengers on international flights to the U.S. worldwide, according to the U.S. 
Homeland Security Department Secretary, who announced the new protocols Friday. 
Enhanced measures could include explosives trace detection, use of advanced imaging 
technology, canine teams and pat-downs. The new, more flexible protocols are based 
on real-time, threat-based intelligence and the most current information available to the 
U.S. The stepped-up measures are part of a larger effort: the Secretary has been 
working with the International Civil Aviation Organization on an initiative aimed at 
strengthening the global aviation security system against terrorism. To that end, she has 
been participating in security summits worldwide, including those in Tokyo and Spain, 
forging collaborative agreements with numerous nations aimed at adopting more 
effective ways of identifying and thwarting terrorist threats. Goals include raising 
security standards, enhancing intelligence-gathering and sharing, as well as developing 
and implementing, security technologies. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/
avd/2010/04/05/08.xml 

31. April 4, WMAR 2 Baltimore – (Virginia) Metro station reopened after bomb 
threat. The Pentagon City Metro Station has been reopened after Metro Transit Police 
determined that the suspicious package did not contain and bomb and was not 
dangerous. At about 5:30 p.m. the evening of April 3 the station was closed after 
someone had called in a bomb threat. The station was closed for several hours while the 
call and a suspicious package the caller referred to were investigated. Both the yellow 
and blue lines experienced long delays during the bomb scare.  Shuttle buses were used 
during the station closure to help move stranded passengers. 
Source: http://www.abc2news.com/mostpopular/story/Bomb-Threat-Closes-Metro-
Station/uwFTx1wk7kO_9uV3FZ_vbA.cspx 

32. April 3, KTUL 8 Tulsa – (Oklahoma) No injuries after train derails downtown. A 
half-dozen rail cars left the tracks in downtown Tulsa, Oklahoma, Saturday. Six empty 
hopper cars derailed and tipped over onto their sides. No one was injured by the 

http://www.newsok.com/man-threatens-to-detonate-bomb-at-tulsa-international-airport/article/3451534?custom_click=pod_headline_crime
http://www.newsok.com/man-threatens-to-detonate-bomb-at-tulsa-international-airport/article/3451534?custom_click=pod_headline_crime
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/avd/2010/04/05/08.xml
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/avd/2010/04/05/08.xml
http://www.abc2news.com/mostpopular/story/Bomb-Threat-Closes-Metro-Station/uwFTx1wk7kO_9uV3FZ_vbA.cspx
http://www.abc2news.com/mostpopular/story/Bomb-Threat-Closes-Metro-Station/uwFTx1wk7kO_9uV3FZ_vbA.cspx
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accident. The Tulsa Fire district chief said the incident could have been much more 
serious with so many people downtown Saturday. “Fortunately we didn’t have any 
hazardous materials. The chief said the Tulsa Haz Mat team always responds to 
derailments in case dangerous chemicals or materials are on board. “Until we get 
confirmation from the train operators as to what each car contains, we always assume 
there are hazardous materials somewhere along the train,” he said. Officials with both 
BNSF and Union Pacific railroads say the 133-car train was not operated by them, nor 
was it on their tracks. 
Source: http://www.ktul.com/news/stories/0410/722161.html 

For more stories, see items 1, 2, 8, and 19  
 
[Return to top]  

Postal and Shipping Sector 

33. April 4, KXTV 10 Sacramento – (California) Hoax call evacuates Lincoln Post 
Office. The Lincoln Post Office was briefly evacuated Saturday following a fake claim 
that someone poured a white, powdery substance into mailboxes outside the building, a 
Lincoln city spokeswoman said. The incident began around 10:30 a.m. Saturday when 
an unidentified caller to a Lincoln Police dispatcher said two people were seen pouring 
the substance into boxes outside the Lincoln Post Office at 765 South State Highway 
65, Lincoln city spokeswoman said. After officers evacuated the building, a Roseville 
Fire Department hazardous materials team was sent in to check the boxes. No sign of a 
white powdery substance was found and the post office was reopened to the public just 
before 1 p.m. Saturday. The spokeswoman said Lincoln Police were investigating the 
hoax.  
Source: http://www.news10.net/news/local/story.aspx?storyid=78672&catid=2 

[Return to top]  

Agriculture and Food Sector 

34. April 4, U.S. Food Safety and Inspection Service – (Minnesota) Minnesota firm 
recalls ham products for possible Listeria contamination. Lorentz Meats, a Cannon 
Falls, Minnesota establishment, is recalling approximately 100 pounds of ham products 
that may be contaminated with Listeria monocytogenes, the U.S. Department of 
Agriculture’s Food Safety and Inspection Service (FSIS) announced April 4. Various 
sizes of whole or half ham packages of “KOWALSKI’S Markets, FULLY COOKED, 
SMOKED HAM, Naturally Smoked with Hardwoods, KEEP REFRIGERATED.” Each 
package bears a freeze by date “FREEZE BY 05/14/10” as well as the establishment 
number “Est. 21207” inside the USDA mark of inspection. The ham products were 
produced on March 12, 2010, and were distributed to retail establishments in 
Minneapolis/St. Paul, Minnesota, and the surrounding area. The problem was 
discovered through third-party testing, and the establishment notified FSIS. FSIS has 
received no reports of illnesses associated with consumption of this product. 

http://www.news10.net/news/local/story.aspx?storyid=78672&catid=2
http://www.ktul.com/news/stories/0410/722161.html
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Source: 
http://www.fsis.usda.gov/News_&_Events/Recall_022_2010_Release/index.asp 

35. April 3, Seacoastonline.com – (New Hampshire) Freon leaks at Durham 
Marketplace ‘sounded like explosion’. Emergency responders were dispatched to the 
Durham Marketplace in Durham the morning of April 2 after a burst pipe caused a 
Freon gas leak, leading to the evacuation of employees and customers from the grocery 
store. The store manager said there were no injuries and everyone made it out of the 
building within two minutes. The Durham Fire and Police departments responded to the 
scene shortly after he placed a call around 9:30 a.m. The produce manager said she 
heard a loud pop that “sounded like an explosion.” After the pop, she said she saw what 
looked like smoke coming from the compressor room and summonsed the store 
manager, who knew it was Freon. “I got on the intercom system and said ‘everyone out 
of the store,’” he said. The store owner credits the manager with saving patrons from 
the harmful effects of the gas. Exposure sucks up oxygen in the atmosphere and can 
cause people to lose consciousness. The owner said he did not anticipate losing any 
produce because of the leak. He said he is unsure why the pipe burst, but suspects the 
age of the pipe and pressure. The owner re-opened the store at approximately 11:30 
a.m. after he got the OK from the fire department and the refrigeration company. Both 
responded to the scene to ensure proper safety measures were taken. 
Source: 
http://www.seacoastonline.com/apps/pbcs.dll/article?AID=/20100403/NEWS/4030313/
-1/NEWSMAP 

36. April 2, Mt. Vernon Register-News – (Illinois) Two held in connection to truck 
hijacking. Two men are being held in the Jefferson County Justice Center after their 
arrest by the Illinois State Police on March 31 for hijacking a truck on North Davidson 
Avenue containing baby formula. Initial reports were that the two are Cuban nationals, 
and the Jefferson County State’s Attorney said they both have Florida addresses, but 
their nationality remains under investigation at this time. The two were both charged 
with theft over $500,000 and theft of a semi-trailer. According to court documents, they 
knowingly exerted unauthorized control over a semi-truck trailer loaded with Enfamil 
baby formula owned by Mead Johnson and Company, with a value in excess of 
$500,000 and the truck itself, which is a 2007 Great Dane cargo box semi-trailer owned 
by Trailiner, Inc. Both charges are Class 1 Felonies. Bond for each was set at $500,000. 
Source: http://register-news.com/local/x1687696741/Two-held-in-connection-to-truck-
hijacking 

For another story, see item 38  
 
[Return to top]  

Water Sector 

37. April 4, North Jersey Media Group – (New Jersey) Millions of gallons drained from 
MacMillan Reservoir after water pumps vandalized. About 15 million gallons of 

http://www.seacoastonline.com/apps/pbcs.dll/article?AID=/20100403/NEWS/4030313/-1/NEWSMAP
http://www.seacoastonline.com/apps/pbcs.dll/article?AID=/20100403/NEWS/4030313/-1/NEWSMAP
http://register-news.com/local/x1687696741/Two-held-in-connection-to-truck-hijacking
http://register-news.com/local/x1687696741/Two-held-in-connection-to-truck-hijacking
http://www.fsis.usda.gov/News_&_Events/Recall_022_2010_Release/index.asp
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water is estimated to have been drained from the MacMillan Reservoir at Ramapo 
Valley County Reservation in New Jersey this weekend after pumps were vandalized, 
police said Sunday. A Bergen County Police lieutenant said that an employee of the 
park was taking a morning hike on Sunday and noticed that the level of the lake was 
significantly lower, and called authorities around 9 a.m. She said the water in the 
reservoir had dropped about seven feet. She said the reservoir’s pumps, which are 
located in a wooded area that is fenced in, were opened, which allowed water to escape 
into the woods. She said it seems the person responsible may have climbed the fence. A 
lieutenant with the Bergen County Police said, “It was a deliberate and malicious act 
â�¦ to break open the valve and leave it in the condition they did making it difficult to 
be turned off.” She said the pumps were repaired soon after they were reported 
damaged. She said it is unclear when the valves were open, saying everything was 
checked and in good condition on Friday, and that no one reported anything suspicious 
on Saturday. MacMillan Reservoir is on a tributary of the Ramapo River, and it is used 
for recreational purposes, including fishing. 
Source: 
http://www.northjersey.com/news/040410_Millions_of_gallons_drained_from_MacMil
lan_Reservoir_after_water_pumps_vandalized.html 

38. April 2, Carthage Press – (Missouri) Dairy products clog wastewater line, results in 
Carthage creek fish kill. A wastewater line clogged by waste from a cheese 
processing plant in Carthage caused an overflow the morning of April 2 morning that 
resulted in a fish kill in a local creek, according to the Missouri Department of Natural 
Resources. The department’s Southwest Regional Office in Springfield was notified by 
a citizen reporting a white substance in an unnamed tributary to Center Creek near 
Schreiber Foods on Fairview Avenue, and indication of a fish kill in the creek. The 
department dispatched an environmental investigator from the regional office, who 
confirmed the discoloration and fish kill. An investigation of the site determined that 
the substance had entered the stream from a pair of manholes on the Schrieber Foods 
property that had began to overflow when cheese curds and dairy fat clogged the line to 
the pump station on site. The department contacted the Missouri Department of 
Conservation, which began an investigation into the extent of the fish kill. The 
overflow, which is believed to have began Thursday afternoon or evening, was stopped 
shortly after 1 p.m. The company has begun pumping the remaining wastewater out of 
the creek and back into the sewer system. The total gallons of wastewater lost and the 
total number of fish killed were not immediately available. 
Source: http://www.carthagepress.com/breaking/x1043114810/Dairy-products-clog-
wastewater-line-results-in-Carthage-creek-fish-kill 

39. April 2, Associated Press – (Northeast) Health dangers lurk in New England 
floodwaters. While things appear to be looking up in Rhode Island, the state hit hardest 
this week by three days of rain and record flooding, health and environmental officials 
warn there is still danger below the surface. Raw sewage, garbage and oil are swirling 
around in the muddy floodwaters, creating a threat to people as the contaminants make 
their way toward and then down New England’s rivers and streams. “The impact on 
this infrastructure is unprecedented,” said the administrator of the New England region 

http://www.carthagepress.com/breaking/x1043114810/Dairy-products-clog-wastewater-line-results-in-Carthage-creek-fish-kill
http://www.carthagepress.com/breaking/x1043114810/Dairy-products-clog-wastewater-line-results-in-Carthage-creek-fish-kill
http://www.northjersey.com/news/040410_Millions_of_gallons_drained_from_MacMillan_Reservoir_after_water_pumps_vandalized.html
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of the Environmental Protection Agency. “It’s a very rare occurrence when wastewater 
plants are completely disabled by flood, literally taken out and become inoperable. This 
is a very serious matter.” Even before the flooding began in earnest, the Rhode Island 
Department of Environmental Management, anticipating the danger, closed most of the 
bay and southern coastal ponds to shellfishing until further notice. Fishing was 
restricted in parts of Massachusetts, as well. Still, while serious in the short term, the 
problems are expected to dissipate within weeks as the flood water continues to recede. 
A member of the environmental advocacy group Save the Bay said he has not seen any 
major release of hazardous chemicals. No public water supplies are known to have 
been contaminated, but people supplied by four small water systems are urged to boil it 
as a precaution. 
Source: http://www.wef.org/about/StoryPage.aspx?story_id=143245039 

40. April 2, Homeland Security NewsWire – (National) New technology enables machines 
to detect microscopic pathogens in water. Detecting common pathogens in drinking 
water soon may no longer be bottle-necked under a laboratory microscope; Texas 
A&M researchers found a way to substitute humans with automatic image analysis 
systems. A new system developed by Texas AgriLife Research automatically scans a 
water sample and points to potential pathogens much faster than what humans can 
accomplish. Hence, the diseases these pathogens may be nipped in the bud before 
making people sick. “Currently, it takes humans a long time and a lot of effort to peer 
through microscopes and look for green dots [indicating the presence of 
cryptosporidium or giardia pathogens],” said the AgriLife Research scientist and 
professor of microbiology at Texas A&M University. “This system is more accurate 
and can provide results immediately for users around the world.” He and his team have 
been working on the issue since 1996 when he first proposed that to fine-tune the 
search for pathogens, scientists needed to find a way to “substitute humans with 
automatic image analysis systems.” 
Source: http://homelandsecuritynewswire.com/new-technology-enables-machines-
detect-microscopic-pathogens-water 

41. April 2, Homeland Security NewsWire – (International) Students design innovative 
wastewater treatment process for removing pharmaceuticals. Four Chemical 
Engineering students Ryerson University in Toronto, Ontario, have discovered a 
potential solution to the rising levels of pharmaceuticals ending up in the water supply, 
particularly worrisome around hospitals and long-term care facilities, where 
pharmaceutical use is heavy. The four students have designed an advanced wastewater 
treatment system which would remove 90 percent of pharmaceuticals and endocrine-
disrupting compounds (EDCs) using commercially available technology. Currently no 
such sewage treatment plant exists in North America. At a time when tap water is being 
hailed as the environmentally responsible choice over bottled water, the amount of 
pharmaceutical medications making their way into the water supply through improper 
disposal and bodily elimination warrants some concern. As part of their final-year 
undergraduate project, the researchers used research data from academic and industry 
sources to design an award-winning simulated wastewater treatment plant to deal with 
the potentially harmful waste. While there have not been any studies done to determine 
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the long-term effects of these pharmaceuticals and EDCs on humans, concerns have 
nevertheless been raised. The students’ proposed innovative design uses two processes 
in combination, both using commercially available technology. First, wastewater is 
subjected to membrane biological reactors. This activity increases the amount of 
bacteria already present in the treatment process and makes them “hungrier.” From 
there, sewage goes through an advanced oxidization process. Typically used to treat 
drinking water, this process works in the same way as an antioxidant does in the body: 
it destroys harmful toxins.  
Source: http://homelandsecuritynewswire.com/students-design-innovative-wastewater-
treatment-process-removing-pharmaceuticals 

42. April 1, U.S. Environmental Protection Agency – (Idaho) DeLamar Mine in 
Southwest Idaho fined $35,000 for alleged stormwater violations. The Kinross 
DeLamar Mining Company will pay a $35,000 fine for its failure to implement 
adequate stormwater controls at its DeLamar Mine, according to an order issued by the 
U.S. Environmental Protection Agency (EPA). EPA inspectors observed a muddy 
discharge of water into Cabin Gulch from a clay borrow pit during an inspection in 
2009. The water from Cabin Gulch eventually flows into the Owyhee River. The 
company failed to stabilize exposed areas of the borrow pit to protect against 
stormwater runoff at the Southwest Idaho mine. This was a violation of the EPA 
Stormwater Multi-Sector General Permit. The company immediately fixed the problem 
after the EPA inspection.  
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/4761E12D48720E36852576F80064138F 

[Return to top]  

Public Health and Healthcare Sector 

43. April 5, WTOP.com and Associated Press – (District of Columbia) ER at Children’s 
Hospital reopens after fire. The emergency room at Children’s National Medical 
Center in Washington D.C. has re-opened after a fire broke out in a utility area. For 
most of Saturday, officials working in the emergency room could not treat trauma 
patients. Patients had to be rerouted to other hospitals as fire officials cleared water and 
smoke out of that part of the facility. A D.C. fire department spokesman says the fire 
was reported about 9 a.m. Saturday. It was contained, though, because the sprinkler 
system was activated. No injuries were reported. The cause of the fire is still under 
investigation.  
Source: http://www.wtop.com/?nid=25&sid=1926281 

44. April 2, Associated Press – (Mississippi; Alabama) Blood supply shortages a major 
concern. Blood inventories in Mississippi continue to be a concern as donor 
participation has fallen sharply in recent weeks. The marketing director for United 
Blood Services (UBS) said residents have not responded to the shortages saying most 
people do not work time into their schedules to give blood. ‘‘Inventories are far below 
where they need to be — and unless donor participation increases to match our local 
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and regional demand ... blood will need to be imported from other areas again,” the 
director said. “To put this into perspective, in Meridian alone; more than 100 donors a 
day are needed — to ensure enough blood is collected to meet the needs of the many 
patients being treated in area hospitals.” UBS provides blood to 58 counties in 
Mississippi and all of West Alabama. 
Source: http://www.gulflive.com/newsflash/index.ssf?/base/national-
115/1270219615309920.xml&storylist=miss_news 

45. April 2, Columbus Dispatch – (Ohio) Alarm sounded over bacterium. Franklin 
County , Ohio, officials have detected a higher-than-normal level of a bacterium that 
could be used as a biological agent, causing them to contact a number of state and 
federal agencies, including Homeland Security. But Columbus’ Health Commissioner 
said there is no cause for alarm about the tularemia bacterium. She said the reading 
detected Thursday at one of the county’s air stations could have been the result of a 
newer, more-sensitive testing process that started Thursday. The reading was not high 
enough to cause concern for humans or animals, she said. Officials wouldn’t say from 
which air station the reading came. Tularemia can be used as an agent for biological 
terrorism, according to the Centers for Disease Control and Prevention. The 
commissioner, however, said she did not know of such a case in this country. 
Source: 
http://www.dispatchpolitics.com/live/content/local_news/stories/2010/04/02/copy/alar
m-sounded-over-bacterium.html?adsec=politics&sid=101 

46. April 2, WMAR 2 Baltimore – (Maryland) Leak at hospital causes hazmat scene. Fire 
officials say the refrigerant leak at the University of Maryland Medical Center has been 
cleaned up. The leak closed down part of Lombard Street but the street has now been 
reopened. There were no injuries related to the incident. The leak of refrigerant caused 
a hazmat scene at the University of Maryland Medical Center the afternoon of April 2. 
A contractor accidentally hit a valve around 3 p.m., causing a leak of refrigerant that 
supplies an A/C unit. The incident occurred in the sub-basement of the hospital on the 
Lombard Street side in the Weinberg Building. No one was evacuated. The leak was 
under control and was considered to be a respiratory irritant, and not a serious threat. 
Baltimore City Fire Department was working with the hospital’s mechanical engineers 
to avert the ventilation system. Lombard street from Greene to Pine was closed due to 
fire department units on location.  
Source: http://www.abc2news.com/news/local/story/Leak-at-Hospital-Causes-Hazmat-
Scene/R2FWREqHukO_5hMFAqEfZQ.cspx 

For another story, see item 36  
 
[Return to top]  

Government Facilities Sector 

47. April 5, Morning Journal – (Ohio) Police investigate possible pipe bomb; road shut 
down. A possible pipe bomb was found in front of the Tiffin University Elyria 

http://www.dispatchpolitics.com/live/content/local_news/stories/2010/04/02/copy/alarm-sounded-over-bacterium.html?adsec=politics&sid=101
http://www.dispatchpolitics.com/live/content/local_news/stories/2010/04/02/copy/alarm-sounded-over-bacterium.html?adsec=politics&sid=101
http://www.abc2news.com/news/local/story/Leak-at-Hospital-Causes-Hazmat-Scene/R2FWREqHukO_5hMFAqEfZQ.cspx
http://www.abc2news.com/news/local/story/Leak-at-Hospital-Causes-Hazmat-Scene/R2FWREqHukO_5hMFAqEfZQ.cspx
http://www.gulflive.com/newsflash/index.ssf?/base/national-115/1270219615309920.xml&storylist=miss_news
http://www.gulflive.com/newsflash/index.ssf?/base/national-115/1270219615309920.xml&storylist=miss_news


 - 19 - 

Academic Center, 1230 Abbe Road, around 12:45 yesterday, according to an Elyria 
Police spokeswoman. Abbe Road was blocked off from Antioch Drive to the Sheffield 
Village city limits in both directions for approximately 45 minutes while the Lorain 
County Bomb Squad took the possible explosive. An Elyria fire official said the pipe 
was found by landscapers in bushes in front of the building. The piece of copper pipe 
was sealed off with wax on one end and had dirt sealing the other. He said the 
landscapers originally didn’t think much of it, but after they realized it could be a pipe 
bomb, they called police. A fire official said the police and firefighters arrived on the 
scene to investigate but weren’t really sure whether or not the device was an explosive. 
“We felt it was suspicious enough to call the bomb squad — just to be on the safe 
side,” the spokeswoman said. The bomb squad picked up the pipe and took it to a bomb 
disposal site where it was destroyed by a countercharge, according to an Elyria police 
report. The bomb squad could not confirm whether or not it was an actual explosive, 
the spokeswoman said. 
Source: 
http://www.morningjournal.com/articles/2010/04/04/news/doc4bb81486a15eb5211722
66.txt 

48. April 5, Associated Press – (International) US consulate attacked in northwest 
Pakistan. Islamist militants unleashed a car bomb and grenade attack against a U.S. 
consulate in northwestern Pakistan on Monday, killing four people. The multi-pronged 
strike against the consulate in Peshawar city was the first direct assault on a U.S. 
mission in the country since 2006. Officials said the four attackers in two vehicles 
hoped to breach the heavily fortified compound and kill people inside, but they failed to 
do that and caused only minor damage. They detonated their first suicide vehicle at a 
checkpoint some 20 meters from the entrance to the consulate, said the Peshawar police 
chief. The second vehicle, which was carrying a larger amount of explosives, was 
stopped at another security barrier some 15 meters from the entrance. “The driver had 
no option, but to detonate the vehicle right there,” he said. The second blast killed two 
militants wearing suicide vests who were walking ahead of the pickup truck. Some 
officials and witnesses reported a third or possible fourth explosion. The attackers who 
fired at the consulate were wearing security uniforms. The four people killed in the 
attack included three security personnel and one civilian, said the police chief. Two of 
the security personnel were employed by the consulate, said the embassy. The third was 
a Pakistani paramilitary soldier, said a police official. The Pakistani interior minister 
said the Pakistani Taliban claimed responsibility for the attack. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hkiMxbHNH0BqgpWA2ZG6V
D6wVTmAD9ET1GU00 

49. April 4, Press Association – (International) Blasts target Baghdad embassies. Suicide 
attackers have detonated three car bombs near embassies in Baghdad, killing at least 42 
people and wounding more than 200 in back-to-back attacks. Authorities say they 
foiled two other attacks aimed at diplomatic targets. A spokesman for the city’s 
operations command center said the blasts went off within minutes of each other — one 
near the Iranian Embassy and two others in an area that houses several embassies, 
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including the Egyptian Consulate, German, and Spanish embassies. The rise in 
bloodshed after a relative lull deepened fears that insurgents are seizing on the political 
uncertainty after last month’s close parliamentary elections to sow further instability. 
TV footage showed civilians outside the Iranian Embassy loading casualties into police 
vehicles and ambulances. 
Source: http://www.google.com/hostednews/ukpress/article/ALeqM5g2ce0UWgIbztp-
6vBOwpzP9_CTgQ 

50. April 2, Gadsden Times – (Alabama) Bomb scare occurs at federal building. The 
Federal Building was evacuated for a short time Friday morning while the Gadsden 
Police Department’s bomb squad surveyed a pump sprayer next to the building. The 
Gadsden fire and police departments responded just before 9 a.m. after someone from 
the Federal Building, following guidelines established by Homeland Security, notified 
them of a pump sprayer near the curb on Sixth Street. Sixth Street was closed between 
Chestnut and Broad streets, although the Federal Building initially remained occupied. 
After it was determined the bomb squad would survey the sprayer, the building was 
evacuated. A Gadsden police sergeant examined the sprayer and used tests to determine 
it contained no explosives. “There wasn’t anything there to alert us that it was anything 
other than what it appeared to be,” he said. A bomb made with certain chemicals could 
be disguised in a sprayer. “We commend them for making the call to take all 
precautions,” the police spokesman said. “Obviously in the times we live in, we have to 
respond with all caution to any suspicious items or things. We’d rather err on the side 
of caution.” The street was reopened about 11 a.m. 
Source: 
http://www.gadsdentimes.com/article/20100402/NEWS/100409958/1017/NEWS 

51. April 2, Washington Post – (Virginia) Pentagon to increase security 
measures. Pentagon officials announced new security measures on Thursday that 
include more random screening of visitors and Defense Department workers, a wider 
security perimeter and more lighting around the building’s main entrance, after a 
shooting incident there last month that left the gunman dead and two police officers 
injured. The changes will be most noticeable at the busy southeast side of the building 
near the Metro station, according to the Pentagon Force Protection Agency, which has 
installed more lighting and positioned police officers closer to the station’s escalators. 
“We’ve had a lot of things in place here since 9/11, but the March 4th incident and 
other incidents have caused us to really look at this,” the PFPA Director said in 
reference to the March shooting and last year’s massacre at Fort Hood, Texas, in which 
13 people were fatally shot.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/04/01/AR2010040103582.html 

52. April 2, Associated Press – (National) FBI warns extremist letters may encourage 
violence. A federal intelligence note is warning police that an anti-government group’s 
call to remove dozens of sitting governors may encourage others to act out violently. A 
group that calls itself the Guardians of the free Republics has a plan to “restore 
America” by peacefully dismantling parts of the government, according to its Web site. 
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As of Wednesday, more than 30 governors had received letters demanding they leave 
office within three days or they will be removed, according to an internal intelligence 
note by the FBI and the Department of Homeland Security, which was obtained by The 
Associated Press. Investigators do not see threats of violence in the group’s message, 
but fear the broad call for removing top state officials could inspire others to act out 
violently.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hKXtwirU7eHhjk011iMFo7B
XjBYQD9EQT7EO1 

[Return to top]  

Emergency Services Sector 

53. April 3, San Diego Union-Tribune – (California) Man arrested in theft of ambulance 
from hospital. Police arrested a 52-year-old man on suspicion of auto theft Saturday 
morning after they said he stole an ambulance from Sharp Hospital in San Diego, 
California, led police on a pursuit and stopped only after driving over spike strips. The 
man had been taken to the hospital in a different ambulance for being drunk in public, 
police said. An ambulance crew discovered their rig was missing around 6:46 a.m. and 
alerted authorities. The ambulance was equipped with GPS and police located it 
heading eastbound on Clairemont Mesa Boulevard. The driver failed to pull over for 
about 12 minutes and only stopped after spike strips flatted all six tires.  
Source: http://www.signonsandiego.com/news/2010/apr/03/man-arrested-in-theft-of-
ambulance-from-hospital/ 

54. April 3, San Diego Union-Tribune – (California) Coast Guard distress call an 
apparent hoax. The U.S. Coast Guard searched San Diego Bay and the coastline late 
Saturday afternoon after receiving an odd radio distress call that apparently turned out 
to be a hoax.Someone who sounded like a young child said “911 La Mancha” over the 
radio at 4:57 p.m., said a Coast Guard search and rescue Controller. That phrase is not a 
standard distress call, he said, but officials launched a search, which is standard in cases 
when it’s not clear whether or not a call is legitimate. A boat and a helicopter searched 
the bay, Point Loma and the coast up to Encinitas, and found nothing. The search area 
was based on which radio towers picked up the signal. 
Source: http://www.signonsandiego.com/news/2010/apr/03/coast-guard-distress-call-
appears-to-be-a-hoax/ 

55. April 2, Omaha World-Herald – (Nebraska) Cause of 911 outage sought. With phone 
service restored, Windstream Communications officials began trying Friday to figure 
out what caused a phone outage that knocked out 911 service in Lancaster and 14 other 
counties for much of Thursday. Because of the unusual nature of the outage, 
Windstream officials were called to a Friday morning meeting with the Nebraska 
Public Service Commission, the state’s telephone regulatory agency. “An outage that 
long is always a concern, but with the effect that it had on the 911 system, I’m sure 
there’s going to be some questioning by the commission about whether there’s enough 
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redundancy in the system,” said the PSC’s executive director. Lincoln’s telephone 
system went out about 7:45 a.m. And so did a backup. That left much of southeast 
Nebraska’s emergency response system in dire straits. The event affected 911 callers in 
15 southeast Nebraska counties because all rely on the same telephone and data 
switching complex to provide 911 service. 
Source: http://www.omaha.com/article/20100402/NEWS01/704029824 

56. April 2, Grand Forks Herald – (North Dakota) FEMA moves out emergency 
supplies. With the 2010 Red River flood fight winding down, the Federal Emergency 
Management Agency trucked emergency supplies for 20,000 potential flood victims 
out of North Dakota. The trucks, which have been at Grand Forks Air Force Base since 
March 19, were moved to national logistical caches for possible use in other areas, 
including the flood disaster unfolding in the Northeast. The supplies include emergency 
generators, communications equipment and enough cots, blankets, personal hygiene 
kits and food to accommodate 20,000 refugees for five days. Meanwhile, FEMA is 
launching another phase of its flood-recovery program in North Dakota. On Monday, 
disaster teams will begin working with county, city and township officials to obtain 
federal funding to repair or replace damaged public infrastructure during the flood 
disaster. 
Source: http://www.grandforksherald.com/event/article/id/156471/ 

[Return to top]  

Information Technology Sector 

57. April 5, The H Security – (International) New version of Foxit closes executable 
security hole. Responding to the exploit developed by a PDF security specialist, Foxit 
has closed the pertinent security hole with the new version 3.2.1.0401 of Foxit Reader. 
The code, which is only available as a demo(direct download) version, exploits the 
ability of PDF readers to trigger the execution of non-PDF code, as described in the 
PDF specification. In previous versions of Foxit Reader, this process was started 
without giving users any warning. Adobe has so far not responded to the exploit. 
However, Acrobat Reader at least issues a warning. As a workaround, users can disable 
the option “ Allow Opening Of Non-PDF File Attachments With External 
Applications”. 
Source: http://www.h-online.com/security/news/item/New-version-of-Foxit-closes-
executable-security-hole-970102.html 

58. April 5, Reuters – (International) China journalist club shuts website after 
attack. The Foreign Correspondents Club of China said on April 2 it had shut its 
website after a burst of hacker attacks, days after attacks on the Yahoo email accounts 
of some foreign journalists covering China were discovered. “We do not know who is 
behind the attacks or what their motivation is,” the club’s board said in an emailed 
statement explaining it had decided to shut down temporarily the site after two days of 
“persistent” attacks. The club has traced the online assault to IP addresses in both China 
and the U.S., but added that these machines could have been taken over by hackers in 
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other locations. The hacking was the latest of several recent incidents that have brought 
to light the Internet vulnerabilities of people or groups whose work may raise hackles 
in China.  
Source: http://news.yahoo.com/s/nm/20100405/wr_nm/us_china_internet_attack 

59. April 4, PC Magazine – (International) First iPad jailbreak demoed. A iPhone Dev 
Team member has released a video showing a rough demo of a jailbreak that’s given 
him access to the iPad’s software inner workings. While it’s more of a developmental 
hack than a full-functioning, consumer-grade jailbreak at this point, it’s only matter of 
time before iPad amateurs will be able to unleash the tweak on their own devices. And, 
of course, that means third-party application installers like Cydia are but a touch or two 
away. How does the jailbreak work? The details are unclear. However, since the 
jailbreak is allegedly based off of a jailbreak for the iPhone called, “Spirit,” written by 
a developer called Comex, it’s safe to say that the methods used will be similar when 
the consumer-grade jailbreak is unleashed.  
Source: http://www.pcmag.com/article2/0,2817,2362241,00.asp 

60. April 2, ComputerWorld – (International) Mozilla beats Apple, Microsoft to 
Pwn2Own patch punch. Mozilla late on April 1 patched a critical Firefox 
vulnerability used by a German researcher to win $10,000 for hacking the open-source 
browser at last week’s Pwn2Own contest. In a repeat of 2009, Mozilla was the first 
browser maker to patch a bug exploited at Pwn2Own. In fact, the company improved 
on its performance by fixing the newest flaw only eight days after a researcher who 
works for U.K.-based MWR InfoSecurity hacked Firefox. Last year, Mozilla took 10 
days to come up with its Pwn2Own fix. Nils also successfully exploited Firefox at 
2009’s contest. This time, the researcher used a memory corruption flaw to hack the 
browser, Mozilla said in the security advisory that accompanied the update to Firefox 
3.6.3. It rated the bug as “critical,” the highest threat ranking in its four-step scoring 
system.  
Source: http://www.networkworld.com/news/2010/040210-mozilla-beats-apple-
microsoft-to.html?hpg1=bn 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

61. April 5, Data Center Knowledge – (National) Earthquakes and data centers. The 
April 4 magnitude 7.2 earthquake in Baja California was felt in large portions of 
Southern California. It rattled nerves and shook up some equipment as well. “Our data 
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center had servers rolling back and forth on earthquake gliders,” reported the manager 
at ProtectRite of Encinitas, California (a San Diego suburb) on his Twitter stream. “It 
was intense â�¦ All employees working today ran to parking lot. Pictures toppled on 
desks and server safety systems engaged.” Earthquake gliders? Many data centers use 
seismic isolation technology to protect racks and servers in the event of a major 
earthquake. Last year a representative of WorkSafe provided a demonstration of his 
company’s ISO-Base platforms, which sit under the data center racks and allow them to 
shift independently of the building during an earthquake, reducing damage. WorkSafe 
has provided seismic isolation systems at data centers operated by Boeing and local 
governments in the Pacific Northwest, as well as many facilities in Japan.  
Source: http://www.datacenterknowledge.com/archives/2010/04/05/earthquakes-and-
data-centers/ 
See items 12 and 65 
 

62. April 2, IDG News Service – (International) US, Europe, Japan agree on data center 
efficiency metric. Industry groups and government agencies from the U.S., Europe and 
Japan have reached a basic agreement on how to measure the energy efficiency of data 
centers, they are expected to say on April 5. The agreement is seen as significant 
because it establishes a common metric that different types of data centers, in different 
parts of the world, can use to report their level of energy efficiency. That could provide 
a yardstick for companies to assess the efficiency of their own data centers, and also to 
gauge the effectiveness of energy-saving techniques employed by other facilities. The 
agreement is unusual for its level of international cooperation. Orchestrated by the 
Green Grid, an industry consortium in the U.S., the agreement is backed by the U.S. 
Department of Energy, the U.S. Environmental Protection Agency, the European Union 
Code of Conduct and the Japan Ministry of Economy, according to a statement from 
the Green Grid.  
Source: 
http://www.computerworld.com/s/article/9174701/US_Europe_Japan_agree_on_data_c
enter_efficiency_metric 

63. April 1, Charleston Daily Mail – (West Virginia) Copper theft cuts off telephone 
service. Nearly 1,400 residents in Mingo and Logan counties were left without 
telephone service after thieves allegedly cut down service lines in their quest for 
copper. A Verizon spokesman said the thefts were reported early April 1, with reports 
from Delbarton in Mingo County coming in at 6 a.m. and reports from Man in Logan 
County coming in two hours later. He said thieves took copper wiring from both 
locations but also cut a fiber optic line in Delbarton. The destroyed fiber optic line did 
not contain copper, but glass. It was repaired April 1. Law enforcement agencies were 
informed of the incidents and they were working to apprehend the thieves. No arrests 
have been made. He said repair crews were in the affected areas all day April 1 
working to restore telephone service. He said service in Delbarton was to be restored by 
midnight and that service in Man would be restored sometime April 1.  
Source: http://www.dailymail.com/policebrfs/201004010943 

For another story, see item 55  
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Commercial Facilities Sector 

64. April 5, Associated Press – (New York) 4 shot, 54 arrested in Times Square Easter 
melee. Four people were shot and 54 were arrested in New York’s Times Square late 
Sunday night in an Easter melee some fear was gang-related. Shots rang out as groups 
of young people charged through the streets of Manhattan, frightening bystanders and 
prompting some businesses to close early to avoid being ransacked. It is unclear 
whether the victims were innocent bystanders or part of the groups of young people 
flooding the streets. The mayhem covered nearly a mile, from Herald Square to 
Rockefeller Center to the bright lights of tourist-filled Times Square. Hundreds of New 
York City police officers worked to contain the violence, making dozens of arrests and 
stopping pedestrians to look for weapons, the New York Post reported. One police 
officer was injured in the knee as he tried to stop the ruckus. A couple of hours later, 
two more women were shot and suffered non-life-threatening injuries, The Associated 
Press reported. Even before the young people hit the streets, the cops were waiting for 
them in Times Square. Apparently, the violence is a kind of Easter Sunday tradition for 
New York gangs. According to some police officers, business owners, and New York 
urban legend, the holiday is also known as “Gang Initiation Day” among the city’s 
gang-bangers. 
Source: http://www.aolnews.com/crime/article/4-shot-54-arrested-in-times-square-
easter-melee/19426450 

65. April 5, redOrbit – (California; Nevada; International) Mexico, parts of U.S. hit by 
major quake. A 7.2 magnitude earthquake rocked Mexico and parts of the Western 
United States on Sunday, leaving at least two dead and 100 injured according to early 
media reports. It was reportedly the most powerful quake to strike the region in 
decades. According to the U.S. Geological Survey, the earthquake occurred at 3:40pm 
and was centered just outside of Mexicali, where both fatalities occurred. The 40-
second earthquake “shook tens of millions of people across two countries and three 
states swaying high-rise buildings from Los Angeles to Las Vegas and the border town 
of Tijuana,” according to UK’s Mail Online website. “In California, Disneyland rides 
were closed and inspected for damage and several historic hotels were evacuated as a 
precautionary measure.” Three aftershocks followed within the hour following the 
initial earthquake. Those aftershocks had magnitudes of 5.1, 4.5, and 4.3, and were 
followed by smaller tremors later on in the day. A member of the U.S. Geological 
Survey warned that more seismic activity may follow.  
Source: 
http://www.redorbit.com/news/science/1845367/mexico_parts_of_us_hit_by_major_qu
ake/ 
See items 12 and 61 

 

66. April 4, Associated Press – (Florida) Woman tries to blow up own apartment 
building. A St. Petersburg, Florida, woman is being held in jail on an attempted murder 
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charge after authorities say she tried to blow up her own apartment building. 
Authorities say the 45-year-old woman twice tried to spark a natural gas explosion at 
her building. The building has four apartments. At least one other unit was occupied. 
The woman initially told officers that she was trying to blow up the building, according 
to a police report. But after she was read her rights, she denied it. Two large industrial 
fans were used to air out the building. No injuries were reported. 
Source: http://www.miamiherald.com/2010/04/04/1562716/woman-tries-to-blow-up-
own-apartment.html 

67. April 3, Anchorage Daily News – (Alaska) Lead contamination poses worries at 
Kincaid Park: environment. Lead contamination at Kincaid Park’s old biathlon 
shooting range has tangled up the construction of a multimillion-dollar soccer stadium. 
State, city and federal officials met Thursday to discuss what to do about lead-
contaminated dirt that remains at the former shooting range. A volunteer-run 
organization fell afoul of state and federal rules for hazardous-waste management two 
years ago when its contractors excavated, stockpiled and regraded some of the 
contaminated dirt without regulatory approval. The volunteer organization, called the 
Kincaid Project Group, had been preparing to transform the firing range into a $3 
million artificial-turf soccer stadium. The project was just one component of the 
group’s $11 million project to upgrade trails, build a soccer complex and add other 
recreational facilities at the park. The excavation at the shooting range was a costly 
error that still has not been fully resolved. Two years ago, the federal EPA took charge 
of the cleanup. The EPA filed a notice of violation against the city and the Kincaid 
Project Group for the unauthorized stockpile of contaminated dirt. The group says it 
and the city spent $75,000 to ship 78 tons of dirt laced with lead bullet fragments to a 
Lower 48 landfill. The Kincaid Project Group insists that none of the dirt from the 
biathlon range was moved to other locations and says it has the paperwork to prove it. 
Source: http://www.adn.com/2010/04/01/1208705/officials-tackle-problem-of-
lead.html 

For another story, see item 68  
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National Monuments and Icons Sector 

68. April 5, Gettysburg Times – (Maryland) Fire damages historic hotel. A landmark 
hotel in Emmitsburg, Maryland, that was one of the last structures that burned in the 
“Great (Emmitsburg) Fire of 1863” has burned again, and one person has been arrested. 
More than 100 to 125 firefighters descended on an early Saturday morning fire that 
severely damaged more than half of the four-story, East Main Street Emmitsburg Hotel, 
a structure whose history can be traced back to before the mid-1800s. The Emmitsburg 
Hotel, actually a 17-unit apartment building, caught fire around 6 a.m. Saturday, 
resulting in fire companies within a half hour distance either sending in manpower and 
equipment to the scene or covering for firefighting companies that responded. The 
burning structure was surrounded by firefighters from Emmitsburg, Gettysburg, 

http://www.adn.com/2010/04/01/1208705/officials-tackle-problem-of-lead.html
http://www.adn.com/2010/04/01/1208705/officials-tackle-problem-of-lead.html
http://www.miamiherald.com/2010/04/04/1562716/woman-tries-to-blow-up-own-apartment.html
http://www.miamiherald.com/2010/04/04/1562716/woman-tries-to-blow-up-own-apartment.html
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Walkersville, and Taneytown before it was brought under control three hours later 
around 9 a.m. There were no serious injuries reported. The fire left 28 occupants 
homeless. A 43-year-old man, a resident of the Hotel, has been charged with arson and 
malicious burning, according to the state Fire Marshal’s Office. Investigators say the 
man was trying to commit suicide. The property is also known for its historical visitors 
such as Francis Scott Key — the composer of the National Anthem — once delivered a 
speech from the hotel’s balcony, as did President William Henry Harrison. The old 
hotel sustained more $1 million in damages in Saturday’s fire according to the latest 
estimate. 
Source: 
http://www.gettysburgtimes.com/articles/2010/04/05/news/local/doc4bb9c0a98526552
7960224.txt 

[Return to top]  

Dams Sector 

69. April 4, Virginian-Pilot – (Virginia) Suffolk reopens U.S. 460 after dam break. After 
being closed for days after a dam burst, U.S. 460 reopened Saturday. The road was 
closed after heavy rainfall last weekend caused the Sadler Pond dam to overflow and 
break, causing officials to worry it would break further and flood the road. City 
officials removed a 40-foot section of the dam, allowing water to flow through and U.S. 
460 to open, according to a news release. The structure is privately owned and has 
failed four times in the past decade, according to a city spokeswoman. It would have 
cost the owners about $1.2 million to repair, according to an estimate from a city-hired 
engineer. 
Source: http://hamptonroads.com/2010/04/burst-dam-flooded-us-460-be-razed 

70. April 2, Providence Journal – (Rhode Island) Geneva Pond in North Providence 
empties out. Geneva Pond, by the Providence border, emptied after the dam on the 
West River that created it to serve 19th-century mill interests breached by the small 
bridge that carries Douglas Avenue over the river. The bridge was closed Tuesday 
because of flood damage to its abutments. The cause of the dam failure is unclear. 
There were no reports of any downstream damage. The pond was a long-treasured 
haven for birds, an attraction for anglers, and a lure for children who fed the ducks. 
When the dam failed, Geneva Pond’s water flowed into the West River, which feeds 
Whipple Pond in the Wanskuck neighborhood of Providence. North Providence has 
two ponds with the Geneva name. The other is the Geneva Sportsman’s Club Pond in 
Governor Notte Park on Douglas Avenue, north of the failed dam. The damage at the 
Geneva Pond dam and bridge left people in awe Thursday morning as they tried to 
comprehend the physics of rushing water. A chunk of the 14-foot-high dam — perhaps 
6 feet wide by 2 to 4 feet deep — was gone.  
Source: http://www.projo.com/news/content/GENEVA_POND_04-02-
10_JTHVM7D_v45.3c0a142.html 

[Return to top]  

http://hamptonroads.com/2010/04/burst-dam-flooded-us-460-be-razed
http://www.projo.com/news/content/GENEVA_POND_04-02-10_JTHVM7D_v45.3c0a142.html
http://www.projo.com/news/content/GENEVA_POND_04-02-10_JTHVM7D_v45.3c0a142.html
http://www.gettysburgtimes.com/articles/2010/04/05/news/local/doc4bb9c0a985265527960224.txt


 - 28 - 

 
DHS Daily Open Source Infrastructure Report Contact Information  

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

http://www.dhs.gov/iaipdailyreport
mailto:NICCReports@dhs.gov
mailto:support@govdelivery.com
mailto:support@govdelivery.com
mailto:support@govdelivery.com
mailto:nicc@dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/

