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Top Stories 

 According to the Pittsburgh Post-Gazette, property owners living near the site of an Atlas 
Energy gas well operation that caught fire in Washington County, Pennsylvania 
Wednesday morning said they had been trying for days to reach state officials about 
noxious odors at the site before the incident. (See item 2) 

 The Nevada Appeal reports that the Nevada Capitol was locked down late Tuesday after 
the FBI advised the governors of all 50 states they would be receiving letters from an 
extremist group demanding their resignations, according to the deputy chief of staff to the 
Nevada governor. The letters reportedly advise governors that, if they do not resign, 
members of the group will “commandeer” their offices. (See item 32) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 1, Philadelphia Inquirer – (Pennsylvania) Another manhole explodes in West 
Philly. An explosion sent a manhole cover flying into the air in West Philadelphia 

http://www.dhs.gov/
http://www.esisac.com/
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Thursday morning, officials said. No one was injured in the blast on Walnut Street near 
52nd Street. The cause was under investigation. On Tuesday night, another explosion 
blew about six manholes into the air on Market Street near 56th Street, damaging at 
least three cars. Officials say rats chewing on a power cable caused a short that ignited 
a buildup of gas in the utility tunnel in that explosion. 
Source: http://www.philly.com/philly/news/breaking/89694947.html 

2. April 1, Pittsburgh Post-Gazette – (Pennsylvania) Residents reported gas odors 
before explosion. Property owners living near the site of a gas well operation that 
caught fire in Washington County Wednesday morning said they had been trying for 
days to reach state officials about noxious odors at the site. The owner of the property 
where an Atlas Energy wastewater impoundment pond caught fire on Wednesday and a 
neighbor said they experienced a “horrendous gas smell” in the days leading up to the 
fire, but they could not reach state officials to warn them. Both men said they heard a 
loud explosion at about 8 a.m. Wednesday and saw an impoundment pond on fire with 
clouds of black smoke. One said he contacted a hotline for the state Department of 
Environmental Resources on Sunday, but was unable to reach agency officials because 
their voicemail boxes were full. A DEP spokeswoman said a preliminary investigation 
indicated that gas on the surface of the wastewater may have ignited the 100-by-80-foot 
impoundment and nearby equipment. The Washington County public safety director 
said the county’s hazardous materials team responded to the site and used foam to 
extinguish a fire at a holding tank that is used to separate water and sand near the 
impoundment. The impoundment’s rubber liner was allowed to burn out on its own. 
Atlas Energy said in a statement on Wednesday that it would work to find the cause of 
the fire, which resulted in minor slip-and-fall injury to a contractor. “We anticipate the 
resumption of normal operations in the near future,” said Atlas Energy’s senior vice 
president. 
Source: http://www.post-gazette.com/pg/10091/1047159-58.stm 

3. March 31, Alibaba – (International) Gunmen kidnap Total oil worker in Nigerian 
delta. Gunmen kidnapped an employee of the French oil company Total in Nigeria’s 
Niger Delta on March 31, police said. The Nigerian worker was abducted after leaving 
his home in Port Harcourt, the main city in the OPEC member’s restive oil-producing 
Niger Delta. “A Nigerian employee of Total was abducted by unidentified gunmen this 
morning on his way to work and driven in a getaway car, said a spokeswoman for 
Rivers state police. Kidnappings for ransom, armed robbery and carjackings are 
common in the Niger Delta, where poverty is widespread despite its vast oil and gas 
reserves. Most victims are released unharmed after payment of a ransom.  
Source: http://news.alibaba.com/article/detail/markets/100270886-1-gunmen-kidnap-
total-oil-worker.html 

4. March 31, Associated Press – (Alabama; Louisiana; Puerto Rico) Shell refineries 
reach Clean Air Act settlements. Two Shell chemical companies have agreed to 
install $6 million in pollution reduction equipment at two petroleum refineries in 
Louisiana and Alabama and upgrade a terminal in Puerto Rico as part of a Clean Air 
Act settlement with the federal government. Shell Chemical LP and Shell Chemical 

http://www.post-gazette.com/pg/10091/1047159-58.stm
http://news.alibaba.com/article/detail/markets/100270886-1-gunmen-kidnap-total-oil-worker.html
http://news.alibaba.com/article/detail/markets/100270886-1-gunmen-kidnap-total-oil-worker.html
http://www.philly.com/philly/news/breaking/89694947.html
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Yabucoa, units of Royal Dutch Shell PLC, also will pay a combined $3.3 million civil 
penalty to the federal government, Alabama and Louisiana. About $193,000 will go to 
Louisiana organizations for environmental education, teacher workshops and 
emergency operations. The new pollution control equipment will be installed at Shell 
Chemical refineries in St. Rose, La., and Saraland, Ala. The settlement was announced 
Wednesday by the Justice Department and the Environmental Protection Agency. 
Source: http://www.latimes.com/business/nationworld/wire/sns-ap-us-shell-refinery-
settlements,0,5298552.story 

[Return to top]  

Chemical Industry Sector 

5. April 1, Occupational Health and Safety – (Delaware) Plastics plant penalized for 
polyvinyl particles, improper procedures. OSHA has cited Formosa Plastics Corp. 
for 27 alleged serious workplace safety and health violations, including exposing 
workers to combustible dust hazards. Proposed penalties total $133,500. The agency 
initiated an investigation on October 1, 2009, in response to an employee complaint. 
The company produces plastic resins and petrochemicals and employs 98 workers at its 
plant in Delaware City, Delaware. The violations include the company’s failure to 
properly contain polyvinyl chloride dust particles; evaluate contractors’ safety 
programs and procedures; properly inspect process equipment; provide fire retardant 
clothing for employees; require employees to wear adequate eye protection with side 
shields; provide proper training; and provide employees with an infirmary, clinic, or 
person trained in first aid. Additionally, inspectors identified hazards involving a lack 
of machine guarding; a deficient process safety management program; inadequate 
lockout/tagout procedures for energy sources; and unguarded machinery, floor holes, 
and walkways.  
Source: http://ohsonline.com/articles/2010/04/01/plastics-plant-
penalized.aspx?admgarea=news 

6. April 1, Advocate – (Louisiana) Road reopens after chemical spill. Authorities in St. 
Francisville reopened a section of U.S. 61 through a business and residential area after 
a chemical spill and cleanup closed the highway for more than eight hours Wednesday. 
A tank truck carrying a strong bleaching agent caused the closure by overturning and 
leaking its cargo into a roadside ditch. The police chief said the 18-wheeler was moving 
through a construction zone near Burnett Road about 9:45 a.m. when its rear wheels 
dropped off the pavement. “When he did, it rolled over,” he said. The Linden Bulk 
Transport rig from Reserve was carrying several thousand gallons of a 10 percent 
solution of sodium hypochlorite, according to a materials safety data sheet the driver 
carried in his truck. The chemical leaking from the top of the tank ran into a roadside 
ditch, but firefighters and police got help from J.B. James Construction Co. workers, 
who used earthmoving equipment to dump sand in the ditch to contain the spill. 
Authorities elected to evacuate the occupants of four homes on the east side of the 
highway in Audubon Hills subdivision as a precaution. Businesses on the east side of 
the highway were not evacuated, but the road closure left no way for most of their 

http://ohsonline.com/articles/2010/04/01/plastics-plant-penalized.aspx?admgarea=news
http://ohsonline.com/articles/2010/04/01/plastics-plant-penalized.aspx?admgarea=news
http://www.latimes.com/business/nationworld/wire/sns-ap-us-shell-refinery-settlements
http://www.latimes.com/business/nationworld/wire/sns-ap-us-shell-refinery-settlements
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customers to get to them. The incident was investigated by State Police, along with 
state Department of Environmental Quality personnel. 
Source: http://www.2theadvocate.com/news/89658872.html?index=1&c=y 

7. April 1, Media General News Service – (Alabama) Vacated fertilizer plant in 
Southeast Alabama prompts questions. Last year, officials with Tri-State Plant Food 
on East Burdeshaw Street in Dothan locked the doors and quietly walked away from 
the 112-year-old fertilizer plant, leaving a community to wonder what comes next. The 
former plant manager is often on site monitoring water treatment facilities. The district 
2 city commissioner has asked about the presence of any hazardous materials, and a fire 
department inspection has revealed no such materials. “We are working with ADEM to 
verify that there are no hazardous chemicals still located on the site,” the fire chief said. 
“We did get on site to evaluate things and can’t find any chemicals in bulk storage left 
on site. The only thing there is residual fertilizer stuff.” He said there is one large 
storage tank on site. Material safety data sheets report the tank contains sulfuric acid. 
“We are waiting on the Alabama Department of Environmental Management to guide 
us on testing. There will not be a release of anything,” he said. Water monitoring of 37 
wells is done on the 18.5-acre site by the former plant manager, who works with P.E. 
LaMoreaux & Associates Environmental Consultants. Since the plant closed just before 
Christmas, he has been treating the water to reduce the acidity levels. What will 
ultimately happen with the property is unresolved, since Tri-State Plant Food owns the 
land and plant, but the company is in bankruptcy. 
Source: 
http://www2.wrbl.com/rbl/news/local/article/vacated_fertilizer_plant_in_southeast_ala
bama_prompts_questions/142036/ 

8. March 31, KTRK 13 Houston – (Texas) Chemicals warehouse catches fire near 
downtown. Firefighters and HAZ-MAT crews late evening on March 31 were on the 
scene of a fire at a warehouse on Hardy Road near downtown. Firefighters were 
worried about chemicals inside the building, specifically methyl chloride. It is used to 
strip paint and for metal cleaning. They used foam to put the flames out. No chemicals 
caught fire. 
Source: http://abclocal.go.com/ktrk/story?section=news/local&id=7361725 

9. March 31, WCSH 6 Portland – (Maine) Crews fight blaze at welding and gas 
facility. Crews were called to a fire at Maine Oxy in Brewer early Wednesday 
morning. The call came in around 5 a.m. for the fire on Robertson Boulevard in the 
East West Industrial Park. When crews arrived, there was heavy smoke coming from 
the building. Maine Oxy stores chemicals such as oxygen tanks and acetylene gas 
which are highly flammable. Crews were able to get the fire out and were cleared of the 
scene around 6:45. They say there was smoke and water damage to the building but it 
was not a total loss. Brewer fire officials are investigating the cause of the fire. 
Source: http://www.wcsh6.com/news/local/story.aspx?storyid=116072&catid=2 

[Return to top]  

http://www2.wrbl.com/rbl/news/local/article/vacated_fertilizer_plant_in_southeast_alabama_prompts_questions/142036/
http://www2.wrbl.com/rbl/news/local/article/vacated_fertilizer_plant_in_southeast_alabama_prompts_questions/142036/
http://abclocal.go.com/ktrk/story?section=news/local&id=7361725
http://www.wcsh6.com/news/local/story.aspx?storyid=116072&catid=2
http://www.2theadvocate.com/news/89658872.html?index=1&c=y
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Nuclear Reactors, Materials and Waste Sector 

10. April 1, Greeneville Sun – (National) Radioactive waste to be trucked on I-81 
starting in 2011. Beginning in July 2011, the U.S. Department of Energy (DOE) plans 
to begin trucking two different types of “transuranic” radioactive waste along Interstate 
81 through Greene County, Tennessee en route to a disposal facility in New Mexico. 
On Tuesday, local volunteer firefighters and other emergency responders were shown 
the trucks and specialized containers that will be used to transport the radioactive waste 
from a DOE facility near Pittsburgh to the DOE’s Waste Isolation Pilot Plant (WIPP) 
near Carlsbad, New Mexico. WIPP, according to the Department of Energy, “is 
designed to safely isolate defense-related transuranic waste from people and the 
environment. “Waste temporarily stored at sites around the country is shipped to WIPP 
and permanently disposed of in rooms mined out of an ancient salt formation 2,150 feet 
below the surface,” said a DOE document. 
Source: http://www.greenevillesun.com/story/308825 

11. April 1, Arizona Republic – (Arizona) Palo Verde seeks water, licensing through 
2047. Palo Verde Nuclear Generating Station’s owners want to secure a water supply 
and renew federal licenses to operate through 2047. But first, they are addressing the 
safety concerns of the past few years. It has been a year since the Nuclear Regulatory 
Commission lifted heightened oversight of Palo Verde, placed in “Column 4” in 2007 
because of safety concerns that dated to 2003. The issues ranged from unplanned 
shutdowns to equipment maintenance. Regulators said the public was never 
jeopardized, but the officials were concerned with how employees ran the plant and if 
they were being vigilant enough in spotting problems. The new licenses, water supply 
and improved safety efforts could ensure that Arizona Public Service Co. and Salt 
River Project, as well as five other utilities in Texas, New Mexico and California, 
continue to receive electricity from Palo Verde.  
Source: http://www.azcentral.com/business/articles/2010/04/01/20100401palo-verde-
water-licensing.html 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

12. April 1, Naval Open Source Intelligence – (National) Lockheed Martin successfully 
tests Joint Air-To-Ground Missile (JAGM) tri-mode seeker. Lockheed Martin has 
successfully completed a wide-ranging series of tests on the multi-mode seeker for its 
Joint Air-to-Ground Missile (JAGM) system. JAGM will provide a precision, adverse 
weather, low-collateral-damage weapon to rotary- and fixed-wing pilots, as well as the 

http://www.greenevillesun.com/story/308825
http://www.azcentral.com/business/articles/2010/04/01/20100401palo-verde-water-licensing.html
http://www.azcentral.com/business/articles/2010/04/01/20100401palo-verde-water-licensing.html
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unmanned aerial system community. Currently in the technology development phase, 
JAGM’s tri-mode seeker includes imaging infrared, semi-active laser and millimeter 
wave radar sensors for precision-strike targeting. 
Source: http://nosint.blogspot.com/2010/04/lockheed-martin-successfully-
tests.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogsp
ot/fqzx+(Naval+Open+Source+INTelligence) 

13. April 1, Associated Press – (Virginia) Navy spending another $13.2M on Enterprise 
maintenance. The Navy plans to spend an additional $13.2 million for maintenance of 
the world’s first nuclear-powered aircraft carrier. The Enterprise is in its final dry-dock 
maintenance at Northrop Grumman Corp.’s shipyard in Newport News. The project 
originally was expected to cost $453.3 million, but the price tag has grown to nearly 
$655 million. The Navy had said in January that the project was expected to be 
completed by Wednesday. A spokesman says the 49-year-old Enterprise is expected to 
be redelivered to the Navy this month.  
Source: http://hamptonroads.com/2010/04/navy-spending-another-132m-enterprise-
maintenance 

14. March 31, Associated Press – (National) Congressmen worried about federal lab 
oversight. Two Republican members of the House Energy and Commerce Committee 
are concerned the Department of Energy could be easing safety and security oversight 
at national laboratories. U.S. Representatives from Texas sent letters Monday to the 
Government Accountability Office and the Energy Secretary. They asked the GAO to 
review the proposed plan, which they say would allow contractors to implement safety 
and security programs without strong federal oversight. They say the Energy 
Department has suspended some independent inspections of nuclear weapons complex 
facilities and that dozens of internal reviews and assessments have been suspended in 
the past year. They say incidents at Los Alamos and Lawrence Livermore labs showed 
the need for safety and security improvements in the past decade. 
Source: http://www.newswest9.com/Global/story.asp?S=12232070 

[Return to top]  

Banking and Finance Sector 

15. April 1, WABI 5 Bangor – (Maine) Bank warns customers of scam. Machias Savings 
Bank has detected a phishing scam. They are warning customers to not give out their 
usernames, passwords, or credit card information. The attackers are sending e-mails, 
text messages, and placing automated phone calls. By policy, Machias Savings Bank 
does not ask for personal information, usernames, passwords, or account information 
over the phone or via e-mail. 
Source: http://www.wabi.tv/news/10950/bank-warns-customers-of-scam 

16. April 1, Lower Hudson Journal News – (National) Feds announce new unit to fight 
financial fraud. Federal prosecutors are set to open a new avenue of attack against 
financial fraud. Already tasked with criminal investigations and prosecutions of large-

http://hamptonroads.com/2010/04/navy-spending-another-132m-enterprise-maintenance
http://hamptonroads.com/2010/04/navy-spending-another-132m-enterprise-maintenance
http://www.newswest9.com/Global/story.asp?S=12232070
http://www.wabi.tv/news/10950/bank-warns-customers-of-scam
http://nosint.blogspot.com/2010/04/lockheed-martin-successfully-tests.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+
http://nosint.blogspot.com/2010/04/lockheed-martin-successfully-tests.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+
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scale financial crimes, a U.S. attorney said his office is forming a new unit to go after 
alleged fraud artists through civil lawsuits. The new civil frauds unit will be a 
counterpart to the complex frauds unit that the U.S. attorney recently announced would 
be handling criminal probes of major financial frauds. Using civil suits to enforce 
federal fraud statutes allows investigators to use options not available in criminal cases. 
The standard of proof required to secure a judgment in a civil case is lower than in 
criminal prosecutions. In some cases, courts can award plaintiffs three times the 
amount of actual damages to punish violators.  
Source: http://www.lohud.com/article/20100401/NEWS01/4010357/-1/newsfront/Feds-
announce-new-unit-to-fight-financial-fraud 

17. March 31, PC Advisor UK – (International) Concern over surge in banking 
Trojans. Trojans made up nearly two thirds (61 percent) of all new malware identified 
during the first quarter of 2010, says PandaLabs. According to the security firm’s Q1 
2010 report, the majority of these were banking trojans. Panda Labs revealed the 
amount of new malware in circulation has continued to rise during the first quarter of 
2010, while viruses were named the second biggest threat, making up 15.1 percent of 
all new malware identified. The security firm named Spain as the most infected 
country, with 35 percent of all its PCs infected with malware. The USA was second as 
17 percent of its PCs have malware installed on them, while Mexico was in third place 
with five percent of its PCs infected. PandaLabs said cyber criminals had continued to 
exploit popular topics such as Apple’s iPad and Facebook applications during Q1 of 
2010, in a bid to spread malware.  
Source: http://www.networkworld.com/news/2010/033110-concern-over-surge-in-
banking.html?hpg1=bn 

18. March 31, KSPR 33 Springfield – (Kansas; Missouri) FBI: Despite surges, bank 
robbery numbers remain average in Ozarks. The Federal Bureau of Investigation 
says despite constant mugshots and surveillance video flashing across television 
screens, bank robberies are not on the rise. The Kansas City FBI Field Office serves the 
entire State of Kansas as well as the Western District of Missouri including the Ozarks. 
A spokeswoman says robberies are happening in spurts such as three or four in a row 
but there is not an overall increase. The spokeswoman says bank robbers are becoming 
more organized, often putting in more planning and bringing along an accomplice. Still 
agents say the number of crooks after customer’s bank’s money remains about the 
same. Since February 4, 2010, robbers targeted at least four Springfield banks. 
Source: http://www.kspr.com/news/local/89568612.html 

[Return to top]  

Transportation Sector 

19. April 1, WJAR 10 Providence – (Rhode Island) Hundreds evacuate downstream of 
bridge. Authorities in Coventry are concerned a bridge in danger of collapsing could 
fall into the Pawtuxet River and damage several dams downstream, sending a torrent of 
water into the already swollen river. A neighborhood below the bridge in Coventry was 

http://www.networkworld.com/news/2010/033110-concern-over-surge-in-banking.html?hpg1=bn
http://www.networkworld.com/news/2010/033110-concern-over-surge-in-banking.html?hpg1=bn
http://www.kspr.com/news/local/89568612.html
http://www.lohud.com/article/20100401/NEWS01/4010357/-1/newsfront/Feds-announce-new-unit-to-fight-financial-fraud
http://www.lohud.com/article/20100401/NEWS01/4010357/-1/newsfront/Feds-announce-new-unit-to-fight-financial-fraud
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evacuated Wednesday afternoon, bringing the number of people evacuated in the town 
to at least 170. The bridge is about 200 feet long and two lanes wide. Its abutments 
have washed away. Authorities planned to place large stones called riprap to control the 
deluge if the bridge fails. The police said officials are concerned about an area about 
3.5 square miles just below a dam under the bridge. An entire four-story corner of a 
nearby riverside mill collapsed when the river washed away its foundation. Police 
asked curious onlookers to stay away from the area to keep the roads clear for 
emergency personnel and evacuees. 
Source: 
http://www2.turnto10.com/jar/news/local/historic_flooding/article/west_warwick_reco
mmends_immediate_evacuations/34311/ 

20. March 31, WTOP 1500 Washington – (Maryland) Metro mistakenly puts 14-car 
train into system. A 14-car train pulled into the New Carrollton Metro station 
Wednesday morning. An 8-car train was mistakenly coupled with a 6-car train and then 
sent into the system, Metro says. A few passengers boarded the Orange Line train when 
it arrived around 5:40 a.m. and opened its doors. They were immediately told to get off 
the train. Metro says New Carrollton Rail Yard workers noticed the long train, and 
notified the train operator. The train was then taken out of service. The train operator 
has been taken for standard drug and alcohol testing.  
Source: http://wtop.com/?nid=25&sid=1924284 

21. March 31, Associated Press – (Indiana) Delta flight makes emergency landing in 
Indiana. A Delta Airlines flight from Atlanta made a safe emergency landing at 
Indianapolis International Airport after the crew reported a possible hydraulic failure. 
An Airport spokeswoman says fire crews met Flight 1912 on the runway Wednesday 
but the plane landed without incident and taxied normally to its gate. The flight to 
Indianapolis was carrying 90 passengers. The spokeswoman said mechanics inspected 
the MD-90 jet after it landed. It was the second safe emergency landing by a Delta 
flight in two days. Flight 721 from New York to San Francisco landed safely Tuesday 
at Lambert-St. Louis International Airport after the crew reported a smoky odor in the 
cabin. 
Source: http://www.wave3.com/Global/story.asp?S=12236675 

22. March 31, Randolph Herald – (Massachusetts) Forge Bridge severly damaged in 
Freetown floods. The middle section of the Forge Bridge was severely damaged and 
the Monument Dam, a short distance away, was being considered for a planned breach 
Wednesday after consecutive days of heavy rain. The Executive Office of Energy and 
Environmental Affairs Secretary, the EOEEA Commissioner and other state 
Department of Conservation & Recreation consultants and engineers visited the 
dilapidated Forge Pond Dam, Monument Dam and the destroyed Forge Bridge on 
Wednesday. If the Monument Dam were to collapse, it could destroy the Locust Street 
Bridge, sending water raging along the Assonet River, which could impact the Tisdale 
Dam and the Elm Street Bridge, the secretary said. Both the Monument Dam and Forge 
Pond Dam structures are three centuries old. A New Bedford man, who died last year, 
owned both structures. On Wednesday, the Elm Street Bridge, another historical 

http://wtop.com/?nid=25&sid=1924284
http://www.wave3.com/Global/story.asp?S=12236675
http://www2.turnto10.com/jar/news/local/historic_flooding/article/west_warwick_recommends_immediate_evacuations/34311/
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structure in poor shape, was closed to all traffic for the second consecutive day. Locust 
Street reopened, but part of Forge Road near Route 79 was closed due to the Forge 
Road Bridge collapse. North of that site at the corner of Richmond Road and Bryant 
Street, water covered the roadway, leading to its closure. 
Source: http://www.wickedlocal.com/somerset/news/x1009768537/Forge-Bridge-
destroyed-in-Freetown-floods 

For more stories, see items 6, 10, and 33  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

23. April 1, KVUE 33 Austin – (Texas) Suspicious package shuts down parts of 
Lamar. Austin Police shut down several blocks of Lamar Boulevard in downtown 
Austin Thursday morning. The road was closed from Cesar Chavez to 9th Street and 
one block in each direction on 5th and 6th Street as officers investigated a suspicious 
package. Security at the Whole Foods at Lamar Boulevard and 5th Street found a small, 
red vehicle parked on the street level parking lot around 1:20 Thursday morning. The 
keys were in the ignition and the vehicle was running. Security also found a backpack 
on the front passenger’s seat. Underneath the backpack security says it saw electric 
wires. Austin police were called to investigate. An APD Sergeant says several attempts 
were made to contact the vehicle’s owner. By 4:15am the owner still had not been 
reached. APD initiated a bomb squad search of the car. The Austin Police Bomb Squad 
used robotic equipment to remove the backpack and search through the remainder of 
the vehicle. All checked clear by 6:15am. Roadways were cleared and open again by 
6:25am. Police do not expect to file charges against the driver once he is located. 
Source: http://www.kvue.com/news/local/Suspicious-Package-Shuts-Down-Parts-of-
Lamar-89674272.html 

24. March 29, Associated Press – (International) Man arrested over poison 
dumplings. Chinese police have detained a 36-year-old man on suspicion of poisoning 
frozen dumplings that made 10 people ill in Japan two years ago, the official Xinhua 
news agency said March 26, quoting the ministry of public security. The suspect was a 
former temporary employee at the Tianyang Food Plant in Shijiazhuang, Hebei 
Province. He has confessed to the allegation. With the arrest, major progress appears to 
have finally been made in addressing the food poisoning case, which irked Japanese 
consumers and even developed into a bilateral spat with both sides denying the food 
was tainted in their own countries. Two syringes were recovered in sewers based on the 
suspect’s statement and they were found tainted with methamidophos, the pesticide 

http://www.kvue.com/news/local/Suspicious-Package-Shuts-Down-Parts-of-Lamar-89674272.html
http://www.kvue.com/news/local/Suspicious-Package-Shuts-Down-Parts-of-Lamar-89674272.html
http://www.wickedlocal.com/somerset/news/x1009768537/Forge-Bridge-destroyed-in-Freetown-floods
http://www.wickedlocal.com/somerset/news/x1009768537/Forge-Bridge-destroyed-in-Freetown-floods


 - 10 - 

added to the dumplings. He is suspected of putting a poisonous substance in the frozen 
dumplings when he worked at the plant. As to a possible motive, the man, who was a 
canteen manager at the plant, said his employer had not hired him and his wife as 
regular employees despite their long service, according to the Japanese police and 
Xinhua. The ministry’s statement also said the man “was dissatisfied with his payment 
and did not get on well with several colleagues, so he decided to take revenge.” The 
pesticide-tainted dumplings manufactured by Tianyang Food caused 10 people to fall 
ill in Japan from December 2007 to January 2008, with nine of them hospitalized, 
sparking anxiety across the country over products imported from China.  
Source: http://www.chem.info/News/2010/03/Safety-Man-Arrested-Over-Poison-
Dumplings/ 

[Return to top]  

Water Sector 

25. April 1, Providence Journal – (Rhode Island) Sewage systems fail, untreated waste 
pours into local waterways. A major sewage pumping station in Cranston, Rhode 
Island, failed Wednesday, dumping millions of gallons more of untreated sewage into 
local waterways in addition to the millions of gallons already spewing from the flooded 
West Warwick and Warwick sewage-treatment plants. The result is contaminated 
floodwaters throughout the Pawtuxet Valley, officials said, and people should stay 
clear. The pumping station on Pontiac Avenue was flooded by the rising waters of the 
Pocasset River Tuesday night. Once the pump shut down at 1:39 a.m. Wednesday, it 
began pouring untreated sewage into the river at a rate of 8 million gallons a day. The 
Pocasset drains into the Pawtuxet River. The Pawtuxet is already being hit with some 5 
million gallons of untreated sewage from the West Warwick sewer plant and possibly 
several million more gallons from the flooded Warwick plant. Some of the Warwick 
sewage is trapped behind a berm that was designed to protect it from the flooding 
Pawtuxet waters, a design that failed when the river rose to record heights Tuesday. 
“The Pawtuxet River, from whatever sources, is being impacted by raw wastewater,” 
said an engineer at the state Department of Environmental Management who 
coordinates local sewer system programs. Officials have asked residents to conserve 
water. He said broken pumps and pipes are routine for sewer plant operators. But not 
catastrophic failures of three major systems. 
Source: http://www.projo.com/business/johnkostrzewa/Flood_pollution_04-01-
10_IVHV9JO_v13.3b2f8b3.html 

26. April 1, South Coast Today – (Massachusetts) Sewage plants handle excess 
volume. Sewage treatment plants around SouthCoast, Massachusetts, were running all 
out to cope with the tremendous volume of storm runoff generated by this week’s rain, 
but in the aftermath of the deluge, no major problems were reported. In Fairhaven, 
where the Water Pollution Control Facility on Arsene Street is designed to handle about 
5 million gallons of wastewater per day, the flow on Tuesday peaked at 14 million 
gallons, according to the Board of Public Works superintendent. Despite the intensity 
of the storm and nearly triple the usual volume, there were no major difficulties, he 

http://www.projo.com/business/johnkostrzewa/Flood_pollution_04-01-10_IVHV9JO_v13.3b2f8b3.html
http://www.projo.com/business/johnkostrzewa/Flood_pollution_04-01-10_IVHV9JO_v13.3b2f8b3.html
http://www.chem.info/News/2010/03/Safety-Man-Arrested-Over-Poison-Dumplings/
http://www.chem.info/News/2010/03/Safety-Man-Arrested-Over-Poison-Dumplings/
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said. The flow into the water treatment plant in Marion tripled during the storm, the 
plant supervisor said. “We made out fine, but we’re lucky because we have a luxury 
other towns don’t have. We have 20 acres of lagoons where we’re able to send excess 
flow, and only allow into the plant what it can handle,” he said. “We’re just dealing 
with some residuals, but now we’re praying for a three-month drought.” Dartmouth 
also came through the storm unscathed, although its sewage treatment plant was 
handling three times its rated capacity of 4.3 million gallons per day. There were no 
mechanical failures, according to a plant operator who did not want to be identified. 
“We had one manhole cover overflow when we had all our pumps maxed out with 
everything running,” he said. “But we made it through OK, and the level is now way 
down from what it was,” he said Wednesday afternoon. In New Bedford, the treatment 
plant was designed to cope with a great deal of water because storm runoff goes 
through the plant. “We can handle up to 75 million gallons a day,” said the 
superintendent of the city’s wastewater division. “We had no problems at the treatment 
plant at all. We had some flooding in the usual places like Brownell Avenue by 
Buttonwood Park, but on the whole, we were fine,” he said. 
Source: 
http://www.southcoasttoday.com/apps/pbcs.dll/article?AID=/20100401/NEWS/401040
7 

27. March 31, WAFF 48 Decatur – (Alabama) Water treatment plant cited for sewage 
leak. The Limestone County Water and Sewer Authority will have to pay a $10 
thousand dollar fine to the State of Alabama. The Binford Turner Water Treatment 
Plant is one of two cited for discharging into a public waterway without a permit. The 
needed permit should get to the plant in a few days. “We don’t like it but, we feel like, 
you know what we should do is just go ahead and pay the fine and more forward and be 
a little more diligent in the future,” said the interim general manager. Authorities say 
the North Limestone Water Treatment Plant was also discharging water into the Elk 
River.  
Source: http://www.waff.com/Global/story.asp?S=12237274 

28. March 30, Kenosha News – (Wisconsin) New water plant security will maintain lake 
access. Kenosha, Wisconsin, will move ahead with a plan to better secure the city’s 
water treatment plant while not sacrificing public access to Lake Michigan. The 
Kenosha Board of Water Commissioners on Monday voted to allow the Kenosha Water 
Utility to seek proposals for a new security plan at the O. Fred Nelson Production Plant. 
Last July, Water Utility officials discussed placing a gate just east of the Kenosha 
History Center to limit public access near the water production plant in an attempt to 
increase security. Several aldermen objected to keeping the public farther away from 
the lakefront and the aesthetics of the gate. Monday’s proposal would see the Water 
Utility: Place signs saying that the road on Simmons Island is closed during the 
overnight hours and violators will be ticketed; install concrete pillars with chain links 
around the plant; create a cul-de-sac at the end of the Simmons Island road to limit 
direct access to the plant; and move parking spots farther from the plant. St. Peter said 
bidding for the work will begin soon, and he hopes to have a contract completed within 
60 days. St. Peter said the estimated cost has not been determined. 

http://www.waff.com/Global/story.asp?S=12237274
http://www.southcoasttoday.com/apps/pbcs.dll/article?AID=/20100401/NEWS/4010407
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Source: 
http://www.kenoshanews.com/news/new_water_plant_security_will_maintain_lake_ac
cess_7652768.html 

For another story, see item 7  
 
[Return to top]  

Public Health and Healthcare Sector 

29. March 31, Examiner – (Texas; National) Theft of pharmaceutical cargo bound for 
H-E-B warehouse in San Marcos is part of national trend. A truckload of over-the-
counter pharmaceuticals that was bound for an H-E-B grocery warehouse in San 
Marcos was stolen in early March in the Dallas area. The theft of the cargo, valued at 
$400,000, is part of a larger trend of high-stakes heists across the country involving 
millions of dollars worth of pharmaceutical shipments, experts say. The theft of 
prescription drugs, from blood thinners to insulin, “has exploded in the last five years,” 
a professor at the University of Texas College of Pharmacy and an expert in 
prescription drug theft and diversion, recently told The Hartford Courant. In the case of 
the pharmaceuticals headed for San Marcos, an entire truckload belonging to Perrigo 
Co. was swiped. The shipment was en route from a Perrigo distribution center in 
Martin, Michigan, to the HEB warehouse. Perrigo is one of the biggest U.S. makers of 
generic and private-label over-the-counter pharmaceuticals and supplements. The 
Perrigo load contained the hair re-growth treatment minoxidil, quit-smoking nicotine 
gum and lozenges, and various over-the-counter vitamins and nutritional supplements, 
according to an alert from the Pharmaceutical Cargo Security Coalition. The heist 
happened in the first couple of days of March. The alert was reported by the Secure 
Pharma Chain Blog and SecuringPharma.com. “Police have evidence that the driver 
was involved and have enough information to file theft cases on him and a second 
individual,” the chairman of the SouthWest Transportation Security Council, told 
Examiner.com. States that are considered hot spots for pharmaceutical cargo theft are 
Tennessee, Pennsylvania, Florida, and California. 
Source: http://www.examiner.com/x-37614-Austin-Market-Examiner~y2010m3d31-
Theft-of-pharmaceutical-cargo-bound-for-HEB-warehouse-in-San-Marcos-is-part-of-
national-trend 

30. March 31, Colorado Daily Camera – (Colorado) Boulder Community Hospital 
investigating theft of medical records. The Boulder Community Hospital is changing 
some of its policies, increasing staff education, and vowing to financially reimburse 
patients who had their medical records stolen from a Lafayette clinic in the hospital’s 
network. Since Monday, 14 Boulder Community patients have called the hospital to 
report receiving letters in the mail with copies of their own medical information, a 
hospital spokesman said. The hospital is conducting an internal investigation into how 
the records were leaked, he said, and in the process of their review investigators 
discovered that two of eight bins outside the Community Medical Center in Lafayette 
were not locked like they were supposed to be. All 14 people who have reported being 

http://www.examiner.com/x-37614-Austin-Market-Examiner%7Ey2010m3d31-Theft-of-pharmaceutical-cargo-bound-for-HEB-warehouse-in-San-Marcos-is-part-of-national-trend
http://www.examiner.com/x-37614-Austin-Market-Examiner%7Ey2010m3d31-Theft-of-pharmaceutical-cargo-bound-for-HEB-warehouse-in-San-Marcos-is-part-of-national-trend
http://www.examiner.com/x-37614-Austin-Market-Examiner%7Ey2010m3d31-Theft-of-pharmaceutical-cargo-bound-for-HEB-warehouse-in-San-Marcos-is-part-of-national-trend
http://www.kenoshanews.com/news/new_water_plant_security_will_maintain_lake_access_7652768.html


 - 13 - 

affected are patients of Family Medical Associates, which the spokesman said is a 
hospital-owned medical practice. Boulder Community officials have contacted the 
Lafayette Police Department to help them determine when the theft might have 
occurred and who might have been responsible, he said. “The hospital will assume all 
liability,” the spokesman said. “If something was purchased under someone’s name, we 
would make them whole financially. This will not cost the patients anything.” 
Source: http://www.coloradodaily.com/cu-boulder/ci_14792759#axzz0jrPSDlA2 

[Return to top]  

Government Facilities Sector 

31. April 1, Mid Columbia Tri-City Herald – (Washington) DOE may face new central 
Hanford cleanup deadlines. The Department of Energy and its regulators have 
tentatively agreed to changes in legal deadlines for cleanup of central Hanford and on a 
general framework to prepare for environmental cleanup work there. The revised 
deadlines under the legally binding Tri-Party Agreement won’t be adopted until the 
public has a chance to comment. Under the proposed deadlines, DOE would face a 
tight schedule for coming up with a plan to clean up contaminated ground water in 
central Hanford. But DOE would have more time to come up with a plan to clean up 
contaminated soil deep underground. “It became apparent to us we needed more time 
for the deep vadose zone,” said the Hanford program manager for the Environmental 
Protection Agency. DOE plans an increased focus on developing ways to attack that 
contamination. The vadose zone includes contamination that can be too deep to just dig 
up at 250 or 300 feet below the surface of the ground. A substantial amount of 
Hanford’s focus in recent years has been on cleaning up nuclear reservation land along 
the Columbia River to shrink the contaminated portion of the site to 75 square miles at 
its center by 2015. 
Source: http://www.tri-cityherald.com/2010/04/01/960133/doe-may-face-new-central-
hanford.html 

32. April 1, Nevada Appeal – (Nevada; National) Capitol adds security after 
threats. State workers and visitors to the Nevada Capitol arrived Wednesday morning 
to find all but the front door locked and metal detectors for both packages and people 
set up at the entrance. The Capitol was locked down late Tuesday after the FBI advised 
the governors of all 50 states they would be receiving letters from an extremist group 
demanding their resignations, according to the deputy chief of staff to the Nevada 
governor. The chief of staff said the decision was to “err on the side of caution” and 
implement tough security measures. The Capitol houses offices of the governor, 
lieutenant governor, secretary of state, controller and treasurer. The letters reportedly 
advise governors that, if they do not resign, members of the group will “commandeer” 
their offices. It was received by the Capitol Police at noon Monday and immediately 
turned over to FBI investigators. The letters are apparently from an organization allied 
with Sovereign Citizens, which the Anti-Defamation League identifies as a collection 
of anti-government groups advocating an anarchist ideology. Its followers believe 
every level of government in the United States is illegitimate and should be eliminated. 

http://www.tri-cityherald.com/2010/04/01/960133/doe-may-face-new-central-hanford.html
http://www.tri-cityherald.com/2010/04/01/960133/doe-may-face-new-central-hanford.html
http://www.coloradodaily.com/cu-boulder/ci_14792759#axzz0jrPSDlA2
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Source: 
http://www.nevadaappeal.com/article/20100401/NEWS/100339874/1001&parentprofil
e=1058 

33. April 1, Wall Street Journal – (International) U.S. Navy captures pirates after 
exchanging fire. Somali pirates fired at a U.S. Navy warship on Thursday, in one of 
the more brazen attacks of armed men in skiffs who prey upon vessels plying the sea 
lanes of the Indian Ocean. The USS Nicholas took fire just after midnight from a small 
skiff, according to a statement from U.S. Africa Command. The 450-foot frigate, which 
was patrolling west of the island nation of the Seychelles, fired back, chased down the 
skiff, and detained three people on board, according to a spokesman for U.S. Naval 
Forces Africa. The warship had received a tip from other U.S. ships that suspected 
pirates might be in the area, he said. After the exchange of fire, officials confiscated 
ammunition and sunk the boat. The naval destroyer then overtook a second ship that 
naval officials believe is a so-called pirate mother ship, and arrested two suspects on 
board. A third ship escaped. Reached by phone in the central Somali pirate town of 
Xaradheere, a fellow Somali pirate said that he had spoken with his colleagues by 
satellite phone to glean more information. He did not know why they had attacked the 
warship. But in the dark, the pirates may have mistaken the warship for the many cargo 
ships that have brought them lucrative ransoms. The Nicholas is attached to the U.S. 
Naval Forces Africa, the naval component of US Africa Command, or Africom, and 
has been patrolling the waters off of East Africa since late December. 
Source: 
http://online.wsj.com/article/SB10001424052702304539404575157663093991350.htm
l?mod=WSJ_hpp_MIDDLENexttoWhatsNewsThird 

34. March 31, United Press International – (National) Proposed law would keep inmates 
from data. The U.S. Social Security Administration plans to propose legislation to ban 
prisoners from access to data that could be used for identity theft, officials say. Most 
states have laws barring inmates in training or work programs from seeing Social 
Security numbers and other personal data, The Kansas City (Missouri) Star reports. But 
eight states, including Kansas, do not. In Kansas, inmates perform data entry for state 
and local governments, the courts and non-profit groups. An audit by the Social 
Security Administration’s inspector general reported that in 2009 an inmate tried to 
steal names and numbers. “This is like having the fox practice herding chickens,” said a 
state representative and chairwoman of the Corrections and Juvenile Justice 
Committee. “This is a really bad idea.” Prison officials say they don’t know of any 
inmates who have successfully used information obtained in work programs and 
prisoners are searched before they leave the area. Social Security officials say inmates 
could simply memorize numbers. They plan to draft legislation for a national ban. 
Source: http://www.upi.com/Top_News/US/2010/03/31/Proposed-law-would-keep-
inmates-from-data/UPI-84541270063079/ 

35. March 31, Associated Press – (Arkansas) Bomb threat forces evacuations at 
Arkansas St. Arkansas investigators are looking into a bomb threat that forced the 
evacuation of about 250 students and employees at Arkansas State University. The 

http://online.wsj.com/article/SB10001424052702304539404575157663093991350.html?mod=WSJ_hpp_MIDDLENexttoWhatsNewsThird
http://online.wsj.com/article/SB10001424052702304539404575157663093991350.html?mod=WSJ_hpp_MIDDLENexttoWhatsNewsThird
http://www.upi.com/Top_News/US/2010/03/31/Proposed-law-would-keep-inmates-from-data/UPI-84541270063079/
http://www.upi.com/Top_News/US/2010/03/31/Proposed-law-would-keep-inmates-from-data/UPI-84541270063079/
http://www.nevadaappeal.com/article/20100401/NEWS/100339874/1001&parentprofile=1058
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Interim dean says campus police alerted him late Monday afternoon that a note found 
in a restroom indicated there was a bomb in a building and evacuations were needed. 
According to a statement released by school officials, the library and part of the 
education building were emptied. The senior associate vice chancellor says bomb-
sniffing dogs were brought in but they didn’t find any device. There were no reports of 
injuries. The buildings reopened Tuesday. The vice chancellor said university police 
and state law enforcement are actively investigating the bomb threat. 
Source: http://www.wmctv.com/global/story.asp?s=12236547 

36. March 31, WCSH 6 Portland – (Maine) Two teens face terrorizing charges in a 
Biddeford High School bomb threat. Two teenagers have been charged with 
terrorizing in connection with a bomb threat at Biddeford High School. Biddeford 
Police say the two females are students at the school. Police say they were each 
charged with a class C felony Terrorizing charge. The written bomb threat was found 
Monday morning and forced the closure of the school for the day. That day will be 
made up later this year. The suspects have been released to the custody of their parents. 
The teens are due in Biddeford District Court in early June. Their names are not being 
released. 
Source: http://www.wcsh6.com/news/local/story.aspx?storyid=116067&catid=2 

37. March 30, Pueblo Chieftain – (Colorado) Health board seeks demil details. Pueblo’s 
Board of Health plans to join a citizens commission that oversees chemical weapons 
destruction here in calling for more details on the environmental impact, a plan to 
destroy some chemical weapons with explosive technologies. At issue is the Pentagon’s 
study of a program to get rid of 125,000 of the 780,000 mustard agent weapons stored 
in Pueblo through an explosive process rather than the water neutralization plant that 
will handle the rest of the stockpile. At a meeting last week of the Pueblo City-County 
Board of Health, members agreed to send their own letters to three Senators, all 
Democrats, asking them to intervene and to comment on the Defense Department’s 
environmental assessment that has declared there is no significant impact from the plan. 
Pentagon officials were in Pueblo last week to ask for comments on the assessment 
document and explain the alternatives they were looking at. The public has until April 
27 to comment. They said the concern was that from the time the last incinerators are 
finished destroying chemical weapons at other locations, Pueblo’s water neutralization 
plant still will not come on line for more than two years, leaving a gap in the nation’s 
efforts to meet its treaty obligations. The chairwoman of the Colorado Chemical 
Demilitarization Citizens Advisory Committee and a consultant on the weapons 
destruction program to the health department, gave the board copies of the letters the 
commission sent to the Defense Department and the congressmen. 
Source: http://chieftain.com/news/local/article_5d2579ee-3bb2-11df-b9a8-
001cc4c002e0.html 

[Return to top]  

Emergency Services Sector 
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38. April 1, Delaware News-Journal – (Delaware) Pair accused of phoning bomb 
threats. A woman who was angry about her recent arrest was charged Tuesday with 
threatening to blow up the Dover police station, officials said. A second suspect 
surrendered Wednesday and faces similar charges. They were each charged with two 
counts of terroristic threatening and two other offenses, said a Dover police lieutenant. 
The incidents began at 1:37 p.m. Sunday when the dispatch center received a call 
threatening to blow up the police station at 400 S. Queen St. Dispatchers continued to 
receive threatening calls from the same telephone number. After the first threat was 
received, more calls were made — at 1:59 p.m. Monday, 3:05 p.m. Monday, and 3:10 
p.m. Monday, according to court records. On Tuesday, the woman was arrested by 
Dover police. She had been arrested March 26 for “making several threatening calls 
and/or text messages,” police said. She acknowledged that she was angry about being 
arrested when she made the call. 
Source: http://www.delawareonline.com/article/20100401/NEWS01/4010333 

39. March 31, Associated Press – (Oregon) Vandals hit Portland police union 
headquarters. The president of the Portland police officers union says vandals 
damaged the union headquarters this week. He told The Oregonian newspaper the 
vandalism involved “multiple people throwing multiple rocks.” He says 10 double-
paned windows were broken at the Northwest Portland building and some office 
equipment was damaged. No arrests have been made. The vandalism occurred early 
Tuesday, hours after at least eight people were arrested while protesting two fatal 
shootings by Portland police. 
Source: http://www.tdn.com/news/article_d79793b4-3cf3-11df-88f8-
001cc4c002e0.html 

40. March 30, DarkReading – (National) Organizations rarely report breaches to law 
enforcement. Most organizations hit by breaches that do not require public disclosure 
do not call in law enforcement — they consider it an exposure risk, with little chance of 
their gaining any intelligence from investigators about the attack, anyway. The FBI 
director has acknowledged this dilemma facing organizations that get hacked, noting in 
a speech at the RSA Conference last month that disclosing breaches to the FBI is the 
exception and not the rule today. But the FBI will protect victim organization’s privacy, 
data, and will share what information it can from its investigation, he said, rather than 
continue with the mostly one-way sharing that organizations traditionally have 
experienced when dealing with the FBI. The president of the Bay Area CSO Council 
and CISO at Adobe says different companies have their own rules about reporting to 
law enforcement. He says the feds have their own communications “protocol” for 
sharing classified information, but they do not have a standard and confidential way to 
work with the private sector on breach investigations. And until the feds can work with 
NDAs, there will not be much back-and-forth between companies and these agencies 
about breaches, he predicts. 
Source: 
http://www.darkreading.com/database_security/security/attacks/showArticle.jhtml?artic
leID=224200824&cid=RSSfeed_DR_News 
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Information Technology Sector 

41. April 1, SC Magazine – (International) Claims made that personal knowledge 
questions are no longer viable for email. A recent blog claimed that as long as 
general questions are used as a ‘forgot password’ backup, most web authentication is 
no more secure than personal knowledge questions. A researcher from the University of 
Cambridge wrote that with incidents such as a Vice Presidential candidate’s webmail 
account being hacked and the taking of Twitter documents from a Gmail account, the 
questions and answers for forgotten passwords are easy to look up online, often found 
in public records, and easy for friends and acquaintances to guess. He said that using 
guessing metrics, his team could provide a few theorems that prove in a strong way that 
high entropy can give you no security at all against a trawling attacker in the real world.  
Source: http://www.scmagazineuk.com/claims-made-that-personal-knowledge-
questions-are-no-longer-viable-for-email/article/167077/ 

42. April 1, V3.co.uk – (International) Conficker could still ‘wreak havoc’. Security firm 
Symantec has used the first anniversary of the Conficker/Downadup ‘activation’ date to 
warn users that the botnet could still “wreak havoc”. Security professionals across the 
globe were braced for trouble on 1 April 2009, after news emerged that PCs infected 
with the Conficker.C worm would connect to a control server on that date, as a prelude 
to a possible attack. In the end no such attack materialised, but 6.5 million systems are 
still infected with the .A and .B variants, and a few hundred thousand with the .C 
variant, and the botnet still represents a significant threat, according to Symantec. 
“With millions of infections in the wild, Downadup should not simply be laughed off,” 
said a Symantec Security Response spokesperson in a video posting on YouTube. 
Symantec advised firms to keep software, operating systems and security systems 
patched and up to date, and to download the W32.Downadup Removal Tool if they 
notice any infections. 
Source: http://www.v3.co.uk/v3/news/2260695/conficker-wreak-havoc 

43. March 31, PC World – (International) Mozilla pushes out last update to Firefox 
3.0. The March 30 update for Firefox 3.0 will be the last, according to Mozilla. The 
3.0.19 patch fixes five critical security bugs, and another rated high. The critical bugs 
could be exploited to “run arbitrary code,” which usually translates to “install 
malware.” Firefox 3.0 users can head to Help | About Mozilla Firefox to check the 
current browser version, and click Help | Check for Updates if it’s not already at 3.0.19. 
And then head to firefox.com to upgrade to 3.6 so as to not be left stranded with an out-
of-date browser. For full details see the Firefox 3 release notes.  
Source: 
http://www.pcworld.com/article/193041/mozilla_pushes_out_last_update_to_firefox_3
0.html 

44. March 31, PCmag.com – (International) Gaming apps increase spam, phishing by 50 
percent. Gamers beware – the next person you add to your gaming social network 

http://www.scmagazineuk.com/claims-made-that-personal-knowledge-questions-are-no-longer-viable-for-email/article/167077/
http://www.scmagazineuk.com/claims-made-that-personal-knowledge-questions-are-no-longer-viable-for-email/article/167077/
http://www.v3.co.uk/v3/news/2260695/conficker-wreak-havoc
http://www.pcworld.com/article/193041/mozilla_pushes_out_last_update_to_firefox_30.html
http://www.pcworld.com/article/193041/mozilla_pushes_out_last_update_to_firefox_30.html


 - 18 - 

could be a spammer or phisher. A new report from BitDefender found that gaming 
applications increase spam and phishing by more than 50 percent in social networks. 
While most users of social networks are somewhat selective in who they add to circle 
of friends – filtering out those they suspect to be spammers – gamers often willingly 
add suspicious friends in an effort to expand their player community. Some 
entertainment apps require users to amass a large number of friends and supporters in 
order to attain high scores, prompting players to add people they might not normally 
add. The most “successful” spammers are those that copy existing profiles. 
Source: http://www.pcmag.com/article2/0,2817,2362134,00.asp 

45. March 31, ComputerWorld – (International) Microsoft runs fuzzing botnet, finds 
1,800 Office bugs. Microsoft uncovered more than 1,800 bugs in Office 2010 by 
tapping into the unused computing horsepower of idling PCs, a company security 
engineer said on March 31. Office developers found the bugs by running millions of 
“fuzzing” tests, said the senior security test lead with Microsoft’s Trustworthy 
Computing group. Fuzzing, a practice employed by both software developers and 
security researchers, searches for flaws by inserting data into file format parsers to see 
where programs fail by crashing. Because some crash bugs can be further exploited to 
successfully hack software, allowing an attacker to insert malicious code, fuzzing is of 
great interest to both legitimate and criminal researchers looking for security 
vulnerabilities. “We found and fixed about 1,800 bugs in Office 2010’s code,” said the 
test lead, who last week co-hosted a presentation on Microsoft’s fuzzing efforts at the 
CanSecWest security conference in Vancouver, British Columbia. “While a large 
number, it’s important to note that that doesn’t mean we found 1,800 security issues. 
We also want to fix things that are not security concerns.”  
Source: 
http://www.computerworld.com/s/article/9174539/Microsoft_runs_fuzzing_botnet_find
s_1_800_Office_bugs 

46. March 31, Agence France Presse – (International) Google Street View car vandalized 
in Germany. Vandals in Germany have sabotaged a Google Street View car, police 
say, an apparent act of protest against the navigation service that is controversial in the 
country amid privacy concerns. A Google employee left his specially-modified black 
Opel with eight mounted cameras parked overnight in the northern city of Oldenburg, 
but returned to find the tires let down and the camera cables slashed, local police said. 
“The employee found a note under the windshield saying, ‘Please do not drive away, 
you have a puncture’,” a police spokesman said, adding the saboteurs seemed 
concerned no harm should come to the driver of the vehicle. Germany, where Google 
intends to launch the technology this year, is especially sensitive to the issue after 
abuses of privacy by the Nazis and the Stasi secret police of the old East German 
communist regime. 
Source: http://www.heraldsun.com.au/lifestyle/the-other-side/google-street-view-car-
vandalised-in-germany-police/story-e6frfhk6-1225847791124 

47. March 31, Krebs on Security – (International) Spam site registrations flee China for 
Russia. A crackdown by the Chinese government on anonymous domain name 
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registrations has chased spammers from Chinese registrars (.cn) to those that handle the 
registration of Russian (.ru) Web site names, new spam figures suggest. Yet, those 
spammy domains may soon migrate to yet another country, as Russia is set to enforce a 
policy similar to China’s beginning April 1. In mid-December 2009, the China Internet 
Network Information Center (CNNIC) announced that it was instituting steps to make 
it much harder to register a website anonymously in China, by barring individuals from 
registering domains ending in .cn. Under the new policy, those who want to register a 
new .cn domain name need to hand in written application forms, complete with a 
business license and an identity card. Chinese authorities called the move a crackdown 
on phishing and pornographic websites, but human rights and privacy groups marked it 
as yet another effort by Chinese leaders to maintain tight control over their corner of 
the Internet. Nevertheless, the policy clearly caught the attention of the world’s most 
profligate spammers, who spam experts say could always count on Chinese registrars 
as a cheap and reliable place to buy domains for Web sites that would later be 
advertised in junk e-mail. According to data obtained from two anti-spam experts, new 
registrations for sites advertised in spam began migrating from .cn to .ru just a few 
weeks after the Chinese domain policy took effect. In early January 2010, and indeed in 
the months leading up to the new year, the percentage of domains advertised in spam 
registered in the .cn space dwarfed the number of .ru spam-related domains, according 
to figures gathered by the University of Alabama at Birmingham. But by mid-January, 
the number of .cn spam domains began to fall off dramatically, while the number of .ru 
spam domains increased markedly, UAB found. 
Source: http://www.krebsonsecurity.com/2010/03/spam-site-registrations-flee-china-
for-russia/ 

For another story, see item 40  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

48. April 1, Oregon Statesman Journal – (Oregon) Station translator source of FM radio 
issues. The pulsating static interrupting FM radio stations in downtown Salem is gone 
— and no, it wasn’t just the radio. After two days, the source of the problem was 
identified: a translator — a device used to re-broadcast another signal — on top of the 
Equitable Center at High and Center streets NE. The Statesman Journal received nearly 
100 e-mails and phone calls, with most reporting problems with stations in the 90 
megahertz range — the stations with numbers in the 90s — and most problems being 
downtown. The translator belongs to Bicoastal Media, and it is used to broadcast 
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Albany country station KRKT on the 96.3 frequency to the Salem area. The translator 
had “electronically drifted,” Bicoastal officials said. Although it did not appear to be 
damaged, it was broadcasting into other stations as well as its own, known as “spurious 
emission.” Eugene-based engineers were sent to fix the translator, and the media 
company’s vice president and director of technology said the problem was corrected by 
1:10 p.m. 
Source: 
http://www.statesmanjournal.com/article/20100401/NEWS/4010330/1001/news 

49. March 31, Bakersfield Californian – (California) AT&T acknowledges service 
disruption. Local AT&T wireless customers lost service for nearly six hours on March 
25 because of a software problem, a company spokeswoman said on March 31. Service 
in parts of Bakersfield — primarily affecting wireless data services — was disrupted at 
10:03 a.m. and restored at 3:45 p.m., a spokeswoman wrote in an e-mail. “Because it’s 
wireless technology, it’s hard to determine how many customers may have been 
affected (i.e. people drive around, they may or may not have been in the range of an 
affected cell site, etc.), but we only received a handful of complaints in the area,” she 
wrote. “We apologize for any inconvenience to our customers.”  
Source: http://www.bakersfield.com/news/local/x2143248565/AT-T-acknowledges-
service-disruption 

For another story, see item 47  
 
[Return to top]  

Commercial Facilities Sector 

50. April 1, WOWK 13 Charleston – (West Virginia) Man charged with making Wal-
Mart bomb threats. An arrest has been made in relation to bomb threats at the Wal-
Mart in South Ridge along Corridor G in West Virginia. South Charleston Police said 
the man was arrested Thursday morning for making bomb threats and for terrorist acts. 
The incident happened on just after 10:30 p. m. on March 14. The Wal-Mart was 
evacuated and the investigators did not find any suspicious material. 
Source: http://wowktv.com/story.cfm?func=viewstory&storyid=77699 

51. March 31, WTHR 13 Indianapolis – (Indiana) Amusement park where boy was 
injured re-opens. Xscape has reopened after firefighters inspected the facility. For the 
next five days, the business must hire two Indianapolis Fire Department firefighters to 
oversee the rides. Xscape is under a “fire watch” to make sure the rides are safe. 
Xscape may operate in this condition until April 5, by which time the sprinkler system 
must be tested and found in compliance with Indiana laws. The four amusement rides at 
Xscape remain closed at this time. State officials had shut down the indoor amusement 
park at Lafayette Square Mall in Indianapolis after they discovered the facility never 
had a permit to operate. A five-year-old was critically injured last week on the mini tea 
cups ride at the Xscape entertainment center. The boy’s family plans to file a lawsuit on 
Thursday. But exactly what led to his injuries still is not clear. “At this time, the 
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inspections that have occurred on the tea cup ride have not shown any type of 
mechanical issue that would have contributed to the young man’s accident,” said an 
Indiana Department of Homeland Security spokesperson. The business had no permit, 
covering required inspections like fire safety, since its opening at Lafayette Square 
Mall in 2008. 
Source: http://www.wthr.com/Global/story.asp?S=12236381 

[Return to top]  

National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

52. April 1, Newport News Daily Press – (Virginia) Suffolk road remains closed to due 
private dam failure. Pruden Boulevard remains closed on April 1 in the 2500 block 
both east and westbound due to the failure of a privately owned existing dam 
Wednesday. Through traffic is currently being rerouted onto the Route 58 bypass. The 
dam, which is on private property, is upstream from Route 460, accodring to a city 
spokeswoman. Consultants are working to evaluate the safety of the structure. The 
situation is continuing to be monitored. It was unclear how long the road would be 
closed.  
Source: http://www.dailypress.com/news/dp-now-suffolk-road-
closed0401,0,4499112.story 

53. April 1, Associated Press – (Washington) Corps to study breaching Snake River 
dams. The Corps of Engineers plans to study breaching Snake River dams in 
Washington if necessary to preserve endangered salmon and steelhead. The Tri-City 
Herald reports the corps released a plan yesterday outlining the steps to evaluate the 
potential breaching of one or more dams. The study is not imminent. Once launched it 
would take several years to complete and cost about $20 million. The Corps says even 
if dam removal is recommended, the final decision on breaching the Ice Harbor, Lower 
Monumental, Little Goose, and Lower Granite dams would be up to Congress.  
Source: http://www.bellinghamherald.com/2010/04/01/1364760/corps-to-study-
breaching-snake.html 

54. March 31, KFGO 790 Fargo-Moorhead – (North Dakota) Fargo levees coming down 
starting Friday. Clay levees that protected City of Fargo property during this spring’s 
flood threat will start to come down Friday. Workers will start with the dike along 
Second Street North just to the east of City Hall. After that, it is the dikes along Second 
Street South by the Fargo High Rise and Oak Street North. City officials hope to have 
the First Avenue North bridge reopened by Monday. 
Source: http://www.kfgo.com/news_Detail.php?ID=10729 
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55. March 31, Kent Reporter – (Washington) Review gives Army Corps thumbs up for 
proposed Hanson Dam fix. An independent review by three engineers has concluded 
the U.S. Army Corps of Engineers is taking the right steps for temporary and 
permanent fixes to stop seepage through a damaged abutment next to the Howard 
Hanson Dam. The corps plans to extend a grout curtain along the abutment this year or 
next year as a temporary fix, until a concrete cutoff wall can be constructed by 2014 or 
2015. The dam helps protect the cities of Kent, Auburn, Renton, and Tukwila from 
Green River flooding. Crews need to fix the leak in order to prevent the dam from 
failing. “The most reliable long-term solution would be a concrete cutoff wall in a 
portion of the right abutment,” according to the 117-page report by engineers from 
Ohio-based Battelle Memorial Institute that the corps released Wednesday. “We 
wanted to know if we are challenging the risk correctly and acting urgently enough and 
they said yes to that,” said a corps special assistant for dam safety, during a media 
teleconference call Wednesday. The corps still needs to acquire federal funds for the 
proposed $44 million project that would add 650 feet in length to the grout curtain 
installed last fall to help stop a leak in the right abutment. The leak showed up after a 
heavy rainstorm in January 2009. But the independent engineers agreed with the corps 
that while the grout curtain can be installed quicker, the curtain would not work as well 
as a concrete cutoff wall to stop seepage through the abutment. The corps expects to 
have the design for a concrete cutoff barrier finished by the end of June in order to 
apply for funding from Congress in 2012 to start the project for the permanent fix.  
Source: http://www.pnwlocalnews.com/south_king/ken/news/89653587.html 

56. March 31, WBZ 38 Boston – (Massachusetts) Forge Pond Dam in danger of collapse 
after days of heavy rain in Freetown. ”Clearly, it’s cause for alarm,” says a Freetown 
selectman as she looks out at a bridge next to the 200-year-old Forge Pond Dam. The 
bridge support is falling apart and the road above it is collapsing. “We had the 
contractors ready to go,” she says. “They were going to breach the dam, but Mother 
Nature had other ideas.” All the rain we’ve had has stopped the work and now, water is 
pouring over the Forge Pond Dam. Downstream, there are two other dams that slow 
down the Assonet River. If one or all three dams give way, it would bury Freetown 
center in polluted water. “It would be like a domino effect,” said the Freetown Fire 
chief. No one in town can ever remember seeing the Assonet River flowing so wildly. 
Voluntary evacuations have been put into effect in areas downstream. Now town 
officials are considering canceling school in Freetown and Lakeville on Thursday, 
because so many roads are still impassable.  
Source: http://wbztv.com/local/freetown.dam.dangers.2.1604010.html 

For more stories, see items 2 and 22  
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