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Top Stories 

 The Washington Post reported that the Washington Metro’s decision to mix different types 
of signaling equipment against strong warnings from the manufacturer could have caused 
the June 22 Red Line crash that killed nine people, a senior company engineer testified 
before a federal panel on February 24. (See item 17) 

 IDG News Service reports that on February 24 Microsoft, with the help of a U.S. federal 
judge, has struck a blow against one of the Internet’s worst sources of spam: the notorious 
Waledac botnet. Microsoft said it had been granted a court order that will cut off 277 .com 
domains associated with the botnet. (See item 45) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. February 25, Albany Times Union – (New York) Power restored at GE’s 
Schenectady plant. General Electric Co. said early on the morning of February 25 that 
power was back on at its main campus in Schenectady and employees can report to 
work. A company spokeswoman made the announcement at about 3 a.m. There is still 
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no specific cause identified for the outage. GE’s main campus includes manufacturing 
operations that produce steam turbines and generators used by utilities worldwide to 
produce electricity. GE does produce some of its own power at the campus, but it also 
depends in part on National Grid to deliver electricity. Officials suspect a winter storm 
on February 24 may have played a role in the outage, but National Grid and GE were 
working to find the specific cause. The main campus also includes the headquarters for 
GEs renewable energy operations, and the company plans to build a battery plant at the 
site. 
Source: http://www.timesunion.com/AspStories/story.asp?storyID=904492 

2. February 25, McClatchy Tribune – (Pennsylvania) Dozens turn out to oppose gas 
drilling in Matamoras in Wayne County. Strong opposition was voiced on February 
24 at a public hearing in Matamoras against two natural gas permit applications in 
Wayne County that would allow a Louisiana company to drill the first Marcellus Shale 
well there. Although the natural gas well site in Clinton Twp. has received the go-ahead 
from the state Department of Environmental Protection, Stone Energy Corp. also needs 
approval from the Delaware River Basin Commission, a multistate board regulating 
water resources in the 13,539-square mile basin. But the heat is on to prevent natural 
gas development in the river basin: the first 23 speakers at the four-hour hearing raised 
numerous concerns over the possible environmental impact the industry may have on 
the area, and the health of its residents. Most asked the commission to conduct a 
cumulative impact study of gas drilling in the basin before voting on Stone Energy 
Corp’s request. In the two permit applications, Stone Energy Corp. is asking for 
permission to withdraw up to 700,000 gallons of water a day from the West Branch of 
the Lackawaxen River in Mount Pleasant Twp. The water would be used to 
hydraulically fracture the company’s partially completed natural gas well in Clinton 
Twp., which also needs a permit. The commission halted work there for lacking a 
permit in summer 2008. 
Source: http://www.tradingmarkets.com/news/stock-alert/sgy_dozens-turn-out-to-
oppose-gas-drilling-in-matamoras-in-wayne-county-803073.html 

3. February 24, Kansas City Star – (Kansas) Explosion causes massive farm fire. A 
machine shop exploded on a farm near Leavenworth the afternoon of February 24. 
About 2,000 gallons of diesel fuel, 1,000 gallons of unleaded fuel and some oxygen 
tanks caught fire about 4 p.m. inside a building on April Valley Farms, a large farming 
operation at 18432 Mount Olivet Road, according to the Leavenworth County 
emergency management director. The building, which is used to maintain tractors and 
combines, was a total loss. Almost a dozen tanker trucks responded because the closest 
water source was about four miles away, he said. Firefighters fought to control the fire 
for two hours. A hay barn and a building that housed pigs also caught fire, he said, but 
they sustained only minor damage. One of the farm workers suffered minor smoke 
inhalation while freeing pigs from a shed on the side of the machine shop. Some of 
those pigs were injured, according to one of the farm’s owners. Officials think a natural 
gas leak caused the blaze. Pipes that transport natural gas into the machine building 
leaked into a furnace. 

http://www.tradingmarkets.com/news/stock-alert/sgy_dozens-turn-out-to-oppose-gas-drilling-in-matamoras-in-wayne-county-803073.html
http://www.tradingmarkets.com/news/stock-alert/sgy_dozens-turn-out-to-oppose-gas-drilling-in-matamoras-in-wayne-county-803073.html
http://www.timesunion.com/AspStories/story.asp?storyID=904492
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Source: http://www.kansascity.com/2010/02/24/1771564/explosion-causes-massive-
farm.html 

4. February 23, U.S. Environmental Protection Agency – (New York) EPA fines military 
for underground petroleum storage tank violations at West Point. The U.S. Army 
and the Army and Air Force Exchange Service failed to comply with critical 
environmental laws related to underground tanks used to store diesel fuel, gasoline and 
used oil at the West Point Garrison in New York, according to a complaint issued by 
the U.S. Environmental Protection Agency (EPA). Both military branches failed to 
monitor, test and keep records for their underground petroleum storage tanks. Leaking 
underground storage tanks pose significant threats to soil, surface water and ground 
water across the nation. EPA is requiring the two parties to comply with regulations 
and is seeking a $167,116 penalty. In its complaint, EPA states that the Army neglected 
to monitor the tanks for leaks, adequately protect against potential spills and investigate 
operating conditions. EPA also states that both parties failed to test leak detection 
devices at three tanks owned by the Army and operated by the Army and Air Force 
Exchange Service. The underground storage tank systems at the facility stored fuel for 
vehicles and emergency generators, and used oil. Several of the violations date back to 
the installation of the tanks and equipment, which took place 18 years ago. The Army 
and the Army and Air Force Exchange Service have stated that their underground 
storage tank systems are now in compliance. etroleum releases from underground 
storage tanks can contaminate water, making it unsafe to drink, pose fire and explosion 
hazards, and can have short- and long-term effects on people’s health. More than 
600,000 underground storage tank systems exist nationwide, and more than 375,000 
leaking tanks have been cleaned up over the last decade. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/65d002d4698b7772852576d30064fa0c?Op
enDocument 

5. February 23, U.S. Environmental Protection Agency – (New York) EPA takes action 
on underground petroleum tanks. A Binghamton, New York gas station owner will 
spend $160,000 to improve how its 12 gas stations detect leaks from their underground 
petroleum storage tank systems as the result of an agreement with the U.S. 
Environmental Protection Agency (EPA). Manley’s Mighty Mart, LLC will also pay a 
$17,800 fine under the agreement, which addresses the company’s failure to properly 
monitor and test underground petroleum storage tank systems for leaks at 11 gas 
stations in the area. Leaking underground storage tanks pose significant threats to soil, 
surface water and ground water. The leak detection system upgrade is considered a 
supplemental environmental project under the agreement. A supplemental 
environmental project is an environmentally beneficial project that a violator 
voluntarily agrees to undertake in settlement; it must be a project that a violator will not 
otherwise be required to perform. In this case, Manley’s Mighty Mart is replacing 
conventional leak detection devices with more technologically-advanced electronic 
leak detection devices at the company’s 12 area gas stations. Routine EPA inspections 
of Manley’s Mighty Mart gas stations showed that from 2005 to 2007 Manley’s 
violated the federal Resource Conservation and Recovery Act requirements for 

http://yosemite.epa.gov/opa/admpress.nsf/0/65d002d4698b7772852576d30064fa0c?OpenDocument
http://yosemite.epa.gov/opa/admpress.nsf/0/65d002d4698b7772852576d30064fa0c?OpenDocument
http://www.kansascity.com/2010/02/24/1771564/explosion-causes-massive-farm.html
http://www.kansascity.com/2010/02/24/1771564/explosion-causes-massive-farm.html
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monitoring and testing underground petroleum storage tank systems at 11 of its gas 
stations in the Binghamton area. Manley’s also failed to keep and submit to EPA 
annual records for testing the storage tank systems. Manley’s facilities are now in 
compliance with the requirements. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/485ab1cfc73784c8852576d30064bc21?Op
enDocument 

[Return to top]  

Chemical Industry Sector 

6. February 25, Arkansas Democrat Gazette – (Arkansas) Chemical reaction blamed for 
fire at factory. A chemical reaction in a machine used to mix rubber for tire bladders 
caused a fire at a Little Rock factory the morning of February 24, officials said. No one 
was injured but the blaze prompted an evacuation of Tire Curing Bladders, 5701 
Murray St., and caused significant damage, a Little Rock Fire Department captain said. 
Fire crews reported smoke damage throughout the structure as well as fire damage to 
the machine where it started, which the captain said spans three stories in an 
underground space beneath the factory. Investigators believe something went wrong 
during a chemical reaction in the production process, causing the materials used to 
make the tire bladders to ignite. “Usually it reaches a certain temperature and the 
machine dumps it,” he said. “But this time it was on fire when it dumped it.” One of the 
factory owners, said it’s still unclear precisely what caused the fire. It took crews about 
45 minutes to extinguish the blaze, which was reported about 9:20 a.m. 
Source: http://www.arkansasonline.com/news/2010/feb/24/chemical-reaction-blamed-
fire-factory/ 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. February 25, Associated Press – (South Carolina; Nevada) South Carolina AG to 
intervene in Yucca waste dispute. South Carolina’s attorney general said Wednesday 
that he plans to press federal regulators to stick to long-standing plans to open a Nevada 
repository for thousands of tons of nuclear waste, much of which would come from a 
former weapons plant near the Georgia line. The state’s top lawyer says he will file a 
petition this week asking the Nuclear Regulatory Commission for permission to 
intervene in a dispute over the Yucca Mountain site. “South Carolina has a vested 
interest in insuring that the Yucca Mountain licensing proceedings continue, so that the 
spent fuel and other nuclear material now being temporarily stored in our state will be 
safely placed in the Yucca Mountain repository, as mandated by the United States 
Congress,” the South Carolina attorney general said in a statement released 
Wednesday. For two decades, the proposed site 90 miles northwest of Las Vegas has 
been targeted to house the nation’s high-level nuclear waste, including more than 4,000 
metric tons of waste from the federal Savannah River Site in South Carolina. For now, 

http://www.arkansasonline.com/news/2010/feb/24/chemical-reaction-blamed-fire-factory/
http://www.arkansasonline.com/news/2010/feb/24/chemical-reaction-blamed-fire-factory/
http://yosemite.epa.gov/opa/admpress.nsf/0/485ab1cfc73784c8852576d30064bc21?OpenDocument
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high-level waste is stored at 80 sites around the nation, typically at nuclear power 
plants or places like the Savannah River. 
Source: http://www.nevadaappeal.com/article/20100225/NEWS/100229789/1058/RSS 

8. February 24, U.S. Nuclear Regulatory Commission – (Vermont) Statement of NRC 
chairman Gregory B. Jaczko on Vermont Yankee nuclear power plant. The 
Chairman of the NRC released the following statement regrading Vermont Yankee: 
The Nuclear Regulatory Commission will issue a Demand For Information (DFI) to 
Entergy to determine what, if any, regulatory actions are necessary regarding the 
Vermont Yankee nuclear plant. In accordance with our Enforcement Policy, the NRC 
staff will issue the DFI to Entergy to provide information under oath to allow us to 
make this determination. This step is being taken in response to Entergy’s investigation 
of their interactions with the State of Vermont. Earlier this month I told the Vermont 
Congressional delegation that the NRC would closely monitor the developments at 
Vermont Yankee. Once Entergy responds, the NRC will assess and independently 
verify the information provided to ascertain the implications on NRC-regulated safety 
activities and the impact on safety culture at the site. The NRC will determine whether 
it needs to take any further action. This is the latest of several steps that the NRC has 
taken on this matter. Senior personnel will soon arrive at Vermont Yankee to verify 
assertions and information that Entergy has provided regarding its recent licensing 
activities. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-036.html 

[Return to top]  

Critical Manufacturing Sector 

9. February 25, Everett HeraldNet – (Washington) Third Boeing 787 begins its test 
work. The Boeing has three 787 jets in flight testing after another Dreamliner made its 
maiden flight Wednesday. The Dreamliner that flew Wednesday is actually the fourth 
787 that Boeing has built but the third to take flight. Company officials said earlier this 
month that they hope to have four 787s in flight testing by the end of February. The 
787 took off from Everett’s Paine Field at 11:42 a.m., and landed at Moses Lake, after 
more than two hours in the sky. The Dreamliner then flew a 34-minute route to Boeing 
Field in Seattle, where the company’s 787 flight test program is based. Boeing’s first 
two Dreamliners also were in the air on Wednesday. Altogether, the three flight-test 
787s have logged more than 165 hours of time in the air in more than 50 flights. Boeing 
is racing to get six 787 test airplanes in flight as the company strives to deliver the first 
Dreamliner before year’s end, more than two years behind schedule. But Boeing first 
needs to obtain certification on the 787 from federal aviation officials. The demanding 
flight test program is designed to prove to the Federal Aviation Administration that 
Boeing’s mostly composite Dreamliner is fit to fly. 
Source: http://www.heraldnet.com/article/20100225/BIZ/702259955 

10. February 25, Detroit News – (Michigan) Metro Detroit Toyota suppliers raided. The 
FBI raided the Detroit-area offices of three key Toyota suppliers Tuesday night, 

http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-036.html
http://www.heraldnet.com/article/20100225/BIZ/702259955
http://www.nevadaappeal.com/article/20100225/NEWS/100229789/1058/RSS
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officials said Wednesday. Federal agents executed search warrants at the U.S. 
headquarters of Yazaki North America in Canton Township, Denso Corporation in 
Southfield and Tokai Rika Corporation in Plymouth Township, said an FBI Special 
Agent. Toyota owns large stakes in Denso and Tokai Rika, and all three companies are 
major suppliers to the Japanese manufacturer, as well as to Detroit automakers. The 
U.S. Justice Department said the raids were related to an international investigation into 
possible anti-competitive practices by electronic components suppliers. But the timing 
of the raids, coming as they did in the midst of congressional hearings into Toyota’s 
safety and quality issues, led some industry experts to question the government’s 
motives. A spokeswoman for the Justice Department’s antitrust division, said the office 
was investigating “the possibility of an anti-competitive cartel” by automotive 
electronic components suppliers. 
Source: http://detnews.com/article/20100225/AUTO01/2250349/Metro-Detroit-
Toyota-suppliers-raided 

[Return to top]  

Defense Industrial Base Sector 

11. February 23, U.S. Army News Service – (National) Army testing new airdrop system 
for Afghanistan. The supply requirement in Afghanistan will dramatically increase 
this year according to the Army’s top logistician, and he said the Army is testing a new 
airdrop system to help meet the demand. The Army Freedrop Packaging Concept 
Project is currently developing and testing a new airdrop system called the Freedrop 
Delivery System for Afghanistan. The new system will allow bundles of supplies such 
as ammunition, small generators and other Class IX repair parts, Meals Ready to Eat, 
and bottled water of up to 150 pounds to be freedropped (no parachutes) at about 70 
knots airspeed from under 75 feet above ground level at the current 19 Afghanistan 
outposts which can only receive supplies by air. “The idea here was to develop a 
package that you just kick out the side of a helicopter or airplane when you’re flying 
very low... 50 feet above ground,” a spokesman said. “You eliminate the problem of 
packing, rigging the chute and of course doing any kind of recovery operation.” The 
Army already uses four airdrop systems in Afghanistan. Getting supplies to soldiers 
there is tough because the country has no seaport and relies on two main land routes so 
“airdrop has become big business” said the Army’s chief logistician. Back in 2008, the 
service dropped about 600 short tons of supplies into Afghanistan, he said. Last year 
that was upped to 15,000 short tons, he said. “Now with the force increase, I expect that 
will go higher this year, so we’re getting really, really good at airdrop,” he said, noting 
that the logistics challenge covers an area the size of Texas. 
Source: http://www.army.mil/-news/2010/02/23/34848-army-testing-new-airdrop-
system-for-afghanistan/ 

[Return to top]  

Banking and Finance Sector 

http://www.army.mil/-news/2010/02/23/34848-army-testing-new-airdrop-system-for-afghanistan/
http://www.army.mil/-news/2010/02/23/34848-army-testing-new-airdrop-system-for-afghanistan/
http://detnews.com/article/20100225/AUTO01/2250349/Metro-Detroit-Toyota-suppliers-raided
http://detnews.com/article/20100225/AUTO01/2250349/Metro-Detroit-Toyota-suppliers-raided
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12. February 25, Miami Herald – (Florida) Mortgage fraud task force comes to 
Miami. The Financial Fraud Enforcement Task Force kicked off the first of its 
mortgage-fraud summits on February 24 in the epicenter of the nation’s mortgage-fraud 
crisis and pledged to begin finding solutions. The interagency task force — established 
last November by the U.S. President to combat financial crime — is a team of federal, 
state and local law enforcement agencies, financial regulators, and inspectors general 
dedicated to curbing mortgage fraud, predatory lending, and other financial crimes. 
There are 23 task forces and 67 mortgage-fraud working groups throughout the 
country. According to Fannie Mae, Florida ranked No. 1 in loan-origination fraud in 
2008 and 2009. South Florida is ranked first in the nation for the number of residents 
named in mortgage fraud-related suspicious activity reports, called SARs, filed by 
financial institutions, according to the U.S. Financial Crimes Enforcement Network.  
Source: http://www.miamiherald.com/2010/02/25/1498709/task-force-comes-to-fraud-
hotbed.html 

13. February 24, The Register – (Massachusetts) 3 Bulgarians charged in 44-day ATM 
hacking spree. Three Bulgarian men were charged on February 24 with defrauding 
banks of more than $137,000 in a scheme that attached electronic skimming devices to 
numerous automatic teller machines in Massachusetts. In the 44-day hacking spree, the 
men planted skimmers on ATMs maintained by Bank of America and Citizens Bank 
and secretly recorded information stored on the magnetic strips of cards as they were 
being used. The men also allegedly used concealed cameras to record the 
corresponding personal identification numbers. The men compromised “numerous” 
ATMs throughout eastern Massachusetts and stole more than $120,000, according to a 
press release issued by federal prosecutors in Boston. Court documents filed in the case 
said proceeds from the alleged crime were $137,724. The three were each charged with 
using counterfeit ATM cards, bank fraud, and aggravated identity theft. Two of the 
suspects were also charged with possession of device-making equipment.  
Source: http://www.theregister.co.uk/2010/02/24/atm_skimming_charges/ 

14. February 24, DarkReading – (National) FTC issues report of 2009 top consumer 
complaints. The Federal Trade Commission released a report on February 24 listing 
top complaints consumers filed with the agency in 2009. It shows that while identity 
theft remains the top complaint category, identity theft complaints declined 5 
percentage points from 2008. The FTC is releasing a new animated video showing how 
people can file a complaint, and offers examples of what complaints the FTC handles. 
The report breaks out complaint data on a state-by-state basis and also contains data 
about the 50 metropolitan areas reporting the highest per capita incidence of fraud and 
other complaints. In addition, the 50 metropolitan areas reporting the highest incidence 
of identity theft are noted. 
Source: 
http://www.darkreading.com/security/client/showArticle.jhtml?articleID=223100659&
subSection=End+user/client+security 

15. February 24, Storefront Backtalk – (Alabama) Secret Service investigating debit-only 
breach of an Alabama Dairy Queen. For the mysterious data breach crime folder, the 

http://www.miamiherald.com/2010/02/25/1498709/task-force-comes-to-fraud-hotbed.html
http://www.miamiherald.com/2010/02/25/1498709/task-force-comes-to-fraud-hotbed.html
http://www.theregister.co.uk/2010/02/24/atm_skimming_charges/
http://www.darkreading.com/security/client/showArticle.jhtml?articleID=223100659&subSection=End+user/client+security
http://www.darkreading.com/security/client/showArticle.jhtml?articleID=223100659&subSection=End+user/client+security
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U.S. Secret Service is investigating a series of payment card thefts—originating at an 
Alabama Dairy Queen—that has only been impacting debit cards. The Hanceville, 
Georgia, police department’s captain is quoted in a local newspaper saying: “At that 
location, somebody has apparently tapped into the Internet server and hacked into the 
debit card system, and they’re printing out the customers’ debit card numbers and using 
them all over California and Georgia.” This is a disturbing trend, as retailers see debit 
card approaches as a way to try and reduce interchange costs. It’s even more 
frightening when factoring in that debit cards are more likely to suffer a processing 
glitch—as Best Buy and Macy’s discovered last year–than credit cards and that 
consumers impacted by a debit card data breach are far more exposed than they would 
have been had they used a credit card. 
Source: http://www.storefrontbacktalk.com/securityfraud/secret-service-investigating-
debit-only-breach-of-an-alabama-dairy-queen/ 

16. February 23, Federal Bureau of Investigation – (Illinois) FBI searches for ‘ESPN 
Bandit’. The special agent-in-charge of the Chicago office of the Federal Bureau of 
Investigation (FBI), is asking for the public’s help in identifying the individual who is 
believed responsible for the armed robbery of at least four (4) Chicago area banks and 
the attempted robbery of a fifth, dating to December of last year. The most recent theft 
occurred on February 22, when a Fifth Third Bank branch, in Chicago, was robbed of 
an undisclosed amount of money. As he has done in prior thefts, the robber entered the 
bank and approached a teller. He then handed her a manila colored envelope which 
contained a type written demand note. The note claimed that the robber was armed and 
threatened the teller with harm if his demands were not met. After obtaining money 
from the teller, the robber fled the bank on foot, disappearing into the passing crowd. 
Prior to the February 22 robbery, the “ESPN Bandit” last struck on January 13 of this 
year, when he robbed two banks and attempted the robbery of a third. The fourth theft 
this individual is suspected of committing is the December 10, 2009 robbery of the 
TCF Bank branch, in Melrose Park, Illinois. 
Source: 
http://www.enewspf.com/index.php?option=com_content&view=article&id=14059:fbi
-searches-for-espn-bandit&catid=88888909&Itemid=88888905 

[Return to top]  

Transportation Sector 

17. February 25, Washington Post – (District of Columbia) Parts manufacturer says it 
warned Metro about mixing signaling equipment. Metro’s decision to mix different 
types of signaling equipment against strong warnings from the manufacturer could have 
caused the June 22 Red Line crash that killed nine people, a senior company engineer 
testified before a federal panel on Wednesday. The site safety officer of Alstom 
Signaling, said at a National Transportation and Safety Board hearing that the 
combination of other manufacturers’ components with Alstom equipment just five days 
before the crash was at the heart of the failure of the train detection system. The 
previously undisclosed analysis by Alstom offers a new clue into what could have led 

http://www.enewspf.com/index.php?option=com_content&view=article&id=14059:fbi-searches-for-espn-bandit&catid=88888909&Itemid=88888905
http://www.enewspf.com/index.php?option=com_content&view=article&id=14059:fbi-searches-for-espn-bandit&catid=88888909&Itemid=88888905
http://www.storefrontbacktalk.com/securityfraud/secret-service-investigating-debit-only-breach-of-an-alabama-dairy-queen/
http://www.storefrontbacktalk.com/securityfraud/secret-service-investigating-debit-only-breach-of-an-alabama-dairy-queen/
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to the Red Line crash. “ALSTOM believes that the use of third-party components 
presents, . . . not only a customer quality issue, but also constitutes a serious and 
increasing risk to overall signaling system safety,” Alstom said in a Sept. 7, 2004, letter 
that the safety officer said was distributed to all of its customers, including Metro and 
its then-assistant chief engineer, who retired February 1. In addition, the safety officer 
said an Alstom employee gave a Metro engineer an oral warning about the risks of 
mixing different manufacturer equipment during discussions over a bulletin issued on 
the topic in October 2006. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/24/AR2010022403006.html?wprss=rss_metro 

18. February 25, Aviation Online Magazine – (National) NTSB wants cockpit 
conversations monitored. In the wake of a number of airline accidents and incidents 
the NTSB is now calling for the FAA to put in place regulations that would require 
airlines to monitor cockpit conversations on a regular basis and provide for protection 
of those recordings from public disclosure. “In the Colgan report, the Safety Board 
recommended that all available sources of information be downloaded and analyzed on 
a routine basis. Numerous Safety Board investigations have identified the performance 
of the crew as causal or contributing to the accident. Over the last decade, data 
monitoring has resulted in measurable safety improvements for equipment and 
operations.” “Because FOQA has been credited with driving down the accident rates in 
commercial aviation, it is essential to understand what is going on in the cockpit if we 
are to achieve further reductions. The benefits attained from the CVR should not be 
limited to posthumous investigations,” said the Chair of the National Transportation 
Safety Board (NTSB). On February 12, 2009, a Colgan Air, Bombardier DHC-8-400, 
N200WQ, operating as Continental Connection Flight 3407, was on an instrument 
approach to Buffalo-Niagara International Airport, Buffalo, New York, when it crashed 
into a residence in Clarence Center, New York, about 5 nautical miles northeast of the 
airport. The 2 pilots, 2 flight attendants, and 45 passengers aboard the airplane were 
killed, one person on the ground was killed, and the airplane was destroyed by impact 
forces and a post crash fire. 
Source: 
http://avstop.com/news_feb_2010/ntsb_wants_cockpit_conversations_monitored.htm 

19. February 25, Philadelphia Daily News – (Pennsylvania) Handlers, not dogs failed 
tests. It was not the dogs who fumbled their assignment in their annual recertification 
test last year, it was their handlers, said U.S. Representative yesterday. The handlers 
were not properly trained, said the congressman, who faulted the Transportation 
Security Administration for the personnel issue and for the agency’s lack of 
communication with officials of Philadelphia International Airport. “They blamed the 
dogs but it was the handlers that needed to be recertified,” he said. “TSA has got to get 
their act together . . . They were not talking with the airport,” the congressman said, 
referring to when media outlets initially broke the news that dogs had failed TSA tests. 
TSA stays mum about its dog agents. “We don’t provide the status of our dogs or our 
training initiatives - ever,” said a TSA spokeswoman. The teams - made up of a dog 
and handler each - received more training and were re-tested but failed twice. One team 

http://avstop.com/news_feb_2010/ntsb_wants_cockpit_conversations_monitored.htm
http://www.washingtonpost.com/wp-dyn/content/article/2010/02/24/AR2010022403006.html?wprss=rss_metro
http://www.washingtonpost.com/wp-dyn/content/article/2010/02/24/AR2010022403006.html?wprss=rss_metro
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has passed and is back on the job and another is expected to return soon, but the third 
team has been split up, apparently because of human error. The unidentified TSA 
employee “didn’t know what to look for or where to take the dog to sniff [in cargo],” 
the congressman said. A source close to the issue said the handler “treated the dog as a 
pet, which is inappropriate.” Affection is to be avoided when it concerns service dogs 
on duty, he said.  
Source: http://www.philly.com/philly/hp/news_update/85315762.html 

20. February 25, Space-Travel.com – (International) Dispenser for Globalstar 
constellation declared flight worthy. Astrium has successfully completed 
qualification testing on the dispenser for the second-generation satellites of the 
Globalstar constellation. The qualification commission headed by Arianespace has 
ended the Dispenser’s development phase, making it possible to finalise series 
production for the first flight modules that were developed in parallel. The Dispenser is 
the structure that holds the satellites in place during the launch and ensures their 
positioning at a precisely-timed moment during the mission. The attachment and 
separation fittings are sophisticated pyrotechnic devices based on patented Astrium 
technology. The new Dispenser will allow the Soyuz launcher to carry six satellites for 
the Globalstar-2 constellation beneath its fairing. “Following this successful 
qualification, we now have all the key elements at our disposal to develop the 
Dispenser for Ariane 5 that will launch the Galileo satellites in groups of four 
beginning in 2012,” said the CEO of Astrium Space Transportation.  
Source: http://www.space-
travel.com/reports/Dispenser_For_Globalstar_Constellation_Declared_Flight_Worthy_
999.html 

21. February 24, Aviation News – (National) House aviation subcomittee addresses 
aircraft icing. Wednesday’s House aviation subcommittee hearing was a follow-up to 
an October 2009 roundtable convened by subcommittee leadership on icing issues that 
included an examination of ice protection systems, as well as the current status of 
aircraft icing standards and procedures. Last week, the National Transportation Safety 
Board (NTSB) adopted its 2010 Most Wanted list, which included four 
recommendations to reduce the hazards to aircraft flying in icing conditions. In his 
opening remarks, the Subcommittee Chairman agreed with NTSB’s remarks that 
FAA’s efforts in the area of icing have been “unacceptably slow.” He further stated, 
“FAA must adopt a systematic and proactive approach to address the icing criteria for 
aircraft certification and testing.” 
Source: http://www.aviationnews.net/?do=headline&news_ID=176668 

22. February 24, Albany Times Union – (New York) Storm damage to cancel eight 
Amtrak trains on Thursday. Eight of Amtrak’s 26 weekday trains between the 
Capital Region and New York City will be canceled on Thursday as CSX 
Transportation works to complete repairs to its tracks and systems that were damaged 
by Wednesday’s winter storm. Power outages along Amtrak’s line between Albany-
Rensselaer and Poughkeepsie on Wednesday delayed some trains and forced the 
cancellation of others, according to Amtrak and passengers. One passenger reported the 

http://www.space-travel.com/reports/Dispenser_For_Globalstar_Constellation_Declared_Flight_Worthy_999.html
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http://www.aviationnews.net/?do=headline&news_ID=176668
http://www.philly.com/philly/hp/news_update/85315762.html
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1:15 p.m. northbound departure from Penn Station was running about 90 minutes late 
and that it was stopping at crossings so that conductors could manually activate the 
crossing gates. There were also reports that both the Hudson and Rhinecliff stations lost 
power for a time. Amtrak’s Web site said service had been disrupted on the route, 
affecting at least four trains. Passengers were being accommodated on other trains. 
Amtrak and CSX officials could not immediately be reached for comment. CSX owns 
the tracks from Poughkeepsie north. 
Source: http://www.timesunion.com/AspStories/story.asp?storyID=904420 

23. February 24, Florence Times Daily – (Alabama) FEMA representatives to review 
road damage. Officials with the Federal Emergency Management Agency will be 
touring Colbert and Lauderdale counties in the next two days to assess damage caused 
by January’s freezing temperatures. Freezing temperatures from January 7-14 damaged 
many county roads throughout north Alabama, prompting the Alabama governor to 
issue a disaster declaration for Blount, Chambers, Cherokee, Clarke, Clay, Cleburne, 
Cullman, Dekalb and Etowah counties. The disaster declaration would allow those 
counties to get federal monies to repair roadways damaged by the weather. The Colbert 
County Emergency Management Director said several regional counties have asked to 
join in with those counties. He said FEMA representatives will be touring counties to 
perform preliminary damage assessments. Lauderdale County must have around 
$300,000 in damage to qualify, while Colbert County needs $177,000 in damage to be 
eligible for federal assistance. County engineers have estimated more than $3 million in 
damages so far in the county. “I just hope we qualify to get some assistance. There’s no 
way counties can try to do all of these repairs on their own,” the emergency 
management director said. 
Source: 
http://www.timesdaily.com/article/20100224/ARTICLES/2245007/1011/NEWS?Title=
FEMA-representatives-to-review-road-damage 

24. February 23, Associated Press – (Illinois) NTSB: Plane crashed after aborted 
landing in Ill. An investigator says the fatal crash of a small plane in southwestern 
Illinois occurred while the pilot was trying for a second time to land at an airport in rain 
and fog.  An official with the National Transportation Safety Board says the pilot had 
aborted a landing Sunday evening at St. Louis Downtown Airport in Cahokia, Illinois. 
The pilot apparently was circling back for another try when the single-engine plane 
went down into a house and hangar near Belleville. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/23/AR2010022301745.html 

[Return to top]  

Postal and Shipping Sector 

25. February 24, Associated Press – (Maryland) White poweder found in envelope. Fire 
officials say a suspicious powder that was found in an envelope sent to a Verizon office 
caused minor irritation to two employees. A captain with the Montgomery County Fire 

http://www.timesdaily.com/article/20100224/ARTICLES/2245007/1011/NEWS?Title=FEMA-representatives-to-review-road-damage
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http://www.washingtonpost.com/wp-dyn/content/article/2010/02/23/AR2010022301745.html
http://www.timesunion.com/AspStories/story.asp?storyID=904420
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and Rescue says hazmat teams were called Tuesday about 3:10 p.m. at the mail sorting 
area of the building on Columbia Pike. A woman who opened the envelope said a small 
amount of powder in it irritated her nose, and another worker also complained of 
irritation. They were treated at the scene. The captain says because of the small of 
amount of powder, hazmat teams were unable to determine what it was. He says it was 
classified as undetermined and nontoxic. 
Source: 
http://www.fredericknewspost.com/sections/news/displayUpdate.htm?StoryID=101718 

26. February 24, WTOC 11 Savannah – (Georgia) Suspicious package in Georgetown. A 
suspicious package causes police to lock down a neighborhood. It happened off Grove 
Point Road in Georgetown. A man received a suspicious package from his son that 
contained some type of powder. He immediately called 911. Police were not taking any 
chances until a hazardous materials team could figure out what they were dealing with. 
“Everything going on the way it has been the last few years, a lot of thoughts run 
through your head, but you just hope for the best,” said a resident. A spokeswoman 
with Savannah Chatham Police confirmed the powder was not dangerous. “The 
substance was tested, there was an air test done in the area, every kind of test you can 
run pretty much on the substance. It’s not hazardous.” Fire officials still do not know 
what the material was, just that it is not dangerous. 
Source: http://www.wtoctv.com/Global/story.asp?S=12040767 

27. February 24, Metro International – (Massachusetts) U.S. Attorney reinvestigating 
‘93 bomb attempt. A Braintree biology professor has already been charged with a 
triple homicide for an alleged rampage on the University of Alabama Huntsville 
Biology Department. She is now facing accusations from an unsolved mailbox-bomb 
attempt aimed at a Harvard medical school professor. The office of a U.S. Attorney will 
review the case after having received “a number of requests for information regarding 
the mailing of an incendiary device to a home in Newton, Massachusetts, in 1993,” 
according to an announcement. The suspect was a student of the medical school 
professor, who received the bomb in his mailbox. The federal Bureau of Alcohol, 
Tobacco, Firearms, and Explosives released files to The Boston Globe several days ago 
revealing that the medical school professor told investigators that he had played a role 
in Bishop’s resignation from her job as a post-doctoral research fellow weeks earlier 
because he felt “she could not meet the standards required for the work.” Following the 
UA Huntsville murders, former colleagues, students, and neighbors have described the 
suspect as “eccentric,” “strange” and prone to angry outbursts. The suspect, along with 
husband, came under investigation in 1993 following the attempted bombing incident, 
although they did not face charges at the time. 
Source: http://www.metro.us/us/article/2010/02/25/04/2740-72/index.xml 

[Return to top]  

Agriculture and Food Sector 
 
See item 3  
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[Return to top]  

Water Sector 

28. February 25, Associated Press – (Kentucky) Crews cleaning coal-washing spill in 
eastern KY. Wastewater from an eastern Kentucky coal-washing operation that spread 
into a creek is being cleaned up, and the state describes the spill as minor. A 
spokesperson of the Kentucky Department for Natural Resources says state officials do 
not know how many gallons spilled at the Martin County site near Inez, but he told The 
Courier-Journal in Louisville that “it seems very minimal.” He says it appears the 
wastewater spread 3.5 miles downstream from where a valve broke on a pipeline. He 
said Martin County Coal Corp. discovered discolored water in a detention pond 
Monday afternoon but could not contain it and reported the spill when water started 
getting into Cold Water Creek. He says water from the pond was running clear again 
about seven hours later. The company hired a contractor to clean up any mess and 
could face fines. In October 2000, 300 million gallons of slurry spilled from a Martin 
County Coal impoundment. 
Source: http://www.wave3.com/Global/story.asp?S=12041980 

29. February 25, Claims Journal – (New Hampshire) Feds cite contractors in fatal New 
Hampshire water tower fall. The U.S. Occupational Safety and Health Administration 
(OSHA) has cited two contractors for alleged violations of safety standards involving 
the death last August of a worker who fell from a New Hampshire water tower. An 
OSHA inspection found Bullins Painting Inc. of Eden, North Carolina, failed to provide 
the worker with fall protection. Further, OSHA says Bullins and general contractor 
Utility Services of Perry, Ga. failed to inspect equipment, protect lifelines against cuts 
and provide a ladder cage for tower access ladders. OSHA says the man fell about 90 
feet while rehabilitating the municipal water tower in Epping. OSHA is proposing 
$187,800 in fines for Bullins and $93,000 in fines for Utility Services. Each company 
has 15 business days to contest the findings. 
Source: http://www.claimsjournal.com/news/east/2010/02/25/107666.htm 

30. February 24, EIP; Earthjustice – (National) Coal-ash waste contamination study: 31 
new water pollution sites found in 14 states, significantly increasing pressure on 
OMB to release delayed EPA rule. The case for the federal Office of Management 
and Budget (OMB) to stop sitting on a delayed Environmental Protection Agency 
(EPA) coal-ash site contamination rule is even stronger than it first appeared to be, 
according to a major new report from the Environmental Integrity Project (EIP) and 
Earthjustice. The analysis by EIP and Earthjustice identifies 31 additional coal-ash 
contamination sites in 14 states, which, when added to the 70 in the EPA’s justification 
for the pending rule, brings the total of coal-fired power plant waste storage sites with 
poisoned water to 101. The 31 sites are located in the following 14 states: Delaware 
(1); Florida (3); Illinois (1); Indiana (2); Maryland (1); Michigan (1); Montana (1); 
Nevada (1); New Mexico (1); North Carolina (6); Pennsylvania (6); South Carolina (3); 
Tennessee (2); and West Virginia (2). Arsenic, a potent human carcinogen, has been 
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found at 19 of 31 sites at extremely high levels, with one site found at nearly 150 times 
the federal water standard. At least 26 of these 31 sites report contamination that 
exceeds one or more primary drinking water standards. Twenty-five out of the 31 sites 
are still active disposal sites.  
Source: http://www.environmentalintegrity.org/news_reports/news_02_24_10.php 

31. February 24, WACH 57 Columbia – (South Carolina) Millions of gallons of sewage 
leaked into rivers. According to the Environmental Protection Agency (EPA), the City 
of Columbia, South Carolina, has leaked large amounts of sewage into local rivers. 
Between January 2008 and November 2009, EPA numbers show 257 instances of 
sanitary sewer overflows impacting local waterways. In the 257 events, more than 3.3 
million gallons of sewage went into local waterways. These totals do not include the 
most recent and record setting rainfall the Midlands received since December. Both the 
EPA and the Department of Health and Environmental Control are investigating the 
city. The riverkeeper the Congaree is charged with making sure its waters are safe and 
clean, but he says sewage spills are impacting the river, public health and everyone’s 
wallet. He says every time the area has heavy rainfall, stormwater floods city 
wastewater pipes causing sewage to spill out of cracks or manholes along pipelines 
before it reaches wastewater plants. “We’ve just had an inordinate amount of rain water 
and its hurt us and hurt us badly,” says the City of Columbia Public Works director. He 
says there are many issues working against the aging system including staffing, 
mechanical issues, and the public dumping items like grease into the system. According 
to several city officials about 30 percent of the money generated by the wastewater 
system goes back into fixing it. While the directors says facilities are regulary 
maintained, the river keeper disagrees saying there is a “lack of regular maintenance.” 
A large percentage of the remaining 100 percent goes into labor and special chemicals 
used at treatment plants. The city confirms the system makes a profit, but critics 
question why council has used portions of that money for unrelated projects.  
Source: http://www.midlandsconnect.com/news/story.aspx?id=421483 

32. February 23, U.S. Environmental Protection Agency – (National) EPA boosts funding 
for Guam, CNMI and American Samoa water projects / Funding to Pacific 
territories jumps from $3.2 million to $37.4 million. The U.S. Environmental 
Protection Agency announced on February 23 a historic increase of over $34.2 million 
in wastewater and drinking water infrastructure funding to Guam, the Commonwealth 
of Northern Mariana Islands, and American Samoa. “This major increase in funding 
will allow Guam, American Samoa and CNMI to work on badly needed wastewater 
and drinking water infrastructure improvements,” said the regional administrator for 
EPA’s Pacific Southwest region. “This is the first time that the U.S. territories will 
receive funding comparable to states on the mainland for these vital public health 
efforts.” As part of EPA’s budget for this year, the EPA Administrator for the first time 
has the discretion to set aside 1.5 percent of the total funding allotted to the national 
EPA State Revolving Fund for Clean Water and Drinking Water to be available to U.S. 
territories. This year Guam and American Samoa will each receive $13.1 million and 
CNMI will receive $11.27 million. 
Source: 
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http://yosemite.epa.gov/opa/admpress.nsf/d0cf6618525a9efb85257359003fb69d/86777
7b4690bb495852576d30083a4d0!OpenDocument 

33. February 23, Santa Rosa Press Democrat – (California) Healdsburg to pay $369,000 
for sewer plant violations. Healdsburg has agreed to pay a $369,000 fine in 
connection with violations at its old sewer plant, before it was replaced with a state-of-
the-art facility. More than 120 violations between late 2004 and mid-2008 were 
documented at the plant by the North Coast Regional Water Quality Control Board. 
Sewage spills were small, ranging from three to 400 gallons and contained quickly, 
according to state regulators. Other violations involved excessive levels of chlorine in a 
former gravel pit used for percolating treated wastewater into the Russian River. Under 
an agreement approved last week by the City Council, Healdsburg will pay part of the 
fine, $177,000, to the state’s Water Pollution Cleanup and Abatement Account. The 
balance, $192,000, will go toward designing a distribution system that will pipe 
reclaimed water to irrigate parks, school grounds and vineyards. Funding for the $13 
million project has yet to be secured. There have been no more wastewater violations 
since the city built a new $32 million plant, said the Public Works director. The cost of 
the fines will be borne by the city’s ratepayers. 
Source: http://www.pressdemocrat.com/article/20100223/articles/100229829?tc=ar 

34. February 23, KTIV 4 Sioux City – (Iowa) Water treatment malfunction increases 
sodium in Everly, IA drinking water. A malfunction in the water treatment system is 
causing high levels of sodium in Everly, Iowa’s drinking water. Because of this, folks 
may notice a salty taste in their water. Crews are working to address the issue. Free 
drinking water is available at City Hall.  
Source: http://www.ktiv.com/Global/story.asp?S=12030419 

For another story, see item 2  
 
[Return to top]  

Public Health and Healthcare Sector 

35. February 25, Los Angeles Times – (National) FDA approves new pneumonia vaccine 
with wider reach. The Food and Drug Administration on Wednesday approved a new 
pneumococcal vaccine that protects against more strains of bacteria than the existing 
one and is expected to produce a sharp reduction in the number of cases of bacterial 
pneumonia and ear infections in children and adolescents. The existing vaccine, called 
Prevnar, protects against the seven main strains of Streptococcus pneumoniae, which 
not only produce pneumonia but also can invade the blood, middle ear and the covering 
of the brain and spinal cord. When Prevnar was first marketed in 2000, those seven 
strains accounted for about 80% of all pneumococcal disease. By 2007, the overall 
incidence of disease caused by the seven strains in children younger than 5 had been 
reduced by 99%. As the prevalence of the original seven strains of S. pneumoniae was 
reduced, however, other strains began moving into their niche. Researchers now think 
that as many as three-quarters of new cases of pneumonia and other streptococcal 
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infections are caused by the six additional strains of bacteria included in the new 
vaccine, Prevnar 13, along with the original seven.  
Source: http://www.latimes.com/news/nation-and-world/la-sci-vaccine25-
2010feb25,0,7748272.story 

36. February 24, KING 5 Seattle – (Washington) UW medical records 
compromised. The UW Medical Center sent out a letter warning that the information, 
including social security numbers, credit card numbers, birthdates and addresses, of up 
to 210 people could have been compromised. KING 5 sources tell us the UW Medical 
Center learned of the theft after King County sheriffs found the personal information 
inside the home of a convicted felon who was being arrested for violating parole. The 
man’s girlfriend works for NCO Financial Systems, a company the medical center uses 
to process patient payments. The employee at NCO was arrested and could face felony 
charges in the case. 
Source: http://www.king5.com/news/local/UW-medical-records-compromised-
85306347.html 

37. February 24, Denver Business Journal – (National) Ex-surgical tech Parker 
sentenced to 30 years in prison in hep C case. The former surgical technician linked 
to a wave of hepatitis C infections among patients at two Colorado medical facilities, 
was sentenced Wednesday to 30 years in federal prison. She was accused of injecting 
herself with Fentanyl, a narcotic intended as a pain medication for surgical patients, 
while she was infected with hepatitis C, and then refilling the dirty syringes with a 
saline solution and returning them to surgical trays for use on patients at Rose Medical 
Center of Denver and at Colorado Springs’ Audubon Surgery Center, where she had 
worked earlier. Several patients were infected, authorities said. In addition to giving her 
the 30-year sentence — longer than sentencing guidelines call for — plus three years of 
supervised release afterward, the U.S. District Judge ordered her to pay restitution to 
patients totaling $506,935. 
Source: http://denver.bizjournals.com/denver/stories/2010/02/22/daily49.html 

38. February 24, WebMD – (National) CDC panel calls for flu vaccine for 
all. Everybody, not just those at risk of complications, should get a yearly flu shot, the 
CDC’s immunization advisory panel says.The CDC almost certainly will make 
universal flu vaccination official U.S. policy for this fall’s 2010-2011 flu season, as it 
consistently follows the advice of the panel of outside experts, called the Advisory 
Committee on Immunization Practices (ACIP). Now flu vaccination will be advised 
even for healthy adults ages 19 to 49 who do not come into contact with infants or 
elderly people, who are at highest risk of flu complications. That’s only 15% of the 
U.S. population. But the ACIP say the effect of the universal recommendation will 
affect far more people. That is because a lot of people for whom the flu vaccine already 
is recommended do not think of themselves as being at high risk. Moreover, the 
universal recommendation simplifies the extremely complicated current 
recommendations that create confusion about who should and should not be vaccinated. 
And it makes it likely that insurers will cover flu shots for all healthy adults. 
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Source: http://www.webmd.com/cold-and-flu/news/20100224/cdc-panel-calls-for-flu-
vaccine-for-all 

39. February 24, Reuters – (Missouri) Radiation errors reported in Missouri. A hospital 
in Missouri said Wednesday that it had overradiated 76 patients, the vast majority with 
brain cancer, during a five-year period because powerful new radiation equipment had 
been set up incorrectly even with a representative of the manufacturer watching as it 
was done. The hospital, CoxHealth in Springfield, said half of all patients undergoing a 
particular type of treatment — stereotactic radiation therapy — were overdosed by 
about 50 percent after an unidentified medical physicist at the hospital miscalibrated 
the new equipment and routine checks over the next five years failed to catch the error. 
The revelation comes at a time of growing concern about safety procedures for a new 
generation of powerful, computer-controlled medical radiation equipment. 
Source: http://www.nytimes.com/2010/02/25/us/25radiation.html 

[Return to top]  

Government Facilities Sector 

40. February 25, Northwest Herald – (Illinois) Police: Harvard threat baseless. The 
Harvard Police Department investigated a bomb threat against Harvard Junior High 
School on Tuesday. A message was left stating that there was an explosive device at 
the school. Police were called at 4:18 p.m. and conducted a systematic search of the 
building, including the use of dogs. No evidence of an explosive device was found. 
Police are continuing to investigate the incident, but consider the report to be 
unfounded. 
Source: 
http://www.nwherald.com/articles/2010/02/24/r_vn_gabqjtsabixdfewcfow/index.xml 

41. February 24, Arkansas News – (Arkansas) National Guard hard drive missing. The 
Arkansas National Guard is warning current and former soldiers their personal data 
could be at risk because a computer hard drive with information about them is missing. 
The archival hard drive containing nearly 6 years of data was last used in November at 
Camp Robinson. A staff member who was authorized to use it was unable to locate it 
on February 15 and after a search he reported it missing Monday, a Guard spokesman 
said Wednesday. The Guard is studying the main hard drive to determine which 
members are affected and will contact each by mail, the spokesman said. So far, the 
Guard has no indication the information has been used by anyone or even that the hard 
drive was stolen, he said. “Unfortunately, we live in a world where you have to be 
cautious about this,” the spokesman said. “Somebody could get the information and use 
it for personal gain.” The drive contains names, Social Security numbers, and other 
personal information. Potentially affected are soldiers who served with the Arkansas 
Guard’s 1st Battalion, 153rd Infantry Regiment of the 39th Infantry Brigade Combat 
Team, from January 2004 to March 2009. The battalion is headquartered in Malvern, 
with units in Arkadelphia, Benton, De Queen, Hope, Mena, Prescott, Sheridan, and 
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Texarkana. 
Source: http://arkansasnews.com/2010/02/24/national-guard-hard-drive-missing/ 

42. February 23, Long Island Press – (New York) Cops: False alarm in Riverhead 
school bus pipe bomb scare. A suspected pipe bomb was found on a school bus on 
Monday afternoon, Riverhead Town Police said. A Riverhead, New York, school bus 
driver found a “suspicious device, possibly a pipe bomb,” on an school bus while 
conducting a routine check to make sure it was empty at 2:10 p.m., police said in a 
statement. Emergency Service Unit officers and Arson Squad detectives with Suffolk 
police were called in. The object was found to be a solid metal rod with plastic end 
caps and not an explosive device, police said. Riverhead police are continuing their 
investigation. 
Source: http://www.longislandpress.com/2010/02/23/cops-false-alarm-in-riverhead-
school-bus-pipe-bomb-scare/ 

For another story, see item 4  
 
[Return to top]  

Emergency Services Sector 

43. February 24, KGW 8 Portland – (Oregon) Loaded gun, Taser stolen from 
undercover Portland Police car. An undercover police officer woke up Tuesday to 
discover thieves had broken into his unmarked patrol car, according to a Portland 
Police Bureau spokesperson. She said Wednesday the officer’s loaded handgun was 
stolen, along with a Taser and bulletproof vest. The car was parked in the driveway of 
the officer’s Portland residence, she said. She said the officer did nothing wrong by 
bringing the equipment home and leaving it in a locked car. The suspects, according to 
officials, disabled a car alarm and broke into a locked container that was secured to the 
vehicle.  
Source: http://www.kgw.com/news/local/Gun--Taser-stolen-out-of-unmarked-Portland-
police-car-85258682.html 

[Return to top]  

Information Technology Sector 

44. February 25, SC Magazine – (International) Microsoft operating system 
vulnerability claims refuted. Claims made of a major vulnerability in the Microsoft 
Windows operating system have been refuted. The head of PCI at ProCheckUp Labs 
claimed that the findings by 2X Software, revealed exclusively by SC Magazine on 
February 24, were a ‘little sensationalist’. On February 24, 2X Software said that with a 
simple piece of code, an operating system from Windows 7/Server 2008 versions to 
Windows 2000/Server 2003 could be crashed with malicious applications installed. 
However the head of PCI refuted this, saying that the claims indicate that code needs to 
be run for the vulnerability to be exploited, so an attacker cannot just send some 
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malicious traffic to a Microsoft server and crash it.  
Source: http://www.scmagazineuk.com/microsoft-operating-system-vulnerability-
claims-refuted/article/164469/ 

45. February 25, IDG News Service – (International) Court order helps Microsoft tear 
down Waledac botnet. With the help of a U.S. federal judge, Microsoft has struck a 
blow against one of the Internet’s worst sources of spam: the notorious Waledac botnet. 
Microsoft said on February 24 that it had been granted a court order that will cut off 
277 .com domains associated with the botnet. This will effectively knock the brains of 
Waledac off the Internet, by removing the command-and-control servers that criminals 
use to send commands to hundreds of thousands of infected machines. Thought to be 
used by Eastern European spammers, Waledac has been a major source of computer 
infections and spam over the past year. Microsoft believes the botnet can send over 1.5 
billion [b] spam messages daily. In a lawsuit against the unknown spammers behind 
Waledac, filed Monday with the U.S. District Court of Eastern Virginia, Microsoft 
argues that Verisign, which manages the .com domain, is a choke-point for the botnet. 
The court has apparently ordered Verisign to remove the botnet’s command-and-
control domains from the Internet.  
Source: http://www.networkworld.com/news/2010/022510-court-order-helps-
microsoft-tear.html?hpg1=bn 

46. February 25, The Register – (International) Microsoft’s wiretap guide goes online, 
security site goes offline. Long-established privacy and cryptology website 
Cryptome.org was pulled offline on February 24 after Microsoft launched a legal 
offensive over its publication of Redmond’s guide to internet wiretapping. Microsoft’s 
Global Criminal Compliance Handbook, a 22 page booklet designed solely for police 
and intelligence services, provides an overview of Microsoft’s online services, what 
information it collects on users and how long it keeps it. The guide also explains how to 
serve warrants and how to make sense of the records it stores to understand, for 
example, when and to who a Hotmail user sent an email. Redmond’s lawyers used the 
Digital Millennium Copyright Act (DMCA) in an attempt to force Cryptome to pull the 
guide, a request it refused, before going to hosting provider Network Solutions. The 
firm not only complied with this order but went one step further by placing a lock on 
the Cryptome.org domain to keep the site down. Cryptome, which began way back in 
1996 and serves as an outlet for whistleblowers, previously got into hot water for 
publishing Microsoft’s point-and-click “computer forensics for cops” COFFEE tool 
back in November.  
Source: http://www.theregister.co.uk/2010/02/25/cryptome_dmca_takedown/ 

47. February 25, SC Magazine – (International) Phishing campaigns step up with hits on 
Twitter and Fotolog this week. Warnings have been made about a worm that spreads 
through the photo sharing website Fotolog. The worm, detected as FTLog.A by 
PandaLabs, spreads through the photo-blogging site by inserting a comment in the 
targeted user’s page prompting them to click a link, supposedly pointing to a video. If 
the user clicks the link, the system will ask for permission to download the worm, 
which is disguised as a DivX video codec. Once installed, FTLog.A redirects the 
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browser to a site with explicit content and a web page that asks users for their data in 
order to claim a (false) prize. If the user clicks ‘Get Free Access’ a setup.exe file is 
downloaded which, once run, installs the Media Pass plug-in. This also changes the 
browser home page and injects code into the browser to display pop-up ads, disrupting 
the user’s browsing experience.  
Source: http://www.scmagazineuk.com/phishing-campaigns-step-up-with-hits-on-
twitter-and-fotolog-this-week/article/164465/ 

48. February 24, V3.co.uk – (International) Malware levels remain steady in 2009. A 
new report from security firm Kaspersky Lab suggests that there has been little growth 
in the number of new malware samples over the past year. The company reported that 
roughly 15 million new malware samples were found during 2009, a rate of about 
30,000 a day which is “virtually the same” as the 2008 level. While the growth of new 
threats leveled off, Kaspersky said that the malware that did emerge was more 
sophisticated and widespread. The company noted that nine pieces of malware were 
able to infect more than a million systems in 2009, while sophisticated programs such 
as polymorphic worms became more common. Kaspersky also reported that web-based 
fraud schemes, such as fake anti-virus software, boomed in 2009 and netted some 
$150m (Â£97m) in profits. Much of the focus this year is expected to shift from PC-
based malware to attacks on web services and new devices.  
Source: http://www.v3.co.uk/v3/news/2258418/malware-levels-stay-flat 

49. February 24, MIS Asia – (International) Cyber attacks frequent on Asia Pacific 
enterprises. Three quarters of Asia Pacific enterprises — and two thirds of businesses 
in Singapore - have experienced cyber attacks in the past 12 months, according to new 
global research. The 2010 Symantec State of Enterprise Security Study, released today, 
found that 38 percent of Asia Pacific enterprises, and 67 percent in Singapore, rank 
cyber risk as their top concern, more than natural disasters, terrorism, and traditional 
crime combined. Initiatives that IT executives rated as most problematic from a 
security standpoint include infrastructure-as-a-service, platform-as-a service, server 
virtualisation, endpoint virtualisation, and software-as-a-service. The study involved 
surveys of 2,100 enterprise CIOs, CISOs and IT managers from 27 countries in January 
this year, including 850 respondents from the Asia Pacific and 100 from Singapore.  
Source: http://www.networkworld.com/news/2010/022410-cyber-attacks-frequent-on-
asia.html?hpg1=bn 

50. February 24, ComputerWorld – (International) Baidu: Registrar ‘incredibly’ 
changed our e-mail for hacker. A hacker who took down top Chinese search engine 
Baidu.com last month broke into its account with a U.S. domain name registrar by 
pretending to be from Baidu in an online chat with the registrar’s tech help, according 
to a lawsuit filed by Baidu. Support staff at the registrar, Register.com, then refused to 
aid Baidu when first contacted about Baidu.com redirecting users to a Web page that 
declared, “This site has been hacked by the Iranian Cyber Army,” the Baidu complaint 
alleges. The complaint was filed last month in U.S. District Court for the Southern 
District of New York, but the court only recently released an unredacted copy of the 
complaint. The complaint says Baidu’s service was disrupted for five hours by the hack 
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and seeks millions of dollars allegedly lost in revenue and other costs.  
Source: 
http://www.computerworld.com/s/article/9162118/Baidu_Registrar_incredibly_change
d_our_e_mail_for_hacker 

51. January 22, U.S. Government Accountability Office – (International) Border security: 
Better usage of electronic passport security features could improve fraud 
detection. The Department of State has developed a comprehensive set of controls to 
govern the operation and management of a system to generate and write a security 
feature called a digital signature on the chip of each e-passport it issues. When verified, 
digital signatures can help provide reasonable assurance that data placed on the chip by 
State have not been altered or forged. However, DHS does not have the capability to 
fully verify the digital signatures because it has not deployed e passport readers to all of 
its ports of entry and it has not implemented the system functionality necessary to 
perform the verification. Because the value of security features depends not only on 
their solid design, but also on an inspection process that uses them, the additional 
security against forgery and counterfeiting that could be provided by the inclusion of 
computer chips on e passports issued by the United States and foreign countries, 
including those participating in the visa waiver program, is not fully realized. 
Protections designed into the U.S. e-passport computer chip limit the risks of malicious 
code being resident on the chip, a necessary precondition for a malicious code attack to 
occur from the chip against computer systems that read them. GPO and State have 
taken additional actions to decrease the likelihood that malicious code could be 
introduced onto the chip. 
Source: http://www.gao.gov/htext/d1096.html 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

52. February 24, Mobiledia – (National) FCC wants TV airwaves for wireless 
broadband. Federal regulators are hoping to get more wireless spectrum for advanced 
mobile services by offering to pay television broadcasters — including NBC, CBS, Fox 
and ABC — to give up their rights to airwaves worth an estimated $50 billion. As part 
of a proposal, called the “National Broadband Plan,” existing spectrum holders would 
be paid to give up their licenses for government auctions, in addition to receiving a 
portion of the airwave proceeds raised by selling the to rights wireless carriers. The 
plan would free up 500 megahertz of airwaves, more than doubling the existing 
spectrum available for wireless carriers, who have demanded more space as their 
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customers increasingly watch videos, check email and update Facebook on high-end 
smartphones. “The highly valuable spectrum currently allocated for broadcast 
television is not being used efficiently — indeed, much is not being used at all,” said 
the Federal Communications Commission’s chairman.  
Source: http://www.mobiledia.com/news/71411.html 

For another story, see item 25  
 
[Return to top]  

Commercial Facilities Sector 

53. February 25, Associated Press – (New York) Fire guts Dunkirk, NY building, 
damages 2 others. Authorities say a fire has destroyed a century-old building and 
heavily damaged two neighboring structures in a western New York city’s downtown 
business district. Fire officials in Dunkirk say everyone inside the buildings made it out 
safely, including more than 30 young children in a gymnastics class being in the 105-
year-old building where the fire started. Chautauqua County government offices in the 
buildings were also successfully evacuated. Officials say the fire was reported around 
5:30 p.m. Wednesday in the former Masonic Temple building in downtown Dunkirk, 
on Lake Erie 33 miles southwest of Buffalo. It took more than 100 firefighters several 
hours to extinguish the blaze. Officials say the cause of the fire is under investigation. 
Source: http://www.wcax.com/Global/story.asp?S=12042073 

54. February 24, Crain’sNewYorkBusiness.com – (New York) Macy’s fire forces store 
evacuation. Macy’s Herald Square flagship location was partially evacuated the 
morning of February 24 because of an electrical fire in the basement level. While 
shoppers were able to continue perusing the main and upper floors of the 34th Street 
store, those in the basement, which houses the kitchenware department, a J&R Express 
electronics shop and a restaurant, had to vacate the premises so firefighters could battle 
the blaze. The 34th Street strip between Sixth and Seventh avenues were also closed to 
traffic. A company spokeswoman did not immediately return calls requesting comment 
about the fires.  
Source: http://www.crainsnewyork.com/article/20100224/FREE/100229939 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 
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55. February 25, Associated Press – (Mississippi) Delta levee enlargement project to 
begin. A Greenwood, Mississippi, company has been awarded a contract to enlarge 4.7 
miles of the Mississippi River levee in Issaquena County near Mayersville. The U.S. 
Army Corps of Engineers awarded the $10 million contract this week to Kenneth R. 
Thompson Builders Inc. The corps says the project, which is estimated to take three 
years to complete, would raise the levee about five feet. Corps officials say 
construction will affect the north portion of Mississippi Highway 465, which runs atop 
the levee, meaning there will be periods when the highway is closed to the public. 
Source: http://www.wreg.com/news/sns-ap-ms--leveework,0,4483930.story 

56. February 25, Associated Press – (Mississippi) US Army Corps of Engineers certifies 
Pearl River levees. The U.S. Army Corps of Engineers says the Pearl River levees in 
Hinds and Rankin counties in Mississippi meet the requirements for certification for the 
100-year flood. Corps officials say certification for the east and west banks will remain 
valid for a period not to exceed 10 years. The corps recently complete a six-month 
evaluation of the levees. Corps officials say the certification does not assure that the 
levees will completely reduce flood risks. The 11.4 miles of existing levees were 
constructed in 1968 and protect about 5,870 acres in Rankin County and 800 acres in 
Hinds County. The corps has a recommended comprehensive levee plan that will 
extend the existing levees 21.9 miles. Officials say this will reduce flood risk for an 
additional 5,115 acres or 8 square miles.  
Source: http://www.wreg.com/news/sns-ap-ms--pearllevees,0,7601013.story 

57. February 25, Temple Daily Telegram – (Texas) Rainfall delays dam repairs. Repairs 
to Lake Belton Dam in Belton, Texas, have been stalled for nearly a month because of 
high lake levels. Rain started immediately after the long-awaited $12 million 
construction project got under way January 27. In all, more than 8 inches of rain and 
snow have fallen since then. Nearly 3 inches fell January 28-29, followed by a little 
over 1 inch February 4, said a National Weather Service meteorologist. Additionally, 
Draughon-Miller Central Texas Regional Airport measured 4.5 inches of snow on 
Tuesday, an airport operations specialist said. All the precipitation helped swell Lake 
Belton to 11 feet above its normal elevation of 594 feet last week. Before construction 
started, the lake was dropped 2 feet to 592. The Army Corps of Engineers is releasing 
enough water to drop the lake about 6 inches a day in hopes of dropping the lake level 
8 feet in the next two to three weeks so construction can resume. Lake Belton was at 
600 feet Wednesday.  
Source: http://www.tdtnews.com/story/2010/02/25/64439/ 

58. February 25, TriValley Central – (Arizona) Diversion Dam eyed for repairs. San 
Carlos, Arizona, Irrigation and Drainage District is proposing repair of Ashurst-Hayden 
Diversion Dam, according to the U.S. Bureau of Reclamation which will fund the 
work. The public is invited to submit comments on the dam’s environmental impacts. 
The 88-year-old dam near Florence diverts Gila River water into a system of irrigation 
canals which serve lands within the San Carlos Irrigation and Drainage District and the 
Gila River Indian Community. The dam has not had major repairs since it was built. 
Today it is showing surface deterioration of the concrete and a number of the gates no 
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longer function, according to an environmental protection specialist with the Bureau of 
Reclamation. In accordance with Title II of the Arizona Water Settlements Act, the 
Bureau of Reclamation will do an environmental assessment (EA) of the proposed 
project. Input from the public is desired to highlight environmental impacts and other 
key issues, and possible alternatives, to the project that should be considered in the EA. 
Source: 
http://trivalleycentral.com/articles/2010/02/25/florence_reminder_blade_tribune/top_st
ories/doc4b859ad3e7131545945230.txt 

[Return to top]  
 
 
 
 

 
DHS Daily Open Source Infrastructure Report Contact Information  

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

http://www.dhs.gov/iaipdailyreport
mailto:NICCReports@dhs.gov
mailto:support@govdelivery.com
mailto:support@govdelivery.com
mailto:support@govdelivery.com
mailto:nicc@dhs.gov
mailto:soc@us-cert.gov
http://www.us-cert.gov/
http://trivalleycentral.com/articles/2010/02/25/florence_reminder_blade_tribune/top_stories/doc4b859ad3e7131545945230.txt

