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Top Stories 

 CNN reports that a gunman wounded two students Tuesday at Deer Creek Middle School 
in Littleton, Colorado as classes were letting out. A teacher tackled the gunman as he was 
preparing to fire again. (See item 25) 

 The Washington Post reports that, for the first time, U.S. officials plan to embed American 
intelligence agents in Mexican law enforcement units to help pursue drug cartel leaders and 
their hit men operating in Juarez, according to U.S. and Mexican officials. (See item 33) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. February 24, Nevada Appeal – (Nevada) No one hurt in fire at geothermal plant. A 
fire erupted at about 10:25 a.m. on February 22 at the Magma Energy’s Amor No. 2 
geothermal plant on Soda Lake Road, causing unspecified damage. A Churchill County 
Fire Department safety training administrator said a malfunction in one of the 
generating units may have caused the blaze. He added no one was injured in the fire. A 
vice president of corporate relations for Magma Energy said four of the six turbines 

http://www.dhs.gov/
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went back into service on February 22. One of the two remaining turbines was down 
for routine maintenance, according to the vice president. “At this time we are still 
investigating this incident,” she said. “The full complement of our team was on hand 
when the fire broke out, and we’re still investigating all the details.” She said the 
facility’s power output resumed to normal the evening of February 22. Four engines, 24 
firefighters and 10 civilian water tankers responded to the call, though fire crews could 
not immediately extinguish the blaze because of the presence of pentane, a volatile 
liquid that could have caused an explosion. “I don’t know if it (the generating unit) 
overheated or what the problem was,” the fire administrator said. The plant had four 
high-pressured water cannons spreading water on flames reaching about 35 feet. The 
facility contains a 1 million gallon water storage system on site, which was used to 
douse the flames. He said the pentane gas was stored in a 1,500-gallon tank near the 
generating unit, and crews had to wait about 90 minutes for it to burn out. He added the 
fire was subdued at 11:40 a.m. and crews waited about 45 minutes for the area to cool 
down before they entered. 
Source: 
http://www.nevadaappeal.com/article/20100224/NEWS/100229829/1070&ParentProfil
e=1058 

2. February 23, Associated Press – (Massachusetts) Yemeni tanker moves safely 
through Boston Harbor. The first tanker of liquefied natural gas from Yemen has 
arrived safely in Massachusetts. The 935-foot tanker made its way through Boston 
Harbor, under the Tobin Bridge and to a storage area in Everett in the pre-dawn hours 
on Febraury 23 under heavy security on the water, on land and in the air. LNG 
deliveries from Yemen, a country described as a terrorist haven, were approved by the 
Coast Guard earlier this month after a nearly yearlong review and despite objections 
from public officials, including Boston Mayor and House Speaker. They and others 
have pushed for an offshore terminal that would let the tankers offload their cargo 
without entering the heavily populated inner harbor. Security measures included an 
offshore search of the vessel. 
Source: http://wbztv.com/wireapnewsma/Yemeni.LNG.tanker.2.1513234.html 

3. February 23, WSPA 7 Spartanburg – (South Carolina) Haz-Mat units contain ethanol 
spill in Una. Spartanburg County Haz-Mart units were called to the scene of an ethanol 
spill on New Cut Road around 9:30pm on February 23. A tank on a Norfolk-Southern 
train stopped at the railyard near New Cut and Caldwell Road and was leaking ethanol 
from the top of the tank when firefighters arrived. The tank was filled with 26-thousand 
gallons of the liquid chemical, but only a small portion leaked. The Una Fire 
Department blocked off the area surrounding the train, and a command post was set up 
nearby. The train company is charged with cleaning up the spill. 
Source: http://www2.wspa.com/news/2010/feb/23/4/haz-mat-unit-called-scene-ethanol-
leak-ar-44450/ 

4. February 23, Associated Press – (West Virginia) W.Va. official: Feds investigating 
Patriot mine. West Virginia mine safety chief says federal authorities are investigating 
allegations that safety examination records were falsified at a Patriot Coal underground 

http://wbztv.com/wireapnewsma/Yemeni.LNG.tanker.2.1513234.html
http://www2.wspa.com/news/2010/feb/23/4/haz-mat-unit-called-scene-ethanol-leak-ar-44450/
http://www2.wspa.com/news/2010/feb/23/4/haz-mat-unit-called-scene-ethanol-leak-ar-44450/
http://www.nevadaappeal.com/article/20100224/NEWS/100229829/1070&ParentProfile=1058
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mine. He told the Charleston Gazette that federal prosecutors sent out five “target 
letters” to individuals at Patriot’s Federal No. 2 mine. The state began investigating the 
Monongalia County mine in late January after it received a complaint about safety. 
That probe was halted after the federal investigation began as witnesses worried about a 
federal criminal probe declined to talk to state inspectors, he said. He said a foreman at 
Federal No. 2 told state investigators he falsely reported completing a mandatory safety 
check on January 24. “I think the issue may go far beyond that examination,” he told 
the newspaper. “Examinations may have been made and some samples taken, but the 
proper readings were not put into the books.” An attorney for the man said that his 
client has been cooperating with federal prosecutors. St. Louis-based Patriot said in a 
news release that it temporarily closed the mine due to dangerous atmospheric 
conditions in a sealed area. The mine was evacuated on February 18. The company did 
not offer specifics, but federal mining rules require action if methane gas levels in 
sealed areas reach explosive ranges. 
Source: http://www.pddnet.com/news-ap-wva-official-feds-investigating-patriot-mine-
022310/ 

For another story, see item 22  
 
[Return to top]  

Chemical Industry Sector 
 

Nothing to report 
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. February 22, U.S. Nuclear Regulatory Commission – (Maryland) NRC sends special 
inspection team to Calvert Cliffs. The Nuclear Regulatory Commission has sent a 
team of inspectors to the Calvert Cliffs nuclear power plant to follow-up on the 
shutdown of both reactors last week. The two-unit plant, which is operated by 
Constellation Energy LLC, is located in Lusby, Maryland. The five-member Special 
Inspection Team began its work today (2/22). The inspectors will focus their efforts on 
gaining a better understanding of what happened. On Thursday, February 18, one of 
two electrical distribution buses for the site was lost at about 8:24 a.m. A bus is an 
electrical connection between multiple electrical devices. This loss of power caused 
Unit 2’s reactor coolant pumps and reactor to automatically trip. One Unit 1 reactor 
coolant pump also tripped, resulting in a unit trip. The loss of the electrical bus also 
caused a loss of power to some safety systems. Nuclear power plants are designed with 
backup power sources, typically emergency diesel generators, to provide power to 
essential safety systems. At Unit 1, one of the emergency diesel generators (EDG) 
started as expected and supplied power to the affected safety bus. The Unit 2 EDG 
initially started, but then tripped. Workers tied-in another power source to return power 
to the Unit 2 bus and its associated redundant safety equipment. All other safety 

http://www.pddnet.com/news-ap-wva-official-feds-investigating-patriot-mine-022310/
http://www.pddnet.com/news-ap-wva-official-feds-investigating-patriot-mine-022310/
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systems responded as designed. Both units are stable. Unit 1 began a pre-planned 
refueling outage on Friday, February 19. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-004.i.html 

[Return to top]  

Critical Manufacturing Sector 

6. February 24, Associated Press – (International) Recalls may not solve gas-pedal 
glitches, Toyota tells Congress. The president of Toyota’s U.S. operations 
acknowledged to skeptical lawmakers Tuesday that the company’s recalls of millions 
of its cars may “not totally” solve the problem of sudden and dangerous acceleration. 
“We are vigilant, and we continue to look for potential causes,” the president told a 
congressional panel. However, he repeated his company’s position that unexpected 
acceleration in some of the company’s most popular cars and trucks was caused by one 
of two problems — misplaced floor mats and sticking accelerator pedals. He insisted 
that electronic systems connected to the gas pedal and fuel line did not contribute to the 
problem, drawing sharp criticism from lawmakers who said such a possibility should be 
further explored. The president said the company had not completely ruled out an 
electronics malfunction and was still investigating causes of the sudden acceleration. 
Still, “We have not found a malfunction” in the electronics of any of the cars at issue, 
he said. Three congressional panels are investigating Toyota’s problems, which affect a 
huge number of Americans. Toyota has recalled 8.5 million vehicles worldwide — 
more than 6 million in the United States — since the fall because of unintended 
acceleration problems in multiple models and braking issues in the Prius hybrid. 
Source: http://www.denverpost.com/business/ci_14457933 

[Return to top]  

Defense Industrial Base Sector 

7. February 23, Aviation Week – (California) ABL kills fast, but experiences 
misalignment. The Airborne Laser’s (ABL) successful intercept this month of a 
boosting ballistic missile was a milestone for high-energy lasers and the aerospace 
community as a whole. But the program is unlikely to retain the glow of triumph until 
analysts pinpoint the cause of a “beam misalignment” and set about exploring whether 
the unwieldy system can ever be deployed operationally. On February 11, the ABL 
achieved the first-ever destruction of a foreign-built ballistic missile target by any 
missile defense system, and it was the first time a directed-energy system destroyed 
such a target in any phase of flight. The U.S. government has spent about $5 billion on 
ABL, including money for the Boeing/Northrop Grumman/Lockheed Martin team. For 
decades, lawmakers, scientists and bureaucrats in the Pentagon have doubted the 
feasibility of the onboard chemical storage and pumping, laser-beam-jitter control and 
optics. Although the successful trials demonstrate the technological hurdle is 
surmountable, it remains to be seen whether the test is repeatable. Still, the laser is 
consistently among the top items of interest for foreign intelligence agencies, says the 

http://www.denverpost.com/business/ci_14457933
http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-004.i.html
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former Pentagon official. Analysts are still investigating the cause of a “beam 
misalignment” during a third engagement, which was executed within 1 hour of the 
liquid-fueled target shootdown and without landing or replenishing the chemicals on 
board ABL. The program manager says the misalignment prompted a safe shutdown of 
the system earlier than planned. The destruction of this target—a second Terrier Black 
Brant— did not take place. 
Source: 
http://aviationweek.com/aw/generic/story.jsp?id=news/awst/2010/02/22/AW_02_22_2
010_p26-205399.xml&headline=ABL Kills Fast, But Experiences 
Misalignment&channel=defense 

[Return to top]  

Banking and Finance Sector 

8. February 24, Reading Eagle – (Pennsylvania) Ex-National Penn Bank officer 
charged in $4.4 million embezzlement scheme. Federal authorities on February 23 
charged a former National Penn Bank officer with embezzling more than $4.4 million 
and using the money to pay off debts and buy property and vehicles. Prosecutors said a 
former vice president of loan operations created lines of credit using fictitious names 
and electronically transferred the funds into accounts held by herself and relatives. The 
62 year old suspect of Boyertown is charged with one count each of bank fraud, 
embezzlement by a bank employee and filing a false tax return, a U.S. attorney said. 
She remains free pending arraignment. The suspect filed a tax return for 2007 that did 
not include $719,571 in income, prosecutors said. Prosecutors said the suspect, while 
employed at the Boyertown-based bank, spent much of the money on vehicles, several 
residences and other items. They said she also transferred hundreds of thousands of 
dollars to relatives and others. The National Penn senior vice president for corporate 
communications said in a statement that no customer funds were lost.  
Source: http://readingeagle.com/article.aspx?id=199051 

9. February 24, Miami Herald – (Florida) Suspect charged in string of South Florida 
bank robberies. A prolific bank robber — who once served almost 10 years in federal 
prison for a string of heists — is believed to be behind at least eight recent South 
Florida bank robberies, an FBI spokeswoman confirmed on February 23. Police 
arrested the 55 year old suspect about noon on February 23 outside a Miami Springs 
restaurant, the spokesman said. He has been charged with two counts of bank robbery, 
but more charges could be filed, she said. The suspect, who decades ago was known as 
“the Joker” bank robber because he would present a note that said, “This is no joke,” 
was arrested in December 1990. He pleaded guilty in 1991 and served more than eight 
years in prison, according to the affidavit. By 2010, the suspect’s method of robbing a 
bank had not changed, authorities said, but his nickname did: the Old Man Bandit. He 
hit banks — some of the biggest names in the industry including Citibank, Wachovia, 
HSBC and Bank of America — from Palm Beach Gardens to Pinecrest over the past 
two years, authorities said. 

http://readingeagle.com/article.aspx?id=199051
http://aviationweek.com/aw/generic/story.jsp?id=news/awst/2010/02/22/AW_02_22_2010_p26-205399.xml&headline=ABL
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Source: http://www.miamiherald.com/2010/02/24/1496563/no-joke-heist-suspect-
charged.html 

10. February 23, TechWorld – (International) Virtualized USB key beats keyloggers. Is 
this the future of online banking? US company IronKey has come up with a USB drive 
that can be used to access accounts virtually without involving the operating system or 
applications that cause so many of today’s security problems. Aimed at companies that 
want to protect corporate bank accounts, Trusted Access for Banking is actually a 
standard IronKey USB drive that runs a walled or ‘hardened’ Linux virtual 
environment inside the PC’s OS. It comes complete with its own browser hardwired to 
access only a particular bank service, and incorporates RSA Secure ID tokens for 
authentication. According to an IronKey spokesman, the PCs used for corporate bank 
access were now considered so insecure that companies were being lumbered with 
impractical remedies such as having to dedicate a specific PC to be used only for bank 
access. Using IronKey Trusted Access, companies could simply plug the drive into any 
PC, and without the need for any additional drivers or software, after which the host PC 
was given a precautionary scan for malware, including specialized banking Trojans 
such as Zeus. 
Source: http://www.networkworld.com/news/2010/022310-virtualised-usb-key-
beats.html?hpg1=bn 

11. February 23, KOKI 23 Tulsa – (National) Tulsa’s “granddad bandit” wanted. He is 
dubbed the “Granddad Bandit” and the FBI believes he has hit 18 banks in a dozen 
states, including Midtown Tulsa’s Valley National Bank in December. Now the FBI is 
launching a campaign to capture him. They have posted wanted pictures of the bandit 
on Tulsa’s Lamar digital billboards and across the nation. Since April 2009, authorities 
believe he has been traveling all across the nation. Investigators say he started in 
Houston, headed east Georgia, then to Alabama, up to the state of New York and down 
to Florida. The man then headed to Oklahoma to Tulsa’s Valley National Bank in 
December.The FBI says he has also hit banks in Arkansas, Kansas, Michigan, 
Mississippi, Tennessee and Virginia. The FBI is offering a $10,000 reward for 
information that leads to an arrest and conviction in these interstate bank robberies. 
Source: http://www.fox23.com/news/local/story/Tulsas-Granddad-Bandit-
Wanted/aYd3UIbQaEK2P0n_2LmJ1Q.cspx 

12. February 22, Associated Press – (California) ‘Blue note’ bandit charged with 14 
robberies in OC. An Orange County man has been charged with robbing 14 grocery 
store bank branches. Prosecutors say the 50-year-old suspect of Laguna Niguel was 
charged in Superior Court on February 22 with 14 felony counts of robbery. If 
convicted, he faces 18 years in prison. Because the robber sometimes used blue pieces 
of paper for demands, the Federal Bureau of Investigation dubbed him the “blue note 
bandit.” Prosecutors say the suspect carried out the robberies to support a drug habit 
and pay off major debts. Conviction on all counts would make the suspect Orange 
County’s most prolific bank robber. 
Source: http://www.marinij.com/tablehome/ci_14450977 

http://www.networkworld.com/news/2010/022310-virtualised-usb-key-beats.html?hpg1=bn
http://www.networkworld.com/news/2010/022310-virtualised-usb-key-beats.html?hpg1=bn
http://www.fox23.com/news/local/story/Tulsas-Granddad-Bandit-Wanted/aYd3UIbQaEK2P0n_2LmJ1Q.cspx
http://www.fox23.com/news/local/story/Tulsas-Granddad-Bandit-Wanted/aYd3UIbQaEK2P0n_2LmJ1Q.cspx
http://www.marinij.com/tablehome/ci_14450977
http://www.miamiherald.com/2010/02/24/1496563/no-joke-heist-suspect-charged.html
http://www.miamiherald.com/2010/02/24/1496563/no-joke-heist-suspect-charged.html
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For another story, see item 43  
 
[Return to top]  

Transportation Sector 

13. February 23, CNN – (International) Hackers expose security flaws with ‘Elvis 
Presley’ passport. In the name of improved security a hacker showed how a biometric 
passport issued in the name of long-dead rock ‘n’ roll king Elvis Presley could be 
cleared through an automated passport scanning system being tested at an international 
airport. Using a doctored passport at a self-serve passport machine, the hacker was 
cleared for travel after just a few seconds and a picture of the King himself appeared on 
the monitor’s display. The pair, who call themselves “ethical hackers,” say the exercise 
exposed how easy it is to fool a passport scanner with a fraudulent biometric chip. 
Passports, and the ability to fake them, are back in the spotlight after the apparent use 
of false documents during the gang assassination of a Hamas militant in Dubai in 
January. According to the hackers, “what we did for that chip is create passport content 
for Elvis Presley and put it on a chip and sign it with our own key for a non-existent 
country. And a device that was used to read chips didn’t check the country’s 
signatures.” Fingerprint scans, eye scans and digital photographs are now frequently 
used with passports to check a traveler’s biometrics — unique physical characteristics 
that can identify a specific individual. Biometric passports — with data stored on 
embedded chip — are now standard issue in Europe, the U.S. and a number of other 
countries. “I think [fraud] is 100 percent possible,” one of the hackers said. “The 
passport bit is the more difficult. You would have to buy one from a professional forger 
or some means, but adding the chip is something we could do ourselves using off the 
shelf equipment using $100 investment.” 
Source: http://www.cnn.com/2010/TECH/02/19/passport.security/index.html 

14. February 23, Peninsula Daily News – (Washington) Dredge capsizes at Quillayute 
River mouth; three crew members rescued. A dredging barge that capsized Monday 
night near James Island at the mouth of the Quillayute River — prompting the rescue of 
three crew members — sank in about 10 feet of water on Tuesday. None of the 
unidentified crew members was injured, said Coast Guard Station Quillayute River 
personnel, who took them off the vessel at about 9:30 p.m. Monday. The 40-foot 
dredging barge was one of two being used to remove sediment from the mouth of the 
Quillayute River. Two rescue boats, 47 feet and 25 feet long, responded to a report of 
the vessel hung up on its anchor and taking on water with three people aboard, said a 
Coast Guard senior chief. “While we were out there, the barge continued to take on 
water and continued to lift,” he said. “Once it was at 60 degrees turned over, we 
evacuated the crew and started the boom to contain any oil that could have leaked.” 
The Coast Guard crew was able to get the dredge out of the river channel. The boat 
later ran around in the shallows. “Right now, the leaking has been very, very minimal, 
but there is about 150 gallons of diesel and about 125 gallons of hydraulic fluid on 
board,” said a Coast Guard spokesman. 
Source: http://www.peninsuladailynews.com/article/20100224/NEWS/302249988 

http://www.cnn.com/2010/TECH/02/19/passport.security/index.html
http://www.peninsuladailynews.com/article/20100224/NEWS/302249988
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15. February 23, Associated Press – (National) New full-body scanners for 2 
airports. The first of 150 full-body scanners planned for U.S. airports will be installed 
in Boston next week, officials said Tuesday. The plan is to install three machines at 
Logan International Airport, according to a Homeland Security official who spoke on 
condition of anonymity because the announcement has not yet been made. In the next 
two weeks, officials plan to install another machine at Chicago’s O’Hare International. 
The rest of the 150 machines that were purchased with $25 million from the President’s 
2009 stimulus plan are expected to be installed in airports by the end of June, another 
Homeland Security official said. The use of the scanners in airports is key to the 
Administration’s plans to improve airport security because of their ability to show 
objects hidden on the body. Body scanners have been available for years, but their 
deployment has been slowed by objections from privacy advocates. 
Source: 
http://www.boston.com/news/local/massachusetts/articles/2010/02/23/ap_source_new_
full_body_scanners_for_2_airports/ 

For more stories, see items 2 and 3  
 
[Return to top]  

Postal and Shipping Sector 

16. February 23, News10Now.com – (New York) Powder sent to school was 
detergent. The suspicious substance found in a letter sent to a Syracuse High School 
was nothing more than detergent. The envelope was opened by the school principal last 
month and in it was a handwritten letter covered with a white substance. Geddes police 
say tests determined the powder was detergent. As soon as the envelope was opened, 
the school contacted police and measures were taken to ensure the safety of the 
principal and student body. Geddes police say the FBI and postal service are still 
investigating to determine who wrote the letter. Details of what was written in the letter 
cannot be released, pending the investigation. 
Source: http://news10now.com/cny-news-1013-content/top_stories/496970/powder-
sent-to-school-was-detergent 

[Return to top]  

Agriculture and Food Sector 

17. February 24, United Press International – (Maryland) FDA forces veal calf dealer to 
close. The U.S. Food and Drug Administration says a Maryland veal calf dealer has 
agreed to close his business after repeatedly violating federal food laws. The FDA said 
the owner violated regulations by selling veal calves with illegal drug residues in their 
edible tissues. He agreed to shut down as part of a permanent injunction and consent 
decree issued by a Baltimore U.S. District Court judge. “[The owner’s] business sold 
about 1,200 calves a year,” the FDA said in a statement. “The federal government’s 
complaint was based, in part, on the [owner’s] illegal administration of flunixin, a non-

http://www.boston.com/news/local/massachusetts/articles/2010/02/23/ap_source_new_full_body_scanners_for_2_airports/
http://www.boston.com/news/local/massachusetts/articles/2010/02/23/ap_source_new_full_body_scanners_for_2_airports/
http://news10now.com/cny-news-1013-content/top_stories/496970/powder-sent-to-school-was-detergent
http://news10now.com/cny-news-1013-content/top_stories/496970/powder-sent-to-school-was-detergent
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steroidal anti-inflammatory drug. Illegal residues of the drug were found by the U.S. 
Department of Agriculture in calves [he] sold for human consumption. In recent years, 
[he] had received numerous oral and written warnings from both the FDA and the 
USDA.” Officials said the sale of animals for human food that might contain illegal 
levels of drugs is a concern because of the potential for adverse effects on human 
health. 
Source: http://www.upi.com/Science_News/2010/02/24/FDA-forces-veal-calf-dealer-
to-close/UPI-25051267020202/ 

18. February 23, Mid Columbia Tri-City Herald – (Washington) Copper wire thieves hit 
Tri-City farms again. Copper wire thieves have been hitting farms in Franklin 
County, stealing wire from irrigation circles and farm equipment, authorities said. Ten 
theft reports have been filed so far with the Franklin County Sheriff’s Office since 
January, with each loss estimated between $500-$1,500, said a detective. In many 
cases, there has been a delay in reporting the thefts because the equipment has not been 
used during the winter so it is not immediately noticed. A month ago, Kennewick 
police arrested two men suspected of stealing copper wire from a Plymouth farmer’s 
irrigation equipment and selling it at a scrap yard. The detective said investigators are 
talking to Kennewick’s detectives to see if their suspects could be responsible for some 
of Franklin County’s thefts, but he thinks there may be more than one group hitting the 
irrigation circles because there have been some recent thefts. Thieves have stolen 
copper wire from irrigation circles in the past, but he said the thefts were more random. 
“This year seems to be more intense,” he said. The sheriff’s office has initiated extra 
patrols to watch for thieves and is working with local scrap yards to identify people 
selling the stolen wire, he said.  
Source: http://www.tri-cityherald.com/2010/02/23/913220/crime-copper-wire-thieves-
hit.html 

[Return to top]  

Water Sector 

19. February 23, Santa Cruz Sentinel – (California) Source of orange water in Soquel 
Creek eludes investigators. Environmental officials trying to figure out why Soquel 
Creek took on a bright tangerine hue last week say the waters have since cleared, 
leaving them with few leads. “It would have been easiest to find the source right when 
it was occurring,” said a spokesman with the county’s Environmental Health division. 
“The likelihood that we’ll find it now is slim.” The tainted water, reported in Soquel 
Village around noon Friday, has not been linked to any health issues for humans or 
wildlife, and environmental officials believe the opportunity for problems has passed. 
The discoloration, which already had begun letting up by mid-afternoon Friday, 
triggered dozens of calls to county and state regulators and prompted locals to keep 
clear of the creek. State Department of Fish and Game investigators and county health 
and hazardous materials teams have been on site since, looking for the source of the 
orange water and monitoring the health of wildlife and water quality. The leading 
theory remains that the discoloration was caused by someone near the creek flushing a 

http://www.tri-cityherald.com/2010/02/23/913220/crime-copper-wire-thieves-hit.html
http://www.tri-cityherald.com/2010/02/23/913220/crime-copper-wire-thieves-hit.html
http://www.upi.com/Science_News/2010/02/24/FDA-forces-veal-calf-dealer-to-close/UPI-25051267020202/
http://www.upi.com/Science_News/2010/02/24/FDA-forces-veal-calf-dealer-to-close/UPI-25051267020202/
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rusty water tank or pipes. The orange color that emerged, environmental officials say, 
is consistent with other rust spills that have occurred. With the creek now back to its 
normal shade, he said tracing the source of any rusty water system would be difficult, if 
not impossible.  
Source: http://www.mercurynews.com/breaking-news/ci_14452167 

20. February 23, KSL 5 Salt Lake City – (Utah) Water main break floods street, 
apartment. A water main break in Salt Lake City made a mess of roads near the 
Capitol and damaged some homes Tuesday morning. Fire officials say a water main on 
Apricot Drive burst, sending water rushing down the streets. Tenants in a basement 
apartment in the area of 160 West and 300 North called 911 when water began pouring 
into their residence. Crews shut off the water in the area once the problem was 
discovered. Pumps were brought in to get the water out of the flooded houses. Officials 
estimate it will be at least two days until those people affected are allowed to return 
home.  
Source: http://www.ksl.com/?nid=148&sid=9784898&autostart=y 

21. February 22, Deseret News – (National) National plan aims to increase water supply 
in West. A new Department of Interior initiative announced Monday aims to boost the 
water supply in the thirsty West through an infusion of dollars and strategies aimed at 
patching infrastructure and boosting conservation efforts. The Secretary of the Interior 
signed an order establishing a new water sustainability strategy for the country, 
unveiling the agency’s “WaterSMART Initiative” at a press conference. “The federal 
government’s existing water policies and programs simply aren’t built for 21st century 
pressures on water supplies,” he said. To fund the initiative, the 2011 budget includes 
an additional $36.4 million for water programs. The Secretary, as part of his order, 
wants his department to increase the available water supply in the West for agricultural, 
municipal, industrial and environmental uses by 350,000 acre feet by 2012. In addition 
to the proposed extra funding and increase in water supplies, he announced a “water 
footprint reduction program” to achieve decreases in the overall consumption of 
potable water by 26 percent in 2020. A 20 percent reduction goal has been set for the 
same year for industrial and agricultural use of water.  
Source: http://www.deseretnews.com/article/700011300/National-plan-aims-to-
increase-water-supply-in-West.html?linkTrack=rss-5 

22. February 20, KDVR 31 Denver – (Colorado; Texas) Fire water fuels concern from 
EPA, Congress. Due to KDVR-TV news reports on the flammable water polluted by 
Gas and Oil drilling in Weld County, Texas, Congress is launching an investigation and 
the Environmental Protection Agency (EPA) is taking a closer look at the impact gas 
and oil drilling could be having on public health and environment. Congress is 
investigating after two of the nation’s largest natural gas companies admitted to 
pumping several hundred thousand gallons of diesel based fluid into the ground. The 
EPA in Texas is planning to put limits on what gas and oil drilling companies can 
release into the air, after tests showed high levels of the cancer causing chemical 
benzene in the air over one of the biggest natural gas fields in Texas. Now some Texas 
families want to know if Benzene is to blame for at least seven cases of Leukemia in 
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children who live near the area. EPA region 6, which includes Texas, is responding 
with tougher restrictions for gas and oil drilling and plans to study the impact hydraulic 
fracturing has on the ground water. But in Colorado, home of the flammable water, 
EPA region 8 which covers Colorado is not putting any kind of restrictions on gas and 
oil drilling. A spokesperson for the Colorado Oil and gas Conservation Commission 
admits there have been times where water is contaminated by gas and oil drilling, but 
he says “it has adopted a number of regulations to ensure our water and air is 
protected.” But one of the affected homeowners disagrees, “The state is not doing 
enough or we would not be at the point where we are now.” She says the EPA needs to 
be vigilant in Colorado. “If you get to the point in the state of Colorado where the 
people have water coming out of their faucets that you can light with a match and turn 
into a fireball, that’s evidence of poor regulation.” 
Source: http://www.kdvr.com/news/kdvr-fire-water-walkwithme-
022010,0,3387239.story 

[Return to top]  

Public Health and Healthcare Sector 

23. February 24, eMax Health – (International) WHO warns that H1N1 may not have 
peaked. Although it seems as if the pandemic of H1N1 is waning, the WHO warns 
Tuesday that it is too early to determine if H1N1 is over. The WHO emergency 
committee of 15 experts states that the swine flu may reemerge, writes Reuters. With 
nearly 16,000 people dead from the deadly virus and the spread of swine flu to 212 
countries and overseas territories, the subject of the swine flu weighs heavily in many 
peoples’ minds. The swine flu is decreasing in most of the northern hemisphere. 
However, the WHO states that there are recent reported increases in West Africa. Do 
not get too comfortable yet, because the transmission of influenza often waxes and 
wanes. The Washington Post writes that pandemics are often unpredictable and will 
reemerge in unpredictable waves. These waves are dependent on certain factors. These 
include human behavior, atmospheric conditions, and competition from other microbes, 
even other strains of influenza. These factors are what make the predictability of new 
waves so uncertain. Winter conditions are prime breading grounds for microbes like 
H1N1. Cool temperatures, low humidity and crowded living conditions are the perfect 
atmosphere for H1N1 to jump from person to person. The WHO has recommended that 
the H1N1 strain be included in seasonal flu vaccinations. The WHO also plans to have 
a press conference on Wednesday to announce the results of their assessment. The 
expert committee that advised the premature assessment that H1N1 has peaked awaits 
the final decision to be taken by the WHO’s secretary general. 
Source: http://www.emaxhealth.com/1272/90/35820/who-warns-h1n1-may-not-have-
peaked.html 

24. February 22, Associated Press – (National) FDA panel recommends single flu 
vaccine. A U.S. Food and Drug Administration panel Monday recommended the H1N1 
pandemic strain be included in the 2010-2011 seasonal influenza vaccine, eliminating 
the need for two vaccines. The new H1N1 influenza strain that sparked the current 
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influenza pandemic did not emerge until April after production for the seasonal 
influenza vaccine had already started for the 2009-2010 influenza season, which in a 
normal year often doesn’t start until November and peaks the following February. 
Global health authorities asked vaccine makers to make a separate H1N1 vaccine. The 
director of the influenza division at the Centers for Disease Control and Prevention told 
the panel that the new H1N1 strain is still the dominant strain circulating globally. In 
recent weeks, however, China has been affected by an influenza outbreak caused by 
another type of “B” strain. 
Source: 
http://online.wsj.com/article/SB10001424052748704454304575081700779893416.htm
l?mod=WSJ_business_IndustryNews_DHC 

[Return to top]  

Government Facilities Sector 

25. February 24, CNN – (Colorado) School shooting suspect identified. The man 
suspected of shooting two students at a Littleton, Colorado, middle school has been 
identified authorities said Wednesday. The suspect, age 32, was arrested after the 
incident Tuesday at Deer Creek Middle School and is scheduled to appear in court 
Wednesday morning, according to the Jefferson County Sheriff’s Office. He is facing 
two counts of attempted first-degree murder, the sheriff’s office said. He is accused of 
shooting two students as classes were letting out at 3:15 p.m. Tuesday. A 6-foot-5 
former college basketball player who is a math teacher and track coach tackled the 
suspected gunman as he was preparing to fire again, CNN affiliate KMGH reported. 
“[The shooter] was trying to rack another round,” the teacher told the station. “I knew 
he couldn’t get another round in before I got to him, so I grabbed him.” 
Source: http://www.cnn.com/2010/CRIME/02/24/colorado.school.shooting/?hpt=T2 

26. February 24, Associated Press – (California) Hemet federal building evacuated in 
bomb scare. Police in Hemet, California, say a federal building was evacuated for 
several hours after a man left a suspicious suitcase out front. A police spokesman says a 
Filipino immigrant reportedly caused a disturbance over benefits Monday at the 
Immigration and Customs Enforcement office. The spokesman says the man returned 
Tuesday and left a suitcase at the building, which also houses the Social Security 
Administration office. Arriving police found him sitting at a bus stop at the corner with 
electrical wires and a suicide note taped to his chest. The man, whose name was not 
released, was detained for a mental exam. The building was evacuated until Riverside 
County authorities blew up the suitcase, which was found to contain clothes, a stereo 
and a candle. 
Source: http://www.ktvn.com/Global/story.asp?S=12035963 

27. February 24, News Blaze – (International) Soldier uses training, extinguishes 
generator fire. Task Force 38 Soldiers noticed a generator was on fire Saturday, 
February 20, 2010, on Joint Base Balad in Iraq, as they were leaving their work area 
after their shift ended that morning. Upon realizing the generator, which powered the 

http://www.cnn.com/2010/CRIME/02/24/colorado.school.shooting/?hpt=T2
http://www.ktvn.com/Global/story.asp?S=12035963
http://online.wsj.com/article/SB10001424052748704454304575081700779893416.html?mod=WSJ_business_IndustryNews_DHC


 - 13 - 

lights around the Task Force 38 headquarters building, was burning, the Task Force 
38’s battle noncommissioned officer dropped everything and ran back into the building 
for help from Task Force 38 assistant tactical operations officer. One of the unit’s 
tactical operations center battle radio telephone operators was leaving with the battle 
non commissioned officer after their overnight shift ended when they noticed the 
generator fire. An Indiana National Guard specialist, who is a Task Force 38 tactical 
operations center battle radio telephone operator, practices using a fire extinguisher 
during fall training at Joint Base Balad Iraq. The specialist used that training Saturday, 
to put out a generator that was on fire in front of the Task Force 38 headquarters 
building. U.S. Army photo contributed. “I started to follow her but I decided that I 
would try to put out this fire before it progressed into an uncontrollable state,” said the 
specialist “I remembered the guard shack had a fire extinguisher in it, so I ran back 
inside the guard shack and ripped the fire extinguisher off its stand from the wall.” The 
specialist then ran over to the generator, opened the hood to expose the smoke and 
flames, and then extinguished it as quickly as possible. 
Source: http://newsblaze.com/story/20100224073904zmil.nb/topstory.html 

28. February 23, KRCG 13 Columbia/Jefferson City – (Missouri) 15-year-old arrested for 
bomb threat. The Maries County Sheriff has arrested a 15-year-old boy accused of 
writing a bomb threat at the Maries County R-2 High School in Belle, Missouri. The 
Belle police chief says last Friday a teacher found a written threat on a desk saying a 
bomb would go off Tuesday. The student was taken into custody once police were 
called to the school. Maries County Sheriff, Belle Police and the Capitol Police along 
with their K-9 unit investigated the school last week as a precaution and found no 
bomb. Tuesday morning authorities checked the bags of each student as they came to 
school. The police chief says everybody so far has complied. The student is currently 
suspended. School is going on as usual. 
Source: http://www.connectmidmissouri.com/news/story.aspx?id=420433 

29. February 23, Central Florida News 13 – (Florida) Student responsible for school 
bomb threat apprehended. Orange County school officials said they know who 
posted a message about wanting to bomb Walker Middle School on a Web site. 
Students came forward to put a name to the threat. “Again another classic case of 
students sharing information in order to protect the environment,” said the Orange 
County Public Schools’ senior director for safety. Sheriff’s investigators called in their 
intelligence unit to investigate the case before apprehending the student, whose name 
they will not reveal. They said this person faces serious consequences — 10-day 
suspension, the possibility of expulsion and the individual could face criminal charges. 
“I can tell you though bomb threats represent a potential felony and a fine,” the senior 
director for safety said. 
Source: 
http://www.cfnews13.com/News/Local/2010/2/23/police_apprehend_student_responsib
le_for_school_bomb_threat.html 

30. February 23, Daily Lobo – (New Mexico) Hackers attack physical plant 
PCs. Computers in one of the University of New Mexico’s largest departments were 
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hacked last semester, disabling hundreds of terminals and shutting down online 
services for a week. But no personnel or student information was stolen, said the 
institutional support services spokesman. “I don’t believe it was a virus. They were 
hacked into, and it’s still under investigation where the malicious attack came from,” he 
said. “These are very difficult to track.” The spokesman said around 200 PCs will need 
to be either replaced or restored as a result of the hacking; however, there is no estimate 
for how much the restoration will cost. The Physical Plant Department director said 
employees in the department have not had Internet access since October, when the 
attack happened. She said Information Technology just installed about a dozen 
computers with Internet access this month. 
Source: 
http://www.dailylobo.com/index.php/article/2010/02/hackers_attack_physicalplant_pcs 

31. February 23, WINK 9 Fort Meyers – (Florida) Lee teen allegedly hacks school server, 
sends threatening message. A Lehigh Acres teenager is arrested after hacking into the 
Lee County School District’s secure server. The 16 year-old allegedly hacked into the 
system and sent a threatening message to nearly 2,000 parents and students at his high 
school. The teen goes to East Lee County High School in Lehigh Acres. Investigators 
say the teen was able to hack in to the school’s server after getting hold of user names 
and passwords of administrators, teachers, and other students. One parent was one of 
the 1,800 parents who got the threatening message described the message that she 
received. “It said, ‘today’s a good day today die and the day’s not over,’” the parent 
told WINK News. 
Source: http://www.winknews.com/news/local/85103162.html 

For another story, see item 16  
 
[Return to top]  

Emergency Services Sector 

32. February 24, North Andover Eagle Tribune – (New Hampshire) State has new 
emergency preparedness Web site. New Hampshire has a new emergency 
preparedness Web site. The site, ReadyNH, will become the state’s primary location for 
information on emergencies. It also will provide seasonal and year-round information 
on planning for emergencies. It is organized around the themes, “Stay, leave, connect.” 
Depending on the situation, residents may need to stay inside for at least 72 hours or 
evacuate and need to have a plan to communicate with loved ones. The director of state 
Homeland Security and Emergency Management said in each of the disasters New 
Hampshire has faced since the flood of October 2005, the state has had to create a 
disaster information Web site. He said ReadyNH will assume that role. 
Source: 
http://www.eagletribune.com/punewsnh/local_story_055002131.html?keyword=second
arystory 
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33. February 24, Washington Post – (International) U.S. to embed agents in Mexican law 
enforcement units battling cartels in Juarez. For the first time, U.S. officials plan to 
embed American intelligence agents in Mexican law enforcement units to help pursue 
drug cartel leaders and their hit men operating in the most violent city in Mexico, 
according to U.S. and Mexican officials. The increasingly close partnership between 
the two countries, born of frustration over the exploding death toll in Ciudad Juarez, 
would place U.S. agents and analysts in a Mexican command center in this border city 
to share drug intelligence gathered from informants and intercepted communications. 
Until recently, U.S. law enforcement agencies have been reluctant to share sensitive 
intelligence with their Mexican counterparts for fear they were either corrupt or 
incompetent. And U.S. agents have been wary of operating inside Mexican command 
centers for fear they would be targeted for execution in the sensational violence and 
lawlessness in Ciudad Juarez that left more than 2,600 people dead last year. But those 
attitudes are changing amid strong support from Washington for the Mexican 
president’s war against the cartels, including a $1.4 billion aid package.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/23/AR2010022305560.html 

34. February 24, Milwaukee Journal Sentinel – (Wisconsin) Corrections chief issues 
apology in Stanley prison escapes. Speaking to a room packed with reporters at the 
Stanley Correctional Institution, Secretary for the Milwaukee Department of 
Corrections acknowledged Tuesday that his agency erred by releasing two inmates who 
were using fake release records. He said the Department of Corrections has taken steps 
aimed at preventing similar escapes. When a prison receives court records modifying 
an inmate’s sentence or calling for his or her release, he said, officials will look up 
online records and call the court clerk to confirm the information. He called the fake 
records “good forgeries.” “Technology has surpassed some of our policies,” he said. 
“We have since fixed these policies.” Officials have launched a criminal investigation, 
and he said that is far from finished. He said he believes the two prisoners had help 
from the outside. In addition, his agency is conducting its own probe to determine 
whether any staffers at the medium-security prison should be disciplined. 
Source: http://www.jsonline.com/watchdog/noquarter/85159697.html 

35. February 24, Associated Press – (Texas) Guns missing from Cleveland police 
evidence room. A federal investigation is under way to determine whether some 500 
weapons missing from a police department’s evidence room are part of an illegal 
firearms-trafficking scheme. The guns were discovered missing from the Cleveland, 
Texas, Police Department’s evidence room during an inventory last year, the Houston 
Chronicle reported Wednesday. The U.S. Bureau of Alcohol, Tobacco, Firearms and 
Explosives declined to discuss the probe, saying it is an ongoing investigation. Court 
records show ATF agents recovered 112 of the missing guns while executing a search 
warrant at a Humble gun shop. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/6882608.html 

36. February 23, KMGH 7 Denver – (Colorado) Narcotics stolen from ambulances at 
fire stations. Narcotics have been stolen from two ambulances in the last month while 
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the emergency crews were in fire stations in Westminster, Colorado, officials said 
Tuesday. The second theft happened Tuesday morning, and the deputy chief said it was 
causing additional concern because fire department uniforms also were stolen. “Now 
we fear thieves may be impersonating fire personnel to aid in the thefts,” he said. 
Westminster fire officials said at least four neighboring jurisdictions have had similar 
station break-ins and thefts. 
Source: http://www.thedenverchannel.com/news/22648214/detail.html 

37. February 22, Baltimore Sun – (National) Information-sharing still a roadblock. The 
US President’s top counterterrorism adviser told governors Sunday that federal 
agencies still are not sharing enough critical information with state and local officials, 
more than eight years after the September 11 attacks. The President’s special assistant 
for homeland security said information-sharing has improved since 2001. But “we still 
have a long way to go,” he said. “We’re not there yet, certainly.” He made the remarks 
in response to a question from Maryland’s governor at the first meeting of a new 
National Governors Association committee on homeland security and public safety. 
The mayor, who chairs the panel, said the continuing lack of information-sharing 
among federal and state law enforcement and intelligence agencies remains one of the 
biggest stumbling blocks to improving the nation’s ability to respond to terrorist 
incidents or keep them from happening in the first place. The secretary of Homeland 
Security Secretary said a “paradigm shift” would be needed to improve 
communications between federal authorities and the 800,000 people who work in state 
and law enforcement. She said that information-sharing was one of the top issues she 
has worked on in the past year and acknowledged its importance in combating 
terrorism. 
Source: http://www.baltimoresun.com/news/maryland/bal-
md.omalley22feb22,0,7979465.story 

[Return to top]  

Information Technology Sector 

38. February 24, V3.co.uk – (International) Intel latest to admit January hacking 
attack. Intel has become the latest company to admit being targeted for a system 
intrusion earlier this year. The company said on February 23 in a filing with the US 
Securities and Exchange Commission that it was the target of an attack early last month 
around the same time that Google and Adobe were subject to their high-profile attacks. 
“We regularly face attempts by others to gain unauthorized access through the internet 
to our IT systems by, for example, masquerading as authorized users or the 
surreptitious introduction of software,” the company said. Intel said later that, other 
than the timing, there was nothing to suggest that the incident was related to the 
attempts to compromise systems at Google and other vendors. 
Source: http://www.v3.co.uk/v3/news/2258420/intel-latest-claim-january 

39. February 24, SC Magazine – (International) Major long-standing flaw revealed in 
Microsoft Windows operating systems that could be crashed using code. Microsoft 
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Windows operating systems can be crashed just by running simple code. In a major 
long-standing vulnerability in the Windows operating system, identified by 2X 
Software, it could affect PCs and servers running anything from the latest Windows 
7/Server 2008 versions to Windows 2000/Server 2003. The flaw was discovered by 2X 
Software’s testing tools that resulted in a blue screen and system reboot. It claimed that 
the code needed to crash the system is very easy to develop and perfectly legal, with no 
‘tricks’ or unusual techniques being required. With just a few lines of code an 
application can be created that will crash the whole Windows system and the flaw can 
be easily used inside malicious applications to generate a denial-of-service (DoS) 
attack. The problem can be easily corrected within the OS code by validating the 
arguments passed to the API. It said that as the vulnerability appears to have been 
introduced during the development of the Windows 2000 Operating System (as 
Windows NT 4.0 is unaffected), it is around ten years old. It is also present on 64-bit 
versions of the operating system (having tested Windows 2008).  
Source: http://www.scmagazineuk.com/exclusive-major-long-standing-flaw-revealed-
in-microsoft-windows-operating-systems-that-could-be-crashed-using-
code/article/164395/ 

40. February 23, Computerworld – (International) Adobe patches critical bug in Flash, 
Reader download tool. Adobe on February 23 patched a critical vulnerability in the 
Windows utility used to download the company’s two most popular products, Adobe 
Reader and Flash Player. It was the second time in the last six weeks that Adobe fixed a 
flaw in Download Manager, the program it installs on PCs when customers download 
Reader or Flash Player. The bug, Adobe acknowledged in an advisory, “potentially 
allow[s] an attacker to download and install unauthorized software onto a user’s 
system.” An Israeli security researcher disclosed the vulnerability recently, when he 
said that attackers could use the Download Manager to forcibly download and install 
any executable file, including attack code. Download Manager is not the update 
mechanism for Reader and Flash Player — that’s dubbed Adobe Update Manager — 
but instead oversees file transfers from Adobe’s site. Although Download Manager is 
automatically removed from a Windows PC the next time the machine is restarted, the 
researcher said it still posed a danger because some systems remain powered on for 
days or even weeks between reboots. 
Source: 
http://www.computerworld.com/s/article/9161258/Adobe_patches_critical_bug_in_Fla
sh_Reader_download_tool 

41. February 23, CNET News – (International) Experts warn of catastrophe from 
cyberattacks. Computer-based network attacks are slowly bleeding U.S. businesses of 
revenue and market advantage, while the government faces the prospect of losing in an 
all-out cyberwar, experts told Senators in a hearing on February 23. “If the nation went 
to war today in a cyberwar, we would lose,” said the executive vice president of Booz 
Allen Hamilton’s national security business and a former director of national security 
and national intelligence. “We’re the most vulnerable. We’re the most connected. We 
have the most to lose.” The U.S. will not be able to mitigate the risk from cyberattack 
until the government gets more actively involved in protecting the nation’s network, 
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which may not occur until after a “catastrophic event” happens, he said in testimony 
during a hearing of the Senate Committee on Commerce, Science and Transportation. 
The subject of the hearing was the Cyber Security Act of 2009, which would regulate 
organizations and companies that provide critical infrastructure for the U.S., require 
licensing and certification for cybersecurity professionals, and provide funding for 
grant and scholarship programs. The U.S. House of Representatives passed its version 
of the Cyber Security Act earlier this month. The bill is necessary and overdue, said a 
senior fellow at the nonprofit Center for Strategic and International Studies (CSIS). The 
U.S. is “under attack every day, losing every day vital secrets. We can not wait,” he 
said. “We need a new framework for cybersecurity and this bill helps provide that.” “A 
cyberattack would be like being bled to death and not noticing it and that’s kind of 
what’s happening now,” the senior fellow said when asked to define what a cyber 
attack is. “The cyberattack is mainly espionage, some crime,” he added, noting as an 
example an attack in which $9.8 million was extracted from ATMs over a three-day 
weekend.  
Source: http://news.cnet.com/8301-27080_3-10458759-245.html 

42. February 23, DarkReading – (International) Attack unmasks user behind the 
browser. A group of researchers have discovered a simple way to reveal the identity of 
a user based on his interactions with social networks. The ‘deanonymization’ attack 
uses social network groups as well as some traditional browser history-stealing tactics 
to narrow down and find the user behind the browser. The researchers were able to 
deanonymize more than half of the users in their initial test using their attack method, 
which entailed their joining and crawling groups within social networks, such as 
Germany’s Xing business social network and Facebook, using a fake profile. They then 
matched pilfered browsing histories with social-network group members to 
“fingerprint” and identify them. “Without using the group info, an attack that only uses 
history stealing is infeasible in a real-world scenario. So, in fact, it is the combination 
of history-stealing and group information that is novel,” said a post-doctoral researcher 
with the International Secure Systems Lab of the Vienna University of Technology in 
Austria, who co-developed the proof-of-concept. Criminals could use this for phishing 
and targeted attacks. The attack requires only that the victim visit a malicious Website 
that contains the attack code — there’s no malicious link, per se. 
Source: 
http://www.darkreading.com/insiderthreat/security/client/showArticle.jhtml?articleID=
223100436 

43. February 23, V3.co.uk – (International) VeriSign targets e-retailers with Trust 
Seal. Web authentication firm VeriSign launched on February 23 a new service 
designed to offer e-commerce firms that do not need SSL certificates a new way to 
secure and build greater consumer trust in their sites. VeriSign Trust Seal has been 
created specifically for companies, usually at the smaller end of the e-commerce 
market, that do not require the vendor’s SSL service and trust mark because they 
outsource transactions to a third party. Organizations that buy the service will be able to 
display VeriSign’s familiar checkmark logo alongside the words ‘VeriSign Trusted’, 
and will therefore attract customers by showing that they are not a scam or phishing 
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site, the firm said. The service also includes a new site scanning service, offered by a 
third-party provider, which will let administrators keep sites free from malware and the 
‘drive-by download’ attacks such malware can enable. VeriSign claimed that the 
service could also keep sites from being blacklisted by browsers, search engines and 
anti-virus software. 
Source: http://www.v3.co.uk/v3/news/2258411/verisign-launches-trust-service 

For more stories, see items 44, 46, and 47  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

44. February 24, The Register – (National) Comcast (finally) brings security extensions 
to DNS. Comcast - one of the largest ISPs in the US - has deployed new technology 
designed to protect the internet against a well-known form of attack that allows 
attackers to surreptitiously lure end users to impostor websites. For now, Comcast users 
who want to use the technology, known as DNSSEC, or DNS Security Extensions, 
must manually configure their preference by changing their DNS server’s IP addresses 
to 75.75.75.75 and 75.75.76.76, Comcast said on February 23. By the end of next year, 
the ISP plans to make DNSSEC available to all of its customers. The move came as 
OpenDNS, which operates publicly available domain name system servers for free, 
criticized DNSSEC and said it was jump starting a competing measure known as 
DNSCurve. An OpenDNS engineer said it uses much stronger cryptography than 
DNSSEC and is also much easier to deploy and maintain. A recent survey found that 
only 20 percent of US government agencies had deployed DNSSEC, despite a 
December 31 deadline to adopt the standard. The technical imperfections of DNSSEC 
aside, its uneven adoption is also a major limitation because it is effective only if it is 
used uniformly across the internet. 
Source: http://www.theregister.co.uk/2010/02/24/comcast_dnssec/ 

45. February 24, LR Mobile – (International) New Zealand’s 3G network 
nightmare. The recent 3G network outages in New Zealand are the stuff of nightmares 
for carriers and their suppliers, and after yet another network failure on February 23 the 
mobile woes deepened for Telecom New Zealand Ltd. and its 3G supplier, Alcatel-
Lucent. After suffering major outages on its new “XT” 3G network during the past 
month that have affected some 200,000 customers, the Telecom New Zealand CEO 
says he has put AlcaLu on notice, according to reports. On February 24, The CEO of 
Alcatel-Lucent apologized to Telecom New Zealand customers in an interview on 

mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.theregister.co.uk/2010/02/24/comcast_dnssec/
http://www.v3.co.uk/v3/news/2258411/verisign-launches-trust-service
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Radio New Zealand. “We have to take a responsibility,” he said. “We have way too 
many issues in the network, and we have to fix them.” The cause of Tuesday’s network 
failure has not yet been identified. But the outage occurred just days after Telecom 
New Zealand announced what caused the XT outage at the end of January and the 
measures it was taking to resolve the network problems. According to the operator’s 
statement, the January outage was due to “traffic surges in the network overloading the 
radio network controller in Christchurch. During the outage on 27 January, the traffic 
surge was caused by thousands of users suddenly re-registering after a separate network 
routing fault took down some cell sites.” 
Source: 
http://www.lightreading.com/document.asp?doc_id=188334&f_src=lightreading_gnew
s 

46. February 24, The Register – (International) Hordes of new threats ahead for mobile 
networks. Malware on smartphones is just the first in a series of new security threats 
for mobile networks ushered in by the embrace of internet technologies, according to 
mobile phone encryption firms. The chief executive of GSMK CryptoPhone warns that 
criminal gangs are able to steal private information and undermine fair business trading 
thanks to advances in technology that have made attacks possible on low-cost kit. 
Years ago such attacks were only possible for intelligence agencies, but have now 
become feasible as a means of industrial espionage. The first and most ambitious line 
of attack involves spoofing femtocells to feign that an individual or organization is the 
user’s mobile network provider, while in fact they are taking over the network traffic. 
This can be accomplished using cheap hardware and some free open-source software. 
The second line of attack involves passively intercepting and decrypting mobile 
network traffic, by exploiting the latest cryptographic advances in breaking GSM’s 
built-in encryption algorithms. A third line of attack involves remote takeover of 
mobile devices by using tricks such as BlackBerry Service Book updates, Trojans and 
SIM Toolkit attacks. 
Source: http://www.theregister.co.uk/2010/02/24/mobile_network_security_threats/ 

47. February 23, Network World – (International) Top-rated cell phones also rank high 
in radiation emissions. An environmental activist group has issued its latest list of 
popular cell phones that emit comparatively high levels of RF radiation, though all are 
within federal limits. The press release and full report on new 2010 cell phones by the 
Environmental Working Group (EWG), based in Washington, D.C., are intended in 
part to highlight the fact that technology writers and product reviewers rarely evaluate 
radiation emissions when rating cell phones. The press release singles out four recent, 
well-reviewed cell phones: Motorola Droid, Blackberry Bold 9700, LG Chocolate 
Touch and HTC Nexus One by Google. “EWG has found that all four phones’ 
emissions are pushing the edge of radiofrequency radiation safety limits set by the 
Federal Communications Commission (FCC),” according to the group’s press release. 
A separate document, “Cell Phone Radiation Science Review,” charges, among other 
things, that “Current FCC standards fail to provide an adequate margin of safety for cell 
phone radiation exposure and lack a meaningful biological basis.” Using the FCC’s 
data, EWG finds that the four phones (others are listed in the press release) have SAR 

http://www.theregister.co.uk/2010/02/24/mobile_network_security_threats/
http://www.lightreading.com/document.asp?doc_id=188334&f_src=lightreading_gnews
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levels close to the FCC maximum: Droid, 1.50 W/kg; Nexus One, 1.39; Bold 9700, 
1.55, and LG Chocolate Touch, 1.46. 
Source: 
http://www.computerworld.com/s/article/9161479/Top_rated_cell_phones_also_rank_h
igh_in_radiation_emissions 

[Return to top]  

Commercial Facilities Sector 

48. February 23, Danville News – (Virginia) Tank Museum evacuated after man leaves 
suspicious case. The Tank Museum on U.S. 29 north of Danville was evacuated on 
February 23 afternoon after a man left a what appeared to be a suspicious case at the 
museum. The Pittsylvania County Sheriff’s Office ordered the evacuation of the 
museum at about 2:15 p.m. and called bomb technicians from the Virginia State Police 
to examine the item, which turned out to be an old machine gun, said the sheriff. At 
about 2 p.m., a man who appeared to be in his mid-60s pulled into the parking lot with 
a female passenger in the vehicle, the sheriff said. As the man exited the car and took 
the case out of the trunk, the passenger got out and went to the driver’s side of the 
vehicle. The vehicle left the parking lot as the man walked into the museum carrying 
what looked like a rifle case with a towel between his hand and the handle. The man 
said he wanted to make a donation to the museum, set the case on the floor, walked out 
of the building and continued heading south on U.S. 29 on foot. The woman may have 
parked the car at a church across the street from the museum. 
Source: 
http://www2.godanriver.com/gdr/news/local/danville_news/article/tank_museum_evac
uated_after_man_leaves_suspicious_case/18295/ 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

49. February 24, Associated Press – (North Dakota) Fargo declares state of 
emergency. The mayor of Fargo, North Dakota, has declared a state of emergency in 
anticipation of spring flooding. The City administrator says it is standard procedure, 
and paves the way for federal assistance if the Red River floods again. Fargo also is 
asking governor to request help from the Corps of Engineers in building a clay dike 
near City Hall and at several other spots. The river reached a record level in Fargo last 
spring and is expected to flood again this year. 
Source: http://www.twincities.com/ci_14461094 

http://www2.godanriver.com/gdr/news/local/danville_news/article/tank_museum_evacuated_after_man_leaves_suspicious_case/18295/
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50. February 23, Deseret News – (Utah) Utah Legislature: Canal safety measure passes 
House. Utah canals that pose potential safety hazards — like one in Logan that failed 
last summer, killing a mother and two children — would be subject to new safety 
requirements under a proposal that passed the House on Tuesday. HB60, sponsored by 
a Representative from Logan, would require an emergency management plan from any 
company that operates a canal or water conveyance that could pose a threat to residents. 
Failure to assemble such a plan could result in forfeiture of any state money the 
company might qualify for. The Representative said only a small portion of the 
approximately 6,600 miles of canals operated in the state have the potential to cause 
harm in the event of a catastrophe. HB60 now moves to the Senate for further 
consideration.  
Source: http://www.deseretnews.com/article/700011585/Utah-Legislature-Canal-
safety-measure-passes-House.html 

51. February 23, Associated Press – (North Dakota; Minnesota) Flood control vendors 
flock to Fargo. There is a possibility of record Red River flooding for a second straight 
year. Fargo, North Dakota, city officials say they have been deluged with requests from 
people who want to sell them flood-control products such as the Aqua Fence, Tiger 
Dam, Big Bags, Table Bagger, and Sandbagging Buddy. Those systems and more will 
be on display February 24 in a downtown Fargo auditorium. The National Weather 
Service said in its most recent flood outlook that the Red River in Fargo has a 25 
percent chance of reaching record levels again this spring. There is a 70 percent chance 
it will go over 37 feet, which would lead to diking and sandbagging in some areas. The 
floods are expected by early April this year. A metro flood committee believes the best 
option for flood control would be a diversion, which is being studied by the U.S. Army 
Corps of Engineers. “I think the public decided early that diversion seems to be the 
most permanent option,” said the marketing director of EKO, one of the companies 
offering alternative flood control devices. “All we are saying is that Fargo ought to 
have a backup plan.” 
Source: http://www.wday.com/event/article/id/30304/group/home/ 

52. February 22, WBIR 10 Knoxville – (Tennessee) High-hazard Tennessee dams avoid 
regulation, safety inspections due to “farm pond” exemptions. One of the rainiest 
years on record has poured a lot of responsibility on the 1,200 dams throughout 
Tennessee. Dam safety nationwide has grown into a larger concern, as much of the 
infrastructure built just after World War II has reached the end of its life expectancy. 
Out of the approximately 1,200 dams in Tennessee, almost 550 are not regulated by the 
state. That includes 70 high-hazard dams. In most cases, the dams that are exempt from 
inspections are classified as “farm ponds.” “If a dam is a farm pond, we cannot regulate 
it,” the chief of the Tennessee Department of Environment and Conservation said. “An 
unregulated dam is never inspected and isn’t required to meet safety standards. In some 
cases, people who live below those dams should be concerned.” The law does not 
require farm ponds to serve any agricultural purpose. The bodies of water can be 
anywhere and used for practically anything, including recreation. The primary 
requirement for a body of water to be classified as a farm pond is that it be privately 
owned and not “available to the general public.” Nearly all dams for farm ponds are 

http://www.deseretnews.com/article/700011585/Utah-Legislature-Canal-safety-measure-passes-House.html
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constructed of earth and require grass beds to prevent erosion. While dam breaks rarely 
occur, the long-term data overwhelmingly shows that inspections bolster a dam’s 
safety. “Since 1973 when the Safe Dams Act was passed, we know of 41 dams that 
have failed in Tennessee,” he said. “Thirty-six of those dam failures were farm ponds. 
So roughly 90 percent of the dams that have failed were dams that the state does not 
regulate.”  
Source: http://www.wbir.com/news/local/story.aspx?storyid=113865&provider=gnews 
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