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Top Stories 

 WAFB 9 Baton Rouge reports that a tanker carrying more than 8,000 gallons of gasoline 
caught fire Monday near a school in Plaquemine, Louisiana, forcing the evacuation of 400 
students. (See item 2) 

 USA Today reports that about 300 out of 1,800 passengers on the Celebrity Mercury cruise 
ship sailing in the Caribbean are suffering from a norovirus-like illness. A spokeswoman 
said the ship’s medical facilities have been overwhelmed. (See item 31) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. February 23, KTRK 13 Houston – (Texas) Gas leak reported at Texas City plant. A 
gas leak was reported at Marathon Oil in Texas City early on February 23, but officials 
are calling it a minor incident. It happened just after 5am. Plant officials say propylene 
was leaking. The gas remained inside the plant, and around 6:30am, workers found the 
open valve and shut it off. As a precautionary move during the leak, emergency 
workers closed down the South Loop for around 15 to 20 minutes. “Propylene is like 

http://www.dhs.gov/
http://www.esisac.com/
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propane,” said a man with the Texas City Office of Emergency Management. “It’s 
fairly light and can get away from you. It did not exit the plant.” Officials say there was 
no danger to the community, and no shelter in place was issued. So far, there have been 
no reports of any injuries. It is not known what caused the leak, but the unit was 
starting back up when the leak occurred.  
Source: http://abclocal.go.com/ktrk/story?section=news/local&id=7292327 

2. February 23, WAFB 9 Baton Rouge – (Louisiana) 18-wheeler catches fire near 
school. Detectives are trying to figure out exactly what caused an 18-wheeler to catch 
fire on LA 1 in Plaquemine. The blaze caused traffic jams and a nearby school was 
forced to evacuate the afternoon of February 22. More than 400 students from the Math 
Science and Arts Academy were forced off campus around 2:30 p.m. Crews arrived on 
the scene to find the driver of the tanker standing yards away from the fire, watching as 
the cab of his truck went up in flames. “He said he could smell something burning in 
the truck so he got out,” said a major with the Iberville Parish Sheriff’s Office. “He 
could see the fire and it was in the compartment where his fire extinguisher was so he 
couldn’t get to his fire extinguisher.” Students at the Math Science and Arts Academy, 
which is located right across the street from where the fire started, said they are grateful 
the flames failed to pierce the tanker. It was filled with more than 8,000 gallons of 
gasoline. The students had to move as far away as possible from the burning 18-
wheeler. With more than 400 lives in his hands, the school principal admitted it was a 
scary situation. According to sheriff’s officials, the driver claimed the truck caught fire 
after some type of malfunction. LA 1 and LA 992-3 were both blocked off for hours as 
deputies, police, firefighters and hazardous materials crews hustled to get a handle on 
things. There were no reported injuries. 
Source: http://www.wafb.com/Global/story.asp?S=12027370 

3. February 23, Associated Press – (Louisiana) Beauregard Electric investigates 
copper thefts. Beauregard Electric Cooperative, Inc. says thieves have taken nearly 
$10,000 worth of copper wire from power lines along the highway and in distribution 
substations. It is asking anyone who sees unusual activity in or around substations, 
towers, utility poles, storage sites and other electric utility property to report it 
immediately to police or the co-op. A general manager for BECi says that co-op 
members wind up paying for stolen co-op property, and that the thefts cause power 
slowdowns during repairs. 
Source: http://www.wxvt.com/Global/story.asp?S=12028882 

4. February 22, Bay City News – (California) Power outages hit Peninsula, Bay Bridge 
and San Francisco. After restoring power to thousands of customers along the 
Peninsula following an outage Sunday evening, PG&E crews Sunday night were 
working to fix another outage in San Francisco that briefly knocked out lights on the 
Bay Bridge, a PG&E spokesman said. Shortly before 6 p.m., an outage caused by a 
downed transmission line was reported near San Bruno and was affecting about 10,000 
customers. Power was restored to all customers in the area by 6:55 p.m. Another outage 
was reported at about 6:20 p.m. in San Francisco’s South of Market District. A 
smoking manhole was reported at the intersection of Second and Harrison streets and 

http://www.wafb.com/Global/story.asp?S=12027370
http://www.wxvt.com/Global/story.asp?S=12028882
http://abclocal.go.com/ktrk/story?section=news/local&id=7292327
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originally knocked out power to more than 1,300 customers. The outage briefly 
knocked out lights on the Bay Bridge. San Francisco International Airport and Oakland 
International Airport officials were notified that the warning lights on the bridge were 
out. All lights on the bridge were restored by 8:45 p.m. About 340 PG&E customers in 
San Francisco remained without power as of 8:45 p.m. PG&E investigators are looking 
into what caused the smoking manhole. 
Source: http://www.mercurynews.com/breaking-news/ci_14447882?nclick_check=1 

For another story, see item 52  
 
[Return to top]  

Chemical Industry Sector 

5. February 23, Salem News – (Massachusetts) Chemical tank on North River springs 
leak. An environmental cleanup company is removing chromium once used at the old 
Salem Suede facility on Flint Street along the North River, after a crack developed in a 
tank holding the chemical. Crews from South Essex Sewerage found the leak on 
February 22 coming from a corner of the concrete settling tank, which is 7 feet high, 60 
feet long and 15 feet wide. The crack ran vertically along the tank, but only a clear 
liquid was coming out from a spot in the middle, a deputy fire chief said. The 
concentration of chromium in that clear liquid is not yet known, according to the chief. 
Chromium, which is a heavy metal used during the process of making leather, 
eventually sinks to the bottom to form a “sludge” in the tank. He said the sludge was 
not leaking. But crews do not know if the liquid leaked into the North River or was 
absorbed into the ground. Booms set in place in the North River, which runs along the 
old tannery, when the property was demolished last year are still in place, the deputy 
added. The holding tanks were not removed. Developers plan to build an apartment 
complex at the site but are currently tied up in a court appeal. The last time the site was 
checked was on February 18, and the level in the tank was 12 to 18 inches higher, he 
said. When the leak was discovered, fire officials notified the state Department of 
Environmental Protection, the Coast Guard and the federal Environmental Protection 
Agency. Cleanup at the property will continue today.  
Source: http://www.salemnews.com/punews/local_story_053235828.html 

6. February 22, WBOY 12 Clarksburg – (West Virginia) Barge cleaning at Bayer plant 
leads to chemical odor near Institute. A strong chemical odor in the Institute area 
Monday afternoon was caused by a compound escaping from a hose being used by a 
barge fleeting company at Bayer CropScience, according to a preliminary report from 
the Kanawha County Office of Emergency Services. The barge company was blowing 
out lines when an undetermined amount of acetic acid was released into the 
atmosphere, said the fire coordinator and deputy emergency services director for 
Kanawha County. He pointed out that acetic acid is slow to evaporate and is only 
dangerous in higher concentrations. Acetic acid is not a Bayer product, but rather is 
only used by the barge fleeting company. The strong odor remained in the Institute area 
for much of the afternoon, he said. The damp atmosphere and prevailing winds blowing 

http://www.salemnews.com/punews/local_story_053235828.html
http://www.mercurynews.com/breaking-news/ci_14447882?nclick_check=1
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from the southeast prevented the smell from dissipating. He said the smell should fade 
as weather conditions change. Residents in the St. Albans and Institute area began 
calling Metro 911 Monday around noon about a sulfur smell in the air. Some reported 
seeing a blue haze in the area. The St. Albans and Institute Fire Departments responded 
to the calls. 
Source: http://www.wboy.com/story.cfm?func=viewstory&storyid=75585 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. February 23, Associated Press – (Vermont) NRC confirms 2005 tritium leak at 
Yankee. FedÂeral officials said Monday the Vermont Yankee nuÂclear power plant 
had a raÂdioactive leak years before the one found last month. The announcement 
conÂfirmed a Legislature consulÂtant’s disclosure last week that a plant employee told 
him of a previous leak at the reactor. A NuÂclear Regulatory CommisÂsion (NRC) 
section chief conÂfirmed in a conference call between NRC officials and reporters that 
the 2005 leak occurred in the same pipe system that is the focus of the search for the 
source of the current leak. “In 2005, within the conÂfines of this pipe tunnel, there was 
a problem with one of the pipes,” he said. Federal officials said EnÂtergy, the plant’s 
parent company, confirmed the 2005 leak to the NRC on Monday. 
Source: 
http://www.burlingtonfreepress.com/article/20100223/NEWS02/100223013/NRC-
confirms-2005-tritium-leak-at-Yankee 

8. February 22, Salt Lake Tribune – (Utah) Guv blocks two depleted uranium 
shipments. The Utah governor declared a “monumental win” Monday, after the U.S. 
Department of Energy (DOE) scrapped plans to send more trainloads of depleted 
uranium to Utah so the state has time to determine whether the waste belongs here. 
“The Department of Energy has now agreed, after we registered our concerns, that 
those trains will head elsewhere,” said the Republican governor. The governor met with 
the DOE’s assistant secretary for environmental management, for more than an hour 
Monday while attending the National Governor’s Association meeting in Washington. 
It was a follow-up to a December 17 telephone discussion between the two when they 
struck a verbal deal to complete an expedited review of EnergySolutions’ Utah site. 
That deadline ended last week, leaving unanswered when an already sent shipment of 
DU would be buried and the fate of two more trainloads ready to come to Utah from 
the government’s cleanup of its Savannah River, South Carolina bomb-making site. 
Source: http://www.sltrib.com/news/ci_14451065 

[Return to top]  

Critical Manufacturing Sector 

9. February 23, Aviation Week – (Washington) Boeing probes 787 engine issue. Boeing 
continues to investigate sensor issues on the 787’s Rolls-Royce Trent 1000 engines that 

http://www.burlingtonfreepress.com/article/20100223/NEWS02/100223013/NRC-confirms-2005-tritium-leak-at-Yankee
http://www.burlingtonfreepress.com/article/20100223/NEWS02/100223013/NRC-confirms-2005-tritium-leak-at-Yankee
http://www.sltrib.com/news/ci_14451065
http://www.wboy.com/story.cfm?func=viewstory&storyid=75585
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caused the first aircraft (ZA001) to remain grounded for two days at Moses Lake, 
Wash, and have since led to the postponement of vital flutter tests. The problems 
cropped up on ZA001 during the fifth day of the flutter campaign — a key evaluation 
that must be passed before the FAA certification program can begin. Commenting on 
his blog, Boeing’s Commercial Marketing VP says during the flight the crew 
experienced “an uncommanded loss of thrust in one of the engines,” and landed at 
Grant County International Airport. “Teaming with Rolls-Royce, we determined that 
the issue had to do with a pressure-sensing component within the engine...Later that 
day, we ran the engines to confirm that the replacement had been done correctly and 
that there were no anomalous readings.”  The impact of the engine issue on the rest of 
the flight test program remains unclear. First flight of the third 787 (ZA004), which 
was widely expected to take place today following the successful completion of ground 
tests over the weekend, has been put back to an undetermined date. Tests of the second 
aircraft(ZA002), which to-date has amassed more than 48 flight hours on 18 sorties, 
also remain focused temporarily on ground work. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/
awx/2010/02/22/awx_02_22_2010_p0-206722.xml 

10. February 22, KTVI 2 St. Louis – (Missouri) Careless smoking cited for GM plant 
fire. Investigators now have a cause for Friday’s fire at the GM plant in Wentzville, 
Missouri. Careless smoking sparked the fire, which started in an underground tunnel at 
the plant. The fire forced about 250 workers to evacuate the plant. Seven area fire 
departments responded to the fire at the plant, which produces the GMC Savanna and 
Chevy Express vans. No employees were injured in the evacuation of the plant. 
Source: http://www.fox2now.com/news/ktvi-careless-moking-cited-gm-plant-fire-
022210,0,6592835.story 

[Return to top]  

Defense Industrial Base Sector 

11. February 23, Defense Tech – (New Mexico) NLOS missile not very precise. One of 
the few technologies to survive cancellation of the Army’s multi-billion dollar 
contacting fiasco known as FCS is the Non Line-of-Sight Launch System’s (NLOS-LS) 
Precision Attack Missile. Only it turns out the NLOS missile isn’t so precise. In recent 
tests out at White Sands, New Mexico, the missile failed to hit its target four out of six 
times, Defense News reports. Not only did it miss, but it missed by a lot: “Test missiles 
failed to hit a moving tank 20 kilometers away, a moving infantry vehicle 10 kilometers 
away, a stationary tank 30 kilometers away, and a stationary truck 35 kilometers away. 
It missed the infantry vehicle by 20 meters, and the truck by 25 kilometers.” The only 
two hits came when the missile used its laser designator instead of the errant infrared 
seeker. The story says the Army is looking at scaling back its buy of the NLOS missiles 
that cost $466,000 apiece in favor of a cheaper alternative. 
Source: http://defensetech.org/2010/02/23/nlos-missile-not-very-precise/ 

http://www.fox2now.com/news/ktvi-careless-moking-cited-gm-plant-fire-022210,0,6592835.story
http://www.fox2now.com/news/ktvi-careless-moking-cited-gm-plant-fire-022210,0,6592835.story
http://defensetech.org/2010/02/23/nlos-missile-not-very-precise/
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/awx/2010/02/22/awx_02_22_2010_p0-206722.xml
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/awx/2010/02/22/awx_02_22_2010_p0-206722.xml
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[Return to top]  

Banking and Finance Sector 

12. February 23, Intelligencer – (Pennsylvania) Man admits robbery, bomb threat. A 
Warminster man who used bomb threats to rob a bank and terrorize supermarket 
shoppers, pleaded guilty Monday in Bucks County court in Doylestown. Age 52, the 
man will be sentenced in about 60 days, following a mental health evaluation. He 
pleaded guilty to robbery and related charges. The bank robbery occurred November 18 
at the Citizen’s Bank branch on East Street Road in Warminster. Witnesses said he 
walked into the bank carrying two duffel bags. He told a teller there was a bomb in one 
of the bags, and ordered her to turn over all the cash in her drawer. The teller gave him 
an undetermined amount of cash and inserted a dye pack into the bag of loot. A police 
officer saw him running through a parking lot a short time later, carrying a bag that 
appeared to be smoking. He was arrested, while members of the Philadelphia bomb 
squad checked out the duffel bag he had left in the bank. No bomb was found. A day 
before the bank robbery, managers at the Giant Food Store in Warminster learned that a 
caller had said that there were two bombs planted in the store. The building was 
evacuated for more than an hour while the store was searched. No explosives were 
detected, but the store lost approximately $20,000 in revenue, prosecutors said. The 
man later admitted to police that he called in the bomb threat. He said his plan was for 
all the people in the store to rush out, giving him an opportunity to steal money from 
the cash registers. He will remain in the county prison until he is sentenced, and could 
face more than five years behind bars. 
Source: 
http://www.phillyburbs.com/news/news_details/article/92/2010/february/23/man-
admits-robbery-bomb-threat.html 

13. February 22, WKYW 1060 Philadelphia – (Pennsylvania) Area law enforcement on 
alert after 2 bank robberies in 3 days by same man. Area authorities believe the 
same man is behind two bank robberies in three days — one in Bucks County and one 
in Philadelphia. The FBI says a Wachovia branch on the 200 block of East Street Road 
in Feasterville was held up on Monday morning. Surveillance photos from the crime 
scene show the same man caught on camera during the robbery last Saturday of another 
Wachovia branch, in the 6400 block of Frankford Avenue in Philadelphia. Officials say 
that in both holdups the man passed a threatening note to the bank teller and fled on 
foot after he was given cash. 
Source: http://www.kyw1060.com/FBI--Same-Man-Robbed-2-Area-Banks-in-3-
Days/6416467 

14. February 22, DarkReading – (International) Criminals hide payment-card skimmers 
inside gas station pumps. Criminals hid bank card-skimming devices inside gas 
pumps — in at least one case, even completely replacing the front panel of a pump — 
in a recent wave of attacks that demonstrate a more sophisticated, insidious method of 
stealing money from unsuspecting victims filling up their gas tanks. Some 180 gas 
stations in Utah, from Salt Lake City to Provo, were reportedly found with these 

http://www.phillyburbs.com/news/news_details/article/92/2010/february/23/man-admits-robbery-bomb-threat.html
http://www.phillyburbs.com/news/news_details/article/92/2010/february/23/man-admits-robbery-bomb-threat.html
http://www.kyw1060.com/FBI--Same-Man-Robbed-2-Area-Banks-in-3-Days/6416467
http://www.kyw1060.com/FBI--Same-Man-Robbed-2-Area-Banks-in-3-Days/6416467
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skimming devices sitting inside the gas pumps. The scam was first discovered when a 
California bank’s fraud department discovered that multiple bank card victims 
reporting problems had all used the same gas pump at a 7-Eleven store in Utah. Card 
skimming has been on the rise during the past year, with most attackers rigging or 
replacing merchant card readers with their own sniffer devices or ATM machines. The 
devices typically include a scanner, transmitter, camera, and, most recently, Bluetooth- 
or wireless-enabled links that shoot the stolen data back to the bad guys. The CTO for 
BT Counterpane and author of the Schneier on Security blog, says attackers in Europe 
are also moving skimming devices inside gas pumps as a way to avoid detection. He 
says the perpetrators could be insiders, but it’s unclear. “The moral is that they are 
getting better and better at this,” he said. Organized criminal gangs might be behind 
some of these attacks, he adds “Obviously, they are well-funded,” he said. 
Source: 
http://www.darkreading.com/database_security/security/attacks/showArticle.jhtml?artic
leID=223100233 

15. February 22, Tampa Tribune – (Florida) 1 arrested, 3 sought in ATM ‘skimmer’ 
scheme. Four Bulgarian men put “skimmers” on ATM machines at SunTrust banks in 
Hillsborough and Pinellas counties last summer and obtained identifying information 
on hundreds of bank accounts, according to a federal complaint. The information was 
used to withdraw nearly $200,000 from the compromised accounts. Federal authorities 
have arrested one of the suspects and are searching for the other three. All four men 
were arrested by Pinellas County sheriff’s deputies in December but were later released 
when state charges were dropped. The scheme was discovered September 20 when a 
bank customer using an ATM at the SunTrust at 3705 East Bay Drive in Largo found 
the skimmer, a device used to covertly capture account data contained on bank card 
magnetic strips. The device is placed over the ATM slot, mimicking the appearance of 
the real ATM card reader. The skimmer compromised 192 accounts, resulting in a loss 
of $24,608, the complaint states. SunTrust later informed authorities that an ATM at 
701 Martin Luther King Blvd. in Seffner had also been compromised with a skimmer 
on August 28. There, 104 accounts were skimmed, with a loss of $90,810.  
Source: http://suncoastpinellas.tbo.com/content/2010/feb/22/1-arrested-3-sought-atm-
skimmer-scheme/news/ 

[Return to top]  

Transportation Sector 

16. February 23, Raleigh News and Observer – (North Carolina) Worker charged in 
RDU breach. A contract worker at Raleigh-Durham International Airport (RDU) was 
arrested Monday after officers said he illegally used his security badge to help a Delta 
Air Lines passenger slip around the federal security checkpoint. RDU airport police 
charged the 37-year-old with disorderly conduct. “A friend of his was traveling out, and 
he offered to take [her] onto the concourse, bypassing security,” an airport 
spokeswoman said. “When they stepped onto the concourse, a TSA officer saw them 
immediately and notified an RDU law enforcement officer. And they were arrested and 

http://suncoastpinellas.tbo.com/content/2010/feb/22/1-arrested-3-sought-atm-skimmer-scheme/news/
http://suncoastpinellas.tbo.com/content/2010/feb/22/1-arrested-3-sought-atm-skimmer-scheme/news/
http://www.darkreading.com/database_security/security/attacks/showArticle.jhtml?articleID=223100233
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cited.” The passenger was charged with second-degree trespassing. Both charges are 
misdemeanors. The incident was not regarded as a security threat, and other travelers 
were not affected, the spokeswoman said. 
Source: http://www.newsobserver.com/2010/02/23/353603/worker-charged-in-rdu-
breach.html 

17. February 23, Associated Press – (New Hampshire) NH Police Bomb Squad called to 
tear gas grenade. The New Hampshire State Police Bomb squad says a suspicious 
device found beneath a bridge in Keene turned out to be an old tear gas grenade 
wrapped in duct tape. Police say a 15-year-old teenager found the device below the 
Ashuelot River Bridge about 3 p.m. Monday. Officers secured the area around where 
the device was found and called the bomb squad. Officials say the public was never in 
danger. WMUR-TV says it is not clear from where the device came.  
Source: http://wbztv.com/wireapnewsnh/NH.police.bomb.2.1512944.html 

18. February 23, Port Huron Times Herald – (Michigan) Cutters break ice on St. Clair 
River. Two icebreakers battled thick brash ice Monday in an attempt to clear the 
plugged St. Clair River and prevent flooding. A U.S. Coast Guard petty officer said this 
year’s long cold stretches resulted in the thick ice. The jammed river has resulted in a 
rise in water level along the river and canals and a drop in water level in Lake St. Clair. 
He said the drop in the lake causes damage to docks and marinas, which require the 
water pressure to hold up seawalls. He said the icebreakers started work in the area 
Monday morning. The efforts are expected to last three to four days. He said by the end 
of the day Monday, progress had been made on breaking the ice jam, with water 
flowing into Lake St. Clair. A meteorologist with the U.S. Army Corps of Engineers in 
Detroit said there was a drop in water level in Lake St. Clair of about 20 inches since 
the beginning of the month. Levels in the lake started to increase during the weekend. 
Water levels in the river near the city of St. Clair are up 15 to 18 inches. The ferry to 
Harsens Island shut down Monday morning to make way for the cutters. 
Source: 
http://www.thetimesherald.com/article/20100223/NEWS01/2230305/1002/Cutters-
break-ice-on-St.-Clair-River 

19. February 22, Washington Post – (New York) Terror suspect Zazi cites NYC subway 
attack plan. A terrorism suspect has told a federal judge that he was trained by al-
Qaida for a “martyrdom” plan to attack the New York City subways. The 25-year-old 
former Denver airport shuttle driver pleaded guilty Monday in New York to conspiracy 
to use weapons of mass destruction. The suspect also pleaded guilty to counts of 
conspiracy to commit murder in a foreign country and providing material support for a 
terrorist organization. He faces a life prison sentence without parole. The Afghan native 
says he agreed to the bomb plot because of the United States’ military action in 
Afghanistan. He says he received training in Pakistan. He was arrested in the fall after 
arousing authorities’ suspicions by driving cross-country from Denver to New York 
around the anniversary of the September 11 attacks. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/22/AR2010022201916.html?hpid=topnews 

http://wbztv.com/wireapnewsnh/NH.police.bomb.2.1512944.html
http://www.thetimesherald.com/article/20100223/NEWS01/2230305/1002/Cutters-break-ice-on-St.-Clair-River
http://www.thetimesherald.com/article/20100223/NEWS01/2230305/1002/Cutters-break-ice-on-St.-Clair-River
http://www.washingtonpost.com/wp-dyn/content/article/2010/02/22/AR2010022201916.html?hpid=topnews
http://www.washingtonpost.com/wp-dyn/content/article/2010/02/22/AR2010022201916.html?hpid=topnews
http://www.newsobserver.com/2010/02/23/353603/worker-charged-in-rdu-breach.html
http://www.newsobserver.com/2010/02/23/353603/worker-charged-in-rdu-breach.html
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20. February 22, Associated Press – (Oregon) Bomb squad destroys dynamite in 
Redmond OR. The Deschutes County sheriff’s office says the state police bomb squad 
was called in to destroy a suspicious package in Redmond that turned out to contain 50 
to 60 sticks of dynamite. Officials say the explosives unit was summoned Monday after 
a citizen reported the box about 50 feet off a roadway in the central Oregon city. They 
say technicians were able to destroy the explosives without endangering people or 
damaging property. The sheriff’s office says it has not been able to determine how the 
box got there, but it apparently had been at the site for about two weeks. Investigators 
are checking whether the explosives are connected to any thefts or burglaries. 
Source: http://www.ktvz.com/Global/story.asp?S=12026220 

For more stories, see items 2, 4, 6, 8, 31, and 55  
 
[Return to top]  

Postal and Shipping Sector 

21. February 23, Attleboro Sun Chronicle – (Massachusetts) Nine arrested for North 
Attleboro bombs. Police Monday arrested nine local high school students in 
connection with the planting of homemade bombs in two neighborhoods over the 
weekend. Police also expect to seek a warrant for a 10th suspect. Five were charged 
with placing soda bottles loaded with chemicals under two cars at 72 Limerick Way on 
Saturday night, one of which exploded and the other which was rendered harmless by a 
state police bomb squad Sunday. The five suspects charged with that incident are 
classmates of a resident of the home, a detective said. Four other suspects were charged 
with blowing up a randomly chosen mailbox on Fitzy’s Way Friday night with a 
similar explosive. “They told us it was a practical joke,” the detective said. No one was 
injured in the incidents. The detective said the undercarriage of the car had signs of an 
explosion but that it was being examined to determine the extent of any damage. “They 
learned how to do this by watching it on the Internet,” the detective said, adding the 
suspects could have injured themselves or others by their alleged actions. The soda 
bottles were filled with chemicals designed to cause a chemical reaction and explosion. 
The detective said the devices are dangerous because it cannot be determined how long 
it takes for a device to explode. The suspects are all charged with possession of an 
infernal machine, conspiracy and wanton destruction of property. 
Source: http://www.thesunchronicle.com/articles/2010/02/23/news/6993218.txt 

22. February 19, Historic City News – (Florida) Bomb scare at post office was 
unfounded. Last week, post office workers got a scare when an apparently abandoned 
suitcase was discovered in front of the King Street entrance to their building; located at 
99 King Street. Just before 5:00 Friday afternoon, a St. Augustine, Florida, police 
officer responded to a call by a postal employee who first noticed the suspicious 
suitcase. Deputies from the St Johns County Bomb Squad arrived on the scene and 
assisted police by using a detonation device to open the suitcase. After it was 
determined safe, law enforcement officers inspected the contents of the suitcase which 
contained woman’s clothing. A community affairs officer with the St. Augustine Police 

http://www.ktvz.com/Global/story.asp?S=12026220
http://www.thesunchronicle.com/articles/2010/02/23/news/6993218.txt
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Department reports that the owner of the suitcase or how it came to be at the post office 
remains unknown. 
Source: http://www.historiccity.com/2010/staugustine/news/florida/bomb-scare-at-
post-office-was-unfounded-2631 

[Return to top]  

Agriculture and Food Sector 

23. February 22, Minneapolis/St.Paul Business Journal – (National) Cargill filing: 
Ground beef contained E.coli. Cargill Inc. is admitting that its ground beef caused an 
E.coli infection that paralyzed a Cold Spring, Minnesota, dance instructor who is now 
seeking more than $100 million in damages from the Wayzata-based food giant. The 
St. Cloud Times reported Saturday that Minnetonka-based Cargill filed a document in 
U.S. District Court in Minnesota that acknowledges a hamburger patty it made 
contained E.coli and subsequently caused the woman’s illness. The hamburger was 
manufactured by the company’s Cargill Meat Solutions Corp. subsidiary, which is 
based in Wichita, Kansas. The lawsuit has drawn national attention and was the subject 
of an October 2009 feature story in The New York Times.The Seattle-based attorney 
representing the woman told the St. Cloud Times that the admission was 
unprecedented. “While not contesting strict liability in the case, Cargill instead is 
arguing against charges of negligence.” 
Source: http://www.bizjournals.com/twincities/stories/2010/02/22/daily2.html 

For more stories, see items 12 and 25  
 
[Return to top]  

Water Sector 

24. February 23, Dallas Morning News – (Texas) Supreme Court ruling means no Lake 
Fastrill reservoir for Dallas. The ever-thirstier cities of North Texas will have to look 
somewhere other than the Neches River in East Texas for their future water supplies. 
The U.S. Supreme Court on Monday drained the last bit of life from the city of Dallas 
and Texas Water Development Board plan to build a massive reservoir called Lake 
Fastrill along the Neches. Instead, that land will become a wildlife refuge managed by 
the U.S. Fish and Wildlife Service. The city and the state board had requested that the 
Supreme Court hear an appeal of a lower court’s decision that favored Fish and 
Wildlife’s plan. The court declined. Fastrill was not intended to become a water source 
until 2060, but it was a significant piece of the plan to keep North Texas with adequate 
water this century. Now, planning will have to shift, although how and where is not 
clear. “We’re disappointed with today’s decision, and we will be evaluating all possible 
options to make sure Dallas has sufficient water to continue growing,” a first assistant 
city attorney said. Possible solutions include drawing more water from existing 
reservoirs and connecting to more distant and pricier sources. But in East Texas, and 
particularly in Anderson and Cherokee counties, where the reservoir was to have been 

http://www.bizjournals.com/twincities/stories/2010/02/22/daily2.html
http://www.historiccity.com/2010/staugustine/news/florida/bomb-scare-at-post-office-was-unfounded-2631
http://www.historiccity.com/2010/staugustine/news/florida/bomb-scare-at-post-office-was-unfounded-2631
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built, the Supreme Court’s decision was hailed as a major victory. “This can be a win 
for Dallas, too,” said a founder of Friends of the Neches River. “We’ll protect the 
habitat so that Dallas will be able to enjoy the wildlife, the woods and the river.”  
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/022310dn
metnolake.449c72a.html 

25. February 23, Associated Press – (South Carolina) Sewage spill contaminates 10 miles 
of SC river. A sewage spill has contaminated a 10-mile stretch of a river near the 
South Carolina coast. The Post and Courier of Charleston reported a warning was 
posted Monday regarding recreational activity along the Ashley River in North 
Charleston. A pipe ruptured Sunday afternoon at Charleston Air Force Base, spilling 
thousands of gallons, some of which moved through a storm drain toward the river. The 
warning affects fishing, crabbing or harvesting shellfish along the river. Officials say it 
will take some time to calculate the total spill, though estimates are “considerably” 
more than 5,000 gallons. No fish kills or adverse impact to aquatic life were reported 
immediately. A spokesman with the Department of Natural Resources says the low 
winter water temperatures could help minimize oxygen depletion. 
Source: http://www.wmbfnews.com/Global/story.asp?S=12028274 

26. February 22, Associated Press – (Wyoming) Tests show chemical lingers in Casper 
soils. The most recent round of testing on the groundwater and soil in parts of 
downtown Casper, Wyoming, continues to show contamination from a chemical found 
in dry cleaning solvents and degreasers. The Wyoming Department of Environmental 
Quality released its fall testing results late last week. Last fall, the agency studied 
samples of groundwater and soil taken in downtown and north sections of Casper. In 
the mid-1990s. scientists discovered evidence of perchloroethylene. High level 
exposure to the chemical can cause dizziness, headaches, nausea, and loss of 
coordination. State officials say they do not expect any clinical health effects from the 
levels recorded in Casper. The city’s drinking water is filtered before it is pumped to 
taps. State environmental officials have yet to identify the main source, or sources, of 
the contamination. 
Source: http://www.newstimes.com/news/article/Tests-show-chemical-lingers-in-
Casper-soils-375132.php 

27. February 22, California State Water Resources Control Board – (California) L.A. 
Water Board staff recommends $274,896 in penalties against the Los Angeles 
County Flood Control District. The Los Angeles County Flood Control District faces 
penalties from the Los Angeles Regional Water Quality Control Board (Regional 
Board) for causing or contributing to 186 violations of bacterial water quality standards 
at Marina del Rey Harbor. The board issued the Administrative Civil Liability (ACL) 
Complaint against the District on February 18, 2010, recommending the imposition of 
$274,896 in fines. The complaint, which will be voted on by the Los Angeles Regional 
Water Board on May 17, 2010, alleges that the district violated numerous provisions of 
its federal Clean Water Act NPDES storm water permit. Among other provisions, the 
permit requires the district to comply with the regional board’s regulations that 

http://www.wmbfnews.com/Global/story.asp?S=12028274
http://www.newstimes.com/news/article/Tests-show-chemical-lingers-in-Casper-soils-375132.php
http://www.newstimes.com/news/article/Tests-show-chemical-lingers-in-Casper-soils-375132.php
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/022310dnmetnolake.449c72a.html
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prohibited summer bacterial standards violations at Marina del Rey Harbor by March 
18, 2007. The complaint alleges that the district has known for years, and has failed to 
report to the Los Angeles Regional Water Board, that its diversions and pump have not 
been properly designed and maintained, and failed to divert summer urban runoff flows 
from storm drains to the Hyperion Waste Water Treatment Plant. 
Source: http://yubanet.com/california/L-A-Water-Board-Staff-Recommends-274-896-
In-Penalties-Against-The-Los-Angeles-County-Flood-Control-District.php 

28. February 22, San Diego News Network – (California) Sewage spill prompts pollution 
alert. A sewage spill on the grounds of Camp Pendleton prompted a pollution alert 
Monday along a nearby stretch of ocean shoreline. Wastewater began overflowing from 
a blocked manhole at the intersection of Teamwork and Training streets at the northern 
San Diego County military station about 7:30 a.m., according to the county Department 
of Environmental Health (DEH). By the time maintenance personnel got the problem 
under control about 90 minutes later, roughly 7,500 gallons of sewage had spilled into a 
storm drain that empties into the Santa Margarita River. Signs warning of 
contamination hazards will stand from the mouth of the waterway to the southern 
reaches of the USMC base’s Pacific coastline until follow-up testing deems the beaches 
safe again for human contact, the DEH reported. 
Source: http://www.sdnn.com/sandiego/2010-02-22/local-county-news/sewage-spill-
prompts-pollution-alert 

29. February 19, Pennsylvania Department of Environmental Protection – (Pennsylvania) 
DEP fines Jersey Shore $75,000 for sewage treatment plant operation, discharge 
violations. The Pennsylvania Department of Environmental Protection (DEP) has fined 
the borough of Jersey Shore $75,000 for operation and discharge violations at its 
sewage treatment plant in Lycoming County during 2008 and 2009. “The borough had 
several violations of its gas well wastewater acceptance plan in addition to violations of 
its DEP discharge permit,” said the DEP North-central regional director. “This has 
resulted in a significant penalty assessment against the borough.” Between September 
2008 and May 2009, the borough’s sewage treatment plant had 13 discharge violations 
for contaminants including fecal coliform and total suspended solids. The other 
violations included not receiving or maintaining records of additives used by gas well 
operators that disposed of wastewater at the borough’s plant and of analytical pollutant 
data to be submitted by the gas well operators. DEP issued an order to the borough on 
June 23, 2009, requiring it to immediately stop accepting gas well wastewater at its 
treatment plant and to remove all of the wastewater stored onsite to an approved offsite 
disposal facility. Jersey Shore has complied with the provisions of DEP’s order and 
paid the fine to the state’s Clean Water Fund, which pays for cleanups across the state. 
Source: 
http://www.portal.state.pa.us/portal/server.pt/community/newsroom/14287?id=9193&t
ypeid=1 

[Return to top]  

Public Health and Healthcare Sector 
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30. February 23, Northescambia.com – (Florida) Pensacola man arrested for theft of 
computer with 8,000 medical records. A man suspected of stealing a computer that 
contained thousands of medical records in December has been arrested. He turned 
himself in to the Pensacola Police Department Monday. He was charged with burglary 
and grand theft of emergency medical equipment. He is being held in the Escambia 
County Jail in lieu of $20,000 bond. The computer was stolen December 19 from 
Cardiology Consultants, and the group said they become aware of the theft on 
December 21 and and immediately began a thorough investigation with authorities. The 
computer contained the first and last names, dates of birth, medical record numbers, 
exam dates and in some cases, the reason for the ultrasound for about 8,000 patients — 
including many in the North Escambia area. 
Source: http://www.northescambia.com/?p=14863 

31. February 23, USA Today – (National) Celebrity Cruises ship in Caribbean hit by 
major outbreak of stomach illness. A Celebrity Cruises ship sailing in the Caribbean 
is experiencing an unusually large breakout of a norovirus-like illness, with more than 
15 percent of passengers having fallen ill. A spokeswoman tells USA TODAY about 
300 out of 1,800 passengers on the Celebrity Mercury are suffering from stomach 
upset, vomiting and diarrhea. The ship set sail out of Charleston on February 15 on an 
11-night voyage to the Caribbean that is scheduled to end in the city on Friday. The 
spokeswoman told the Associated Press the ship’s medical facilities have been 
overwhelmed, and the vessel brought on an extra doctor and nurse during its latest port 
call. 
Source: http://www.usatoday.com/travel/cruises/item.aspx?type=blog&ak=80136.blog 

32. February 23, Reuters – (Puerto Rico) U.S. warns Lilly over insulin ingredient 
production. Health officials have warned Eli Lilly and Co about problems with the 
manufacturing of an insulin ingredient at a plant in Puerto Rico, a letter released on 
Tuesday said. A July 2009 inspection found problems with the production of an 
ingredient called Lyspro Insulin Zinc Crystals, the Food and Drug Administration said 
in a February 5 letter to the company. The agency said Lilly “failed to adequately 
investigate critical deviations or a failure of a batch to meet its specifications or quality 
standards.” The FDA asked Lilly to evaluate the impact of problems at the plant on its 
Humalog insulin product. 
Source: http://www.reuters.com/article/idUSTRE61M3U620100223 

33. February 22, Lower Hudson Journal News – (New York) New Rochelle teen charged 
in bomb threat against hospital. A New Rochelle, New York, teen faces a felony 
charge after allegedly making a bomb threat against Sound Shore Medical Center. 
Police received the threat, not the hospital, on Monday. The teen was accused of 
making the call and was arrested before noon and charged with felony first-degree 
falsely reporting an incident, police said. He was caught before he ever went to the 
hospital, police said. The hospital routine was unaffected, police said. 
Source: http://www.lohud.com/article/20100222/NEWS02/2220371/-1/newsfront/New-
Rochelle-teen-charged-in-bomb-threat-against-hospital 

http://www.northescambia.com/?p=14863
http://www.usatoday.com/travel/cruises/item.aspx?type=blog&ak=80136.blog
http://www.reuters.com/article/idUSTRE61M3U620100223
http://www.lohud.com/article/20100222/NEWS02/2220371/-1/newsfront/New-Rochelle-teen-charged-in-bomb-threat-against-hospital
http://www.lohud.com/article/20100222/NEWS02/2220371/-1/newsfront/New-Rochelle-teen-charged-in-bomb-threat-against-hospital
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34. February 22, MSNBC – (National) Hospital infections killed 48,000, report 
shows. Pneumonia and blood-borne infections caught in U.S. hospitals killed 48,000 
patients and cost $8.1 billion in 2006, according to a report released on Monday. The 
study is one of the first to put a price tag on the widespread problem, which is 
worsening and which some experts say is adding to the growing cost of healthcare in 
the United States. “In many cases, these conditions could have been avoided with better 
infection control in hospitals,” said a researcher at Resources for the Future, a think 
tank that sponsored the study. Researchers studied hospital discharge records from 69 
million patients at hospitals in 40 U.S. states between 1998 and 2006, looking for two 
diagnoses — hospital-acquired pneumonia and sepsis.  
Source: http://www.msnbc.msn.com/id/35526643/ns/health-infectious_diseases/ 

[Return to top]  

Government Facilities Sector 

35. February 23, Middletown Times Herald-Record – (New York) NFA student 
threatened school: cops. Town police have arrested a 16-year-old, saying he 
threatened an attack on Newburgh Free Academy (NFA) that would be worse than the 
Columbine High School massacre. The suspect made what town police say was a 
“stupid mistake” when he posted threats in the comments section of a YouTube.com 
video about the killings at Columbine. A Town police lieutenant said he did not believe 
the suspect, who is an NFA student, had access to weapons or intended to actually hurt 
anyone. However, just threatening an attack can violate the law. The lieutenant said 
teens increasingly commit crimes on the Internet without thinking. “They don’t realize 
the consequences, that pretty much anything you put on the computer can be searched,” 
the lieutenant said. A woman in the state of Florida saw the comments now attributed 
to the suspect under the screen name demonfromwithin1. She called the FBI, and that 
agency’s Joint Terrorism Task Force began to investigate, calling the City of Newburgh 
Police Department because NFA is in the city. Subpoenaed computer records later 
showed the comments came from the Town of Newburgh, the lieutenant said. A town 
officer arrested him on Saturday at home. The teen faces a count of making a terrorist 
threat, a felony. 
Source: 
http://www.recordonline.com/apps/pbcs.dll/article?AID=/20100223/NEWS/2230314/-
1/SITEMAP 

36. February 23, Associated Press – (Arizona) U.S. military base shooting leaves one 
dead, one wounded. Two men were shot by security officers after they drove a stolen 
car through a gate at an Air Force base outside Phoenix during a police chase, 
authorities say. One of the men died and the other was wounded, officials say. The 
crash occurred at the entrance to Luke Air Force Base in Glendale, where pilots are 
trained to fly F-16s. The pair allegedly stole a car and drove through a security gate as 
they attempted to flee from authorities, a base spokesman said. Base security forces set 
up a roadblock, the spokesman said. Security officers, fearing for their safety, opened 
fire as the driver tried to run the roadblock. 

http://www.msnbc.msn.com/id/35526643/ns/health-infectious_diseases/
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Source: http://www.usatoday.com/news/nation/2010-02-23-military-base-
shooting_N.htm 

37. February 22, Los Angeles Times – (National) High-tech border fence is slow 
going. An ambitious, multibillion-dollar project to hot-wire the new Southwest border 
fence with high-tech radar, cameras and satellite signals has been plagued with serious 
system failures and repeated delays and will probably not be completed for another 
seven years — if it is finished at all. The system, originally intended to be completed 
next year, languishes in the testing phase in two remote spots of the border in Arizona. 
There, the supposedly state-of-the-art system combining sensor towers, communication 
relay systems, and unattended ground sensors has been bogged down with radar clutter, 
blurred imagery on computer screens and satellite time lapses that often permit drug 
smugglers and undocumented workers to slip past U.S. law enforcement agents, 
government officials candidly admit. “It was a great idea, but it didn’t work,” said the 
executive director of the electronic fence program at the Homeland Security 
Department.The problems have prompted the Homeland Security Secretary to order a 
department-wide assessment of the technology project once billed as the capstone to 
the controversial 2,000-mile combined physical and electronic border fence.  
Source: http://articles.latimes.com/2010/feb/22/nation/la-na-border-fence22-2010feb22 

38. February 22, Associated Press – (Kansas) Threat prompts move of National 
Intelligence Director’s speech at Kansas State. A speech by the National Intelligence 
Director was taking place at a different venue at Kansas State University because of a 
bomb scare at the original venue. A Kansas State spokeswoman says no one had been 
seated at McCain Auditorium when the threat came in around 1 p.m. Monday, about 30 
minutes before the National Intelligence Director was to deliver a Landon Lecture. The 
university said law enforcement officials swept McCain and found no explosives or 
packages. The building was reopened for use at 2 p.m. The Director’s speech was 
moved to the 580-seat Forum Hall in the student union building while the search at 
McCain was under way. McCain usually seats about 900 for the lectures. 
Source: http://www.fox4kc.com/news/sns-ap-ks--blair-kansaslecture,0,7487433.story 

39. February 19, Associated Press – (National) Ky. man charged with threatening 
Obama in Web poem. A Kentucky man has been charged with posting a poem 
threatening the President and First Lady on a white supremacist Web site. A U.S. 
Secret Service Special Agent said the 27 year-old suspect, who hails from Louisville, 
wrote and posted the poem, titled “The Sniper,” on a page called NewSaxon.org. The 
site is described as an “Online Community for Whites by Whites.” The poem was 
posted in August 2007, according to an arrest affidavit. A U.S. Magistrate Judge on 
Friday ordered the suspect released on $25,000 bond, but kept under house arrest at a 
family member’s home. He is charged with making threats against the President and 
threatening to kill or injure a major candidate for the office of the president. The poem 
describes a gunman shooting and killing a “tyrant” later identified as the President, 
setting off panic in the wake of the fatal shot being fired. 
Source: http://www.forbes.com/feeds/ap/2010/02/19/general-us-obama-threat-
arrest_7372152.html 
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40. February 17, Charleston Gazette – (West Virginia) Parks board seeks details on new 
Coonskin entrance. Kanawha County parks officials want some answers before 
signing off on a plan to close the entrance to Coonskin Park. The state and the West 
Virginia National Guard want to close the park entrance and move access to the park to 
the other side of the Elk River, beside Interstate 79. Park visitors would be able to get 
into and out of the park over a new bridge to be built near the Coonskin maintenance 
buildings. A state National Guard spokesman said Guard officials want to close the 
road to improve the security perimeter at the military facility next to the park. The 
spokesman said it has been cited several times for not meeting modern security 
requirements. Public hearings on the proposed closure are scheduled for March 1 and 2. 
Members of the Kanawha County parks board discussed the plan at a regular meeting 
on Wednesday. While they do not object to the concept of moving the park entrance, 
board members want to know more details before publicly supporting the idea. 
Source: http://wvgazette.com/News/201002170468 

For more stories, see items 2, 8, 25, and 28  
 
[Return to top]  

Emergency Services Sector 

41. February 21, CNN – (Pennsylvania) Pittsburgh vows changes after man dies waiting 
for EMS. During 30 anxious hours as a blizzard raged, 10 calls went to 911 from one 
Pittsburgh, Pennsylvania, house to get an ambulance for a sick man. But the ambulance 
never arrived, and the man died. Now Pittsburgh officials are vowing to implement a 
series of changes to the city’s emergency response system as a result of the man’s 
death. His girlfriend told CNN affiliate WTAE that she placed frequent 911 calls on the 
night of February 5, explaining repeatedly that the man could not walk or move, and 
had to lie down with stomach pains. Even after three separate ambulance dispatches, 
emergency personnel failed to reach the man. One ambulance stopped just across a 
bridge, approximately two to four blocs from the house. Weather was a factor in the 
response, said Pittsburgh’s medical examiner, who also serves as the medical director 
for city’s Emergency Operations Center. The city was in the midst of a blizzard, with 
nearly two feet of snow piling up in a relatively short period. 
Source: http://www.wibw.com/nationalnews/headlines/84915987.html 

42. February 19, Columbus Dispatch – (Ohio) Flaws cited in Ohio’s allocation of 
homeland security grants. Ohio’s first $142 million in federal homeland security 
grants was allocated solely on a per-capita basis without assessing “identified risks and 
vulnerabilities to terrorist attacks,” a new report indicates. The study by the Center for 
Public Integrity and the Center for Investigative Reporting included national and state-
by-state perspectives on $30 billion in homeland security money distributed since the 
September 11th attacks. The report found that Ohio made no glaring spending or 
monitoring mistakes in the first three years of spending, 2002 to 2004. However, it 
cited a February 2008 report by the Inspector General of the U.S. Department of 
Homeland Security that found several problems. They included lack of an adequate 
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needs assessment, measurable goals and objectives; inadequate financial controls; 
improper procurement procedures; and lax accountability on how property purchased 
with federal funds was used and maintained. The state had “no assurance that local 
jurisdictions used grant funds to meet the most critical equipment needs of first 
responders or effectively directed grant funds to mitigate the state’s most critical 
terrorism threats and vulnerabilities,” the probe concluded. The executive director of 
the Ohio Emergency Management Agency said the state promptly acknowledged the 
problems and addressed them.  
Source: 
http://www.dispatchpolitics.com/live/content/local_news/stories/2010/02/19/copy/OHI
O_HOMELAND.ART_ART_02-19-10_B1_VRGKR6T.html?adsec=politics&sid=101 

43. February 18, News9.com – (Oklahoma) German man who infiltrated OKC Police 
Force indicted. A German man who infiltrated the Oklahoma City police department 
faces federal charges. According to an indictment, the 27-year-old man lied to police 
and the FBI when he told them he was part of an elite German police force. Officers 
allowed him to train with them even though he is in the country illegally. A federal 
grand jury indicted him for unlawful possession of a firearm and ammunition and 
making false statements to law enforcement agents. If convicted, he could receive up to 
10 years in federal prison, a fine of up to $250,000, and forfeiture of the firearm and 
ammunition. 
Source: http://www.news9.com/Global/story.asp?S=12003307 

[Return to top]  

Information Technology Sector 

44. February 23, The Register – (International) iPad and smartphone rootkits demo’d by 
boffins. Computing boffins say they have demonstrated rootkits which can be used to 
turn your smartphone or “upcoming tablet computer” into a remotely-activated bugging 
or tracking system. “Smart phones are essentially becoming regular computers,” said a 
computing professor at Rutgers University in New Jersey. “They run the same class of 
operating systems as desktop and laptop computers, so they are just as vulnerable to 
attack by malware.” He and his colleagues developed various rootkits for 
demonstration purposes, choosing that class of malware because - they say - virtual 
machine monitors necessary to detect rootkits can’t yet be run on portable devices. The 
researchers demonstrated means whereby a badhat could send an invisible text message 
to an undetectably-rootkitted phone, causing it to place a call out - for instance during a 
meeting - and so allow the malware operator to listen in to conversations around it. 
Likewise it was possible to query the phone’s GPS so as to locate or track its owner. It 
was also possible to remotely switch on multiple power-hog capabilities of the phone - 
for instance WiFi, GPS and Bluetooth all at once - and so drain its battery without the 
owner noticing. 
Source: http://www.theregister.co.uk/2010/02/23/smartphone_rootkits_demoed/ 
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45. February 22, Agence France-Presse – (National) FTC warns firms, organizations of 
widespread data breach. The US Federal Trade Commission (FTC) said Monday it 
has notified nearly 100 companies and organizations of data breaches involving 
personal information about customers or employees. The FTC declined to identify the 
companies or organizations involved, but said they were both “private and public 
entities, including schools and local governments.” The companies and organizations 
ranged in size from “businesses with as few as eight employees to publicly held 
corporations employing tens of thousands,” the FTC said in a statement. It said 
sensitive data about customers and employees had been shared from the computer 
networks of the companies and organizations and made available on Internet peer-to-
peer (P2P) file-sharing networks. The information was accessible to “any users of those 
networks, who could use it to commit identity theft or fraud,” the FTC said. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5jy5Z2rU64HCiD8W_p3Abbz
OmBkNQ 

46. February 22, Minneapolis and St. Paul News – (Minnesota) Star Tribune infecting 
web readers with a computer virus. Reports of the the website of the Minneapolis 
Star Tribune infecting users with a computer virus surfaced Monday morning. An e-
mail circulating among government employees stated: We have received a number of 
tickets this morning reporting a screen that pops up reporting that the PC has a virus 
and wants the user to purchase software to repair the problem. The PCs have been 
infected by malware and the screen is a fake. Users have reported going to the Star 
Tribune website and picking it up. The Star Trib has been working on repairing their 
site. We have also had the malware picked up from other media websites - reportedly 
any owned by Gannet. Please refrain from visiting these media websites until they have 
fixed them. The Star Tribune acknowledged the problem in a note posted on its website 
at 2:11 p.m. 
Source: http://blogs.citypages.com/blotter/2010/02/star_tribune_in.php 

47. February 22, Computerworld – (International) Attackers going after end-users 
rather than servers. Rather than targeting Web and email servers, attackers these days 
are prone to going after enterprises from the inside out, compromising end-user systems 
and then using them to access confidential data, according to a Web traffic analysis 
report by security-as-a-service provider Zscaler. Based on a recent study of traffic 
passing through its global network, Zscaler’s “State of the Web — Q4 2009” report 
also notes trends, including issues with botnets, corporate Internet access policies, and 
the use of the Internet Explorer 6 browser. Officially released on Tuesday, the study 
analyzes Web traffic volumes covering several thousand Web transactions per second 
and hundreds of billions of Web transactions. Zscaler found attackers were prone to 
embedding JavaScript or malicious iframes to pull content from an attacker’s server, 
whereupon the content is rendered in a user’s browser, said the senior security 
researcher at Zscaler, in an interview on Monday. 
Source: http://www.infoworld.com/d/security-central/attackers-going-after-end-users-
rather-servers-586 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

48. February 23, News-In-Tech – (International) Network malfunction sends millions of 
blogs offline. WordPress.com has reported that a malfunction in one of their core 
router’s was the reason behind a network shortage which left millions of blogs offline 
for up to two hours. Estimating that approximately 5.5 million page hits would have 
been lost due to the outage, a spokesperson for the company explained that the glitch at 
one of its central data providers “broke the site.” One of the most popular and widely 
used blog platforms, WordPress.com is used by companies and individuals alike as a 
tool to reach the internet masses. Expressing that it was the “worst downtime in four 
years,” the founder of the firm added “I know this sucked for you guys as much as it 
did for us — the entire team was on pins and needles trying to get your blogs back as 
soon as possible. I hope it will be much longer than four years before we face a 
problem like this again.” He added that personal information safe, denying that the 
company had been subject to a cyber attack and adding “All of your data was safe and 
secure, we just couldn’t serve it.” Whilst there could have been an adverse reaction to 
the hit, most individuals seemed unusually forgiving of the outage, expressing on the 
WordPress.com site that they welcomed the founder’s transparency at the time of the 
problem. However, GigaOm.com expressed that though users were forgiving this time, 
“people won’t be so friendly if it happens again.” 
Source: http://www.newsintech.com/2010/02/network-malfunction-sends-millions-of-
blogs-offline/1580 

49. February 22, KITV 4 Honolulu – (Hawaii) AT&T phone service restored. A number 
of Hawaii customers on February 22 reported problems with cellular and land line 
phone service. Some of the service providers include AT&T and T-Mobile. AT&T said 
a damaged fiber could be causing issues with “wireline and wireless voice service.” 
The company said its technicians repaired the damage and restore service by early 
evening. Hawaiian Telecom on the afternoon of February 22 said some customers may 
be having issues making long distance calls. 
Source: http://www.kitv.com/mostpopular/22639677/detail.html 
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Commercial Facilities Sector 
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50. February 23, Des Moines Register – (Pennsylvania) Man allegedly threatens to blow 
up casino. A Granger, Indiana, man has been charged with making a bomb threat at 
Prairie Meadows Racetrack and Casino in Altoona, Pennsylvania. The 23-year-old man 
was taken into custody on Sunday night. Altoona police said he was asked to provide 
photo identification to enter the casino, but reportedly had only a Social Security card 
and other papers with his name but no picture. Told that he would not be admitted, he 
allegedly said he would “come back and blow this place up.” Police said he was taken 
into custody before offering to apologize in lieu of charges. 
Source: http://www.desmoinesregister.com/article/20100223/NEWS/100222037/-
1/ENT06/Man-allegedly-threatens-to-blow-up-casino- 

51. February 21, Associated Press – (Maryland) Industrial building fire placed under 
control. More than 100 firefighters worked for nearly seven hours to bring a fire at an 
industrial building in north Baltimore under control. A fire department spokesman said 
the blaze was placed under control at 1:15 p.m. Sunday. It started around 6:30 a.m. The 
five-alarm fire shut down southbound Interstate 83 for several hours. The city’s main 
north-south artery was reopened shortly before 3 p.m. Fire trucks were using the 
elevated highway to pour water onto the building from above. The spokesman said 
there were no injuries, and an estimate of the damage should be available Monday. The 
cause remains under investigation. The building appears to be largely vacant but has 
some offices inside. He says the fire has not damaged any nearby buildings in the 
Clipper Mill complex, which is home to numerous businesses. 
Source: http://www.sfexaminer.com/local/ap/more-than-100-firefighters-battle-
baltimore-blaze-84908802.html 

For another story, see item 28  
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National Monuments and Icons Sector 
 
See item 40  
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Dams Sector 

52. February 23, Chico Enterprise Record – (California) DWR faulted for Oroville Dam 
power plant accident. An investigation of a July 2009 accident at the Oroville Dam 
power plant found that the Department of Water Resources (DWR) knowingly put its 
employees in harm’s way by instructing them to perform a task under dangerous 
conditions. The California Division of Occupational Safety and Health investigation, 
completed in late January, found the state water agency to be at fault for an accident 
that exposed five DWR employees to 100- mph “hurricane-like winds,” resulting in the 
serious injury of one worker and minor injuries to four others. On the morning of July 
22, 2009, the employees began testing two 72-inch river valves at the Edward Hyatt 
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Power Plant, located in a tunnel deep within the Oroville Dam. Shortly after the valves 
were opened, a 6-foot-tall, 10-foot-wide steel panel near the employees collapsed, 
sending flying debris toward the workers and creating a vacuum-like force that pulled 
them toward a tunnel carrying water out of the dam. The report states the employees 
were instructed to completely open the valves, even though DWR removed an energy 
dispersion ring from the valves in April 2009 and did not replace the safety device 
before the July testing. The report continues that DWR readily knew the safety hazards 
of operating the river valves without the ring. 
Source: http://www.chicoer.com/ci_14452159?source=most_viewed 

53. February 23, Forum of Fargo-Moorhead – (Minnesota) Oakport Township planning 
temporary levees. Oakport Township, Minnesota, north of Moorhead used about 1.3 
million sandbags in the 2009 flood. Township officials hope plans for three large 
temporary dikes will greatly reduce the need for sandbags this spring. The chairman of 
the township board said Oakport has half a million empty sandbags ready for filling, 
but he expects they will not need more than 400,000 if residents OK the levee plan. 
Two of the three temporary dikes would be built roughly where permanent levees are 
planned. When they are constructed, the permanent levees are expected to be about six 
miles long. Oakport officials are working with Clay County officials to receive 
assistance from the U.S. Army Corps of Engineers to build the temporary dikes, but if 
that does not happen the township plans to have the dikes built and seek reimbursement 
later, he said. Homeowners would be responsible for any costs not reimbursed, but a 
project would not move forward unless 90 percent of homeowners in an area agree to 
be assessed. While the proposed temporary ring dikes would protect approximately 436 
homes, dozens of other houses would remain outside of the protected areas. The fight 
to protect those homes will be made easier by the temporary dikes. Construction on the 
permanent dikes is expected to resume in 2010, though another $3.5 million is needed 
from the Legislature to complete them.  
Source: http://www.inforum.com/event/article/id/270036/ 

54. February 22, Times-Georgian – (Georgia) Times-Georgian - FEMA nears decision 
on damaged Carroll County dam. According to local officials, Federal Emergency 
Management Agency (FEMA) will decide this week if it will fund the repairs to the 
Twin Lakes Dam near Villa Rica, Georgia, which was damaged in last September’s 
floods. Should FEMA not fund the repairs, it would force the county to either pay for 
the $1 million reconstruction project or drain one of the lakes permanently, to the 
chagrin of nearby residents. The dam, which is actually Twin Lakes Road that runs on 
the far side of the smaller of the two lakes, suffered significant damage when flood 
waters from storms on September 20 and 21 completely washed out the spillway and 
ripped a portion of the road from its embankment, rendering the dam unstable. Since 
then, crews have nearly completely drained the lake but recent rains have since filled it 
almost completely. A pump was initially set up to keep the water level low, thereby 
reducing the strain on the damaged dam. Because of the delays and the ultimate cost of 
the pump — the county spent $180,000 on pumping alone — the decision was made to 
install a pipe for the water to drain. The problem with the dam largely stems from the 
fact that when the road was modified from its original use as a railway, silt from the 
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lake was used to widen the road and provide a base for the road itself. That silt washed 
away in the flooding, and in order to secure the dam much of the remaining silt that the 
road rests upon would need to be exchanged for clay and other more resolute materials. 
Source: http://www.times-georgian.com/view/full_story/6433942/article-FEMA-nears-
decision-on-damaged-Carroll-County-dam?instance=TG_home_story 

55. February 22, Associated Press – (Kentucky) Main Greenup lock on Ohio reopens 
after 3 1/2 weeks. The main lock chamber at the Greenup Locks and Dam on the Ohio 
River has reopened after a 3 1/2-week shutdown. The main lock chamber was closed 
January 27 when an anchorage that supports 1 of the gates broke. River traffic had to 
lock through a smaller auxiliary chamber until the main lock reopened Monday night. 
The Army Corps of Engineers says a tow takes about 45 minutes to pass through the 
main chamber, compared with three hours through the auxiliary chamber. A total of 22 
tows were in line to lock through when the main chamber reopened. The 240-ton miter 
gate was repaired, inspected and lifted by crane back into place February 19. The Corps 
of Engineers said workers reattached the gate, finished the repairs and conducted 
inspections before the main chamber was reopened. 
Source: http://www.wfmj.com/Global/story.asp?S=12027026 

For another story, see item 18  
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