
 - 1 - 

 

Homeland 
Security  
Daily Open Source Infrastructure 
Report for 23 February 2010  

Current Nationwide  
Threat Level  

ELEVATED 

Significant Risk of Terrorist Attacks 

For information, click here: 
http://www.dhs.gov   

 
Top Stories 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. February 21, Amarillo Globe News – (National) Pipelines under our feet: Policing 
gas transmission. Nearly 2 million miles of steel pipe zigzag the country, winding 
underneath country fields, busy avenues, barren plains and sprawling metropolitan 
centers. Most of the pipelines are at least a foot in diameter and carry natural gas and 
other flammable materials at intense pressures. When those pipes fail, disaster can be 
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close behind. The gas industry is charged with policing itself. Pipeline operators 
perform their own inspections and file reports for federal officials to review. There are 
about 100 federal inspectors, and each monitors roughly 20,000 miles of pipelines, 
enough to stretch from New York to Los Angeles seven times. Members of Congress 
and consumer advocates say greater oversight is needed and more inspections must be 
conducted of the network transporting natural gas and hazardous materials. Congress 
will have its chance to strengthen pipeline safety regulations, part of a federal law 
known as the Pipeline Inspection, Protection, Enforcement and Safety Act of 2006. The 
law is reauthorized every four years and due for passage again this year. The Pipeline 
Safety Trust, whose annual conference began in New Orleans, is pushing for greater 
transparency in pipeline test results and more frequent tests of lines that run through 
rural areas such as Bushland. There are very few independent inspectors in the field 
looking at pipes. Later this year, Congress will debate the law that regulates pipelines, 
the Pipeline Inspection, Protection, Enforcement and Safety Act of 2006. The Pipeline 
Safety Trust would like to see inspection regulations strengthened. 
Source: http://www.amarillo.com/stories/022110/new_news1.shtml 

2. February 20, WIFR 23 Rockford – (Wisconsin) Beloit gas leak. More than 600 homes 
in Beloit are still evacuated after a major gas leak. Investigators say residents living 
between 6th Street and Olympian Avenue were asked to leave their homes after a 
construction crew hit a gas main, causing natural gas to leak into the sewer system. The 
fire department says everything is expected to turn on before 2 a.m. Sunday. Residents 
can return home, but will not have heat. 
Source: http://www.wifr.com/home/headlines/84875987.html 

3. February 19, DarkReading – (International) Spike in power grid attacks likely in 
next 12 months. There is a ‘window of opportunity for malicious intent’ as energy 
firms roll out smart-grid pilot programs. Attacks against the power grid are likely to 
rise and intensify during the next 12 months as smart grid research and pilot projects 
advance, according to utility security experts and a recently published report that 
analyzes threats to critical infrastructure. The so-called Project Grey Goose Report on 
Critical Infrastructure points to state and/or non-state sponsored hackers from the 
Russian Federation of Independent States, Turkey, and China as the main threats to 
targeting and hacking into energy providers and other critical infrastructure networks. 
The principal investigator for Project Grey Goose and founder and CEO of GreyLogic 
says he and other researchers working on the report initially focused on answering the 
question of whether there have been any successful cyberattacks on the utilities. “Some 
companies say there’s never been a successful attack against the grid, but that’s not 
true,” he says. “There have been at least 120 instances” of successful attacks, some of 
which are documented in the report and date back to 2001. Several utility security 
experts agree that utility security administrators will have their hands full during the 
next year, as the transition from isolated, closed energy-generation and transmission 
networks to IP-based and wireless ones begins to take shape in the form of pilot smart 
grid projects. The Grey Goose report calls out Russia, Turkish hackers, and China as 
the top threats to the power grid. “I perceive Russia as the most serious threat [of the 
three] and China last,” says the report’s principal investigator. That is because hackers 

http://www.wifr.com/home/headlines/84875987.html
http://www.amarillo.com/stories/022110/new_news1.shtml
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from China are more likely to hack for espionage purposes than to disrupt the grid, he 
says. 
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=2230
00369 

[Return to top]  

Chemical Industry Sector 

4. February 22, Latin American Herald Tribune – (International) 18 tons of explosives 
stolen in Mexico. A trailer carrying 18 tons of industrial explosives was stolen Friday 
in northern Mexico, authorities said. The robbery took place on the Monterrey-Saltillo 
highway, the Nuevo Leon state public safety secretary told a press conference. Mexican 
troops and federal police are searching for the stolen cargo and an alert has been 
declared throughout the Mexico-U.S. border region, he said. The attorney general of 
the neighboring state of Coahuila said the metal container in which the explosives were 
being transported was found empty at the 50-kilometer mark on the road linking 
Saltillo, Coahuila’s capital, and Monterrey. The truck carrying the explosives left 
Thursday from Durango state bound for the northeastern border state of Tamaulipas. 
Thefts from cargo trucks on Mexico’s highways increased 40 percent last year, 
according to figures from the Canacar industry association. 
Source: http://www.laht.com/article.asp?ArticleId=352624&CategoryId=14091 

5. February 21, Bakersfield Californian – (California) Train derailment brings fire and 
delays but no injuries. A weekend train derailment and fire on the tricky Tehachapi 
Loop east of Bakersfield sent toxic smoke skyward, prompting evacuation of nearby 
residents. No one was hurt. The freight route between Bakersfield and Barstow 
remained shut the evening of February 21, backing up at least 18 trains. A blaze 
remained active inside the tunnel where the incident occurred. Railroad officials hoped 
to have a coastal detour operating sometime, while fire officials hoped to contain the 
remaining fire by midnight February 21. Whether the derailment or fire came first still 
was not known. A tanker car carrying denatured alcohol was allowed to burn out 
overnight on its own. The fire spread to two other cars, one holding corn meal, the 
other polystyrene plastic pellets. The plastic fire sent black smoke into the sky and 
required a more aggressive response than the alcohol, said a fire official. Fire crews 
doused the car with twin sprays of foam after it was pulled from the tunnel. County fire 
crews worked with railway firefighters, county environmental health staff, and 
specialized contractors at the accident scene. 
Source: http://www.bakersfield.com/news/local/x431719661/Train-derailment-brings-
fire-and-delays-but-no-injuries 

6. February 20, Associated Press – (Wyoming) Chemical spill closes Wyoming 
highway. The Wyoming Highway Patrol says U.S. Highway 14 in north-central 
Wyoming remained closed the afternoon of February 20 after a tractor trailer from 
Kentucky carrying hazardous chemicals crashed and rolled about 10 miles east of the 

http://www.laht.com/article.asp?ArticleId=352624&CategoryId=14091
http://www.bakersfield.com/news/local/x431719661/Train-derailment-brings-fire-and-delays-but-no-injuries
http://www.bakersfield.com/news/local/x431719661/Train-derailment-brings-fire-and-delays-but-no-injuries
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=223000369
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town of Shell. A police sergeant says crews had cleaned up about 1,300 gallons of a 
flammable liquid substance called Xiameter but were still repairing the roadway. The 
truck owned by Maximum Transportation Inc. of Elizabethtown, Ky., and headed for 
Lovell, Wyo., crashed about 5 p.m. on February 19. He says it is unclear why the driver 
chose a twisting route over the Bighorn Mountains in winter. The sergeant says the 
driver told police the truck started going too fast on a downhill section and could not be 
slowed. The sergeant says the driver was cited for failure to maintain his vehicle within 
a single lane. He says the driver was treated and released at a local hospital. He says it 
is unclear if any of the spilled chemical made it into Shell Creek next to the road. 
Source: http://www.localnews8.com/Global/story.asp?S=12017008 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. February 20, Herald Palladium – (Michigan) Palisades nuclear plant keeping ahead 
of the leaks. Palisades nuclear plant in Covert Township, Michigan, is being proactive 
in dealing with potential underground radioactive tritium leaks, a plant spokesman said. 
The plant discovered one tritium leak in late 2007 and another in 2009. But last year the 
plant’s owner, Entergy Nuclear Operations Inc., decided to get ahead of any future 
problems by replacing more than 500 feet of stainless-steel underground piping, a plant 
spokesman said. The two leaks were from original plant piping dating to the early 
1970s. “We have since replaced all the underground piping,” the plant spokesman said. 
“We were out ahead of it [future issues].” The week of February 15, the Nuclear 
Regulatory Commission chairman suggested that the NRC may step up its efforts to 
deal with tritium leaks at nuclear plants. He said much more can be done to manage 
aging pipes, which are frequently the source of tritium leaks. Developing better ways to 
control corrosion or related degradation of underground piping at the plants is also part 
of the strategy, he said. 
Source: http://www.heraldpalladium.com/articles/2010/02/20/local_news/1215253.txt 

8. February 19, Brattleboro Reformer – (Vermont) Trace amounts of cobalt-60 
found. Trace amounts of cobalt-60 were found in standing water in the advanced off-
gas piping tunnel Thursday at Vermont Yankee nuclear power plant, said Vermont 
Yankee’s director of nuclear safety assurance, during a conference call with the 
Nuclear Regulatory Commission, the Vermont Department of Health and the Vermont 
Department of Public Service. But the director of nuclear safety assurance told the 
agencies that finding trace amounts of cobalt-60 in such a location is not surprising, just 
as was finding it in standing water in a pipe trench in the plant’s radioactive waste 
building on January 22. In that instance, cobalt-60, at 13,000 picocuries per liter, and 
zinc-65, at 2,460, were found, along with tritium, in the pipe trench. Drinking water 
limits for Cobalt-60 are 100 picocuries. For Zinc-65, the drinking water limit is 300. At 
the time, tritium levels were at 1.6 million picocuries, with a drinking water limit of 
20,000. The water in the off-gas pipe trench drains into a sump pit, which then drains 
into a tank. In Thursday’s update from the DOH, it stated the off-gas pit sump appears 
to have pumped 100 gallons of water into the radioactive waste building over the last 

http://www.heraldpalladium.com/articles/2010/02/20/local_news/1215253.txt
http://www.localnews8.com/Global/story.asp?S=12017008
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24 hours. 
Source: http://www.reformer.com/localnews/ci_14430975 

9. February 19, San Diego North County Times – (California) Leaked memo highlights 
fear of retaliation. An internal memo from Southern California Edison, leaked to a 
San Clemente activist group, indicates that fear of retaliation still exists at San Onofre 
Nuclear Generating Station, despite repeated public statements calling for openness by 
top plant leadership. The memo, released by the environmental group San Clemente 
Green, is dated February 2 and appears to have been written by an Edison employee in 
advance of a meeting between Southern California Edison executives and Nuclear 
Regulatory Commission (NRC) inspectors who conducted an inspection at San Onofre 
in November. Though the NRC eventually releases the results of its inspections, it has 
not yet done so for the one that occurred in November 2009. The memo states that 
inspectors, meeting in focus groups with plant employees, found that 25 percent of 
those surveyed said they fear retaliation from plant management for raising safety 
concerns to federal regulators. The memo also indicates that, in 2008, reports from San 
Onofre employees to the NRC were six times higher than the industry median. An 
Edison spokesman acknowledged the existence of the memo Friday. Regarding its 
content, he reiterated that the company has a zero-tolerance policy on retaliation against 
employees who raise concerns. He added that an independent survey of more than 
2,000 employees, conducted by Edison in 2009, found that management is “making 
progress” in addressing retaliation concerns. 
Source: http://www.nctimes.com/news/local/sdcounty/article_24823ab3-e8f1-5f55-
beb4-91c06e9fdfa3.html 

10. February 18, Straus Newspapers – (New York) Indian Point owner: river cooling 
option best. Officials at New York’s Indian Point nuclear power plant are asking the 
state to allow them to filter Hudson River water using underwater screens rather than 
cooling towers that would cost $1.5 billion. Plant owner Entergy Nuclear Northeast 
says in a report to state environmental officials that the screens would cost only $100 
million and are easier to install. An Entergy spokesman says they are also 
environmentally superior. But an official with the environmental group Riverkeeper 
says the argument that the screens would be easier on river wildlife “is just not 
accurate.” He says the towers would not interfere with river water at all. Entergy has 
gone to court to challenge a state recommendation to use the pricier cooling system. 
Source: http://www.strausnews.com/articles/2010/02/20/photo_news/news/34.txt 

[Return to top]  

Critical Manufacturing Sector 

11. February 20, KMOX 1120 St. Louis – (Missouri) Fire forces evacuation of GM plant 
in Wentzville. No one was injured February 20 in a fire at the General Motors plant in 
Wentzville, Missouri.  The fire started around six pm. Investigators say residue burning 
in an underground tunnel started the three-alarm fire. Around 200 employees doing 
maintenance work were evacuated. A sprinkler system contained the blaze, and the 

http://www.nctimes.com/news/local/sdcounty/article_24823ab3-e8f1-5f55-beb4-91c06e9fdfa3.html
http://www.nctimes.com/news/local/sdcounty/article_24823ab3-e8f1-5f55-beb4-91c06e9fdfa3.html
http://www.strausnews.com/articles/2010/02/20/photo_news/news/34.txt
http://www.reformer.com/localnews/ci_14430975
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workers were allowed back in the building after about an hour.  
Source: http://www.kmox.com/pages/6404095.php? 

[Return to top]  

Defense Industrial Base Sector 

12. February 22, Honolulu Advertiser – (National) Navy gives new minisub a try. The 
Advanced SEAL Delivery System based in Hawaii was supposed to be the first in a 
fleet of high-tech minisubs that were to cost $80 million apiece, ride attached to a 
larger attack submarine, and deliver commandos undetected into harbors. Instead, the 
Northrop Grumman effort spiraled to more than $885 million, with only one sub built. 
A November 2008 fire as a minisub’s batteries were recharging provided the death 
knell to the troubled program. Submergence Group LLC, which builds experimental 
submarines, thought it could build a better mousetrap, or at least a more economical 
minisub for Navy use. “We were told that it couldn’t be done and it would cost 
hundreds of millions of dollars and we thought, ‘Well, how hard can it be?’” its CEO 
said. “So we decided to take a shot at it with our own money to try to see if we could 
crack it.” Submergence Goup’s 25-foot-long S301 mini-sub was moved last fall to 
Navy SEAL Delivery Vehicle Team One’s facility on the Pearl City Peninsula, where 
the hulk of the much costlier Advanced SEAL Delivery System sub still resides. 
Development and production of the S301, capable of transporting two pilots and six 
divers, cost less than $10 million, the CEO said. He emphasized that the minisub is no 
replacement for the much larger and more complex ASDS, but it shows what’s 
possible. “Essentially, what it is, is a technology demonstrator, to show that a small 
submarine could be built ... that would fit inside a dry deck shelter on a host 
submarine,” he said. The minisub arrived as a demonstration project, but a federal 
notice posted February 9 signaled the Navy’s intent to lease the S301 for use in Hawaii 
for up to a year longer. U.S. Special Operations Command at MacDill Air Force Base 
in Florida said in an e-mail that “knowledge gained from this lease will lower overall 
risk and program costs of future undersea mobility acquisition programs. Additionally, 
the S301 is a civilian submersible whose performance will be evaluated in order to 
determine the most economic and operationally sound way ahead for Naval Special 
Warfare short-range submersibles.” 
Source: http://militarytimes.com/news/2010/02/gns_navy_minisub_022210/ 

13. February 19, Global Security Newswire – (Tennessee) Y-12 plant considers 
shrinking high-security area. The U.S. National Nuclear Security Agency (NNSA) 
might significantly shrink the size of the secured area used for handling weapon-grade 
uranium within the Y-12 National Security Complex in Tennessee, the Knoxville News 
Sentinel reported Wednesday. The “Protected Area” now takes up 150 acres of the 
complex’s total 810 acreage. While the matter remains under consideration, the NNSA 
proposal would cut its size to 70 acres, according to an agency spokesman. A smaller 
security zone would make cleanup initiatives at Y-12 more manageable and less 
expensive, as workers would not need special clearance for the projects. The plant’s 

http://militarytimes.com/news/2010/02/gns_navy_minisub_022210/
http://www.kmox.com/pages/6404095.php?
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current Protected Area is the largest of any U.S. nuclear weapons site. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100218_7045.php 

[Return to top]  

Banking and Finance Sector 

14. February 22, St. Augustine News – (Florida) Beware of possible counterfeit cashiers 
checks. The director of the division of Supervision and Consumer Protection of FDIC’s 
Cyber-Fraud and Financial Crimes Section alerted St. Augustine local news reporters 
and St. Johns County businesses to the appearance of counterfeit Cashier’s Checks; 
which may be circulated in the area. Urban Trust Bank, Orlando, Florida, has contacted 
the Federal Deposit Insurance Corporation to report that counterfeit cashier’s checks 
bearing the institution’s name are in circulation. The counterfeit items display the 
routing number 263184815, which is assigned to Urban Trust Bank. A security feature 
statement is embedded between two padlock icons along the bottom border. The word 
“Remitter (s)” appears above the indemnity notice in the lower-left corner. The words 
“CASHIER’S CHECK” are displayed near the top center. A restrictive feature 
statement appears above two “AUTHORIZED SIGNATURE” lines. Be aware that the 
appearance of counterfeit items can be modified and that additional variations may be 
presented.  
Source: http://www.historiccity.com/2010/staugustine/news/florida/beware-of-possible-
counterfeit-cashiers-checks-2647 

15. February 20, Bank Info Security – (National) Four banks closed on Feb. 19. Four 
banks were closed by state and federal regulators on February 19. The largest of the 
failed institutions was La Jolla Bank, a Pasadena, California-based bank with $3.6 
billion in assets. There have now been 21 failed banks and credit unions so far in 2010. 
Marco Community Bank, Marco Island, Florida, was closed by the Florida Office of 
Financial Regulation, which appointed the Federal Deposit Insurance Corporation 
(FDIC) as receiver. As of December 31, 2009, Marco Community Bank had 
approximately $119.6 million in total assets and $117.1 million in total deposits. The 
La Coste National Bank, La Coste, Texas, was closed by the Office of the Comptroller 
of the Currency, which appointed the FDIC as receiver. As of December 31, 2009, the 
La Coste National Bank had approximately $53.9 million in total assets and $49.3 
million in total deposits. George Washington Savings Bank, Orland Park, Illinois, was 
closed by the Illinois Department of Financial Professional Regulation - Division of 
Banking, which appointed the FDIC as receiver. As of December 31, 2009, George 
Washington Savings Bank had approximately $412.8 million in total assets and $397.0 
million in total deposits. La Jolla Bank, FSB, La Jolla, California, was closed by the 
Office of Thrift Supervision, which appointed the FDIC as receiver. As of December 
31, 2009, La Jolla Bank, FSB had approximately $3.6 billion in total assets and $2.8 
billion in total deposits. The FDIC estimates that the cost to the Deposit Insurance Fund 
for the closing of the four banks will be $1.065 billion. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2222 

http://www.historiccity.com/2010/staugustine/news/florida/beware-of-possible-counterfeit-cashiers-checks-2647
http://www.historiccity.com/2010/staugustine/news/florida/beware-of-possible-counterfeit-cashiers-checks-2647
http://www.bankinfosecurity.com/articles.php?art_id=2222
http://www.globalsecuritynewswire.org/gsn/nw_20100218_7045.php
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16. February 20, Branson Tri-Lakes News – (Missouri) Bomb suspect being held. A 35-
year-old Florida man is being held in Branson in connection with a bomb that was 
located, and later detonated by a professional bomb squad, at Branson Landing. The 
suspect and a 34-year-old woman from Missouri were arrested on February 18 in 
relation to the bomb that was discovered near an ATM machine. The woman, whose 
name has not been made public, was released on February 19, police said. The suspect 
was in the Branson Jail on drug charges and out-of-state warrants, but charges related 
to the bomb were expected after press time. The bomb may have been part of an 
attempt to break into the ATM machine. The couple was allegedly seen at the ATM 
machine along the Landing’s promenade about 12:30 a.m. Thursday by a security 
guard. Following a brief conversation with the guard, the couple left, police said. 
Shortly after, the guard found a backpack near the ATM, looked inside, and noticed the 
homemade bomb and other tools, including a screwdriver. The Springfield Fire 
Department Bomb Squad was called in and using a robot, the backpack was moved to 
the south parking lot and detonated. A portion of Branson Landing Boulevard and the 
parking garage were closed for several hours in the morning. The Landing was open 
throughout February 18, however several guests of the Hilton Promenade were 
relocated to other rooms during the night. According to the assistant general manager 
of the hotel, 12 rooms of guests had to be relocated to other areas of the hotel, and one 
man even asked to be moved to another hotel across the street. By 8 a.m. on February 
18, everyone was back in their assigned guest rooms. 
Source: http://www.bransondailynews.com/story.php?storyID=14806 

17. February 20, KTSM 9 El Paso – (Arizona; Texas) “Boomerang” bandit targets 
Arizona banks. The “boomerang” bandit now has a new name — the “chameleon” 
bandit — after Arizona FBI agents say he allegedly robbed five other banks in Tucson. 
“The unknown male enters the bank, approaches the teller counter and presents a 
demand note,” reads a news release from the Phoenix FBI office. “In the last two 
robberies the unknown male threatened he had a gun via the demand note. The 
unknown male received an undisclosed amount of money before exiting the bank.” The 
man targeted the 1st Federal Bank in El Paso on January 12. “Upon reviewing 
surveillance video, FBI agents determined that the subject had walked around the 
parking lot for some time, and had entered the bank prior to the robbery,” said agents 
with Crime stoppers El Paso. This is where he got the name “boomerang” bandit from 
FBI agents in El Paso. The first robbery was December 30 at a Wells Fargo Bank in 
Tucson, with the most recent on February 10 at First Credit Union in Tucson. 
Source: http://www.ktsm.com/news/crime-of-the-week-boomerang-bandit-targets-
arizona-banks 

18. February 19, KIRO 7 Seattle – (Washington) ‘F-bomb bandit’ wanted for series of 
bank robberies. Police are looking for a female bank robber who they are calling the 
‘f-bomb bandit’ because of the ‘salty language’ she uses in her robbery notes, said the 
Seattle division of the FBI. The woman is suspected of four in-store bank robberies: on 
January 11 at the Bank of America at 4800 NE 4th St. in Renton; on February 2 at the 
Chase Bank at 4201 SW Morgan St. in Seattle; on February 4 at the Bank of America 
at 20830 108th Ave. SE in Kent; and on February 16 at the Wells Fargo at 17230 140th 

http://www.bransondailynews.com/story.php?storyID=14806
http://www.ktsm.com/news/crime-of-the-week-boomerang-bandit-targets-arizona-banks
http://www.ktsm.com/news/crime-of-the-week-boomerang-bandit-targets-arizona-banks
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Ave. SE in Renton. 
Source: http://www.kirotv.com/news/22614169/detail.html 

19. February 19, Reuters – (International) US Treasury backs listing threats to financial 
system. The U.S. Treasury Department on February 19 said it endorsed a report from 
the international body fighting money laundering that blacklisted Iran, Angola, North 
Korea, Ecuador and Ethiopia for posing risks to the international financial system. “The 
U.S. Treasury Department welcomes the Financial Action Task Force (FATF) report 
statements this week identifying countries with strategic deficiencies in the area of anti-
money laundering and combating the financing of terrorism,” the Treasury said. The 
task force said on on February 18 that Pakistan, Turkmenistan and Sao Tome and 
Principe were jurisdictions that also continue to have deficiencies in their systems for 
countering money laundering and terror financing that need to be addressed. The task 
force said other countries should “advise their financial institutions to give special 
attention to business relationships and transactions with Iran” and with Iranian 
institutions to head off any “financing of terrorism risks emanating from Iran.” The task 
force is an intergovernmental organization, based in Paris and set up in 1989 under the 
auspices of the Group of Seven nations specifically to find ways to thwart terror groups 
from using the global banking system to launder money. 
Source: http://www.reuters.com/article/idUSN1918619220100219?type=marketsNews 

[Return to top]  

Transportation Sector 

20. February 22, Appleton Post-Crescent – (Wisconsin) FBI joins investigation after 
bomb threat forces evacuation of Outagamie County Airport. The FBI has joined 
the investigation into a Sunday morning bomb threat that evacuated the Outagamie 
County Regional Airport. Officials said that threat came from the same man who 
threatened to blow up an Appleton restaurant Saturday evening. The Outagamie County 
Regional Airport was evacuated just after 8 a.m. and flights were delayed after police 
received a report of a bomb placed on the property. A 911 call placed at about 8:10 
a.m. by an employee at an Appleton restaurant forced about 100 people, including 
passengers and airline employees, out of the terminal for about 75 minutes. The airport 
resumed normal operations at about 9:30 a.m., after a search showed no bomb was 
present. An official with the Outagamie County Sheriff’s Department said the 911 
report came from a restaurant employee who overheard a conversation suggesting 
someone was at the airport and “he was going to place a bomb” there. An official with 
the Appleton Police Department said the threat came from the same cell phone number 
as one just after 9 p.m. Saturday where a man threatened to blow up a W. College 
Avenue restaurant, but officials have not identified the cell phone’s owner. The 
Saturday caller apparently said he was upset with food he got from the restaurant, and 
again said that Sunday, the official said. 
Source: http://www.htrnews.com/article/20100222/MAN0101/302220137/1984/Bomb-
threat-clears-Outagamie-County-Regional-Airport 

http://www.reuters.com/article/idUSN1918619220100219?type=marketsNews
http://www.htrnews.com/article/20100222/MAN0101/302220137/1984/Bomb-threat-clears-Outagamie-County-Regional-Airport
http://www.htrnews.com/article/20100222/MAN0101/302220137/1984/Bomb-threat-clears-Outagamie-County-Regional-Airport
http://www.kirotv.com/news/22614169/detail.html
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21. February 22, Homeland Security Newswire – (New York) Air traffic control shortage 
endangers New York air security. The New York air traffic system is the busiest air 
system in the United States, and the second busiest in the world, with more than 107 
million passengers each year; some 5,000 flights per day arrive in and depart out of the 
six major airports in the New York City metropolitan area; the Federal Aviation 
Administration says 270 air traffic controllers are needed for the New York area, but 
the actual number of fully trained and certified air traffic controllers has never risen 
above 211; that number has now dropped to 158. Staffing of qualified air traffic 
controllers at the New York-based Terminal Radar Approach Control (TRACON) 
facility — which is responsible for guiding 5,000 flights per day into and out of the six 
major airports in the New York City metropolitan area — has reached dangerously low 
levels. The current situation is putting the safety of airline passengers, as well as 
residents living in the densely populated areas surrounding the airports, in jeopardy. “A 
normal work shift,” explains a spokesman for NATCA, “requires at least 60 controllers 
to be working, and that is with no one out sick or on vacation.” He says that the current 
situation is a dangerously low level of staffing, for one of the busiest air traffic control 
centers in the world. The seriousness of the problem facing TRACON is compounded 
by the fact that within the next five years, more than sixty additional New York-based 
air traffic controllers will be eligible to retire. In support of NATCA’s concerns, all 
thirty-one members of New York State’s federal congressional delegation recently 
signed a letter calling on the U.S. Secretary of Transportation to respond to the serious 
staffing shortage at New York TRACON. 
Source: http://homelandsecuritynewswire.com/air-traffic-control-shortage-endangers-
new-york-air-security 

22. February 22, Homeland Security Newswire – (National) Debate revived over the 
security threat small planes pose. There are about 200,000 small and medium-size 
aircraft in the United States, using 19,000 airports, most of them small; last Thursday’s 
suicide attack on an office building in Austin, Texas revives debate over the security 
threat small planes pose, and how strict the security measures applied to general 
aviation should be. Some security experts disagree with the latest TSA position on 
general aviation, pointing to incidents in which small planes were used, or could have 
been used, as weapons. Security experts say the large gap between security measures 
applied to commercial aviation and measures applied to general aviation is a source of 
worry. “It’s a big gap,” said an aviation security consultant and former staff member of 
the commission that investigated the September 11th attacks. “It wouldn’t take much, 
even a minor incident involving two simultaneously attacking planes, to inflict enough 
damage to set off alarm bells and do some serious harm to the economy and national 
psyche.” The Washington Post reports that at small airports pilots are not subject to 
baggage checks, metal detector scans, or pat-downs. They are typically not even 
required to file flight plans. “The easy access and lack of security are the result of years 
of debate over how much threat small aircraft pose as terror weapons and how they 
could be regulated without stifling commerce and pilot freedom,” the Post writes. 
Source: http://homelandsecuritynewswire.com/debate-revived-over-security-threat-
small-planes-pose 
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23. February 21, Associated Press – (Colorado) Longmont airport to start trapping 
prairie dogs, FAA says burrows pose safety concern. Vance Brand Municipal 
Airport in Longmont is trapping and killing dozens of prairie dogs that have threatened 
funding for the facility. In an operation starting Monday, trapped prairie dogs will be 
euthanized with carbon dioxide and donated as food for centers that care for injured 
raptors. Remaining prairie dogs will be exterminated in their burrows using aluminum 
phosphide pellets. The airport manager says the trapping will cost the city $6,848 and 
the poisoning will cost $1,740. The rodents had threatened airport funding from the 
Federal Aviation Administration, which said the animals’ burrows posed a safety 
concern for pilots. The airport tried containing prairie dogs with a $12,700 fence, but it 
was not enough. 
Source: http://www.kdvr.com/lifestyle/sns-ap-co--coloairport-
prairiedogs,0,4113209.story 

24. February 20, NBC Los Angeles – (California) Pilot’s dad not shocked by joy flight in 
stolen plane. A possibly suicidal 23-year-old Oceanside man who allegedly stole a 
single-engine plane from Montgomery Field in San Diego’s Kearny Mesa area is facing 
a theft charge after landing at LAX, and his father is not shocked it happened. The man, 
who had been flying for about six hours, finally landed at Los Angeles International 
Airport about 3 a.m. February 19. “It was an unscheduled landing, and it was 
suspicious,” so airport police took the man into custody, an FBI spokeswoman said. 
The father describes his son as having a genius IQ, but being socially immature and 
spending too much time playing on computer flight simulators. Officials were 
concerned because he reportedly had been in a dispute with his girlfriend and had 
threatened to crash the single-engine, four-seater Cirrus SR22 into the ocean. As he 
entered LAX airspace, he was flying so high that he became disoriented, and air-traffic 
controllers helped talk him down. As he came in on final approach, he was going too 
fast and aborted at least one landing, but he eventually landed the plane successfully on 
the south airfield. “Once arrested, LAX (police) referred (the suspect) to the FBI, who 
questioned the suspect for any nexus to terrorism,” a Los Angeles police officer said. 
“Once no motive for terrorism was discovered, FBI turned over the investigation to 
LAPD.” It was unclear at this point if he would face federal charges. 
Source: http://www.nbclosangeles.com/news/weird/Joy-Flight-Could-Land-Federal-
Charges-84844582.html 

25. February 20, Agence France-Presse – (Alaska) 18 hurt as plane hit by turbulence: 
Japan police. Eighteen people were injured, with one breaking a leg, when a passenger 
plane hit turbulence en route from Washington to Tokyo, Japanese police said 
Saturday. The United Airlines Boeing 747-400 was carrying 245 passengers and crew 
when it hit turbulence over Alaska, seven hours from Tokyo’s Narita airport, a police 
officer at the airport said. Police initially said more than 20 people were hurt, but later 
revised that figure down to 18, including at least one person who suffered a broken leg. 
Footage broadcast by NHK showed rescuers carrying some of those injured from the 
plane. It reported three people were hospitalized. 
Source: 
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http://www.google.com/hostednews/afp/article/ALeqM5iYKzDZuAGoi7JWvu1iZwFV
oidZxw 

For more stories, see items 1, 4, 5, and 6  
 
[Return to top]  

Postal and Shipping Sector 

26. February 20, MetroWest Daily News – (Massachusetts) Bomb squad called to post 
office in Framingham. Framingham and Massachusetts State Police are investigating a 
suspicious package found at the Rte. 30 post office on Friday, February 19. The box, 
with words to the effect of “Time is ticking for the post office,’’ was found near the 
loading dock at about 4:40 p.m., a police spokesman said. The building has been 
evacuated and the state police bomb squad has been called in, he said. The area has 
been cordoned off. 
Source: http://www.metrowestdailynews.com/news/x692837006/Bomb-squad-called-
to-post-office-in-Framingham 

27. February 19, U.S. Department of Justice – (National) Justice Department and FBI 
announce formal conclusion of investigation into 2001 anthrax attacks. The Justice 
Department, FBI, and U.S. Postal Inspection Service announced on February 19 that 
the investigation into the 2001 anthrax attacks, which killed five individuals and 
sickened 17 others, has formally concluded. Earlier on February 19, representatives of 
the FBI and Justice Department provided a 92-page investigative summary along with 
attachments to victims of the attacks, relatives of the victims and appropriate 
committees of Congress. This document sets forth a summary of the evidence 
developed in the “Amerithrax” investigation, the largest investigation into a bio-
weapons attack in U.S. history. As disclosed previously, the Amerithrax investigation 
found that the late suspect acted alone in planning and executing these attacks. The 
investigative summary and the attachments are now accessible to the public and have 
been posted to the Justice Department Web site at www.usdoj.gov/amerithrax under the 
Freedom of Information Act. In addition, roughly 2,700 pages of FBI documents 
related to the Amerithrax case are now accessible to the public and have been posted to 
the FBI website at http://foia.fbi.gov/foiaindex/amerithrax.htm under the Freedom of 
Information Act. 
Source: http://www.justice.gov/opa/pr/2010/February/10-nsd-166.html 

28. February 19, Federal Bureau of Investigation – (New Jersey) Feds arrest newspaper 
delivery man for sending hoax powder letter to his boss. The Acting Special Agent 
In Charge in Newark announced on Friday the arrest of a 53 year-old suspect, from 
Chester, New York in connection with a hoax biological agent mailed to the suspect’s 
supervisor at the Star Ledger newspaper in Newark, New Jersey. FBI agents from 
Newark and New York’s Hudson Valley Resident Agency, U.S. Postal Inspectors, 
members of the Joint Terrorism Task Forces (JTTF) in both New Jersey and New York, 
and troopers from the New York State Police conducted the arrest Friday morning at 

http://www.metrowestdailynews.com/news/x692837006/Bomb-squad-called-to-post-office-in-Framingham
http://www.metrowestdailynews.com/news/x692837006/Bomb-squad-called-to-post-office-in-Framingham
http://www.usdoj.gov/amerithrax
http://foia.fbi.gov/foiaindex/amerithrax.htm
http://www.justice.gov/opa/pr/2010/February/10-nsd-166.html
http://www.google.com/hostednews/afp/article/ALeqM5iYKzDZuAGoi7JWvu1iZwFVoidZxw


 - 13 - 

the suspect’s residence without incident. The suspect was transported to Newark where 
he will face a federal charge of conduct intending to convey false or misleading 
information involving the illegal transfer of a biological agent or toxin (a hoax “powder 
letter.”) Note: This case is completely unrelated to a series of white powder letters 
throughout New Jersey that has been widely reported in the media. 
Source: http://newark.fbi.gov/dojpressrel/pressrel10/nk021910.htm 

29. February 18, Pascack Valley Community Life – (New Jersey) White powder found to 
be non-toxic. After running tests on an unknown white powder that was delivered via 
mail to a Westwood Avenue business, the Bergen County Hazardous Materials 
Emergency Team (Hazmat) has determined it to be “a non-toxic food substance,” the 
Westwood Police chief said. Borough police responded to Giradi Interiors on Monday, 
February 15 around 1 p.m. after the business’s owner opened a piece of mail containing 
an unknown white powder. Westwood Police officers arrived at the scene, evacuated 
the store, and cordoned off the surrounding area, said the chief. Shortly afterward, 
Bergen County Hazmat arrived in Westwood to assume control of the incident and 
administer tests upon the substance. Subsequent testing revealed the powder to be non-
toxic, and the area was reopened two hours later. The evidence was turned over to the 
Westwood Police Detective Bureau, where it was secured. On February 16, the U.S. 
Postal Inspector took possession of it. Similar incidents have been reported across the 
state recently, the police chief noted, but “apparently all of the other instances have 
turned out to be nontoxic substances, as well.” The case has been forwarded to the 
Federal Bureau of Investigation. 
Source: 
http://www.northjersey.com/news/84674752_White_powder_found_to_be_non-
toxic.html 

[Return to top]  

Agriculture and Food Sector 

30. February 22, Justice News Flash – (Washington) Estrella Family expands cheese 
recall due to Listeria contamination. The Estrella Family Creamery of Montesano, 
Washington is expanding their recall of various cheeses due to a potential 
contamination of Listeria monocytogenes. The recall that affects Brewleggio, Domino, 
and Wynoochee River Blue cheeses. The recalled cheeses were sold to various 
restaurants and cheese shops in Washington, Oregon and New Jersey. The Domino 
cheese is described as a one pound, natural rind wheel made from cow’s milk; and the 
Brewleggio cheese is a soft washed rink cow’s milk wheel at 8” wide by 2” tall that 
weighs 3 pounds. The Wynoochee River Blue Cheese is a 5-pound wheel with a rustic 
natural rind, blue veined. None of the recalled cheeses are coded. At this time no 
illnesses have been reported in connection with the products. The original recall only 
included Red Darla cheese, but since has been expanded after the Domino Cheese 
tested positive for Listeria monocytogenes bacterium. Since the Brewleggio and 
Wynoochee River Blue cheeses were aged in the same room that the Domino cheese 
was in, they have been included in the recall. While the Washington State Department 
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of Agriculture and the FDA is investigating the products, all production and 
distribution has been stopped. 
Source: http://www.justicenewsflash.com/2010/02/22/estrella-family-expands-cheese-
recall-due-listeria-contamination_201002223403.html 

31. February 22, Texas and Southwestern Cattle Raisers Association – (Texas) Cattle 
rustling in East Texas; TSCRA Special Ranger makes arrests. A Tyler county man 
was arrested February 18 on three counts of felony livestock theft. A Texas and 
Southwestern Cattle Raisers Association (TSCRA) Special Ranger along with a chief 
deputy for the Tyler County Sheriff’s Department made the arrest. The suspect 
allegedly stole 22 head of cattle and four horses on three occasions from the ranch 
where he worked as a foreman. He sold the cattle in late 2009, but the horses were 
recovered by investigators and returned to the victim. If convicted, the suspect could 
face up to 30 years in prison, 10 years maximum for each count. “Cattle theft continues 
to be a big problem across Texas,” said the chief deputy. “Branding your cattle and 
registering that brand with the county and TSCRA is one of the best ways to not only 
prevent cattle theft, but also help recover your cattle if they are stolen.”  
Source: http://www.ntxe-news.com/artman/publish/article_60285.shtml 

32. February 21, Sioux Falls Argus Leader – (South Dakota) Officials wary of 
agricultural terrorism. A U.S. Attorney drew attention to a new focus in the war on 
terror that hits home for South Dakotans during his keynote address this month at the 
South Dakota Farmers Union 95th annual state convention in Huron. In the past 
decade, safeguarding food and agriculture from both foreign and domestic terrorism 
has become a point of emphasis for the U.S. Department of Agriculture, which has 
dealt with food safety since its establishment in 1862. “Agriculture is the lifeblood of 
South Dakota. One attack could shut down the economy of this entire state, so we need 
to be vigilant about this,” he said in his speech. In this era of new thinking about food 
and terrorism, a South Dakota State Veterinarian said, “I think we are probably as 
prepared as we have been. Especially in the last five or six years, there has been a lot 
more attention to details. After 2001, federal money flowed to the states from the 
USDA and Department of Homeland Security to pay for planning, improve 
communication, and help link existing agencies focused on food and crop safety and 
animal health, according to the veterinarian. 
Source: http://www.argusleader.com/article/20100221/NEWS/2210301/1001/news 

33. February 19, USAgNet – (National) FBI’s ‘Operation Rotten Tomato’ nabs fraud 
suspect in food industry.  The former owner of one of the nation’s largest tomato 
processing companies was indicted for his role in the pervasive manipulation of the 
industry through price fixing, bribery, and bogus product labeling that often resulted in 
consumers paying inflated prices for dated, moldy products. “This has been a long time 
in coming,” said the FBI Special Agent who led the nearly five-year investigation 
dubbed Operation Rotten Tomato. The company owner has been charged with 
racketeering, wire and mail fraud, money laundering, and obstruction of justice. The 
former head of California-based SK Foods was arrested earlier this month at New 
York’s JFK airport after he got off a plane from Switzerland. He left the country last 

http://www.ntxe-news.com/artman/publish/article_60285.shtml
http://www.argusleader.com/article/20100221/NEWS/2210301/1001/news
http://www.justicenewsflash.com/2010/02/22/estrella-family-expands-cheese-recall-due-listeria-contamination_201002223403.html
http://www.justicenewsflash.com/2010/02/22/estrella-family-expands-cheese-recall-due-listeria-contamination_201002223403.html


 - 15 - 

fall—after some of his subordinates pleaded guilty to charges stemming from the 
investigation—and planned to permanently relocate overseas where he believed he 
could not be extradited, according to charging documents. SK Foods grew, processed, 
and distributed tomato products to manufacturers and retail outlets nationwide. Its 
tomato paste was widely found in sauces, ketchups, and juices. Over a period of at least 
10 years, according to the indictment announced Thursday in Sacramento, the owner 
directed his subordinates to bribe purchasing managers of some of the nation’s most 
well-known food companies to guarantee SK Foods products were purchased instead of 
competitors’ products—even though they were sold at above-market prices. SK Foods 
also paid bribes to obtain competitors’ proprietary pricing information. 
Source: http://usagnet.com/story-national.php?Id=358&yr=2010 

34. February 19, Associated Press – (Colorado) Man pleads guilty to mislabeling 
Gatorade bottles. A Colorado man who replaced labels on dozens of Gatorade bottles 
with an image of a celebrity and his wife and the word “unfaithful” pleaded guilty to a 
misdemeanor Friday in an agreement with prosecutors. The suspect’s attorney said he 
was trying to provoke thought with the changed labels. But the 38-year-old artist 
pleaded guilty to charge of mislabeling a food product in federal court in Denver. His 
attorney said his client’s crime was that when he replaced the bottles with the 
celebrity’s picture, he put mango Gatorade labels on some orange Gatorade bottles. 
“They were really orange, but the consumer was misled into thinking they were mango. 
That was our crime,” the attorney said. Prosecutors said the bottles with the replaced 
labels were found in Safeway and King Soopers stores around Colorado. His attorney 
said more than 60 bottles were altered but only 11 of the bottles had the incorrect flavor 
label. None of the bottles appeared to have been opened. He added that the suspect was 
not trying to mislead the public about the bottles’ flavors, and that he regrets putting the 
items back on the shelf. As part of his plea agreement, the suspect told investigators 
how many bottles he mislabeled, where he put them, and future projects he was 
working one. Prosecutors are recommending that he be sentenced to three years of 
probation on May 3. 
Source: http://www.usatoday.com/sports/golf/2010-02-19-4019982537_x.htm 

35. February 18, CNN – (International) Virus-carrying salmon will not sicken humans, 
FDA says. The Food and Drug Administration says Chilean salmon is still safe to 
consume despite a virus that has killed scores of fish. “We have no information that 
there is any harm that can come from eating Chilean salmon,” said a spokesman for the 
FDA Center for Food Safety & Applied Nutrition. The infectious salmon anemia virus, 
known as ISA or ISAV, causes the illness in the fish, but it’s not harmful to humans. 
The virus also has been reported in locations outside Chile including Norway, Canada, 
Scotland and the United States, according to the U.S. Department of Agriculture. Last 
month the government of Chile took steps to clean up the way it farms salmon, 
including moving fishing operations to a different area of the Chilean coast. But the 
virus, which appeared at least two years ago, persisted.  
Source: http://www.cnn.com/2010/HEALTH/02/18/salmon.disease/?hpt=Sbin 

For more stories, see items 5, 20, and 36  
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[Return to top]  

Water Sector 

36. February 19, Charleston Post and Courier – (National) Dolphins at risk. Dolphins are 
getting sick from eating the same fish humans do. That is the conclusion of the latest 
round of federal research at the National Oceanic and Atmospheric Administration 
offices at Fort Johnson, among other sites. Studies of dolphins in coastal Georgia 
discovered some of the highest levels of PCBs ever found in the fat of a marine 
mammal, 30 years after the use of the toxic industrial insulating compound was banned. 
“Some of these [dolphins] are living on the edge,” said the principal scientist at the 
NOAA Oceans and Human Health Center of Excellence at Fort Johnson. Their immune 
systems have been suppressed to the point where the outbreak of a single virus could 
result in mass kills, she said. “While we don’t understand the risk to people yet, it’s 
enough of a red flag to make us want to do further experimentation.” The study is 
joined by studies of dolphins and sea lions in California, as well as controlled 
laboratory studies of rats, that show a connection between how these animals develop 
diseases, such as epilepsy, and how people do. 
Source: http://www.postandcourier.com/news/2010/feb/19/dolphins-at-risk/ 

37. February 18, KGO 7 San Francisco – (California) Years later, MTBE still a danger 
to water supply. MTBE (methyl tertiary butyl ether) was supposed to help clear air 
pollution by making gasoline burn cleaner. But as the I-Team showed in the mid-90s, it 
ate away rubber fuel lines in cars, leading to fires and recalls. But, MTBE was not 
banned until the suspected carcinogen started showing up in drinking water. Seven 
years after the ban, the I-Team is just beginning to understand the magnitude of the 
problem — groundwater contaminated by MTBE, wells that supply drinking water to 
the public, knocked out of service. “On the order of 200 public supply wells in 
California have been affected by MTBE to the point they’ve had to be taken offline,” a 
University of California Davis hydrologist said. He says the problem started with the 
state’s 55,000 underground fuel tanks. And once MTBE leaked from underground 
tanks, it did not act like other components of gasoline, which stick to soil and 
biodegrade. It stayed intact and traveled with the groundwater. 
Source: http://abclocal.go.com/kgo/story?section=news/iteam&id=7286029 

For more stories, see items 2, 8, 10, and 45  
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Public Health and Healthcare Sector 

38. February 22, Associated Press – (National) U.S. urges Glaxo to pull Avandia on 
heart risks. Confidential studies by Food and Drug Administration (FDA) officials 
recommend that GlaxoSmithKline’s Avandia, a diabetes medicine, get pulled from the 
market because it is linked to heart attacks. The studies, released as part of a report on 
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Avandia by staff of Senate Finance Committee members also say any head-to-head trial 
where patients get Avandia and Takeda Pharmaceutical Co.’s diabetes medicine Actos 
would be “unethical and exploitative.” GlaxoSmithKline is currently sponsoring a 
study, called TIDE, where patients get either Avandia, Actos or other medicines. 
GlaxoSmithKline said in a prepared statement that it has extensively studied Avandia 
in more than 52,000 patients and none of its reports shows a statistically significant 
association between Avandia and heart attacks. The company said the TIDE study was 
mandated by the FDA and “has been approved by an independent review board and 
appropriate safety boards that are responsible for assessing the safety of conducting the 
trial.” 
Source: 
http://online.wsj.com/article/SB10001424052748704757904575077660421044000.htm
l?mod=WSJ_business_IndustryNews_DHC 

39. February 21, Midland Reporter-Telegram – (Texas) VA hospital rolling out new ID 
badges. Fingerprints, photo and personal information protected on an encrypted chip is 
part of what makes up the new ID badges now being sported by West Texas VA 
Medical Center employees. Homeland Security Presidential Directive 12, requires 
federal agencies to develop a personal identity verification process for employees and 
contractors that was secure and usable among all federal agencies. The objectives are to 
enhance security at federal stations, increase government efficiency, reduce identity 
fraud and protect personal privacy, officials said. An information security officer said 
the cards were rolled out in mid-December 2009. They increase efficiency because you 
can use the cards to get on computers wherever you go. The computers have card 
readers on them, similar to ATMs. You still have to log in and you can choose whether 
to make e-mails, for example, encrypted. The card has a personal identification number 
that authenticates an employee to the system, and it can be changed at any time, he 
said. Cards have not yet been issued to all 592 employees yet. “We’re in the 
implementation process. Approximately one-third of the workforce” has received the 
cards, he said. 
Source: 
http://www.mywesttexas.com/articles/2010/02/21/news/top_stories/va_hospital_issues
_new_ids.txt 

40. February 21, Associated Press – (Iowa) Hospital infection data go unreported. Iowa 
has not yet joined 27 other states in requiring hospitals to report how many of their 
patients come down with infections while in their facilities. The Iowa Healthcare 
Collaborative, a group whose founders included the Iowa Hospital Association and the 
Iowa Medical Society, volunteered about six years ago to collect and report hospital 
infection data for Iowa as part of its mission to improve health care quality. The 
group’s offer quashed discussion among legislators about requiring infection reporting. 
But it has yet to report infection rate data for specific hospitals. The public-reporting 
issue has become increasingly prominent nationally, along with concern about deadly 
infections that can spread in health care settings. Hospitals provide prime breeding 
grounds for the most dangerous bacteria, because of the heavy presence of antibiotic 
medications. The drugs kill most germs, but a few survive and can breed new lines of 

http://www.mywesttexas.com/articles/2010/02/21/news/top_stories/va_hospital_issues_new_ids.txt
http://www.mywesttexas.com/articles/2010/02/21/news/top_stories/va_hospital_issues_new_ids.txt
http://online.wsj.com/article/SB10001424052748704757904575077660421044000.html?mod=WSJ_business_IndustryNews_DHC


 - 18 - 

drug-resistant bacteria. Experts from the federal Centers for Disease Control and 
Prevention estimate 1.7 million infections occur annually in American medical 
facilities, killing 99,000 people. The CDC, which supports public reporting of infection 
rates, offers hospitals an electronic system to collect and collate the data. Many of the 
states that require public reports use the CDC system, which offers hospitals a chance 
to see how they compare to their peers, but CDC does not take action against hospitals 
with unusually high infection rates. The agency says 19 of Iowa’s 119 hospitals already 
are using it to collect data, though none of them publicly reports the numbers. Iowa 
health care leaders say they are not convinced anyone has come up with a fair and 
accurate way to compare hospitals’ infection rates. 
Source: http://www.desmoinesregister.com/article/20100221/NEWS/2210337/-
1/caucus/Hospital-infection-data-go-unreported 

41. February 20, Terra Haute Tribune-Star – (Indiana) Portions of Union Hospital 
evacuated after bomb scare. Police were still searching Saturday evening for a man 
suspected of issuing a bomb threat at Union Hospital in Terra Haute, Indiana, earlier 
that day. According to a public relations manager for the hospital, at 12:05 p.m. a male 
approached the pharmacy in Union East and demanded methadone. Denied the 
narcotic, he left a red bag at the pharmacy window and said it was a bomb as he left the 
building, she said. The hospital immediately went on lock-down and the Terre Haute 
police and fire departments were notified. Portions of the hospital were evacuated and 
emergency patients were re-routed to other sectors. The Indiana State Police bomb 
squad arrived at 2:43 p.m. and removed and inspected the bag. 
Source: http://www.tribstar.com/news/local_story_051222028.html?keyword=topstory 

[Return to top]  

Government Facilities Sector 

42. February 22, SC Magazine – (Georgia) US university hit by fresh data breach that 
exposes 170,000 social security numbers. Valdosta State University in the U.S. state 
of Georgia has been hit by a data breach that exposed the social security numbers of up 
to 170,000 students and staff. It claimed that it was hit by an external hack over two 
weeks ago to a breached server that contained employee and student information. An 
incident was initially detected on the 11th December last year, according to the director 
of information technology at Valdosta State University. However it detected that 
unauthorized access dated back to a month before on 11 November 2009. Then, it said 
it was investigating an incident of unauthorized access to a computer server, which 
contained student and faculty social security numbers and grades. Regarding this newly 
reported incident, the director of information technology said: “An initial investigation 
has found no evidence that any personal data was accessed or transferred. The breached 
server was secured and removed from the network. We are continuing the investigation 
with assistance from University Police and the Georgia Bureau of Investigation.” 
Source: http://www.scmagazineuk.com/us-university-hit-by-fresh-data-breach-that-
exposes-170000-social-security-numbers/article/164207/ 
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43. February 22, Federal Times – (National) ‘Snowmageddon’ drives call for more 
telework. When two major snowstorms buried Washington this month, the Office of 
Personnel Management Director said teleworking kept the government operating. “This 
is a watershed moment,” the director told Federal News Radio February 10. “If there is 
a silver lining in the storm of 2010, it is that this will be the moment, I predict, for all 
managers and every agency to recognize the criticality of telework to maintaining their 
functionality and their operations.” the director estimated the amount of lost 
productivity during the storm at as much as $450 million — $100 million per day. But 
he added that teleoworking among federal employees lessened that loss. There were 
some teleworking success stories. But the government’s actual track record appears 
mixed at best. The Patent and Trademark Office, for example, said about 4,400 of its 
patent examiners, trademark attorneys and other employees — roughly 46 percent of its 
Northern Virginia staff — teleworked daily when the government was closed. PTO 
usually has about 3,300 employees teleworking on an average day. And the director 
said 30 percent of employees at the General Services Administration and OPM were 
teleworking during the storms.  
Source: http://www.federaltimes.com/article/20100221/PERSONNEL01/2210308/1001 

44. February 21, KCTV 5 Kansas City – (Missouri) 3,000 evacuated from Mo. fed 
building. Nearly 3,000 federal workers and all the children at an on-site daycare had to 
run into the cold around lunch time on Friday after a fire in a utility room filled the first 
two floors with smoke. Dozens of firefighters rushed to the 20-story Richard Bolling 
Federal Building at 12th Street and Holmes Road at around 12:45 p.m. and went into 
high-rise response. They said the smoke was so thick that they had to use thermal 
imaging cameras to find the source of the fire. Firefighters found the source of the fire 
in a first floor electrical room and after turning off the power, they put it out. 
Employees were evacuated in an orderly manner and they spent the next hour stuck 
outside in the cold and rain. Fire officials said one man was treated for high blood 
pressure, but no one else was hurt. Workers said they could smell the smoke, but 
because they have done so many fire drills, they knew exactly what to do. Fire officials 
said even though the fire was small and contained to one room, it was tough to put out.  
Source: http://www.firehouse.com/topics/top-headlines/fire-forces-evacuation-mo-
federal-building 

45. February 20, Associated Content – (North Carolina) Navy to finally study Camp 
Lejeune deaths linked to toxic water. The US Navy has reluctantly agreed to fund a 
study into the link between toxic water at Camp Lejeune, North Carolina and the deaths 
of Marines and their families after bipartisan demands from North Carolina politicians. 
According to the Charlotte Observer the Navy will pay $1.53 million for a mortality 
study that compares the deaths of Marines at Camp Lejeune to those of Marines 
stationed at Camp Pendleton in California. Thousands of Marines and their families 
who were stationed at Camp Lejeune have long complained of illnesses and deaths 
linked to exposure to toxic water over a thirty year period. As many as 1 million 
Marines and their family members may have been exposed to well water on the base 
that contained toxic chemicals. 
Source: 
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http://www.associatedcontent.com/article/2720687/navy_to_finally_study_camp_lejeu
ne.html?cat=58 

46. February 19, DarkReading – (National) DHS three years behind on smart card 
project. The Department of Homeland Security (DHS) is three years behind schedule 
on a project to develop a standard smart-card identification method for federal 
employees and contractors, according to a DHS report. The project — officially called 
Homeland Security Presidential Directive 12 (HSPD-12): Policy for a Common 
Identification Standard for Federal Employees and Contractors — requires that DHS 
develop a government-wide way to identify employees by issuing smart cards. The 
cards contain information about which IT applications and networks and facilities each 
employee is permitted access to. The original completion for the issuance and use of 
identity cards was October 27, 2008, according to the report, issued by the inspector 
general. However, as of September 22, 2009, only 15,567 of the approximately 250,000 
department employees and contractors have been issued identity credentials. The 
program’s target date for completion has now been pushed to September 30, 2011, the 
end of the 2011 fiscal year. Specifically, DHS plans to issue smart cards to 135,000 
federal employees and contractors by the end of fiscal year 2010, and to the remaining 
105,000 employees and contractors by the end of fiscal year 2011. The report blames 
poor program management, including insufficient funding and resources, as well as a 
change in implementation strategy for issuing cards in June 2009, for falling behind 
schedule. There are significant IT problems hindering completion of the directive, too, 
according to the report. 
Source: 
http://www.darkreading.com/security/government/showArticle.jhtml?articleID=223000
267 

47. February 19, DarkReading – (National) Defense agencies drop ban on portable 
storage devices. After more than year in force, the Pentagon’s ban on USB storage 
devices and other portable media has been dropped, according to news reports. The ban 
was put in place in November 2008 by the U.S. Strategic Command after a variation of 
the SillyFDC worm was found to be spreading through military networks by copying 
itself from one removable drive to the next. The restrictions prevented defense 
employees from using all forms of USB flash media, including thumb drives, memory 
sticks and cards, and camera memory cards, as well as some other removable media. 
Not surprisingly, users were frustrated by the ban and reportedly pushed hard for its 
repeal. Some officials qualified the lifting of the ban, stating that portable drives will 
only be allowed in specific circumstances, when the portable devices are government-
owned and inventoried. But others said they doubt whether the policies will be strictly 
followed or enforced. “This is good for us hackers,” said a blogger on one hacker site. 
Source: 
http://www.darkreading.com/insiderthreat/security/storage/showArticle.jhtml?articleID
=223000373&subSection=Storage+security 

48. February 19, Washington Post – (National) Attacks on IRS and its employees are all 
too common. Attacks on the Internal Revenue Service and its employees similar to 
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Thursday’s small plane crash in Texas are common, according to federal records and 
investigations. “There is a direct correlation between increased IRS enforcement efforts 
and the number of threats made against IRS employees,” said the official who heads the 
office of the Treasury Inspector General for Tax Administration. His office handled 
more than 1,200 threat and assault case referrals from the IRS and its employees 
between fiscal 2001 and 2008. The cases resulted in more than 167 indictments and at 
least 195 convictions, he said. The nation’s economic downturn and Americans’ 
frustrations with their civic responsibilities have inspired many of the incidents, the 
official said. The agency has stepped up enforcement efforts since the new IRS 
Commissioner took over in 2008. In a statement, the commissioner expressed deep 
personal concern for IRS employees in Austin. “While this appears to be an isolated 
incident, the safety of our employees is my highest priority. We will continue to do 
whatever is needed to ensure our employees are safe,” the commissioner said. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/18/AR2010021805631.html?hpid=topnews 

49. February 19, Global Security Newswire – (Colorado; Kentucky) Plan to detonate 
some U.S. chemical weapons finds resistance. A plan by the U.S. Defense 
Department to eliminate a portion of the chemical weapons stored in two states by 
detonation faces opposition from environmental activists and some residents, the 
Associated Press reported on February 19. In December, the Pentagon’s Assembled 
Chemical Weapons Alternatives (ACWA) program announced that it was considering 
exploding roughly 15 percent of the chemical munitions stockpiled at the Pueblo 
Chemical Depot in Colorado and at the Blue Grass Army Depot in Kentucky. A limited 
number of munitions at the two depots are thought to be leaking chemical agent, 
making them too dangerous to send through neutralization plants now being built. 
However, ACWA officials are weighing using detonation technology on 125,000 
mustard agent-filled weapons in an effort to demonstrate to the international 
community U.S. sincerity in meeting treaty obligations to destroy all chemical 
weapons. The Kentucky and Colorado sites are the only two U.S. chemical depots 
where disarmament operations have yet to begin. A Former Pueblo depot worker said 
he does not support detonation out of fear that the chemicals “would get up in the 
atmosphere or the air, and do some damage.” A Kentucky resident expressed similar 
fears: “It’s just scary — just the unknown.” Environmental activists who previously 
helped stymie a federal proposal to incinerate chemical warfare materials at Blue Grass 
and Pueblo now worry that exploding the weapons would create even greater troubles. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100219_7379.php 

50. February 19, Beckley Register-Herald – (West Virginia) All military personnel 
survive crash. The last of 17 service members aboard a U.S. Navy helicopter that 
crashed February 18 in an extremely remote and heavily wooded area near the 
Randolph-Pocahontas county line were extricated the morning of February 19. Injuries 
ranged from minor bruises to fractures, but none of the injuries was considered life-
threatening, a Navy spokesperson said. The MH-60S Knighthawk went down about 1 
p.m. February 18 in a location where heavy snowfall and freezing conditions slowed 
the rescue process, according to a West Virginia National Guard lieutenant colonel. 

http://www.globalsecuritynewswire.org/gsn/nw_20100219_7379.php
http://www.washingtonpost.com/wp-dyn/content/article/2010/02/18/AR2010021805631.html?hpid=topnews
http://www.washingtonpost.com/wp-dyn/content/article/2010/02/18/AR2010021805631.html?hpid=topnews
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About 30 volunteers from fire departments in Bartow, Cass, Durbin, Frank and 
Greenbrier County assisted in the rescue. Law enforcement and emergency personnel 
from Pocahontas and Randolph counties also assisted. The lieutenant colonel, who 
participated in the rescue, said crews took precautions to guard against freezing 
temperatures overnight at the crash site. The majority of the service members were 
taken from the crash site to the Shavers Fork fire station on snow groomers — 
borrowed from nearby Snowshoe Mountain Resort — for transport to the hospital, said 
a spokesperson for the Pocahontas County Office of Emergency Services. Rescuers 
were unable to extract the injured by air due to a low cloud ceiling of less than 100 feet 
and freezing rain.  
Source: http://www.register-herald.com/local/local_story_050231748.html 

[Return to top]  

Emergency Services Sector 

51. February 22, Corbin Times Tribune – (Kentucky) ATF takes over sheriff break-in 
investigation. Federal agents are taking over the investigation of a break-in at a 
Whitley County Sheriff’s, but are tight-lipped about their progress. The Bureau of 
Alcohol, Tobacco, Firearms and Explosives (ATF) is now leading the investigation into 
the December 21 burglary, instead of the Kentucky State Police (KSP), said an ATF 
spokesman. Agents will not say if they have found any of the 78 weapons he could not 
account for after the burglary two months ago, or whether they have suspects. Two 
months after the break-in, ATF, who had only been assisting KSP to that point, released 
a list of 78 guns reported missing. According to a statement by ATF, not all of the 
missing guns were believed stolen. Specifically, the statement read the sheriff’s office 
may have disposed of some without keeping records. Last November, the sheriff told 
the Times-Tribune that he could not guarantee all drugs, guns, or other illegal items 
seized by his department were being logged. He also said he purposely did not log 
some items, such as more than 100 OxyContins seized during an October arrest. 
Source: http://www.thetimestribune.com/local/local_story_053101328.html 

52. February 21, Associated Press – (South Carolina) SC police department looking for 
missing equipment. Officials say weapons and other equipment are missing from a 
South Carolina police department. An Ehrhardt Town councilman said during a council 
meeting last week that handcuffs, leg irons, bullets and bulletproof vests also were 
missing. The four pistols were reported missing from the department’s evidence locker. 
The town has four full-time officers and several reserve officers, but no police chief. 
Source: http://www.lakewyliepilot.com/2010/02/20/637061/sc-police-department-
looking-for.html 
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53. February 22, The Register – (International) Twitter phish pwned profiles push penis 
pills. Twitter users were hit by potent phishing attacks recently that have already led to 
spam runs from compromised accounts. Miscreants posted messages disguised as 
humorous updates on the Twitter micro-blogging service as part of an ongoing attack 
that started on February 20. The messages included links to a counterfeit Twitter login 
page hosted in China, located under the domain BZPharma.net. The micro-blogging 
site warned of the attack on February 21. It advised anyone that had fallen for the ruse 
to change their passwords quickly, before hackers had a chance to alter login 
credentials to hijack compromised accounts. The BZPharma.net domain prospective 
marks are directed towards is actually designed to harvest Twitter login details for later 
misuse in spam and identity theft-based attacks.  In other social networking insecurity 
developments, many Facebook users are getting hoodwinked into joining a bogus 
group in order to enjoy supposed benefits of a non-existent Gold account. The scam 
started as a prank on the notorious 4chan image board back in 2007, but has now taken 
on a life of its own. Scammers are using the supposed benefits of the fictitious group to 
hoodwink users into taking part in a survey that involves subscribing to text messaging 
services in order to get the results.  
Source: 
http://www.theregister.co.uk/2010/02/22/twitter_phish_and_facebook_scam_warnings/ 

54. February 22, SC Magazine – (International) A rise in cyber attacks by one third saw 
100 per cent of enterprises experience cyber losses in 2009. Under half of 
organizations rate security as their top issue, while three quarters experienced cyber 
attacks in the last 12 months. According to Symantec’s 2010 State of Enterprise 
Security study, 75 percent of enterprises experienced cyber attacks in the last 12 
months and 36 percent rated the attacks somewhat/highly effective. Also, there was a 
29 percent rise in reported attacks in the last 12 months. It also found that 100 percent 
of enterprises surveyed experienced cyber losses in 2009, with theft of intellectual 
property, customer credit card information or other financial information and customer 
personally identifiable information the most prevalent. Also in the survey, on average, 
IT assigns 120 members of staff to security and IT compliance, while nearly all the 
enterprises surveyed (94 percent) forecasted changes to security in 2010, with almost 
half (48 percent) expecting major changes.  
Source: http://www.scmagazineuk.com/a-rise-in-cyber-attacks-by-one-third-saw-100-
per-cent-of-enterprises-experience-cyber-losses-in-2009/article/164204/ 

55. February 22, The Register – (International) Argentinians invade Falkland Islands 
website. Argentinian hackers on February 21 raised their national flag over the 
Falkland Islands’ Penguin News - a temporary occupation in which they laid out their 
case for sovereignty over the South Atlantic paradise island group. The invaders’ 
bullet-point list of claims - backed by an rousing audio recording of the March of the 
Malvinas - suggested the islands are Argentinian because “they were inherited from 
Spain and its Viceroyalty of Rio de la Plata” and “because Argentina is the closest 
country.” Penguin News, meanwhile, had by early February 22 reclaimed the website 
and was gamely battling on, despite the risk of sinking under an excess of bandwidth.  
Source: http://www.theregister.co.uk/2010/02/22/falklands_hack/ 
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56. February 22, Network World – (International) Botnets’ long half-life extends 
malware’s threat. Information gathered about a newly discovered botnet called 
Kneber indicates that multiple infections by different malware on the same host could 
work together as a sophisticated mechanism to give all the malware a better survival 
rate. The sheer size of the Kneber botnet — 74,000 compromised computers in 2,400 
different companies — attracted most of the attention when Kneber was revealed last 
week. But how it interacts with other malware networks suggests a symbiotic 
relationship that ultimately makes each botnet more resistant to being dismantled, says 
the senior consultant in the research department at NetWitness who discovered Kneber. 
Kneber was built using a well-established toolkit for aggregating botnets called ZeuS 
that has been around for years. Kneber is an example of just one botnet built with the 
toolkit, but because the consultant captured 75GB of log data from the command-and-
control server, he was able to examine detailed characteristics of the computers ZeuS 
took over. What he found is that more than half the 74,000 compromised computers — 
bots — within Kneber were also found infected with other malware that uses a different 
command-and-control structure. If one of the criminal networks were disabled, the 
other could be used to build it up again. In this case, more than half the machines that 
made up the botnet were infected with both ZeuS, which steals user data, and Waledac, 
a spamming malware that uses peer-to-peer mechanisms to spread more infections, he 
says. He can’t conclude for sure that they’re working together in this case, but the 
presence of both introduces an interesting possibility: If the ZeuS command-and-
control infrastructure is cut down, the owner of the ZeuS botnet could go to the person 
running the Waledac botnet and pay for it to push a ZeuS upgrade that brings the ZeuS 
bots back online reporting to a new server, he says.  
Source: 
http://www.pcworld.com/article/189870/botnets_long_halflife_extends_malwares_thre
at.html 

57. February 21, Financial Times – (International) US experts close in on Google 
hackers. US analysts believe they have identified the Chinese author of the critical 
programming code used in the alleged state-sponsored hacking attacks on Google and 
other western companies, making it far harder for the Chinese government to deny 
involvement. Their discovery came after another team of investigators tracked the 
launch of the spyware to computers inside two educational institutions in China, one of 
them with close ties to the military. A freelance security consultant in his 30s wrote the 
part of the program that used a previously unknown security hole in the Internet 
Explorer web browser to break into computers and insert the spyware, a researcher 
working for the US government told the Financial Times. Chinese officials had special 
access to the work of the author, who posted pieces of the program to a hacking forum 
and described it as something he was “working on”. The developments will add to the 
furor over the hacking campaign, revealed last month when Google said its systems had 
been compromised.  
Source: http://www.ft.com/cms/s/0/a6f5621c-1f21-11df-9584-
00144feab49a.html?nclick_check=1 
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58. February 21, PC World – (International) Cybercriminals exploit Haiti tragedy with 
malware. There was no let up in spamming and phishing activities last month even as 
the entire world watched with sympathy the tragedy in Haiti. To add to the sorrow 
behind the devastating earthquake on January 12, cybercriminals took advantage of the 
tragedy to launch spamming and phishing attacks. “Both scam and phishing categories 
doubled in terms of the percentage of all spam in January 2010 compared to December 
2009,” reported Symantec in its State of the Spam and Phishing Report of February 
2010. Similar to other trends in the past, 24 to 48 hours after the earthquake hit, cyber 
criminals launched their attacks. So-called 419 spams inviting people to donate 
proliferated to lure Internet users to donate to bogus entities. Some even went to the 
extent of pretending to be legitimate organizations, such as the UNICEF, Symantec 
reported. Malware were also introduced into videos pretending to be footages of the 
earthquake.  
Source: http://www.pcworld.com/article/189861/ 

59. February 20, IDG News Services – (International) Chinese schools deny role in 
Google hack. Two schools in China where computers were reportedly linked to 
cyberattacks on Google and other companies have denied involvement in the hack, 
Chinese state media said on February 21. Investigators say they have traced the attacks 
back to computers at Shanghai Jiaotong University, which is one of China’s top 
universities, and Lanxiang Vocational School in eastern Shandong province, The New 
York Times reported recently. That may not mean the attacks were launched from 
those computers since their IP (Internet Protocol) addresses could have been used by 
attackers elsewhere seeking to hide their location. A spokesperson said the Shanghai 
university was “shocked and indignant to hear these baseless allegations” and denied 
any link to students or teachers at the school, the state-run Xinhua news agency said. A 
representative of the vocational school said investigation of its staff found no trace that 
the attacks originated there, Xinhua said. The representative also denied any ties 
between the school and China’s military.  
Source: 
http://www.computerworld.com/s/article/9159858/Chinese_schools_deny_role_in_Goo
gle_hack 

60. February 19, Homeland Security NewsWire – (National) Gartner: only 6 percent of 
companies survive longer than two years after losing data. Technology moves at a 
fast pace. Still, while the offerings have changed frequently and often, the underlying 
issues that new technology addresses have been around since the advent of 
marketplaces. Marnoble Computer, founded in 1990, says it is finding new sales 
opportunities by addressing an age old need — protection against mishaps and 
catastrophes. Providing comprehensive backup and disaster recovery (BDR) transcends 
all businesses, though companies in the healthcare, legal, and manufacturing industries 
are well represented among the company’s roster of clients. With anywhere from five 
to 250 users, Marnoble’s small- and medium-size business (SMB) clients realize the 
business continuity planning (BCP) is a necessity. According to a study by research 
firm Gartner Group, 43 percent of companies were immediately put out of business by 
a “major loss” of computer records, and another 51 percent permanently closed their 
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doors within two years — leaving a mere six percent “survival” rate.  
Source: http://homelandsecuritynewswire.com/gartner-only-6-percent-companies-
survive-longer-two-years-after-losing-data 

61. February 19, Reuters – (International) Computer jargon baffles users, hinders 
security. Computer jargon, a “tick box” culture and unimaginative advertising are 
discouraging Internet users from learning how to protect themselves online. Faced with 
such gobbledegook, many of the world’s nearly 2 billion Internet users conclude that 
security is for “experts” and fail to take responsibility for the security of their own 
patch of cyberspace — a potentially costly mistake. That was the message from cyber 
experts who met this week to work out how to protect computer users from the growing 
problem of online theft, fraud, vandalism, abuse and espionage. One problem is that 
computer “geeks” use jargon to cloak their work in scholarly mystique, resulting in a 
lack of clarity in everything from instruction manuals and systems design to 
professional training, the experts said. The industry has made progress in educating 
users, but a huge and urgent task lies ahead in view of the growing criminal threat and 
the imminent arrival of billions more Internet users.  
Source: http://www.reuters.com/article/idUSTRE61I2OB20100219 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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62. February 20, V3.co.uk – (National) FCC outlines US broadband overhaul plans. The 
US Federal Communications Commission (FCC) has released new information on its 
planned broadband internet overhaul. The FCC said that it will focus on government, 
infrastructure and educational projects, in an attempt to shore up a number of areas in 
need of increased web access and bandwidth. Among the projects being considered are 
a nationwide emergency broadband and alert network, the installation of smart energy 
grids and new citizen feedback programs. Other projects include grant programs for 
small businesses, expanded access and improved web speeds for schools, and an 
overhaul of online education and tutoring initiatives. The proposals are part of the $6 
billion broadband infrastructure plan introduced by the U.S. President’s administration. 
Source: http://www.v3.co.uk/v3/news/2258207/fcc-gives-dirt-broadband-plans 
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63. February 22, Associated Press – (Pennsylvania) Western Pa. rink evacuated due to 
snow on roof. One of three indoor ice rinks at a western Pennsylvania ice skating 
complex has been closed because of roof problems caused by heavy snow. The rink at 
the Center Ice Arena in Salem Township was evacuated and closed Saturday after 
officials noticed a potential problem with the building’s roof over that particular rink. 
The other two rinks in the building remained open. A Township building inspector 
called the move “precautionary.” Windy conditions combined with thawing snow 
apparently cause some snow to shift to the center of the roof. The owner says someone 
will remove the snow but that the rink will remain closed until the problem is solved. 
Source: http://www.ldnews.com/news/ci_14447831 

64. February 21, Birmingham News – (Alabama) One-third of hotels in area lack 
sprinkler systems. One-third of the hotels and motels in Jefferson and Shelby counties 
are not equipped with fire sprinklers in guest rooms, according to an analysis by The 
Birmingham News. At least 54 of the 162 hotels and motels in the two counties, 33 
percent, lack sprinklers in rooms, according to fire officials from municipalities and 
interviews with hotel and motel managers. The analysis shows the majority of hotels or 
motels that lack fire sprinklers were built before building codes began mandating 
sprinklers, which are touted as a way to keep fires from spreading out of control, saving 
lives and limiting property damage. A fatal fire that claimed the lives of four young 
college women at a 45-year-old Hoover motel last month has rekindled debate about 
whether older hotels and motels should be retrofitted with fire sprinklers, an Alabama 
fire marshal said. The state of Alabama requires working smoke detectors in all motel 
and hotel rooms, but codes governing fire sprinklers in lodging vary by municipality. 
Investigations into the fires showed there would have been far fewer deaths had smoke 
alarms and sprinkler systems been in place, according to the NFPA, which sets codes 
and standards for hotels and motels.  
Source: http://blog.al.com/spotnews/2010/02/one-third_of_hotels_in_area_la.html 

65. February 21, Associated Press – (Texas) ATF charges 2 men in east Texas church 
fire. Federal authorities say two men have been charged with setting an east Texas 
church on fire and are suspected in a string of similar blazes this year. A Bureau of 
Alcohol, Tobacco, Firearms and Explosives spokesman says the 19-year-old and 21-
year-old suspects were charged Sunday with felony arson in connection with a fire last 
month at a church in Smith County in east Texas. The ATF spokesman says the men 
are suspected of intentionally setting other fires in east Texas, where 10 churches have 
burned since January 1. Authorities suspect a fire at a church in the central Texas town 
of Temple was also arson. Bond for each suspect was set at $10 million.  
Source: http://www.forbes.com/feeds/ap/2010/02/21/general-us-texas-church-
fires_7373860.html 

66. February 19, San Francisco Examiner – (California) Pacifica proclaims state of 
emergency due to cliff. The city of Pacifica has proclaimed a state of emergency due 
to a crumbling cliff that is threatening to give way and send at least one apartment 
building tumbling into the ocean. The proclamation, signed by city manager on 
Wednesday, would allow Pacifica to qualify for financial assistance through the 
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Federal Small Business Administration. It states that 326 housing units are endangered 
by the erosion, including 14 single-family homes. The structure that has elicited the 
most concern is an apartment building on Esplanade Avenue. Residents of the building 
were forced to evacuate shortly before Christmas, and a contractor hired by the owners 
has been trying to stabilize the cliff by placing boulders at its base. The proclamation 
would need to be approved by the state for the city to qualify for the federal assistance. 
Source: http://www.sfexaminer.com/local/Pacifica-proclaims-state-of-emergency-due-
to-cliff-84785822.html 

67. February 18, Denver Post – (National) OSHA backs off proposed regulation of ski 
areas’ explosives. The ski industry has fought off a new round of regulations 
governing its use of explosives to control avalanches. With a near-perfect safety record, 
ski areas were resistant to a new set of rules proposed by the U.S. Occupational Safety 
and Health Administration. The federal agency withdrew the proposed rules this month 
after receiving opposition from the ski industry and other businesses that use 
explosives. “The OSHA explosives regulation was problematic on a number of levels,” 
said the director of public policy for the Lakewood-based National Ski Areas 
Association. “The proposed regulations were not practical for a mountain setting and 
for the unique circumstances under which we use explosives. We have an excellent 
track record when it comes to explosives use.” OSHA said in a federal filing that it 
withdrew the proposed rules because after receiving public and industry comment, the 
agency determined that the changes “would not result in a major safety or health 
improvement for workers.” Ski areas were especially opposed to provisions that would 
have added regulations to the transportation of explosives.  
Source: http://www.denverpost.com/business/ci_14422748 

For another story, see item 16  
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National Monuments and Icons Sector 

68. February 22, CBS 4 Miami – (Florida) Loaded guns now allowed in National 
Parks. A new law now in effect allows registered firearm owners to bring their 
weapons into national parks and wildlife refuges as long as they are allowed by state 
law. The new law also does not change prohibitions on the use of firearms in national 
parks and does not change hunting regulations. Not everyone is thrilled with the new 
law. Gun control advocates lobbied against the new law fearing it would lead to an 
increase of gun violence in our national parks. Congress lifted the gun ban because of 
the differences in state and federal firearm laws which made it difficult for gun owners 
to travel between state and federal lands. The national park service says the only places 
guns will not be permitted in the parks under the new law are visitor centers and 
rangers’ offices because firearms are banned in federal buildings.  
Source: http://cbs4.com/local/guns.firearms.national.2.1510091.html 
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69. February 22, Arizona Daily Star – (Arizona) Vandalism, looting are worries as 
parks close. Arizona state parks officials are struggling to figure out how they are 
going to keep closed state parks free of vandals and looters. The first wave of closures 
forced by state budget cuts is set to begin this week, with the Homolovi Ruins near 
Winslow and Lyman Lake near St. Johns closing on February 22. Parks officials say 
they will post signs telling visitors about the closures, and a ranger is expected to be on 
hand to answer questions. But officials still do not know how to secure the park 
perimeters and protect their assets. The parks staff is particularly worried about 
Homolovi, which was a playground for looters and vandals before the parks system 
acquired it in 1986. Dirt roads from the Navajo Reservation and nearby ranches run 
through the 4,000-acre site, which contains the remains of four ancestral Hopi villages 
and a host of cultural treasures. Officials recall finding looters with backhoes digging 
up the earth in search of valuable clay pots.  
Source: http://www.azstarnet.com/news/state-and-regional/article_8676c7f0-2961-
5c6b-ba27-556094f5e999.html 
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Dams Sector 

70. February 22, New Orleans Times-Picayune – (Louisiana) Missouri River dams affect 
Louisiana wetlands. When bad things happen along the Mississippi River in 
Louisiana, experts sometimes blame poor management of the Missouri River, which 
contributes as much as 47 percent of the Mississippi’s water during flood periods. As 
Louisiana embarks on a major program to rebuild the state’s wetlands using sediment 
from the Mississippi, state officials have become increasingly concerned that major 
dams along the upper reaches of the Missouri are capturing too much of the dirt they 
need. “There’s no doubt that a significant contribution to the sediment reduction in the 
Mississippi River today is attributable to the locks and dams on the upper river 
system,” said the chairman of the state’s Coastal Protection and Restoration Authority. 
Recent studies indicate the Mississippi carries less than half the sediment it did 70 
years ago, the result of more than 40,000 dams within its huge watershed. Of concern 
to New Orleans shipping interests are upstream battles between recreational boaters, 
who want to keep more water in reservoirs, versus industries below the dams that need 
that water in their part of the Missouri to float barges to the Mississippi and the Gulf of 
Mexico, said a spokesman for the Omaha District of the Army Corps of Engineers.  
Source: 
http://www.nola.com/politics/index.ssf/2010/02/missouri_river_dams_affect_lou.html 

71. February 21, Hagerstown Herald-Mail – (Maryland) Devils’ Backbone Park dam in 
need of repair. The century-old stone masonry dam at Devil’s Backbone Park in 
Maryland is in poor condition and will soon need to be repaired, breached or removed, 
according to the Washington County Public Works director. The county was notified 
recently that the Maryland Department of the Environment (MDE) was preparing to 
issue an administrative order for prompt repair of the dam, he told the Washington 
County Commissioners on Tuesday. A 2001 study found that holes in the face the 9-
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foot-tall dam on Antietam Creek put it in danger of failing after a heavy storm of the 
type statistically anticipated every two years, the county Public Works deputy director 
said in a phone interview Thursday. A MDE spokesman said MDE inspected the dam 
in 2003, found it to be in unsafe condition and in need of repair, and reported those 
findings to the county. MDE sent a letter to the county in 2006 directing it to take 
corrective actions and is now considering taking action to require compliance. The dam 
is classified as low-hazard because there are no major residential structures downstream 
from it. The county has three options. It could repair the dam; remove the dam and 
conduct stream bank restoration; or partially breach the dam, leaving portions standing 
for historical perspective, he said. The commissioners agreed that all three options 
should be studied. That study is expected to cost $71,000. 
Source: http://www.herald-
mail.com/?cmd=displaystory&story_id=240275&format=html 

72. February 19, WDBJ 7 Roanoke – (Virginia) Study finds Gathright Dam safe and 
working properly. Gathright Dam in Virginia is safe and working as it is supposed to. 
That is the finding of a four-month long study. The dam that holds back Lake Moomaw 
was given a “potentially un-safe” rating last fall during a review of all dams operated 
by the Army Corps of Engineers. They lowered the lake level while engineers 
completed the review. Having found no unusual conditions, the water level is being 
returned to normal.  
Source: http://www.wdbj7.com/Global/story.asp?S=12014207 

73. February 19, KDKA 2 Pittsburgh – (Pennsylvania; Maryland; West Virginia) Army 
Corps Of Engineers: We’re in a flood fight. It has been a winter for the record books, 
but nobody wants to set a record when it comes to flooding. Fourteen years ago, 
western Pennsylvania had its third-worst flooding because of the rapid melt of a lot of 
snow. Through a system of reservoirs, the U.S. Army Corps of Engineers is responsible 
for minimizing that kind of flooding. “We’re in a flood fight right now,” says a colonel 
who is the head of the Army Corps of Engineers responsible for this region’s rivers. 
The rapid melting of snow along the rivers, including the tributaries of the three rivers, 
can spell disaster. “We could possibly water all the way back to the pedestrian bridge at 
the Point of Pittsburgh,” he said. “If we go 20 above the Point of Pittsburgh, we’ll see 
the T out of service in downtown, so major interruptions downtown.” Unlike the great 
Flood of ‘36, the Army Corps now has 16 reservoirs up river to hold back some of the 
water. “They are all in a flood fight right now, meaning their gates are closed and not 
discharging water,” he said. “We are trying to reduce the level of the rivers now in 
anticipation of any rapid snow melt.” Without those reservoirs, during the most recent 
flooding in January, the rivers would have crested six feet higher. The colonel says the 
key to rapid melt and flooding is obviously air temperature. If temps go above 39 
degrees without night-time freezing for several days, prepare for the worst. 
Source: http://kdka.com/local/Pittsburgh.rivers.flooding.2.1506937.html 
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