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Top Stories 

 Fox News reports that on February 18 the U.S. Army is investigating allegations that 
soldiers were attempting to poison the food supply at Fort Jackson in South Carolina. (See 
item 41) 

 ComputerWorld reports that one of the two Chinese academic institutions identified in a 
New York times report on February 18 is the apparent source of not only the recent attacks 
against Google, but has also been linked to a hacker who may have been involved with the 
takedown of whitehouse.gov in 2001. (See item 48) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. February 19, KWTX 10 Waco – (Texas) HazMat crews scramble to clear massive 
fuel spill. An overturned tanker truck, carrying as many as 8,000 gallons of unleaded 
fuel, has overturned at State Highway 6 and U.S. Highway 84 near the Richland Mall 
in Waco, Texas. The truck rolled over around 6:45 a.m. as it was making a left turn 
onto the westbound U.S. 84 frontage road from the S.H. 6 frontage road. Police blocked 
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the frontage roads along S.H. 6 and U.S. 84 and are advising motorists to avoid the 
intersection but both highways remained open the morning of February 19. The 
Richland Mall Office Plaza was evacuated over concerns from drifting gasoline fumes. 
A second tanker truck is expected on the scene by around 8:15 to off-load any fuel that 
remains in the overturned truck. It was unclear how long the offload might take but city 
officials say the intersection could remain closed for most of the day. A Waco police 
officer said the immediate concern was the prevention of fire or explosion. As much as 
8,000 gallons of unleaded fuel may have spilled onto the roadway. The driver of the 
tanker truck was injured and has been taken to a local hospital by ambulance. 
Source: http://www.kwtx.com/home/headlines/84768622.html 

2. February 19, Truckinginfo.com – (National) Highway-borne hazmat a greater target 
for terrorists. Terrorists are turning more to using highway-borne hazardous materials 
to carry out their terrorist actions, and the government should focus more on this 
readily available, least protected hazmat, rather than hazmat that can cause catastrophic 
losses, according to two new reports released by the Mineta Transportation Institute. 
“We consider gasoline tankers, and to a lesser extent, propane tankers to be the most 
attractive options for terrorists seeking to use highway-borne hazmat because they can 
create intense fires in public assemblies and residential properties,” said the director of 
MTI’s National Transportation Security Center of Excellence. “We strongly urge that 
DHS, State governments and the industry take a renewed look at flammable liquids and 
gases as a weapon of opportunity, and at a strategy to improve security measures and 
technology.” The new reports include: “Potential Terrorist Uses of Highway-Borne 
Hazardous Materials,” which evaluates security risks created by truck-borne hazardous 
materials, particularly gasoline tankers; and “Implementation and Development of 
Vehicle Tracking and Immobilization Technologies,” which details specific 
developments in tracking and immobilization technology that can increase security. 
The peer-reviewed reports came from a review of terrorist objectives, hazardous 
materials, and potential targets. The reports conclude that terrorists most often seek soft 
targets that yield significant casualties and prefer attacking public buildings and 
assemblies. According to the reports, terrorists most often go after simple operations 
with little consequences, rather than complex and uncertain operations. Terrorists have 
also discussed substituting fire for harder-to-acquire explosives. Gasoline tankers have 
greater appeal because they can easily produce intense fires, operate in target-rich 
environments with predictable routes, and pose few security challenges. The report 
urges the government to focus more on the most readily available, least protected 
hazmat. It calls for a clear strategy to increase and sustain security, and for resolving 
significant jurisdictional issues between federal and state authorities; strengthening 
hazmat security measures in the field; and implementing vehicle tracking technologies, 
panic alarms, and immobilization capabilities for vehicles carrying specific hazardous 
materials, including gasoline. 
Source: http://www.truckinginfo.com/news/news-
detail.asp?news_id=69468&news_category_id=12 

[Return to top]  
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Chemical Industry Sector 

3. February 17, Associated Press – (International) Toxic fumes leak in Philippine port 
kills 3. A chemical leak on a barge undergoing repairs killed three workers and 
prompted authorities to close schools and move to safety nearly 2,000 residents at a 
northern Philippine port, officials said on February 17. The three men suffocated on 
February 16 while repainting and fixing the docked barge in Batangas port south of 
Manila, said a regional police director. Three other workers were hospitalized while 
authorities temporarily moved about 2,000 people living nearby to a local school. The 
gas was probably sodium hydrosulfide, a toxic chemical used in the production of 
paper and dyes and to process ores, said Philippine National Red Cross Chairman. The 
mayor declared an emergency in the town, sealed off a 1.6-mile (1 kilometer) radius 
around the wharf and suspended classes. Police vehicles, fire trucks, ambulances and 
Red Cross personnel were on the scene as officials investigated the leak, he said. Police 
summoned the owner of the barge for questioning. 
Source: http://www.businessweek.com/ap/financialnews/D9DU1OPO2.htm 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

4. February 19, Charlotte Observer – (North Carolina) Duke shuts 1 Catawba 
reactor. Duke Energy shut down one unit at its Catawba nuclear power plant on Lake 
Wylie on Thursday evening to investigate an apparent leak in a cooling pipe, according 
to a report filed by the company with the Nuclear Regulatory Commission (NRC). The 
news agency Reuters said a 1,129-megawatt unit was shut down manually Thursday. 
According to the NRC report, the shutdown happened about 7:15 p.m., when 
employees noticed a small leak coming from insulation near a weld in the line. The 
spokeswoman from Duke Energy told Reuters that the shutdown was a conservative 
measure, to fix the problem. “The amount of the leak is small and is contained inside 
containment,” Duke Energy officials said in their report to the NRC. “No release to the 
environment occurred, and there is no danger to the public.” Duke Energy said it is 
operating the Catawba plant, about 20 miles southwest of Charlotte, normally. The 
second unit at the plant is not affected by the shutdown. 
Source: http://www.charlotteobserver.com/breaking/story/1258661.html 

5. February 19, Rutland Herald – (Vermont) Whistleblower claims previous leak. An 
apparent Entergy Nuclear whistleblower contacted a critic of the company, saying the 
radioactive leak at the Vermont Yankee reactor is not the first time the company has 
coped with leaky underground radioactive pipes. On February 14, the person contacted 
a nuclear engineer who is a consultant for the Vermont Legislature and a member of the 
Vermont Public Oversight Panel. The whistleblower told the nuclear engineer that 
about two years ago the company experienced another tritium leak in the same general 
location that involved a drain pit in the advanced off-gas system, the same place 
Entergy Nuclear is now excavating in hopes of finding the problem. “‘Employee said 
that in addition to the current tritium leak, there have been other leaks in the advanced 

http://www.businessweek.com/ap/financialnews/D9DU1OPO2.htm
http://www.charlotteobserver.com/breaking/story/1258661.html
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off-gas systems in previous years,’“ the nuclear engineer wrote to the state Department 
of Public Service. The nuclear engineer said the employee gave such detailed 
information it was obvious to him that the person worked at the reactor. The nuclear 
engineer himself is a former nuclear industry whistleblower. 
Source: 
http://www.rutlandherald.com/article/20100219/NEWS04/2190335/1003/NEWS02 

[Return to top]  

Critical Manufacturing Sector 

6. February 19, Travel Blackboard – (International) Aircraft-seat manufacturer admits 
to fake safety data. Japan’s largest aircraft-seat manufacturer apologised early last 
week after admitting it had been falsifying safety test data for seats for several years. 
According to AFP, Koito Industries had been faking strength test data for more than 
150,000 seats used in over 1000 Boeing and Airbus aircraft. “I deeply apologise” said 
the Koito President at a press conference last week. “The whole section in charge was 
systematically involved in it,” he said. “We did wrongdoing on concerns that we would 
delay our delivery if we failed in tests.” Japan’s transport ministry said the data 
falsification may have been occurring since the 1990s, but said that the fabricated data 
did not put the airplanes immediately at risk. The Japanese manufacturer has now been 
ordered by the ministry to retest the seats and give a truthful update on their safety by 
late February. Boeing said in a statement it was now “completing dynamic, static and 
flammability testing on all classes of seats to verify compliance with FAA regulations.” 
“This will have implications for both production airplanes, as well as the fleet” the U.S. 
manufacturer said. Airbus said only a small number of its customers were affected by 
the Koito seats, with those affected already working with the manufacturer to find 
alternative seat suppliers. Companies that have bought planes with Koito Industries 
seats include Japan Airlines, All Nippon Airways, Air Canada, KLM, Scandinavian 
Airlines and Singapore Airlines. 
Source: http://www.etravelblackboard.us/showarticle.asp?id=93688 

7. February 19, Gonzales Inquirer – (Texas) Nobody injured in explosion at plant: 
Safety meaures worked ‘perfectly. An explosion rocked part of Gonzales, Texas on 
Wednesday night. However, the incident at Southern Clay Products did not hurt anyone 
and the controls the company has in place “worked perfectly,” according to the 
Gonzales Fire Chief. The chief said at around 8 p.m., on Wednesday, there was an 
incident at Southern Clay, which is located on Church Street in Gonzales. “They 
definitely did have an explosion in there,” said chief. “A lot of people in town heard it.” 
Source: http://www.gonzalesinquirer.com/articles/2010/02/18/news/news02.txt 

[Return to top]  

Defense Industrial Base Sector 

http://www.etravelblackboard.us/showarticle.asp?id=93688
http://www.gonzalesinquirer.com/articles/2010/02/18/news/news02.txt
http://www.rutlandherald.com/article/20100219/NEWS04/2190335/1003/NEWS02


 - 5 - 

8. February 19, Defense Tech – (National) F-35 Nunn-McCurdy breach all but certain: 
AF chief. The Air Force's Chief of Staff confirmed today what most everybody 
assumed would transpire, that the oft-delayed F-35 Joint Strike Fighter program will 
most likely breach the Nunn-McCurdy statute that requires the Pentagon notify 
Congress if a weapon’s cost is spiraling out of control. “I would say it is a possibility 
and maybe even [be] likely,” the general told reporters at the Air Force Association’s 
air warfare symposium,“ Defense News reports. The Nunn-McCurdy Amendment 
requires congressional notification at a 15 percent unit cost increase and program 
termination at a 25 percent unit cost increase over the original baseline cost estimate; 
considered a ”critical“ termination. Although, it is not really that critical because the 
amendment says that if the defense secretary certifies the program as vital to national 
security, then it continues on its course. Since the Secretary of Defense said the F-35 
was ”the root of the core of our combat tactical aircraft in the future,“ while visiting a 
Lockheed Martin facility in Texas last summer, the program will not be terminated. 
However, that does not mean the overall buy of some 2,500 aircraft might not be 
trimmed if costs continue to climb at the rate they are. Cutting the buy, of course, 
boosts per unit costs. 
Source: http://defensetech.org/2010/02/18/f-35-nunn-mccurdy-breach-all-but-certain-
af-chief/ 

9. February 18, The Bayonet – (California) Army tests advanced missile. The Army’s 
newest and most advanced Unmanned Aircraft System (UAS), the Extended 
Range/Multi-Purpose (ER/MP) UAS, has successfully completed a series of tests with 
the Hellfire II UAS — a missile specially engineered to fire from a UAV with a 360-
degree targeting ability, service officials said. The tests, involving nine perfect or near-
perfect missile firings, took place at the Naval Air Weapons Station, China Lake, 
California, and demonstrated the missile’s ability to engage a wider target envelope 
than a typical Hellfire missile, said the Deputy Project Manager, Army Unmanned 
Aircraft Systems. “The significance to this is this is the first missile designed 
specifically for a UAV. The Hellfire UAS missile can take advantage of a 360 look 
around angle. The ball on the UAV can swivel 360 degrees — and with this missile you 
can engage targets that are below you, behind you and well off-axis from what a typical 
Hellfire can do,” the Deputy Project Manager said. “There were nine successful shots. 
The big point is the laser designation system, the weapons system and the UAV all 
performed as designed and as expected. It was a really clean test.” 
Source: http://www.ledger-enquirer.com/bayonet/story/1020386.html 

[Return to top]  

Banking and Finance Sector 

10. February 19, Washington Post – (National) Fed raises interest rate on emergency 
loans to banks. The Federal Reserve on February 18 took another step toward winding 
down its expansive efforts to prop up the financial system, raising the interest rate that 
banks must pay to take out emergency loans. Banks that need emergency funds through 
the Fed’s “discount window” will now have to pay 0.75 percent, not the 0.5 percent 

http://defensetech.org/2010/02/18/f-35-nunn-mccurdy-breach-all-but-certain-af-chief/
http://defensetech.org/2010/02/18/f-35-nunn-mccurdy-breach-all-but-certain-af-chief/
http://www.ledger-enquirer.com/bayonet/story/1020386.html
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they have been paying. But that higher rate probably would not mean higher borrowing 
costs for ordinary households and businesses, and the move does not represent an effort 
by the Fed to drain the money supply. That would be done by raising the federal funds 
rate, traditionally the Fed’s main tool for managing the economy, above its current 
level near zero, or by raising the rate it pays on bank reserves, now 0.25 percent. But 
the step on February 18 was part of an effort to withdraw the Fed’s extraordinary 
support for the financial system, even as it leaves in place ultra-low interest rates to 
support the economy more broadly. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/18/AR2010021803791.html?hpid=topnews 

11. February 19, Associated Press – (Georgia) 1 arrested in $25 million credit card 
scheme. Federal agents have arrested a Marietta man believed responsible for a 
nationwide telemarketing scheme that defrauded consumers out of $25 million. 
Authorities the 34-year-old suspect voluntarily surrendered at Atlanta Hartsfield 
Jackson International Airport on February 18 after arriving from the Philippines. He 
was indicted on the charges January 5 along with two others, also of Marietta. 
Authorities say they worked through an array of companies, including Economic Relief 
Technologies and SafeRide Warranty. Prosecutors say the three would promise through 
telemarketing to save customers thousands of dollars by negotiating lower credit card 
rates for a fee of at least $749. Authorities say in an affidavit that the three would rarely 
follow through. Thousands of complaints were filed against businesses run by the three 
defendants, according to the affidavit. 
Source: http://www.13wmaz.com/news/local/story.aspx?storyid=75235&catid=52 

12. February 19, Ecommerce Journal – (National) Imex-finance is a max scam. Imex-
finance is a max scam. The only way an individual can be affect is if they join this 
scam investment game program. The admin claims that Imex Finance is a private 
online investment program and they are working with qualified forex traders from 
different countries of the world. This program has been running since November 2009 
and offers a low rate of return within a long period of time frame plan which is 3% 
daily for 120 days. According to the members, this program has stopped paying since 
two weeks ago. At first, this program paid selectively only to small amount of 
withdrawals while those who requested for big amounts only received an error 
message. 
Source: http://www.ecommerce-journal.com/news/27017_imex-finance-max-scam 

13. February 18, Arizona Daily Star – (National) FBI: ‘High Country Bandits’ target 
Marana bank, others throughout Southwest. A two-man crew has been holding up 
rural banks throughout the Southwest over the past five months, including one in 
Marana, according to the FBI. The duo, dubbed the “High Country Bandits,” by the 
FBI are believed to be responsible for at least 12 heists in Arizona, Colorado and New 
Mexico between September and earlier this month, according to an agency news 
release. The first stickup occurred September 8 in the White Mountains community of 
Heber, while other Arizona locales allegedly hit include Flagstaff (twice), Gold 
Canyon, Payson, Phoenix, Pinetop and Prescott Valley, the release said. The Marana 

http://www.13wmaz.com/news/local/story.aspx?storyid=75235&catid=52
http://www.ecommerce-journal.com/news/27017_imex-finance-max-scam
http://www.washingtonpost.com/wp-dyn/content/article/2010/02/18/AR2010021803791.html?hpid=topnews
http://www.washingtonpost.com/wp-dyn/content/article/2010/02/18/AR2010021803791.html?hpid=topnews
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swindle included on their list happened on December 15 at a Wells Fargo branch.  
Source: http://www.azstarnet.com/news/local/crime/article_bc32a98e-1ca9-11df-a415-
001cc4c03286.html 

14. February 18, Ethiopian Review – (Missouri) Sixteen indicted in Missouri in $10 
million bank fraud scheme. The United States attorney for the Western District of 
Missouri announced on February 18 that two former bank vice presidents and the 
former branch manager of the Small Business Administration’s office in Springfield are 
among 16 defendants who have been indicted in five separate but related cases for their 
involvement in a bank fraud scheme that took advantage of business loans guaranteed 
by the Small Business Administration. According to the indictments, the bank fraud 
scheme involved at least 31 fraudulent business loans, ranging from $100,000 to $1.6 
million, issued by Mid-America Bank and Trust Company (MABTC) in Pulaski 
County, Missouri, between January 2005 and January 2007. The fraudulent loans cited 
in the indictments total more than $10.1 million.  
Source: http://www.ethiopianreview.com/news/33805 

15. February 18, Knoxville News Sentinel – (Tennessee) Anderson credit union missing 
$100K. More than $100,000 is missing from the Anderson County Employees Federal 
Credit Union, and the Tennessee Bureau of Investigation has launched a criminal 
probe. Money was discovered missing on January 19 during a routine audit, said the 
chairman of the credit union’s board of directors. An office manager was put on 
supervised leave without pay that day, The chairman said. He declined to pinpoint how 
much money was missing and only said it was between $100,000 and $200,000. The 
tiny credit union, housed in the county courthouse, has more than 600 members who 
are either Anderson County government employees or employees of the county and 
Clinton school systems. It has about $2 million in assets, said the chairman, who is 
retired as assistant director of the Clinton School System. Members will be notified 
soon about the incident in a letter that’s now being drafted for review by the credit 
union’s board of directors, the chairman said.  
Source: http://www.knoxnews.com/news/2010/feb/18/credit-union-missing-100k/ 

16. February 18, Housingwire – (National) FinCEN sees spike in possible foreclosure 
and mortgage modification scams. Nearly a year after issuing a red flag advisory to 
servicers in April 2009 to beware of foreclosure scams, the Financial Crimes 
Enforcement Network (FinCEN), an overseer of financial activities for the US 
Treasury, says it received hundreds of suspicious activity reports (SARs) regarding the 
fraud. In data released on February 18, FinCEN also gave information on the more 
popular forms of mortgage modification fraud. In the third quarter of 2009, depository 
institution filers submitted 15,697 mortgage loan fraud SARs, a 7.5 percent increase 
over the same period in 2008. The primary suspicious activity surrounding loan 
modifications deal with occupancy misrepresentation, social security number 
discrepancies, and altered or forged documentation, the government agency said. The 
two most common form of borrower scams involve conning homeowners into signing 
quit-claim deeds to their properties. Scammers would then sell homes from under the 
former owners to straw borrowers and the homeowners subsequently received eviction 

http://www.ethiopianreview.com/news/33805
http://www.knoxnews.com/news/2010/feb/18/credit-union-missing-100k/
http://www.azstarnet.com/news/local/crime/article_bc32a98e-1ca9-11df-a415-001cc4c03286.html
http://www.azstarnet.com/news/local/crime/article_bc32a98e-1ca9-11df-a415-001cc4c03286.html
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notices. In other instances, scammers falsely claim affiliations with lenders to convince 
distressed home-owners to pay large advance fees for modification services, but then 
do nothing to keep the borrowers in their homes. 
Source: http://www.housingwire.com/2010/02/18/fincen-sees-spike-in-possible-
foreclosure-scams/ 

17. February 16, StockWatch – (International) Toronto stockbroker found guilty of 
securities fraud. A former Toronto-based stockbroker has been found guilty of 
securities fraud for leading an international scheme involving the manipulation of 
several different penny stocks, StockWatch reported. According to U.S. authorities, 
StockWatch said, The suspect offered an undercover FBI agent lucrative kickbacks in 
exchange for purchasing shares of three microcap companies – Avicena Group, 
Northern Ethanol and Hydrogen Hybrid Technologies – through discretionary trading 
accounts. Investors lost an estimated $30 million, StockWatch said, when those stocks 
later crashed. The suspect has been ordered to pay $21.5 million in financial penalties, 
and could face up to 165 years in prison when he is formally sentenced for his crimes.  
Source: http://thestreetsweeper.org/article.html?c=5&i=242 

[Return to top]  

Transportation Sector 

18. February 19, Laurinburg Exchange – (North Carolina) Theft of steel railroad beams 
leads to 100K in damages. Someone stole about 800 feet of railroad beams and caused 
several train cars to derail.  An official with Gulf & Ohio Railways Inc. said the culprits 
probably hope to sell the 22,000 pounds of steel. But a new state law may make the sale 
of the stolen metal difficult. The state General Assembly passed a law in 2009 
prohibiting the sale of scrap metal without proof of ownership. The Gulf and Ohio vice 
president, estimated that it took the thieves more than eight hours to cut and remove the 
rails. “Scrap merchants are forbidden from buying railroad property without a letter of 
authorization,” he said. “So they can’t even sell the metal. All that work and it probably 
was for nothing.” No one was injured in the incident, which occurred at about 10 a.m., 
but the damage to the train was estimated at about $100,000. 
Source: http://www.laurinburgexchange.com/view/full_story/6402162/article-Theft-of-
steel-railroad-beams-leads-to--100K-in-
damages?instance=secondary_news_left_column 

19. February 19, Washington Examiner – (District of Columbia) Safer rail cars are ‘most 
wanted’ by NTSB. Federal safety investigators on Thursday called for sturdier, 
federally regulated rail cars that will not crumple in an accident, as a Metro rail car did 
when it hit another train in June, killing nine. The National Transportation Safety 
Board, an independent agency that investigates crashes and makes safety 
recommendations, put improving the design of subway rail cars on its “most wanted” 
list of federal safety improvements. Those killed in the June accident were riding in a 
1000-series car that crumpled to one-third its original size when it hit the other train. 
The NTSB has been calling for Metro to replace or retrofit the 1000-series cars, the 

http://thestreetsweeper.org/article.html?c=5&i=242
http://www.laurinburgexchange.com/view/full_story/6402162/article-Theft-of-steel-railroad-beams-leads-to--100K-in-damages?instance=secondary_news_left_column
http://www.laurinburgexchange.com/view/full_story/6402162/article-Theft-of-steel-railroad-beams-leads-to--100K-in-damages?instance=secondary_news_left_column
http://www.laurinburgexchange.com/view/full_story/6402162/article-Theft-of-steel-railroad-beams-leads-to--100K-in-damages?instance=secondary_news_left_column
http://www.housingwire.com/2010/02/18/fincen-sees-spike-in-possible-foreclosure-scams/
http://www.housingwire.com/2010/02/18/fincen-sees-spike-in-possible-foreclosure-scams/
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oldest in its fleet, since 2006. Metro, which began placing the 1000-cars in the middle 
of trains after the June accident, has said it can not afford to replace the older cars. 
Once ordered, it would take several years before new cars would be ready to replace 
them. An NTSB Chairwoman said the location of the June accident, where Metro’s 
tracks are separated by a fence from Amtrak and MARC train tracks, provided a stark 
reminder of the need for stricter standards for subway agencies. “On one side of the 
fence, you have crashworthiness standards for cars that the people ride in,” she said. 
“On the other side of the fence, there are no standards. That doesn’t make any sense.” 
She said she hoped putting the rail car improvements on the “most wanted” list would 
send a signal to Congress to support increased standards for subway systems. 
Source: http://www.washingtonexaminer.com/local/Safer-rail-cars-are-_most-wanted_-
by-NTSB-84740652.html 

20. February 19, Journal Gazette – (Indiana) Suspect flier pulled from plane, 
grilled. Authorities at Fort Wayne International Airport pulled a suspicious passenger 
from a Chautauqua Airlines flight Thursday, forcing everyone else off the plane and 
delaying the departure. Neither airport officials nor the Transportation Security 
Administration said what prompted police to take the man off the flight, but after he 
was interviewed and screened again, he was allowed back on the plane, officials said. 
Passengers were already onboard Chautauqua Airlines Flight 6032 about 4 p.m. when 
federal officials decided they wanted to question the man, said the director of 
administration for the Fort Wayne-Allen County Airport Authority. Airport screeners 
noticed something suspicious about the man that caught their attention, the director 
said, though he did not know what. Federal officials and airport police ushered 
everyone off the plane and re-screened them while a bomb-sniffing police dog checked 
the flight. The screening found nothing dangerous on the man or on the plane, officials 
said. 
Source: 
http://www.journalgazette.net/article/20100219/LOCAL07/302199993/1043/LOCAL0
7 

21. February 19, KOTV 6 Tulsa – (Oklahoma) Vehicles damaged by huge hole In I-44 
bridge In Catoosa. A huge hole in the I-44 bridge over 163rd East Avenue has 
reduced westbound traffic to one lane, damaged numerous cars and caused a large 
traffic back-up.  The Oklahoma Department of Transportation (ODOT) says the hole is 
3 feet by 6 feet.  ODOT has closed the outside lane while crews work to repair the 
damage.  At least nine cars sustained damage from the hole and the Oklahoma 
Highway Patrol is investigating.  An ODOT spokeswoman says repairs are expected to 
last into the early afternoon and warns that drivers should expect long delays there. She 
urges drivers to just avoid the area for now. Video shot by a local news affiliate shows 
that the pavement fell out of the hole, leaving nothing but rebar, or reinforcing bar, 
inside. The video also shows traffic backing up on westbound I-44 for at least a mile. 
The hole opened up in what was originally the right shoulder part of the bridge. ODOT 
had diverted traffic onto that part of the bridge months ago as part of a huge 
construction project to widen I-44 and replace obsolete bridges there.  
Source: http://www.newson6.com/Global/story.asp?S=12011267 

http://www.journalgazette.net/article/20100219/LOCAL07/302199993/1043/LOCAL07
http://www.journalgazette.net/article/20100219/LOCAL07/302199993/1043/LOCAL07
http://www.newson6.com/Global/story.asp?S=12011267
http://www.washingtonexaminer.com/local/Safer-rail-cars-are-_most-wanted_-by-NTSB-84740652.html
http://www.washingtonexaminer.com/local/Safer-rail-cars-are-_most-wanted_-by-NTSB-84740652.html
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22. February 18, CBS News and Associated Press – (Texas) Pilot’s car at airport causes 
bomb scare. The Georgetown, Texas airport was evacuated and a bomb squad was on 
the scene after a man flew from the airport Thursday morning and crashed his plane 
into a building housing nearly 200 federal tax employees. However, federal authorities 
told CBS News the airport was declared all clear and no bomb was found in the man’s 
vehicle. All planes scheduled to land at Georgetown Airport were being re-routed to 
Austin Bergstrom Airport in Austin while the vehicle was searched, reported CBS 
affiliate KEYE in Austin. Earlier Thursday, the man was killed after crashing his small 
plane into an office building containing nearly 200 IRS employees, setting off a raging 
fire that sent workers fleeing for their lives. 
Source: http://www.cbsnews.com/stories/2010/02/18/national/main6221286.shtml 

23. February 18, CNN – (International) Body of apparent stowaway falls from Miami-
bound plane. The body of an apparent stowaway fell from the wheel well of a plane 
taking off Thursday from the Dominican Republic, a Federal Aviation Administration 
official said. The 767 aircraft — Amerijet flight 840 — landed about two hours later 
without incident at Miami International Airport. The flight originated in Santo 
Domingo. An FAA spokeswoman said the FAA is investigating the incident. 
According to its Web site, Amerijet is an international cargo carrier. The plane was sent 
to a secure area of Miami International and was being inspected, according to the 
Miami-Dade Police Department. It is unclear why the plane continued to Miami after 
the body fell out, rather than returning to Santo Domingo. An Amerijet spokesperson 
did not immediately return a call for comment. 
Source: http://www.cnn.com/2010/TRAVEL/02/18/florida.stowaway.plane/ 

24. February 18, Associated Press – (National) TSA: Threatening note prompted 
Denver flight’s emergency landing. An airliner that was diverted mid-flight because 
of a bomb threat was being scoured by investigators at Salt Lake City International 
Airport on Thursday. An airport spokeswoman said a flight attendant found a note 
while the 757 was en route from Denver to San Francisco and turned it over to the 
pilot. “The note was threatening enough for the pilot to feel like he should divert,” the 
spokeswoman said. She said the passengers and crew were taken to the international 
terminal, where the FBI planned to interview passengers while trying to figure out the 
note’s origin. A Transportation Safety Administration spokesman said the flight 
attendant found the note in the plane’s galley. He also said the passengers would be 
rescreened through security as the aircraft was searched on a runway away from the 
airport terminals, where a German shepherd was sniffing luggage on the tarmac. The 
North American Aerospace Defense Command says it did not launch fighter jets. 
Source: 
http://www.9news.com/news/article.aspx?storyid=133028&provider=top&catid=188 

For another story, see item 2  
 
[Return to top]  

Postal and Shipping Sector 
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25. February 18, Daily Citizen – (Georgia) Post office break-in still being 
investigated. An early morning break-in at the U.S. Post Office on E. Morris St. in 
Dalton, Georgia, on February 7 is still under investigation, authorities said. “The postal 
inspector is working jointly with our CID [Criminal Investigation Division] on the 
case,” said a Dalton Police Department spokesman. “The postal inspector is processing 
some of the evidence found at the scene, for example. We don’t have any new breaks in 
the case to report at this time.” Officers found that a door into the building as well as a 
mail box outside the building appeared to have been pried open. Inside, someone had 
forced their way into the customer service area and gone through drawers and storage 
cabinets. Postal officials said some packages and perhaps some outgoing mail appeared 
to be missing. Frazier advised people who were expecting bills, credit cards, checks or 
similar items to check with their banks, credit agencies, or other institutions if they did 
not receive the items in a timely manner. 
Source: http://www.northwestgeorgia.com/local/local_story_049180805.html 

26. February 17, Clarksville Leaf Chronicle – (Alabama) Montgomery County Bomb 
Squad responds to suspicious package. Several emergency agencies responded on 
Monday, February 15 to a false-alarm bomb scare at the Wilma Rudolph Boulevard 
U.S. Post Office branch. Clarksville Police and Fire Rescue and the Montgomery 
County Bomb Squad were called out to investigate an abandoned package Monday at 
about 5:30 p.m. According to a CPD report, someone in a van placed a small brown 
box on one of the outside mailboxes, then slowly moved away. The van then waited a 
few minutes in a nearby parking lot before leaving, a witness told police after he called 
911. The box contained salt and pepper shakers. 
Source: 
http://www.theleafchronicle.com/article/20100217/NEWS01/2170323/Montgomery+C
ounty+Bomb+Squad+responds+to+suspicious+package 

[Return to top]  

Agriculture and Food Sector 

27. February 19, Associated Press – (California) Calif. locals vs. lake of chicken 
waste. At the end of a remote road lined by houses, children play in yards just a short 
distance from a stagnant, 16.5-acre lagoon filled with the waste sludge of a factory egg 
farm. Chicken urine and feces get pumped daily through white pipes connected from 
Olivera Egg Ranch’s huge laying facilities, which can house more than 700,000 caged 
chickens. Residents of this town 80 miles east of San Francisco say they have 
complained for years to local air and environmental regulators about the waste lagoon, 
saying the stench and eye-burning fumes give them headaches and nausea. They say 
nothing changed. Now, after the Humane Society of the United States petitioned state 
air regulators for an investigation last month, Olivera Egg Ranch is facing six 
violations for expanding and operating its facilities without proper permits. The 
Humane Society has also filed a lawsuit on behalf of 10 area residents, accusing 
Olivera of failing for years to report its air emissions to federal and state agencies. On 
Thursday, a federal judge found that Olivera had “spoiled evidence” by dredging the 

http://www.northwestgeorgia.com/local/local_story_049180805.html
http://www.theleafchronicle.com/article/20100217/NEWS01/2170323/Montgomery+County+Bomb+Squad+responds+to+suspicious+package
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manure lagoon prior to a site visit by society scientists. The San Joaquin Valley Air 
Pollution Control District referred odor complaints over the years to the county Board 
of Health.  
Source: http://www.msnbc.msn.com/id/35474921/ns/us_news-environment/ 

28. February 19, KCRA 3 Sacramento – (California) Glass fragments found in hospital 
soup. Glass fragments were found in chicken soup delivered to several Kaiser 
Permanente hospitals in northern California last week, Sacramento TV station KCRA 
reported. The product in the affected batch came from FoodService Partners of 
California LLC, according to that company. Several patients were served the tainted 
soup, but no illnesses have been reported. “One of those customers, Kaiser Permanente 
hospitals in Northern California, discovered the product problem and notified the 
commissary as soon as the discovery was made and notified the California Department 
of Public Health,” FoodService Partners of California said. FoodService Partners said 
the affected batch was identified and corrective actions were taken to ensure such an 
error does not happen again. The state Department of Public Health is investigating the 
incident. 
Source: http://www.kcra.com/irresistible/22610134/detail.html 

29. February 18, St. Petersburg Times – (Florida) Burger King employee tampered with 
sandwiches, Jacksonville police say. A Burger King employee has been arrested after 
two sandwiches he made were found to have hydrocodone pills in them. Jacksonville 
police say a 20-year-old man was arrested Saturday on charges of poisoning food and 
possession of a controlled substance. Another employee, a 32-year-old man was also 
arrested on possession of a controlled substance and accessory after the fact. Police say 
a woman spit out a blue pill from a chicken sandwich on February 10, and a man found 
a blue pill inside his fish sandwich. Police say the 20-year-old man made the 
sandwiches, and the 32-year-old sold him the pills. Burger King says the franchise 
restaurant has fired the two employees. 
Source: http://www.tampabay.com/incoming/burger-king-employee-tampered-with-
sandwiches-jacksonville-police-say/1074136 

For another story, see item 34  
 
[Return to top]  

Water Sector 

30. February 19, WOOD 8 Grand Rapids – (Michigan) Sleepy driver crashes near water 
plant. A semi-truck driver escaped serious injury after police say he fell asleep and 
crashed his rig through the gates of a water pump station. It was about 5:30 a.m. Friday, 
February 19 when the driver did not stop at the intersection of Lake Michigan Drive 
and Lakeshore Drive in Grand Haven Township. The truck went about 150 yards onto 
the property next to the Grand Rapids Water Treatment Plant and almost went into 
Lake Michigan. The truck’s trailer was empty. The driver was taken to a hospital after 
suffering minor injuries. The area is closed as crews continue to investigate. A 

http://www.kcra.com/irresistible/22610134/detail.html
http://www.tampabay.com/incoming/burger-king-employee-tampered-with-sandwiches-jacksonville-police-say/1074136
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hazardous materials supervisor was called to the scene to investigate a possible diesel 
fuel spill. But there was no pending danger.  
Source: http://www.woodtv.com/dpp/news/local/ottawa_county/semi-crashes-water-
plant-gate 

31. February 19, Pottstown Mercury News – (Pennsylvania) West Pottsgrove main break 
caused when pump went on. Two things combined to cause the two Howard Street 
water main breaks last month. According to an engineer with the firm BCM, the two 
factors were the Stowe reservoir on Berks Street being unhooked from the system, and 
the second was the water treatment plant’s 12 million-gallon-per-day pump being 
turned on. The first break, which occurred on January 26, sent a geyser of water into 
the air at Howard and Rice streets. The second break, discovered January 28 at Howard 
and Elm streets, may well have occurred at the same time and only been discovered 
after repairs to the first had been completed and the water turned back on. Repairs to 
the first break were complicated when an active natural gas line near the repair area 
was breached and had to be repaired as well. It now turns out, the engineer told the 
Pottstown Borough Authority board Tuesday, that the data shows the break occurred 
almost immediately after the water plant’s larger capacity pump was turned on. 
Normally, this would be a routine occurrence, but because the reservoir was being 
disconnected from the system, the valve at the head of the street was closed, he said.  
Source: 
http://www.pottstownmercury.com/articles/2010/02/19/news/srv0000007635866.txt 

32. February 18, Examiner – (Tennessee) Some 1,200 Memphis sewage overflows can 
bring penalties in the millions. The City of Memphis faces millions of dollars in 
penalties that may be imposed as the result of some 1,200 sewage spills totaling 23 
million gallons between January 2005 and September 2009. The cost of repairs to 
sewers and sewage treatment facilities would be additional. The U.S. Environmental 
Protection Agency (EPA) and the Tennessee Department of Environment and 
Conservation suit in Federal court on February 5th seeking damages under the Clean 
Water Act and state Water Quality Control Act. The suit may have been prompted by a 
December 7, 2009 complaint by Tennessee Clean Water Network (TCWN) to the city 
and the enforcement agencies. Penalties for the spills, which resulted in the discharge 
of raw sewage into the Mississippi River and its tributaries, are: $10,000 a day for each 
violation of state Water Quality Control Act; $32,500 a day for Federal Clean Water 
Act violations prior to Jan. 12, 2009; $37,500 a day for Federal Clean Water Act 
violations after Jan. 12, 2009. The fines conceivably could total more than $5 million. 
Repairs to the city sanitary sewer system, consisting of 3,600 miles of pipe installed 
since the 1870s, would be additional.  
Source: http://www.examiner.com/x-39081-Memphis-Public-Policy-
Examiner~y2010m2d18-Some-1200-Memphis-sewage-overflows-can-bring-penalties-
in-the-millions 

33. February 18, KPLC 7 Lake Charles – (Louisiana) DEQ arrests Evangeline Parish 
plant manager for violations. Investigators with the Louisiana Department of 
Environmental Quality Criminal Investigation Division and deputies from St. Landry 
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Parish Sheriff’s Office arrested an Opelousas man on 12 felony charges involving 
criminal violations of Plaisance Development Corporation’s water discharge permits. 
The director of Plaisance Development Corporation, age 57, is alleged to have 
knowingly violated his Louisiana Pollution Discharge Elimination System (LPDES) 
permit by not providing monitoring results, causing or allowing unpermitted 
discharges, and failing to provide proper operation and maintenance for these units. 
Plaisance Development Corporation operates six wastewater treatment units in 
Evangeline Parish. The arrest took place in conjunction with a search warrant executed 
at both Jones’ residence and the office of Plaisance Development 
Corporation. Violations of LPDES permit provisions, upon convicted, can result in a 
fine of not less than $5,000, but no more than $50,000 per day of violation, or 
imprisonment for not more than three years, with or without hard labor, or both.  
Source: http://www.kplctv.com/Global/story.asp?S=12007231 

34. February 18, Wicked Local Swansea – (Massachusetts) Malfunction dumps 2.5 
million gallons of sewage into Taunton River. A malfunction at the Central Street 
pumping station caused 2.5 million gallons of raw sewage to spill into the water near 
Battleship Cove earlier this week in Massachusetts. The Fall River director of Public 
Utilities said the incident occurred on Wednesday at 10 a.m. and the situation was 
rectified by 9 p.m. the same day. “We are getting the situation corrected,” he said. 
“These are critical issues. We’re making sure this doesn’t happen again.” According to 
the director, a control system automatically turns the pumps on. When the malfunction 
occurred, the pumps failed to turn on and the sewage was released into Mount Hope 
Bay. A secondary alarm system has been installed to alert pump station officials to any 
potential malfunctions with the system. A manual inspection of the pumping system 
occurs once per shift, he said. When the second shift employee arrived for his 
inspection, he alerted authorities to the malfunction and the situation was rectified 
within hours. The Massachusetts Department of Environmental Protection and the 
Rhode Island Department of Environmental Management were notified of the incident. 
Rhode Island DEM restricted shellfishing in Mount Hope Bay and the Kickemuit River 
from noon on Thursday until sunrise today. He said the spill went directly out to Mount 
Hope Bay and the changing tides and flux in the massive volume of water makes a 
cleanup unnecessary. 
Source: http://www.wickedlocal.com/swansea/news/x1650244801/Malfunction-dumps-
2-5-million-gallons-of-sewage-into-Taunton-River 

35. February 18, Star Tribune – (Minnesota) Lake Sarah’s worst polluter has 
immunity. With phosphorus levels more than twice the legal limit, Lake Sarah is 
among Minnesota’s most polluted waterways. The phosphorus levels are not 
considered toxic, but the popular recreational lake 24 miles west of downtown 
Minneapolis has so much vegetation in it that fewer swimmers, boaters, and water 
skiers each year have been able to enjoy it. But with the Minnesota Pollution Control 
Agency (MPCA) set to complete a plan to clean up the 561-acre lake, a bureaucratic 
snag has left the agency unable to force the city of Greenfield — the lake’s biggest 
polluter — to participate. “There’s no legal mechanism to force any action,” said the 
senior manager of water resources at Three Rivers Parks District, which is working on 

http://www.wickedlocal.com/swansea/news/x1650244801/Malfunction-dumps-2-5-million-gallons-of-sewage-into-Taunton-River
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the MPCA clean-up plan. Environmental officials believe that farmland runoff in 
Greenfield, which has more acreage on the lake than any other municipality, is the 
biggest source of the phosphorus. But Greenfield, with about 3,000 residents, lacks the 
population size or density to require a sewer system to control discharge into the lake, 
as mandated by the federal Clean Water Act. As a result, Greenfield falls outside the 
purview of state and federal water discharge requirements. The MPCA hopes by late 
spring to have a final plan to reduce the amount of phosphorus entering the lake by 
about 1,100 pounds a year. The agency has notified the five municipalities on the lake 
that each will be responsible for preventing a fixed number of pounds of phosphorus 
from reaching Lake Sarah.  
Source: 
http://www.startribune.com/local/west/84661422.html?elr=KArksD:aDyaEP:kD:aU2E
kP7K_t:aDyaEP:kD:aUiD3aPc:_Yyc:aU7DYaGEP7vDEh7P:DiUs 

[Return to top]  

Public Health and Healthcare Sector 

36. February 19, Bloomberg – (National) Asthma patients warned on drug. Asthma 
patients should avoid long-term use of Advair and Symbicort, federal regulators said 
Thursday, calling for further study of their potential health risks. Use should stop once 
symptoms are under control, officials from the Food and Drug Administration (FDA) 
said. Advair, GlaxoSmithKline’s top-selling product, and AstraZeneca’s Symbicort 
combine inhaled corticosteroids with medicines from a class known as long-acting beta 
agonists. Long-acting beta agonists, or LABAs, have been linked to an increased risk of 
worsening asthma, hospitalizations and deaths, and the agency Thursday advised 
against using products containing that ingredient alone. An outside panel will meet next 
month to gather information on how to design studies for the combination drugs, the 
FDA said in a statement. Patients should switch to just inhaled corticosteroids or other 
long-term control medications from the combination drugs as soon as asthma 
symptoms abate, the FDA said. Symptoms range from occasional wheezing to severe 
shortness of breath. 
Source: http://www.heraldtribune.com/article/20100219/ARTICLE/2191030/-
1/NEWSSITEMAP?tc=ar 

37. February 18, Associated Press – (Maryland) Firefighters battle blaze in nursing 
home. Two residents of a Beltsville, Maryland, nursing home suffered minor injuries or 
illnesses after a fire broke out in the facility. A firefighter was also slightly injured. A 
Prince George’s fire department spokesman says the fire broke out shortly before 9 
p.m. Tuesday at the Paint Branch Nursing home on Powder Mill Road. He says the 
structure is an old farmhouse was converted to a nursing home. Firefighters from 
Prince George’s and Montgomery counties arrived to find a porch on fire and the blaze 
generating high heat and smoke. The fire was brought under control in 15 minutes, but 
the heat remained and fire personnel removed 19 patients from the facility, many of 
whom are bedridden or use wheelchairs. One caretaker was also removed from the 
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facility. 
Source: http://wjz.com/wireapnewsmd/Firefighters.evacuating.nursing.2.1504656.html 

[Return to top]  

Government Facilities Sector 

38. February 19, Associated Press – (Alabama) Defense lawyer: Prof. accused in Ala. 
campus slayings likely insane, can’t recall shootings. An Alabama college professor 
accused of killing three colleagues during a faculty meeting is likely insane, and she 
can not remember the shootings, her attorney said. The court-appointed attorney for the 
defendant told The Associated Press in an interview Thursday that his client has severe 
mental problems that appear to be paranoid schizophrenia. The attorney discussed the 
case hours after hundreds of mourners attended the first funeral and memorial services 
for the defendant’s slain co-workers. Authorities said three more people were hurt 
when the defendant pulled out a handgun and started shooting during the routine 
meeting with colleagues last Friday. Charged with capital murder and attempted 
murder, she is being held without bond. The attorney said the defendant’s failure to 
obtain tenure at the University of Alabama in Huntsville was likely a key to the 
shootings. The defendant, who has a doctorate from Harvard University and has taught 
at the University of Alabama in Huntsville since 2003, apparently was incensed that a 
lesser-known school rejected her for what amounted to a lifetime job. 
Source: http://www.latimes.com/sns-ap-us-ala-university-shooting,0,6826414.story 

39. February 19, Chicago Sun Times – (Illinois) Student shot on NIU campus, suspect in 
custody. Northern Illinois University (NIU) police are investigating a shooting that 
wounded a student early Friday on the campus in northwestern DeKalb. An NIU 
student was injured and taken to Kiswaukee Community Hospital in DeKalb, the site 
said. A condition was not immediately available. The shooting appears to be an 
“isolated incident between two individuals” and the shooter was taken into custody, the 
site said. DeKalb police confirmed a person was in custody but would not give further 
details. The NIU Police and Public Safety office issued the “all clear” and the campus 
remains open, the site said. Classes will be held as usual. 
Source: http://www.suntimes.com/news/metro/2058404,niu-campus-shooting-
021910.article 

40. February 19, Wilkes University – (Pennsylvania) Phishing attempts. Wilkes 
University issued the following memo to students and staff: We have received multiple 
reports regarding circulation of emails about user profile will be locked by 
administration. These are phishing attempts. Phishing is an attempt to get personal and 
sensitive information from you via emails. Although Information Technology Services 
uses software to filter out over ninety percent of the email that is sent to campus as 
either spam, phishing, or virus infected, some still gets through the filters every day. It 
is up to you to be continuously aware of this threat. Please do not reply to these emails 
or click on links in the emails. If you think a message may be valid then type the 
address that is the company’s genuine website into the address bar of the browser, 
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rather than trusting any hyperlinks in a message. Wilkes University’s Information 
Technology Services will never request passwords or personal information via email or 
a web link. Wilkes University’s Information Technology Services will never request 
passwords or personal information via email or a web link. 
Source: http://www.wilkes.edu/pages/194.asp?item=55698&rp=1142 

41. February 18, Foxnews.com – (South Carolina) Army investigates alleged attempt by 
soldiers to poison food at Fort Jackson. The U.S. Army is investigating allegations 
that soldiers were attempting to poison the food supply at Fort Jackson in South 
Carolina. The ongoing probe began two months ago a spokesman for the Army’s 
Criminal Investigation Division, told Fox News. The Army is taking the allegations 
“extremely seriously,” the spokesman said, but so far, “there is no credible information 
to support the allegations.” Five suspects, detained in December, were part of an Arabic 
translation program called “09 Lima” and use Arabic as their first language, two 
sources told Fox News. Another military source said they were Muslim. It was not 
clear whether they were still being held. The spokesman would not confirm or deny the 
sources’ information. 
Source: 
http://www.foxnews.com/story/0,2933,586721,00.html?loomia_ow=t0:s0:a4:g4:r3:c0.0
00000:b0:z5 

42. February 18, Las Cruces Sun-News – (New Mexico) Computer problem slows MVD 
offices. Problems with a portion of New Mexico state government’s computer network 
forced a temporary outage Wednesday of computers used at the two state Motor 
Vehicle Division field offices in Las Cruces. A spokesman for the state Motor Vehicle 
Division, said the computers were down for an hour at the Las Cruces offices, on south 
Main Street, and at the department’s second city location near the corner of Picacho 
Avenue and north Main Street. The state’s Information Technology Department 
became aware of the network outage shortly after 10 a.m. Wednesday. “It was a 
situation that was unexpected and couldn’t be avoided,” the spokesman said. “We do 
apologize for any inconveniences that people might have experienced.” The computer 
system was back in operation by late morning Wednesday and the spokesman said no 
additional computer problems were reported. 
Source: http://callcenterinfo.tmcnet.com/news/2010/02/18/4631353.htm 

43. February 18, Santa Barbara and Goleta Noozhawk – (California) Ex-UCSB engineer 
arrested in alleged bomb threat against school. A former Santa Barbara man has 
been arrested in Washington for allegedly making a bomb threat against UCSB, his 
former employer. The 51 year-old suspect, of Kennewick, Washington, is being held in 
Benton County jail but formal charges have not been filed, the Mid-Columbia Tri-City 
Herald reported Thursday. The newspaper said the man was arrested Monday on 
suspicion of making a bomb threat with intent to alarm and a misdemeanor harassment 
charge. The Herald said the suspect had moved to Kennewick in 2004 after UCSB 
forced him to resign or be fired. UCSB officials could not be reached for comment 
Thursday night. UCSB police issued an alert to the campus last week after a Craigslist 
posting was discovered titled “Does it seem like UCSB is trying to incite [the man] to 
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shoot?” The police alert stated the suspect is a person of interest because of “recent 
nonspecific threats that may pertain to current UCSB employees.” 
Source: 
http://www.noozhawk.com/local_news/article/021810_washington_man_accused_of_
making_threats_to_ucsb/ 

44. February 17, CTV News – (International) Man infatuated with U.S. VP breaches 
2010 security. A mentally ill man with a homemade security pass was able to get 
within meters of the U.S. Vice President during a security breach at the Opening 
Ceremony of the 2010 Winter Olympic Games, CTV News has learned. As dozens of 
police held back thousands of protestors outside of BC Place in Vancouver, a 48-year-
old British Columbia man slipped past several layers of security inside the venue, said 
the RCMP assistant commissioner, the head of the 2010 Integrated Security Unit (ISU). 
The RCMP commissioner said the man’s target was clear. “He had an infatuation with 
the US Vice President.” The U.S. Vice President was seated in a section reserved for 
dignitaries. Twelve steps away from the VP and out of view of the cameras, the man 
started making his way down the stairs after the national anthem ended. That’s when 
two female plainclothes Mounties charged with protecting the U.S. Vice President 
acted, the RCMP assistant commissioner said. “They described him to me as simply not 
fitting in,” he said. “They approached him, determined that the accreditation he was 
carrying was forged or fake, confronted him and escorted him out one or two steps at 
which point he attempted to run and was taken into custody.” The suspect was admitted 
to a psychiatric facility. 
Source: 
http://www.ctvbc.ctv.ca/servlet/an/local/CTVNews/20100217/bc_olympics_biden_bree
ch_100217/20100217 
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Emergency Services Sector 

45. February 19, Panama City News Herald – (Florida) After disastrous blaze, 
Apalachicola rushes to repair hydrants. Apalachicola officials have responded 
quickly to a lesson in fire hydrants learned during last week’s disastrous blaze that 
destroyed a century-old house. At a special meeting of the city commission Tuesday 
afternoon, the City administrator Bsaid the city had ordered six new hydrants, at a cost 
of $1,288 each, and contracted with GAC Contractors, of Panama City, to install five of 
them, beginning Wednesday morning, at a cost of $2,480. The swift move to replace 
the broken hydrants was prompted by a difficulty that arose when Apalachicola 
firefighters fought the February 8 blaze that burned the 120-year-old Wright house. 
Apalachicola firemen had hooked up a hose to the nearest hydrant only to find that it 
was shut off for repairs. They managed to rely on pumper trucks brought in from 
Eastpoint and St. George Island, and hooked up a hose to a more distant hydrant, which 
provided them lower than optimal water pressure. 
Source: http://www.newsherald.com/news/apalachicola-81578-hydrants-repair.html 

http://www.ctvbc.ctv.ca/servlet/an/local/CTVNews/20100217/bc_olympics_biden_breech_100217/20100217
http://www.ctvbc.ctv.ca/servlet/an/local/CTVNews/20100217/bc_olympics_biden_breech_100217/20100217
http://www.newsherald.com/news/apalachicola-81578-hydrants-repair.html
http://www.noozhawk.com/local_news/article/021810_washington_man_accused_of_making_threats_to_ucsb/
http://www.noozhawk.com/local_news/article/021810_washington_man_accused_of_making_threats_to_ucsb/


 - 19 - 

46. February 19, Macon Sun – (Georgia) Bibb’s law enforcement radio system falls 
short. Bibb County, Georgia, law enforcement officers evicting people from their 
homes cannot call Macon police for backup. Bibb deputies have been avoiding using a 
better kind of radio because they could not record the transmissions until recently. And 
the enormous radio system behind every emergency agency in Bibb County is dying, 
with a replacement cost of about $12 million. Those are some of the problems facing 
local police, deputies and firefighters, who cope with a sometimes-patchwork lifeline to 
dispatchers and other officers. Bibb County’s chief deputy said the failing radio system 
has not had a major breakdown in the past few months because of the weather. That 
system — which city officials say is at least partially broken 30 percent of the time — 
is prone to overheating and storm damage. “Typically, it works well in the wintertime, 
but our biggest fear is in the summertime,” he said. “Storms can come in and wreck the 
system,” for which there is no backup. The overall radio system is more than a decade 
old and suffers from reliability problems and parts shortages. 
Source: http://www.macon.com/local/story/1029140.html 

47. February 18, WKYW 1060 Philadelphia – (Pennsylvania) Stolen ambulance stopped 
on Schuylkill Expressway. An ambulance that was reportedly stolen at or near the 
Albert Einstein Medical dialysis center in Philadelphia was stopped along the 
Schuylkill Expressway slightly west of City Avenue. Police say the suspect is in 
custody and being questioned. The incident happened just after 9am on Thursday. No 
one was hurt. The police activity resulted in a sizable traffic jam during the middle of 
rush hour. 
Source: http://www.kyw1060.com/pages/6390643.php? 
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Information Technology Sector 

48. February 19, ComputerWorld – (International) Chinese school linked to Google 
attacks also linked to ‘01 attacks on White House site. One of two Chinese academic 
institutions identified in a New York Times report on February 18 as the apparent 
source of the recent attacks against Google, has also been linked to a hacker who may 
have been involved with the takedown of whitehouse.gov in 2001. The Times on 
February 18 reported that the recent cyberattacks against Google and more than 30 
other organizations appeared to have originated from computers at two schools in 
China. One of the schools was identified as the Shanghai Jiaotong University; the other, 
as the Lanxiang Vocational School, an academic institution in China’s Shandong 
Province with apparent ties to the country’s military. A U.S. military contractor 
attacked in the same manner as Google, has even pointed investigators to a specific 
computer science class taught by a Ukrainian professor at the vocational school as one 
source of the attacks, the Times said. The newspaper, quoting unnamed investigative 
sources, said the attacks on Google and more than 30 other technology companies 
appear to have begun in April — much earlier than previously believed. If evidence of 
the schools’ involvement bears out, it could cast doubt on the assumption that the 
Chinese government or military was directly involved in the attacks, the Times said.  

http://www.macon.com/local/story/1029140.html
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Source: 
http://www.computerworld.com/s/article/9159258/Chinese_school_linked_to_Google_
attacks_also_linked_to_01_attacks_on_White_House_site 

49. February 19, IDG News Service – (International) Adobe working to fix security bug 
in Download Manager. Adobe Systems is working to fix a glitch in software it uses to 
speed up downloads of its products that could give hackers a way to push malicious 
programs onto a victim’s PC. According to a security researcher, Download Manager 
— a small program Adobe users to speed up the initial installation of its products — 
can be misused to force victims to install unwanted software on their computers. 
Because of an undisclosed flaw in the way Download Manager works, the “attacker can 
force an automatic download and installation of any executable he desires,” Download 
Manager wrote in a blog post. “So, if you go to Adobe’s Web site to install a security 
update for Flash, you really expose yourself to a zero-day attack.” Adobe said on 
February 18 that it was working with the researcher and the third-party developer of the 
Download Manager product to fix the issue. However, it would be hard for a user to 
install unwanted software without realizing it, because “the user has to accept a number 
of prompts before being taken through the installation process,” said an Adobe 
spokeswoman in an e-mailed statement. 
Source: 
http://www.computerworld.com/s/article/9159218/Adobe_working_to_fix_security_bu
g_in_Download_Manager 

50. February 19, SC Magazine – (International) WordPress.com knocked offline for 
almost two hours after power outage. Blog page WordPress.com was knocked offline 
by an outage lasting approximately 110 minutes on February 18. The founder of the 
website called it the ‘worst downtime in four years’ but ruled out any cyber attack 
involvement. He confirmed that 10.2 million blogs were affected, and those blogs were 
deprived of around 5.5 million page views. He said that WordPress needed to ‘dig 
deeper and find out exactly what happened, why, and how to recover more gracefully 
next time and isolate problems like this so they don’t affect our other locations’. A 
blogger noted the founder of WordPress.com comments that the outage tripped up all 
the mechanisms to prevent a total failure, but that luckily no data was lost in the outage, 
it just simply could not be sent out. 
Source: http://www.scmagazineuk.com/wordpresscom-knocked-offline-for-almost-
two-hours-after-power-outage/article/164075/ 

51. February 18, The Register – (International) Attack code for Firefox zero-day goes 
wild, says researcher. A Russian security researcher on February 18 said he has 
released attack code that exploits a critical vulnerability in the latest version of 
Mozilla’s Firefox browser. The exploit - which allows attackers to remotely execute 
malicious code on end user PCs - triggers a heap corruption vulnerability in the popular 
open-source browser, said the founder of Moscow-based Intevydis. He recently added 
it as a module to Vulndisco, an add-on to the Immunity Canvas automated exploitation 
system sold to security professionals. The report comes as Mozilla pushed out a Firefox 
update that tackles three critical vulnerabilities in version 3.5.7. One of those bugs is 
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also described as a heap corruption vulnerability, but the researcher said the flaw is 
different from the one his code exploits. If the claim is true, it would be one of the few 
times in recent memory that a zero-day vulnerability for Firefox has circulated in the 
wild.  
Source: http://www.theregister.co.uk/2010/02/18/firefox_zero_day_report/ 

52. February 18, DarkReading – (International) Czech researchers say ‘Chuck Norris’ 
kicks bots. Czech security experts say they have uncovered a global botnet that may be 
redirecting Web surfers to other sites for the purpose of stealing their data. The head of 
the security project of Masaryk University told the Czech news agency CTK recently 
that the Czech Defense Ministry discovered the botnet during a project called CYBER, 
in which several agencies have been researching ways to improve the country’s cyber 
defenses. The botnet’s creators have dubbed the network “Chuck Norris” after the 
famous Hollywood actor and martial arts expert. Researchers told the CTK that the 
botnet could allow operators to breach sensitive user data, such as access details for 
bank accounts, email boxes, passwords to various services, social networks, and other 
personal data. The botnet could conceivably be used for attacks on well-secured 
servers, as well, the head of the project said, but the researchers are uncertain of how 
many devices it has martialed. The botnet covers all of Europe and South America and 
reaches as far as China, he said. The central server that controlled the botnet was 
originally found in Italy,  told CTK.  
Source: 
http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=223000208 

53. February 18, Department of Justice – (California) California man sentenced to 
prison for selling “Cracked” software online. A California man was sentenced on 
February 16, 2010 to six months in prison for running a business in which he sold 
illegally copied software via the Internet. A United States attorney and the special agent 
in charge of the Federal Bureau of Investigation - Boston Field Division, announced on 
February 18 that the 51 year old suspect, of Winchester, California, was sentenced on 
February 16, 2010 before a U.S. district court chief judge to six months in prison, to be 
followed by three years’ supervised release, ordered to pay a $20,000 fine and forfeit 
$26,700. The suspect had pled guilty earlier to a one-count Information charging him 
with criminal copyright infringement. The suspect sold software programs at far below 
the retail price. He had not bought this software from the manufacturers or through any 
legitimate channels but rather had illegally downloaded the software from websites or 
obtained it from other individuals. The software the suspect sold was all “cracked”—
meaning that the security devices the manufacturers used to prevent people from 
illegally copying the software had been broken or circumvented. The suspect 
downloaded and offered for sale more than 3,000 cracked software programs, which 
had a combined retail value of more than $2 million.  
Source: http://boston.fbi.gov/dojpressrel/pressrel10/bs021810a.htm 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 
 

Nothing to report 
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Commercial Facilities Sector 

54. February 19, WPXI 11 Pittsburgh – (Pennsylvania) Health club threatens to collapse; 
building evacuated. The weight of heavy snow almost brought another roof down, this 
time at a health complex in Marshall Township. An employee of the Pure Athletex 
Sports Plex heard the roof groaning and creaking, which is when he told everyone to 
get out of the building. The fire department said about 10 percent had started to buckle. 
The owner said he was surprised to see this happen, because most of the building has 
been recently renovated. “The 24-foot wood trusses were bowed down about 12 
inches,” said the owner. “We called the fire department out to make sure we got 
everybody out of the building. They went in and found that all the plates on the trusses 
were snapping and breaking.” Most of the problems happened above a dining room 
between the fitness and tennis building, said the owner. The structure is still standing, 
however, officials said the incident could have been much worse. 
Source: http://www.wpxi.com/news/22607371/detail.html 

55. February 18, Reuters – (International) Envelope found in U.N. cafeteria prompts 
evacuation | Reuters. The U.N. cafeteria was evacuated on Thursday when a 
suspicious envelope was found, officials said, amid increased security precautions 
ahead of a session on Haiti with a former U.S. President. “A suspicious envelope was 
found in the cafeteria. In response they have closed the cafeteria and that area has been 
contained,” said U.N. spokesman. “The (U.N.) Department of Safety and Security is 
working with the host country to investigate the matter.” A New York City police 
spokesman said a call had been made to the police about a suspicious white powder in 
the ground-floor cafeteria. U.N. officials, however, did not mention powder. A 
scheduled appearance at the United Nations by a former U.S. President was pushed 
back from 4 p.m. to around 5 p.m., U.N. officials said, because of security precautions 
surrounding the cafeteria evacuation. 
Source: http://www.reuters.com/article/idUSTRE61H6FG20100218 
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National Monuments and Icons Sector 

56. February 18, Foxnews.com – (National) Obama eyes western land for national 
monuments, angering some. More than a dozen pristine landscapes, wildlife habitats, 
and scenic rivers in 11 Western states, some larger than Rhode Island and Delaware 
combined, are under consideration by the Presidential administration to become 
America’s newest National Monuments — a decision the administration can make 
unilaterally without local input or congressional approval. According to internal 
Department of Interior documents leaked to a Utah congressman, the mostly public 
lands include Arizona deserts, California mountains, Montana prairies, New Mexico 
forests, Washington islands and the Great Basins of Nevada and Colorado — totaling 
more than 13 million acres. Sources, according to Fox News, say the President is likely 
to choose two or three sites from the list, depending on their size, conservation value 
and the development threat to each one’s environment. “Many nationally significant 
landscapes are worthy of inclusion in the NLCS (National Landscape Conservation 
System),” according to the draft report stamped NOT FOR RELEASE. “The areas 
listed below may be good candidates for National Monument designation and the 
Antiquities Act.” Presidential use of the Antiquities Act is highly controversial because 
the White House, with the stroke of a pen, can lock up thousands of square miles of 
federal lands used for timber, ranching, mining and energy development without local 
input or congressional approval. 
Source: http://www.foxnews.com/politics/2010/02/18/obama-eyeing-millions-wild-
acres-national-monuments/?test=latestnews 
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Dams Sector 

57. February 19, Alexandria Town Talk – (Louisiana) Levee repairs in Rapides Parish 
will cost about $4.3M. The price tag to fix the Red River levee problems in Rapides 
Parish is in the $4 million to $5 million range, and local officials are working toward 
making the needed improvements happen. Not fixing the problems would have 
financial ramifications well beyond that amount, driving up insurance costs for many 
parish residents and businesses and even endangering the local economy, officials say. 
A U.S. Army Corps of Engineers official cited an approximate cost of $4.3 million to 
fix the north and south levees, which run from Boyce to Mansura, to where they can be 
recertified and re-accredited before the Federal Emergency Management Agency draws 
new flood plain maps that do not include the levees. “That’s the price to get the things 
that need to be done that are acceptable,” said a spokesman with the Corps’ Vicksburg, 
Mississippi, office. 
Source: http://www.thetowntalk.com/article/20100219/NEWS01/2190320/1002/Levee-
repairs-in-Rapides-Parish-will-cost-about--4.3M 

58. February 18, Associated Press – (Oregon) Klamath dam removal agreements to be 
signed. Longtime adversaries in the Klamath Basin water wars are gathering in the 
Oregon Capitol Rotunda to sign two landmark agreements. One lays out a roadmap for 
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removing four hydroelectric dams from the Klamath River in Southern Oregon and 
Northern California. The other details how to share water between fish and farms and 
restore the ecological balance of the basin. The governors of Oregon and California, the 
U.S. Secretary of Interior, and leaders of PacifiCorp, Indian tribes, fishing and 
conservation groups, and farmers are to sign the documents at ceremonies starting at 10 
a.m. Thursday. The conflict came to a head in 2001 when drought forced irrigation 
shutoffs to protect salmon. After irrigation was restored, tens of thousands of salmon 
died.  
Source: http://www.mercurynews.com/news/ci_14425681?nclick_check=1 

59. February 18, Jackson County Pilot – (Minnesota) Dam work to drag on. Originally 
scheduled to be all wrapped up by this spring, work to remove the Des Moines River 
Dam and restore the river in its place could extend to nearly Labor Day. The Jackson 
City Council on Tuesday moved the project’s substantial completion date back several 
months, to August 27. The original construction timeline called for work to be 
essentially complete by last month with final grading work to be finished this spring. 
The delay was recommended by the city’s river restoration committee on advice of the 
project’s engineer. The city’s point person on the project, said the delay is due 
primarily to the “terrible weather we’ve had” for the duration of the project. 
Source: http://www.jacksoncountypilot.com/Stories/Story.cfm?SID=25345 
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