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Top Stories  

 MSNBC reports that a man upset with the Internal Revenue Service set fire to his home, 
got into his small plane, and crashed it Thursday into a multistory office building in Austin, 
Texas that houses federal tax employees. At least two people were injured and a third 
person was unaccounted for. (See item 30) 

 The Washington Post reports that more than 75,000 computer systems at nearly 2,500 
companies in the United States and around the world have been hacked in what appears to 
be one of the largest and most sophisticated attacks by cyber criminals discovered to date, 
according to a northern Virginia security firm. The intrusion, dubbed the Kneber bot, began 
in late 2008 and was discovered January 26. (See item 40) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. February 18, The Register – (California) Silicon Valley plane crash kills 3 Tesla 
employees; Massive power outage hits Facebook, HP. A small plane crashed into a 
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residential neighborhood in Silicon Valley on Wednesday, killing the pilot and two 
passengers — all employees of Tesla Motors — and triggering a widespread electricity 
outage that cut power to thousands of homes as well as companies like Hewlett-Packard 
and Facebook. Amidst a shroud of early-morning fog, the twin-engine Cessna 310 
brought down a high tension transmission tower at about 8 a.m. in East Palo Alto, 
California, shortly after takeoff from Palo Alto Airport, then broke apart in its decent, 
according to the San Jose Mercury News. An investigator with the U.S. National 
Transportation Safety Board told the San Jose Mercury News that it is too early in the 
investigation to say whether the plane stuck power lines or the transmission tower. The 
destruction left over 28,000 Palo Alto residents and businesses without power for about 
10 hours.  
Source: http://www.theregister.co.uk/2010/02/18/tesla_palo_alto_plane_crash/ 

 
2. February 17, Reuters – (International) Saudi arrests wanted militant in major oil 

center. Saudi Arabia has arrested a Saudi militant suspected of links to al Qaeda in a 
major oil centre, an Interior Ministry spokesman said on February 17. The arrested man 
was arrested on February 12 in the southern Saudi town of Yanbu, said an Interior 
Ministry spokesman for security affairs. The man, 36, had been on a wanted list of 85 
people issued by the Saudi authorities last year. Seventy-four are still on the run and 
most are believed to be outside the kingdom, the world’s top oil exporter. A security 
source said the man had been monitoring oil and industrial facilities at Yanbu, site of a 
large oil refinery, an oil terminal and petrochemical plants. The man was still being 
questioned. 
Source: http://uk.reuters.com/article/idUKLDE61G1L920100217 
 

For more stories, see items 45 and 53 
 
[Return to top] 

Chemical Industry Sector 
 
3. February 18, KWTX 10 Waco – (Texas) Leak following train derailment prompts 

evacuation in South Texas. A pre-dawn derailment in southeast Texas prompted the 
evacuation of some residents of Santa Fe over concerns of a possible chemical leak. 
Police say several cars derailed 5:30 a.m. on February 17, but no injuries were 
immediately reported. A Santa Fe police sergeant said hazardous materials experts were 
called in after an undetermined type of fluid was discovered leaking from the train. 
Police went door to door, to notify residents to leave after an evacuation was ordered for 
people within a mile of the accident scene. Santa Fe is located 30 miles southeast of 
Houston and is home to about 11,000 people. 
Source: http://www.kwtx.com/home/headlines/84690897.html 

 
4. February 18, Charleston Daily Mail – (West Virginia) Dow Chemical reports leaks 

from two plants. Dow Chemical reported two leaks at two different locations, including 
one at its Institute facility that leaked over 3,000 pounds of ammonia, over the course of 
two weeks. The Kanawha Metro 911 shift captain said the first leak was reported at 1:52 
p.m. on February 16 from the chemical giant’s Institute location ethylene oxide unit. An 
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all-clear was given at 3:40 p.m. “Operators had been looking at the inventory records 
and saw that the level in the gauges had been dropping for several days,” he said. He 
said the plant found the ammonia had been leaking through a relief valve at the top of an 
anhydrous ammonia tank at a rate of nearly 270 pounds per day, from February 4 to 
February 15, adding up to more than 3,500 pounds. He said plant officials did not 
discover the leak until they saw the gauges dropping and checked the changes against 
their records. The Kanawha Emergency Services Director said representatives from 
Dow Chemical called him on February 16 shortly after finding the leak. “They called me 
about it before Metro paged me about the incident,” he said. “They were very 
forthcoming with information about the incident.” The second leak, also reported 
Wednesday afternoon, came from Dow’s South Charleston facility. The facility reported 
a release of polyalkylene glycol. He said about 75 pounds of the chemical was spilled 
onto the ground and ran off into their process sewer plant, where it was treated before 
being released into the Kanawha River. He said neither chemical released were on the 
extremely hazardous list but that ammonia can be dangerous to humans in certain forms. 
No outside assistance was needed for either leak, he said. 
Source: http://www.dailymail.com/Business/201002170561 
 

[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

5. February 18, Associated Press – (Vermont) Vermont Yankee vote raises question of 
preemption. A looming legislative vote that could call for the shutdown of the Vermont 
Yankee nuclear plant in 2012 has raised the possibility that a federal court might be 
asked to block a shutdown. Vermont’s Legislature is the only one in the country that has 
the power to vote on whether a nuclear plant should get a license extension; other states 
leave it to utility regulators and the federal Nuclear Regulatory Commission. That raised 
an obvious question: What would the next move be for Vermont Yankee and its owner, 
New Orleans-based Entergy Corp.? A Vermont Yankee spokesman declined to 
comment Wednesday, adding that the company will wait until the Senate acts before it 
comments. But one possibility would be for Entergy to go to federal court to argue that 
the state had overstepped into an area under federal jurisdiction.” Any state rendering a 
decision to shut down a plant would be new territory,” said a spokesman for the federal 
Nuclear Regulatory Commission’s Northeast regional office. “It’s typically not a realm 
that the states have been involved in.” 
Source: http://finance.yahoo.com/news/Vermont-Yankee-vote-raises-apf-
1613891477.html?x=0&.v=1 
 

[Return to top] 

Critical Manufacturing Sector 
 

6. February 17, WHIO 7 Dayton – (Ohio) Fire erupts at F&P manufacturing in 
Troy. Firefighters in Troy, Ohio were called to a fire at a local manufacturing plant 
early Wednesday morning. The fire happened at F&P Manufacturing on Corporate 
Drive just after midnight. Fire officials said a hot ember from a welder ignited a filter in 
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a ventilation system on the second floor. Damage was estimated at about $10,000. 
Investigators said a firefighter suffered minor injuries, but was not removed from the 
scene. The company makes auto parts. 
Source: http://www.whiotv.com/news/22588764/detail.html 

 
7. February 16, Ventura County Star – (National) Calleguas Municipal Water District 

sues pipe manufacturer. The Calleguas Municipal Water District, in California, is one 
of more than 40 agencies across the nation suing a pipe manufacturer after a former 
employee said the company knowingly sold water pipes that would burst. The lawsuit 
contends that JM Eagle cost states, counties and water districts millions of dollars in 
damages when the pipes broke and had to be replaced at ratepayers’ expense. The 
Calleguas general manager said his district had five major breaks of JM Eagle pipes 
along Kanan Road from 1999 to 2008, resulting in repairs that cost the district several 
million dollars. “We eventually replaced the entire reach of pipeline because of the 
uncertainty of when the next break would occur, since they were happening on a more 
frequent basis,” he said. The suit started after a former employee of JM Eagle — one of 
the largest suppliers of pipe in the world — said it knowingly was using inferior 
materials in pipes that could cause them to rupture and lead to explosions or other 
hazards. Officials of the company have disputed the allegations. The former employee 
was fired after he raised concerns with the company and subsequently filed a whistle-
blower lawsuit against it in 2006. The suit was recently unsealed. States, counties and 
water agencies have now joined his suit.  
Source: http://www.vcstar.com/news/2010/feb/16/calleguas-municipal-water-district-
sues-pipe/ 

 
[Return to top] 

Defense Industrial Base Sector 
 

8. February 18, Nashville Tennessean – (Tennessee) Nashville defense contractor 
involved in illegal gun sale investigation. Agents with the federal Bureau of Alcohol, 
Tobacco, Firearms and Explosives are investigating claims that employees of a 
Nashville defense contractor have been illegally selling guns. In a statement, Sabre 
Defence Industries said it was cooperating with the federal investigation into the 
possible criminal violation. At its plant on Allied Drive in Nashville, the company 
manufactures firearms and weapons systems. Its products include components of M2 
Browning machine guns and M-16 rifles. The company said it had learned that some of 
its employees involved in inventory control “may have obtained and re-sold some items 
without appropriate licenses.” The company did not say which firearms were involved. 
Sabre sells to law enforcement agencies and commercial markets, but its biggest 
customer is the U.S. military. The company has more than 120 employees in Nashville. 
Source: http://www.tennessean.com/article/20100218/NEWS03/100218009/2066 

 
9. February 18, Naval Open Source Intelligence – (National) X-47B unmanned combat 

air system taking shape onboard Lincoln. Personnel from the Navy Unmanned 
Combat Air System (N-UCAS) program team and industry partner Northrop Grumman 
Corporation are underway with USS Abraham Lincoln (CVN 72) to test the integration 
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of existing ship systems with new systems that will support the X-47B Unmanned 
Combat Air System Demonstration (UCAS-D). This effort will reduce program risk and 
is one of many steps toward the X-47B’s first carrier arrested landing or “trap.” The X-
47B will be the first unmanned jet aircraft to take off and land aboard an aircraft carrier. 
With a 62ft wingspan and length of 38ft, the X-47B is about 87 percent the size of the 
F/A-18C aircraft currently operating aboard Navy aircraft carriers. 
Source: http://nosint.blogspot.com/2010/02/x-47b-unmanned-combat-air-system-
taking.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogs
pot/fqzx+(Naval+Open+Source+INTelligence) 

 
[Return to top] 

Banking and Finance Sector 
 

10. February 18, Florida Times-Union – (National) Compass Bank network hit by 
electrical outage. An early morning power outage shut down the network for BBVA 
Compass bank, taking its ATM network, Web site, call center and telephones offline, 
but a company spokesman said the bank would be back online soon. Compass Bank has 
724 branches in seven states, but because Jacksonville, Florida, is furthest east, it was 
affected most by the outage, which happened at 7 a.m. Eastern time, said the Compass 
director of external communication. By 9 a.m. the bank’s primary system was back 
online, but other equipment has taken some time to get back online, he said. As of 
10:45, some 90 percent of the bank’s ATMs was back online, the call center was taking 
calls again and branches in central and eastern states were open. There was never any 
security threat to the bank’s data during the outage, the director said.  
Source: http://jacksonville.com/business/2010-02-
18/story/compass_bank_network_hit_by_electrical_outage 

 
11. February 18, Southeast Missourian – (Missouri) Montgomery Bank warns of 

phishing scam. Montgomery Bank is warning residents of a phishing scam involving 
the bank’s name. The scam involves sending an automated telephone message to mobile 
phones stating there is a problem with the consumer’s debit or credit card and requests 
that the consumer respond by calling a telephone number and leaving a message with 
debit/credit card number, PIN, Social Security number, account number, and other 
information that can be used to make fraudulent transactions on the consumer’s account. 
Montgomery Bank is not generating these calls.  
Source: http://www.semissourian.com/story/1611874.html 

 
12. February 17, AuctionBytes.com – (International) Paymate experiences DDoS attack, 

no risk to customer data. Online payment service Paymate is down due to a DDoS 
(distributed denial-of-service) attack. The company’s Vice President of Sales and 
Marketing told AuctionBytes the site has been down since early February 16, and at no 
time during the disruption has any user data or information of any kind been at risk. 
Paymate is an accepted payment method on eBay, and the company said it was working 
diligently with eBay and its customer service teams to provide updates and ensure 
proper information was being delivered. In a statement on February 14, Paymate said it 
was unclear who launched this week’s attack against it and what their motives might 
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have been. According to the statement, “The company expects the DOS issue will be 
resolved quickly and that it will soon be back to providing its customers the fast, safe, 
and reliable experience they’ve come to expect from Paymate.” Paymate is keeping 
users updated through posts on its Twitter account. 
Source: http://www.auctionbytes.com/cab/abn/y10/m02/i17/s05 

13. February 17, Courthouse News Service – (California) Long Beach man admits to 
$33M Ponzi scam. A Long Beach man pleaded guilty to defrauding more than 50 
investors out of $33 million in a real estate Ponzi scheme, the U.S. Attorney’s Office 
announced on February 17. The 33 year old pleaded guilty on February 16 to federal 
wire fraud for promising high returns on real estate investments that turned out to be a 
Ponzi scam, federal prosecutors said. From late 2003 through August 2006, he had 
investors pump their savings into his El Segundo-based venture that operated under a 
variety of names, including J.W. James and Associates and The Cloaking Device, 
according to prosecutors. Instead of investing the money in real estate, the defendant 
used it to pay off other investors and cover personal expenses, including paying for his 
wedding and investing in a recording studio and production company called On the Ball 
Entertainment, prosecutors said.  
Source: http://www.courthousenews.com/2010/02/17/24779.htm 

14. February 17, KPTV 12 Portland – (Oregon) Suspicious bag deemed safe at 
Woodburn bank. A state police bomb squad was called to investigate a suspicious bag 
on February 17 outside a Woodburn bank where a bomb blast killed two officers in 
2008. Police used a robot to determine the bag did not hold any dangerous material. A 
school bus driver spotted the bag on the sidewalk outside the West Coast Bank on early 
on February 17, a police spokesman said. The driver called police and Woodburn 
officers asked for the Oregon State Police Bomb Squad to investigate. Police 
temporarily closed the highway in both directions at Oregon Way just east of Interstate 
5.  
Source: http://www.kptv.com/news/22589920/detail.html 

15. February 17, Associated Press – (National) Flashy Va. businessman accused of 
millions in bank fraud caught in Texas after months missing. A Lamborghini-
driving steakhouse owner who disappeared after being accused of cheating banks out of 
tens of millions of dollars was arrested in Texas and returned to Virginia as federal 
prosecutors pursue fraud charges. The defendant is accused of fraudulently securing 
nearly $18 million in loans from one bank by offering up phony life insurance policies 
as collateral. He was thought to have fled the country in May, but court documents show 
he was arrested in the Austin, Texas, area on or before February 1 and U.S. Marshals 
say he has been in custody in Alexandria since last week. The allegations spelled out in 
a federal court affidavit could be only the beginning against the flashy businessman, 
who owned several exotic sports cars and collected traffic tickets while driving them. In 
bankruptcy court, creditors spelled out more than $60 million claims against him, mostly 
from banks.  
Source: http://www.latimes.com/business/nationworld/wire/sns-ap-us-life-insurance-
scheme,0,2780544.story 
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16. February 16, Chicago Sun Times – (Illinois) FBI: Same man robbed five banks. The 

Federal Bureau of Investigation said on February 16 it believes the same man has 
robbed at least five Chicago-area banks in the past few weeks. The latest robbery 
happened on the afternoon of February 15 at a Near West Side TCF Bank, located inside 
a Jewel-Osco store. The man entered the bank, pulled a semi-automatic gun from his 
waist, and got away with some cash. No one was injured, but the FBI says the man 
should be considered “armed and dangerous.” The same man is wanted in four other 
recent robberies, including TCF Bank branches in River Forest on February 14 and in 
Darien on February 11, according to a release from the FBI. He is also suspected of 
robbing a U.S. Bank branch in Bolingbrook on January 27 and another U.S. bank branch 
in Bolingbrook on January 15, the release said.  
Source: http://www.nbcchicago.com/news/local-beat/bank-robber-84529752.html 

 
[Return to top]  

Transportation Sector 
  

17. February 18, Associated Press – (New Jersey) Security breach closes part of Newark 
airport. Another security breach closed down a section of Newark Liberty International 
Airport for about an hour on busy Presidents Day. The Transportation Security 
Administration says the X-ray detected what appeared to be wine bottles in a 
passenger’s carry-on. He was referred to a secondary screening because of the ban on 
carrying more than 3 ounces of liquids. A TSA spokeswoman says screening was halted 
in Terminal A around 4:45 p.m. Monday because the man apparently walked away. He 
was never located and apparently boarded his flight.  
Source: 
http://www.phillyburbs.com/news/news_details/article/92/2010/february/18/security-
breach-closes-part-of-newark-airport.html 

 
18. February 18, Associated Press – (Utah) Flight diverted to Salt Lake after bomb 

threat. Airport officials say an airliner en route to San Francisco has been diverted to 
Salt Lake City following a bomb threat. The Salt Lake City superintendent of airport 
operations says the FBI and airport police are on scene searching the plane. The 
superintendent says the 193 passengers and six crew remain on board United Flight 741 
and that there are buses waiting to transport passengers to the terminal when the all-clear 
is given. He had no details on the threat. The FBI in Salt Lake City said it could not 
confirm anything. A United spokesperson says the flight was diverted as a precaution. 
The flight originated in Denver. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gNRKbc29H0NVRQES9nDsgb
5w923AD9DUNG5O0  

 
19. February 17, WESH 2 Orlando – (Florida) TSA holds security checks at Orlando 

train station. Transportation Security Administration officers conducted security checks 
at the Amtrak train station in Downtown Orlando on Wednesday. The checks involved 
bomb-sniffing dogs, an explosive trace detection machine and behavior detection 
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officers. In addition, luggage was checked with portable X-ray machines. Although 
federal law requires 100 percent screening of luggage and passengers at airports, 
security is not as stringent on other modes of transportation. Authorities said TSA, along 
with other agencies, periodically conducts checks at train and bus stations. “You always 
come across things,” said the federal security director. “For example, at a Greyhound 
terminal last week, we had folks actually boarding buses trying to bring machetes, 
handguns and knives on buses, which is a potential threat to the security of passengers.” 
Some passengers said they were relieved to see security agents patrolling the station. “I 
was happy to see it,” said one passenger, whose purse was checked. On Wednesday, 
TSA agents confiscated a box cutter a plumber had in his tool kit. Authorities said they 
have done 12 security checks at train and bus stations in the last six months in central 
Florida. 
Source: http://www.wesh.com/news/22594445/detail.html 

 
20. February 17, USA Today – (National) TSA takes explosives screening to fliers. 

Airport screeners for the first time will begin roving through airports taking chemical 
swabs from passengers and their bags to check for explosives, the Transportation 
Security Administration said on February 16. The program, already tested at five 
airports after the attempted Christmas Day bomb plot on a U.S.-bound airliner, begins 
nationwide in a few weeks, a TSA spokeswoman said. Screeners will push carts with 
bomb-detection machines around airport gates and checkpoint lines to randomly check 
passengers’ hands and carry-on bags for explosive residue. Metal detectors now used at 
checkpoints can not spot materials such as the powdered explosives that a bombing 
suspect allegedly hid in his underwear to get through a checkpoint in Amsterdam’s 
airport.  
Source: http://www.usatoday.com/travel/flights/2010-02-16-TSA-swabs_N.htm 
 

For another story, see item 3 
 
[Return to top] 

Postal and Shipping Sector 
 

See item 31 
 

[Return to top] 

Agriculture and Food Sector  

 
21. February 17, Dayton Daily News – (Ohio) Packing company must pay penalty, write 

accident plans. A packing company has agreed to pay more than $16,000 in penalties 
for violations at its plants in Dayton and Washington Court House. Sugar Creek Packing 
Company owns and operates bacon processing facilities on Kenskill Avenue, 
Washington Court House, and North Gettysburg Avenue. Sugar Creek will pay a $5,312 
civil penalty for violations at its Washington Court House facility and $10,880 for its 
Dayton location. As part of the refrigeration process, the company uses the chemical 
anhydrous ammonia. Because of the amount at each location, the company must file risk 
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management plans with Ohio EPA outlining a program to prevent accidental releases, 
the agency said.  
Source: http://www.daytondailynews.com/business/packing-company-must-pay-
penalty-write-accident-plans-553613.html?showComments=true 

22. February 17, Milwaukee Journal Sentinel – (National) No carp found in Chicago 
canal on day 1 of search. The first morning of a two-week fishing expedition on the 
Chicago canal system yielded no Asian carp. Fishing crews are on the water to get a 
better idea of how many Asian carp may have breached an electric barrier that is 
considered the last best line of defense between the super-sized jumping fish and Lake 
Michigan. In November, “environmental” DNA tests indicated the fish had bypassed the 
$9 million barrier, located about 20 miles south of Lake Michigan. Subsequent DNA 
tests showed evidence that the fish have made it all the way to the open water of Lake 
Michigan, although no actual fish have been found above the barrier. The plan is to use 
fish-shocking devices to try to herd Asian carp into a system of nets. Crews will be 
targeting the carp-friendly warm waters near discharge pipes at industrial facilities along 
the canal. People will be paying keen attention to what they find, because until an actual 
fish is landed above the barrier, some will continue to doubt how close the fish actually 
are to Lake Michigan. That became apparent Wednesday at a public hearing held in 
Michigan on the federal government’s new plan to keep the fish from colonizing Lake 
Michigan. That plan calls for spending tens of millions of dollars on new barriers along 
the Chicago Sanitary and Ship Canal as well as millions of dollars on fish poisoning 
programs and millions more for research into how to better control carp populations.  
Source: http://www.jsonline.com/news/wisconsin/84666642.html 

23. February 16, KHSL 12 Chico – (California) Carbon monoxide forces evacuation of 
Chico business. A carbon monoxide scare forced a Chico business to evacuate. The 
incident was reported around 7:45 Monday night. Employees at Chico Nut Company on 
the Esplanade reported that carbon monoxide alarms were sounding. Firefighters say at 
least one employee felt sick, and the levels had exceeded 25 parts per million which is 
above safe levels. The building was evacuated and about 30 employees were sent home. 
The company brought in large fans to ventilate the area.  
Source: http://www.khsltv.com/content/localnews/story/Carbon-Monoxide-Forces-
Evacuation-of-Chico/YeiV-E8JXUqIPjHg9OxNNg.cspx 

24. February 16, Palm Beach Post – (Florida) Everglades Restoration Program pays 
ranchers to protect water. A program that pays ranchers to use pastures as water-
retention ponds could provide one-sixth of the water needed to restore the Everglades 
for a fraction of the cost of current treatments, according to program proponents. The 
plan presently in place is a multi-billion dollar system of reservoirs and storage wells. 
The pilot program run by the Worldwide Fund for Nature (WWF) involves eight 
ranchers in the lands surrounding the Kissimmee River north of Lake Okeechobee. The 
goal is to turn low-lying pastures into wetlands through a system of pumps and ponds. 
Ranchers would collect wet season rains in their fields and release the water southward 
in the dry season. In 2010 the ranchers will be paid $660,000 to use 10,000 acres. 
Expanding the program to a proposed 250,000 acres would cost $16.5 million per year 
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for land use, plus several million more in infrastructure costs, according to the Post.  
Source: http://www.circleofblue.org/waternews/2010/world/everglades-restoration-
program-pays-ranchers-to-protect-water/ 

 
[Return to top] 

Water Sector 
 
25. February 18, San Francisco Chronicle – (California) San Bruno sewage spills over 5 

years reported. The city of San Bruno spilled 1.9 million gallons of sewage and 
polluted water into San Francisco Bay and the Pacific Ocean over a five-year period and 
should pay $633,600 in fines, the staff of the San Francisco Regional Water Quality 
Control Board said Wednesday. San Bruno discharged raw sewage or sewage diluted 
with storm water into groundwater or storm drains that feed the bay and the ocean 148 
times between December 2004 and December 2009, the staff report said. It said 1.6 
million gallons of sewage-polluted water was spilled in January 2008, when heavy rains 
generated wastewater that exceeded the capacity of the city’s sanitary system. 
Deteriorating equipment and roots and debris in the pipelines also contributed to sewage 
discharges, the report said. It noted that the board had ordered San Bruno to upgrade its 
water collection system in 1997 after earlier sewage spills. The city made some changes 
in response to that order but failed to adopt further improvements, recommended by city 
officials, which could have prevented some of the recent spills, the board staff said. The 
water board is scheduled to consider the fine at its May 12 meeting. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2010/02/17/BA551C37AC.DTL 

 
26. February 17, Environmental Health News – (National) Too much pavement, too little 

oversight: Why stormwater is a leading water pollution problem. Across the 
country, stormwater runoff hammers thousands of rivers, streams and lakes. 
Communities are left to struggle with the consequences of too much pavement and too 
little oversight. Now the U.S. Environmental Protection Agency (EPA) is gearing up to 
tighten federal stormwater rules that have been criticized by environmental groups and 
deemed ineffective by a national panel of researchers. Experts say careful planning of 
developments, homes and buildings can alleviate nearly all the contamination from 
urban runoff. But few builders and developers are voluntarily incorporating such 
techniques into their plans, and regulating runoff has been left to states and cities. Under 
the EPA’s current permitting system, builders must limit stormwater runoff to the 
“maximum extent practicable.” But a 2008 National Research Council report criticized 
the rules and recommended that the agency set guidelines for flow and contaminants. 
Responding to the criticism, the EPA is now writing new regulations — expected to be 
enacted in 2012 — that will define what is expected of developers, possibly by setting 
limits for stormwater volume or concentrations of contaminants. The rules may include 
guidelines for techniques such as rain gardens, rain barrels, green roofs, green streets 
and porous pavements, said the municipal branch chief in the EPA’s water permits 
division.  
Source: 
http://www.alternet.org/water/145710/too_much_pavement,_too_little_oversight:_why_
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stormwater_is_a_leading_water_pollution_problem/?page=entire 
 

27. February 15, Circle of Blue – (National) Water-intensive companies fail to disclose 
water risks, report says. Investor network recommends companies provide more 
specific, quantifiable data on water risk. Ceres Report companies in water-intensive 
industries are poorly managing and reporting water-related risks, according to a study 
from a coalition of investment funds and environmental groups. The Ceres report 
criticizes companies for using vague, non-quantified language about water risk and 
recommends water risk information be included in mandatory financial filings with the 
U.S. Securities and Exchange Commission. Data from regulated financial filings and 
voluntary corporate reports from the 2008 fiscal year were used to rank 100 of the 
largest publicly-traded companies in eight industrial sectors, based on their water-risk 
disclosure and management. Sectors evaluated include beverage, chemicals, electric 
power, food, home building, mining, oil and gas, and semiconductors. The report found 
that companies are neglecting two important pieces of information: site-specific water 
use and supply chain risk. The report recommends that companies: 1) Include water risk 
and performance data in regulated financial filings; 2) Include facility-level water use 
information for water-stressed areas; 3) Set quantifiable targets for reducing water use; 
4) Disclose water-related risks in their supply chains; 5) Make products suitable for a 
water-constrained world.  
Source: http://www.circleofblue.org/waternews/2010/world/water-intensive-companies-
fail-to-disclose-water-risks-report-says/ 

 
For another story, see item 7 

 
[Return to top] 

Public Health and Healthcare Sector 
 

28. February 18, Northescambia.com – (Florida) Thousands of patient records 
stolen. Cardiology Consultants reported Wednesday that a computer used to process 
ultrasound images was stolen from one of its Pensacola, Florida, offices last month. The 
computer was stolen December 19, and the group said they become aware of the theft on 
December 21 and immediately began a thorough investigation with authorities. 
However, as of Wednesday, no arrests have been made and the computer has not been 
recovered. The computer did not contain patient financial information or Social Security 
Numbers. However, the stolen computer did contain the first and last names, dates of 
birth, medical record numbers, exam dates and in some cases, the reason for the 
ultrasound. This information was not encrypted, but the computer does require a special 
key to access the data,” said a Cardiology Consultants administrator in a prepared 
release.  
Source: http://www.northescambia.com/?p=14757 

 
29. February 17, CIDRAP News – (National) Sebelius lauds pandemic partnerships. As 

pandemic flu activity across the nation wanes, federal health officials are already 
reviewing the government’s response and lessons learned to help blunt the impact of the 
next national public health emergency, the Secretary of the U.S. Department of Health 
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and Human Services (HHS) said yesterday. She said that HHS will look for new ways to 
accomplish public health goals with outside partners such as public schools, universities, 
or businesses. She pointed to a survey revealing that almost one third of parents said 
their children got vaccinated at schools, which do not typically operate within the public 
health community. She made the remarks in a keynote speech at a public health 
preparedness conference hosted in Atlanta by the National Association of County and 
City Health Officials (NACCHO). HHS posted the speech today on its Web site. 
Source: 
http://www.cidrap.umn.edu/cidrap/content/influenza/swineflu/news/feb1710speech-
br.html 
 

[Return to top] 

Government Facilities Sector 
 
30. February 18, MSNBC – (Texas) Man crashes plane into Texas office building. A man 

upset with the Internal Revenue Service set fire to his home, got into his small plane and 
crashed it Thursday into a multistory office building that houses federal tax employees, 
authorities said. At least two people were injured in the crash and a third person who 
worked in the building was unaccounted for, fire officials said. The crash caused a fire 
that sent black smoke billowing from the seven-story Echelon Building. Federal law 
enforcement officials said they were investigating whether the pilot crashed on purpose 
in an effort to blow up IRS offices. About 190 IRS employees work in the building, and 
an IRS spokesman the agency was trying to account for all of its workers. The pilot, 
listed in FAA and property records, apparently had a long-running dispute with the IRS. 
The IRS, CIA and FBI all have offices in the complex where the building that was 
struck is located, though it was not clear if they are all in the building that was hit. 
Source: http://www.msnbc.msn.com/id/35460268/ns/us_news-life?GT1=43001 

 
31. February 18, Associated Press – (Massachusetts) Investigators say suspicious package 

sent to Sen. John Kerry’s Boston office had no explosives. Fire officials say there is 
no indication that a suspicious package sent to a Massachusetts Senator office in 
downtown Boston contained an explosive device. A spokeswoman for the Senator said 
the package was delivered in the mail Thursday morning. When staffers became 
concerned about the package they contacted the Boston fire and police departments, who 
responded to the scene. The spokeswoman said the federal Department of Homeland 
Security also investigated. Officials from the fire department’s special operations unit 
found no evidence of explosives or biological or chemical agents. The unopened 
package was being transported to a state lab for further investigation. The spokeswoman 
said the office was not evacuated. The Senator had been on a trip to Pakistan and was 
returning home when the package was delivered.  
Source: http://www.latimes.com/news/nationworld/nation/wire/sns-ap-us-kerry-
suspicious-package,0,4024564.story 

 
32. February 18, Cape Cod Times – (Massachusetts) Camp Edwards ceiling collapse 

injures two. Two civilian construction workers renovating a vacant barracks were 
injured Wednesday when a cement ceiling collapsed on them, according to 
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Massachusetts National Guard officials. The two men were working in a first-floor 
bathroom of barracks 5242 at 9:22 a.m. when a portion of the 1-inch-thick ceiling caved 
in on them, said the deputy base commander. The workers were dismantling a portion of 
the suspended plaster and concrete ceiling. The deputy base commander said one man 
suffered non-life-threatening injuries to his knee and back, while the other sustained a 
serious but non-life-threatening head injury. Both men, whose names were not released 
by National Guard officials, were conscious and alert when rescuers found them, the 
base commander said. The man with knee and back pain was taken to Falmouth 
Hospital, while the worker with the head injury was flown to an unspecified Boston 
hospital for treatment.  
Source: 
http://www.capecodonline.com/apps/pbcs.dll/article?AID=/20100218/NEWS/2180332 

33. February 18, Tuskegee News – (Alabama) Web provides BOE, first responders new 
safety plan. With two recent school shootings in north Alabama weighing heavy, 
Macon school administrators found it comforting last week to learn a state plan designed 
to improve safety in the classroom. Thursday, February 11, officials from Macon 
County schools and first responders met at Booker T. Washington High in Tuskegee for 
a crash course on the Virtual Alabama School Safety Program – a tool from Google 
Earth Enterprise that allows some in the community to better prepare for the 
unthinkable. Virtual Alabama allows a select few in the county remote access to vital 
information about schools by accessing an interactive map of the property. Anyone 
given access can view layouts of the schools, see where students and teachers will be in 
case of fire or weather threats and even tap into live video feeds from security cameras. 
Virtual Alabama began in 2003 as a means to assemble, display, evaluate and share data 
with state, county and municipal governments, including emergency responder teams 
and law enforcement according to the Virtual Alabama Web site. AUM’s Center for 
Government was contracted by Homeland Security to map one school in each of the 
state’s 133 school districts.  
Source: 
http://www.thetuskegeenews.com/articles/2010/02/17/news/doc4b7c208cdad543655342
58.txt 

34. February 17, Computerworld – (Virginia) City of Norfolk hit with code that takes out 
nearly 800 PCs. Malicious code that mysteriously found its way onto an internal virtual 
print server took out nearly 800 computers used by the city of Norfolk, Virginia, during 
the week of February 8-12. The code apparently was activated when workers shut down 
their computers, said the IT director for the city of Norfolk. “It was triggered by the 
action of logging off,” he said. The code nearly wiped out the C drives of the 784 
affected computers and essentially deleted the Windows operating system. The contents 
of the system folders on those machines, normally about 1.5GB in size, shrunk to 500 
MB, he said. The IT director believes the code may have been a “time bomb,” possibly 
loaded a long time ago but set to activate on a specific date. “Someone could have done 
it who knows how long ago,” he said. 
Source: 
http://www.computerworld.com/s/article/9158499/City_of_Norfolk_hit_with_code_that
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_takes_out_nearly_800_PCs 
 

For another story, see item 51 
 
[Return to top] 

Emergency Services Sector 
 

35. February 18, United Press International – (National) Homeland Security fails to 
secure its guns. U.S. Homeland Security officers are getting extra training following a 
report that nearly 200 guns have been lost due to negligence, an official says. The 
department’s inspector general says at least 15 of the guns lost in bowling alleys, public 
restrooms, unlocked cars and other unsecure areas ended up in the hands of felons, USA 
Today reported on February 18. The general inspector documented 289 incidents of 
missing firearms from fiscal 2006 through 2008. Not all were lost because of 
negligence, his report says. Some disappeared in the aftermath of Hurricane Katrina and 
others were stolen from safes. Homeland Security says employees who lost firearms 
have been fired or suspended. The report does not say if any of the lost firearms were 
used in crimes. 
Source: http://www.upi.com/Top_News/US/2010/02/18/Homeland-Security-fails-to-
secure-its-guns/UPI-79151266507934/  

 
36. February 18, Homeland Security Newswire – (Florida) Home-made poisons pose risks 

for first responders. A 23-year old St. Petersburg, Florida resident committed suicide 
by filling his car with gas which was a custom-made combination of pesticides and 
cleaning products; he learned about the deadly concoction from the Internet. As St. 
Petersburg firefighters and paramedics approached the car in a residential area over the 
weekend in response to a suicide call, they caught a whiff of some strange-smelling gas 
and noticed the car was filled with smoke. What really got their attention were the five 
signs on the windows. “Stay Away.” “Contact Haz-Mat.” Tampa Bay Online reports 
that it did not take long for them to figure out this was more than a carbon monoxide 
poisoning. They backed off and donned full protective clothing and self-contained 
breathing devices. They pulled a 23-year-old man from inside the car, but were not able 
to revive him. A police officer who helped drew a lungful of the concoction near the car 
and felt lightheaded. He was taken to a nearby hospital where he was treated and later 
released. 
Source: http://homelandsecuritynewswire.com/home-made-poisons-pose-risks-first-
responders 

 
37. February 17, WKBW 7 Buffalo – (New York) More tests done in potentially harmful 

Buffalo police building. The “D” District Police Station in Buffalo, New York, is still 
closed while the city awaits more test results. The building was closed last Friday over 
health concerns including the presence of mold. Preliminary test results so far show 
mold and asbestos levels pose no health risk to employees there but full results will not 
be ready until next week. “There is no black toxic mold, which would have been 
problematic,” Buffalo’s mayor said during a news conference. “The preliminary testing 
has not found any environmental problem that poses a threat to health and safety at this 
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point.” The Leader Environmental Group conducting these tests has taken several other 
samples that could turn up to be hazardous, including volatile organic compounds, 
carbon monoxide, and radon gas. Other environmental groups, such as Ecology and 
Environment, are also conducting tests of the building and looking at its history through 
city records. Police officers and other employees are temporarily working out of either 
the “B” District Police Station or reporting for duty at School 63. And officials are 
finalizing a different temporary location where all the “D” District building employees 
would work out of until the building is proven to be safe. More test results should be 
ready during the middle of next week.  
Source: http://www.wkbw.com/news/local/84641132.html 

 
38. February 17, Radio World – (National) Alaska test helps next-gen EAS. A test of the 

Emergency Alert System that included the first planned activation of the Emergency 
Action Notification event code was likely just the first of several exercises the Federal 
Emergency Management Agency will take, seeking data to help plug coverage gaps in 
the planned next-gen EAS. The EAN is the activation code that would allow the 
president of the United States to address the nation directly via broadcast radio stations, 
TV stations and cable outlets during a national emergency. The Alaskan test in January 
was observed by a large contingent of FEMA and Federal Communications Commission 
personnel and was deemed a success by most involved despite a few glitches. The 
Alaska Division of Homeland Security and Emergency Management, the Alaska 
Broadcasters Association, the Federal Communications Commission and FEMA 
officials coordinated the event.  
Source: http://www.rwonline.com/article/94818 

 
39. February 16, Atlanta Journal-Constitution – (Georgia) Ga. cop ambushed, killed with 

high powered weapon. After traveling down a dirt road shortly after noon Monday, a 
Chattahoochee Hills police officer was ambushed and fatally shot by someone using a 
high-powered weapon. He was the first Atlanta-area law enforcement figure fatally shot 
in a working capacity since 2008, according to the Officer Down Memorial Page, Inc., 
Web site. A manhunt involving several police agencies was seeking two to three men 
riding in a late 1980s brown Chrysler. A blue pickup truck with a ladder in the back also 
might have been involved, police said.  
Source: http://www.policeone.com/officer-down/2004892-Lt-Mike-Vogt/ 

 
For another story, see item 33 

 
[Return to top]  

Information Technology 
 

40. February 18, Washington Post – (International) More than 75,000 computer systems 
hacked in one of largest cyber attacks, security firm says. More than 75,000 
computer systems at nearly 2,500 companies in the United States and around the world 
have been hacked in what appears to be one of the largest and most sophisticated attacks 
by cyber criminals discovered to date, according to a northern Virginia security firm. 
The attack, which began in late 2008 and was discovered last month, targeted 
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proprietary corporate data, e-mails, credit-card transaction data and login credentials at 
companies in the health and technology industries in 196 countries, according to 
Herndon-based NetWitness. This latest attack does not appear to be linked to the Google 
intrusion, said NetWitness’s chief executive. But it is significant, he said, in its scale and 
in its apparent demonstration that the criminal groups’ sophistication in cyberattacks is 
approaching that of nation states such as China and Russia. The attack also highlights 
the inability of the private sector — including industries that would be expected to 
employ the most sophisticated cyber defenses — to protect itself. The intrusion, first 
reported on the Wall Street Journal’s Web site, was detected January 26 by a 
NetWitness engineer. He discovered the intrusion, dubbed the Kneber bot, being run by 
a ring based in Eastern Europe operating through at least 20 command and control 
servers worldwide. The hackers lured unsuspecting employees at targeted firms to 
download infected software from sites controlled by the hackers, or baited them into 
opening e-mails containing the infected attachments, the chief executive said. The 
malicious software, or “bots,” enabled the attackers to commandeer users’ computers, 
scrape them for log-in credentials and passwords — including to online banking and 
social networking sites — and then exploit that data to hack into the systems of other 
users, the chief executive said. The number of penetrated systems grew exponentially, 
he said.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/17/AR2010021705816.html 

41. February 18, SC Magazine – (International) Public sector targeted by spam emails 
that contain Bredolab malware. Targeted email attacks against public sector 
companies have been prevalent this week with Bredolab malware being used as the 
payload. The malware operations engineer at Symantec Hosted Services, claimed that 
attacks began on February 16, but what was interesting was the payload rather than the 
specific attack. The engineer explained that Bredolab is usually spammed out in vast 
quantities using the Cutwail botnet, and uses many techniques to trick people into 
running the executable. Once the executable is opened, another file is dropped on to the 
computer and the local firewall is turned off. Furthermore, other malicious files may 
also be installed by the controllers of Bredolab, who may also be selling or renting the 
control of that computer for malicious use by other cyber criminals. As Bredolab is so 
flexible, it may conceivably be used to perform any task that its controllers wish. What 
made this attack so significant, said the engineer, were several factors. He said: “Firstly, 
it is targeted to very specific recipients, and it was not being spammed indiscriminately 
in large volumes. Secondly, the malicious file in the email is indeed a variant of the 
Bredolab virus; it has exactly the same characteristics, except that the files it 
subsequently downloads are not the usual Bredolab fare. They are, in fact, data stealers, 
and very few anti-virus companies identified the downloaded files at the time of 
writing.”  
Source: http://www.scmagazineuk.com/public-sector-targeted-by-spam-emails-that-
contain-bredolab-malware/article/163990/ 

42. February 18, Erictric – (International) Mobile Hotmail users taken to incorrect 
inbox. Smartphone users are complaining about a glitch that is causing them to be 
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logged into a Hotmail inbox that is not their own. The event may coincide with a service 
outage which occurred on February 16, but the company behind Hotmail, Microsoft, 
states they have commenced and investigation in a formal statement: “Microsoft takes 
customers’ privacy seriously, and immediately upon learning of these reports, we started 
an investigation. We will take appropriate action once we have completed the 
investigation.” Not long ago, users on AT&T’s network reported similar issues, but 
instead of email, the users were logged into the wrong Facebook account.  
Source: http://erictric.com/2010/02/18/mobile-hotmail-users-taken-to-incorrect-inbox/ 

43. February 17, The Register – (International) Undead botnets blamed for big rise in 
email malware. Malicious spam volumes increased dramatically in the back half of 
2009, reaching three billion messages per day, compared to 600 million messages per 
day in the first half of 2009. But this is still a tiny fraction of the estimated global spam 
volume, thought to be about 200 billion messages per day. A new report by net security 
firm M86 Security points the finger of blame for the torrent of malware, phishing and 
other scams (collectively defined as malicious spam) and junk mail more generally 
towards botnet networks of compromised machines. It reckons five botnets were 
responsible for 78 percent of the malicious spam it fought in the second half of 2009. 
M86 reports that the major spam botnets such as Rustock, Pushdo (or Cutwail) and 
Mega-D continue to dominate spam output, supported by second-tier botnets such as 
Grum, and Lethic. Rustock alone pushed out 34 percent of spam in 2H09. Pushdo 
zombie drones puked out one in five spam messages (20 per cent), with Mega-D 
zombies account for 9 percent of the global junk mail nuisance. This survey rates the 
infamous ZeuS spyware agent as the greatest menace to corporate security, with the 
Koobface worm, which spreads via messages on social networks, a close second. 
Source: http://www.theregister.co.uk/2010/02/17/spam_botnet_trends/ 

44. February 17, Homeland Security Newswire – (National) New group calls for holding 
vendors liable for buggy software. A loose consortium of security experts from more 
than thirty organizations called on enterprises to exert more pressure on their software 
vendors to ensure that they use secure code development practices. The group, led by 
the SANS Institute and Mitre Corp., is slated to release later draft language for use in 
procurement contracts between user organizations and software development firms. A 
writer for Computerworld writes that the document provides user companies with a list 
of specific terms and conditions that should be included in procurement contracts to 
ensure that vendors are adhering to a strict set of software development security 
standards. In sum, the draft contract would leave development firms liable for software 
defects.  
Source: http://homelandsecuritynewswire.com/new-group-calls-holding-vendors-liable-
buggy-software 

45. February 17, Information Week – (National) Cyberattack drill shows U.S. 
unprepared. Imagine what would happen if a massive cyberattack hit the U.S., 
crippling mobile phones and overwhelming both telephone infrastructure and the 
electricity grid. “Cyber Shockwave,” conceived and executed by the Bipartisan Policy 
Center along with experts in cybersecurity, simulated such an attack on February 16 — 
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and discovered that the U.S. is ill-prepared to handle a large scale cyberattack. They did 
not fare especially well, the vice president of communications for 7the Bipartisan Policy 
Center said in an interview on February 17. The Bipartisan Policy Center is a nonprofit 
think tank that reaches across party lines to come up with solutions to policy issues. 
Cyber Shockwave posed two scenarios. In the first, a March Madness mobile 
application spread malware from cell phone to cell phone. In the second, the U.S. 
electricity grid crashed for reasons not immediately known. In the scenario of the power 
grid collapse, a lack of information about the origin of the event — whether it was the 
result of a cyberattack or of a technical failure” also hampered officials’ ability to handle 
the situation. The experience was apparently eye-opening, and officials already may be 
taking heed. The U.S. Senate Committee on Commerce, Science, and Transportation has 
scheduled a hearing the week of February 22 to discuss the next steps to protect critical 
infrastructure from attacks like the one simulated.  
Source: 
http://www.informationweek.com/news/government/security/showArticle.jhtml?articleI
D=222900723&cid=RSSfeed_IWK_News 

46. February 17, DarkReading – (International) The top 10 enterprise botnets. Four little-
known botnets were behind half of all botnet infiltrations in enterprises last year — and 
the No. 1 botnet hitting corporate networks carried the infamous Zeus crimeware. 
Damballa, which provides anti-botnet services for enterprises, today revealed the Top 10 
botnets it found in its customers’ networks in 2009; the so-called ZeusBotnet accounted 
for nearly 20 percent of all bot infections, while the KoobfaceBotnetB botnet accounted 
for 15 percent. Koobface overall had a surprisingly large representation. The worm, 
typically spread via social networks such as Facebook and MySpace, was the main 
malware carried by two additional botnets, Koobface.D (5 percent) and Koobface.C (4 
percent). The malware was used as a foot in the door to hijack corporate users’ accounts 
and to spread among other systems within the organization, according to the vice 
president of research for Damballa. Koobface also was the most common type of 
malware family used by all botnets to infect enterprises, with Zeus a close second, 
according to Ollmann. Meanwhile, a click-fraud botnet known as ClickFraudBotnet was 
behind 9 percent of enterprise botnet infections, followed by SpamFraudBotnet with 8 
percent, both of which staked out the enterprise machines to do their bidding for 
financial gain, rather than for stealing anything from the victim organizations. Behind 
ZuesBotnet, KoobfaceBotnetB, ClickfraudBotnet, and SpamfraudBotnet on the Top 10 
list were MonkifBotnetA (8 percent), KoobfaceBotnetD (5 percent), TidservBotnet (5 
percent), MonkifBotnetB (4 percent), KoobfaceBotnetC (4 percent), and 
ConfickerBotnetA (4 percent).  
Source: 
http://www.darkreading.com/insiderthreat/security/client/showArticle.jhtml?articleID=2
22900762&subSection=End+user/client+security 

47. February 17, Agence France-Presse – (International) Group claims responsibility for 
giant Latvian tax hack. An unknown group of hackers said on February 17 they had 
illegally downloaded millions of Latvian tax documents to show that Riga’s attempts to 
fight the economic crisis were not working. “The purpose of the group is to unmask 

 

 

   

http://www.darkreading.com/insiderthreat/security/client/showArticle.jhtml?articleID=222900762&subSection=End+user/client+security
http://www.darkreading.com/insiderthreat/security/client/showArticle.jhtml?articleID=222900762&subSection=End+user/client+security
http://www.informationweek.com/news/government/security/showArticle.jhtml?articleID=222900723&cid=RSSfeed_IWK_News


 - 19 -

those who gutted the country,” an alleged hacker using the alias “Neo,” told producers 
of the Latvian current affairs talk show Kas Notiek Latvija in an interview on the show’s 
website. The hacker alleged that over a period of three months, his group used a security 
loophole to download over 7.5 million documents from the State Revenue Service’s 
(SRS) web site. He said the documents, including VAT receipts and income tax 
declarations, showed that reforms launched to deal with Latvia’s severe economic crisis 
have not been working.  
Source: http://www.google.com/hostednews/afp/article/ALeqM5hA9-
NmLsK7MHLCEWewFGzezL_H-w 

 
48. February 16, Computerworld – (International) Rogue PDFs account for 80% of all 

exploits, says researcher. Just hours before Adobe is slated to deliver the latest patches 
for its popular PDF viewer, a security firm announced that by its counting, malicious 
Reader documents made up 80% of all exploits at the end of 2009. According to 
ScanSafe of San Bruno, California, vulnerabilities in Adobe’s Reader and Acrobat 
applications were the most frequently targeted of any software during 2009, with 
hackers’ PDF exploits growing throughout the year. In the first quarter of 2009, 
malicious PDF files made up 56% of all exploits tracked by ScanSafe. That figure 
climbed above 60% in the second quarter, over 70% in the third and finished at 80% in 
the fourth quarter. “PDF exploits are usually the first ones attempted by attackers,” said 
a ScanSafe senior security researcher, referring to the multi-exploit hammering that 
hackers typically give visitors to malicious Web sites. “Attackers are choosing PDFs for 
a reason. It’s not random. They’re establishing a preference for Reader exploits.”  
Source: 
http://www.computerworld.com/s/article/9157438/Rogue_PDFs_account_for_80_of_all
_exploits_says_researcher?taxonomyId=17 

 
For another story, see item 1 

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us-cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it-isac.org/. 
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Communications Sector 
 

49. February 18, Data Center Knowledge – (Nebraska) Yahoo opens new Nebraska data 
center. Yahoo has opened its new data center in La Vista, Nebraska. The 180,000 
square foot facility near Omaha will hold about 100,000 servers, employ around 50 
people and will become the largest Yahoo data center when expansions are completed. 
Yahoo began the 17-state location process that led them to Nebraska in early 2008. 
Similar to other Midwest deals that were negotiated earlier with Google in Council 
Bluffs, Iowa and Microsoft in West Des Moines, Yahoo selected Nebraska for state tax 
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incentives, low energy costs and a quality workforce. The announced $100 million deal 
included the La Vista data center and a customer care center in Omaha, with a combined 
200 jobs created. 
Source: http://www.datacenterknowledge.com/archives/2010/02/18/yahoo-opens-new-
nebraska-data-center/ 

 
For another story, see item 45 
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Commercial Facilities Sector 
 

50. February 18, WFTV 9 Orlando – (Florida) Fire damages Cocoa Hotel, guests 
evacuated. Dozens of hotel guests had to grab what belongings they could and make a 
run for it when a Brevard County, Florida, hotel caught fire Wednesday night. Thursday 
morning, the state fire marshal will investigate to try to figure out if the fire was 
intentionally set at the Holiday Inn Express on Tucker Road in Cocoa. The hotel was 
quiet and dark early Thursday morning and the damage inside the business is significant. 
Approximately four rooms were destroyed and about another 20 were damaged. The fire 
started around 9:00pm Wednesday night in a third floor room and quickly spread 
throughout the hotel. By the time firefighters arrived at the scene, flames were breaking 
through the roof and the entire hotel had to be evacuated. Sixty-five guests had to leave 
the hotel just off Interstate-95 in Cocoa. Fortunately, no guests were injured. The 
displaced guests were accommodated at another Holiday Inn nearby. 
Source: http://www.wftv.com/countybycounty/22596566/detail.html 

 
51. February 17, WPVI 6 Philadelphia – (Pennsylvania) Police promise crackdown on 

violent “flash mobs.” Police continue their investigation into a “flash mob” that 
gathered at a Philadelphia mall and went on a rampage. The police say high school kids, 
linked by social media and cell phones, came from all over the city. At just before 5:00 
p.m. Tuesday, upwards of 150 kids were ejected from The Gallery Mall by security. 
Police say they then went on a rampage down Market Street toward City Hall. Some 
went into the Macy’s department store and vandalized display cases. “Our business 
community is going through a very trying time because of the weather, and the last thing 
we need is for these kids to come down here and create an environment where no one 
feels safe and comfortable to shop,” said an official with the Philadelphia Police. The 
police held a flurry of meetings with the business community and school officials on 
Wednesday, determined to head off further trouble. Police arrested 16 teenagers. The 
school district says it is working with the police and already has truancy patrols in The 
Gallery. Security is tight in the Gallery and on the streets. The police have deployed 
extra plain clothes and uniformed officers and they are keeping an eye on various social 
media sites for signs of trouble.  
Source: http://abclocal.go.com/wpvi/story?section=news/crime&id=7282973 

 
52. February 17, Ventura County Star – (California) Grenade found in parking lot of 

Oxnard Costco, store evacuated. A hand grenade that prompted officials to evacuate a 
Costco in Oxnard Wednesday morning was recovered without incident and shoppers 
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were allowed to return within a couple hours. Oxnard Police and the Ventura County 
sheriff’s department bomb squad responded to the Costco parking lot on Ventura 
Boulevard about 10:07 a.m. The bomb squad took the grenade and left the scene about 
11:30 a.m., allowing the cleared store to reopen. Authorities said the grenade was 
brought to the store by a construction worker who had found it a day earlier at a job site 
in the Los Angeles area and put it in the bed of his truck. “For whatever reason, he 
decided to take it home with him,” an Oxnard police spokesman said. The unidentified 
construction worker brought it to Costco Wednesday morning, where he had work, and a 
co-worker said they should call the police, according to the spokesman. It was unknown 
whether the grenade was live or inert, and the bomb squad was called out as a 
precaution, he said. He did confirm that it had a pin in it.  
Source: http://www.vcstar.com/news/2010/feb/17/grenade-found-in-parking-lot-of-
oxnard-costco/ 

 
53. February 17, WIBC 93.1 Indianapolis – (Indiana) Downtown buildings evacuated 

after explosion, fire. An underground transformer caught fire near Ohio and Delaware 
Streets in downtown Indianapolis Wednesday afternoon, forcing the evacuation of 
approximately 1,000 people from two buildings. Heavy flames shot through the parking 
garage next to the Gold Building, sending thick black smoke billowing into the air. 
Indianapolis fire department captain says three transformers run the buildings and Hertz 
Investments, the company that owns, them has regular maintenance performed on them 
but the one that caught fire had not had a major overhaul in the last several years. 
Charlie and Barney’s restaurant suffered approximately $50,000 damage. Overall, 
damage is estimated at $75,000. No injuries were reported. Workers were eventually 
allowed to go back into the building to retrieve their belongings, but had to climb the 
stairs because there was no electrical power to the elevators. 
Source: http://www.wibc.com/news/Story.aspx?ID=1197459 
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National Monuments & Icons Sector 
 

54. February 18, Gaithersburg Gazette – (Maryland) Extent of damage after roof collapse 
at museum warehouse unknown. Officials with the Smithsonian Institution’s National 
Air and Space Museum were still unsure Tuesday whether any of the aviation-related 
artifacts — which may include pieces of early aircrafts or spacecrafts — housed in a 
Suitland, Maryland warehouse were damaged when the building’s roof collapsed 
February 10. Even if the artifacts were unharmed, a museum spokeswoman said the 
collapse of the 1960s-era structure from the weight of heavy snow accumulation 
reaffirmed the museum’s decision to move from the Suitland site to a more modern 
facility near Dulles International Airport in Chantilly, Virginia. “There was a concern ... 
before this snowstorm that it’s time to move the collection and move these offices,” she 
said, adding she did not know when the move would take place. “This situation simply 
confirms that we need to move in that direction.” Built in 1967, the building, known as 
Warehouse 21, is one of about 30 similar structures within the Paul E. Garber 
Preservation, Restoration and Storage Facility. At the time of the collapse, Warehouse 
21 contained approximately 1,500 artifacts and 800 works of art, most from the 20th 
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century and all related in some way to aviation or space travel, according to the 
spokeswoman. A museum spokeswoman said she did not know the estimated worth of 
the artifacts, except that they are “valuable.” She said museum officials have good 
reason to believe the artifacts were untouched, since they were stored in protective 
crates and boxes and many were in environmentally controlled storage containers.  
Source: http://www.gazette.net/stories/02182010/uppenew173713_32555.php 
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Dams Sector 
 

55. February 17, Redding Record-Searchlight – (California) Suspicious device found in 
canal wasn’t a pipe bomb. Ellis Street in Redding, California, was shut down for a 
short time this afternoon while the Shasta County Bomb Squad investigated a suspicious 
device. The object resembled a pipe bomb, but it did not turn out to be an actual 
destructive device, a Redding police officer said. The device was spotted in the 
Anderson-Cottonwood Irrigation District canal near Ellis Street about 3:15 p.m., he said. 
Source: http://www.redding.com/news/2010/feb/17/suspicious-device-found-canal-
wasnt-pipe-bomb/ 

 
56. February 17, Kearney Hub – (Nebraska) Red Willow Dam crack prompts Thurs. 

meeting. Federal Bureau of Reclamation officials will conduct an informational meeting 
from 6:30-8 p.m. Thursday at the Red Willow County Fairgrounds in McCook about 
current and future activities to repair Red Willow Dam. After a sinkhole was discovered 
on the dam face in October, cracks were found in the 126-foot high earthfill 
embankment that impounds up to 85,070 acre-feet of water to form Hugh Butler Lake 
11 miles north of McCook. Bureau officials lowered the lake to levels last seen during 
the drought in 2002 to relieve stress on the dam. That means no irrigation water will be 
available in 2010 or 2011 for Frenchman-Cambridge Irrigation District water users 
downstream to Harlan County Lake. An overview will be presented Thursday on the 
structural problems at Red Willow Dam and a timeline to address them, including an 
action study to begin this month. The bureau’s Nebraska-Kansas area manager said it is 
hoped that a list of alternatives will be ready in April and that final designs for a 
preferred alternative are completed by November so that a plan can be submitted to 
Congress for funding. The goal is to have a project approved in February 2011, so that a 
construction contract can be awarded in the summer of 2011.  
Source: http://www.kearneyhub.com/news/local/article_8c987dc8-1bf2-11df-8a55-
001cc4c002e0.html 

 
57. February 17, Wall Street Journal – (North Dakota; Minnesota) Fargo fix takes on 

water. Some 100,000 volunteers from around the upper Midwest came together in a 
massive sand-bagging operation last spring to save this city from a record flood of the 
Red River. Now, that unity is starting to show cracks. Planning is moving ahead for a 
more than $1 billion channel-building project that is designed to protect the Fargo and 
Moorhead, Minnesota, metropolitan area from even the most severe floods. But the huge 
ditch could worsen the problem for people living downstream and has drawn opposition 
from those in its proposed path. This month, the Army Corps of Engineers outlined 
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several possible routes for a man-made channel — nearly half a mile wide and at least 
25 miles long — that would divert floodwaters around the metro area, which has a total 
population of about 200,000. The massive public-works project would take more than 
six years to build and employ thousands of workers. Fargo officials say a permanent 
solution is essential to protect the region’s cultural and business hub that year after year 
has fought off major floods, including one in 1997 that devastated Grand Forks 80 miles 
to the north. But downstream, in farming towns like Hendrum, Minnesota, population 
300, anxiety and skepticism are high. In a flood, Hendrum, which sits amid snowblown 
fields in sight of the trees that line the river, could face an extra 10 inches of water 
because of the diversion — enough to cut off the town completely, even if higher levees 
are built to protect it. On Monday night, the Minnesota House of Representatives passed 
a bill that forbids the state from chipping in for a diversion unless it mitigates the impact 
on downstream towns.  
Source: 
http://online.wsj.com/article/SB10001424052748704479704575061762780789280.html
?mod=WSJ_latestheadlines 
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