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Top Stories  

 Reuters reports that two Houston refineries said their operations were unaffected on the 
morning of February 11 by the closure of a portion of the upper Houston Ship Channel due 
to a sunken tug boat and the search for a missing crewman. The tugboat is owned by a 
subsidiary of Kinder Morgan Energy Partners. (See item 7) 

 According to USA Today, about 10,000 airport security workers will get access to secret 
intelligence that could help stop terrorist attacks on planes. So far, 750 people have been 
cleared to get classified information, said a TSA spokeswoman, adding that it will take two 
more years to get all 10,000 workers cleared. (See item 16) 
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Energy Sector 
 
 Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 

Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. February 12, WFOR 4 Miami – (Florida) At least 1 hurt when propane tanker 
explodes. At least one person has been air rescued to the hospital after a propane tank 
exploded into a massive ball of fire in Medley early morning on February 12. The 
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thick, black smoke billowed into the early morning sky after the explosion, which took 
place near 95th Street and W. Okeechobee Road at a truck service plaza. Miami-Dade 
Fire Rescue crews sprayed a special foam on the fire, blanketing it with the white 
foam until the fire was out. Investigators have to determine what sparked the 
explosion. There is no word on the condition of the injured man. 
Source: http://cbs4.com/local/Propane.Tanker.Fire.2.1490187.html 

2. February 12, WLUC 6 Marquette – (Michigan) Homes evacuated after railroad 
mishap. Evacuation was a safety precaution. A Canadian National Railroad 
locomotive and an LS&I Railroad crew were transferring rail cars at the LS&I’s Eagle 
Mills yard in Negaunee Township early morning on February 12 and apparently 
contact was made with a propane tank car that was parked on separate siding. Due to 
the concern of a potential leak of propane gas, employees at the Eagle Mills yard, 
along with residents in homes in a radius of a half mile, were temporarily evacuated as 
a precaution. The evacuation lasted less then two hours and residents were allowed to 
return to their homes after it was determined there was no propane leak. At this time, a 
leak of an undetermined amount of diesel fuel from the locomotive is being 
investigated. Cliffs Natural Resources personnel have contained the diesel fuel leak 
area. A propane emergency response management team from downstate is on its way 
to the Upper Peninsula to transfer the propane from the tanker car. Additionally, Cliffs 
Natural Resources has notified the Michigan Department of Natural Resources and 
Environment regarding the incident. There were no injuries and the incident remains 
under investigation. 
Source: 
http://www.uppermichiganssource.com/news/story.aspx?list=~\news\lists\local&id=41
5467 

3. February 12, KSLA 12 Shreveport – (Louisiana; Texas) Winter storm causes 
massive power outages. Friday morning outages in the Ark-La-Tex peaked with 
nearly 53,000 customers dealing with no electricity. KSLA News 12 has been told that 
crews are still hustling to get power turned back on. According to officials, several 
breakers have apparently locked out in Shreveport, Longview, Texas and also in 
Marshall, Texas, causing entire circuit substations to shut off. This is causing the 
massive number of outages. Here is the latest numbers break down in the Ark-La-Tex. 
In Arkansas, 196 customers are without power. Northwest Louisiana still has more 
than 12,000 outages and East Texas still has more than 37,000 outages.  
Source: http://www.ksla.com/Global/story.asp?S=11976341 

4. February 12, WSMV 4 Nashville – (Tennessee) Thousands without power in 
Clarksville. Crews are working to repair New Providence substation. Thousands 
of people were without power in the New Providence area of Clarksville the morning 
of February 12, because of a problem with a substation. According to a statement 
released on CDE Lightband’s Facebook page around 6:45 a.m., crews are working to 
repair a mechanical issue in the New Providence substation. The utility reported 
approximately 8,000 to 9,000 people without power, and said the outage will affect 
customers in the Peachers Mill Road area. 
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Source: http://www.wsmv.com/news/22542298/detail.html 

5. February 12, New York Department of Environmental Conservation – (New York) 
Dozens of abandoned, leaking petroleum sites across the state to be cleaned up 
through stimulus funds. Dozens of petroleum spill sites across New York will soon 
be cleaned up and ready for redevelopment thanks to more than $9.2 million in federal 
stimulus funding, the state Department of Environmental Conservation (DEC) 
Commissioner announced Friday. Funding provided by the U.S. Environmental 
Protection Agency (EPA) through the American Recovery and Reinvestment Act of 
2009 is supporting the investigation and cleanup of approximately 60 sites with 
underground storage tank petroleum leaks, with several projects already underway. 
The Recovery Act provided $200 million for cleanups nationwide that target orphaned 
or abandoned underground storage sites where a responsible party has not been 
identified or compelled to undertake the work. The sites — primarily former gas 
stations — are “shovel ready,” with DEC able to move quickly to implement the 
investigation and cleanup plans. Approximately 15,000 petroleum-related spills are 
reported in New York each year, involving various industries and operations. DEC 
staff uses state and federal funding to address sites that threaten drinking water 
supplies or have other direct impacts to public health. The funding announced Friday 
will enable DEC to act more aggressively to address sites with underground storage 
tanks.  
Source: http://readme.readmedia.com/Dozens-of-Abandoned-Leaking-Petroleum-
Sites-Across-the-State-To-Be-Cleaned-up-Through-Stimulus-Funds/1151849 

6. February 11, Homeland Security News – (National) NIST issues expanded draft of 
its Smart Grid Cyber Security Strategy for public review. The coming Smart Grid 
will offer efficiency and savings, but also new cyber vulnerabilities; NIST has issued 
the second draft proposal of its smart grid cybersecurity requirements; the document 
identifies more than 120 interfaces that will link diverse devices, systems, and 
organizations engaged in two-way flows of electricity and information and classifies 
these connections according to the risks posed by a potential security breach. The U.S. 
National Institute of Standards and Technology (NIST) has issued the second draft of 
its Smart Grid Cyber Security Strategy and Requirements, which now identifies more 
than 120 interfaces that will link diverse devices, systems, and organizations engaged 
in two-way flows of electricity and information and classifies these connections 
according to the risks posed by a potential security breach. The new draft report 
expands on an earlier version, which was released by the Commerce Secretary last 
September and underwent sixty days of public review. It incorporates responses to the 
more than 350 individual comments received. Transmission & Distribution World 
reports that the updated draft also includes new or more detailed technical inputs 
stemming from continuing assessments of what will be required to ensure the security 
and reliability of the entire modernized power system and to protect the integrity and 
confidentiality of information exchanged during energy-related transactions on the 
smart grid. Compared to the initial version, the draft cyber security report contains 
significantly expanded sections on privacy, vulnerability categories, analyses of the 
potential security issues, and the overall approach to achieving Smart Grid cyber 
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security. It also will undergo public review, ending on 2 April 2010. After reviewing 
the comments received and completing ongoing analyses of requirements and relevant 
standards, the working group will finalize the Smart Grid cyber security strategy. 
NIST expects to issue a completed report by early summer.  
Source: http://homelandsecuritynewswire.com/nist-issues-expanded-draft-its-smart-
grid-cyber-security-strategy-public-review 

 
7. February 11, Reuters – (Texas) Refineries unaffected by Houston channel closure. 

Two Houston refineries said their operations were unaffected on the morning of 
February 11 by the closure of a portion of the upper Houston Ship Channel due to a 
sunken tug boat and the search for a missing crewman. Lyondell Basell’s 270,600 
barrel-per-day Houston refinery is near where the tug sank in the Houston Ship 
Channel during the evening of February 10. Valero Energy Corp’s 145,000-bpd 
Houston refinery is west of the Lyondell plant. The shutdown could extend into 
February 12 while the search for the missing crewman is conducted and the tugboat is 
removed, said a Coast Guard captain, who is the deputy commander of Sector 
Houston-Galveston. “The tugboat is partially blocking the channel,” he said at a news 
conference. Two ships were prevented from coming into the upper channel and one 
ship was unable to exit on February 11. No ships were moving along a 4-mile stretch 
at the beginning of the 53-mile waterway between the Gulf of Mexico and the busiest 
U.S. petrochemical port, according to the Coast Guard. Dock employees from the 
Lyondell refinery rescued four crew members from the tugboat J.R. Nichols when it 
sank at about 10:30 p.m. on February 10. The tugboat is one of nine owned by a 
subsidiary of Kinder Morgan Energy Partners. The search must be completed before 
the tug can be taken from the channel. The shutdown of a section of the channel was 
also intended to prevent the spread of fuel leaking from the tug along the waterway, 
the Coast Guard said. 

 Source: http://www.reuters.com/article/idUSN1124358820100211 
 

For more stories, see items 41 and 46 
 
[Return to top] 

Chemical Industry Sector 
 

8. February 12, Pittsburgh Tribune-Review – (Pennsylvania) Leaking chemical truck 
draws emergency response in O’Hara. Firefighters and an Allegheny County 
decontamination team are responding Friday morning to a report of a leaking tanker at 
a company in RIDC Park in O’Hara. The O’Hara police superintendent said molten 
sulfur was leaking from a tanker that arrived on February 11 at the Sauereisen 
Company on Gamma Drive. The call came in about 8 a.m. Sauereisen manufactures 
specialized acid resistant adhesives, sealants and concrete. “No one has been 
evacuated, and no one is hurt,” he said. Allegheny County 911 dispatched Highland 
Hose and other firefighters with special hazardous materials-handling equipment to 
assist. The units were making plans to form a convoy to reach the industrial park. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/breaking/s_666885.html 
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For another story, see item 41 
 

[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

9. February 12, Associated Press – (Vermont) Sanders says Vermont Yankee should 
close in 2012. A Vermont Senator says the Vermont Yankee nuclear power plant 
should shut down when its license expires in 2012. Speaking on Vermont Public 
Radio, the Senator said that Vermont Yankee signed a contract with the people of 
Vermont for 40 years and that means it should close as scheduled in 2012. His 
comments come as Vermont lawmakers weigh the relicensing of the Vernon reactor 
and amid the discovery that the plant is leaking radioactive tritium underground. The 
governor and some lawmakers have criticized plant officials and plant owner, New 
Orleans-based Entergy Corp., for misleading state regulators about underground 
piping that could carry tritium. 
Source: 
http://www.burlingtonfreepress.com/article/20100212/NEWS02/100212011/Sanders-
says-Vermont-Yankee-should-close-in-2012 

 
10. February 11, Newsweek – (Kentucky) Kentucky wants your nuclear waste. The 

U.S. President has called for a new generation of nuclear-power plants. But when he 
abandoned plans to store the nation’s nuclear waste in Nevada’s Yucca Mountain, he 
effectively forced states eager to break ground on reactors to accept the idea of 
keeping that waste within their borders — not a popular idea since the Three Mile 
Island meltdown. But could Kentucky become home to an alternative? Its State Senate 
recently approved a bill that would allow nuclear-waste storage. And a spokeswoman 
for the governor says storing other states’ waste “would certainly attract a lot of 
interest from our administration.” For a coal-rich area without an existing plant, 
Kentucky’s openness is a sign, say energy analysts, that anxiety about waste storage is 
waning. It is “a tipping point,” said a Vanderbilt professor, who is an expert on 
nuclear-waste solutions. Still, do not expect resistance to end overnight: Kentucky’s 
bill could die in the House, as did two previous versions. But if this is not the year the 
state’s nuclear future arrives, the Kentucky governor says he would not be deterred. 
Source: http://www.newsweek.com/id/233408 

 
[Return to top] 

Critical Manufacturing Sector 
 

11. February 12, Erie Times-News – (Pennsylvania) Roof fire extinguished at Erie 
manufacturing plant. An Erie manufacturing facility was evacuated when a roof 
briefly caught on fire early Friday morning. Workers at Erie Bolt Corp. were dipping 
metal products into a coating oil at 5:09 a.m. when a flame shot up and ignited the 
roof, according to fire officials. Employees and two Erie Bureau of Fire companies 
extinguished the flames using a dry chemical fire suppression system at the plant. The 
fire was contained to a small portion of the roof. The building was evacuated for about 
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30 minutes before work resumed. No injuries were reported.  
Source: 
http://www.goerie.com/apps/pbcs.dll/article?AID=/20100212/NEWS02/302129908 

 
12. February 12, WRDW 12 Augusta – (Georgia) Thomson manufacturer disputes 

OSHA combustible dust fines. Thomson auto parts manufacturer HP Pelzer was hit 
with $70,000 in fines by the Occupational Safety and Health Administration. The 
company is contesting the penalties. An October inspection revealed combustible dust 
in a storage area. OSHA also cited the plant for failing to limit dust exposure to 
employees, exposing workers to fall hazards, failing to have a respiratory protection 
program, and failing to ensure there were lockout devices to trap energy during 
equipment maintenance. A spokesman allowed to speak for Pelzer says they hired a 
private firm to clean up the dust last year. They hope to work with OSHA to eliminate 
the fines, because they thought they had done enough. “These are small pockets of 
scraps,” said a spokesman, of the Thomson-McDuffie Chamber of Commerce. “They 
can combust. The good thing is it’s a non-combustible building.” The McDuffie 
County fire chief said, “It has the potential to create an explosion, just like a bomb 
going off.” The fire department says it has responded to three or four fires at the 
company over the past two or three years. They are usually small fires, he said, 
contained within Pelzer’s duct system. It is not known whether dust played a role in 
the fires. “If you can get it ventilated and get the dust removed, then the danger is 
removed,” he added. The spokesman for Pelzer said, “They’ve got interior functions 
that draw the dust out. They’re working on it to get it totally perfect for a safety 
standard.”  
Source: http://www.wrdw.com/onyourside/headlines/84176607.html 
 

[Return to top] 

Defense Industrial Base Sector 
 

13. February 12, Reuters – (National) U.S. successfully tests airborne laser on missile. 
A U.S. high-powered airborne laser weapon shot down a ballistic missile in the first 
successful test of a futuristic directed energy weapon, the U.S. Missile Defense 
Agency said on Friday .The agency said in a statement the test took place at 8:44 p.m. 
on Thursday at Point Mugu’s Naval Air Warfare Center-Weapons Division Sea Range 
off Ventura in central California. The high-powered Airborne Laser system is being 
developed by Boeing Co., the prime contractor, and the U.S. Missile Defense Agency. 
Boeing produces the airframe, a modified 747 jumbo jet, while Northrop Grumman 
supplies the higher-energy laser and Lockheed Martin is developing the beam and fire 
control systems. The airborne laser weapon is aimed at deterring enemy missile 
attacks and providing the U.S. military with the ability to engage all classes of ballistic 
missiles at the speed of light while they are in the boost phase of flight.  
Source: http://www.reuters.com/article/idUSN1111660620100212 

 
14. February 12, Aviation Week – (National) General Atomics chief foresees advances 

in UAS. Technological advances could enable unmanned aerial systems (UAS) to 
deliver radically improved situational awareness within five years, according to the top 
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executive at unmanned aircraft developer General Atomics. “We’re probably no more 
than one-fifth along the way to developing really remarkable situational awareness,” 
said the chairman and CEO of the privately owned UAS pioneer. “We’re about one-
fifth of the way of what we can actually achieve within the next five years.” He said 
communications links, or “bandwidth down,” are the biggest limitation to providing 
wide-area situational awareness at very high resolution. Advances in onboard 
processing and the integration of data feeds from multiple platforms also will be 
crucial. “You have the integration from cached information, which will provide 
extremely accurate, high granularity in terms of target location,” the CEO told 
Aviation Week in an interview at General Atomics Aeronautical Systems’ main 
assembly complex near San Diego. Another challenge is preventing adversaries from 
hacking into communications networks. Meanwhile, the Defense Advanced Research 
Projects Agency is testing a 1.8-gigapixel sensor that can downlink as many video 
streams as 65 General Atomics Predators and allow a single platform to track people 
and vehicles across an area the size of a city. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=defense&id=ne
ws/asd/2010/02/12/04.xml  

 
[Return to top] 

Banking and Finance Sector 
 

15. February 11, BankInfoSecurity.com – (Michigan; Texas) Customer sues bank after 
phishing attack: MI-based business lost $550,000 in breach. A Michigan-based 
metal supply company is suing Comerica Bank, claiming that the bank exposed its 
customers to phishing attacks. A lawsuit filed by Experi-Metal Inc. (EMI) in Sterling 
Heights, Michigan alleges that Dallas-based Comerica opened its customers to 
phishing attacks by sending emails asking customers to click on a link to update the 
bank’s security software. EMI says even though the bank had two-factor 
authentication using digital certificates for its online banking portal, the phishing scam 
was able to circumvent these measures. EMI contends that Comerica’s actions opened 
its online bank account to a successful phishing attack where more than $550,000 was 
stolen from the company’s bank accounts and sent overseas. News of this suit comes 
days after news of another Dallas-based bank, PlainsCapital Bank, suing one of its 
customers in a dispute over a similar hack. EMI is but one of many companies across 
the U.S. being targeted by hackers in this fashion. The crimes have become so 
numerous that federal banking regulator, FDIC, issued a warning about this form of 
fraud.  
Source: http://www.bankinfosecurity.com/articles.php?art_id=2191 
 

For another story, see item 20 
 
[Return to top]  

Transportation Sector 
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16. February 12, USA Today – (National) 10,000 TSA staff to get secret intel. About 
10,000 airport security workers will get access to secret intelligence that could help 
stop terrorist attacks on planes. The Transportation Security Administration plan aims 
to help its officers spot terrorists by giving them more detailed information about 
tactics and threats, TSA officials and security experts said. The 10,000 people in line 
to get classified information are managers, supervisors, and “behavior detection 
officers” who roam airports looking for suspicious people. They represent about 20 
percent of the TSA’s airport workforce and exclude screeners who scan passengers 
and bags. The information will give workers details about terrorist “tactics, planning, 
operations and threats,” a TSA spokeswoman said. Those details “give context to 
things they see every day which may otherwise not appear unusual” and let workers 
“exercise discretion” in dealing with travelers, she added. So far, 750 people have 
been cleared to get classified information, she said, adding that it will take two more 
years to get all 10,000 workers cleared. TSA workers are getting “Secret” clearance. 
“This is a brilliant idea,” said the director of the Institute for Homeland Security and a 
former National War College professor. “It shows the TSA is focusing more on where 
it should be focused — on the people getting on airplanes.” Others fear a greater risk 
that intelligence will be leaked. “When you open security secrets to that large a group, 
it could lead to somebody who’s dangerous finding out information that enables a 
terrorist attack itself,” said the head of the University of Maryland Center for Health 
and Homeland Security.  
Source: http://www.usatoday.com/news/washington/2010-02-11-TSA-security_N.htm 

17. February 12, Washington Post – (District of Columbia) Train derails at Farragut 
North. Metro confirmed that the front wheels of the first car of a Red line train 
derailed at 10:13 a.m. February 11 as it was approaching the Farragut North Metro 
station.  “Fortunately our reports are that there have been no injuries,” said a Metro 
spokeswoman. “The front wheels of the front car came off the tracks. We do not know 
how it happened.” The spokeswoman said the six-car train was likely filled with 
passengers, given the late start of the workday for federal workers after the region was 
hit by a blizzard on Wednesday. She said Metro was evacuating passengers after they 
cut electricity to the line and that they would be escorted by walking on the tracks to 
the station platform. 
Source: 
http://voices.washingtonpost.com/getthere/2010/02/train_derails_at_farragut_nort.htm
l?hpid=topnews  

18. February 11, WKGO 7 San Francisco – (National) Amtrak launches rail safety 
campaign. A new effort is underway to address the number of pedestrian train 
fatalities in the U.S. Amtrak, along with the non-profit rail safety group Operation 
lifesaver, began a public awareness campaign Friday called “Common Sense.” The 
goal of the campaign is to alert the public to the dangers of walking or playing around 
train tracks. “More than 880 Americans died or were injured in railroad trespassing 
related incidents in 2008; the number over the past decade has topped 9,000,” an 
Operation Lifesaver spokesperson said. California leads the nation in pedestrian train 
fatalities and the Bay Area has seen a spike in deaths in the last 12 months.  

 

 

   

http://www.usatoday.com/news/washington/2010-02-11-TSA-security_N.htm
http://voices.washingtonpost.com/getthere/2010/02/train_derails_at_farragut_nort.html?hpid=topnews
http://voices.washingtonpost.com/getthere/2010/02/train_derails_at_farragut_nort.html?hpid=topnews


 - 9 -

Source: http://abclocal.go.com/kgo/story?section=news/national_world&id=7271921 
 

19. February 11, WHDH 7 Boston – (National) Report: Terrorists planning breast 
implant bombs. Reports say terrorists could begin hiding explosives in breast 
implants. British spy satellites have reportedly intercepted terrorist communications 
from Pakistan and Yemen, talking about women suicide bombers getting explosives 
put inside breast implants. The former Houston FBI director said he believes U.S. 
Homeland Security is taking this threat very seriously. “Sometimes as ridiculous as it 
may sound, it can probably be pulled off…Terrorists and terrorist attack are a reality,” 
he said. The British Intel service reports several plastic surgeons who were trained in 
many of London’s hospitals have returned to their countries to perform the surgeries. 
“I’m sure we are gathering all the information, intelligence that the government can” 
he said. “They are also securing all the ports, airports and main attractions as much as 
possible. The government takes these types of threats seriously and not relaxed.” A 
Houston plastic surgeon said that the industry’s technology makes the bombs possible 
and easy. The Transportation Security Administration says its scanners do detect 
explosive materials and residue. However, it is unknown how well full-body scanners 
would detect explosives inside implants.  
Source: http://www1.whdh.com/news/articles/local/BO135406/ 
 

For more stories, see items 1, 2, 7, and 8 
 

[Return to top] 

Postal and Shipping Sector 
 

20. February 12, NorthJersey.com – (New Jersey) Police agencies told to look out for 
envelopes containing white powdery substance. Police agencies in Central and 
North New Jersey have been alerted to look for envelopes containing a suspicious 
white powder after envelopes containing a white powdery substance were sent to 
locations across North Jersey on Thursday, a Bergen County Sheriff’s Department 
spokesman said. “Authorities are warning that any package containing suspicious 
white powder be treated as potentially hazardous,” said a spokesman. “All samples 
tested thus far, to the best of my knowledge, have been harmless.” A bank in Paterson, 
a state motor vehicle office in Wayne and Hackensack City Hall all received 
envelopes containing white powder, authorities said. The substance in the Paterson 
and Wayne cases turned out to a harmless sweetener, said a spokesman for the Passaic 
County Sheriff’s Department. The sheriff’s Hazardous Materials squad used an on-site 
computer to analyze the substances at both locations and determined it was sweetener, 
which was turned over to local police and the FBI, who are continuing the 
investigation, the spokesman said. 
Source: 
http://www.northjersey.com/news/crime_courts/021210_Police_agencies_told_to_loo
k_out_for_envelopes_containing_white_powdery_substance_.html 

 
21. February 11, Norton Mirror – (Massachusetts) Small explosive detonated in 

mailbox. A Norton resident is lucky to have escaped injury after a small explosive 
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blew up in his John F. Kennedy Drive mailbox shortly after noon Sunday. The 
explosion blew out the back of the mailbox, as well as its front door, which was found 
several yards away lying in the middle of the roadway. According to a police 
detective, the man did not hear the explosion or see who had placed the explosive 
device in his mailbox. “He came out of his home and just saw what had happened,” 
the detective said. Representatives from the state fire marshal’s office and the state 
bomb squad responded to the call, which was reported around 12:15 p.m. Sunday. 
Police said they have not uncovered a motive for the crime and have not had any 
leads. “We have no suspects at this time,” the detective said Tuesday. According to the 
detective, a number of materials taken from the scene have been sent to the state fire 
marshal’s office for evaluation. The incident remains under investigation by police and 
the state fire marshal’s office. 
Source: 
http://www.wickedlocal.com/norton/news/police_and_fire/x626053007/Small-
explosive-detonated-in-mailbox 

 
 [Return to top] 

Agriculture and Food Sector  

 
22. February 12, Your4State.com – (Pennsylvania) Firefighters battle industrial fire for 

hours. Firefighters from across the four-state region worked for four hours to put out a 
fire at an industrial park in Letterkenny Friday morning. The two to three alarm blaze 
broke out at Building 44 at the Cumberland Valley Industrial Park around 12:15 a.m. 
It took four hours for crews to control the blaze at the Cargill Seed Plant. Fire officials 
say cold weather and high winds made it difficult for firefighters to contain the blaze. 
As of 8:00 a.m. firefighters were still on the scene. 
Source: http://your4state.com/content/fulltext/?cid=99761 

 
23. February 9, WFTS 28 Tampa/St. Petersburg – (Florida) Orange crop damage worse 

than believed. The U.S. Department of Agriculture says January’s freeze in Florida 
has forced them to further drop their projected orange harvest by 4 percent. But a local 
orange grower of Lloyd Harvesting Inc. in Plant City believes those numbers might be 
a little too optimistic. While he feels some areas may have come through the freeze 
with just a 4 percent loss, he feels others were hit much harder. In some of his groves 
he fears his losses will amount to anywhere from 25 percent to 35 percent of his crop. 
He believes in all likelihood at some point the USDA will be revising their figures, 
and that they should have a better picture on the damage in another month. In any 
event, whatever the final cost to the crop is, he says that cost is likely going to hit the 
farmer and then the consumer.  
Source: 
http://www.abcactionnews.com/content/news/local/hillsborough/story/Orange-Crop-
damage-worse-than-believed/Ve0xLQg6mEed7C9B1RcoVA.cspx 

 
[Return to top] 
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Water Sector 
 

24. February 11, U.S. Geological Survey – (National) Studies reveal why drinking 
water wells are vulnerable to contamination. New USGS groundwater studies 
explain what, when, and how contaminants may reach public-supply wells. All wells 
are not equally vulnerable to contamination because of differences in three factors: the 
general chemistry of the aquifer, groundwater age, and direct paths within aquifer 
systems that allow water and contaminants to reach a well. More than 100 million 
people in the United States receive their drinking water from public groundwater 
systems, which can be vulnerable to naturally occurring contaminants such as radon, 
uranium, arsenic, and man-made compounds, including fertilizers, septic-tank 
leachate, solvents, and gasoline hydrocarbons. The USGS tracked the movement of 
contaminants in groundwater and in public-supply wells in four aquifers in California, 
Connecticut, Nebraska, and Florida.  Findings in the four different aquifer systems can 
be applied to similar aquifer settings and wells throughout the nation. Complete 
findings, fact sheets, maps and decision support tools are available. “Our findings can 
help public-supply well managers protect drinking water sources by prioritizing their 
monitoring programs and improving decisions related to land use planning, well 
modifications or changes in pumping scenarios that might help to reduce movement of 
contaminants to wells,” said the USGS groundwater study team leader. 
Source: http://www.usgs.gov/newsroom/article.asp?ID=2403&from=rss_home 

 
25. February 11, Homeland Security Newswire – (National) Revolutionary water 

treatment system may make coping with disaster easier. Researchers developed a 
revolutionary waste-water treatment device which uses little energy, is transportable, 
scalable, simple to set-up, simple to operate, comes on-line in record time, and can be 
monitored remotely; the new system cleans influent wastewater within twenty-four 
hours after set-up to discharge levels that exceed the standards established by the 
Environmental Protection Agency for municipal wastewater. The U.S. Army has taken 
delivery of the first two units of a “revolutionary” waste-water treatment system that 
will clean putrid water within twenty-four hours and leave no toxic by-products, 
according to scientists at Sam Houston State University. “The system is based on a 
proprietary consortium of bacteria — you can find them in a common handful of dirt,” 
said the lead scientist. “In the right combination and in the right medium, they have 
the capability to clean polluted water with a very high efficiency very quickly. It truly 
is a revolutionary solution.” The first two units, about the size of standard shipping 
containers, will be deployed by the Army to Afghanistan. “The science and 
engineering technology behind this process have both military and civilian 
applications,” he said.  
Source: http://homelandsecuritynewswire.com/revolutionary-water-treatment-system-
may-make-coping-disaster-easier 

 
26. February 11, Pinellas County Suncoast News – (Florida) Temporary fix to Dunedin 

water main leak under way. The work of installing what is intended as a temporary 
solution to the leaking water main on Dunedin Causeway has begun, the city of Tampa 
announced Thursday morning. Workers from contractor Coastal Marine and the city 
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are installing an approximately half-mile-long section of pipe to bypass a broken 
section of the 16-inch water main beneath St. Joseph Sound. The work should take 
several hours, according to a city news release. Bad weather forced a one-day delay in 
the start of the installation. The city plans to carry out a permanent fix for the main 
break this summer.  The pipe was broken last week during pile driving taking place 
during repairs to the Dunedin Causeway drawbridge by Pinellas County. The city’s 
utility atlas mistakenly shows the submerged main about 200 feet north of its actual 
location, according to the Public Works director. About 1.4 million gallons a day has 
been leaking from the main since the break. This prompted the city to declare a 
drinking water “crisis” February 5 and urge all residents to curtail unnecessary potable 
water use. Once the section of replacement pipe is in place, the city will have to 
pressure test the repair, disinfect and flush the newly installed pipe and undertake 
bacteriological sampling of water from the line. The Florida Department of 
Environmental Protection requires two consecutive days of negative tests before the 
line can go into use. In the meantime, a precautionary boil-water notice remains in 
effect for the roughly 700 residents of the Royal Stewart Arms condominium complex, 
Island Park Condo and Honeymoon Island State Park, which are on the causeway. 
Source: http://suncoastpinellas.tbo.com/content/2010/feb/11/111613/temporary-fix-
dunedin-water-main-leak-under-way/ 

 
27. February 11, Harvard Crimson – (Massachusetts) Diesel spills into Charles River. A 

case of “human error” caused 2,500 gallons of diesel fuel to spill at a Massachusetts 
Water Resources Authoritym (MWRA) plant in Cambridge on February 10, with 
about 1,000 gallons of the fuel leaking into the Charles River. According to a 
spokeswoman for the MWRA, a crew discovered diesel spilling onto the plant’s 
parking lot around 12:15 a.m. Wednesday. The site of the spill was an unmanned 
station on Memorial Drive near the Boston University Bridge. MWRA provides water 
and sewer services to the greater Boston area. The MWRA executive director said that 
“human error” in the configuration of the facility’s valves caused a tank to be 
overpressurized, resulting in fuel going through the vent of the facility. The fuel 
spilled first onto the roof, then onto the driveway, and eventually into the Charles. 
“Our staff, immediately when they discovered it, stopped the overflow and then placed 
oil absorbent tubes to stop the flow,” he said. “Unfortunately, some of it came down 
into the river.” Clean Harbors, a hazardous waste disposal and response company, is 
currently cleaning the river. The director said he anticipates their work to take several 
days. The Massachusetts Department of Environmental Protection is leading the 
government response to the spill, according to a press release from the Coast Guard. 
Source: http://www.thecrimson.com/article/2010/2/11/laskey-mwra-spill-fuel/ 

 
[Return to top] 

Public Health and Healthcare Sector 
 

28. February 12, Tampa Times – (Florida) Bomb squad removes pipe bomb from 
Dunedin hospital. The Tampa Bay Regional Bomb Squad removed a pipe bomb from 
Mease Dunedin Hospital early Friday morning. The explosive device was 
unknowingly brought to the hospital late Thursday night by ambulance, according to 

   

http://suncoastpinellas.tbo.com/content/2010/feb/11/111613/temporary-fix-dunedin-water-main-leak-under-way/
http://suncoastpinellas.tbo.com/content/2010/feb/11/111613/temporary-fix-dunedin-water-main-leak-under-way/
http://www.thecrimson.com/article/2010/2/11/laskey-mwra-spill-fuel/


 - 13 -

the Pinellas County Sheriff’s Office, hidden inside the belongings of a transient taken 
there for treatment. They took the device outside and placed it south of the emergency 
room entrance on the building’s west side. Then they called for help at 10:14 p.m. 
Pinellas deputies arrived, then decided to call in the bomb squad from across the bay. 
Bomb technicians described the device as a pipe bomb made of copper. They safely 
removed it from the hospital early Friday morning, deputies said. No one was 
evacuated or injured during the bomb scare. 
Source: http://www.tampabay.com/news/publicsafety/crime/bomb-squad-removes-
pipe-bomb-from-dunedin-hospital/1072740 
 

For another story, see item 41 
 

[Return to top] 

Government Facilities Sector 
 

29. February 12, Associated Press – (Michigan) Fire prompts evacuation of Detroit 
high school. Schools and fire officials are investigating a blaze in an empty classroom 
at Detroit’s Cooley High. Hundreds of students were evacuated about 1 p.m. Friday 
after the fire was noticed on the building’s third floor. No injuries were reported and 
students later returned to class in parts of the building not damaged by the fire. The 
Detroit News and Detroit Free Press report a fire was started in a locker or trash can 
about the same time on February 5 at the school on Detroit’s northwest side. About 
1,000 students attend Cooley.  
Source: http://www.9and10news.com/category/story/?id=205811 

 
30. February 12, World Bulletin – (International) “Suspicious” package found outside 

U.S. Consulate General in Turkey. The U.S. embassy in Ankara thanked Turkish 
police for their rapid and professional response to a suspicious package found outside 
the U.S. Consulate General in Istanbul on Friday. A statement by the embassy said, “a 
suspicious package was found this morning outside the U.S. Consulate General in 
Istanbul shortly after 11:00 a.m. Security officials at the U.S. Consulate General 
immediately notified the Turkish National Police, who quickly arrived to inspect the 
package.” “The Turkish National Police conducted a controlled destruction of the 
package. No hazardous or explosive materials were found inside the package and the 
Consulate General has resumed normal operations,” it said.  
Source: http://www.worldbulletin.net/news_detail.php?id=54038 

 
31. February 12, Mid-Columbia Tri-City Herald – (Washington) Work on tanks poised 

to resume. Work to empty Hanford’s oldest underground tanks of radioactive waste is 
expected to resume as soon as this week. It stopped February 2 over concerns about 
chemical fumes from the tanks. After a review recently, Washington River Protection 
Solutions is taking short-term actions to better protect workers. Pumping waste from 
leak-prone Tank C-104 into a sturdier double-shell tank will resume while the 
Department of Energy contractor looks at longer-term changes. Tank C-104 is the only 
Hanford tank currently being emptied. Both long- and short-term changes were 
suggested by a committee assembled to brainstorm improvements. “We were not 
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going to start up until we were confident we were doing the right thing,” said the 
director of environment, safety, health and quality at Washington River Protection 
Solutions. Late at night January 25, workers came out of a control trailer outside the C 
Tank Farm fence at Hanford and smelled a strong odor linked to vapors from the 
tanks. Although the amount of chemicals in the vapors were well within limits, some 
workers had symptoms of vapor exposure — watery eyes, throat irritation and a 
metallic taste. More workers developed symptoms the next week, and the contractor 
stopped work when one employee was restricted by AdvanceMed Hanford, the site’s 
occupational health provider, from working in areas with organic vapors.  
Source: http://www.tri-cityherald.com/kennewick_pasco_richland/story/898678.html 

 
32. February 12, Associated Press – (New Mexico) Official: Nuke problems 

administrative. The Air Force on Thursday blamed administrative problems for the 
decision to remove an Air Force squadron overseeing an underground nuclear 
weapons cache, detailing another instance of questionable oversight even after the 
military took steps to correct similar issues. A spokesman for the Air Force Materiel 
Command said the problems were related to a failed inspection. But a nuclear expert 
suggested it appears the problems ran deeper, based on the Air Force’s decision to 
reassign five non-commissioned officers. The Air Force on January 27 decertified the 
898th Munitions Squadron at Kirtland Air Force Base, which maintains an estimated 
2,000 nuclear warheads inside a bunkered storage facility. The spokesman said the 
898th Munitions Squadron was included in a regularly scheduled nuclear surety 
inspection in November involving its parent unit, the 498th Nuclear Systems Wing, as 
well as the 377th Air Base Wing — all based at Kirtland. The two wings and the unit 
all failed the inspection, the spokesman said, but initially it was decided that the 
squadron would not be decertified. The spokesman said the problems were mainly 
administrative, such as handling of paperwork and documentation. He declined to 
elaborate. A reinspection was scheduled for mid-February. But late last month the 
commander of Air Force Nuclear Weapons Center — the overseer of Air Force 
nuclear surety — recommended the squadron be decertified to allow time to identify 
the root cause of its problems.  
Source: http://www.military.com/news/article/official-nuke-problems-
administrative.html?ESRC=topstories.RSS 

 
33. February 12, KXRM 21 Colorado Springs – (Colorado) Man arrested for making 

false bomb threat. A man was arrested on Thursday afternoon after a police 
investigation revealed he called in a fake bomb threat. A man called 911 about 1:30 
p.m. and said he had placed a bomb in the City Administration Building on Nevada 
Ave. City staff elected to evacuate the building while a sweep was conducted by 
police and canine units. The search lasted 90 minutes and no device was located. A 
follow-up investigation led to the arrest of the suspect for the felony offense of false 
reporting of explosives. 
Source: http://www.coloradoconnection.com/news/story.aspx?id=415529 

 
For another story, see item 20 
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Emergency Services Sector 
 

34. February 11, Ludington Daily News – (Michigan) Hoekstra opposed to closing 
Muskegon Coast Guard Air Facility. A U.S. congressional Representative Thursday 
stated his opposition to a U.S. Department of Homeland Security proposal to close the 
Coast Guard helicopter station at Muskegon County Airport. The plan to shutter the 
facility after 2010 was included in the President’s 2011 budget. The crew operating in 
the summer would be relocated to Air Station Traverse City. The Muskegon facility 
currently operates from Memorial Day through Labor Day, using a rescue helicopter 
to respond to emergencies and homeland security situations 24-hours-a-day, 7 days per 
week. “Muskegon County is the ideal location for a Coast Guard search and rescue 
helicopter crew,” the Representative said. “It has for several years quickly responded 
to emergencies along the Lake Michigan shoreline. With the large number of 
recreational boaters on Lake Michigan, moving the operation to Traverse City will 
increase the response time and potentially put lives at risk.” 
Source: http://www.ludingtondailynews.com/news/47946-hoekstra-opposed-to-
closing-muskegon-coast-guard-air-facility?newsgroup_id 

 
35. February 11, Associated Press – (Florida) Fla. corrections employees arrested in 

drug sting. A lengthy FBI sting has exposed a ring of cocaine and contraband 
smuggling that was protected by corrupt guards and even a drug counselor in two 
Florida prisons, state and federal prosecutors said Thursday. The investigation began 
two years ago when undercover FBI agents acting on a tip approached the officers for 
help trafficking drugs. In exchange for cash, the officers agreed to use their positions 
to protect, hide and facilitate cocaine shipments, according to a grand jury indictment 
against 16 of the 22 arrested. An FBI SWAT team carried out the arrests 
simultaneously Thursday at the Glades facility and nearby South Bay jail. At least 18 
are former corrections officers, according to state and federal officials. All have been 
fired. 
Source: http://www.telegram.com/article/20100211/APN/302119595 

 
36. February 11, KVAL 13 Eugene – (Oregon) Florence workers charged with 

lighthouse vandalism. Two men who work construction in Florence, Oregon, now 
face charges they shot up a historic Oregon Coast lighthouse last month, shattering 15 
windows and a 120-year-old lens — an estimated half million dollars in damage. 
Additional rounds were fired into an active Coast Guard light and surrounding 
equipment. The investigation started January 10 when several rounds were fired at the 
lighthouse, breaking 15 windows of the Cape Meares Lighthouse and several pieces of 
a historic Fresnel lens.  
Source: http://www.kval.com/news/84130227.html  
 

For another story, see item 28 
 
[Return to top]  
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Information Technology 
 

37. February 12, ZDNet Asia – (International) Microchip hack ‘absolutely’ a worry. A 
security researcher who highlighted at the Black Hat DC Conference 2010 last week 
that he had cracked an Infineon microchip, is warning customers that they should be 
“absolutely” worried. The principal engineer and owner of Flylogic Engineering told 
ZDNet Asia that the chip is “one of the most popular” and used in a myriad devices 
including the latest e-passports. Citing InformationWeek, he added that the U.K. 
government also certified Infineon’s chips for use in classified devices. In his 
presentation at the annual hacker event, he detailed his exploit of the Infineon SLE 66 
CL PE, a chip widely used in computers, gaming systems, identity cards and other 
electronics, according to a report in Dark Reading. The researcher said he was able to 
bypass the security defenses of the chip and gain access to data such as encryption 
keys and unique manufacturing information. With the data, counterfeit systems are 
possible, he pointed out. 
Source: http://www.zdnetasia.com/news/security/0,39044215,62061150,00.htm  

 
38. February 12, Secure Computing – (International) Cisco warns of new security flaws. 

Cisco has released an update which addresses a trio of vulnerabilities in its IronPort 
line of products. The company said that the flaws affect versions 6.2 and 6.5 of the 
IronPort Encryption appliance as well as IronPort PostX MAP. The company said that 
the IronPort C, M and S appliances were not believed to be vulnerable. Cisco reported 
that two of the flaws, if exploited, could allow an attacker to view sensitive system 
administration, while the third could allow an attacker to remotely execute code. The 
first of the information disclosure flaws was found in the appliance’s administration 
interface component, while the second vulnerability was found in the WebSafe Servlet 
component. The remote code execution vulnerability was found within the HTTPS 
server component. That vulnerability can be mitigated by restricting access to trusted 
IP addresses, the company said. Administrators looking to obtain and install the fixes 
are advised to contact Cisco’s IronPort technical support team. 
Source: http://www.securecomputing.net.au/News/167045,cisco-warns-of-new-
security-flaws.aspx  

 
39. February 12, Computerworld – (International) Microsoft stops serving Windows 

patch blamed for blue screens. Microsoft late Thursday said it had halted 
distribution of a security update linked to crippled Windows XP PCs that display the 
notorious Blue Screen of Death. According to users who posted complaints to 
Microsoft’s support forum, after installing the update, one of 13 released Tuesday, 
their machines refuse to start up. Instead, their systems shudder to a stop at the blue 
screen which in Windows indicates a serious software error and crash. “We stopped 
offering this update through Windows Update as soon as we discovered the restart 
issues,” said a senior manager with the Microsoft Security Response Center (MSRC). 
He also said that Microsoft was digging into the problem. “Our initial analysis 
suggests that the issue occurs after installing MS10-015 (KB977165),” he said. 
“However, we have not confirmed that the issue is specific to MS10-015 or if it is an 
interoperability problem with another component or third-party software.” He also 
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downplayed the extent of the blue screening, saying that only a “limited number” of 
users were affected. 
Source: 
http://www.computerworld.com/s/article/9156118/Microsoft_stops_serving_Windows
_patch_blamed_for_blue_screens?taxonomyId=17 

40. February 11, SC Magazine – (International) Mozilla recants assertion that Firefox 
add-on has Trojan. Mozilla has done an about-face after disclosing that two 
“experimental” add-ons for its Firefox browser contained malware targeting Windows 
users. The company admitted late February 9 that one of the plug-ins originally 
believed to contain a trojan, version 4.0 of the Sothink Web Video Downloader, is free 
of any malicious code. The extension allows Firefox users to easily download videos 
from the web. As it turned out, a software protection system that uses encryption to 
protect the add-on from pirates and malware actually was to blame. Shortly after 
Mozilla initially revealed that it believed the add-on was malicious, Sothink Media, 
which makes the video downloader, objected, saying the plug-in was validated by a 
third party as free of malware. It also included a link to a VirusTotal report, which 
turned up zero infections when the add-on was tested against 40 commonly used anti-
virus products. The next day, in another blog post, Sothink Media explained why the 
add-on was marked as malicious: “In the version 4.0, the encryption program for Web 
Video Downloader used to be Armadillo. The false virus report was caused because of 
Armadillo’s own disadvantage. Armadillo isn’t a trojan in and of itself. It’s a 
compression utility that is often used to compress/hide malicious code in .exe’s. That’s 
the reason why the scans are hitting on the file as suspicious. So there isn’t any virus 
in Web Video downloader or in Armadillo actually.” Mozilla’s investigation did, 
however, confirm that the other add-on it identified as containing a trojan, Master 
Filer, actually did. But the company lowered its estimate of infected installations of 
that plug-in, which has since been removed from Mozilla’s archive of add-ons, from 
6,000 to fewer than 700.  
Source: http://www.scmagazineus.com/mozilla-recants-assertion-that-firefox-add-on-
has-trojan/article/163611/ 

41. February 11, SC Magazine – (National) Critical infrastructure encounters the most 
web malware, report. Critical infrastructure organizations, such as those in the 
energy, oil, pharmaceutical and chemical sectors, encountered at least twice as much 
web malware as other organizations during 2009, according to web security firm 
ScanSafe. More than any other verticals, the energy and oil sectors were pummeled 
with the greatest amount of data-theft trojans last year, according to ScanSafe’s 
“Annual Global Threat Report 2009,” released Thursday. Energy and oil companies 
experienced a 356 percent higher rate of direct encounters with data-theft trojans 
compared to other verticals, the report said. Also, those in the pharmaceutical and 
chemical sectors encountered 322 percent information-stealing malware compared to 
other verticals. The data came from more than one trillion web requests processed last 
year by ScanSafe’s Threat Center. 
Source: http://www.scmagazineus.com/critical-infrastructure-encounters-the-most-
web-malware-report/article/163597/  
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Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us-cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it-isac.org/. 

 
[Return to top] 

Communications Sector 
 

42. February 12, DSLreports.com – (Oregon) Portland still trying to remove MetroFi 
antennas. MetroFi was at the center of the push for free, citywide Wi-Fi that failed 
once they found the business model unsustainable. In Portland, Oregon, efforts to sell 
MetroFi’s network failed, and the 600 or so antennas in the city remain. As the city 
feared, as DSLreports.com reported in 2008, MetroFi never got around to removing 
the antennas — which the city then estimated would cost around $90,000 to remove. 
According to Oregon Live, the city is still trying to get the antennas removed, and put 
out a bid notice for the job that now estimates the cost at $200,000. The higher 
estimate is because some of the antennas are sitting in the middle of intersections and 
will require flaggers and work crews to remove.  
Source: http://www.dslreports.com/shownews/Portland-Still-Trying-To-Remove-
MetroFi-Antennas-106868 

 
[Return to top] 

Commercial Facilities Sector 
 

43. February 12, Pensacola News-Journal – (Florida) Hazardous materials found at 
Walmart and removed. A hazardous materials team evacuated part of the Walmart 
on Creighton Road in Pensacola on Thursday morning after employees discovered 
unknown chemicals. A Pensacola Fire Department training and safety officer said that 
an unknown customer dropped off several one-gallon jugs that should have contained 
used motor oil for recycling. But when employees began emptying the jugs into a 
storage container, they noticed a strong chemical odor and noxious fumes. Emergency 
agencies responded to the scene about 10:15 a.m. By the time they arrived, Walmart 
employees had moved the chemicals out of the building and isolated the area. “It was 
very fast action by Walmart employees and management,” the officer said. “They 
protected everybody who was in the store.” Customers were never in danger, he said. 
Emergency crews were on scene until about 1 p.m., during which time an employee 
area and stock room were evacuated. Paramedics treated three people at the scene who 
complained of trouble breathing and eye, nose, and throat irritation, but no one was 
seriously injured.  
Source: 
http://www.pnj.com/article/20100212/NEWS01/2120321/1006/NEWS01/Hazardous-
materials-found-at-Walmart-and-removed 
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44. February 12, Associated Press – (Pennsylvania) Electrical fire forces Pa. mall 

evacuation. A small electrical fire forced the evacuation of a central Pennsylvania 
mall and left a contractor with burns to his hands and face. Officials say the York 
Galleria mall had to be evacuated around Thursday night after a contractor replacing a 
fuse started a flash fire. Firefighters got the fire under control quickly and the 
contractor was transported to a hospital for treatment. The York Area United Fire and 
Rescue captain says smoke billowing from the room forced about 100 workers and 
shoppers to evacuate.  
Source: http://www.ldnews.com/news/ci_14388873 

 
45. February 12, Associated Press – (Texas) 3 persons of interest sought in Texas 

church fires. Federal arson investigators say they are seeking three men in connection 
with 10 church fires in east and central Texas. Sketches of the “persons of interest” 
were released Friday by Bureau of Alcohol, Tobacco, Firearms and Explosives 
officials. An ATF spokesman told the Associated Press that authorities want to 
interview them. Nine fires at east Texas churches have been ruled arsons this year, 
including two Monday northwest of Tyler. Tyler is 90 miles east of Dallas. ATF 
officials say another fire, in Temple, 120 miles south of Dallas, also was arson. The 
sketches depict two short-haired men — one with a flame-like tattoo on his neck, the 
other with an inverted cross on his left forearm and elbow. A third man has longer 
hair.  
Source: http://www.kansascity.com/440/story/1744129.html 
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National Monuments & Icons Sector 
 

See item 36 
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Dams Sector 
 

46. February 12, Associated Press – (National) TVA reservoirs above seasonal levels 
because of above average rainfall last year. Tennessee Valley Authority (TVA) 
reservoirs are above seasonal levels because of above-average rainfall last year. The 
federal utility said Thursday that all nine hydroelectric dams on the Tennessee River 
and most of the 20 power-producing tributary dams are generating at maximum 
capacity. The hydroelectric system’s current available output is about 3,100 megawatts 
— enough to power about 1.8 million homes. In mid-January, all 29 TVA 
hydroelectric dams generated at the same time for the first time in three years. Hydro 
power is less than 10 percent of TVA’s total generation mix. TVA provides electricity 
for utility and business customers in most of Tennessee and parts of Alabama, 
Mississippi, Kentucky, Georgia, North Carolina, and Virginia. 
Source: http://www.washingtonexaminer.com/economy/tva-reservoirs-above-
seasonal-levels-because-of-above-average-rainfall-last-year-84227497.html 
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47. February 12, Capital Press – (National) Dams in doubt. Age and delayed 

maintenance have led to worries about structural deterioration and catastrophic failure. 
Environmental activists have focused negative attention on dams as barriers to the 
migration of endangered and threatened fish. At the same time, the demand for water 
storage, flood control, and electricity generation is expected to surge in the future. 
Climate change may diminish mountain snowpacks, potentially causing summer water 
shortages unless the capacity to store runoff is increased. Volatile weather patterns in 
the winter may also aggravate flooding, heightening the need to regulate seasonal 
water flows. “It does set up a real tension,” said the deputy commissioner for 
operations at the Bureau of Reclamation. As more water is devoted to municipalities 
or left in-stream for environmental purposes, there is more stress placed on agriculture, 
said the executive director of the Family Farm Alliance, a group representing Western 
irrigators. Due to the anti-dam sentiment among some politicians and members of the 
media, it is often seen as easier to divert water from irrigation rather than invest in new 
infrastructure, he said. However, that is only a short-term solution to the problem, he 
said. Existing dams have their own problems. “There is a backlog of repairs to 
infrastructure, no doubt about it,” the deputy commissioner said. Also, the legality of 
some ongoing dam operations is being called into question. For example, the National 
Wildlife Federation and other groups have been engaged in a complex court battle 
with the federal government since the mid-1990s over federal dams on the Columbia 
and Snake rivers. The National Wildlife Federation believes that removing the 
structures is the most effective option, said the senior environmental policy analyst for 
the group. But he and the deputy conservation director for California Trout both 
acknowledged that dam removal is not a wise choice in every situation.  
Source: http://www.capitalpress.com/newest/mp-dam-centerpiece-021210 
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DHS Daily Open Source Infrastructure Report Contact Information 

About the reports − The DHS Daily Open Source Infrastructure Report is a daily [Monday through 
Friday] summary of open−source published information concerning significant critical infrastructure 
issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov 
or visit their Web page at www.us-cert.gov.  
 
Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and 

inform personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original 
copyright restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the 
original source material. 
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