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Top Stories  

 The Chicago Sun-Times reports that a 12-hour standoff at an oil recycling plant in the 
Chicago suburb of McCook ended Thursday morning with no injuries after the owner had 
barricaded himself inside the business following his attempted arrest by federal agents 
from Missouri for a weapons violation. More than 100 police officers and emergency 
personnel were on the scene during the incident. (See item 1) 

 According to the Associated Press, an explosion in a transformer underneath a Manhattan 
sidewalk sent flames up the front of a landmark building Thursday, forcing the evacuation 
of 50 to 100 people. Businesses in the building include Radio Shack, Bally’s Total Fitness, 
and Papyrus. Firefighters had been out all night to deal with manhole fires because of 
runoff from snow and salt coming into contact with electrical grids below ground. (See 
item 50) 
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Energy Sector 
 
 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 
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1. February 11, Chicago Sun-Times – (Illinois) Barricade situation in McCook 
refinery over. A 12-hour standoff at an oil recycling plant in the Chicago suburb of 
McCook is over with no injuries after the owner had barricaded himself inside the 
business following his attempted arrest by federal agents from Missouri for a weapons 
violation. The man was taken into custody without resistance at 5:20 a.m. Thursday 
after SWAT officers forced their way in and stormed the building he was inside at 
Ortek, Inc., 7601 W. 47th St., according to the McCook Police chief. The man was not 
injured or armed. As of 6:45 a.m., agents were still searching the building. The fire 
chief said he probably will not face any charges filed by McCook police because he 
made no threats to anyone. The Illinois Environmental Protection Agency lists the 
man as the owner and operator for Ortek, Inc. Federal agents from Missouri were 
initially sent to the plant in McCook to arrest a man wanted on a federal warrant for a 
firearms violation, said a spokesman for the U.S. Bureau of Alcohol, Tobacco, 
Firearms and Explosives. “We’re using extreme caution because this man has a 
military background and has had a history of making anti-government remarks,” the 
Bureau spokesman said. “We don’t know for sure if he has any weapons with him, but 
he may be able to manufacture some weapons on the premises.” During the work 
week, the man lives in the garage — which is nowhere near the process area where oil 
is processed, the police chief said. A hazardous materials alarm that was initially 
called because of the nature of the materials inside was canceled at 8:30 p.m. 
Wednesday. The fire chief said the possibility was “very slim” for any type of 
explosion to occur. The company is an oil refinery plant that processes used oil and is 
open 24-hours. There were three employees who remained working inside the facility. 
More than 100 police officers and emergency personnel were on the scene during the 
incident.  
Source: http://www.suntimes.com/news/metro/2042305,mccook-barricade-
021010.article 

2. February 11, Associated Press – (West Virginia) W.Va. Gov. calls up more 
Guardsmen for storm duty. The West Virginian Governor has called up another 300 
West Virginia National Guard troops to help clean up after the state’s latest winter 
storm. The additional troops bring the total number of Guardsmen on storm duty to 
800. They are supporting emergency operations in 14 counties. The Governor called 
up the additional troops after emergency officials said more help was needed in north-
central West Virginia and the state’s eastern and northern panhandles. As of the 
morning of February 11, there were signs that things were returning to normal. The 
state’s two largest electric utilities reported progress in restoring power. Allegheny 
Energy says about 6,800 customers were still without service. Appalachian Power’s 
Web site did not list any outages in West Virginia. 
Source: http://www.herald-dispatch.com/news/briefs/x1252840398/W-Va-gov-calls-
up-more-guardsmen-for-storm-duty 
See also 46 

3. February 10, Chattanooga Times-Free Press – (Kentucky) Fire damages TVA 
power plant. A fire Wednesday at the Shawnee Fossil Plant in Kentucky damaged 
one of the 10 units at the TVA coal-fired facility. Tennessee Valley Authority and 
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Emergency Management System units from across McCracken County, Kentucky, 
were called to the coal plant shortly before noon on February 10 while plant workers 
were taking the Unit 8 down for refueling. A TVA worker said a broken oil line 
apparently came in contact with hot metal and ignited the fire. TVA said in a statement 
Wednesday that two workers were treated for minor injuries before the fire was 
extinguished. The fire is still under investigation, but the Unit 8 appears to be 
damaged and will require repairs before it may be restarted, officials said. The fire is 
the second at a TVA coal plant in less than three months. A fire damaged one of the 
units at the John Sevier Fossil Plant near Rogersville, Tennessee, on December 30. 
Source: http://www.timesfreepress.com/news/2010/feb/10/fire-damages-tva-power-
plant/?breakingnews 

 
4. February 10, KTBS 3 Shreveport – (Louisiana) Truck driver who hit gas pump is 

arrested. The driver of a truck that knocked over a fuel pump at a gas station-
convenience store near Haughton the morning of February 10, spilling 150 gallons of 
the rig’s diesel fuel and 30 gallons of gasoline from the pump, has been arrested for 
hit-and-run driving. Bossier Parish sheriff’s deputies said the 18-wheeler hit the pump 
awning as the driver pulled into Emerson’s to make a U-turn. 
Source: http://www.ktbs.com/news/hazardous-materials-spill-on-hwy-157-this-
morning/ 

 
5. February 10, Associated Press – (Wyoming) Fire burns conveyor belts at Rawhide 

mine. The Campbell County Fire Department says a two conveyor belts caught fire at 
the Rawhide coal mine north of Gillette, causing about $100,000 in damage. The 
Tuesday morning fire started in a transfer station where coal is unloaded from haul 
trucks and then put on the conveyor belts. Fire officials say the two belts were not in 
use at the time, and they are looking into the possibility that a hot bearing started the 
fire. Mine workers first doused the fire by turning on the mine’s wash-down 
equipment. Fire officials say it took about one hour to control the fire. There were no 
reports of injuries.  
Source: http://www.kulr8.com/news/wyoming/84052922.html 
 

For another story, see item 50 
 
[Return to top] 

Chemical Industry Sector 
 

6. February 9, WSAZ 3 Huntington – (West Virginia) Kanawha County officials say 
plants must provide emergency info. Kanawha County emergency officials say first 
responders called to chemical plants will no longer enter the facilities unless they 
know what they are facing. A new protocol has been put in place in response to an 
accident on January 23 at DuPont’s plant in Belle. A worker was exposed to phosgene 
and later died. The director of the Kanawha County Emergency Ambulance Authority 
(KCEAA) says that emergency workers did not even know if a chemical was involved 
in the medical emergency until they got on scene. The only information Metro 911 
dispatchers were given was that a worker was hurt and they needed an ambulance. 
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“We’re concerned for our workers safety no matter what,” he said. “You don’t go into 
a scene unless it’s safe.” That has been advice that emergency responders have played 
by for decades, but now the county is making it an official rule of response. Chemical 
plants will have to answer a few questions before an ambulance will be allowed to 
pass through the gates. “Is there a chemical involved? Are people hurt? Where’s the 
patient? If you give us that information we are going to have an immediate response,” 
he said. If they do not get that information, an ambulance will head to the scene and 
wait nearby until they are given the all clear. The KCEAA has sent a letter breaking 
down their new protocol to the Dupont Plant in Belle and the Bayer CropScience Plant 
in Institute.  
Source: http://www.wsaz.com/news/headlines/83878077.html 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

7. February 11, Associated Press – (Alabama; Georgia) Fire issues at Ala. nuke plant 
to be discussed. Nuclear Regulatory Commission (NRC) staff will meet with officials 
of the Tennessee Valley Authority on February 22 in Atlanta to discuss fire protection 
inspection findings at the Browns Ferry nuclear power plant. Two of the findings 
involve failure to take adequate measures to protect equipment in the event of a fire. 
The third finding involves a revision of fire procedures. The NRC evaluates regulatory 
performance at commercial nuclear power plants with a color-coded system, which 
classifies findings as green, white, yellow, or red in increasing order of significance. 
The preliminary evaluation determined that the issues at Browns Ferry are “greater 
than green.” No decisions on the significance or possible enforcement action will be 
made at the conference. 
Source: http://www.wtvm.com/Global/story.asp?S=11969893 

 
8. February 11, WCIV 4 Charleston – (South Carolina) Feds: No violations found at 

MOX facility. Federal inspectors have found no violations during a regular inspection 
at a facility to process plutonium waste at a former nuclear bomb plant in South 
Carolina. The Nuclear Regulatory Commission said in a quarterly report released 
Wednesday that inspectors found no major problems at the mixed oxide fuel facility 
under construction at the Savannah River Site near Aiken. Construction on the facility 
that will convert weapons-grade plutonium into nuclear reactor fuel called MOX 
began in 2007. Officials say the facility is on schedule and should be up and running 
in 2016. The 310-square-mile nuclear weapons complex opened in the early 1950s and 
once produced plutonium and tritium for atomic bombs. The site’s reactors have been 
shut down for more than 15 years.  
Source: http://www.wciv.com/news/stories/0210/705202.html 

 
[Return to top] 

Critical Manufacturing Sector 
 

9. February 11, Flint Journal – (Michigan) Police arrest four inside of abandoned 
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General Motors plant. Police arrested four subjects who allegedly broke into the 
abandoned General Motors Buick City plant in Flint, Michigan. Officers were initially 
called to a building on Dort Highway before 10 p.m. Tuesday. A person called 911 
and reported seeing two men walk behind the building and then he could hear banging 
noises, according to police reports. Police arrived on scene and followed the suspects’ 
tracks to the GM plant, where they could see flashlights and hear voices and pounding 
from inside, according to police reports. Officers entered the plant and arrested four 
suspects after a brief chase, according to the report. 
Source: 
http://www.mlive.com/news/flint/index.ssf/2010/02/police_arrest_four_inside_of_a.ht
ml  
 

10. February 11, Aviation Week – (International) EASA orders checks of Thales AoA 
probe. By April 30, Airbus A330 and A340 operators will be required to make a 
detailed visual inspection of aircraft equipped with a Thales Avionics AoA (angle of 
attack) probe with part no. C16291AA. The inspections are necessary to identify and 
replace parts suspected of causing inaccurate AoA indications. The requirement comes 
from a February 9 airworthiness directive issued by the European Aviation Safety 
Agency (EASA) after final assembly line testing revealed that AoA data from two 
different aircraft were incorrect. Flight data analysis confirmed the inaccuracies. 
Thales, in its examination of the suspect probes, discovered oil residue between the 
stator and rotor parts of the AoA vane position resolvers. The residue, according to 
EASA, was the result of improperly cleaned machine oil used in manufacturing the 
resolvers. The oil residue becomes viscous at low temperatures, especially at cruise 
altitudes, and can cause a lag in AoA vane movement. This, in turn, can lead to 
erroneous measurement of the aircraft’s angle of attack. Should two or three probes 
become simultaneously affected and provide incorrect indications, the aircraft’s AoA 
protection would be late to activate, which, when combined with flight at a high angle 
of attack, creates an unsafe condition. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=new
s/awx/2010/02/10/awx_02_10_2010_p0-203459.xml 

 
[Return to top] 

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top] 

Banking and Finance Sector 
 

11. February 11, SC Magazine – (International) PCI DSS regulations should not be 
written off as being unsuitable, as an understanding of the terms and options are 
often ignored. Credit card companies should be encouraged to work with smaller 
vendors when it comes to compliance, but it is too soon to write off PCI regulations. 
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Following claims made on February 10 that the Payment Card Industry Data Security 
Standard (PCI DSS) are not suitable for small businesses, and that enforcements could 
cause a business to go under, the head of PCI at ProCheckUp Labs agreed with the 
principal that PCI DSS is by no means a ‘one-size fits all’ standard, but complaining 
about it will not get companies anywhere. Commenting on the claims that PCI could 
‘cripple an organization’, the head of PCI at ProCheckUp Labs said that simply getting 
away from the flashy devices that claim to solve ‘all your PCI DSS headaches in one 
box’, companies will find cost-effective solutions to meet the intent of the 
requirements.  
Source: http://www.scmagazineuk.com/pci-dss-regulations-should-not-be-written-off-
as-being-unsuitable-as-an-understanding-of-the-terms-and-options-are-often-
ignored/article/163553/  

 
12. February 10, SC Magazine – (National) ID theft still on the rise, but victims 

respond faster. Incidents of identity fraud and the total cost of fraud once again 
climbed last year, but consumers are becoming better equipped to respond to the 
occurrences of theft, according to a report released on January 10 by Javelin Strategy 
& Research. The seventh annual “2010 Identity Fraud Survey Report,” which polled 
more than 5,000 U.S. consumers, concluded that the number of victims rose to 11.1 
million adults in 2009, an increase of 12 percent. Meanwhile, the total annual fraud 
amount experienced by these victims jumped 12.5 percent to $54 billion. This is the 
second straight year that both of those statistics have risen. But there were some silver 
linings to be found. The study showed that the average fraud resolution time fell 30 
percent to 21 hours, thanks to increased consumer awareness, as well as banks helping 
victims better respond to incidents through fraud detection and real-time alerts. And 
victims are more commonly filing police reports, which allowed the number of arrests 
and convictions of the culprits to double. 
Source: http://www.scmagazineus.com/id-theft-still-on-the-rise-but-victims-respond-
faster/article/163548/  

 
[Return to top]  

Transportation Sector 
  

13. February 11, WNED 970 Buffalo – (National) Skiles blasts FAA for “doing 
nothing” on regional air safety. Last January, a flyer helped co-pilot the “Miracle on 
the Hudson” when he and the pilot successfully completed an emergency landing of a 
commercial jet onto the river. Wednesday, the man offered his thoughts on the 
troubled regional airlines during a Tele-Town Hall meeting organized by a New York 
congressman. “You’re getting people, literally, coming into the right (co-pilot’s) seat 
of a Colgan Airways flights with little, if any, experience at all,” the pilot said.  He has 
had occasion to commute using the so-called “jump seat” of regional airlines and has 
observed their practices. He maintains that many experienced pilots work regional 
airlines, but the trend is to hire younger pilots willing to work for lower wages. 
“We’ve seen this happening over the last 5 or 10 years and we’ve watched the FAA do 
nothing about it and accidents like this (Flight 3407) are the result.”  The pilot 
assessed the crash of 3407 as “simply two pilots that didn’t have the knowledge, the 
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ability and the experience to be flying that kind of complex airplane.” He will be 
among the 500 people marking Friday’s one-year anniversary of the crash of Flight 
3407 with a memorial walk from the Clarence Center crash site to Buffalo-Niagara 
International Airport. 
Source: 
http://www.publicbroadcasting.net/wned/news.newsmain/article/1/0/1610992/WNED-
AM.970.NEWS/Skiles.Blasts.FAA.for.’Doing.Nothing’.on.Regional.Air.Safety  
  

14. February 11, Detroit News – (Michigan) Head injuries cited for security breach 
suspect. Injuries suffered in a car wreck five months ago have caused erratic behavior 
resulting in numerous criminal complaints against an Ohio man accused of causing a 
security shutdown Monday at Metropolitan Airport. The 27-year-old man from Bryan, 
Ohio recently attempted to board an airliner without a ticket at Fort Wayne, Indiana, 
International Airport, according to police. The man’s father, a neurologist who trained 
in India and studied at Wayne State University and the Detroit Medical Center, has 
said his son was attending medical school until he suffered head injuries in a 
September car crash at an Ohio Turnpike toll booth. The man faces federal charges in 
Detroit that he violated aviation security rules when he allegedly bolted past a security 
checkpoint at the McNamara Terminal without a boarding pass or baggage, then 
ignored police commands to stop. He was arrested after being shot with a stun gun. 
Prosecutors have said that the man kept his hands in his pockets and continued 
walking despite loud commands from airport police officers. 
Source: http://detnews.com/article/20100211/METRO01/2110390/Head-injuries-
cited-for-security-breach-suspect#ixzz0fExbhHiH  
 

15. February 10, KARE 11 Twin Cities – (Minnesota) Man with leopard print stuffed 
toy causes scare at MSP. A man carrying a leopard print stuffed animal put security 
officials at the Minneapolis-St. Paul International Airport on alert Tuesday night. 
Airport officials said the man walked into Delta Airlines’ Building C at around 9:00 
p.m. and was confronted by an employee who asked to see his identification badge. 
The man apparently responded by showing the employee the stuffed animal and 
saying, “This is all you need to see,” according to airport officials. The man then fled. 
Airport police notified the TSA and worked with Delta security officials to look for 
the man in and around the building, but they could not find him. Airport police also 
stepped up patrols around the building and the airfield. Authorities do not believe the 
man got into an adjoining hangar, but airport canine explosives detection teams 
checked the aircraft before it left the hangar and found no sign of explosives. 
Source: http://www.kare11.com/news/news_article.aspx?storyid=841400&catid=14   
 

16. February 10, Associated Press – (California) LA ports add ship to screen for 
biological weapons. A new ship to detect chemical and biological weapons has been 
launched to protect the ports of Los Angeles and Long Beach. The Los Angeles 
Sheriff’s Department said Wednesday it started using the $3 million vessel this week. 
It is staffed by explosives experts and equipped with tools to screen cargo ships for 
threats before they enter the nation’s busiest port complex. The experts board the ships 
and screen for substances used for weapons of mass destruction. Deputies have also 
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added a helicopter to screen for radioactive material, while the ship’s sonar system 
looks for underwater threats. The ships are subject to further inspection when they 
enter the ports.  
Source: http://abcnews.go.com/Business/wireStory?id=9799825 
 

For more stories, see items 4 and 22 
 

[Return to top] 

Postal and Shipping Sector 
 

17. February 8, KMJ 580 Fresno – (California) FUSD building in Fresno evacuated. 
The Fresno Unified School District’s administration building was evacuated for a time 
Monday after a strange odor spread throughout the building, making some people sick. 
School district employees were off for a holiday, but the building at Tulare and M 
streets also houses a post office that was open, and the postal employees reported 
smelling something like burning rubber or glue. EMS crews and a hazmat team rushed 
to the scene and evacuated the postal employees inside the building. Four of those 
workers reported feeling sick, with symptoms including nausea and a runny nose. 
They were said to be fine. The fire department blocked off the building and traced the 
smell to an air conditioning compressor.  
Source: http://www.kmjnow.com/pages/landing_news?FUSD-Building-in-Fresno-
Evacuated=1&blockID=177316&feedID=806 

 
 [Return to top] 

Agriculture and Food Sector  

 
18. February 11, Associated Press – (Iowa) No injuries in fire at soybean plant near 

Council Bluffs. Authorities say no one was hurt in a fire at soybean plant south of 
Council Bluffs. The fire at the Bunge plant broke out Monday night and continued to 
burn into Tuesday. The Glenwood fire department received the first call from 
employees at the plant around 10 p.m. Other departments from Council Bluffs, Pacific 
Junction and Oak Township were called to help. Glenwood fire chief said smoke was 
pouring out of a dryer that was about 120 feet high. His department does not have the 
equipment to reach that height, so an aerial truck from Council Bluffs was called. 
Other fire departments helped supply water after nearby hydrants ran dry. The cause of 
the fire remains under investigation. 
Source: http://www.wqad.com/news/sns-ap-ia--soybeanplantfire,0,2953861.story 

 
19. February 11, USAgNet – (National) Firm recalls ready-to-eat sausage products. 

Schmalz European Provisions, a Springfield, New Jersey establishment, is recalling 
approximately 1,485 pounds of ready-to-eat sausage products that may contain foreign 
materials, the U.S. Department of Agriculture’s Food Safety and Inspection Service 
announced. Each package has a use by/freeze by date of February 28, 2010. Also, the 
products bear the establishment number “P-5411” inside the USDA mark of 
inspection. The products were produced on January 7, 2010 and were distributed to 
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retailers in California, Connecticut, Florida, Georgia, Indiana, New Hampshire, New 
Jersey, New York, North Carolina, Ohio, Oregon, and Texas. The problem was 
discovered after the company reported consumer complaints about finding plastic 
materials in the product. FSIS has not received any consumer complaints or reports of 
injury at this time.  
Source: http://usagnet.com/story-national.php?Id=298&yr=2010 

 
20. February 11, WUSA 9 Washington – (Maryland) Fifty cows rescued from barn 

collapse. Maryland firefighters risked their own safety to save fifty cows trapped in a 
collapsed barn. It happened Wednesday at Rocky Glade Farms in Frederick. Fire 
crews were actually warned not to go, that conditions were too dangerous to risk it, but 
they wanted to help. “We arrived on scene, fifty cows trapped, five pinned under 
stuff,” said one firefighter. They cut through the debris until the cattle were safely 
released. All of the animals survived. The family that owns the farm is working to 
move the cows to a safe location out of the snow. They are also worried about other 
structures on their 500 acre property. 
Source: http://www.wusa9.com/news/local/story.aspx?storyid=97012&catid=158 

 
21. February 10, WFSB 3 Hartford – (Connecticut) Police: Employee called threat into 

Stop & Shop. A man is accused of calling in a bomb threat at the Stop & Shop 
grocery store in Monroe Wednesday morning. Police said two telephone calls were 
received by store personnel at about 6:50 a.m. The caller said there was a bomb inside 
the store that was set to go off at a certain time. Members of the Monroe Police 
Department were called to the store and secured the scene. The town’s fire marshal 
and members of the Connecticut State Police Bomb Squad then searched the store 
without finding a bomb. Police said an investigation led to the arrest of the man, of 
Bridgeport. He was charged with threatening and act of terrorism. Police said he has 
been an employee of Stop & Shop since November 2009.  
Source: http://www.wfsb.com/news/22525910/detail.html 

 
22. February 8, Associated Press – (National) U.S. to commit $78.5m to try to halt 

Asian carp. Navigational locks and gates in Chicago-area waterways crucial for 
shipping may be opened less frequently than usual under a $78.5 million campaign to 
prevent Asian carp from overrunning the Great Lakes, federal officials said Monday. 
The plan falls short of closing the navigational structures entirely, as demanded by 
Michigan and five other Great Lakes states. They fear the locks will provide an 
opening to the lakes for the giant carp, which some scientists say could devastate the 
region’s $7 billion fishing industry. But the Presidential Administration described the 
plan as part of an effective strategy for keeping the invasive fish at bay while long-
term biological controls are developed. The government said it would take 25 actions 
to slow the advance of the carp, which can reach 4 feet long and 100 pounds. 
Source: http://www.msnbc.msn.com/id/35300223/ns/business/ 

 
[Return to top] 

Water Sector 
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23. February 11, Lorain County Morning Journal – (Ohio) Transformer blows, cuts 
power to city sewer plant. An electrical transformer caught fire and burned out 
Tuesday night, leaving Lorain’s Black River Water Pollution Control plant without 
electrical power. No one was hurt and the power outage did not stop the flow of 
wastewater into the plant, but some downtown-area residents saw a blue glow from the 
burning transformer, the Lorain Utilities director said. The intense heat burned a hole 
the size of a basketball in the side of the transformer’s green metal cabinet, which is 
about 6 feet high and 6 feet wide, he said. A preliminary estimate of damage could be 
$100,000, which likely will be covered by insurance. The cause was not known as of 
February 10. The electrical transformers sat at least 50 feet away from other buildings 
and did not damage the rest of the plant, he said. The Lorain Fire Department 
responded to the fire call at 10:49 p.m. and found the transformers arcing, the fire 
chief said. The transformers controlled power for the area known as the secondary part 
of the plant, where wastewater is treated, the utilities director said. The power outage 
did not affect flow into the plant because the pumps that bring in sewage are powered 
by the methane gas produced as bacteria digest the sewage, so those pumps are self-
sustaining as long as there is gas, he said. The fire was contained in the transformer 
and did not cause problems such as a power outage for the surrounding neighborhood.  
Source: http://www.morningjournal.com/articles/2010/02/11/news/mj2286518.txt 

24. February 10, KLEW 3 Lewiston – (Idaho) Spokane bomb squad disables pipe 
bomb. A Spokane bomb squad was dispatched to Nez Perce County late Tuesday 
afternoon to deal with a pipe bomb that was discovered near a culvert on Webb Canal 
Road. The Nez Perce Tribal Police chief said a call concerning the device came in 
around 2:45 p.m. An employee of the Lewiston Orchards Irrigation District had found 
the bomb and took it to a nearby smoke shop. The device was described as a 1 1/2 - 2 
inch pipe that was capped at both ends. She said the device was put in an empty semi 
trailer at the smoke shop site and the bomb squad checked it out, then put a remote 
firing device on it to remove one of the end caps, rendering it non-explosive. They put 
the casing and the remaining powder in water to deactivate it. She said there are no 
suspects at this time and that Alcohol, Tobacco and Firearms will receive a copy of the 
report. She said Tribal Police had also been contacted by the Bureau of Reclamation 
concerning the incident. She said she is waiting to hear who will take the lead on the 
investigation. She also encouraged the public to never touch or move devices that 
appear to be explosive, to instead contact authorities immediately and leave the 
immediate vicinity.  
Source: http://www.klewtv.com/news/84021642.html 

25. February 10, KCRA 3 Sacramento – (California) Stockton fined $2.4M water 
violations. The State of California has ordered the city of Stockton to pay $2.425 
million for illegally discharging 8.7 million gallons of partially-treated, un-disinfected 
effluent to the San Joaquin River from the city’s wastewater treatment plant. The State 
Water Resources Control Board announced the civil liability assessment on 
Wednesday. The move will result in increased staffing levels at the treatment plant, 
resulting in more oversight and enhanced compliance with the city’s National 
Pollutant Discharge Elimination System permit. In addition, the penalty will result in a 
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third party auditor reviewing the plant’s operations over the next three years. Finally, 
$350,000 of the penalty will be deposited into the water board’s cleanup and 
abatement account, and will be allocated by the board to pay for projects that cleanup 
or abate waste where there is not an otherwise viable responsible party available to do 
the work. The discharge, which violated the city’s NPDES permit, occurred on June 
16, 2006, and went on for 10 hours, from 8:30 a.m. until 6:30 p.m. The discharge was 
caused by an open effluent diversion gate located near the treatment plant’s outfall.  
Source: http://www.kcra.com/news/22524533/detail.html 

26. February 9, The Record – (New Jersey) Reservoirs, wells to see increased sodium 
after rock salt runoff. Salt runoff is expected to make its way into reservoirs, wells 
and eventually thousands of North Jersey faucets in the coming days and weeks as 
temperatures increase and rain washes down the region’s salt-caked roadways. 
“There’s no doubt that when you have a storm like they’re predicting that you’ll have 
an increase in the amount of salt coming in,” said a spokesman for United Water, 
whose Oradell reservoir serves 750,000 people in 60 towns in Bergen and Hudson 
counties. While the elevated levels recorded from past years are not considered 
harmful to healthy people, water company officials have advised customers who have 
high blood pressure and other conditions requiring salt-restricted diets to consult their 
doctors. There is little that water companies such as United Water or the Passaic 
Valley Water Commission can do to lower sodium levels short of building a 
desalination plant. The two companies have been asking towns to consider using 
alternatives to salt, but few have. Bergen County, which has distributed 2,770 tons of 
rock salt to towns for this storm, considered adopting Rockland County’s combination 
of magnesium chloride and rock salt, but decided against it. Bergen County pays $64 a 
ton for rock salt. Magnesium chloride and calcium carbonate can cost $90 a ton. “You 
expect that at least 14 percent of salt goes off the road,” said the superintendent of the 
River Vale Public Works Department. The brine “is much more efficient.”  
Source: 
http://www.northjersey.com/news/environment/020910_Reservoirs_wells_to_see_incr
eased_sodium_after_rock_salt_runoff.html 

27. February 9, Oregonian – (Oregon; Washington) Despite billions spent on cleanup, 
Hanford won’t be clean for thousands of years. Some radioactive contaminants at 
the Hanford Nuclear Reservation will threaten the Columbia River for thousands of 
years, a new analysis projects, despite the multibillion-dollar cleanup efforts by the 
federal government. The U.S. Department of Energy projections come from a new 
analysis of how best to clean up leaking storage tanks and manage waste at Hanford, a 
former nuclear weapons production site on 586 square miles next to the Columbia in 
southeastern Washington. Oregon officials say the results, including contamination 
projections for the next 10,000 years, indicate the federal government needs to clean 
up more of the waste that has already leaked and spilled at Hanford instead of capping 
and leaving it, a less-expensive alternative.  
Source: 
http://www.oregonlive.com/news/index.ssf/2010/02/despite_billions_spent_on_clea.ht
ml 

 

 

   

http://www.kcra.com/news/22524533/detail.html
http://www.northjersey.com/news/environment/020910_Reservoirs_wells_to_see_increased_sodium_after_rock_salt_runoff.html
http://www.northjersey.com/news/environment/020910_Reservoirs_wells_to_see_increased_sodium_after_rock_salt_runoff.html
http://www.oregonlive.com/news/index.ssf/2010/02/despite_billions_spent_on_clea.html
http://www.oregonlive.com/news/index.ssf/2010/02/despite_billions_spent_on_clea.html


 

 - 12 -

28. February 9, Newport News Daily Press – (Virginia) Navy officials to share study of 
contaminants in Williamsburg reservoir. Navy officials have concluded their 
investigation of whether pollutants from Camp Peary leaked into Waller Mill 
Reservoir and are set to share the findings with residents whose water comes from the 
lake. The Naval Facilities Engineer Command announced Tuesday that it will host a 
public meeting on February 17. Navy officials will share results of the environmental 
investigation associated with Site 49F, at a former swimming pool turned dump site at 
Camp Peary, near the base’s border with Waller Mill Reservoir. Some investigation 
results should be made available by Friday, said a city spokeswoman, who spoke to 
Navy officials Tuesday. Navy and Camp Peary officials announced last spring that 
traces of chemicals from an abandoned disposal site at Camp Peary might have leaked 
into the reservoir, the city of Williamsburg’s primary source of drinking water. Since 
then, the Navy has completed an environmental investigation of the possible 
contamination. The study involved collecting samples of soil, sediment, surface water, 
fish tissue and invertebrate tissue from various locations, according to a Navy 
statement released Tuesday. Those samples were analyzed for the presence of 
polychlorinated biphenyls, or PCBs. The study also included ecological and human 
health risk assessments.  
Source: http://www.dailypress.com/news/dp-
local_wallermill_0210feb10,0,3003236.story 

 
[Return to top] 

Public Health and Healthcare Sector 
 

29. February 11, Reuters – (International) WHO to decide whether worst over in H1N1 
pandemic. The World Health Organization will convene its emergency committee 
later this month to examine whether the H1N1 flu pandemic has peaked, its top 
influenza expert said on Thursday. He said the committee, which makes 
recommendations on the state of a pandemic to WHO’s director-general, would decide 
whether the H1N1 pandemic declared in June had entered a post-peak or transition 
phase. Designating a transition phase in this way — indicating that the pandemic is 
continuing but the overall trend is back toward seasonal patterns of influenza — would 
help national health authorities look to the future, he said. Even if the WHO decided 
the pandemic had peaked, the virus remained active, causing disease and death, and 
could continue to flare up in some regions, as it had done recently in West Africa, he 
said. 
Source: http://www.reuters.com/article/idUSWLB737620100211 

 
30. February 10, Health Data Management – (Tennessee) Tenn. plan expands 

protection after breach. BlueCross and BlueShield of Tennessee will offer free 
identity theft consultation and restoration services to an additional 169,719 members 
identified as being affected by an October breach of data after hard drives containing 
protected health information on at least 521,761 members were stolen. The additional 
members are family members of 131,909 BCBS of Tennessee subscribers whose 
name, address, Blues ID number, date of birth and/or diagnosis were on one of the 
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hard drives. The plan soon will send a letter to the subscribers notifying them of the 
breach and offering identity theft services to them and family members associated with 
the subscriber’s ID number. The plan has identified these subscribers and family 
members, a total of 301,628, as being in the Tier 2 category of risk. Another 220,133 
members — in the Tier 3 category because their information included Social Security 
numbers — previously received notification letters offering free credit monitoring and 
identity theft prevention services. 
Source: 
http://www.healthdatamanagement.com/news/breach_security_blues_tennessee-
39766-1.html 

 
[Return to top] 

Government Facilities Sector 
 

31. February 11, Associated Press – (New Mexico) AF decertifies N.M. nuclear 
warhead unit. The Air Force has decertified a unit responsible for maintaining an 
estimated 2,000 nuclear warheads at Kirtland Air Force Base in New Mexico, but top 
military officials will not discuss specifics of the decision. Decertification means 
members of the 898th Munitions Squadron cannot perform their usual duties with 
nuclear weapons. Air Force officials declined to specify what that means. Air Force 
officials also declined to disclose what concerns prompted the action, but a spokesman 
for the Air Force Materiel Command at Wright-Patterson Air Force Base in Ohio said 
Wednesday the move was not prompted by any risk to the public. “There is no risk to 
security, safety or health,” he said. The New Mexico unit will be re-inspected and 
could be recertified by June, the spokesman said. Until then, he said qualified 
individuals from Air Force units based elsewhere will monitor nuclear weapons stored 
at Kirtland, located on Albuquerque’s south side.  
Source: http://www.military.com/news/article/af-decertifies-nm-nuclear-warhead-
unit.html?ESRC=topstories.RSS 

 
32. February 10, South Florida Sun Sentinel – (International) Air Force major’s body 

found in Haiti. The body of an Air Force major has been found in the rubble of the 
Hotel Montana in Port-au-Prince, Haiti, officials confirmed Tuesday. The major, 37, 
had been missing since the January 12 earthquake in Haiti. The officer’s body was 
found Sunday and flown to Dover Air Force Base in Delaware. His remains were 
positively identified Monday. The major worked at Southern Command as the 
Caribbean desk officer. He was in Haiti with a lieutenant general and four others from 
Southern Command, all of whom survived. “His expertise and contributions helped 
SouthCom strengthen existing partnerships with defense and security counterparts 
across the Caribbean,” said a Southern Command spokesman.  
Source: http://www.military.com/news/article/air-force-majors-body-found-in-
haiti.html?ESRC=topstories.RSS 

 
33. February 10, Virginia Gazette – (Virginia) Plot unravels at Toano school. A 

troubled teen’s alleged plot to stab a classmate and construct an explosive device have 
been under investigation for three weeks as a potential Columbine in James City, 
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Virginia. A 13-year-old boy in the eighth grade at Toano Middle School was charged 
with attempted wounding, threats to burn a house, manufacture or possession of a fire 
bomb, having a weapon on school property, and two counts of petit larceny. A second 
13-year-old boy in the seventh grade has been charged with attempted malicious 
wounding. Police began investigating the older student following an incident January 
15 at the school undisclosed until now. A James City police major said that the eighth-
grader was arrested after the school resource officer learned that he had brought a 
knife to school. A more sinister plot emerged a week later. The teen’s guardian 
reported him as a runaway after they got into an argument outside his home in 
Stonehouse subdivision. A James City fire marshal said that during the argument the 
guardian noticed a gasoline odor in her car before the teen removed a suitcase from the 
trunk. He ran off, leaving the suitcase behind. When she opened her laptop she 
discovered Internet searches on how to make a bomb. She called police, and the fire 
department became involved as well. The Virginia State Police bomb squad was called 
to examine the suitcase. A five-gallon can of gasoline was inside. The fire marshal 
declined to say whether other components for an explosive device were found. 
Source: 
http://www.vagazette.com/articles/2010/02/10/news/doc4b71e927895fb264812604.txt 

34. February 10, Athens Herald Banner – (Georgia) Bomb scare ends; streets re-open. 
Authorities have reopened two busy streets in downtown Athens ending a three-hour 
bomb scare. A suspicious package found near a federal building Wednesday held 
camping supplies and other belongings that a homeless person may have stashed in 
bushes, Athens-Clarke police said. Someone who works in a private office at the 
corner of North Jackson and East Dougherty streets called 911 at 11:22 a.m. to report 
the bag, and Athens-Clarke police asked the University of Georgia police Bomb 
Disposal Unit to check it out. The bag was across the street from the Robert G. 
Stephens Jr. Federal Building on East Hancock Avenue. Officers blocked several 
nearby streets. Bomb technicians used a robot to remove the duffle bag from the 
bushes and into the street, where they sprayed it with a water cannon, according to 
police. After the bag did not explode, the bomb technicians saw that it contained 
camping supplies and other harmless items. 
Source: http://onlineathens.com/stories/021010/bre_561156702.shtml 

35. February 10, Willamette Valley Statesmen Journal – (New Jersey) Package of money 
prompts bomb squad investigation. A suspiciously wrapped package left in an 
overnight deposit drop box prompted a bomb squad investigation at Monmouth City 
Hall on February 7. Monmouth police and the Salem police bomb squad were called at 
8:10 a.m. to Monmouth City Hall. The bomb squad determined the package was not 
explosive and contained cash and coins, a Monmouth police sergeant said. Police are 
working to determine who left the oddly wrapped package in the drop box, the 
sergeant said. City hall services were halted for about 10 minutes and no employees 
were evacuated because of the bomb squad investigation. 
Source: 
http://www.statesmanjournal.com/article/20100210/NEWS/2100416/1001/news  
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36. February 9, Wall Street Journal – (National) Six faulted over Fort Hood. The 
military will formally discipline at least six officers, mostly from Walter Reed Army 
Medical Center in Washington D.C., for failing to take action against the officer 
accused of carrying out last year’s deadly shooting rampage at Fort Hood, according to 
people familiar with the matter. Senior Army officials said the decision to punish so 
many officers reflects the military’s belief that the November assault, which killed 13 
people at the Army base in central Texas, could have been prevented if the shooter’s 
superiors had alerted authorities to his increasing Islamist radicalization. The officials 
said that as many as eight officers could ultimately be censured over the incident, 
mostly with letters of reprimand that effectively end their military careers. The 
punishments will be detailed in an “accountability review” that an Army General, who 
has been investigating the shootings for several months, will deliver to top Army 
officials as early as Friday. An Army spokesman said that the General’s accountability 
review would be submitted within days, but declined to comment further on the 
inquiry. 
Source: 
http://online.wsj.com/article/SB10001424052748703455804575057612342107400.ht
ml?mod=WSJ_hpp_MIDDLENexttoWhatsNewsThird 
 

For more stories, see items 17, 28, and 52 
 
[Return to top] 

Emergency Services Sector 
 

37. February 10, Baltimore Sun – (Maryland) Maryland station damaged by fire. Two 
fire engines, including one just purchased for $600,000, two paramedic units, a brush 
truck and a U.S. Army Humvee were destroyed in an early morning fire at a Dundalk, 
Maryland firehouse, according to a department spokesman. The two-alarm blaze that 
began shortly after 3 a.m. caused the roof to collapse at the Engine 6 building at 
Dunman Way and Merritt Boulevard, a block from the Dundalk Middle School. A 
cause of the fire remains under investigation, the spokesman said. Officials said 
firefighters sleeping in the firehouse’s living quarters, which is next to the fire engine 
bay, awoke to the sound of a fire alarm. A damage estimate was not immediately 
available, but fire engines can cost hundreds of thousands of dollars.  
Source: http://www.firehouse.com/topics/top-headlines/md-firehouse-destroyed-fire  

 
38. February 10, NBC Philadelphia – (Delaware) Firehouse roof collapses under heavy 

snow. The strong storm has started to show its dangerous side as the heavy snow 
caused the collapse of a Delaware firehouse roof. The roof of Townsend Fire 
Department Station 26 fell just after 10:30 a.m. Wednesday, Delaware Emergency 
Management officials said. Firefighters, who were inside the station, say they began to 
hear the roof creaking and then watched as the ceiling over the engine bay fell to the 
ground. None of the equipment was damaged in the collapse, officials said. The station 
has been taken out of operation and the trucks moved to nearby stations. 
Source: http://www.nbcphiladelphia.com/news/local-beat/Firehouse-Roof-Collapses-
Under-Snow-84040667.html 
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39. February 10, Associated Press – (Montana) FBI investigates theft from Mont. 

sheriff’s office. The FBI is investigating after an internal audit by the Cascade County 
Sheriff’s Office found more than $10,000 missing from an office checking account. 
The undersheriff says the money was missing from an account called the “civil 
account,” which is used to hold money from sales of confiscated items. The 
undersheriff says the investigation involves a former employee.  
Source: http://www.kulr8.com/news/state/84012922.html 
 

For another story, see item 6 
 
[Return to top]  

Information Technology 
 

40. February 11, The Register – (International) Aussie anti-censor attacks strafe gov 
websites. The Anonymous denial of service campaign against Australian government 
websites on February 10 in protest against mandatory net filtering plans was a 
relatively modest affair, but still managed to disrupt the access to targeted websites. 
Arbor Networks, which markets security technology that helps service providers to 
mitigate DDoS attacks, reports that the peak size of the attack against Australian 
government websites was a relatively low 16.84 Mbps. By comparison, one in five 
service providers reported botnet-fueled attacks that in the 1-4 Gps range last year, 
with the worst attack hitting 49 Gbps, according to an annual review by Arbor. 
Operation Titstorm, launched on February 10, also involves a campaign of spam 
emails, junk faxes and prank phone calls along the lines of earlier attacks against the 
Church of Scientology, also spearheaded by the loose-knit Anonymous collective. The 
DDoS attacks in the Australian attacks appear to be hand-cranked rather than launched 
through zombie networks of compromised machines. Even so, the ongoing attacks 
reportedly blocked access to the Australian government website, 
www.australia.gov.au, and www.aph.gov.au, the Australian parliament’s homepage, 
overnight as part of a protest against controversial plans to filter the Internet and block 
access to sites featuring extreme sexual content.  
Source: http://www.theregister.co.uk/2010/02/11/oz_anti_censorship_ddos_latest/  

 
41. February 11, Computerworld – (International) Windows patch cripples XP with 

blue screen, users claim. The February 9 security updates from Microsoft have 
crippled Windows XP PCs with the notorious Blue Screen of Death (BSOD), users 
have reported on the company’s support forum. Complaints began early on February 
10, and gained momentum throughout the day. To regain control of their PCs, users 
were told to boot from their Windows XP installation disc, launch the Recovery 
Console and enter a series of commands. Unfortunately, that left netbook users out of 
luck, since most of the lightweight, inexpensive laptops lack an optical drive, and so 
can not boot from an XP installation disc. Several users tentatively identified the 
MS10-015 update as the one which triggered the BSOD, and claimed that uninstalling 
that security fix — which was labeled as KB977165 — returned their PC to working 
condition. 
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Source: 
http://www.computerworld.com/s/article/9155419/Windows_patch_cripples_XP_with
_blue_screen_users_claim  

42. February 10, DarkReading – (International) ‘Aurora’ attacks still under way, 
investigators closing in on malware creators. The targeted attacks that hit Google, 
Adobe, and other U.S. organizations are still ongoing and have affected many more 
companies than the original 20 to 30 or so reported by Google and others. Security 
experts who have worked on forensics investigations and cleanup of the victim 
organizations from the attacks that originated out of China say they are also getting 
closer to identifying the author or authors of the malware used to breach Google and 
others. “The attack called Operation Aurora is larger than just [the attacks 
acknowledged at the] 30 companies. That attack is still in operation and is much 
larger,” says the founder and CEO of HBGary, which on February 10 published a 
report on Operation Aurora that recaps where things stand with the investigation. He 
and other forensics firms say they have no direct evidence implicating the Chinese 
government in the Aurora attacks, but that does not mean other investigators or 
officials have it and just are not sharing it publicly, he says. HBGary has found trails 
left behind in the Aurora code by its creators that are “very specific to the developer 
who compiled the malware,” he says, and it has Chinese language ties. HBGary has 
identified registry keys, IP addresses, suspicious runtime behavior, and other data 
about the Aurora malware and its origins using the firm’s latest analysis tool, the CEO 
says.  
Source: 
http://www.darkreading.com/vulnerability_management/security/attacks/showArticle.j
html?articleID=222700786  

43. February 10, Computerworld – (International) Simulated cyber-attack to test 
government response. Security industry analysts and lawmakers will get an 
unprecedented chance next week to evaluate how the government might respond to a 
cyber-attack on critical infrastructure targets. The Bipartisan Policy Center (BPC), a 
Washington-based non-profit established in 2007 by several lawmakers, will host a 
simulated nation-wide cyber-attack on February 16 for a group of former 
administration and national security officials, who will be playing the roles of Cabinet 
members. The goal of the simulation, called Cyber ShockWave, is to see how officials 
in key government positions would react to a real-time cyber- attack, and to evaluate 
the split-second decisions they may be required to take to deal with it, a BPC alert 
noted. Those playing the roles of various cabinet members include a former 
Department of Homeland Security secretary, the former Director of National 
Intelligence, the former White House Homeland Security advisor and the former 
White House press secretary. The participants, none of whom will have any advance 
information on the simulated attacks, will be expected to advise the President on the 
unfolding attacks and craft a response to them.  
Source: 
http://www.computerworld.com/s/article/9155318/Simulated_cyber_attack_to_test_go
vernment_response  
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44. February 9, ZDNet – (International) Reports: SQL injection attacks and malware 

led to most data breaches. With millions of personal records and payment card 
information stolen on a regular basis, several recently released reports independently 
confirm some of the main sources of breaches. Not surprisingly, that is not zero day 
flaws, not even insiders, but good old fashioned SQL injections next to malware 
infections. With companies investing more resources into ensuring their networks and 
employees are protected against the very latest threats, some are clearly overlooking 
the most basic threats, usually requiring simple or average attack sophistication on 
behalf of the cybercriminal. 
Source: http://blogs.zdnet.com/security/?p=5421  

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us-cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it-isac.org/. 

 
[Return to top] 

Communications Sector 
 

45. February 11, SC Magazine – (International) Attacks on phone calls step up as users 
assume voice calls to be the most secure vehicle for confidential information. 
Cyber criminals are now targeting confidential information that is being transmitted by 
voice calls. GSMK CryptoPhone warned that unencrypted voice calls and texts 
are under attack and called on network security providers to do more in the fight 
against malicious phone fraudsters by ensuring end-to-end security measures for 
clients. The CEO of GSMK CryptoPhone claimed that standard security measures 
cannot give customers the 360-degree protection they need, particularly when 
travelling abroad. This follows a recent discovery of a basic vulnerability that was 
found in 12 out of 15 voice encryption products. Using a readily available wiretapping 
utility and a homemade Trojan, a blogger, known as Notrax, was able to bypass 
encryption and eavesdrop by capturing conversations from the microphone and 
speaker in real-time. By suppressing any rings, notifications or call logs, these attacks 
go completely undetected, and while Trojans can be installed manually by someone 
with access to the phone, they could equally be delivered via email, SMS or a mobile 
application. 
Source: http://www.scmagazineuk.com/attacks-on-phone-calls-step-up-as-users-
assume-voice-calls-to-be-the-most-secure-vehicle-for-confidential-
information/article/163552/  

 
46. February 11, WTOV 9 Wheeling – (West Virginia) Phone service knocked out in 

parts of Marshall, Wetzel counties. Phone service was out Wednesday in Marshall 
County and parts of Wetzel County, leaving residents unable to call 911. The problem 
as of noon was with the 686 exchange. People could call within the 686 exchange to 
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another 686 number, but they could not call out of the exchange or call 911. Phone 
service was restored in Cameron as of 9:30 a.m. Thursday, officials said. Frontier 
crews were trying to fix the problem and officials in Marshall County were putting 
extra measures in place to keep people safe. Residents said they felt like they were 
trapped on an island and, with cable and power still out in some areas, they said it 
could not have come at a worse time. The Marshall County Emergency Management 
Agency director said he is not sure if the phone outage is a result of the power outage 
or if something may have cut a phone line. The National Guard is on its way in to help 
in the Hundred area of Wetzel County, where the problem may lie. Police are 
increasing patrols and encourage anyone who needs emergency help to try to flag 
them down. In the meantime, residents are urged to call Cameron police directly at 
304-686-2213 instead of calling 911. “We still do have communication. It’s just going 
to be a little bit cumbersome,” said the Cameron Police chief. Officials said they were 
not sure when phone service would be restored. The emergency management director 
said people need to drive anywhere from five to 10 minutes to get in the cell phone 
service range.  
Source: http://www.wtov9.com/news/22519454/detail.html 
See also 2 

47. February 10, The Register – (New York) Webhost in five day server FAIL. New 
York-based webhost HostV — a division of Cirtex — is five days into a server node 
outage that has left customer websites completely inaccessible. A London-based 
Register reader said the outage has brought down 10 of his sites, and many others are 
complaining of downed sites in the HostV forums. The CEO of Cirtex told The 
Register that the outage has affected thirty to forty customers. Cirtex’s HostV division 
offers virtual private server (VPS) as well as dedicated server hosting. On February 2, 
with a Twitter post to a feed that provides server status updates, the company indicated 
that its VPS infrastructure was under attack. “We are experiencing some serious 
issues,” the post read. “It seems like some kind of attack on our servers. Several nodes 
are down at the moment.” Over the next 21 hours, regular Tweets alerted customers to 
failures and repairs of various server nodes. Then, at midday on February 4, the feed 
went silent. According to the last three Tweets, one server node was still down, and it 
seems the failure was related to RAID problems rather than some sort of server attack. 
The company’s last public post came on February 8. “As for an ETA on the restore, 
we don’t have one,” a company representative said. “However, it does look like its 
going to take a fair amount of time. More than 24 hours. Possibly more than 48 
hours.” 
Source: http://www.theregister.co.uk/2010/02/10/hostv_outage/  

48. February 10, Roanoke Times – (Virginia) Outages hit Verizon Wireless customers. 
Some Verizon Wireless customers in the Roanoke and New River valleys experienced 
intermittent outages in cellphone service for several hours Tuesday morning. The 
outage was caused by a component that needed to be adjusted in the switch, which is 
the computer that routes signals and completes calls in a specific region, said Verizon 
representatives. The problem was resolved in the late morning. A representative did 
not know how many customers were affected by the outage.  
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Source: http://www.roanoke.com/business/wb/236030 
 

49. February 10, IDG News Service – (National) Google to build ultra high-speed 
networks in the U.S. In its continuing quest to speed up the Internet, Google has 
decided to build what it calls “ultra high-speed” broadband networks in some parts of 
the U.S., the company announced Wednesday. The fiber networks will deliver 1Gbps 
connections to homes at prices that will be “competitive,” the company said. The 
services would cover between 50,000 and 500,000 people. “Our goal is to experiment 
with new ways to help make Internet access better and faster for everyone,” wrote two 
Google product managers in a blog post. Google wants to help promote the creation of 
ultra high-speed networks because they are necessary for next-generation Internet 
services and applications that are bandwidth intensive in areas like education, health 
and entertainment. Google will offer its networks through what it calls an “open 
access” model, so that customers have access to multiple service providers.  
Source: 
http://www.computerworld.com/s/article/9154958/Google_to_build_ultra_high_speed
_networks_in_the_U.S.  

 
[Return to top] 

Commercial Facilities Sector 
 

50. February 11, Associated Press – (New York) Transformer explosion shatters NY 
building windows. An explosion in a transformer underneath a Manhattan sidewalk 
sent flames up the front of a landmark building Thursday, shattering windows and 
blackening the front of several stories. No injuries were reported .A Consolidated 
Edison spokesman said the transformer was in a vault below the front of the seven-
story building. An investigation was under way into the cause. The deputy fire chief 
said firefighters were initially called out for a report of smoke coming out of a 
manhole. He said firefighters had been out all night to deal with manhole fires because 
of runoff from snow and salt coming into contact with electrical grids below ground. 
An employee at an office furniture dealership on the sixth floor of the building on 
Sixth Avenue in the Chelsea district said she detected a sulfur odor as she approached 
the building at 10:30 a.m., but as she got to the entrance the smell faded and she went 
inside. Firefighters arrived at 10:44 a.m. to respond to the report of smoke and 
evacuated a Radio Shack store. Building workers were told via the public address 
system that there was a fire on the sidewalk but not to be alarmed. About 11:20, the 
explosion happened, with the fireball reaching three stories high. Another 
announcement instructed those in the building to evacuate using a back staircase. 
About 50 to 100 people were evacuated from the commercial building. It took 
firefighters an hour and 45 minutes to bring the blaze under control, but there was 
minimal damage to the building because it is fireproof. The front door of the Radio 
Shack store was blown out by the force of the explosion. Other businesses in the 
building include a Bally’s Total Fitness gym and a Papyrus stationery store. The 
building also houses the Apex Technical School on the opposite end from where the 
damage occurred. The building is part of the Ladies’ Mile Historic District.  
Source: http://www.washingtonpost.com/wp-
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dyn/content/article/2010/02/11/AR2010021102318.html 
 

51. February 11, CNN – (Texas) Two latest Texas church fires ruled arson. The two 
latest fires in a string of church blazes in east Texas have been ruled arson, bringing 
the total of deliberately-set fires to 10, authorities said Thursday. Fires destroyed 
Dover Baptist Church and Clear Spring Missionary Baptist Church on Monday night. 
The churches are located about three miles apart near Tyler, Texas. There have been a 
total of 11 church fires so far this year, said a special agent from the federal Bureau of 
Alcohol, Tobacco, Firearms and Explosives’ Dallas, Texas office. One has not been 
ruled arson. Included in that total is a January church arson in Temple, Texas. 
Authorities are not sure whether the Temple fire is related to the other nine, which 
have been concentrated in an area east of Dallas, more than 150 miles from Temple. 
There is no clear theme linking the fires, which have struck churches of different 
denominations, including Baptist, Methodist, and Church of Christ Scientist, on 
different days of the week and at different times of the day, he has said. While the 
churches are located in small towns, not all of them are in remote locations, he told 
CNN. Authorities believe one person, or perhaps a group of people, are responsible, he 
said. He told CNN Thursday investigators were still tracking down leads. He and 
others spoke of communities on edge. Police patrols have been stepped up near east 
Texas churches, while in some cases, church members are staying at their churches to 
protect them or patrolling churches themselves.  
Source: http://www.cnn.com/2010/CRIME/02/11/texas.church.fires/ 

 
[Return to top] 

National Monuments & Icons Sector 
 

52. February 10, WUSA 9 Washington – (Maryland) Smithsonian Museum support 
center among those damaged by roof collapses. Damage from a roof collapse 
occurred at the Smithsonian Museum Support Center on Old Silver Hill Road in 
Suitland, Maryland due to a winter blizzard. This large warehouse facility is the 
Smithsonian’s primary off-site storage facility of artifacts. Firefighters responded at 
6:49 a.m. to investigate the collapse and shut off electricity and natural gas to the 
warehouse eliminating any consequences involving those utilities. It is unknown what, 
if any, artifacts are affected by this roof collapse.  
Source: http://www.wusa9.com/rss/local_article.aspx?storyid=96991 

 
[Return to top] 

Dams Sector 
 

53. February 11, Monroe News Star – (Louisiana) Rising Mississippi worries levee 
officials. The president of the 5th Louisiana Levee District, which protects Louisiana’s 
eastern border from the Mississippi River, is concerned with the high level of the river 
and said sandbagging of sand boils have already begun. “There were two sand boils at 
Waterproof that we sandbagged [Tuesday],” he said. “There are 10 others that we’re 
watching right now.” Two of those boils north of Lake Providence are two miles from 
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the levee “and that’s very abnormal. It’s a concern to us, but the ones closest to the 
levees are bringing more material with them and are serious.” A sand boil is water 
coming under the levee from the river side that brings the sand and other material with 
it, causing the levee to deteriorate. The 5th Louisiana Levee District maintains the 
Mississippi River levee from the Arkansas line to the bottom end of Concordia Parish. 
A Tensas Parish sheriff agrees, saying the Mississippi is abnormally high for the 
winter months. A historic graph prepared by the Corps of Engineers shows that during 
the 1927 flood the Mississippi River was at about 46 feet during the 1973 flood on 
February 11 it was at about 37 feet. Thursday at Vicksburg the river should be at about 
40 feet, placing it between the two major floods that the corps uses for comparisons. 
The 1927 flood reach its highest point at 58 feet on about May 6, and it inundated 
most of the land between Vicksburg and Monroe, while the 1973 water level reached a 
crest of 52 feet on May 13. 
Source: http://www.thenewsstar.com/article/20100211/NEWS01/2110322 

 
54. February 10, Lincoln Journal Star – (Nebraska) Corps may repair dam seepage 

problems in Salt Valley watershed. The U.S. Army Corps of Engineers may have to 
repair potential seepage problems at flood-control dams in the Lincoln and Omaha 
areas.  On Tuesday, the corps said potential problems exist along outlet conduits at 
Branched Oak, Holmes, Olive Creek, Wagon Train and Stagecoach lakes. They are 
part of 10 dams built by the corps in the Salt Creek watershed in the Lincoln area 
during the 1960s. The other five dams had no problems. The corps also is reviewing 
whether the embankment of the dam at Glenn Cunningham Lake in Omaha is 
damaged. “These are not issues that present an immediate threat to anybody, and 
further studies are needed to determine if they are a threat at all,” said the dam safety 
program manager for the corps’ Omaha District. He said the problems have been 
documented by the corps for years. Now, the corps is implementing a new dam safety 
classification system that uses a more centralized, risk-based approach to screen dams 
nationwide. The corps plans to further study dams in the Lincoln and Omaha areas to 
establish priorities for investigations and remediation work. Interim risk-reduction 
plans will be put in place if necessary. The interim measures include updating 
emergency action plans and conducting training exercises with emergency 
management agencies, the corps said. In some places, the corps may do repairs or 
install additional monitoring instruments. All 10 of the Salt Creek dams will be re-
evaluated to determine their ability to withstand an extreme precipitation event, the 
corps said. 
Source: http://journalstar.com/news/local/article_710ea254-169c-11df-9176-
001cc4c002e0.html 
 

For more stories, see items 22 and 24 
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