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Current Nationwide  

Threat Level 
 
  ELEVATED 

 
  Significant Risk of Terrorist Attacks
    
   For information, click here: 
   http://www.dhs.gov 

Top Stories  

 The Associated Press reports that authorities on Monday arrested six suspected Taliban 
militants with a suicide vest and hand grenades who allegedly were on their way to attack 
the five-star Pearl Continental hotel and kill Americans in Lahore, Pakistan. (See item 43) 

 KETV 7 Omaha reports that the U.S. Army Corps of Engineers is racing the clock as it 
shores up a 3-mile levee where Salt Creek meets the Platte River in Nebraska. They are 
trying to complete their work before the ice melts, bringing the potential for flooding. (See 
item 48) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. February 9, Rome News-Tribune – (Georgia) 2,000 gallons of diesel fuel reported 
stolen. According to Rome police reports, an employee at Allied Waste facility, 14 
Redmond Court in West Rome, told investigators Monday that someone had taken some 
2,000 gallons of diesel fuel from the business during the month of January. It was not 
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clear on police reports whether or not the theft occurred at one time, or over a number of 
occasions. The fuel was valued at $5,400. The employee also said that a half dozen truck 
tires, worth more than $1,300, had also been stolen at the site. 
Source: http://romenews-tribune.com/view/full_story/5869371/article-2-000-gallons-of-
diesel-fuel-reported-stolen?instance=home_news_lead_story 

2. February 8, Bloomberg – (Connecticut) Probe begins into fatal blast at Connecticut 
plant. The U.S. Chemical Safety and Hazard Investigation Board (CSB) and the 
Connecticut State Police’s major-crimes unit joined the investigation into the cause of 
Sunday’s blast at the Kleen Energy Systems LP power plant that killed five people and 
injured at least 26. The explosion occurred at about 11:30 a.m. local time while the plant 
was undergoing a gas-line test, the Middletown mayor said. Recovery efforts did not 
resume Monday morning because of concerns with high winds and falling debris, he 
said. Workers from O&G Industries Inc., a contractor specializing in energy-plant 
construction, were purging a gas line when the explosion occurred, said a spokesman for 
the company. He confirmed no casualties of O&G workers have been reported. Spectra 
Energy Corp. shut its facilities that deliver gas to the plant after the explosion, a 
spokeswoman for Spectra said. Houston-based Spectra transfers gas from the 1,120-mile 
Algonquin pipeline via a 20-inch diameter lateral line to a meter station 1.5 miles away. 
From there, power-plant pipelines carry the gas uphill about 800 to 1,000 feet, she said. 
The meter station and lateral line were shut and there was no impact on the Algonquin 
pipeline, she said. Middlesex Hospital received 26 patients from the accident, three of 
which were admitted and two transferred to Hartford and Yale-New Haven, said another 
spokeswoman. The majority of injuries were to extremities and included broken bones, 
she said. The U.S. Labor Department has “a team of compliance officers at the site and 
is coordinating with other teams on the ground,” a spokesman said. Representatives 
from Connecticut’s Department of Emergency Management and Homeland Security 
stepped down at 3 a.m. local time because of the weather and instability at the site, said 
the deputy commissioner of the agency.  
Source: http://www.businessweek.com/news/2010-02-08/rescuers-comb-kleen-energy-
connecticut-plant-after-fatal-blast.html 

3. February 8, Environmental News Service – (Louisiana) Murphy Oil liable for air 
permit violations at Louisiana refinery. A neighborhood association in St. Bernard 
Parish, Louisiana has won a partial victory in federal court against Murphy Oil USA Inc. 
in an air pollution lawsuit. Concerned Citizens Around Murphy was granted legal 
standing to bring a citizen’s enforcement action against the oil company under the 
federal Clean Air Act. The court also granted Concerned Citizens’ motion for summary 
judgment as to Murphy Oil’s liability for 21 violations of its air permit at the company’s 
Meraux petrochemical refinery, operating in Meraux since 1961. Representing the 
neighborhood association, student attorneys from Tulane University’s Environmental 
Law Clinic successfully demonstrated that Murphy Oil’s Meraux refinery frequently 
violated its air permits by exceeding emission limits and continued to violate the permits 
even after plaintiffs filed suit. A U.S. district judge issued an order finding that 
Concerned Citizens had shown that Murphy Oil repeatedly violated the Clean Air Act 
and that, “unless some action is taken to prevent the illegal conduct, there is a real threat 
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that such violations will continue to occur.” Murphy Oil USA Inc. was found liable for 
21 violations of the Clean Air Act. These violations occurred during preventable upsets 
and resulted in tons of toxic air releases into the Chalmette and Meraux neighborhoods 
of southeast Louisiana.  
Source: http://www.ecofactory.com/news/murphy-oil-liable-air-permit-violations-
louisiana-refinery-020810 

 
4. February 8, U.S. Environmental Protection Agency – (Connecticut) Connecticut 

company pays penalty for violations of oil pollution prevention regulations. A 
Portland, Connecticut asphalt company has agreed to pay $68,400 in penalties for failing 
to comply with federal regulations designed to prevent oil spills from reaching 
waterways. Triram Connecticut, LLC illegally discharged approximately 1,000 gallons 
of oil from its facility to the Connecticut River in January 2009. The oil spill occurred 
when piping connecting a 13,000 gallon oil tank to a boiler failed and released 8,000 
gallons of oil into the facility’s secondary containment area. The oil discharged into the 
river prompted an emergency response from the local fire department and the 
Connecticut Department of Environmental Protection. Triram also hired an oil spill 
response company to contain the spilled oil and spent over half-a-million dollars on the 
clean up. EPA’s New England office determined that the company had failed to fully 
maintain and implement its Spill Prevention, Control and Countermeasure (SPCC) plan, 
as required by the Clean Water Act. These oil spill prevention regulations require that 
specific preventative measures be taken at facilities that store greater than 1,320 gallons 
of oil, and could reasonably be anticipated to release oil products into a waterway of the 
United States or adjoining shoreline areas.  
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/489099A3AE49C4B3852576C400696FC7 

 
[Return to top] 

Chemical Industry Sector 
 
5. February 8, Occupational Health and Safety – (National) GAO recommends EPA 

biomonitoring upgrade. The Toxic Substances Control Act may allow EPA to obtain 
more useful data than it now gets about the health effects of commercial chemicals. But 
the extent of EPA’s authority to collect such data is unclear and untested, a new 
Government Accountability Office report concludes. EPA also has not developed a 
comprehensive biomonitoring strategy to coordinate research with other agencies and 
groups involved in such research, including CDC, OSHA, and the Agency for Toxic 
Substances and Disease Research, the report says. Current biomonitoring data relevant 
to the entire U.S. population exist for only 212 chemicals, the report points out. “In 
addition, biomonitoring data alone indicate only that a person was somehow exposed to 
a chemical, not the source of the exposure or its effect on the person’s health. For most 
of the chemicals studied under current biomonitoring programs, more data on chemical 
effects are needed to understand if the levels measured in people pose a health concern, 
but EPA’s authorities to require chemical companies to develop such data is limited,” its 
summary states. The report cites EPA’s action involving DuPont’s use of the chemical 
PFOA (perfluorooctanoic acid). EPA filed two actions alleging DuPont had violated 
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section 8(e) of TSCA by failing to report blood test data it had obtained to assess PFOA 
exposure, but DuPont settled the claims without admitting it should have reported the 
data, and this left uncertainty over the extent of EPA’s authority, the report states. 
DuPont committed in February 2007 that it would no longer make, use, or buy PFOA by 
2015 or earlier, if possible. 
Source: http://ohsonline.com/articles/2010/02/08/gao-recommends-epa-biomonitoring-
upgrade.aspx?admgarea=news 
 

For another story, see item 19 
 

[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

6. February 9, Brattleboro Reformer – (Vermont) Ice truck enters VY with no 
inspection. Though spokesmen from the Nuclear Regulatory Commission and Vermont 
Yankee nuclear power plant in Vernon said there was no danger to the plant’s reactor 
building, a man who delivered a truckload of ice to the plant said he was astounded 
when he was waved through the front gate two weeks ago without being searched. “It 
struck me as weird to be able to drive through the first gate,” said the deliveryman, 
Rice’s Ice plant manager, from Greenfield, Massachusetts. “Why do they have a guy 
with an automatic rifle at the gate if they’re not worried about checking vehicles there?” 
A Vermont Yankee spokesman said the truck was sent to a building that was built after 
September 11, 2001, that is meant to isolate routine deliveries from any critical plant 
infrastructure. “There are many more layers and requirements that this vehicle would 
have had to pass through before approaching the plant,” he said.  
Source: http://www.reformer.com/localnews/ci_14362020 

 
7. February 9, Associated Press – (Vermont) Vermont Yankee tritium levels down 

slightly. The Vermont Health Department says a groundwater monitoring well at 
Vermont Yankee has produced a tritium reading of 2.38 million picocuries per liter of 
water, down slightly from a reading of 2.45 million taken Saturday. State officials say 
the monitoring wells dug since a tritium leak was first reported January 7 have focused 
on the section of Vermont Yankee’s property between the reactor and the Connecticut 
River. The Health Department said Monday that it is a large area that encompasses 
many potential sources of water containing tritium.  
Source: http://www.vpr.net/news_detail/87147/ 

 
[Return to top] 

Critical Manufacturing Sector 
 

8. February 9, New York Times – (International) Toyota details recall of 2010 Prius for 
brake problems. Toyota said Tuesday it would recall 437,000 of its 2010 flagship Prius 
hybrid and other gas-electric models worldwide to fix a glitch in the braking system, as 
the Japanese automaker moved to contain a crisis over defects in a range of its vehicles. 
In addition to the standard 2010 Priuses, Toyota is recalling 270 plug-in Priuses, 28,000 
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Lexus HS250hs, and 11,000 Sai hybrids. Older Priuses are unaffected by the problem, 
Toyota has said. Toyota’s president said Tuesday a software glitch was behind the 
failing brakes, and that the fix, which would be handled by dealers, would take about 40 
minutes for each car. Toyota had found that on slippery or frozen roads, “the brakes 
falter for just split moment,” he said. “But if you make sure to push firmly down on the 
brakes, they will work without fail.” The company president said Tuesday that Toyota 
was not “perfect or infallible,” but that it had never lied to customers. “When we 
discover a defect, make defects, or receive advice from customers, we work hard to fix 
them and improve,” he said. “We do not allow cover-ups.” The 2010 Prius comes with 
an overhauled regenerative brake system, where energy from the wheels is used to help 
recharge the car’s battery, and also has an antilock brake system. The car relies on 
electronic systems that combine the regenerative braking system with conventional 
brake pads. Toyota’s quality chief said the automaker had determined that a glitch 
occurs when the antilock brake system kicks in, which triggers a switch from the 
regenerative to conventional brakes. 
Source: 
http://www.nytimes.com/2010/02/10/business/global/10recall.html?partner=rss&emc=rs
s  

 
9. February 9, Automotive News – (International) NHTSA fielding complaints about 

2009-10 Toyota Corolla steering. Toyota faces yet another possible federal 
investigation, this time of the electric power steering in 2009 and 2010 Corollas. The 
National Highway Traffic Safety Administration is considering a formal investigation of 
alleged defects reported in the compact car, an agency spokeswoman said. Automotive 
News found that the Corolla has been the subject of 83 power-steering complaints since 
April 2008, 76 of which have reported that the vehicle unexpectedly veers to the left or 
right at 40 miles an hour and up. Complainants have compared the movement to being 
buffeted by strong winds, sliding on black ice, or hydroplaning. They said that after 
trying to straighten the car, it can overcorrect — requiring the driver to use a tight, 
persistent, two-handed grip on the wheel to travel in a straight line. “If you take your eye 
off the road for a second, the car will drift into another lane,” said one driver who lodged 
an October 18 complaint. The complaints cite 10 injuries resulting from six accidents, 
which sometimes left the vehicle upside down, at the bottom of a cliff or in a ditch. “We 
are continuing to review and gather information to determine if it warrants a formal 
investigation,” the spokeswoman said Monday. Toyota switched from hydraulic to 
electric power steering with its 2009 Corolla, which first went on sale in February 2008. 
Source: 
http://www.autonews.com/apps/pbcs.dll/article?AID=/20100209/RETAIL05/100209863
/1290  

 
[Return to top] 

Defense Industrial Base Sector 
 

10. February 8, Aviation Week – (National) DOD studying rocket motor sustainment. 
The Pentagon is participating in an interagency integrated team convened to explore 
how best to sustain the rocket motor industrial base — a mandate made all the more 
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urgent given NASA’s planned cancellation of the Constellation program, according to 
the Defense Dept.’s industrial policy director. Each of NASA’s Ares V launchers would 
have required six RS-68 engines, which are common to the U.S. Air Force’s Delta IV 
Evolved Expendable Launch Vehicle (EELV). Already, Air Force officials are seeing an 
uptick in the per-unit price of each EELV because procurement has slowed to keep pace 
with delayed satellite programs This trend is only getting worse with the NASA 
decision, according to the deputy under secretary of the Air Force for space. “We share 
an industrial base with NASA — on solids, liquids, range infrastructure and a 
workforce. So, with the cancellation of the Constellation program… we have got a lot of 
work to do with NASA to figure out how to maintain a minimum industrial base on 
liquid rocket engines and solid rocket motors.” 
Source: 
http://www.aviationweek.com/aw/generic/story_generic.jsp?channel=aerospacedaily&id
=news/asd/2010/02/08/11.xml 
 

[Return to top] 

Banking and Finance Sector 
 

11. February 8, Midland Daily News – (Michigan) Midland Police warn of cell phone 
scam. Midland Police are warning residents of a cell phone scam involving automated 
calls for information regarding debit cards. Officers recently have been informed of a 
number of suspicious cell phone calls with an automated voice that states the recipient’s 
VISA debit card has been suspended or compromised. Police say residents should not 
give out any sensitive personal information, such as account numbers, Social Security 
numbers, birth dates or driver license numbers, to anyone that they did not call 
themselves. Anyone who receives one of the scam phone calls should check on their 
accounts by calling their local bank or the telephone number on the back of the debit 
card. 
Source: http://ourmidland.com/articles/2010/02/08/police_and_courts/2412111.txt  

 
12. February 8, Rome News-Tribune – (Georgia) Floyd police warning citizens about 

fraudulent online banking e-mails. The Floyd County Police Department has received 
several calls from citizens about attempted fraud concerning their Wells Fargo checking 
accounts online. One woman told police that she received an e-mail from Wells Fargo 
stating that her online access had been locked because of logging in excessively with the 
incorrect password. Authorities said citizens conducting any type of Internet banking or 
other business online should pay particular interest to their accounts. A captain with the 
Floyd County police said the best defense is always prevention. Once unintended people 
have the secure information, he said the sky is the limit as to how someone can be 
financially damaged because of it. 
Source: http://romenews-tribune.com/view/full_story/5827693/article-Floyd-police-
warning-citizens-about-fraudulent-online-banking-e-
mails?instance=home_news_lead_story  

 
[Return to top]  
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Transportation Sector 
  

13. February 9, WTOP 1500 Washington – (Maryland) Southwest cancels many flights at 
BWI. Southwest Airlines says it has canceled many of its flights Tuesday and 
Wednesday ahead of another impending snowstorm. The airline said late Monday on its 
Web site that because of the storm, it has canceled most of its afternoon and evening 
flights to and from BWI and Dulles, as well as morning and early afternoon flights on 
Wednesday. Travelers should check the flight status information on Southwest’s Web 
site before heading for the airport. 
Source: http://www.wtop.com/?nid=25&sid=1884055  

 
14. February 9, Washington Post – (District of Columbia) Blue Line train evacuated. 

Morning commuters had to evacuate a Blue Line train after it apparently got entangled 
in a loose cable as it approached the Smithsonian Metrorail station about 8:30 am 
Tuesday, causing a small fire. There were no reported injuries, according to a Metro 
spokeswoman. The cable likely became wrapped around a portion of the first rail car of 
the train, which was heading toward Franconia-Springfield. The fire was extinguished 
and the customers were transferred to an Orange Line train to return to L’Enfant Plaza, 
according to a statement from Metro. Passengers aboard the train involved in the 
incident were startled when their train stopped in the tunnel, a door suddenly opened and 
people ran in from the next car. Everyone jumped up, according to an eyewitness 
account, as a faint smell of smoke entered the train. The operator announced over the 
intercom that the train had hit a wire. Disruptions continued at Smithsonian because 
trains had to share the same track as workers recovered the disabled train. 
Source: 
http://voices.washingtonpost.com/getthere/2010/02/blue_line_train_evacuated_afte.html  

 
15. February 8, Bloomberg – (New York) Dead stowaway on Delta Air flight shows 

security risk. A body found in the landing-gear compartment of a Delta Air Lines jet 
that flew to Tokyo’s Narita Airport from John F. Kennedy Airport in New York may 
spur a fresh review of U.S. aviation security. Lack of oxygen or hypothermia may have 
killed the stowaway, said a police official at Narita, who asked not to be identified 
because of department policy. The corpse of a dark-skinned male in civilian clothes with 
no identification was discovered yesterday, the police official said. The case highlights a 
possible weak spot in the recent safety crackdown: tarmacs are supposed to be protected 
against intruders, so a man climbing onto the plane would have breached security 
wherever the incident began. “If a person can gain access to get in the wheel well, a 
person can gain access to plant a device on the airplane,” said a former Northwest 
Airlines security chief. At least seven incidents of wheel-well stowaways have occurred 
in the past decade, all but one ending in death. Preflight checks for international trips 
may occur as much as two hours before takeoff, raising the prospect that the stowaway 
climbed aboard after the landing gear was examined on the ground, said a retired 777. 
“It stands to reason that the individual was not in the cavity before inspection,” he said. 
“For a flight that long, you’d be making a really thorough inspection and looking up into 
the cavity at the struts and hydraulics. There’s almost no way a person could hide from a 
mechanic or pilot.” 
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Source: http://www.businessweek.com/news/2010-02-08/dead-stowaway-on-delta-air-
flight-shows-security-risk-update1-.html  

 
16. February 8, Associated Press – (North Dakota) Fargo flight delayed by ‘bomb’ 

investigation. A flight at the Fargo, North Dakota, airport was delayed for about three 
hours over the weekend when federal security officers at Hector International Airport 
apparently mistook photographic equipment for a possible bomb. A Bismarck 
videographer said he and another photographer were preparing to fly from Fargo to Los 
Angeles when Transportation Security Administration employees found a piece of 
equipment in luggage that they thought might be a bomb. The TSA declined to discuss 
the incident. The Cass County Sheriff confirmed that a police bomb squad was called to 
the airport on Saturday and that a flight was delayed but he did not provide details. 
Source: http://www.grandforksherald.com/event/apArticle/id/D9DO1KBG1/  

 
17. February 5, WFOL 35 Orlando – (Florida) Man removed from plane at OIA. There 

were some scary moments for passengers aboard US Airways flight 1926 out of Orlando 
International Airport. The aircraft was scheduled for take off at 7:20 Friday morning, but 
it failed to leave on time. According to the FBI, a man boarded the plane late. He was 
booked with a window seat but wanted to sit in the aisle. The FBI said the passenger 
then asked another passenger to switch seats. When that passenger refused, the man in 
question kept persisting. According to a statement released by the Transportation 
Security Administration, “a passenger began behaving erratically.” Passengers on the 
plane told the FBI that man was sweating heavily, so someone reported him to the flight 
crew. The FBI said that, “in an abundance of caution, the pilot returned the plane to the 
terminal.” Following TSA protocol, all passengers were removed from the plane, while 
the FBI and Orlando Police officers interviewed the man. The FBI determined that the 
man was running late and just acting irrational, but was not a security threat. Two hours 
later, TSA officers screened everyone a second time before allowing passengers to re-
board the plane. 
Source: http://www.myfoxorlando.com/dpp/traffic/020510man-removed-from-plane-at-
oia  

 
[Return to top] 

Postal and Shipping Sector 
 

18. February 8, Tracy Press – (California) Exercise equipment found in exploded box. A 
bomb squad blew up a suspicious package on February 8 that turned out to have exercise 
equipment in it, ending several hours of mystery at the downtown Tracy post office. 
Postal workers at the W. Ninth St. office reported the suspicious package at 2:45 p.m., 
though the box was dropped off at the Tracy Post Office on Saturday. The medium-sized 
box had no address or other information on it, making it seem odd to workers there. 
Police were called in, and the box was x-rayed, though it is unclear why workers called 
police so long after the package was dropped off. The package sat outside the building 
but inside a fence where workers load trucks for delivery. Explosives experts blew up 
the box at about 5:20 p.m., and discovered equipment used to do push-ups. 
Source:  
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http://www.tracypress.com/view/full_story/5838076/article-Update--Exercise-
equipment-found-in-exploded-box?instance=home_news_lead_story 

 
 [Return to top] 

Agriculture and Food Sector  

 
19. February 8, Reuters – (National) Weed killer atrazine may be linked to birth defect. 

Living near farms that use the weed killer atrazine may up the risk of a rare birth defect, 
according to a study presented this past Friday at the annual meeting of the Society for 
Maternal-Fetal Medicine in Chicago. A team of doctors with the University of 
Washington, Seattle, studied the potential link between the weed killer and the birth 
defect because “during the last 10 years, the highest percentage per population of 
gastroschisis was in Yakima County, in the eastern part of the[ir] state, where 
agriculture is the primary industry.” Overall, Washington State has about double the 
national average of gastroschisis cases — an average of 43 cases per year, a doctor told 
Reuters Health.. The researchers looked at more than 4,400 birth certificates from 1987-
2006 — including more than 800 cases of gastroschisis — and U.S. Geological Survey 
databases of agricultural spraying between 2001 and 2006. Using Environmental 
Protection Agency (EPA) standards to define high chemical exposure levels in surface 
water, they found that the closer a mother lived to a site of high surface water 
contamination by atrazine, the more likely she was to deliver an infant with 
gastroschisis. The birth defect occurred more often among infants who lived less than 
about 15 miles from one of these sites, and it occurred more often among babies 
conceived between March and May, when agricultural spraying is common. Atrazine 
manufacturer Syngenta said the study “provides no direct or credible link between 
atrazine and the kind of birth defect, gastroschisis, which it examined.”  
Source: http://www.reuters.com/article/idUSTRE6174DW20100208 

 
[Return to top] 

Water Sector 
 
20. February 8, Tampa Tribune – (Florida) Cold snap wreaked havoc on Tampa’s water 

pipes. The recent cold snap that resulted in more than a week of below-freezing 
temperatures took a toll on Tampa’s aging infrastructure, and its finances. For the past 
two weeks, city workers and private contractors have been busy repairing more than 
1,600 breaks in water distribution pipes throughout the city. The breaks were not 
confined to any one area of the city and ranged from water mains to residential hookups. 
Costs to the city for the repairs are estimated at upwards of $400,000. The cold snap also 
stressed the Rowlett Park dam over the Hillsborough River, which diverts drinking 
water to the city’s reservoir, causing a minor leak in a concrete seam. The director of the 
city’s water department said the dam was inspected by an engineer after the leak was 
discovered and determined to be structurally sound. “The leak didn’t pose a safety 
concern,” he said. He said the substantial drop in water temperature, which at the height 
of the cold snap dipped as low as 50 degrees, caused the epoxy seal on the seam to 
contract and leak. Warmer weather in the past few days has caused the seam to expand 
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and the dam has stopped leaking. But the city plans to repair the seam, at an estimated 
cost of $15,000. The cost of the repairs has just about drained the water department’s 
maintenance fund, straining the finances of a city department that has suffered a sizeable 
drop in operating funds in the past several years from a loss of customer accounts and 
other factors. 
Source: http://www2.tbo.com/content/2010/feb/08/cold-snap-wreaked-havoc-tampas-
water-pipes/ 

 
21. February 8, PhysOrg.com – (National) No mere pipe dream. University of California 

at Irvine (UCI) engineers are working on robotic technology to rehabilitate the nation’s 
aging water infrastructure. Each day, according to the American Society of Civil 
Engineers, 6 billion gallons of clean, treated drinking water disappears, mostly due to 
old, leaky pipes and mains. That is enough water to supply California for a year, 
according to a civil and environmental engineering professor at UCI. The professor 
leads a team that is working with two companies to build a prototype robot that could 
repair and retrofit aging water pipes by applying a tough reinforcement material around 
their interiors — eliminating the need for costly excavation or replacement. Currently, 
construction crews must dig trenches to find damaged pipe segments, which is a passive 
and expensive way of fixing the water system,” she says. “In cities, trenching can be 
impossible.” Simple robots have been used to inspect pipes for some time, but the task 
of robotically applying a carbon-fiber coating to the insides of old pipes with 
unpredictable flaws, imperfect shapes and uneven surfaces is a far bigger technical 
challenge, says the professor. So that the robot can find areas needing reinforcement, 
researchers are integrating into its design an advanced sensor system to gauge contact 
pressure against the pipe wall and trigger the application process.  
Source: http://www.physorg.com/news184857378.html 

 
22. February 5, Fremont News-Messenger – (Ohio) High levels of nitrate found in 

water. The city of Fremont, Ohio, is under a nitrate alert after water samples collected 
on Wednesday and Thursday showed the average concentration of nitrate was 11.6 
milligrams per liter, according to the city’s water treatment plant. The Ohio 
Administrative Code establishes a maximum concentration level of 10 mg/L for nitrate. 
The water treatment plant will monitor the water and notify the public when the nitrate 
levels are normal. Nitrate in drinking water is a serious health concern for infants less 
than 6 months old. Boiling, freezing, filtering or letting water stand does not reduce the 
nitrate level. 
Source: http://www.thenews-messenger.com/article/20100205/NEWS01/2050311 

 
For another story, see item 7 

 
[Return to top] 

Public Health and Healthcare Sector 
 

23. February 9, KNXV 15 Phoenix – (Arizona) FD: 5 gallons of acid spill at Phoenix 
business, 2 treated. Two people were taken to the hospital Monday after a chemical 
spill at a Phoenix business. A Phoenix Fire Department spokesperson said crews were 
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called to Angelica’s Textile Services near 51st Avenue and Buckeye Road around 4 p.m. 
He said five gallons of formic acid that is used for cleaning spilled, contaminating two 
people. The two women, both in their 30s, were transported to Good Samaritan in stable 
condition. According to the company’s website, Angelica’s deals with an “array of 
textile rental products and services and linen management solutions to meet the needs of 
healthcare professionals and their patients.” The fire spokesman said the business was 
evacuated as a precaution while the spill was being cleaned up. 
Source: http://www.abc15.com/content/news/phoenixmetro/central/story/FD-5-gallons-
of-acid-spill-at-Phoenix-business-2/Dbx-6otjEkKzrsJhgYQQgg.cspx 

24. February 8, Los Angeles Times – (California) Social Security numbers of nearly 
50,000 Californians disclosed. Social California health officials have accidentally 
disclosed the Social Security numbers of nearly 50,000 of the state’s most vulnerable 
residents. The numbers were printed on the outside of envelopes sent to elderly patients 
of the Adult Day Health Care program, many of whom are blind or have Alzheimer’s 
disease or other cognitive disabilities. The Department of Health Care Services sent the 
envelopes, which contained change-of-benefit notices, February 1. Officials have since 
sent follow-up letters advising recipients to destroy the envelopes and are advising 
patients to contact credit agencies to put a freeze on new accounts. 
Source: http://latimesblogs.latimes.com/lanow/2010/02/social-security-numbers-of-
nearly-50000-californians-disclosed.html 

25. February 8, CNN – (New York; New Jersey) More than 1,000 get mumps in New 
York, New Jersey since August. More than 1,000 people in New Jersey and New 
York, many of them adolescent Orthodox Jews, have been sickened with mumps since 
August, health authorities said Monday. Orange County, New York, has confirmed 494 
cases since early November, a county spokesman told CNN. Almost all of those infected 
with the virus are of the Orthodox or Hasidic Jewish population, and their average age is 
14, he said. Neighboring Rockland County has confirmed 317 cases since August, with 
all of the sick from the Orthodox Jewish community, said the county Deputy 
Commissioner of Health. Their average is 14 to 18, she said. Just north of the two 
counties, in New York City, Brooklyn had 79 confirmed cases of mumps as of October 
30, the Centers for Disease Control and Prevention reported in November. Any 
confirmation of other infections in the city is expected to be announced Tuesday. The 
mumps outbreak began at a summer camp for Orthodox Jewish boys in Sullivan County, 
New York, according to the CDC. Health officials have linked the outbreak to an 11-
year-old boy at the camp. He had recently returned from the United Kingdom, where a 
mumps outbreak had spread to 4,000 people. 
Source: http://www.cnn.com/2010/HEALTH/02/08/mumps.outbreak.northeast/  

26. February 8, WPIX 11 New York – (New York) Gas leak forces evacuation of assisted 
living facility. A poorly installed heater in an East Northport, New York, assisted-living 
facility was the cause of a gas leak that forced the evacuation of 65 residents Monday 
morning, officials said. National Grid emergency inspectors made the discovery after an 
emergency call was placed at 8:26 a.m. Most of the residents of Birchwood Suites were 
reportedly transported by bus to a Salvation Army shelter, and two were taken to an area 
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hospital for observation. A spokeswoman for National Grid reportedly found other 
violations besides the faulty heater, and said the entire heating system must be repaired 
before Birchwood Suites receives gas service.  
Source: http://www.wpix.com/news/local/wpix-assisted-living-facility-
evacuated,0,6105747.story 
 

[Return to top] 

Government Facilities Sector 
 
27. February 9, Pak Tribune – (International) Indian forces to halt Kashmir rally outside 

UN office. Kashmir authorities deployed thousands of police and troops on Monday to 
prevent a protest outside the UN office in Held Srinagar over the recent killing of two 
teenage boys by Indian security forces. Barbed wire barriers were erected to seal off the 
area around the UN office. The UN office was under a general lockdown on Monday to 
prevent any demonstrations by separatist groups. “No procession or gathering would be 
allowed in any part of the city,” Held Srinagar’s district magistrate said. A Kashmiri 
leader who is under house arrest for the past five days said the protesters had planned to 
petition the United Nations to intervene. 
Source: http://paktribune.com/news/index.shtml?224343 

 
28. February 9, Associated Press – (Missouri) Man pleads guilty of terrorism threat to 

Sedalia. A Kansas City man who told several people at a Sedalia high school that 
escaped convicts were planning to kidnap students has pleaded guilty to making a 
terrorist threat. Prosecutors say the 19-year-old defendant, who had been reported 
missing from Fort Leonard Wood, made the threats in November during a senior 
fundraiser at Smith-Cotton High School. The Sedalia Democrat reports that he told 
several students and a school administrator that the Army sent him to advise area 
schools about the kidnapping plot. The Pettis County Sheriff’s Office found that there 
was no such threat. The man was sentenced last week to serve 180 days in jail. After he 
completes his sentence, he faces military discipline for being absent without leave. 
Source: http://www.koamtv.com/Global/story.asp?S=11955813 

 
29. February 8, KOLD 13 Tucson – (Arizona) Main library downtown evacuated due to 

suspicious find. Police evacuated the main library downtown — about 100 people in 
total — when a suspicious item was claimed to be seen. It all began when a 911 caller 
said they found “something” suspicious looking in the branch located on North Stone 
Avenue, a police spokeswoman said. A team of ordinance-finding experts searched the 
entire library with bomb-sniffing dogs and found nothing, the spokeswoman said. No 
traffic or nearby businesses have been affected by the evacuation. 
Source: http://www.kold.com/Global/story.asp?S=11954192 

 
30. February 8, Associated Press – (District of Columbia; New York) Obama hasn’t ruled 

out NY trial for KSM. The President said Sunday he has not ruled out a New York 
federal court trial for the September 11 planner, but he was taking into account the 
objections of the city’s mayor and police commissioner. The Presidential Administration 
has come under withering attack, mainly from Republicans, for a decision by his Justice 
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Department to try the terrorist mastermind in a U.S. court near Ground Zero, site of the 
attack that destroyed New York’s World Trade Center. The President said using the 
traditional judicial method was a “virtue of our system” in which Americans should take 
pride. He also defended his decision, noting again that the Administration of the former 
President had handled terror suspects arrested in the United States in the same way.  
Source: http://www.military.com/news/article/obama-hasnt-ruled-out-ny-trial-for-
ksm.html?ESRC=topstories.RSS 

 
31. February 6, Krebs on Security – (National) Zeus attack spoofs NSA, targets .gov and 

.mil. Criminals are spamming the Zeus banking Trojan in a convincing e-mail that 
spoofs the National Security Agency. Initial reports indicate that a large number of 
government systems may have been compromised by the attack. According to one state 
government security expert who received multiple copies of the message, the e-mail 
campaign — apparently designed to steal passwords from infected systems — was sent 
exclusively to government (.gov) and military (.mil) e-mail addresses. The messages are 
spoofed so that they appear to have been sent by the National Intelligence Council 
(address used was nic@nsa.gov), which serves as the center for midterm and long-range 
strategic thinking for the U.S. intelligence community and reports to the office of the 
Director of National Intelligence. The e-mails urge recipients to download a copy of a 
report named “2020 Project.” Another variant is spoofed to make it look like the e-mail 
from admin@intelink.gov. The true sender, as pulled from information in the e-mail 
header, is nobody@sh16.ruskyhost.ru 
Source: http://www.krebsonsecurity.com/2010/02/zeus-attack-spoofs-nsa-targets-gov-
and-mil/  
 

For another story, see item 32 
 
[Return to top] 

Emergency Services Sector 
 

32. February 9, Los Angeles Times – (California) Suspect in San Diego firebombings 
arrested in Riverside County. A man who allegedly hurled firebombs at five targets in 
San Diego, including two police stations and a middle school, has been arrested after a 
high-speed chase that ended in Riverside County. The 26-year-old from San Diego was 
arrested about 5:30 a.m. Sunday in Temecula and jailed for investigation of arson, 
evading a police officer, two counts of burglary, and two counts of possession of a 
destructive device, authorities said. The incidents began Friday evening when someone 
tossed a Molotov cocktail into the fenced yard at the San Diego Police Department’s 
Mid-City station, where it rolled under a car but failed to ignite, said a spokesman for 
the San Diego Fire-Rescue Department. Minutes later, police received a report that a 
bomb had been thrown at nearby Monroe Clark Middle School. No damage was 
reported. The next incident occurred Saturday about 4 p.m., when a firebomb was 
lobbed at a pickup truck in the Mission Bay area, destroying the vehicle, officials said. 
Next, a Molotov cocktail was thrown at the Eastern Division police station about 7:30 
p.m., causing no damage. Then one was tossed at a Serra Mesa home, where it broke a 
window but bounced away and burned out in a yard. On Sunday about 5 a.m., an officer 

   

http://www.military.com/news/article/obama-hasnt-ruled-out-ny-trial-for-ksm.html?ESRC=topstories.RSS
http://www.military.com/news/article/obama-hasnt-ruled-out-ny-trial-for-ksm.html?ESRC=topstories.RSS
http://www.krebsonsecurity.com/2010/02/zeus-attack-spoofs-nsa-targets-gov-and-mil/
http://www.krebsonsecurity.com/2010/02/zeus-attack-spoofs-nsa-targets-gov-and-mil/


 - 14 -

investigating reports of a vehicle burglary in Del Mar Heights spotted the suspect’s 
pickup and gave chase.  
Source: http://www.latimes.com/news/local/la-me-firebombing9-
2010feb09,0,7850598.story 

 
33. February 8, Falls Church News Press – (Virginia) Roof of firehouse in Bailey’s 

Crossroads collapses under weight of snow. The roof of the Bailey’s Crossroads, 
Virginia, Volunteer Fire Department partially collapsed early Monday morning with 18 
fire fighters asleep inside. Everyone got out safely. According to a Fairfax County fire 
department spokesman, 16 men and 2 women were sleeping when the collapse occurred 
at about 3 a.m. over their fire engine bays. Three medic units, a ladder truck, a boat and 
a fire engine were damaged in the collapse. The building was constructed in 1974 and 
the roof was replaced 12 years ago. The firefighters have been relocated to the 
Annandale Volunteer Fire Station. 
Source: http://www.fcnp.com/snow/5824-roof-of-firehouse-in-baileys-crossroads-
collapses-under-weight-of-snow/  

 
34. February 7, Pittsburgh Tribune-Review – (Pennsylvania) Red Cross to open 

evacuation shelter at WCCC, close small ones. An American Red Cross temporary 
shelter in Westmoreland County, Pennsylvania, opened at 6 p.m. Sunday at Founders 
Hall at Westmoreland County Community College. It will replace 12 smaller shelters 
countywide that were closed after county officials established the new site in 
conjunction with the Red Cross. The shelter will offer 300 cots and food donated by 
Hempfield restaurants. “We’re going to open a regular, full-blown Red Cross evacuation 
shelter, and we’re going to close all the little ones,” said the spokesman for the county’s 
department of public safety. “This shelter will stay open as long as needed.”  
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/breaking/s_666134.html  
 

[Return to top]  

Information Technology 
 

35. February 9, V3.co.uk – (International) McAfee report highlights inexorable rise of 
spam. McAfee’s threat report for the fourth quarter of 2009 highlighted a drop in spam, 
although the year ended with overall amounts rising. Spam levels in the last quarter of 
the year dropped from a record 175 billion a day in the third quarter to 135 billion, a 
decline of 24 percent. However, the levels rose again as spammers looked to scoop last 
minute shoppers. “Even though we saw a decline this quarter, the overall historical trend 
still points upward. Compared with the fourth quarter of 2008, volume is up 35 percent,” 
the report said. Around 135.5 billion spam emails were sent every day in 2009, 
compared with 122 billion a day in 2008 and 76.5 billion a day in 2007. The United 
States still leads in the production of spam, but by a greatly reduced margin. The country 
accounted for over a third of all spam at the start of 2009, but this had fallen to 16 
percent by the fourth quarter, ahead of Brazil and India. Overall malware threats 
continued to rise, according to the report, nearly doubling over the year. 
Source: http://www.v3.co.uk/v3/news/2257528/small-drop-christmas-spam-trend  
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36. February 8, Computerworld – (International) Adobe apologizes for 16-month-old 
Flash bug. Adobe Systems Inc. apologized over the weekend for letting a 16-month-old 
bug in Flash Player languish without a patch, even though it updated the popular plug-in 
four times since the flaw was reported. The bug was fixed, said Adobe, in the beta of 
Flash Player 10.1, which was released last November. The final version of Flash Player 
10.1, however, will not ship until later this year. A security researcher first reported the 
Flash vulnerability September 22, 2008, according to Adobe’s public bug tracking 
database. When exploited, the flaw causes Internet Explorer 6 and 7, and Firefox and 
Safari 3 to crash; in other browsers, the browser stays up while Flash Player goes down. 
Although browser and plug-in crashes may seem relatively innocuous, they are valuable 
to attackers, who are often able to devise a way to inject malicious code after an 
application’s crash, said the director of security operations at nCircle Network Security 
Inc. The researcher has created a site that runs proof-of-concept attack code 
demonstrating the vulnerability.  
Source: 
http://www.computerworld.com/s/article/9153520/Adobe_apologizes_for_16_month_ol
d_Flash_bug  

37. February 8, eWeek – (International) Oracle patches dangerous WebLogic server 
flaw. Oracle has released an emergency patch for a security flaw in WebLogic Server in 
response to the discovery of a vulnerability that leaves users open to attack. The 
vulnerability lies in the Node Manager component of WebLogic Server, and could be 
exploited by attackers to remotely gain access to a vulnerable system. According to 
Vupen Security, the issue is due to a missing authentication within the “Node Manager” 
(beasvc.exe) process when processing incoming connections to port 5556/TCP, which 
could allow remote unauthenticated attackers to execute certain commands. The patch, 
issued February 4, came roughly two weeks after the CEI of Intevydis revealed the bug 
on a blog. This kind of vulnerability further highlights the need to use ‘least privilege’ as 
much as possible on operating systems for running sensitive processes and 
applications.” As a workaround, users can restrict access to the Node Manager port 
through firewalls or other network access controls to prevent the exploitation by 
anonymous Internet users. In addition, organizations should consider updating their 
policies to permit access to this port only by trusted subnet/users, Oracle advised. 
Source: 
http://securitywatch.eweek.com/oracle/oracle_patches_dangerous_weblogic_server_fla
w.html  

38. February 8, V3.co.uk – (International) Cyber crooks play on Bill Cosby death hoax. 
An online hoax claiming that a famous American comedian and actor has died is being 
used to push a malware attack. Researchers at security vendor Sophos reported seeing a 
new round of web sites claiming to offer news of the comedian’s death. The pages 
attempt to mimic CNN’s web site and presents surfers with phony error messages 
attempting to push fake anti-virus packages. “Hunting for information about the story 
can lead your computer into a nasty malware infection,” wrote a senior technology 
consultant of Sophos in a blog posting. The attacks follow a recent hoax which has 
spread through the web, particularly on Twitter, reporting that the comedian had died. 
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The rumors spread so far that the comedian himself issued a statement on his web site. 
Source: http://www.v3.co.uk/v3/news/2257523/cybercrooks-fake-death-bill  

 
39. February 7, TechCrunch – (International) Indian IT giant Tata Consultancy services 

hacked. The website Tata Consultancy Services, India’s largest software vendor, has 
been hacked. The hacker has posted a “For Sale” message on the site, which is written in 
both French and English. Ironically, the company produces security systems software. 
The hack is believed to be a DNS hijack, which is similar to the breach that Twitter 
succumbed to last year. TechCrunch was also recently hacked earlier this year.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/07/AR2010020701337.html  
 

For another story, see item 40 
 

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us-
 

cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it-isac.org/. 

 
[Return to top] 

Communications Sector 
 

40. February 8, CNET News – (International) Verizon temporarily blocks some 4chan 
sites. Verizon temporarily blocked traffic from some Web sites affiliated with the 4chan 
online forum on February 8 after finding that some affiliate sites were apparently 
launching network attacks. “Our network security system found traffic from some 
4Chan Web sites that had strong potential to disrupt the Verizon Wireless network, 
affecting our customers’ use of their services,” a Verizon spokesman wrote in an e-mail 
to CNET. “With continuing investigation, and ensuring no current risk of harm, we are 
giving the green-light to all 4Chan traffic. We will continue to monitor for any 
possibility of network harm.” He also posted an explanation on Twitter: “Never a block 
on 4Chan but some of its other sites were launching network attacks.” It was unclear 
which sites were affected and exactly what the trouble was. The sites appear to have 
been “explicitly blocked” for as long as three days, according to the 4chan status page. 
Source: http://news.cnet.com/8301-27080_3-10449167-245.html  

 
41. February 8, Wireless Week – (National) FCC: Heavy traffic ahead. The FCC is 

thinking about the iPad and does not necessarily like what it means for wireless 
networks. In a blog post by two FCC officials, the agency said the traffic that could be 
generated by the iPad was “reminiscent of the congestion dialup users experienced 
following AOL’s 1996 decision to allow unlimited Internet use. For months, users had 
trouble connecting and, once they did connect, experienced frequent service outages.” 
Though the officials did not name AT&T specifically, the iPad’s 3G connectivity is 
currently only available on AT&T’s network. “With the iPad pointing to even greater 
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demand for mobile broadband on the horizon, we must ensure that network congestion 
doesn’t choke off a service that consumers clearly find so appealing or frustrate mobile 
broadband’s ability to keep us competitive in the global broadband economy,” said both 
the director of scenario planning for the FCC’s Omnibus Broadband Initiative and the 
deputy chief of the Wireless Telecommunications Bureau. The officials said the 
operators will only be able to deal with future congestion issues if they have adequate 
spectrum.  
Source: http://www.wirelessweek.com/News/2010/02/Policy-and-Industry-FCC-Heavy-
Traffic-Government/ 

 
42. February 8, WINK 11 Fort Myers – (Florida) Cut cable causes thousands to miss 

Super Bowl. Deputies say someone sawed through the Comcast cable on the corner of 
east Terry Street and Bonita Grande Drive. Comcast says around two thousand people 
total in the Naples and Bonita Springs area were affected. Comcast was able to restore 
the cable at around a quarter to 2 a.m. 
Source: http://www.winknews.com/news/local/83837982.html  

 
[Return to top] 

Commercial Facilities Sector 
 

43. February 9, Associated Press – (International) Militants allegedly targeting 
Americans at hotel arrested: Police in Pakistan seize detonators, hand grenades. 
On Monday, authorities arrested six suspected Taliban militants with a suicide vest and 
hand grenades who allegedly were on their way to attack a five-star hotel and kill 
Americans in Pakistan’s cultural capital, said police. The eastern city of Lahore has 
suffered a spate of bombings at markets and security installations in recent years as the 
Taliban have expanded attacks beyond their main sanctuary in the northwest. Militants 
have also targeted hotels and restaurants in other parts of Pakistan popular with 
Westerners. The militants arrested Monday on the outskirts of Lahore included a 14-
year-old male and a prayer leader from Pakistan’s Khyber tribal area near the Afghan 
border, said a police official. The prayer leader was wearing a vest packed with 
explosives. The two told police they were targeting Americans at the Pearl Continental 
hotel, he said. Police seized 26 hand grenades and five detonators from the militants, 
who were traveling by car and motorcycle, he said. Despite their intentions, the men did 
not know for certain whether any Americans were staying at the hotel, he said. 
Source: 
http://www.boston.com/news/world/asia/articles/2010/02/09/militants_allegedly_targeti
ng_americans_at_hotel_arrested/ 

 
44. February 9, Ashville Citizen-Times – (North Carolina) Failed retaining wall 

contributed to Maggie slide. An amusement park called Ghost Town in the Sky 
suffered a direct hit from a mudslide on Friday night. This park paid a contractor as 
recently as two years ago to rebuild parts of a retaining wall that gave way in a mudslide 
more than a half mile long. The park made repairs to the structure above Rich Cove 
Road in 2007 and 2008 after a wall that had been in place for years started to fail, the 
park’s chief executive said Monday. He would not say whether the work had been 
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inspected, citing an ongoing investigation into whether the retaining wall’s failure 
started the slide, or whether other factors played a role. North Carolina building codes 
require inspections and engineering for walls higher than 5 feet. Maggie Valley, which 
would have had building inspection authority over the work, could find no records of 
building permits or inspections for the wall, a town clerk said Monday. The town did 
have inspection reports for other work at the park, including repairs to the incline 
railroad, she said. Mud and debris from the Friday night slide damaged four houses and 
cut off access to 37. Full-time residents live in 13 of the houses. A geologist with the 
North Carolina Geological Survey said Monday that it was too early to pinpoint the 
cause of the slide, roughly the length of 10 football fields. He said the retaining wall 
failure “contributed material to what moved down slope,” he said. The area is still 
unstable and wet weather expected this week might mean another slide, he said. 
Source: http://www.citizen-times.com/article/20100209/NEWS01/302090022 

 
45. February 8, CJBK 1290 London – (California) 30 Seconds to Mars event cut short by 

bomb scare. An event on Thursday, February 4 at a music group’s Los Angeles 
headquarters, called the Hive, was cut short by a bomb scare, according to Alternative 
Press. Fans had gathered at the Melrose Avenue location to watch a documentary when 
an unidentified man in a hoodie burst into the room and headed for the stage, where he 
dropped a large package at the feet of the frontman. The man reportedly said, “It’s time 
for a little self-help,” before the frontman grabbed his arm and pulled him offstage. A 
short time later, tweets from the Hive indicated that the location was being evacuated 
and that the bomb squad had been called. No one was injured, and although the 
frontman indicated that the man had hinted that the box contained explosives, it was 
reportedly found to contain a blender and candy. “(The police) apprehended the guy,” 
the frontman told the crowd outside.  
Source: http://www.cjbk.com/news/music/87/1065959 

 
46. February 6, InsideNoVA.com – (Virginia) Prince William ice center collapses. The 

Prince William Ice Center on Dale Boulevard began sagging under the weight of heavy 
snow Saturday, with skaters inside. The building is a total loss, the owner said. Skaters 
practicing inside had been evacuated before the collapse and no one was injured. “We 
had some speed skaters on the ice this morning, then a beam on ceiling started to twist 
and ... we got everybody out,” said the owner who bought the rink in March 2008. The 
rink was built in 1996. A hazardous materials team was called to the scene due to high 
amounts of ammonia in the building, which is used to keep the ice fresh.  
Source: 
http://www2.insidenova.com/isn/news/local/article/firefighters_respond_to_collapse_at_
prince_william_ice_center/51829/ 
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National Monuments & Icons Sector 
 

47. February 8, WBIR 10 Knoxville – (Tennessee) Landslide closes portion of trail at 
Frozen Head State Park. A popular trail at Frozen Head State Park in Morgan County 
has been closed due to a landslide. Tennessee Department of Environment and 
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Conservation officials said the landslide happened about 1.5 miles away from the 
Lookout Tower Trail, also known as the Old Jeep Road. Ground instability on the trail 
prompted officials to close it as a safety precaution. “While we apologize for the 
inconvenience, visitor safety is our top priority,” said an interpretative specialist. “As 
inclement weather moves out of the area, we will continue working with the Department 
of Transportation to ensure the area is stable before we allow hikers or others to use the 
trail.” The trail begins at Big Cove campground and climbs to Frozen Head’s summit. It 
is the only designated trail for horseback riding and mountain biking. The closed portion 
of the trail sits between the two junctions of the Bird Mountain Trail. Frozen Head State 
Park is located near Wartburg in Morgan County.   
Source: http://www.wbir.com/news/local/story.aspx?storyid=112721&provider=gnews 
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Dams Sector 
 

48. February 9, KETV 7 Omaha – (Nebraska) Army Corps prepares to battle 
flooding. The U.S. Army Corps of Engineers is racing the clock as it builds a new line 
of defense along the Platte and Elkhorn rivers in Nebraska. They are trying to complete 
their work before the ice melts, bringing the potential for flooding. On Monday, the 
Corps was shoring up the levee where Salt Creek meets the Platte River. “The levee 
stretches from Highway 6 over to Thompson Lakes, which is about three miles,” said a 
spokesman with the Army Corps of Engineers. Plans have been in the works for years to 
add to the levee. Now it will be eight feet higher. He said that it is important because the 
potential for flooding is high this year. Engineers said they do not want the ice to melt 
too fast on the river. That could lead to ice jams and eventual flooding. To avoid that, 
the Army Corps is planning to spread a material called fly ash on the ice. “We provided 
the state with recommendations that they dust,” he said. “We’re looking at six locations 
along the river.” Officials said they intend to start spreading the fly ash next week.  
Source: http://www.ketv.com/news/22507523/detail.html 

 
49. February 8, Post Chronicle – (International) Ethiopia’s newest dam suffers tunnel 

collapse days after inauguration. A critical water-passage tunnel in the newly 
inaugurated Gilgel Gibe 2 hydropower project in Ethiopia reportedly collapsed this 
week.  With a price tag of 374 million Euros and a capacity of 420 megawatts, Gilgel 
Gibe 2 is currently Ethiopia’s biggest power plant. The project channels the water 
discharged from the Gilgel Gibe 1 Dam through a long tunnel and a steep drop directly 
to the valley of the Omo River. About 10 days after the ceremony, African Energy 
Intelligence and the Italian public channel RAI 3 report that the project’s core 
component, a 26-kilometer-long tunnel, collapsed, shutting down operations for an 
extended period. The repair could take months, the news service reports.  
Source: http://www.postchronicle.com/news/original/article_212283354.shtml?ref=rss 
 

For another story, see item 20 
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DHS Daily Open Source Infrastructure Report Contact Information 

About the reports − The DHS Daily Open Source Infrastructure Report is a daily [Monday through 
Friday] summary of open−source published information concerning significant critical infrastructure 
issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov 
or visit their Web page at www.us-cert.gov.  
 
Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and 

inform personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original 
copyright restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the 
original source material. 
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