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Top Stories  

 The Wall Street Journal reports that an explosion that rocked the Kleen Energy Systems 
LLC natural-gas power plant on Sunday in Middletown, Connecticut killed at least five 
people, injured at least 12, and sent earthquake-like shock waves miles away. (See item 1) 

 According to the Los Angeles Daily News and the Associated Press, some 540 residences 
were evacuated over the weekend in the foothill areas of La Crescenta, Acton, Altadena, 
and La Cañada Flintridge, California, denuded by last summer’s wildfires. Local officials 
blasted the U.S. Forest Service for allowing mud to flow from federal land into residential 
neighborhoods. (See item 52) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. February 8, Wall Street Journal – (Connecticut) Connecticut blast kills 5. An 
explosion that rocked a natural-gas power plant on February 7 in Middletown, 
Connecticut, sent earthquake-like shock waves miles away. At 11:25 a.m., the explosion 
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ripped through the Kleen Energy Systems LLC natural-gas power plant being built in a 
sparse industrial area along the bank of the Connecticut River. Four pipefitters who were 
inside the main generator building were killed immediately, according to the state 
official. Emergency rescue teams, some with rescue dogs, descended on the scene and 
were airlifting injured workers by helicopter to nearby hospitals. At least five people 
were killed, 12 were injured, and an undetermined number of people were missing, 
authorities said. A state official who said he was briefed by emergency personnel said 
the toll was unlikely to rise significantly. The official said the gas explosion was caused 
by a “flame device’’ that a victim’s son had been told was a propane heater. The Federal 
Bureau of Investigation is not investigating the explosion as a terrorist act, said a 
supervisory special agent in the FBI’s New Haven, Connecticut office, who said he felt 
the force of the blast while driving about 20 miles away from the plant site. The Kleen 
Energy plant was being built to produce energy primarily using natural gas. 
Middletown’s deputy fire marshal declined to comment on the cause of the explosion, 
but in a statement he said the mayor “assures the public that there is no public health 
threat.” The explosion was confined to one building in an area known as the “power 
block,” he said. The closest residences are a mile away. “We’re taking the building apart 
piece by piece,” the marshal said, adding that he lived about five miles from the site and 
felt the explosion’s impact. “We’re waiting to see if there are more fatalities.” He said 
potential survivors would be “buried in rubble.”  
Source: 
http://online.wsj.com/article/SB10001424052748703427704575051463676913330.html
?mod=WSJ_WSJ_US_News_4 

2. February 8, Indian Country Times – (South Dakota) Major storm recovery effort 
underway for SD reservations. Record winter storms have left households vulnerable 
and in dire need on South Dakota Indian reservations. Heat, food and water have been in 
short supply and volunteers from as far away as the San Francisco Bay Area are sending 
help. The Cheyenne River Reservation in South Dakota is one of the hardest hit. “People 
are still without power in many parts of the reservation,” said a member of the off-
reservation team working to help storm-battered residents. “We heard power was back 
on at Eagle Butte, and Red Scalp, but is still off in other places. “The power company 
estimated about a week and a half ago that it would take five weeks to get power back 
up throughout the area, and we know they are working hard,” he added. “In some areas 
homes have been without power since last November, facing record snowfalls and the 
collapsing infrastructure of America’s Midwestern water and power lines and disaster 
response systems,” said a Bay Area organizer. “Power outages began with a storm in 
December knocking down around 5,000 power poles, and has been accelerated by an ice 
storm January 22 knocking down another 3,000 power lines on the reservation.” 
Source: http://www.indiancountrytoday.com/national/plains/83646472.html 

3. February 8, WALA 10 Mobile – (Alabama) Power outage in Mobile tying up traffic. 
People from Theodore to Mobile are experiencing a power outage. It started shortly after 
7:30 a.m. Alabama power officials say there is a transmission problem that is affecting 
six sub-stations. In all, about 18,000 people are without power. Power crews are 
working to re-distribute power through other locations. Crews have not yet been able to 
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identify what caused the problem. Traffic signals on Dauphin Street, Aiport Boulevard 
and Government are out.  
Source: http://www.fox10tv.com/dpp/news/breaking_news/major-power-outage 

4. February 8, Associated Press – (Pennsylvania) More than 100 train cars spill coal in 
Pennsylvania. Crews from CSX were working to upright rail cars and clean up coal 
after a train derailed in Southwestern Pennsylvania. No one was injured when 113 of the 
130-car train derailed about 2:45 a.m. on February 6 in Meyersdale, a spokesman said 
February 7. A conductor and locomotive engineer were the only people aboard. He said 
the cause was under investigation and that he could not speculate if the snowstorm 
played a role. Cleanup would probably take at least a couple days to clean up the 
derailment, with work being hampered by the deep snow, he said. About four cars fell 
into a creek, but the rest were on the ground. The derailment was affecting a stretch of 
train track from Cumberland to Pittsburgh. 
Source: http://www.observer-reporter.com/OR/StoryAP/02-08-2010-Coal-Spill 

5. February 7, Toledo Blade – (Mid-Atlantic) Epic blizzard shuts down Mid-Atlantic. 
Millions of residents across the Mid-Atlantic states heeded warnings Saturday to stay 
home due to a blizzard. The entire Mid-Atlantic region was socked in as the storm raged 
across Delaware, Pennsylvania, and New Jersey. The storm toppled trees and knocked 
out power to hundreds of thousands of customers in Washington, Virginia, Maryland, 
Delaware, Pennsylvania, and New Jersey. In West Virginia, 400 National Guard troops 
helped with snow removal. The governors of Virginia, Maryland, and Delaware 
declared states of emergency. Although the focal point remained the nation’s capital, 
Philadelphia, the nation’s sixth-largest city, was virtually shut down, struggling with 
snow measured in feet instead of inches. Blackouts affected more than 150,000 homes 
and businesses in Virginia, 150,000 customers in Maryland, 160,000 in Pennsylvania, 
and 90,000 in New Jersey. Utility crews worked around the clock, but the task of 
resurrecting lines and connections was daunting, and power companies were not certain 
when service might be restored. Across the region, snowfall totals approached or broke 
records. 
Source: 
http://toledoblade.com/apps/pbcs.dll/article?AID=/20100207/NEWS14/2070379 
See item 24 

6. February 6, WTAQ 1360 Green Bay – (Michigan) Michigan highway open again after 
spill. Highway M-35 is back open after a gas tanker rolled over early on February 6. It 
led to evacuations in Menominee County, Michigan. Officials say a Klemm Trucking 
tanker crashed and rolled over around 4:15 a.m. on M-35 at Evergreen Road, north of 
Menominee. Two homes on Evergreen Road and 6 houses on M-35 had to be evacuated. 
Families were allowed back into their homes around 12:15 p.m. A sheriff says the tanker 
spill about 200 gallons of gas before the leak was contained. The highway reopened 
about 2 p.m. on February 6. Veolia Environmental Services of Green Bay were on scene 
to help the cleanup effort. The driver of the tanker received minor injuries and has been 
released from the hospital. 
Source: http://new.wtaq.com/news/articles/2010/feb/06/gas-tanker-rollover-leads-

 

 

 

   

http://www.fox10tv.com/dpp/news/breaking_news/major-power-outage
http://www.observer-reporter.com/OR/StoryAP/02-08-2010-Coal-Spill
http://toledoblade.com/apps/pbcs.dll/article?AID=/20100207/NEWS14/2070379
http://new.wtaq.com/news/articles/2010/feb/06/gas-tanker-rollover-leads-evacuations/


 - 4 -

evacuations/ 

7. February 6, Associated Press – (Wyoming) Spill causes evacuation at Sinclair 
refinery. Officials at a Sinclair Oil refinery in Sinclair say a spill of a substance called 
gas oil prompted an evacuation of the refinery and that no one was injured. Officials say 
the February 5 morning’s spill released about 30 barrels of gas oil after the roof of a tank 
apparently started leaking. Refinery officials say it is possible water in the tank became 
hot enough to turn to steam and built up pressure in the tank, causing the tank roof to 
bulge. The refinery environmental health and safety manager said all nonessential 
personnel were evacuated as a precaution because in the early stages it was unclear how 
serious the problem could become. He says workers built dikes around the spill, and that 
the cleanup should be finished this weekend. 
Source: http://www.localnews8.com/Global/story.asp?S=11944629 

8. February 6, Oroville Mercury News – (California) Santa Clara power plant closed 
after Cal-OSHA inspection. One of Santa Clara’s three power plants has been shut 
down for more than two months after a water heater dangerously overheated, and state 
and federal regulators are now examining the city’s main plant after complaints from 
employees. The increased scrutiny of the city’s highly touted and profitable utility 
comes as a dispute over safety issues rages between Silicon Valley Power and some 
employees — including a whistle-blower from the cleanup of the notorious Three Mile 
Island nuclear power plant. On November 14, a utility employee found a massive tank 
of 235-degree water “blowing steam from every possible orifice,” according to an e-mail 
he wrote to warn the day shift. Alarms sounded. The system had over-pressurized. But 
the worker was able to turn off the tank before it blew. The Robert Avenue plant, which 
produces electricity and steam for the equivalent of 7,000 homes and a recycling facility, 
remained open. It shut down December 2, one day after a state inspection prompted by a 
faxed complaint from two employees. Cal-OSHA, which monitors workplace safety 
conditions, would say little about the closure, and the utility manager has given 
confusing statements about who ordered the shutdown. An Electric Division manager 
told a Mercury News reporter last week that the utility already had voluntarily planned 
to shut down the plant at 10 p.m. December 2 when Cal-OSHA inspected the plant on 
December 1. But in a December 15 e-mail to employees obtained by the Mercury News, 
he said Cal-OSHA “required” the plant to shut down. When asked about the 
discrepancy, he said the shutdown was “collaborative.” He said Cal-OSHA requested 
that the plant shut down at 10 a.m. instead of 10 p.m., which he added the utility did. A 
Cal-OSHA spokeswoman said: “For whatever reason, Silicon Valley Power has not 
provided sufficient detail for them to get the green light” to reopen the Robert Avenue 
site. She quickly added, “They’ve been extremely cooperative.” Now the federal 
government is involved, too. 
Source: http://www.orovillemr.com/news/ci_14350078 

9. February 5, Associated Press – (Minnesota) DPS orders Xcel to fix sewer line 
breaches. The Minnesota Department of Public Safety has ordered Xcel Energy to 
locate and fix any natural gas lines that have breached sewer lines statewide. The 
department says Friday evening that if Xcel does not comply, the utility faces a $1 
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million fine. The order comes less than a week after a house in St. Paul burned down 
because a plumber clearing a clogged sewer line ruptured a gas line that had been run 
through the sewer line during an infrastructure project in 1999. The Assistant Public 
Safety Commissioner says the department wants to know how widespread the problem 
is, and how Xcel will fix it. The DPS is ordering Xcel to submit a plan by February 19. 
So far, there have been six accidental discoveries of gas lines running through sewer 
lines since 1999.  
Source: http://www.wdio.com/article/stories/S1404209.shtml?cat=10408 

 
[Return to top] 

Chemical Industry Sector 
 
10. February 6, WHAS 11 Louisville – (Kentucky) Hazmat team called to Louisville Sud-

Chemie plant. Louisville Fire and Rescue were called to the scene of a hazmat situation 
at a chemical plant near the Louisville airport. It is at the Sud-chemie plant in the 4900 
block of Crittenden Drive. That is just two blocks south of another hazmat situation 
nearly one week ago. WHAS-TV was told firefighters are cleaning up a chemical spill 
that happened at about 9:00 p.m. the evening of February 7, but WHAS-TV does not 
know what chemical is involved. Metro dispatchers say that officials are still assessing 
the situation.  
Source: http://www.whas11.com/news/local/Hazmat-team-called-to-Louisville-
chemical-plant-83777047.html 
 

11. February 6, Associated Press – (Louisiana) La. refinery explosion closes 
environmental unit. A spokeswoman at the Calumet Specialty Product Partners 
refinery in Shreveport says an explosion shut down an environmental unit that cleans up 
residual gas. Fire Department safety chief says nobody was hurt and the explosion 
Friday did not start any fires. Neighbors say it broke windows and knocked tiles from a 
wall and china out of a cabinet. A refinery spokeswoman said repairmen were to fix 
windows Saturday at six nearby houses. She could not be reached Saturday for an 
update on refinery repairs or whether the cause is known. The company is headquartered 
in Indianapolis and has plants in Louisiana, Pennsylvania, Texas and Illinois. According 
to its Web site, the Shreveport refinery makes paraffin- and naphthene-based products. 
Source: http://www.kvia.com/Global/story.asp?S=11944563 
 

12. February 5, WNCT 9 Greenville – (North Carolina) Highway still closed in Duplin 
hazmat spill. A rural highway is still closed this afternoon after an accident that dumped 
chlorine. Officials say a tractor trailer carrying hydro-chlorite solution and other 
chemicals overturned around eight o’clock the morning of February 5 on Highway 403 
near North Duplin Elementary and High schools. The Department of Transportation shut 
down part of the road so they could clean it up. Troopers say the driver lost control of 
the vehicle and overcorrected. He suffered minor injuries. Six homes near the accident 
had to be evacuated. No word yet on whether any charges will be filed. 
Source: http://www2.wnct.com/nct/news/local/article/duplin_county_tractor-
trailer_carrying_chemicals_overturns_hazmat_team_call/105306/ 
 

   

http://www.wdio.com/article/stories/S1404209.shtml?cat=10408
http://www.whas11.com/news/local/Hazmat-team-called-to-Louisville-chemical-plant-83777047.html
http://www.whas11.com/news/local/Hazmat-team-called-to-Louisville-chemical-plant-83777047.html
http://www.kvia.com/Global/story.asp?S=11944563
http://www2.wnct.com/nct/news/local/article/duplin_county_tractor-trailer_carrying_chemicals_overturns_hazmat_team_call/105306/
http://www2.wnct.com/nct/news/local/article/duplin_county_tractor-trailer_carrying_chemicals_overturns_hazmat_team_call/105306/


 - 6 -

For another story, see item 27 
 

[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

See item 40 
 
[Return to top] 

Critical Manufacturing Sector 
 

13. February 8, Bloomberg – (International) Toyota said to plan recall of Prius hybrids in 
Japan this week. Toyota Motor Corp. will recall its 2010 model Prius hybrid car in 
Japan this week to repair a problem with the vehicle’s braking system, two people 
familiar with the matter said, adding to global recalls of almost 8 million autos for 
separate defects. The world’s largest automaker plans to recall at least 270,000 of the 
gasoline-electric hatchbacks in Japan and the U.S., one person said, declining to be 
identified as the information isn’t yet public. Japan’s government ordered Toyota to 
investigate the Prius after receiving complaints from drivers. The company has been 
looking into reports that Prius owners driving at low speeds on bumpy or icy roads may 
experience moments where the car continues to coast for about a second after the brakes 
are applied, because of the anti-lock brake system. Toyota also plans to recall Lexus 
HS250h and Sai hybrid models in Japan this month, one of the people said. The 
company is considering steps dealers can take for current Prius owners, including 
exchanging some parts, the person said. Toyota said last week it had received 
complaints about Prius brakes through dealers starting in the last few months of 2009. 
Toyota changed the design of the brake software at the end of January, the company 
said. The U.S. Transportation Department is also investigating reports of Prius brake 
failures. The department’s National Highway Traffic Safety Administration received 
124 reports from consumers, including four saying crashes occurred with two “minor” 
injuries, according to an investigation document. 
Source: http://www.businessweek.com/news/2010-02-08/toyota-said-to-plan-recall-of-
prius-hybrids-in-japan-this-week.html 

 
14. February 5, McClatchy – (Illinois) Fire at mill site under investigation. The cause of 

the third fire in as many months at the former 10-inch mill at the Northwestern Steel and 
Wire site remains under investigation, Sterling, Illinois’ fire captain said Thursday. The 
fire, which caused no significant damage, was discovered at 9:10 p.m. Wednesday. 
Firefighters cleared the scene by about 10:45 p.m. Several lacquer cans were found at 
the scene, a police sergeant said. In December, people at the site extinguished a fire 
before Sterling police arrived. Two 13-year-old Rock Falls boys were arrested for 
trespassing. According to police reports, a guard at the site saw them start the fire. A 
garbage fire police called “malicious” broke out last month. They have no suspects. 
Source: http://www.tradingmarkets.com/news/stock-alert/nwsw_brief-fire-at-mill-site-
under-investigation-758381.html    
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15. February 5, Associated Press – (National) Ford to repair software glitch. Ford Motor 
Co. plans to fix 17,600 Mercury Milan and Ford Fusion gas-electric hybrids because of 
a software problem that can give drivers the impression that the brakes have failed. The 
automaker says the problem occurs in transition between two braking systems and at no 
time are drivers without brakes. The decision to fix the 2010 model cars came after a test 
driver for Consumer Reports magazine experienced the problem as he was driving a 
Fusion Hybrid. A Ford spokesman says braking power seems to drop away as the car 
makes a transition from regenerative brakes to the conventional system. The Ford 
hybrids have regenerative brakes, which capture energy from braking to help recharge 
the battery, in addition to a conventional system that stops the car using hydraulic 
pressure. The spokesman says Ford will notify the car owners to bring their cars in for a 
software fix.  
Source: http://www.insidebayarea.com/business/ci_14339058 

 
[Return to top] 

Defense Industrial Base Sector 
 

16. February 5, Global Security Newswire – (New Mexico; Texas) Sandia failed to inform 
Pantex workers of warhead “issue.” Sandia National Laboratories in New Mexico has 
been faulted by federal safety auditors for not informing workers at the Pantex Plant in 
Texas of an “issue” with the W-76 nuclear warhead while they were working with the 
weapon, the Albuquerque Journal reported February 4. The Defense Nuclear Facilities 
Safety Board said in a letter to the National Nuclear Security Administration that there 
was an “an emergent issue” pertaining to parts used in a large overhaul of the W-76 
warhead. More specific information about the issue is classified. “The lack of timely 
review and communication of new information from [Sandia National Laboratories] 
personnel to those qualified to assess its safety impacts resulted in operations being 
performed by the Pantex contractor without a complete understanding of the hazards 
involved,” the safety board vice chairman stated in the letter. The Pantex Plant is the 
chief U.S. facility that puts together and takes apart nuclear warheads. The National 
Nuclear Security Administration said in a statement that the incident “did not introduce 
a nuclear safety risk” at the factory. “We intentionally design controls so that we do not 
depend on the safety performance of individual components to assure the safety of 
operations at Pantex. This is the situation in that case,” the statement read.  
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100205_2051.php 

 
17. February 5, Aviation Week – (National) MV-22 and ABV meet expectations. While 

CH-53 helicopters were unloading Marines in Afghanistan’s Helmand Province during 
the early morning of December 4, history was being made a short distance away. Two 
MV-22B Osprey tiltrotor aircraft were disgorging Marines from the reconnaissance unit 
Task Force Raider in three landing zones at the opposite end of the valley. It marked the 
first time the controversial V-22 Osprey was used in a major combat action. Before the 
1,000 Marines who eventually took part in the operation could be put in place, the 
Osprey had to do its part. After the initial drop, during which no shots were fired at the 
Marines and the 150 Afghan soldiers with them, the tiltrotor continued to participate in 
the mission by flying general support operations throughout the area. “Just like any 
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other support squadron out here, we’re fulfilling many of the same missions they’re 
fulfilling. We’re able to fly some of the longer legs, but we’re fulfilling our role as a 
medium-lift, sole-support squadron,” the executive officer of Marine Medium Tiltrotor 
Squadron 261 told DTI in a telephone interview from Camp Leatherneck in Helmand 
Province.  
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=defense&id=news
/dti/2010/02/01/DT_02_01_2010_p41-197406.xml&headline=MV-
22%20and%20ABV%20Meet%20Expectations   
 

[Return to top] 

Banking and Finance Sector 
 

18. February 8, American Banker – (Minnesota) Minnesota bank fails in 16th failure of 
‘10. Regulators in Minnesota closed 1st American State Bank on February 5 in the 16th 
bank seizure of the year. The $18 million-asset bank, based in Hancock, was the third 
institution to be closed in the state this year. The Federal Deposit Insurance Corp. said 
Community Development Bank FSB in Ogema would take over 1st American’s 
operations. The acquirer agreed to assume all of the $16 million in deposits, and 
virtually all of 1st American’s assets. The FDIC and Community Development will 
share losses on almost $12 million of those assets. The FDIC estimated the failure will 
cost $3 million. 
Source: http://www.financial-planning.com/news/Minnesota-bank-failure-2665729-
1.html  

 
19. February 5, U.S. Government Accountability Office – (National) Troubled Asset Relief 

Program: Treasury needs to strengthen its decision-making process on the Term 
Asset-Backed Securities Loan Facility. The Term Asset-Backed Securities Loan 
Facility (TALF) was created by the Board of Governors of the Federal Reserve System 
(Federal Reserve) to help meet consumer and small business credit needs by supporting 
issuance of asset-backed securities (ABS) and commercial mortgage-backed securities 
(CMBS). This report assesses the risks TALF-eligible assets pose to the Troubled Asset 
Relief Program (TARP), the Department of the Treasury’s (Treasury) role in decision 
making for TALF, and the condition of securitization markets before and after TALF. 
TALF contains a number of risk management features that in turn likely reduce the risk 
of loss to TARP funds, but risks remain. TALF was designed to reopen the 
securitization markets in an effort to improve access to credit for consumers and 
businesses. To improve transparency of decision making on the use of TARP funds for 
TALF and to ensure adequate monitoring of risks related to TALF collateral, given the 
distressed conditions in the commercial real estate market, as part of its ongoing 
monitoring of TALF collateral, the Secretary of the Treasury should direct the Office of 
Financial Stability (OFS) to continue to give greater attention to reviewing risks posed 
by CMBSs. To improve transparency of decision making on the use of TARP funds for 
TALF and to ensure adequate monitoring of risks related to TALF collateral, the 
Secretary of the Treasury should direct the OFS to strengthen the process for making 
major program decisions for TALF and document how it arrives at final decisions with 
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the Federal Reserve and FRBNY. To improve transparency of decision making on the 
use of TARP funds for TALF and to ensure adequate monitoring of risks related to 
TALF collateral, the Secretary of the Treasury should direct the OFS to conduct a 
review of what data to track and metrics to disclose to the public in the event that TALF 
LLC purchases surrendered assets from FRBNY.  
Source: http://www.gao.gov/products/GAO-10-25  

 
20. February 5, Houston Chronicle – (Texas) FBI: ‘Billy goat bandit’ strikes 12th bank. 

A man suspected of robbing 11 Houston-area banks made it an even dozen on February 
5 when he struck a bank inside a grocery in Katy, authorities said. While he had been 
dubbed the “billy goat bandit” because of his prominent facial hair, the robber was 
clean-shaven when he hit a First Convenience Bank branch shortly after noon inside the 
Kroger, FBI officials said. The robber demanded cash from two tellers. Both gave him 
an undisclosed amount, FBI officials said. He was last seen leaving in a late 1990s 
maroon Ford Taurus driven by someone else.  
Source: http://www.chron.com/disp/story.mpl/hotstories/6853779.html  

 
21. February 5, Los Angeles Times – (California) FBI seeks ‘sports bike bandit’ in heists 

at seven banks. The FBI has released photos of the helmeted “sports bike bandit” 
believed responsible for robbing seven banks, mostly in southern L.A. County, and 
making his getaway on a red motorcycle. The latest in the string of robberies that started 
in 2008 occurred January 26 at the Cal National Bank on Pacific Coast Highway in 
Long Beach, said a FBI spokeswoman. The robber has hit five other banks in Long 
Beach, Los Alamitos and Rancho Palos Verdes and made an attempt at a bank in 
Pasadena. “This is an unusual series because in most cases the majority of bank robbers 
are feeding a drug or gambling habit and will continue to rob banks until they’re caught 
... and they generally do get caught,” the spokeswoman said. “This person started 
robbing in late 2008 and continued throughout early 2009, stopped in February, and we 
had not seen him in 10 months.” He appeared again in December at a Citibank in Long 
Beach. He has brandished a semiautomatic handgun or a revolver during holdups, telling 
victims to put their hands on the counter or to lie on the floor, the spokeswoman said. 
She said he cursed at victims and was violent. During one of his earlier robberies, he 
took an employee hostage when a teller took too long to comply with his demand for 
money. FBI agents believe a single man is responsible for all the crimes and said his 
distinctive gear may help identify him.  
Source: http://latimesblogs.latimes.com/lanow/2010/02/fbi-seeks-sports-bike-bandit-
who-robbed-seven-banks.html  

 
[Return to top]  

Transportation Sector 
  

22. February 8, Associated Press – (Michigan) Part of Detroit Metro Airport evacuated 
after security checkpoint breach; 1 man arrested. A portion of a terminal at Detroit 
Metropolitan Airport was evacuated after authorities say a man walked through a 
passenger screening checkpoint and refused to comply with security officers. The 
Transportation Security Administration says the passenger failed to stop about 7:45 a.m. 
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Monday at the McNamara Terminal. An airport spokesman says the man was arrested 
by airport police and was being questioned. The man’s vehicle was located at the airport 
in suburban Detroit, and it was searched and towed. The spokesman says security doors 
were lowered at the terminal between the security area and the concourse, and people in 
that area were evacuated. He says security screening resumed about an hour later. 
People who were evacuated from the terminal were screened again.  
Source: http://www.latimes.com/news/nationworld/nation/wire/sns-ap-us-detroit-
airport-security-breach,0,2457221.story 

 
23. February 7, Aviation Online Magazine – (Virginia) Snow accumulation causes roof 

collapse at Dulles Jet Center. On Saturday about 8 AM, the Fairfax County Fire 
Rescue of Virginia was called out to Dulles International Airport on a roof collapses at 
Dulles Jet Center. The hanger roof at Dulles had fully collapse destroying several 
business jets. Officials believe the collapse was due to a heavy precipitation of snow that 
has fallen over several hours in Virginia and Maryland. The accumulation of snow on 
the roof was more weight than the roof could handle.  
Source: 
http://avstop.com/news_feb_2010/snow_accumulation_causes_roof_collapse_at_dulles_
jet_center.htm 

 
24. February 6, Associated Press – (Mid-Atlantic) Mid-Atlantic digs out of snowstorm. 

The Mid-Atlantic U.S. began digging out Sunday from piles of wet, heavy snow in 
below-freezing temperatures while power crews tried to restore electricity to hundreds 
of thousands of homes and clear streets for work on Monday. The National Weather 
Service called the storm “historic” and reported a foot of snow in parts of Ohio and 2 
feet or more in Washington, Delaware, New Jersey and Pennsylvania. Parts of Virginia, 
Maryland and West Virginia got closer to 3 feet. Many roads reopened but officials 
continued to warn residents that highways could be icy and treacherous. The snow 
snapped tree limbs onto power lines and several roofs collapsed under the weight. In 
Washington, city officials said it was unclear if the roads would be clear enough for 
workers to get in on Monday. Almost 18 inches of snow was recorded at Washington’s 
Reagan National Airport, which is closed.  
Source: http://www.time.com/time/nation/article/0,8599,1960668,00.html 
See item 5 

 
For more stories, see items 4, 6, and 12 
 

[Return to top] 

Postal and Shipping Sector 
 

25. February 8, Sun Chronicle – (Massachusetts) Mailbox in Norton blown up. A plastic 
homemade explosive detonated inside a family’s mailbox in Norton during the weekend 
of February 6-7, sending the front door flying about 25 feet and blowing out the back. 
No injuries were reported in the explosion on John F. Kennedy Drive, the acting fire 
captain said Sunday. One of the homeowners reported the incident about 12:15 p.m. “He 
went out this morning and just found the door across the street,” and found remnants of 
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the explosive inside the mailbox, the fire captain said. The incident remains under 
investigation but appears to be a “random occurrence,” the fire captain said. The fire 
captain said he is unsure what ignited the explosive. However, “it seems like a possible 
chemical reaction.” A police detective said a Norton Fire Department arson investigator 
and the state police bomb squad responded to the scene. 
Source: http://www.thesunchronicle.com/articles/2010/02/08/news/6909316.txt 

 
26. February 4, Associated Press – (Minnesota) WV man pleads to sending explosive 

device to MN resident. A 56-year-old West Virginia man has pleaded guilty to mailing 
an explosive device to a resident in Houston, Minnesota. The defendant, who hails from 
Marmet, pleaded guilty Wednesday in federal court in Minneapolis to one count of 
mailing an injurious article. Prosecutors say that in July 2009 he mailed the Houston 
resident a package containing two sticks of dynamite connected to fuses and cords. It 
was designed to detonate when opened, but it did not work as planned. Prosecutors say 
the defendant intended to injure the recipient. The defendant is a previous resident of 
Houston, Minnesota. He will be sentenced at a later date. 
Source: http://www.whsv.com/westvirginiaap/headlines/83558122.html 

 
 [Return to top] 

Agriculture and Food Sector  

 
27. February 8, Day – (Connecticut) Ammonia leak contained in Norwich. A minor 

ammonia leak at U.S. Foodservice at 222 Otrobando Ave. was safely contained this 
morning. The Yantic Fire Chief said around 8 a.m. an ammonia alarm went off. The 
ammonia is used as a refrigerant to cool their freezers and coolers, he said. The leaked 
ammonia was recovered and put into a storage tank. He said the spill was contained to 
the building. “The system worked as it should,” he said. He said it appeared a faulty 
gasket in a pipe in the cooler section may have caused the leak. As a precaution, he said 
the building was evacuated and trucks were prevented from making deliveries. Trucks 
were rerouted to a nearby ball field. He said firefighters ventilated the building and 
turned it over to the owner to make the necessary repairs. 
Source: http://www.theday.com/article/20100208/NWS04/100209730/1047 

 
28. February 7, Cumberland Times-News – (Maryland) No one hurt in partial dairy barn 

collapse. The Mount Savage volunteer fire department and volunteers from the 
Allegany County Department of Public Safety and Homeland Security’s collapse team 
responded to a barn collapse on Bald Knob Road in Mount Savage. The barn belonged 
to a local dairy farmer and housed an unknown number of dairy cattle, but a collapse 
team volunteer said no one, human or animal, was hurt.  
Source: http://www.times-news.com/local/local_story_037160939.html 

 
29. February 7, NewsOK.com – (National) Worrisome chemical found in canned foods. 

Controversy is spreading about bisphenol-A (BPA), a chemical used in water bottles and 
baby bottles. Now studies show a health hazard may lie in products found in most 
Americans’ cabinets — canned foods. “We know that cans are indeed a major source of 
exposure,” said a nationally recognized researcher of BPA. “Practically all canned foods 
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use the product.” The canned food industry says that BPA is safe. But a new Consumers 
Union study shows just one serving of tested canned vegetable soup has nearly twice the 
amount considered average exposure. In fact, researchers found BPA in most of the 19 
tested name-brand canned foods. The Food and Drug Administration and National 
Institutes of Health announced last month the launch of in-depth BPA studies to “answer 
key questions and clarify uncertainties about the risks of BPA.” Results are expected in 
18 to 24 months. The American Chemistry Council, the industry association, released a 
statement that the industry is committed to consumer safety and that the chemical helps 
protect food from spoilage and contamination. “Regulatory agencies around the world, 
which have recently reviewed the research, have reached conclusions that support the 
safety of BPA. Extensive scientific studies have shown that BPA is quickly metabolized 
and excreted and does not accumulate in the body,” the statement reads. 
Source: http://www.newsok.com/worrisome-chemical-found-in-canned-
foods/article/3437780?custom_click=pod_headline_health 

 
[Return to top] 

Water Sector 
 
30. February 7, Montgomery County Paper – (Indiana) State Fire Marshal asks residents 

to clear hydrants of snow. An Indiana State fire marshal is asking fire departments and 
citizens in areas affected by the winter storm to clear snow from around hydrants. “This 
will help fire departments and your neighbors in case of an emergency. Firefighters can 
more quickly find and access the water source provided by the hydrant. This could save 
time, property and lives in an emergency.” He also reminds people to make sure house 
numbers are clear and visible. “Blowing snow can cover house numbers. Take a few 
minutes to make sure they’re readable.” The State Fire Marshal’s office is a division of 
the Indiana Department of Homeland Security.  
Source: http://www.thepaper24-
7.com/main.asp?SectionID=23&SubSectionID=22&ArticleID=24394 

 
31. February 6, Milwaukee Journal Sentinel – (Wisconsin) South Milwaukee water now 

safe to drink. The city of South Milwaukee’s water supply was declared safe for 
drinking about 10 a.m. Saturday, and a state of emergency that had been declared after a 
major water main broke Friday morning was lifted. Tests of the water came back 
negative for any bacteria, including E. coli, the City administrator said. That means 
residents can drink the water, use it for cooking and for making infant formula, city 
officials said. Restaurants, schools and businesses also can resume normal operations. 
They had been told on Friday not to use the tap water and ice from ice-makers. The 20-
inch water main connected directly to the city’s water plant broke about 8:30 a.m. 
Friday and a state of emergency was declared. The broken pipe was repaired about 8:30 
p.m. Friday, but city officials still had to flush the system and test water samples for 
contamination. The break temporarily dropped water pressure throughout the city, and 
officials were worried that E. coli bacteria or other contaminants could spoil the water 
supply. The city tapped Oak Creek water to ensure there was adequate pressure for 
firefighting purposes.  
Source: http://www.jsonline.com/news/milwaukee/83714897.html 
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For more stories, see items 9 and 35 

 
[Return to top] 

Public Health and Healthcare Sector 
 

32. February 6, Kuam News – (Guam) Supply glitch closes GMH Hemodialysis Unit. A 
supply shipment issue has forced the Guam Memorial Hospital to temporarily close its 
Outpatient Hemodialysis Unit for two weeks, effective February 5. As a result, affected 
patients are forced to go to private centers for treatment. Guam’s only public hospital 
was notified recently that six containers carrying much-needed supplies were lost while 
more damaged. According to a GMH spokesperson, a horizon lines ship bound for 
Guam lost the items during a storm at sea last month. “Right now, what they’re doing, I 
believe, is finding out exactly what was lost and damaged. They’re inspecting each 
container,” he said. Because they do not have enough supplies to go around, affected 
patients have been accommodated at one of three private dialysis centers on island, 
including the Guam Dialysis Center, Guam Renal Care, and Renal Care of Guam. The 
spokesperson said, “We have another order already on its way to us from another vendor 
and it could take up to two weeks to get here. So we’re forced to suspend our outpatient 
dialysis unit until we have that solution. We have enough on stock to keep the Inpatient 
Unit open.” GMH currently offers services to about 43 patients on an outpatient basis.  
Source: http://www.kuam.com/Global/story.asp?S=11943786 

 
33. February 6, Lubbock Avalanche-Journal – (Texas) Local hospital fined twice for code 

violations. A Lubbock, Texas, hospital has been fined almost $39,000 for violating state 
health and safety codes. Southwest Regional Specialty Hospital was fined $25,000 in 
January after an inspection found it violated eight Texas Health and Safety codes. 
Among the categories violated were “infection control,” “emergency services,” 
“pharmacy services,” “nursing services,” “requirements for transfer of patients between 
hospitals,” and “governing body.” The January 22 report also shows the hospital must 
serve a period of “probated suspension,” under which the hospital is able to continue 
operations. In May, the hospital was fined $13,950 for six violations relating to “patient 
rights,” “staffing,” “nursing services,” “non-employee licensed nurses,” “authentication 
of orders” and “governing body,” according to the report. 
Source: http://lubbockonline.com/stories/020610/loc_559349796.shtml 
 

[Return to top] 

Government Facilities Sector 
 
34. February 7, Reuters – (International) Yemen arrests embassy bomb threat suspect. 

Yemen has arrested a man suspected of threatening to bomb foreign embassies in the 
capital Sanaa and to assassinate Yemeni political and military leaders, state media 
reported on Sunday. In early January, the United States, Britain, and France temporarily 
closed their Yemen embassies to the public due to concern over possible militant 
attacks. The 42-year-old man, who was detained in Sanaa, had in his possession a 
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mobile phone containing speeches and songs of Yemen’s northern Shi’ite rebels, the 
interior ministry said on its website. Yemen, the Arab world’s poorest country, is 
battling a rebellion to its north from rebels belonging to the minority Shi’ite Zaidi sect 
who complain of marginalization but is also in the throes of a crackdown on al Qaeda. 
The Yemen-based regional wing of the global militant group claimed a failed bomb 
attack on a U.S.-bound plane in December. The West and Saudi Arabia fear al Qaeda 
will take advantage of Yemen’s instability to spread its operations to the neighboring 
Saudi Arabia, the world’s biggest oil exporter, and beyond. Yemen itself produces a 
small amount of oil. On Saturday, Yemen said it had handed over a timetable to the 
northern rebels to implement the government’s ceasefire terms. The country is also 
struggling to contain simmering unrest from a southern secessionist movement.  
Source: http://www.reuters.com/article/idUSLDE61601H 

35. February 6, Modesto Bee – (California) UC Davis may have solved mystery of 
chemical contamination. A dangerous chemical on the site of a former animal-testing 
laboratory at UC Davis may not have come from experiments there, but rather from a 
chemical reaction underground in the years since. The lab conducted Cold War-inspired 
research for the U.S. Department of Energy, including exposing beagles to lethal 
radiation to judge how humans might survive. Waste from those experiments, including 
hundreds of radioactive dog carcasses, was dumped on-site in crudely built landfills. 
The 15-acre location south of Interstate 80 was declared a federal Superfund site in 
1994, a category reserved for the nation’s most toxic industrial facilities. Yet the 
presence of cancer-causing chromium-6 on the site has been a mystery. There is no 
evidence the chemical was used at the lab, said an environmental engineer at the 
university. And the plume of chromium-6 in groundwater is strangely isolated rather 
than linked to a particular disposal area. Now a consultant hired by the university has 
concluded the carcinogen was probably formed by a chemical interaction underground. 
Chromium-6 has been detected at the site at levels 10 times greater than California 
drinking water standards. But there is no evidence the contaminant has migrated off the 
site or tainted any active drinking water wells in the area. UC Davis and the Department 
of Energy have been working to clean up the lab location for at least 15 years. The 
energy agency on January 29 released a record of decision on final plans to clean its 
portion of the site. UC Davis expects to submit its own plan to the U.S. Environmental 
Protection Agency this fall. 
Source: http://www.modbee.com/breakingnews/story/1037599.html 

36. February 5, DarkReading – (National) GAO report: NASA still facing weaknesses in 
IT security. NASA made history earlier this week by releasing up-close pictures of 
Pluto. Here on Earth, however, it’s the space agency’s IT systems and security practices 
that need a closer look. That is the conclusion of the testimony offered to the U.S. House 
of Representatives Wednesday by the director of acquisition and sourcing management 
at the Government Accountability Office. The GAO, which upbraided NASA for 
security weaknesses in a report back in October, says the space agency still has not 
brought its security programs into line with previous recommendations. NASA’s 
shortfalls in IT security, which are partly the result of budgeting issues, increase “the 
risk of unauthorized access to NASA’s sensitive information, as well as inadvertent or 
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deliberate disruption of its system operations,” the director says. NASA officials say the 
department is initiating a broad program to improve IT security, incorporating many of 
the auditors’ recommendations. The space agency is conducting physical risk 
assessments and comprehensive security testing, as well as deploying a better incident 
detection program, they say.  
Source: 
http://www.darkreading.com/vulnerability_management/security/management/showArti
cle.jhtml?articleID=222700163 

 
37. February 4, Associated Press – (National) Soldier accused of threatening rap sent to 

Kuwait. An Army soldier charged with making threats in an angry hip-hop recording in 
which he describes going on a shooting spree will be transferred from Georgia to 
Kuwait to face a court-martial, Fort Stewart officials said Wednesday. The defendant 
has been jailed in Liberty County near the southeast Georgia Army post since 
December. Fort Stewart commanders deemed the lyrics to his hip-hop song “Stop Loss,” 
in which the defendant blasts the Army for keeping him in uniform past his date to leave 
the military, contained a worrisome threat to his unit. Military charges against the 34-
year-old defendant also allege that he told soldiers at Fort Stewart he would “go on a 
rampage” and that he “was planning on shooting the brigade and battalion 
commanders.” A Fort Stewart spokesman said commanders opted to transfer his case 
overseas because most of the witnesses are members of his infantry unit who are 
currently deployed to Iraq. He will remain confined in Kuwait until his military trial is 
held there or in Iraq, the spokesman said. 
Source: 
http://www.daltondailycitizen.com/statenews/local_story_035091125.html?keyword=to
pstory 

 
[Return to top] 

Emergency Services Sector 
 

38. February 7, New York Post – (New York) Cops: Nerd stole emergency radios with 
great frequency. An 18-year-old with a gift for rewiring gadgets and a serious radio 
fetish is sitting in a Suffolk County jail as investigators probe the theft of dozens of 
ambulance and firetruck radios on Long Island. He is charged in three of those cases, 
police said. But he is suspected in some of at least 28 similar ones reported in the last 
year by volunteer Nassau and Suffolk first-responders. The startling spree even raised 
Homeland Security alerts, sources said. Cops found a “mountain” of two-way and 
portable radios in his Bohemia, Long Island home, a source said. The former Explorer 
cadet with the Bohemia volunteer fire department is known for constantly fiddling with 
radio settings, firehouse sirens, and anything else he could get his hands on, sources 
said. Arrested on January 8, he is being held in Riverhead County Jail in lieu of $45,000 
cash bail, said a Suffolk DA spokesman. He is charged with stealing two radios from a 
Sayville Community ambulance on December 27, two portable radios from a West 
Sayville fire chief’s vehicle between December 24 and 26, and two portable radios from 
an East Moriches fire vehicle on New Year’s Day. That same day, he allegedly broke a 
window in a Crown Victoria owned by the volunteer fire department, earning himself a 
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criminal-mischief charge.  
Source: 
http://www.nypost.com/p/news/local/cops_nerd_stole_emergency_radios_qoGnN9kqM
6WtE1HSlLfPIM 
 

39. February 7, KTUU 2 Anchorage – (Alaska) Houston mayor accused of impersonating 
police in borrowed vehicle. A Houston, Alaska, police officer says the city’s mayor 
borrowed his patrol vehicle and took it for a dangerous joyride, using its police lights to 
pass other cars -- all of which was recorded by its dashboard camera in a clip since 
posted on YouTube. The mayor had no comment Sunday, but a Houston City Council 
wants him to face charges. The Houston police sergeant says he impersonated an officer, 
just so he could get to Fairbanks faster. “In addition to the use of the flashing emergency 
lights, at least in my training, in my experience this to me would constitute reckless 
driving and impersonating a public servant in a capacity other than that he serves in,” he 
said.  
Source: http://www.ktuu.com/global/Story.asp?s=11949069 

40. February 7, Louisville Courier-Journal – (Kentucky) First responders train for 
radioactive cases. Louisville-area police officers and firefighters, Kentucky Air 
National Guard members, and other public safety workers donned protective gear 
Sunday to practice handling and disposing of radioactive materials. While the radiation 
was low-level, Metro EMS’ director said it provided hands-on experience with the type 
of equipment, clothing and procedures public safety workers would use in a terrorist 
attack of the kind that could spread radioactive materials over a wide area. The training 
would also apply in a medical or industrial accident involving radiation. The course was 
conducted by a branch of the federal Office of the Counter Terrorism Operations 
Support Program, through the state Department of Homeland Security. 
Source:  http://www.courier-
journal.com/article/20100207/NEWS01/2070355/First+responders+train+for+radioactiv
e+cases 

41. February 6, American Forces Press Service – (District of Columbia) Guard supports 
Washington blizzard response. More than 100 soldiers and airmen from the District of 
Columbia National Guard were on duty Saturday and Sunday supporting the district’s 
emergency response to a weekend blizzard. The Guard members are transporting 
patients and doctors to area hospitals, taking Metro Police officers to and from work 
throughout the city. Officials said Guard personnel are expected to remain on duty 
through February 9 in support of one of the worst blizzards in the history of the national 
capital region. 
Source: http://www.defense.gov/news/newsarticle.aspx?id=57896 

42. February 5, FEMA.gov – (National) FEMA releases draft National Disaster 
Recovery Framework. The Department of Homeland Security’s (DHS) Federal 
Emergency Management Agency (FEMA), in coordination with the interagency Long 
Term Disaster Recovery Working Group, Friday issued a draft of the National Disaster 
Recovery Framework — focused on engaging state, local and tribal governments, 
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nonprofit partners, the private sector, and the public to enhance the nation’s ability to 
recovery from disasters. The report is now available for review by visiting 
DisasterRecoveryWorkingGroup.gov. The comment period will begin the week of 
February 8 when the report is also posted to the Federal Register, and the comment 
period will run from that time through February 26, 2010. The National Disaster 
Recovery Framework provides a model to collectively identify and address challenges 
that arise during the disaster recovery process — designed to help the broad emergency 
management community work better together to support individuals, households and 
communities as they rebuild and restore their ways of life following a disaster. 
Source: http://www.fema.gov/news/newsrelease.fema?id=50366 

 
For another story, see item 30 

 
[Return to top]  

Information Technology 
 

43. February 8, The Register – (International) Leaky anti-virus defenses letting malware 
through. Even users running up-to-date anti-virus software still get infected with 
malware, according to stats from an online malware scanning service. Nearly a third 
(25,000 out of 78,800) of computers with up-to-date anti-virus software were discovered 
to be infected with malicious code when users scanned their PC using SurfRight’s 
HitmanPro 3 behavioral scan. SurfRight’s analysis is based on 107,435 users who put 
their PC through its scanner between October 10 and December 4 2009. Around a 
quarter of these users (28,608) either had no scanner installed or were running security 
software that was out of date. Surfers are much more likely to turn to SurfRight’s 
software if they suspected their Windows PC was running slowly or might be infected 
with malware, so the figures from SurfRight’s audit are bound to come out worse than 
those from the general web population. Still, the exercise does illustrate the problem that 
running the latest version of antivirus software is no guarantee against malware 
infection, contrary to what the marketing department of many security software firms 
have historically said. 
Source: http://www.theregister.co.uk/2010/02/08/security_scanner_shortcomings/  

 
44. February 8, DarkReading – (International) Hacker unleashes BlackBerry spyware 

source code. A researcher at the ShmooCon hacker conference on February 7 
demonstrated how BlackBerry applications can be used to expose sensitive information 
without the use of exploits. The senior researcher for Veracode’s Research Lab also 
released proof-of-concept source code for a spyware app he created and demonstrated at 
the hacker confab in Washington, DC, that forces the victim’s BlackBerry to hand over 
its contacts and messages and can grab text messages, listen in on the victim, as well as 
track his physical location via the phone’s GPS. The spyware sits on the victim’s 
smartphone, and an attacker can remotely use the app to dump the users’ contact list, 
email inbox, and SMS message. It even keeps the attacker updated on new contacts the 
victim adds to his contact list. “This is a proof-of-concept to demonstrate how mobile 
spyware and applications for malicious behavior are trivial to write just by using the 
APIs of the mobile OS itself,” the researcher says. Smartphones are expected to become 
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the next big target as users they get more functionality and applications, yet remain 
notoriously unprotected, with only 23 percent of smartphone users deploying security on 
these devices. And smartphone vendors for the most part have been lax in how they vet 
applications written for their products, security experts say.  
Source: http://www.darkreading.com/securityservices/security/app-
security/showArticle.jhtml?articleID=222700260 

45. February 7, Associated Press – (International) Chinese police close hacker training. 
Police in central China have shut down a hacker training operation that openly recruited 
thousands of members online and provided them with cyberattack lessons and malicious 
software, state media said on February 8. The crackdown comes amid growing concern 
that China is a center for a global explosion of Internet crimes. Search giant Google said 
last month its e-mail accounts were hacked from China in an assault that also hit at least 
20 other companies. Police in Hubei province arrested three people suspected of running 
the hacker site known as the Black Hawk Safety Net that disseminated Web site hacking 
techniques and Trojan software, the China Daily newspaper said. Trojans, which can 
allow outside access to a computer when implanted, are used by hackers to illegally 
control computers. Black Hawk Safety Net recruited more than 12,000 paying 
subscribers and collected more than 7 million yuan ($1 million) in membership fees, 
while another 170,000 people had signed up for free membership, the paper said. The 
report said police seized nine servers, five computers and a car, and shut down all Web 
sites involved in the case. Authorities also froze 1.7 million yuan ($250,000) in assets. 
The Hubei government refused to comment while officials at the provincial public 
security bureau were not immediately available.  
Source: http://www.time.com/time/world/article/0,8599,1960755,00.html  

46. February 6, Network World – (International) How Wi-Fi attackers poison browsers. 
Public Wi-Fi networks such as those in coffee shops and airports present a bigger 
security threat than ever to computer users because attackers can intercede over wireless 
to “poison” users’ browser caches in order to present fake Web pages or even steal data 
at a later time. That’s according to a security researcher, developer of the Kismet 
wireless network detector and intrusion-detection system, who spoke at the Black Hat 
conference. He said it is simple for an attacker over an 802.11 wireless network to take 
control of a Web browser cache by hijacking a common JavaScript file, for example. 
“Once you’ve left Starbucks, you’re owned. I own your cache-control header,” he said. 
“You’re still loading the cache JavaScript when you go back to work.” Open networks 
have no client protection,” said the researcher, who also uses the handle Dragorn. 
“Nothing stops us from spoofing the [wireless access point] and talking directly to the 
client,” the user’s Wi-Fi-enabled device. Knowledge gained from researchers over the 
past year, he said, is showing that browser-cache poisoning over Wi-Fi can be kept in a 
persistent state unless the user knows how to effectively empty the cache. “Once the 
cache is poisoned, it’s going to stay there,” the researcher said. This means that an 
attacker can intercede to “poison the URL” of the victim so that he will see a fake Web 
page when they try to visit a specific Web site or try to insert a “shim” that could “ship 
your internal pages off to a remote server once you’re in a VPN.” 
Source: 
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http://www.pcworld.com/article/188614/how_wifi_attackers_poison_browsers.html 
 

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us-cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it-isac.org/. 
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Communications Sector 
 

47. February 8, IDG News Service – (International) In Haiti, relief workers rush to set up 
communications links. Carriers and aid workers are scrambling to rebuild 
communications in Haiti following the catastrophic January 12 earthquake there. Haiti’s 
wired telecommunications system was devastated, and it is still nearly impossible for 
most people to make a land-line call, said a spokesman for CARE, a U.S.-based aid 
organization. “When you drive around and look at what the wires and poles look like, 
it’s just beyond imagination,” The spokesman said. He predicted that the country may 
abandon its wired network and go strictly wireless as it rebuilds. In the first few days 
after the quake, the only way CARE employees could reliably communicate with 
headquarters in Atlanta was via SMS texting, he said. But the situation is gradually 
improving as some cell phone service and BlackBerry e-mail service is restored. Plus, 
aid groups have rushed to install broadband satellite links.  
Source: 
http://www.computerworld.com/s/article/346756/Aid_Workers_Rebuilding_Haiti_Netw
orks  
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Commercial Facilities Sector 
 

48. February 7, WPVI 6 Philadelphia – (Pennsylvania) Carbon monoxide causes 
evacuation of mall. Officials in Delaware County evacuated the Granite Run Mall 
Sunday afternoon after high levels of carbon monoxide were detected. The incident was 
reported at around 11:46 a.m. According to the Lima Fire Company in Middletown 
Township, the initial report was of a diesel leak inside the JC Penney store. Once 
firefighters arrived, the fire chief says, they found a high reading of CO. The ventilation 
system was malfunctioning and would not turn off, “which took CO throughout the 
entire mall; we wound up shutting the entire mall down,” he said. The JC Penney store 
stayed closed for the day due to the fuel leak in the heater room. No injuries were 
reported.  
Source: http://abclocal.go.com/wpvi/story?section=news/local&id=7263260 

 
49. February 6, St. Petersburg Times – (Florida) Florida State Fair tent collapses, 

injuring 13. Stinging rain pelted hundreds of students, sending them running for shelter 
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during a Friday afternoon downpour on what was supposed to be their day to enjoy the 
Florida State Fair. Wind roared through the huge Cox Food Corral tent — ripping the 
tethers and toppling the 50-foot-square structure and setting the scene for chaos. People 
ran throughout the fairgrounds for cover. Along with the large tent, the wind tipped over 
some tables and blew the cover off an ATM machine. Thirteen people were injured in 
the severe weather and were taken to St. Joseph’s and Brandon Regional hospitals, said 
the battalion chief of Hillsborough County Fire Rescue. Two of them had serious 
injuries, and the other 11 had minor injuries. “There were no emergency transports or 
trauma alerts,” he said. Fair officials said Cox’s Food Corral will reopen February 6. 
Workers removed the damaged tent and erected a smaller one in its place about 5:30 
p.m.  
Source: http://www.tampabay.com/news/weather/florida-state-fair-tent-collapses-
injuring-seven/1070956 

 
50. February 6, WDAF 4 Kansas City – (Missouri) 10 people sent to hospital after carbon 

monoxide poisoning. Fire crews evacuated the Gladstone Walmart around 6:30 a.m. 
Saturday morning after people working and shopping there experienced symptoms of 
carbon monoxide poisoning. “They did find high levels in the stores interior 
environment,” said the Gladstone public information coordinator. “They evacuated the 
store and began testing the employees in the store to see if they had carbon monoxide 
levels present in their blood.” Ten people went to the hospital and authorities tried to 
figure out what caused the problem. The site is currently under construction and being 
expanded into a supercenter. Early reports showed the problem may have been caused 
by welding operations at the store. “They brought some new ventilation systems on 
line,” the coordinator said. “There is some thought they may have been involved in 
spreading the carbon monoxide throughout the store.” He said it was important to shut 
down the store while the fire department tested carbon monoxide levels. “Until the 
environment is clear and the fire department is sure its going to be a safe environment, 
they’ll keep the store closed for the safety of the employees and the customers,” he said. 
Fire crews said the carbon monoxide problem was caused by a problem with the new 
furnace. The ten people that were taken to the hospital are expected to be okay.  
Source: http://www.fox4kc.com/news/wdaf-gladstone-walmart-poisoning-
020610,0,6158314.story 

 
51. February 5, KCBS 740 Oakland – (California) Police investigate suspected pipe bomb 

in Pleasant Hill Park. Investigators are trying to determine whether a suspicious device 
found in Chilpancingo Park on Friday was in fact a pipe bomb. Pleasant Hill police say 
no one was injured when the device, a small metal tube containing a white substance 
and a fuse, was safely detonated by a bomb squad. Surrounding businesses and Diablo 
Valley Center Plaza were evacuated as a precaution shortly after a park worker 
discovered the device around 9 a.m. Diablo Valley College down the street was not 
affected. Police say there are no suspects yet in the case, and invite anyone with 
information to contact either the Pleasant Hill or Walnut Creek police departments. 
Source: http://www.kcbs.com/Police-Investigate-Suspected-Pipe-Bomb-in-
Pleasant/6299421 
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National Monuments & Icons Sector 
 

52. February 7, Los Angeles Daily News and Associated Press – (California) La Cañada 
mayor blames Forest Service for slides. Officials are scrambling to avoid a repeat of 
the weekend’s hillside mudslides that damaged 43 homes in La Cañada Flintridge and 
La Crescenta and left many scratching their heads over the apparent lack of emergency 
preparations. Workers hurried Sunday to empty debris basins once filled with mud in 
anticipation of mid-week rains feared to further endanger homes on hillsides denuded by 
last summer’s wildfires. Earlier Sunday, evacuation orders were lifted for residents in 
the mudslide area where at least nine of the mud-damaged homes were uninhabitable — 
possibly permanently. Some 540 residences had been evacuated in the foothill areas of 
La Crescenta, Acton, Altadena, and La Cañada Flintridge. Some local officials on 
Sunday demanded that the Federal Government pay for mud removal, blaming the 
mudslide damage on the U.S. Forest Service for scaling back firefighting efforts too 
early after the Station Fire broke out in late August. The mayor of La Cañada Flintridge 
blasted the U.S. Forest Service for allowing mud to flow from federal land into 
residential neighborhoods — a complaint similar to one made earlier by the Los Angeles 
County supervisor. “I call on the federal government to take the responsibility to help 
our residents pay for cleaning up the mud,” the mayor said at a news conference in her 
mud-ravaged community. “The federal government must take responsibility for their 
mud that is coming out of their hills.” In an interview, she said she personally spoke to a 
U.S. Representative Sunday morning asking the area’s congressman for help in getting 
the country’s Federal Emergency Management Agency to quickly provide assistance to 
residents. The cost for clearing homes and yards of mud can cost individual residents 
tens of thousands of dollars, the mayor said.  
Source: http://www.dailynews.com/news/ci_14355211 
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Dams Sector 
 

53. February 8, Stockton Record – (California) Officials unsure of who will enforce levee 
order. California officials say the county should take the lead on coordinating removal 
of encroachments, including a private swimming pool, on or near a north Stockton 
levee. But county officials say they are not sure they have that authority. Meanwhile, it 
has been five months since the state’s Central Valley Flood Protection Board decided 
those Bear Creek encroachments — trees, walkways, patios, and the pool — must be 
torn out, following the recommendations of the U.S. Army Corps of Engineers. Each 
month that passes puts hundreds of homeowners in the Twin Creeks subdivision closer 
to mandatory flood insurance, as well as thousands more south of the Calaveras River, 
where the board has yet to even begin addressing a larger and more complex set of 
encroachments. While some vegetation has been removed on the Bear Creek levee, the 
larger and most costly issues have not been resolved. A spokesman of San Joaquin 
County’s Flood Management Division said the county will indeed work with 
homeowners, but it appears to be the state that has legal authority. The encroachments 
were built legally, with permits, a decade ago. But many were not reviewed and 
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endorsed by the Corps of Engineers. After Hurricane Katrina, the Corps inspected the 
levee and decided many of the permitted encroachments were not acceptable.  
Source: 
http://www.recordnet.com/apps/pbcs.dll/article?AID=/20100208/A_NEWS/2080312 

 
54. February 7, Times-Picayune – (Louisiana) Anxious East Jefferson residents watch 

pool near levee as river rises. Some residents and community leaders in East Jefferson 
neighborhoods hugging the Mississippi River are concerned that seepage through a 
levee in Elmwood will worsen in the next two weeks as the river quickly rises toward a 
crest on February 12. Although the Army Corps of Engineers, state coastal engineers, 
and regional levee engineers still believe the seepage is probably from trapped rainfall, 
they said this week that their evaluation is far from over. “We don’t know that it’s all 
from rain ... we don’t know that none of it’s from the river,” said the executive director 
of the East Jefferson Levee District. “We’re still investigating.” Several weeks ago, the 
Southeast Louisiana Flood Protection Authority-East asked the corps to investigate after 
noting that a section of River Road just downriver from Harahan city limits was 
routinely wet from water that was either draining off the levee berm or slowly leaking 
through a stretch of levee some 750 to 1,000 feet long. Corps officials said this week 
that they still do not believe the seepage is river water, which could indicate a serious 
problem, and remain convinced that it is rainwater. As a result, they do not expect the 
seepage to increase as the river heads toward its crest of 14.5 feet at the Carrollton 
gauge, the latest National Weather Service prediction. Flood stage is 17 feet. The 
preliminary consensus is that the seepage comes from an unusually large pool of water 
that collected during the record-setting rainfalls in the last three months of 2009. 
Source: 
http://www.nola.com/politics/index.ssf/2010/02/anxious_east_jefferson_residen.html 

 
55. February 4, GateHouse News Service – (Massachusetts) Middleton dam projects part 

of statewide removal effort. A push to remove dams throughout Massachusetts is 
“catching fire” and two Middleton dams are now being targeted. State and federal 
government fishery agencies have made the removal of long-disused dams a priority 
since certain conditions have made the process easier in the past few years. The Ipswich 
River Watershed Association will soon be looking into the removal of the South 
Middleton dam, owned by Bostik, and the effects the removal may have on the 
surrounding area. The town of Danvers owns the Boston Brook Dam and they are also 
looking into the possibility of removal of their dam. The 3,000 dams throughout the 
state, many of which were taken out of service more than 100 years ago, have generally 
negative affects on rivers and river habitats and are a liability for owners. The Ipswich 
River Watershed Association recently received the remainder of funding to complete a 
feasibility study that will show river experts the positive and negative effects of 
removing the dam that sits on the Bostik property.  
Source: http://www.wickedlocal.com/topsfield/features/x1103046019/Middleton-dam-
projects-part-of-statewide-removal-effort 
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