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  ELEVATED 

 
  Significant Risk of Terrorist Attacks
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Top Stories  

 According to the Associated Press, the Vermont Department of Health says levels of 
radioactive tritium in groundwater samples taken at Vermont Yankee nuclear plant in 
Vernon have skyrocketed again — to 2.7 million picocuries per liter. The federal safety 
standard for consumption is 20,000 picocuries per liter. (See item 8) 

 CNN reports that hundreds of flights were canceled February 5 because of the winter storm 
moving into the mid-Atlantic region over the weekend, and state highway agencies urged 
motorists to avoid travel. (See item 13) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. February 5, NewsOK – (Oklahoma) About 23,000 Oklahomans still lack power. A 
four-mile transmission line to Marlow needs repair, which will keep power out there 
longer. More than 23,000 homes and businesses are still without power a week after an 
ice storm rolled through the state, the Oklahoma Corporation Commission reported. 
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While power is being restored statewide, Marlow residents could still be without power 
until the week of February 8. Workers discovered the evening of February 3 that a four-
mile transmission line feeding the substation needs repairs. The line runs through 
pastures in the country, so repairs could take until February 7 or 8. Several businesses in 
the area are running on generator power. Lawton officials lifted a water conservation 
order Wednesday night after the Medicine Park water treatment plant was fixed, said a 
Comanche County spokesman. Officials announced the plant was offline the morning of 
February 2 after a backup generator failed. Crews worked to get the plant operational 
about 9:30 p.m. February 3. 
Source: http://www.newsok.com/about-23000-oklahomans-still-lack-
power/article/3437254?custom_click=masthead_topten 

2. February 4, CNET News – (International) Billions to be spent on smart-grid 
cybersecurity. Utility companies around the world will spend $21 billion by 2015 to 
improve cybersecurity for the world’s electrical smart grid, according to a report 
released Thursday by Pike Research. As the industry has increasingly built up smart 
grids to better control and regulate electrical power, the threat of cyberattacks has 
become a greater concern. Dangers ranging from terrorist attacks to hackers to accidents 
to natural disasters could cause substantial damage. To better safeguard the grid, utilities 
will spend a total of $21 billion over the next five years. The business segment that 
services this market will likely see revenue grow to $3.7 billion annually by 2015, 
compared with $1.2 billion last year, according to the report. “No utility wants to be the 
weak link in the chain,” said the Pike Research managing director in a statement. “The 
concern over grid vulnerability is driving utility technologists to work closely with 
systems integrators, infrastructure suppliers, and standards bodies to develop a robust 
framework for smart-grid cybersecurity across multiple domains.” Over the next five 
years, security spending will probably be heaviest on equipment protection and 
management. But money will also need to be invested in better securing distribution 
automation and smart meters.  
Source: http://news.cnet.com/8301-1009_3-10447430-83.html 

3. February 4, NBC Dallas-Fort Worth – (Texas) Copper thief eludes coppers. A police 
officer said another officer had confronted a suspected copper thief at a substation, but 
the man got away. He said the power substations on North Locust Street, Pockrus Page 
Road and East Hickory Creek in Denton, Texas have all been broken into and have all 
had copper stolen from the grounds. Police said they believe the thief is a professional 
based on how the copper cable was cut. “They think that the person that cut this had 
special tools to keep from getting burnt, hurt, whatever, when they cut this wire,” he 
said. Some of the stolen cable wire is as thick as a quarter, weighing roughly 5 pounds 
per foot. At one location, a thief made away with four 150-foot sections of cable 
weighing roughly 3,000 pounds. Another copper thief hit a busy strip mall. The large 
power box still had power running through it. He said one of the wires shows signs that 
it touched another wire, creating a power flash, which could have burned the thief. 
Source: http://www.nbcdfw.com/news/local-beat/Copper-Thief-Eludes-Coppers-
83607762.html 
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4. February 4, TownHall.com – (International) Shell examining alleged Nigerian 
pipeline attack. Royal Dutch Shell PLC says it is investigating claims of a pipeline 
attack by a previously unknown militant group in the Niger Delta. A spokesman for 
Shell says the company is investigating its pipeline near Buguma. A series of text 
messages sent on February 4 by a group calling itself the Niger Delta Reinforcement 
Team claimed it struck a pipeline operated by Shell’s Nigerian subsidiary near there. A 
military spokesman in the region did not return a call for comment. Tensions in the oil-
rich Niger Delta remain high after the main militant group in the region broke a cease-
fire with the government over a stalled amnesty program. Shell says another of its 
pipelines ruptured after being sabotaged on January 30. 
Source: 
http://townhall.com/news/world/2010/02/04/shell_examining_alleged_nigerian_pipeline
_attack 

 
[Return to top] 

Chemical Industry Sector 
 
5. February 5, Associated Press – (Texas) Truck’s acid cargo spills, closing Dallas 

freeway. Barrels of acid spilled inside an 18-wheeler on a Dallas freeway that is among 
the state’s busiest, creating a traffic nightmare just ahead of the afternoon rush hour 
Friday. The spill of liquid hydrofluoric acid around 3 p.m. prompted the Texas 
Department of Transportation to close the interstate. The accident occurred on Interstate 
635 westbound at the Montford Road exit, near the Dallas North Tollway. A TexDOT 
spokeswoman said the freeway would remain closed in both directions between Texas 
289 and the tollway while a hazardous-materials team cleaned up the scene. No injuries 
were reported, and no reason has been determined for the spill.  
Source: http://www.chron.com/disp/story.mpl/ap/tx/6853612.html 

 
6. February 4, Southeast Missourian – (Missouri) DNR, firefighters respond to 

hazardous material leak in Scott City. The Missouri Department of Natural 
Resources, Scott City Fire Department and a crew with an environmental cleanup 
company responded to a hazardous material leak from a semi hauling a flammable 
material at the Rhodes Travel Center truck stop on Nash Road around 1 p.m. on 
February 3. The spill was caused when a nickel-metal catalyst leaked from a damaged 
drum in the trailer of a truck owned by Tri-State Motor Transit Co. of Joplin, Missouri, 
said an on-scene coordinator with the DNR. The driver of the truck discovered and 
reported the leak when he made a stop in Scott City after loading up about 400 miles 
away in Illinois, he said. The leak was likely caused by a drum damaged during loading. 
The material was stored in 30-gallon drums and kept underwater inside the drums. 
When exposed to air, the catalyst smolders and can catch fire. About 20 gallons of the 
material leaked into the trailer, and some of the material reached the ground when the 
trailer was opened. The material that spilled in the parking lot did not pose a significant 
environmental hazard, and special equipment was used to remove contaminated soil. 
The shipping company hired SEMO Environmental LLC to clean up the spill. He said 
no fines would be charged against the shipping company or manufacturer of the material 
because of their cooperation in the cleanup.  

   

http://townhall.com/news/world/2010/02/04/shell_examining_alleged_nigerian_pipeline_attack
http://townhall.com/news/world/2010/02/04/shell_examining_alleged_nigerian_pipeline_attack
http://www.chron.com/disp/story.mpl/ap/tx/6853612.html
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Source: http://www.semissourian.com/story/1607899.html 
 

7. February 4, KKTV 11 Colorado Springs – (Colorado) Lanes reopened after hazmat 
spill on U.S. 287 in Eads. All lanes of highway 287 are back open in Eads at an 
underpass near where 287 and Highway 96 meet. Hazardous material spilled on the road 
forcing traffic to stop until 5:42 pm on Thursday. Eads police say that a call came in 
around 3 a.m. of a truck overturned on Highway 287 spilling hazardous material on the 
road. The material sodium disulphide can cause lung irritation if inhaled, but since it is 
heavier than air, combined with the fact that the leak happened in a low area, the spill 
was “self contained.”  
Source: http://www.kktv.com/news/headlines/83548372.html 
 

[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

8. February 5, Associated Press – (Vermont) Tritium levels skyrocket again at Vermont 
Yankee. The Vermont Department of Health says levels of radioactive tritium in 
groundwater samples taken at Vermont Yankee nuclear plant have skyrocketed again — 
to 2.7 million picocuries per liter. The nuclear plant, located in Vernon in Vermont’s 
southeastern corner, is now monitoring drinking water wells on site and the Connecticut 
River on a daily basis, although the radioactive isotope has not been found in either. 
Tritium has been linked to cancer when ingested in large amounts. The federal safety 
standard for consumption is 20,000 picocuries per liter. State health officials say 
underground piping could be leaking the substances, which was first discovered at 
Vermont Yankee on January 7.  
Source: 
http://www.bostonherald.com/business/general/view.bg?articleid=1230944&srvc=busin
ess&position=recent 

 
[Return to top] 

Critical Manufacturing Sector 
 

9. February 5, Lansing State Journal – (Michigan) Fire damages electrical substation at 
GM plant body shop. A small fire in an electrical substation on the roof of the body 
shop at General Motors’ Lansing Grand River assembly plant caused some damage 
Thursday. The Lansing Fire Department said today crews responded to the electrical fire 
shortly after 6 p.m. The fire was in an electrical substation, approximately 80 feet wide 
by 50 feet long, on the body shop roof. Crews had the fire out by around 7:30 p.m. No 
injuries were reported. The fire was contained to the substation and caused an 
undetermined amount of damage there. Neither the inside of the body shop nor any 
products were damaged by the blaze. The fire occurred after work at the body shop had 
stopped for the day and production was not affected by the fire, said a GM 
spokeswoman. 
Source: http://www.lansingstatejournal.com/article/20100205/NEWS01/302050003 
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[Return to top] 

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top] 

Banking and Finance Sector 
 

10. February 5, The Register – (International) Spooks scour gambling sites in terror 
finance probe. The security services are running 23 ongoing investigations into the 
exploitation of gambling websites to finance terrorism. The revelation shows the online 
gaming industry is still vulnerable, and a prime target for criminals and terrorists, even 
after being at the center of the conviction of the man described as the “godfather of 
cyber-terrorism for al-Qaida” and two of his associates back in 2007. The three men 
convicted, for inciting people to commit murder through their extremist websites used 
Windows-based Trojans to steal information such as credit card numbers, and then 
laundered them using the gambling sites. Between them they received sentences totaling 
38 years (extended from an original 24 by the Court of Appeal). The convictions were 
highly publicized, but what was revealed at the ‘Combatting Cybercrime in Betting and 
Gaming 2010 Conference’ in London last week was the scale of ongoing investigations 
into terrorism financing, and that one of those convicted had been accessing 17 gaming 
sites while in Belmarsh prison. It also came to light that on an unnamed credit card 
company’s database, all three men came up as clients, along with 17 others whose date 
of birth, nationality and first name matched the convicted three. Together they still had 
190 pre-paid credit cards still in circulation, with balances of 10,000 pounds on each 
card. 
Source: http://www.theregister.co.uk/2010/02/05/terror_cybercrime/  

 
11. February 4, WWJ 950 Detroit – (Michigan) State shuts down fake mortgage 

company. State officials have shut down a fake Detroit mortgage company that they say 
was trying to steal consumers’ money and identity. The Office of Financial and 
Insurance Regulation pulled the plug on the phony company’s website, called “Kenneth 
and Doyle Financial,” and ordered it to stop doing business. Officials say the company 
was encouraging customers to apply for loans by providing personal information 
including social security and financial account numbers. “OFIR will continue to make it 
our business to put these fake financial companies out of business,” said the 
commissioner of OFIR in a statement. “This was most likely an advance fee scam, 
where consumers are lured into paying upfront fees for services they never get in 
return.” 
Source: http://www.wwj.com/State-Shuts-Down-Fake-Mortgage-Company/6287510  

 
12. February 4, KMBC 9 Kansas City – (Kansas) Phone scam targets some KC Bank 

customers. Officials at Security Bank of Kansas City said there is a telephone scam 
targeting its customers. An automated phone call asks the customer for their debit/ATM 
card number, expiration date and personal identification number. A news release said 
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the call specifically states that it is Security Bank calling and that the customer’s card 
has been compromised and needs to be deactivated or that the customer needs to activate 
a new card. The bank said it has had several reports of non-customers inquiring why 
Security Bank of Kansas City is calling them. 
Source: http://www.kmbc.com/news/22465556/detail.html  

 
[Return to top]  

Transportation Sector 
  

13. February 5, CNN – (Mid-Atlantic) Flights cancelled, highway crews mobilized in 
northeastern U.S. It is going to be a rough weekend for travelers in the mid-Atlantic. 
Hundreds of flights have been canceled because of the winter storm moving into the 
region, and heavy snow and white-out conditions predicted for some areas will make 
roads dangerous. Flight operations in the Washington area — at Reagan National and 
Dulles International airports — were wrapping up Friday afternoon, according to the 
Metropolitan Washington Airports Authority Web site. Many airlines canceled Friday 
evening flights earlier in the day, and most Saturday flights into the airports have been 
canceled, the site said. Friday morning, runways at both airports were pretreated to help 
prevent snow and ice buildup. Delta Air Lines had canceled more than 200 Delta and 
Delta Connection flights in the mid-Atlantic region by Friday morning. The airline will 
have no operations into Washington, Baltimore, Maryland, and Philadelphia, 
Pennsylvania, airports on Saturday. Nearly 400 United and United Express flights were 
canceled early Friday. State highway agencies are urging motorists to avoid travel. “It’s 
best to avoid unnecessary trips. Stay off the roads if at all possible for your safety, as 
well as ... it enables the crews to do a better job having unfettered access to the roads,” 
said a spokesman for the Department of Transportation in New Jersey, where crews 
have pretreated some roads with a brine solution, and nearly 2,000 vehicles are available 
to work on clearing roads. The Virginia Department of Transportation, which is still 
finishing cleanup efforts from earlier storms, is treating roads with de-icing chemicals 
and restocking sand and salt to prepare for the storm.  
Source: http://www.cnn.com/2010/TRAVEL/02/05/winter.storm.travel/index.html 

 
14. February 5, WHBQ 13 Memphis – (Tennessee) Accident leads to power outage at 

Memphis International. A car accident led to a power outage at Memphis International 
Airport Thursday evening, causing delays and some flights to be diverted to other 
airports. At approximately 5:00 p.m. a car hit a power pole, affecting power to the south 
half of the airport, including the approach control functions of the control tower, radios, 
and operating frequencies. The tower used back-up radios and other tower frequencies to 
communicate with incoming aircraft, and spaced planes an additional 10 miles apart to 
avoid any additional problems. Sixteen aircraft were diverted to other airports, and 
power was fully restored to the entire control tower just after 6:30 p.m.  
Source: http://www.myfoxmemphis.com/dpp/news/local/020510-accident-leads-to-
power-outage-at-memphis-international 

 
15. February 5, Cape Cod Times – (New York; Massachusetts) Cape Air flights involved 

in runway mishaps. One Cape Air plane struck a snowbank February 1 in New York 
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and another clipped a runway light at Logan International Airport, an airline official said 
Thursday. No one was injured in either incident, said a spokeswoman for the Hyannis-
based airline. In the snowbank incident, a Cessna 402s flying from Albany to the 
Watertown International Airport in New York slid on the icy runway, the spokeswoman 
said. The airplane damaged its propeller when it slid off the runway and struck a 
snowbank. The six passengers and one pilot aboard the aircraft were not injured, she 
said. Also on Monday, a Cape Air Cessna 402s leaving Logan International Airport for 
Hyannis struck a runway light while making a turn, she said. No one was hurt, she said. 
The passengers on the aircraft were taken to Hyannis in a Plymouth and Brockton bus. 
Source: 
http://www.capecodonline.com/apps/pbcs.dll/article?AID=/20100205/NEWS/2050327/-
1/NEWSMAP 

16. February 5, National Public Radio – (National) TSA scraps plan to toughen private 
air travel rules. The Transportation Security Administration (TSA) is backing off a 
controversial plan to impose tough new security requirements on private planes and 
small airports. In 2008, TSA said that as security on commercial airlines got better, 
terrorists might see private planes as easier targets. So, the agency proposed tighter 
security rules for general aviation — that is private air travel for business or pleasure. It 
is an industry worth 150 billion dollars a year. The government would have required all 
passengers to be checked against terrorist watch lists. And about 300 small airports 
would have needed costly new security programs. But the general aviation industry sent 
regulators thousands of complaints. Pilots and airport operators argued that the risk from 
terrorism is small. Plus, they said, private pilots are already very cautious about who 
they let on their planes. Now, the TSA is scrapping major portions of that proposal. TSA 
general aviation manager said the agency now plans to collaborate more with the 
industry on security. “We’re going to be ten times more successful in partnership than ... 
being combative back and forth to each other,” he said. He told NPR that his agency will 
substantially increase the size of the airplanes covered by a revised security plan coming 
out this fall. Regulators had contemplated covering aircraft that weigh only about as 
much as two SUVs. Also, the TSA will rely more on pilots to keep their flights secure. 
“They wanted the onus on them. So, we’re going to put the responsibility on them,” he 
said.  
Source: http://www.npr.org/templates/story/story.php?storyId=123390163 

17. February 5, Bloomberg – (International) Airport body scanning raises radiation 
exposure, committee says. Air passengers should be made aware of the health risks of 
airport body screenings and governments must explain any decision to expose the public 
to higher levels of cancer-causing radiation, a restricted report said. Pregnant women 
and children should not be subject to scanning, even though the radiation dose from 
body scanners is “extremely small,” said the Inter-Agency Committee on Radiation 
Safety report, which is restricted to the agencies concerned and not meant for public 
circulation. The group includes the European Commission, International Atomic Energy 
Agency, Nuclear Energy Agency and the World Health Organization. A more accurate 
assessment about the health risks of the screening won’t be possible until governments 
decide whether all passengers will be systematically scanned or randomly selected, the 
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report said. Governments must justify the additional risk posed to passengers, and 
should consider “other techniques to achieve the same end without the use of ionizing 
radiation.” The U.S. President has pledged $734 million to deploy airport scanners that 
use x-rays and other technology to detect explosives, guns and other contraband. The 
U.S. and European countries including the U.K. have been deploying more scanners at 
airports after the attempted bombing on Christmas Day of a Detroit-bound Northwest 
airline flight. “There is little doubt that the doses from the backscatter x-ray systems 
being proposed for airport security purposes are very low,” a Health Protection Agency 
doctor said by phone from Didcot, England. “The issue raised by the report is that even 
though doses from the systems are very low, they feel there is still a need for countries 
to justify exposures.”  
Source: http://www.businessweek.com/news/2010-02-05/airport-body-scanning-raises-
radiation-exposure-committee-says.html 

 
18. February 4, WTOL 11 Toledo – (Ohio) NORAD trains for terrorist attack over 

northwest Ohio. The 180th Air National Guard at Toledo Express Airport trained for a 
terrorist attack Thursday. They were part of a NORAD exercise where two armed F-16s 
took flight to intercept a passenger jet possibly hijacked by terrorists. The director of 
Owens Community College’s Center for Preparedness says, “It’s just another example 
of how well the country is working to prepare for what many feel is an inevitable 
attack.” He believes a terrorist attack is imminent, citing the failed Christmas Day 
bomber in Detroit. However, he believes the United States has come a long way, but 
says there is always room for growth and preparedness training. “I don’t think we’re 
where we need to be, but (we’re) a lot better off than we were five to ten years ago.” The 
fire chief who oversees homeland security for Toledo says there have been threats to 
Toledo, but he can not talk about them. “One of the things that the state and local people 
are getting better at doing is sharing classified information and that’s huge,” he said.  
Source: http://www.wtol.com/Global/story.asp?S=11935717 
 

For more stories, see items 4, 5, 6, 7, and 44 
 
[Return to top] 

Postal and Shipping Sector 
 

19. February 4, Associated Press – (California) Boxed mailed to Schwarzenegger 
prompts evacuation. California Highway Patrol (CHP) officers have given the all-clear 
after the state received a suspicious package addressed to the California governor. A 
CHP spokeswoman says workers at the state’s mail facility called the bomb team 
Thursday afternoon after receiving a postal box containing electronic parts and batteries. 
The facility in West Sacramento screens all mail by X-ray before delivering it to the 
Capitol. Authorities evacuated the building shortly after 1 p.m. Workers were allowed 
back in about an hour later after the bomb detail found no explosives. The CHP 
spokesman says the CHP, which provides security for the governor, will conduct an 
investigation to try to find out who mailed the package. 
Source: http://www.mercurynews.com/news/ci_14335974 
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[Return to top] 

Agriculture and Food Sector  

 
20. February 5, San Francisco Chronicle – (California) Scandal-racked food firm’s ex-

owner arrested. An investigation into one the nation’s biggest tomato processors 
culminated Thursday with the arrest of the firm’s former owner, a Pebble Beach man 
accused of selling moldy paste and bribing purchasers at client companies. Federal 
agents arrested him at John F. Kennedy International Airport in New York. A federal 
criminal complaint, filed January 5 in Sacramento and unsealed Thursday, charges him 
with 20 counts of mail and wire fraud. The complaint alleges that the man, over the past 
decade, orchestrated a scheme in which his company doled out bribes to purchasing 
managers at major supermarkets and foodmakers. In return, prosecutors said, the 
purchasers signed contracts with SK Foods at elevated prices, or disclosed bid 
information from SK Foods’ competitors. In addition, prosecutors said, he directed 
employees to mislabel food, including tomato paste with a mold level that exceeded 
standards set by the U.S. Food and Drug Administration. Consumers’ health was not at 
risk, prosecutors said, but shoppers paid inflated prices for lower-quality food. SK 
Foods was based in Monterey and Kings counties and once produced about 15 percent 
of the bulk paste sold to U.S. makers of sauces, ketchups, and juices. It filed for 
bankruptcy in May and later sold off assets. His arrest follows the prosecution of five 
former SK Foods employees, including two former vice presidents and a sales broker in 
New Jersey accused of paying out his bribes. Purchasing managers for Safeway, Kraft 
Foods, Frito-Lay, and B&G Foods have also pleaded guilty.  
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2010/02/05/BABV1BSOPL.DTL 

 
21. February 5, AgWeb – (National) USDA ends National Animal ID program. USDA 

announced Friday morning that it will scrap the National Animal Identification System 
(NAIS) and instead will opt to develop “a new, flexible framework for animal disease 
traceability in the United States, and undertake several other actions to further 
strengthen its disease prevention and response capabilities.” After listening sessions in 
15 cities across the nation, the USDA Secretary said the department will “revise the 
prior policy and offer a new approach to animal disease traceability with changes that 
respond directly to the feedback we heard.” One of USDA’s first steps will be to 
convene a forum with animal health leaders for states and Tribal Nations to initiate a 
dialogue about the possible ways of achieving the flexible, coordinated approach to 
animal disease traceability we envision. Additionally, USDA will be revamping the 
Secretary’s Advisory Committee on Animal Health to address specific issues, such as 
confidentiality and liability. 
Source: http://www.agweb.com/get_article.aspx?src=gennews&pageid=155857 

 
[Return to top] 

Water Sector 
 
22. February 4, Cleveland Plain Dealer – (Ohio) Explosion at sewage treatment plant 

   

http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2010/02/05/BABV1BSOPL.DTL
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2010/02/05/BABV1BSOPL.DTL
http://www.agweb.com/get_article.aspx?src=gennews&pageid=155857


 - 10 -

under investigation by Cleveland police and fire. Cleveland police and the fire arson 
unit are investigating a small explosion Wednesday at the Easterly sewage treatment 
plant on Lakeshore Boulevard near the Bratenahl border. The explosion occurred about 
1 p.m. after electrical power was turned back on for a blower, one of two that had been 
shut off for two days while contractors replaced high-voltage electrical cables and other 
components. District employees found that a metal box had been put into the blower’s 
electrical control box between high-voltage fuses. When the electricity was restored, an 
arc flash occurred when 4,160 volts of electricity went through it making the explosion 
sound, officials said. The explosion did not cause a fire and no one was near it to be 
injured. And while power to the plant dipped for a second or so, it was not disrupted. 
The other four of the plants blowers are operating normally. Officials estimated the 
damage at about $50,000. The Northeast Ohio Regional Sewer District’s executive 
director told the board at its meeting Thursday that while he had no proof, he believed it 
was not an accident, but sabotage. He said the door to the unit where the box had been 
wedged had been closed and locked. And the metal box was a cover plate from old 
equipment that had been stored in a different room. The box was almost vaporized and 
what’s left of it was welded by the arc flash to other equipment. The Cleveland Police 
Scientific Investigation Unit told district officials, however, that it is possible the 
extreme heat may have sealed fingerprints into the object. Board members said the 
district would review its security and look into adding cameras and other equipment.  
Source: http://blog.cleveland.com/metro/2010/02/small_explosion_at_sewer_treat.html 

 
23. February 3, KELO 11 Sioux Falls – (South Dakota) Power outage leads to broken 

water pipes. Water is back to people on the Cheyenne River Indian reservation and tests 
have shown it’s safe. But pipes freezing in homes without electricity have led to another 
mess. The housing area in Green Grass had generators but no fuel so some pipes froze 
and broke there too. Officials at Tri-County Water in Eagle Butte say the damage spans 
across its entire service area and goes beyond homes. The water tower serving the 
school in La Plant has ice sitting in it. The severity of the damage will not be known 
until it thaws, but it could be extensive if pipes running up inside the tower have broken.  
Source: http://www.keloland.com/News/NewsDetail6371.cfm?Id=96084 

 
For another story, see item 8 

 
[Return to top] 

Public Health and Healthcare Sector 
 

24. February 5, Associated Press – (District of Columbia) D.C. hospital evacuated after 
snow plow truck fire. Hundreds of patients had to leave their rooms at Washington 
Hospital Center after a snow plow truck caught fire, authorities say. A D.C. fire 
department spokesman says crews arrived at the Northwest D.C. hospital about 4:30 
p.m. Friday. He says a pickup truck with a plow was ablaze in the maintenance area at 
the ground floor of an eight-story building, which houses the psychiatric ward and other 
facilities. He says the fire extended to a garage door, and smoke and flames reached to 
the top floor. He says smoke and heat set off alarms inside. Patients were moved to an 
auditorium in the building. He says officials are checking each room and plan to send 
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patients back soon. It is unclear how the truck caught on fire. No one was injured.  
Source: http://www.wtop.com/?nid=596&sid=1882240 

 
25. February 5, Galveston Daily News – (National) BPA is suspect in infant asthma. A 

chemical used to make everything from plastic water bottles and food packaging to 
sunglasses and CDs could cause pregnant women’s unborn children to develop asthma, 
according to University of Texas Medical Branch researchers. Experiments with mice 
by a medical branch team found evidence that an expecting mother’s exposure to 
bisphenol A might increase the odds that the child in her womb will develop the disease. 
The investigators found the offspring of female mice exposed to BPA showed 
significant signs of the disorder, unlike those of mice shielded from the chemical. For 
years, scientists have warned of the possible negative health effects of bisphenol A. 
Studies have linked its exposure to reproductive disorders, obesity and abnormal brain 
development, as well as breast and prostate cancers. In January, the Food and Drug 
Administration said it was concerned about “the potential effects of BPA on the brain, 
behavior and prostate gland of fetuses, infants and young children.” 
Source: http://galvestondailynews.com/story.lasso?ewcd=fb5db3c76e82bfab  

 
26. February 4, KUSA 9 Denver – (Colorado; National) Consumer Reports investigation 

shows some Colorado hospitals put patients at risk. Consumer Reports has released 
details of a health investigation that show hospitals across the country and in Colorado 
have high rates of deadly infections. The full report is due out in March in its magazine 
but much of the information can be found on its Web site. The investigation looked at 
hospital bloodstream infection rates in 926 hospitals in 43 states. The director of the 
Consumer Reports Health Ratings Center says results were all over the charts. 
Consumer Reports looked at more than two dozen hospitals in Colorado and found some 
hospitals, like Centura Health-Littleton Adventist Hospital and Exempla Good 
Samaritan Medical Center had no infections while some hospitals like Boulder 
Community Hospital had infection rates far above the national average. The data is 
based on reports from 2008 and even though the hospitals may have improved since 
then, Consumer Reports advises it is still important to know a hospital’s history and 
current standing with infection rates. 
Source: http://www.9news.com/news/article.aspx?storyid=132122&catid=339  
 

[Return to top] 

Government Facilities Sector 
 
27. February 6, Stars and Stripes – (International) Base breach sparks nuclear worries. A 

recent security breach of a Belgian air force base widely believed to possess U.S. 
nuclear warheads is being downplayed by Belgian military officials who maintain the 
activists never got close to any sensitive areas. Videotaped and later aired on YouTube, 
the security breach shows six anti-nuclear activists gaining access to Kleine Brogel Air 
Base the weekend of January 29. The activists were arrested by Belgian authorities, but 
not before they ambled across the snow-covered base for at least 20 minutes. A similar 
stunt occurred last November, according to a chief spokeswoman for the Belgian 
Ministry of Defense, who sought to minimize the danger. “I can assure you these people 
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never, ever got anywhere near a sensitive area,” she said in a telephone interview 
February 5. U.S. military spokesmen in Europe referred queries to NATO, because the 
alliance is responsible for the control of sensitive munitions stored at Kleine Brogel and 
other locations on the Continent. As per NATO guidance, she would not confirm or 
deny the presence of nuclear weapons at the Belgian base, which has a small U.S. 
detachment. The spokeswoman challenged the activists’ claims they went undetected for 
well over an hour, that guards were unarmed, and that they were able to approach a 
hardened bunker containing sensitive materiel undeterred. “It was an empty bunker, a 
shelter,” she said of the building. She said the Belgian military always patrols the area, 
knowing that if someone slips through the outer fence there are multiple layers of 
additional security, each more robust than the last. The Belgian base commander 
vehemently denied the base was under any grave threat. “Our installations are very well 
secured, in different ways,” he said in the Dutch newspaper Het Laatste Nieuws. There 
was “no single security incident, whatever the activists claim.” 
Source: http://www.stripes.com/article.asp?section=104&article=67830 

28. February 5, Los Angeles Times – (California) Bomb threat prompts evacuation at Cal 
State Northridge. A Cal State Northridge student’s fear that someone had planted a 
bomb in his car triggered a campus emergency Friday, prompting the evacuation of 
more than 100 people. A male student reported around noon that he believed his car, 
parked in a lot on campus, had been rigged with a bomb, said the vice president of 
university advancement. “He said he is affiliated with a gang, and he fears retaliation 
from a rival gang,” he said. “This is not an attack on the university.” The Los Angeles 
Police Department’s bomb squad was dispatched to the scene. As a precautionary 
measure, university officials activated a mass communication emergency system to alert 
faculty, staff, and students through phone calls, e-mails, and text-messaging. About 100 
occupants of a nearby university preschool and dozens more at a lab facility were moved 
to other locations. “It’s being treated seriously,” he said. “If true, it could endanger 
people on the campus.”  
Source: http://latimesblogs.latimes.com/lanow/2010/02/bomb-threat-prompts-
evacuation-at-cal-state-northridge.html 

29. February 4, Salt Lake Tribune – (Utah) Bomb threat leads to evacuations, searches at 
Hill Air Force Base. Hill Air Force Base security units swept into a dozen buildings at 
the northern Utah installation Thursday morning, evacuating hundreds of people after 
receiving a bomb threat. A base spokesman said the anonymous call was made about 
8:30 a.m. to one of the base’s fitness centers, and emergency personnel quickly cleared 
that building and others nearby. Explosives experts conducted an extensive search but 
found nothing, and normal operations had resumed by 11 a.m. The base remained under 
heightened security for much of Thursday as several hundred people were evacuated and 
the buildings swept. No further details were being released Thursday. The incident 
remains under investigation, he said.  
Source: http://www.sltrib.com/news/ci_14332942 

30. February 4, KOB 4 Albuquerque – (New Mexico) Roswell courthouse evacuated. The 
federal courthouse in Roswell reopened shortly before noon after being evacuated earlier 
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in the day because some workers had become sick. Six employees of the Social Security 
Administration were sent to local hospitals for treatment. The evacuation began at about 
10:00 a.m. when the workers began vomiting. Roswell fire officials were sweeping the 
building Thursday afternoon looking for what may have made the workers ill. The fire 
chief says investigators are not ruling anything out — including terrorism. The FBI is 
investigating the incident. 
Source: http://www.kob.com/article/stories/S1401006.shtml?cat=504 

 
31. February 3, WHNS 21 Greenville – (South Carolina) Pacolet teen accused of calling 

bomb threat into school. A Pacolet teen was arrested on Tuesday after he called in a 
bomb threat to Broome High School on Monday afternoon, Spartanburg County 
deputies said. Deputies said that the 17-year-old suspect borrowed a classmate’s cell 
phone and called in the threat while he was in class at the school. They said that other 
students told the school resource officer that the suspect was responsible for making the 
threat. The suspect was charged with disturbing school and making a bomb threat or 
conveying false information about a bomb threat. He was released on $6,000 bond. 
Source: http://www.foxcarolina.com/news/22420083/detail.html 

 
32. February 3, Courthouse News Service – (Missouri) Widower blames security firm for 

shooting. A man whose wife was killed in the shooting spree at Kirkwood City Hall 2 
years ago blames Whelan Security and its security guard, who he says left City Hall as 
the shooting began. The widower, whose wife was shot to death that night, says the city 
had hired Whelan Security to protect people from just such an event. The assailant killed 
two police officers and three Kirkwood officials on February 7, 2008 before police 
killed him. The widower claims the Whelan Security officer saw the assailant drive up 
to City Hall and went to tell a Kirkwood police officer that the assailant was coming into 
the meeting. During that time, the widower says, the assailant fatally shot another 
Kirkwood officer in the City Hall parking lot and entered the building. The widower 
seeks damages for Whelan’s failure to provide an adequate number of properly equipped 
security officers and the security officer’s alleged inaction.  
Source: http://www.courthousenews.com/2010/02/03/24330.htm 

  
33. February 2, Florida Today – (Florida) Threat prompts evacuation of Titusville 

courthouse. The Brevard County courthouse in Titusville was evacuated this morning 
after an anonymous caller phoned in a threat saying anthrax, chemical weapons, and a 
bomb were planted inside the building, officials said. The courthouse was evacuated at 
about 8 a.m. as patrol officers arrived to search the premises with police dogs. Nothing 
suspicious was found and the courthouse’s employees were allowed back inside shortly 
before 10 a.m., officials said.  
Source: 
http://www.floridatoday.com/article/20100202/BREAKINGNEWS/100202008/1006/ne
ws01/Threat+prompts+evacuation+of++Titusville+courthouse 
 

For more stories, see items 19 and 50 
 
[Return to top] 
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Emergency Services Sector 
 

34. February 4, WREX 13 Rockford – (Illinois) Rockford Police look into procedures 
after squad car is stolen. Rockford Police are looking into what went wrong when a 
hand-cuffed suspect was able to steal a squad car. On Tuesday, the man was able to 
climb from the backseat of a Rockford squad car and steal the vehicle. He drove it all 
the way into Chicago before he was captured by Chicago Police. Rockford Police say 
there are rules on how to handle someone who has been arrested, and they are 
investigating whether officers followed all of those rules in this case. 
Source: http://www.wrex.com/Global/story.asp?S=11935250  

 
35. February 4, Urgent Communications – (National) DHS announces new information-

sharing efforts. A second phase of Virtual USA and a new online collaboration tool are 
among the initiatives to enhance information-sharing efforts among first-responder 
agencies that the U.S. Department of Homeland Security science and technology (DHS 
S&T) directorate announced the week of February 1. Using Virtual USA, emergency-
management officials and others can tap into myriad databases to access information 
pertinent to a given mission, including the location of fueling stations, the value of 
property damaged during a disaster or three-dimensional renderings of structures. Five 
states in the northeast — Alaska, Idaho, Montana, Oregon and Washington — will form 
the second Virtual USA regional information-sharing pilot, while the six states currently 
participating in the existing Southeast Regional Operations Platform Pilot (SE ROPP) 
— Alabama, Florida, Louisiana, Mississippi, Texas, and Virginia — will be joined by 
Georgia and Tennessee and enter into the second, operational phase. 
Source: http://urgentcomm.com/networks_and_systems/news/dhs-virtual-usa-20100204/ 

 
36. February 3, Fireresecue1.com – (Illinois) Ill. department scales back response to 

non-emergencies. Things will be a little calmer for Elgin, Illinois, firefighters during 
the next large power outage or lightning storm. Both instances usually activate alarms 
because backup batteries on alarm systems run out, phone lines lose power or an 
electrical surge activates an alarm. These are what firefighters classify as “trouble 
alarms,” in essence nonemergency alarms from local businesses when the fire system 
somehow malfunctions. Beginning Monday, the Elgin Fire Department stopped 
responding to trouble alarms called in by third-party monitoring companies, such as 
ADT or Honeywell, ending a practice in which a three-person engine company was 
dispatched to the scene to wait for a business key holder to arrive and declare the coast 
clear. Elgin officials informed alarm companies of the change in December. On March 
1, firefighters also will stop responding to trouble alarms originating from the estimated 
180 Elgin buildings that have an emergency signal sent directly to the city’s dispatch 
center. 
Source: http://www.firerescue1.com/fire-department-management/articles/755939-Ill-
department-scales-back-response-to-nonemergencies/  
 

[Return to top]  
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Information Technology 
 

37. February 5, V3.co.uk – (International) Top search results riddled with malware. 
Internet users are being lulled into a false sense of security by search results, and may 
click on links that are popular but infected with malware, according to a new report from 
Websense. The security firm said in its latest State of Internet Security report that 
malware writers upped their efforts to get noticed late last year and are manipulating 
search results to drive traffic in their direction. Almost 14 percent of searches for current 
“buzz words”, such as celebrities or current events, lead to malware sites or links, the 
report said. More worrying is the finding that 71 percent of pages found to be infected 
were legitimate sites that had been poisoned in some way. Websense reported growth of 
225 percent in malicious web sites over the second half of last year. Web 2.0 sites also 
proved popular with malware writers. Websense said that 95 percent of comments on 
blogs were spam or led to malicious pages. Spam managed to swallow up all but 14 
percent of email traffic. 
Source: http://www.v3.co.uk/v3/news/2257412/top-search-results-malware  

 
38. February 5, The Register – (International) ZeuS tracker shrinks takedowns from days 

to minutes. A site dedicated to tracking the infamous ZeuS botnet is celebrating its first 
birthday. In the twelve months since the ZeuS Tracker was born, on February 2, 2009, 
the site has tracked more then 2,800 malicious botnet command and control servers 
associated with ZeuS. The site has logged around 360MB ZeuS config files and 330MB 
in binaries. Thanks to the work of the volunteers and security consultancies, such as 
Team Cymru, that have contributed to the project, a ZeuS control hub can sometimes be 
taken down in minutes. Local CERTs, registrars and ISPs subscribe to the list compiled 
by ZeuS tracker to identify and take-down suspect domains. More recently, ZeuS 
Tracker data has been integrated into the suspect blocklist of commercial products, as 
explained in a post celebrating the anniversary of the ZeuS tracker on abuse.ch. The 
ZeuS family of malware threats collectively make up the nastiest and most prolific 
banking Trojans doing the rounds. Fraudsters behind ZeuS variants are pushing the 
bounds of malware malfeasance. 
Source: http://www.theregister.co.uk/2010/02/05/zeus_tracker/  

 
39. February 5, TechWorld – (International) iPhone apps could spy on you, says 

researcher. Apple’s claims about iPhone privacy and security are exaggerated, 
according to software engineer and a security expert who gave a presentation February 4 
about the iPhone at the Black Hat Conference in DC. The expert’s presentation revealed 
how easy it is for malicious programmers to create apps that can actually make spying 
on the user incredibly easy. Apple’s sandboxing technology restricts iPhone applications 
to operating system resources with a list of deny/allow rules at the kernel level, but these 
and other permissions are “way too lose” and “Apple should not claim that an 
application cannot access data from another application,” said the expert, who works as 
an iPhone programming trainer at a company called Sen:te. He noted a number of 
iPhone apps, including one called Aurora Feint and another called mogoRoad that made 
it into Apple’s App Store before being de-listed for privacy violations involving the 
harvesting of iPhone users’ contacts, emails and phone numbers. Apple reviewers can be 
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fooled, and the likelihood of this continuing to occur appears high, especially as the 
iPhone, now at about 34 million devices in the market, becomes an increasingly 
appealing target for hackers, he said. 
Source: http://news.techworld.com/security/3212048/iphone-apps-could-spy-on-you-
says-researcher/  

40. February 5, V3.co.uk – (National) U.S. Cybersecurity Enhancement Act sails 
through House. The Cybersecurity Enhancement Act has been passed by the U.S. 
House of Representatives by a huge margin. The 422:5 vote was higher than expected, 
and should make it easier to pass through the Senate. The legislation calls for the 
National Science Foundation (NSF) to spend $396m over the next four years to fund 
cyber security research. The NSF will be awarded $94m to fund scholarships into 
security research, on the proviso that those who receive them work in the public sector 
for the same number of years as their studies. The National Institute of Standards and 
Technology, meanwhile, will develop a strategic plan for national security within a year, 
and build partnerships with the security industry. It will also set out technical security 
standards for the industry as a whole. Federal agencies spend $6bn annually on cyber 
security to protect a $72bn IT infrastructure, according to the Office of Management and 
Budget. The Federal government funds $356m in cyber security research each year. 
“Critical infrastructures ranging from electrical grids, to oil production facilities to 
telecoms and transportation networks are under constant attack from cyber criminals,” 
said the chief technical officer at McAfee.  
Source: http://www.v3.co.uk/v3/news/2257369/cybersecurity-enhancement-act  

41. February 4, Computerworld – (International) Microsoft slates colossal Windows patch 
next week. Microsoft on February 4 said it will deliver a record-tying 13 security 
updates on February 9 to patch more than two dozen vulnerabilities in Windows and 
Office. The company will ship a total of 13 updates; five of them pegged “critical,” the 
highest threat ranking in its four-step scoring system. The 13 updates will tie the record 
from October 2009, when Microsoft issued the same number of bulletins, but fixed a 
total of 34 vulnerabilities. According to a senior manager with the Microsoft Security 
Response Center (MSRC), the updates will patch 26 flaws. Of the eight updates not 
marked critical, seven were ranked “important,” the next-lower rating, while one was 
pegged “moderate.” Eleven of the 13 will affect one or more editions of Windows; the 
remaining pair will affect Office XP and Office 2003 on Windows, and Office 2004 for 
Mac. 
Source: 
http://www.computerworld.com/s/article/9152258/Microsoft_slates_colossal_Windows
_patch_next_week 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Website:  http://www.us-cert.gov. 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
Website:  https://www.it-isac.org/. 
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[Return to top] 

Communications Sector 
 

42. February 5, St. Petersburg Times – (Florida) Road work cuts Verizon service to 1,500 
Pasco customers. About 1,500 Verizon customers lost service overnight after road 
construction crews severed a telecommunications cable. The cable was cut on February 
4 as crews bored about nine feet below the road at State Road 54 and Wesley Brook 
Drive, just east of Interstate 75, a Verizon spokesman said. That cut off Verizon phone, 
television and Internet service to about 1,500 central Pasco customers, the spokesman 
said. Verizon crews have already restored service to some of those customers, and plan 
to have the cable fully repaired by about noon on February 5, he said. The cable cut also 
disrupted service to cell phone users on various networks, he said, but that service was 
restored “almost immediately.” 
Source: http://www.tampabay.com/news/briefs/road-work-cuts-verizon-service-to-1500-
pasco-customers/1070973  

 
43. February 4, WTAQ 1360 Green Bay – (Wisconsin) Some public TV viewers may have 

trouble tuning in. Some viewers of Wisconsin Public Television in northeastern 
Wisconsin may be having trouble tuning in. The service rents space on a tower from 
commercial station WBAY. Faults in the transmission line were discovered over the 
weekend, taking the stations off the air for a time. Both WPNE and WBAY are 
operating at 25 percent power. People who live on the fringes of the stations’ coverage 
area and get a signal over the air may not get reception. The director of Engineering for 
the Educational Communications Board says most cable and satellite providers are able 
to transmit the main channel 38, but several High Definition channels on some services 
are out. The director does not know when the problem on the tower will be rectified. 
Source: http://new.wtaq.com/news/articles/2010/feb/04/some-public-tv-viewers-may-
have-trouble-tuning/  

 
[Return to top] 

Commercial Facilities Sector 
 

44. February 5, Associated Press – (Florida) Panel from cargo plane falls outside 
suburban Miami mall; no injuries or property damage. Authorities say a panel from 
a cargo plane has fallen outside a Miami mall. No one was hurt. The Federal Aviation 
Administration says the piece fell about 11:30 a.m. Friday from an Atlas Air flight en 
route to Miami from Santiago, Chile. A public information officer for the city of Doral 
says the debris is about 17 feet long and landed in front of a Dillard’s department store 
at the Miami International Mall. She says there were no injuries or property damage. 
The plane landed safely. The FAA says it is investigating.  
Source: http://www.latimes.com/news/nationworld/nation/wire/sns-ap-us-plane-debris-
falls,0,5794021.story 

 
45. February 4, Online Poker News – (Oregon) Gresham gunman arrested after bizarre 
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poker shoot-out incident. Following a bizarre shoot out at a Gresham poker parlor 
where a lone gunman opened fire on a group of players wounding two of them, a 66-
year-old retired man with no previous criminal convictions has been arrested. A sergeant 
with the Gresham Police said, “It would appear that this was a random act of violence 
with no indication that [he] knew the victims. The shooting is not directly related to the 
Players Club.” The incident took place on January 29 when the proprietor and six men 
were sitting around the felt playing poker at his club on 106 N. Main Ave. Around 10:40 
p.m. the group noticed a man peering into the poker room through the front window. 
The proprietor said, “The guy was so calm, he was just hanging around. We thought he 
was gonna come in and play some cards.” The man then moved in front of the club’s 
open double doors and told them to “Get on the floor,” before shooting one man and 
hitting him in the side. The gunman then continued firing his weapon, this time hitting 
another man in the arm and took pot shots at two other men as they tried to flee through 
the back door. The gunman then walked casually away before being arrested 13 minutes 
later while still in possession of the gun. He is now being held at the Inverness Jail and 
facing two allegations of attempted murder and two allegations of first-degree assault. 
The club owner said: “I don’t know if he’s someone who is off his meds, if he’s a 
Vietnam vet, if his wife was just diagnosed with terminal cancer. Whether it was a 
gambling type of thing, who knows. But it seems he had his mind made up to shoot up a 
group of people.”  
Source: http://www.onlinepoker.net/poker-news/general-poker-news/gresham-gunman-
arrested-bizarre-poker-shootout-incident/4550 

46. February 4, U.S. Fire Administration – (National) USFA releases hotel and motel fires 
topical report. The Department of Homeland Security’s Federal Emergency 
Management Agency has issued a special report, part of its Topical Fire Report Series, 
examining the causes and characteristics of fires in hotels and motels. An estimated 
average of 3,900 fires occur each year in hotels and motels, which are a subset of 
residential buildings. Annually, these fires are also responsible for 15 deaths, 150 
civilian injuries, and $76 million in property loss. The report, Hotel and Motel Fires, 
was developed by the National Fire Data Center, part of FEMA’s U.S. Fire 
Administration. The report is based on 2005 to 2007 data from the National Fire 
Incident Reporting System (NFIRS). Hotel and motel fires occur mainly in the evening 
hours, peaking from 6 p.m. to 9 p.m. Seventeen percent of the fires occur during this 
time. The number of hotel and motel fires is higher during the winter months when 
heating fires are more prevalent. Cooking, electrical malfunctions, and heating are the 
leading causes of hotel and motel fires. Forty-six percent of hotel and motel fires are 
caused by cooking with electrical malfunctions and heating each causing an additional 7 
percent of fires. Ninety-seven percent of the cooking fires are confined cooking fires, 
those confined to the container and resulting in limited damage. Seventy-three percent of 
hotel and motel fires are confined to the object of origin and an additional 18 percent are 
confined to the room of fire origin. The remaining 9 percent of fires extend beyond the 
room of origin. The topical reports are designed to explore facets of the U.S. fire 
problem as depicted through data collected in NFIRS. Each topical report briefly 
addresses the nature of the specific fire or fire-related topic, highlights important 
findings from the data, and may suggest other resources to consider for further 
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information. Also included are recent examples of fire incidents that demonstrate some 
of the issues addressed in the report or that put the report topic in context.  
Source: http://www.usfa.dhs.gov/media/press/2010releases/020410.shtm 

 
47. February 4, KGUN 9 Tucson – (Arizona) Diesel fumes cause evacuation of southside 

call center. A southside call center was evacuated the morning of February 4 after 
employees were exposed to diesel fumes. The incident happened around 8:30 a.m. at the 
Sears Call Center on South Butterfield Drive. Crews from the Tucson Fire Department 
and Rural Metro responded to the scene. The 47 employees at the call center were 
evacuated because of the fumes. Many were complaining of headaches and nausea. 
Seven patients were transported to local area hospitals.  
Source: http://www.kgun9.com/Global/story.asp?S=11933963 

 
48. February 4, WTAQ 1360 Green Bay – (Wisconsin) Milwaukee church ordered to 

close unlicensed homeless shelter. A Milwaukee church has been ordered to close a 
homeless shelter it has been running for years without a city license. Officials learned 
about the shelter after the fire department was called to the Word Is God Worship Center 
for a medical emergency on Tuesday night – and they found excessive levels of carbon 
monoxide. About 60 people were evacuated. They were homeless people sleeping there 
overnight. The center’s pastor says he provides the shelter each winter out of 
compassion for the cold and needy – and he does not ask for money or permission. As 
for the carbon monoxide, authorities said the church might have caused it. Repairs were 
made to the furnace Wednesday, and then the building’s natural gas service was 
reconnected. 
Source: http://new.wtaq.com/news/articles/2010/feb/04/milwaukee-church-ordered-
close-unlicensed-homeless/ 
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National Monuments & Icons Sector 
 

Nothing to report  
 

[Return to top] 

Dams Sector 
 

49. February 5, Associated Press – (North Dakota; South Dakota) Ice storm in Dakotas 
affected dams. A late-January ice storm that downed thousands of power poles and 
lines and caused widespread outages in the Dakotas impacted releases from some 
Missouri River dams. The Army Corps of Engineers says releases from Oahe Dam in 
South Dakota were cut because there was not adequate transmission capacity for the 
power generated by the dam. The releases have since returned to normal. Garrison Dam 
in North Dakota was not affected. But releases were sharply increased at Fort Peck Dam 
in Montana, to make up for a shortfall of electricity due to the storm damage. Lake Oahe 
is expected to end February 8.2 feet above its normal elevation. Lake Sakakawea behind 
Garrison Dam is expected to end the month 7.6 feet above normal. The reservoirs have 
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rebounded after years of drought.  
Source: http://www.ktiv.com/Global/story.asp?S=11938424 

 
50. February 4, WSOC 9 Charlotte – (North Carolina) Dam water leak leads to road 

closure at UNCC. A dam collapse is causing a major road problem on the University of 
North Carolina at Charlotte’s campus. Crews do not know exactly what caused it, and 
they said it could take months to fix it. About two million gallons of water are being 
pumped from the man-made Hechenbleikner Lake on the campus. University officials 
believe the problem is coming from a damaged pipe about 25-feet deep, which normally 
drains excess water from the lake. Instead, water is seeping through the ground. 
Eyewitness News asked the associate vice chancellor for facilities if the problem could 
have been caused during construction at the main entrance. People can still use the main 
entrance to campus on University City Boulevard and use the traffic circle. They just 
can’t use Broadrick Boulevard. Depending on the severity of the problem, Broadrick 
could be closed for several weeks or even months. Contractors are not draining the lake 
completely. They’ll leave about 5 to 8 feet of water.  
Source: http://www.wsoctv.com/news/22467259/detail.html 

 
51. February 4, Associated Press – (Washington) Lawmakers ask Corps for prompt 

Green River dam fix. Eight members of Washington’s congressional delegation are 
asking the Corps of Engineers to keep working at full speed on a permanent fix for the 
Howard Hanson Dam. In a letter Thursday, they asked the Corps to complete a study by 
June so the project can be considered for construction funding in 2012. An abutment to 
the flood control dam was weakened by heavy rains a year ago. Officials warned the 
dam would not be able to hold a full reservoir and there was a risk of flooding through 
the Green River Valley. Temporary repairs have reduced the risk of flooding. Millions 
of dollars have been spent to add sandbags on levees through Kent, Renton, Auburn and 
Tukwila. 
Source: 
http://www.seattlepi.com/local/6420ap_wa_green_river_flooding.html?source=mypi 
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DHS Daily Open Source Infrastructure Report Contact Information 

About the reports − The DHS Daily Open Source Infrastructure Report is a daily [Monday through 
Friday] summary of open−source published information concerning significant critical infrastructure 
issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov 
or visit their Web page at www.us-cert.gov.  
 
Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and 

inform personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original 
copyright restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the 
original source material. 
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