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Top Stories 

 The Augusta Chronicle reports that Richmond County, Georgia authorities are 
investigating the January 31 evening theft of 16 propane gas tanks from two Wrightsboro 
Road businesses. (See item 5) 

 According to Reuters, seven people were exposed to a suspicious white powder in a U.S 
federal building in downtown Manhattan on Wednesday. There was a mailing that was 
opened in the offices of the Social Security Administration that contained a white powder. 
(See item 25) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. February 4, Arizona Daily Sun – (Arizona) Power plant accident injures 4, none 
severely. A low-pressure pipe carrying steam between units of the coal-fed electricity 
plant near Page — the Navajo Generating Station — burst on the morning of February 
3, injuring four. Four contract workers for a company doing work on the unit were 
taken to a Page hospital Wednesday, treated for minor injuries, and released, said an 
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SRP spokesman. One fell to the ground and the others were treated for injuries related 
to water steam when the 4-inch pipe failed. The four were part of a crew retrofitting 
one of the plant’s three power-producing units, which was not in operation, and the 
area was evacuated shortly afterward, he said. The two other units were not affected. In 
all, the plant is undergoing a $43 million upgrade in an attempt to cut smog-producing 
pollution. It remains to be seen whether that will meet EPA pollution requirements now 
being set. The power plant is owned by the Bureau of Reclamation, SRP, Los Angeles 
Water and Power, Arizona Public Service, Nevada Power and Tucson Electric Power, 
and operated by SRP. 
Source: http://www.azdailysun.com/news/local/article_0e54a853-75ad-5b7d-b922-
4d9a239c18f8.html 

2. February 4, Huntington Herald-Dispatch and Associated Press – (Kentucky) Man 
injured in Ky. oil rig accident. A young oil rig worker has been injured in a drilling 
accident in Magoffin County. WYMT-TV in Hazard reported 20-year-old’s clothing 
became entangled in a drilling machine the morning of February 3, pulling him into it. 
A Magoffin County Rescue Squad captain said the operator saw what happened and 
quickly shut down the rig with seconds to spare. Members of his family told the station 
he had several broken bones and other injuries. He was flown to Cabell-Huntington 
Hospital in West Virginia. The general manager of Rhino Oil Field Services went to the 
hospital with the worker and was not available for comment. The rig is shut down. 
Source: http://www.herald-dispatch.com/news/briefs/x1812931080/Man-injured-in-Ky-
oil-rig-accident 

3. February 3, WCVB 5 Boston – (National) Coast Guard OKs Yemen LNG deliveries 
to Boston. U.S. Coast Guard officials say they have developed a security plan to allow 
the safe passage of tankers carrying liquefied natural gas from Yemen through the Port 
of Boston. A Coast Guard captain said on February 2 that the shipments, set to begin at 
the end of the month, have been under review for nearly a year. “I believe that by the 
time the ships arrive here in Boston, and if I were to allow a shipment in, that it will be 
as safe as shipments that come from other ports,” he said. He vowed to personally turn 
away any tanker that does not pass security standards. It will be only the second 
shipment from Yemen to the U.S. The first was delivered to a remote part of Texas 
earlier this week. The plan comes despite city leaders’ fears over the safety of the 
practice. “What about the safety of the people? I am very disturbed by the attitude of 
the Coast Guard in this matter,” said the Boston mayor. He has long been a vocal 
opponent of the plan. He calls the risk to local communities — including Everett, 
where the tankers will offload their highly-flammable cargo — unnecessary. “You can 
have one of those terrorists stow away on one of the ships,” he said. The Coast Guard 
captain of the port declined to give details of the security measures that have been put 
in place but said he will decide on a case-by-case basis whether to allow each ship to 
continue to an offloading area in Everett. Tankers filled with the potentially explosive 
gas have become a cause for concern after al-Qaida’s offshoot in Yemen claimed 
responsibility for the Christmas Day attempt to bomb a U.S. passenger jet landing in 
Detroit. It is the first time that shipments from the LNG plant located at Balhaf, on the 
eastern coast of Yemen, will be delivered to Boston. The first shipment to the United 

http://www.herald-dispatch.com/news/briefs/x1812931080/Man-injured-in-Ky-oil-rig-accident
http://www.herald-dispatch.com/news/briefs/x1812931080/Man-injured-in-Ky-oil-rig-accident
http://www.azdailysun.com/news/local/article_0e54a853-75ad-5b7d-b922-4d9a239c18f8.html
http://www.azdailysun.com/news/local/article_0e54a853-75ad-5b7d-b922-4d9a239c18f8.html
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States from the plant operated by French energy giant GDF Suez arrived near Sabine, 
Texas, over the weekend, the captain said. While Yemen’s ports meet international 
security standards, American authorities say additional security is necessary. 
Source: http://www.thebostonchannel.com/news/22416434/detail.html 

4. February 3, Associated Press – (New York) Cause of toppled turbine remains a 
mystery. The company that operates an industrial wind-power site in central New York 
still can not say why a 187-ton turbine crashed to the ground on December 27. Enel 
North America officials had hoped to release a report by the end of January on the 4 
a.m. accident, but engineers haven’t been able to determine why the windmill toppled 
over. A team from the company started removing sections of the fallen turbine from the 
site this week. Once the wreckage is removed, engineers can get a closer look at the 
area where the stem of the turbine separated from its foundation. Data from the 
turbine’s computer showed it was operating normally. The windmill was 1 of 20 atop a 
ridge in Fenner, 33 miles east of Syracuse. The company says the other 19 turbines 
remain temporarily shut down as a safety precaution until the cause of the accident is 
determined. 
Source: http://www.wcax.com/Global/story.asp?S=11924041 

5. February 3, Augusta Chronicle – (Georgia) Thefts of 16 propane tanks concern 
Augusta police. Richmond County authorities are investigating the January 31 evening 
theft of 16 propane gas tanks from two Wrightsboro Road businesses. “This is 
something out of the ordinary,” said a police seargant. “We haven’t had a lot of thefts 
of these kinds of items.” Although the thieves might simply try to sell the tanks — 
which can be used for heating and cooking — for a profit, more sinister motives could 
include making drugs or using the canisters as explosive devices, he said. “Being that 
these things are highly explosive, we have to notify Homeland Security,” he said. The 
thefts occurred about an hour apart, according to Richmond County Sheriff’s incident 
reports. The first, at the Tip Top Food Mart on the 2400 block of Wrightsboro Road, 
happened about 9 p.m. January 31, while the second theft happened at the Walgreens 
on the 3200 block of Wrightsboro Road. Eight tanks were taken from each location, 
with a total value of $840. In both cases, the tanks were stored outside the businesses 
and the locks were pried open, the reports state. No arrests have been made, but he said 
he is “sure” the incidents are connected. 
Source: http://chronicle.augusta.com/news/crime-courts/2010-02-03/thefts-16-propane-
tanks-concern-augusta-police?v=1265196896 

6. February 3, Associated Press – (New Jersey) Thousands without power in northern 
NJ. New Jersey’s largest electric utility says thousands of customers in northern New 
Jersey are without power due to equipment problems at two substations. Public Service 
Electric & Gas says the outage began around 5:45 p.m. February 3 and affected several 
communities in Bergen and Hudson County, including Cliffside Park, Fairfield and 
North Bergen. More than 20,000 customers were affected by the outage, which also 
caused traffic delays in some areas as traffic lights stopped working during the evening 
commute. Utility officials say the cause of the equipment problems were not 
immediately known. About 3,500 customers were still without power as of 8:15 p.m., 

http://www.wcax.com/Global/story.asp?S=11924041
http://chronicle.augusta.com/news/crime-courts/2010-02-03/thefts-16-propane-tanks-concern-augusta-police?v=1265196896
http://chronicle.augusta.com/news/crime-courts/2010-02-03/thefts-16-propane-tanks-concern-augusta-police?v=1265196896
http://www.thebostonchannel.com/news/22416434/detail.html


 - 4 - 

but officials hoped to have power restored to all customers by late February 3. 
Source: 
http://www.phillyburbs.com/news/news_details/article/92/2010/february/03/thousands-
without-power-in-northern-nj.html 

For another story, see item 30  
 
[Return to top]  

Chemical Industry Sector 

7. February 3, KYPost.com – (Ohio) Chemical spill in Winton Hills sends 4 to 
hospital. Four people have been transported to the hospital after a chemical spill in 
Winton Hills the afternoon of February 3. The accident happened at Drumm 
Incorporated in the 5300 block of Este Avenue shortly before 3 p.m. Police say the 
victims inhaled fumes from the chemical they were using on a rail car. Two of the 
victims suffered serious injuries. The other two suffered minor injuries. The fire 
department says the chemical is not toxic and does not pose a threat to the community. 
Police have not released any other information at this time. The accident remains under 
investigation. 
Source: http://www.kypost.com/content/wcposhared/story/Chemical-Spill-In-Winton-
Hills-Sends-4-To-Hospital/6yZlAIgrz0CKhHBE25tudw.cspx 

For another story, see item 27  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. February 3, U.S. Nuclear Regulatory Commission – (Maryland) NRC holding public 
meeting to discuss proposed enhancements to its force-on-force inspections. The 
Nuclear Regulatory Commission (NRC) is holding a public meeting February 10 to 
discuss with the public, the nuclear power industry and other interested stakeholders 
proposed enhancements to the agency’s force-on-force inspection program. Force-on-
force inspections test a nuclear power plant’s ability to defend against adversaries and 
they are conducted at each plant every three years. A series of table-top drills and other 
assessments precede the three days of mock commando-style attacks against the 
facility. In the event the facility’s security force fails to protect key equipment, the 
NRC requires that deficiencies in the protective strategy be promptly reviewed and 
corrected. NRC staff is currently reviewing options for enhancing these inspections, 
including enhancing the way some of the objectives are assessed. At the meeting, the 
staff is seeking public input into these potential enhancements as well as taking 
questions and providing as much detail as possible without compromising plant 
security. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-024.html 

[Return to top]  

http://www.kypost.com/content/wcposhared/story/Chemical-Spill-In-Winton-Hills-Sends-4-To-Hospital/6yZlAIgrz0CKhHBE25tudw.cspx
http://www.kypost.com/content/wcposhared/story/Chemical-Spill-In-Winton-Hills-Sends-4-To-Hospital/6yZlAIgrz0CKhHBE25tudw.cspx
http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-024.html
http://www.phillyburbs.com/news/news_details/article/92/2010/february/03/thousands-without-power-in-northern-nj.html
http://www.phillyburbs.com/news/news_details/article/92/2010/february/03/thousands-without-power-in-northern-nj.html
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Critical Manufacturing Sector 

9. February 4, Associated Press – (International) Toyota Prius brake complaints climb 
to about 180. Complaints in the U.S. and Japan about brake problems in Toyota’s 
popular Prius hybrid have swelled to about 180, adding to the string of quality troubles 
for the world’s biggest automaker. The news Thursday of a significant number of new 
brake complaints comes as Toyota grapples with massive global recalls - linked to 
faulty gas pedals and floor mats that can jam accelerators - that are battering its image. 
The latest 77 complaints in Japan involve the new Prius model, which went on sale in 
Japan and the United States in May 2009, a Toyota spokeswoman said. The Prius was 
Japan’s top-selling car last year. Japan’s transport ministry said Wednesday it had 
received 14 complaints from Prius drivers, including one involving an accident in July 
2009 in which a Prius crashed head on into another car, slightly injuring two people. It 
was not clear whether there was any overlap between those 14 complaints and the 77 
announced Thursday. The U.S. National Highway Traffic Safety Administration says it 
has received about 100 complaints involving the brakes of the new Prius. Two involved 
crashes resulting in injuries. 
Source: http://www.cbsnews.com/stories/2010/02/03/ap/business/main6172062.shtml 

10. February 4, Wall Street Journal – (International) Concern over electronic 
interference grows. An expanded U.S. investigation into vehicle safety is renewing a 
debate over a troubling possibility: that electrical interference inside today’s 
computerized cars could cause dangerous, unwanted acceleration. In the wake of 
numerous reports of unwanted acceleration in cars made by Toyota Motor Corp., the 
National Highway Transportation Safety Administration on Wednesday said it has 
begun a “fresh look” at the possible impact of electromagnetic interference, or EMI, on 
modern throttle systems, though the agency said it has “no reason” to believe there is a 
safety defect in those systems. The focus on EMI highlights a concern among some 
electrical engineers and auto-safety experts that has grown as vehicles have come to 
depend increasingly on electronic, rather than mechanical, systems. A decade ago, gas 
pedals controlled the engine throttle through the movement of a mechanical cable. 
Now, accelerator pedals on many vehicles are connected to electronic throttle controls, 
which rely on sensors that transmit signals calling for, say, greater or less speed to the 
vehicle’s engine-control computer. Virtually all electronic hardware gives off EMI that 
can at times interfere with other devices. The worry is that the array of auto electronics 
could generate signals that tell an engine or another component to do something it 
should not. It has been difficult to prove that EMI can cause a crash, in part because 
such events usually leave no trace. A U.K.-based electrical engineer who has served as 
an expert witness in suits against car makers, said the industry’s method of testing car 
electronics is not sufficient. The expert who was interviewed this week by the NHTSA 
on the risks of EMI in cars, said car makers can not test in a reasonable amount of time 
all the variables that could contribute to an electronic disturbance. He believes car 
companies should submit safety-critical software and electronics to independent 
assessors for review. 
Source: 

http://www.cbsnews.com/stories/2010/02/03/ap/business/main6172062.shtml
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http://online.wsj.com/article/SB10001424052748703575004575043600073877736.htm
l 

[Return to top]  

Defense Industrial Base Sector 

11. February 3, Kansas City Star – (Missouri) Bond calls for new study on toxins at KC 
defense plant. U.S. Senator from Missouri on Wednesday called for a new federal 
investigation of health concerns at a sensitive Kansas City defense plant. In a letter to a 
federal investigator, the senator noted that he was responding to reports on KSHB-TV 
that more than 100 former co-workers at the federal complex on Bannister Road fear 
their illnesses may be linked to toxins at the facility. The senator asked the inspector 
general for the General Services Administration, which acts as the federal 
government’s landlord, to advise him on “the full extent of the problem and what steps 
GSA is taking to protect employees deemed at risk. For the safety of the workers, we 
need to know what is going on at Bannister now, what has gone on in the past, and who 
has known about it and how to move immediately to protect those potentially at risk,” 
he wrote. Toxic contamination has been studied for years at the plant, which began 
making non-nuclear components for nuclear weapons in 1949. In 2000, more than 
6,400 former workers were asked to undergo tests to determine whether they were 
exposed to toxic levels of beryllium dust. Chronic beryllium disease scars the lungs, 
eventually making it difficult for a victim to walk because of fatigue. It is progressive 
and can result in death. In 2005, a woman whose husband worked at the site sued the 
plant operator, saying she was exposed to the dust while doing her husband’s laundry. 
That suit settled in January 2008. The federal government has spent at least $65 million 
fighting pollution at the plant, but estimates of a complete cleanup run into the 
hundreds of millions of dollars. 
Source: http://www.kansascity.com/business/story/1726196.html 

[Return to top]  

Banking and Finance Sector 

12. February 4, The Register – (International) Carbon trade phish scam disrupts 
exchanges. Phishing fraudsters have extended their net beyond harvesting e-banking 
credentials via a scam that resulted in the theft of 250,000 carbon permits worth over 
three million Euros. The outbreak of fraud resulted in the suspension of trading in 
several EU registries on February 2. The crooks are thought to have created fake 
emission registries, promoted via spam emails, before using identity details submitted 
on these sites to trade rights to blow-off greenhouse gases on the legitimate sites. Six 
unnamed German firms were among the victims of the scam, a new form of corporate 
identity theft. Illegal transactions have also happened in the Czech Republic. German 
police have begun investigating the fraud. The EU Commission may also become 
involved, the BBC reports. Meanwhile the United Nations’ Framework on Climate 
Change (UNFCCC) is working with national registries to boost the security of 

http://www.kansascity.com/business/story/1726196.html
http://online.wsj.com/article/SB10001424052748703575004575043600073877736.html
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registries and to help develop policies to frustrate similar attacks in future. Short term 
measures reportedly include warning users and resetting passwords. “We have to be 
careful not to blow this out of proportion,” a EU environment spokeswoman told 
EUobserver. “This happens to banks, Visa, Mastercard about once or twice a month. 
And this is the same sort of thing.” Net security firm McAfee adds that a phishing 
attack targeting the Danish quota-market occurred in January 12, leading to its 
temporary suspension, prior to a much wider attack two weeks later around the turn of 
the month.  
Source: http://www.theregister.co.uk/2010/02/04/carbon_trade_phish_scam/ 

13. February 4, V3.co.uk – (International) Criminals exploiting flood of leaked personal 
data. Incidences of personal data being stolen and sold online have soared by 230 per 
cent since 2007, according to new figures from fraud database firm Lucid Intelligence. 
The company, which develops technology allowing users to check whether their data 
has been compromised and traded online, said in its annual report that, although the 
number of stolen credit cards being used online dropped slightly last year to 67,750, 
cyber criminals are shifting their attention to more sophisticated attacks. “Phished, 
stolen or negligently sold personal data has become the basis for creating false 
identities that can be used to set up bank accounts, credit cards and loans,” explained 
Lucid’s chief executive. “With such a potentially high value ‘end game’, criminals are 
becoming more patient and persistent. We see ‘card not necessary’ fraud as the major 
threat as we enter the next decade.” Lucid also uncovered over 4,100 web sites leaking 
personal information into the public domain which criminals then exploit, and 3,113 
new bank accounts being offered by internet criminals for money laundering.  
Source: http://www.v3.co.uk/v3/news/2257318/personal-making-way-online 

14. February 4, Associated Press – (New Hampshire) Manchester police probe 3 bank 
heists in 3 days. Manchester police are investigating the city’s third bank robbery in as 
many days. Police say a man demanded money on January 3 from a TD Bank branch 
on South Main Street. The robbery came one day after a holdup at a Citizen’s Bank 
branch on Elm Street. In that earlier robbery, police say a man handed the teller a note 
saying he was a sick person who did not want to hurt anyone. He did not display a 
weapon. A Bank of New England branch on Elm Street was robbed on February 1.  
Source: 
http://www.fosters.com/apps/pbcs.dll/article?AID=/20100204/NEWS0201/100209795 

15. February 4, Associated Press – (Indiana; National) Identities of 27,000 Ceridian 
users at risk. A hacker attack on a Bloomington payroll processing company has put 
27,000 people at financial risk. Ceridian, in a letter to affected customers, says the 
hacker attacked its Internet payroll system December 22 and December 23, potentially 
revealing Social Security numbers, birth dates and bank accounts of employees 
working at 1,900 companies nationwide. A Ceridian spokesman tells the Star Tribune 
the breach was reported to the FBI, but the affected customers were not notified until 
this week that their private information could be compromised. The spokesman says the 
company knows of no financial losses related to the hacker attack. It’s the second 
security breach at Ceridian in three years. In 2007, the theft of financial information 

http://www.v3.co.uk/v3/news/2257318/personal-making-way-online
http://www.fosters.com/apps/pbcs.dll/article?AID=/20100204/NEWS0201/100209795
http://www.theregister.co.uk/2010/02/04/carbon_trade_phish_scam/
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involved a former employee. 
Source: http://www.winonadailynews.com/news/local/state-and-
regional/article_1ae07f78-118e-11df-8aaf-001cc4c03286.html 

16. February 4, Washington Post – (National) Treasury offers loans to banks funding 
community development. The Treasury Department said February 3 that it will offer 
up to $1 billion in low-cost loans to banks that focus on funding development in lower-
income communities, part of the administration’s new emphasis on helping smaller 
banks. The special program, which offers more favorable terms than those available to 
most banks, will benefit a group of institutions long embraced by Democratic 
politicians for working in areas where mainstream banks make few loans. Among the 
potential beneficiaries is ShoreBank, a pioneering force in the redevelopment of 
Chicago’s Southside that now is struggling with rising loan losses. The program also 
could benefit OneUnited Bank of Massachusetts, which got federal aid in fall 2008 
with the help of a representative from Massachusetts but now could be allowed to pay a 
lower interest rate. Administration officials said it made sense to offer additional 
support in the areas hit hardest by the economic downturn. The government will offer 
loans to about 60 banks and 150 credit unions that are certified as community 
development financial institutions. The loans will carry an interest rate of 2 percent, 
less than the 5 percent paid by other banks. Treasury also will lower eligibility 
standards, allowing less healthy banks to qualify if they can raise matching funds from 
private investors. The money will come from the $700 billion allocated by Congress to 
rescue the financial industry. Unlike other recent administration proposals, it does not 
require congressional approval.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/03/AR2010020303882.html 

17. February 4, Dow Jones Newswires – (National) US Treasury proposes better 
cooperation vs money laundering. The financial crimes enforcement division of the 
U.S. Treasury department plans to enhance information sharing with international and 
local law enforcement agencies on transactions potentially involved in money 
laundering, a Treasury official told Senators on February 4. In prepared remarks to a 
Senate committee hearing on how top African politicians had evaded anti-money 
laundering laws to bring hundreds of millions of dollars into the country, the director of 
the Treasury’s Financial Crimes Enforcement Network, said the agency is pursuing a 
number of steps to beef up enforcement. Describing large-scale corruption by foreign 
officials as a threat to the U.S. and the foreign countries involved, he said FinCEN is 
proposing giving certain foreign law enforcement agencies, as well as state and local 
agencies in the U.S., the ability to obtain information on bank accounts in anti-money 
laundering investigations. The agency is also working with Congress on legislation to 
prevent the use of shell corporation in money laundering, he said, while citing the need 
to balance transparency with the need to maintain efficiency and access to financial 
services.  
Source: http://online.wsj.com/article/BT-CO-20100204-
711575.html?mod=WSJ_latestheadlines 

http://www.washingtonpost.com/wp-dyn/content/article/2010/02/03/AR2010020303882.html
http://www.washingtonpost.com/wp-dyn/content/article/2010/02/03/AR2010020303882.html
http://online.wsj.com/article/BT-CO-20100204-711575.html?mod=WSJ_latestheadlines
http://online.wsj.com/article/BT-CO-20100204-711575.html?mod=WSJ_latestheadlines
http://www.winonadailynews.com/news/local/state-and-regional/article_1ae07f78-118e-11df-8aaf-001cc4c03286.html
http://www.winonadailynews.com/news/local/state-and-regional/article_1ae07f78-118e-11df-8aaf-001cc4c03286.html
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18. February 4, Marketwatch – (National) B. of A. to pay $150 mln to settle SEC 
charges. The Securities and Exchange Commission on February 4 filed a motion 
seeking court approval for a proposed settlement with Bank of America over a bonus 
scandal at Merrill Lynch. Bank of America will pay $150 million and strengthen its 
corporate governance and disclosure practices to settle SEC charges that the bank failed 
to properly disclose employee bonuses and financial losses at Merrill Lynch before 
shareholders approved the merger of the companies in December 2008, the regulator 
said.  
Source: http://www.marketwatch.com/story/b-of-a-to-pay-150-mln-to-settle-sec-
charges-2010-02-04 

19. February 3, Purdue Exponent – (Indiana) Skimming devices found on two local 
ATMs. Customers at two banks in the Lafayette area were hit last week by ATM 
skimming devices that steal account information. The Fifth Third Bank branch on State 
Road 26 detected the device and removed it on February 1, said a spokesman from the 
bank’s communication department. Customers affected by the scam were notified and 
any purchases made with the stolen information were refunded. Police were also 
notified. The spokesman said the bank was unaware of any more devices on its other 
ATMs in the area. An Old National Bank ATM was also affected.  
Source: 
http://www.purdueexponent.org/index.php/module/Section/section_id/18?module=artic
le&story_id=19712 

20. February 3, Reuters – (National) US Treasury to recover $170 bln after PNC 
repayment. The U.S. Treasury Department said on Wednesday it will have recovered 
$170 billion in financial rescue funds once PNC Financial Services Group Inc has 
repaid money loaned to it from the government’s bailout program. “Once Treasury 
receives PNC’s repayment, it will have recovered nearly 70 percent of taxpayer 
investments in the banking system,” the department said. PNC said on February 2 it 
would repay $7.6 billion in Troubled Asset Relief Program money to the government. 
This repayment means that of the $376 billion in total TARP funds that have been 
disbursed since 2008, only $203 billion will be outstanding, the department said. 
Source: http://www.reuters.com/article/idUSN0318403920100203?type=marketsNews 

21. February 3, Galesburg Register-Mail – (Illinois) F and M Bank warns of scam. A 
local bank is warning residents of a scam targeting cell phone customers. According to 
the director of marketing and public relations at Farmers & Mechanics Bank, a 
fraudulent text message has been sent to numerous cell phone customers which reads 
“Farmers & Mechanics Alert. Call 210-688-1431.” Those who called the number were 
asked for their debit card PIN and the three digits on the back of their card. The director 
said this is a scam and clients should not give any information over the phone. “F&M 
Bank will never request personal, private information via texting or e-mail,” she said. 
“Please notify F&M Bank immediately if you have called this number or given out any 
of your information.” 
Source: http://www.galesburg.com/news/x1103045355/F-M-Bank-warns-of-scam 

http://www.marketwatch.com/story/b-of-a-to-pay-150-mln-to-settle-sec-charges-2010-02-04
http://www.marketwatch.com/story/b-of-a-to-pay-150-mln-to-settle-sec-charges-2010-02-04
http://www.purdueexponent.org/index.php/module/Section/section_id/18?module=article&story_id=19712
http://www.purdueexponent.org/index.php/module/Section/section_id/18?module=article&story_id=19712
http://www.reuters.com/article/idUSN0318403920100203?type=marketsNews
http://www.galesburg.com/news/x1103045355/F-M-Bank-warns-of-scam
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For another story, see item 36  
 
[Return to top]  

Transportation Sector 

22. February 4, WYFF 4 Greenville – (South Carolina) Rockslide, accident injure 1, close 
highway. At least one person was injured in a vehicle accident that involved a landslide 
in Oconee County on Thursday. The landslide and wreck was reported just before 7 
a.m. on Old Clemson Highway near Highway 123. The highway is closed. A severely 
damaged vehicle could be seen, as well as a large boulder and other rocks nearby. It 
was unclear if the rockslide caused the accident or if the accident caused the rockslide. 
At least one person was taken away from the location in an ambulance. The identity 
and condition of the person was unknown. 
Source: http://www.wyff4.com/news/22461410/detail.html 

23. February 4, Akron Beacon Journal – (Ohio) FAA plan would alter radar duties. A 
proposal to move a portion of the air traffic control duties from Akron-Canton Airport 
to Cleveland has controllers and pilots concerned. The union representing the air traffic 
controllers held a news conference Tuesday night to discuss what they said were the 
ramifications of the proposal to close the radar control operation at Akron-Canton 
Airport and move it to Cleveland. The Federal Aviation Administration has proposed 
consolidating the duties of what is called Terminal Radar Approach Control 
(TRACON) facilities from several Ohio airports — Akron-Canton, Toledo, Mansfield 
and Youngstown — into one new location, at Cleveland Hopkins International Airport. 
The proposal being considered by the FAA would create the new TRACON by 2014 or 
2015. A National Air Traffic Controllers Association spokeswoman said the union is 
not against consolidating TRACONs and understands others have worked and created 
efficiencies. She said the union is concerned that the FAA has kept the plan for the 
Ohio consolidation a secret and has not asked for input from pilots and controllers. 
Source: http://www.ohio.com/news/83522627.html 

24. February 3, San Diego Union-Tribune – (California) Jet makes emergency landing at 
Lindbergh Field. An American Airlines MD-80 returned to Lindbergh Field for an 
emergency landing Wednesday shortly after takeoff due to an engine malfunction, an 
airline spokesman said. Flight 1754 from San Diego to Dallas-Fort Worth left 
Lindbergh Field at 9:56 a.m., and was back on the ground in San Diego about 15 to 20 
minutes later, said an American Airlines spokesman. The pilots reported a problem 
with the right engine shortly after takeoff. The engine was not making full power, 
possibly related to an air-fuel mixture issue. The problem was termed a “compressor 
stall,” not unlike a backfire on a vehicle, he said. There was no smoke and there were 
no flames. The plane, with 106 passengers, landed safely and passengers were rerouted 
on other flights. The plane can fly with one engine and “no one was in danger at any 
time,” the spokesman said. 
Source: http://www.signonsandiego.com/news/2010/feb/03/jet-makes-emergency-
landing-at-lindbergh-field/?imw=Y 

http://www.wyff4.com/news/22461410/detail.html
http://www.ohio.com/news/83522627.html
http://www.signonsandiego.com/news/2010/feb/03/jet-makes-emergency-landing-at-lindbergh-field/?imw=Y
http://www.signonsandiego.com/news/2010/feb/03/jet-makes-emergency-landing-at-lindbergh-field/?imw=Y
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For more stories, see items 3 and 48  
 
[Return to top]  

Postal and Shipping Sector 

25. February 3, Reuters – (New York) Seven exposed to white powder NY federal 
building. Seven people were exposed to a suspicious white powder in a U.S federal 
building in downtown Manhattan on Wednesday, authorities said. The offices of the 
Social Security Administration (SSA) on the 40th floor of the building — which houses 
several agencies including the Federal Bureau of Intelligence and U.S. Citizenship and 
Immigration Services — were evacuated. “There was a mailing that was opened at 2:15 
p.m. in the offices of the SSA,” said an FBI spokesman. “It contained a white powder 
that was contained and isolated and will be analyzed.” He said the results of the 
analysis would not be immediately known. The New York Fire Department spokesman 
said seven people were exposed to the white powder. 
Source: http://www.reuters.com/article/idUSN0316329420100203 

[Return to top]  

Agriculture and Food Sector 

26. February 4, Associated Press – (North Carolina) US safety board reviews NC Slim 
Jim plant blast. Federal officials are in North Carolina to vote on a series of urgent 
safety recommendations following a deadly explosion at a Slim Jim snack factory. The 
U.S. Chemical Safety Board will vote on the proposal Thursday evening. It 
recommends that national and international safety codes be changed to more strongly 
control gas-line purging. The Associated Press reported last year that the board initially 
voted down a similar proposal. Board members will hold a public hearing Thursday 
evening in Raleigh to discuss their preliminary findings from the investigation. The 
June 2009 explosion at the ConAgra Foods Inc. plant in Garner killed four people and 
injured dozens of others after contractors vented natural gas inside the building. 
Source: http://www.wlos.com/template/inews_wire/wires.regional.nc/2bd94292-
www.wlos.com.shtml 

27. February 3, WAGA 5 Atlanta – (Georgia) Ammonia tank vents at ice 
company. Firefighters in College Park were at the Arctic Ice Company on West 
Fayetteville Road, where an ammonia tank vented the evening of February 3. 
According to a College Park Fire Department spokesperson, venting is a normal 
process when the pressure in the tank is too high. Hazmat teams from College Park and 
Hartsfield-Jackson International Airport fire departments are on scene to determine the 
reason for the high pressure. There has been no one evacuated, except at adjacent gas 
station. 
Source: http://www.myfoxatlanta.com/dpp/news/ammonia-tank-vents-at-ice-company-
020310 

http://www.reuters.com/article/idUSN0316329420100203
http://www.wlos.com/template/inews_wire/wires.regional.nc/2bd94292-www.wlos.com.shtml
http://www.wlos.com/template/inews_wire/wires.regional.nc/2bd94292-www.wlos.com.shtml
http://www.myfoxatlanta.com/dpp/news/ammonia-tank-vents-at-ice-company-020310
http://www.myfoxatlanta.com/dpp/news/ammonia-tank-vents-at-ice-company-020310
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28. February 2, U.S. Food Safety and Inspection Service – (Missouri; Illinois) Missouri 
firm recalls fresh boneless beef products due to possible E. coli O157:H7 
contamination. West Missouri Beef, LLC, a Rockville, Missouri establishment, is 
recalling approximately 14,000 pounds of fresh boneless beef products that may be 
contaminated with E. coli O157:H7, the U.S. Department of Agriculture’s Food Safety 
and Inspection Service (FSIS) announced today. Each container is marked with the 
establishment number “EST. 5821” inside the USDA mark of inspection. The fresh 
boneless beef products were distributed to wholesalers in the Chicago, Illinois area. 
The problem was discovered by FSIS during a verification review performed at the 
establishment.  
Source: 
http://www.fsis.usda.gov/News_&_Events/Recall_008_2010_Release/index.asp 

For another story, see item 64  
 
[Return to top]  

Water Sector 

29. February 3, Associated Press – (New Jersey) Jersey City’s Newport section suffers 
another water-main break. A water main broke in Jersey City, New Jersey, flooding 
streets and affecting thousands of residents in nearby apartment buildings. The break 
was reported early today in the city’s Newport section in an area full of high-rise 
buildings. The Jersey City communications director said thousands of people live in the 
downtown area and those on or above the fifth floors of their buildings will experience 
no or low water pressure. He said this water main break is similar to the rupture of a 
35-inch-wide pipe a week ago and is in the same location. No one has been injured. 
The cause of the break has not been determined. The rupture of a pipe early last month 
in another part of the city temporarily closed a state highway and affected the water 
supply to neighboring Bayonne. 
Source: 
http://www.nj.com/news/index.ssf/2010/02/jersey_citys_newport_section_s.html 

30. February 3, Charlotte Observer – (North Carolina) State: Duke must test water near 
ash ponds. Duke Energy must test groundwater around ash ponds at its coal-fired 
power plants, North Carolina officials say, as scrutiny of the waste grows. Duke has 
already found contaminated groundwater near its ash ponds. Now the state wants to 
know how far the contamination extends. The North Carolina Division of Water 
Quality, for the first time, will make Duke test groundwater as part of water permits 
coming up for renewal at its three Charlotte-area coal plants. The permits now address 
only discharges of water from the ash ponds into local lakes. But a Catawba 
Riverkeeper said the state has not previously focused enough scrutiny on the ash ponds 
to know whether they are safe. Duke voluntarily drilled groundwater sampling wells 
near its ponds. The state allows some leeway around the ponds — the contaminated 
groundwater found in some of those wells aren’t considered violations of safe-water 
standards. All the ponds at Duke’s plants showed contamination, Appalachian Voices, 

http://www.fsis.usda.gov/News_&_Events/Recall_008_2010_Release/index.asp
http://www.nj.com/news/index.ssf/2010/02/jersey_citys_newport_section_s.html
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a Boone-based environmental group, reported in October. So did the ponds of Progress 
Energy of Raleigh. The state now wants Duke to install wells farther from the ponds, to 
learn whether contamination has spread. Duke says the state has proposed wells on 
what’s called the compliance boundary, 250 to 500 feet from the wells. A Duke 
spokesman said the utility agrees with the state proposal. 
Source: http://www.charlotteobserver.com/local/story/1221415.html 

31. February 3, Louisville Courier-Journal – (Kentucky) Small fire at MSD pumping 
station. A small fire broke out at a Metropolitan Sewer District pumping station in the 
Okolona, Kentucky, area Wednesday night, a MetroSafe Communications supervisor 
said. The fire in the 4900 block of Lea Ann Way began in a vent duct of the station 
shortly before 7 p.m., the supervisor said. No one was injured and there was no 
interruption of service, said the MSD executive director. The facility is a sanitary pump 
station that serves an area from west of Okolona to Bardstown Road, he said. A cause 
for the fire was not known last night, he said. The Okolona Fire Protection District and 
Worthington Fire and Rescue responded to the fire, the MetroSafe supervisor said. 
Source: http://www.courier-
journal.com/article/20100203/NEWS01/2030419/1008/Small+fire+at+MSD+pumping
+station 

32. August 3, Science Daily – (California) Storm runoff and sewage treatment outflow 
contaminated with household pesticides. Pyrethroids, among the most widely-used 
home pesticides, are winding up in California rivers at levels toxic to some stream-
dwellers, possibly endangering the food supply of fish and other aquatic animals, 
according to a new study by researchers at the University of California, Berkeley, and 
Southern Illinois University (SIU). Pyrethroid insecticides, commonly used in 
California to kill ants and other insect pests around the home, have been found in street 
runoff and in the outflow from sewage treatment plants in the Sacramento area. The 
insecticide ended up in two urban creeks, the San Joaquin River and a 20-mile stretch 
of the American River, traditionally considered to be one of the cleanest rivers in the 
region. Although the pyrethroid levels were low — around 10-20 parts per trillion — 
they were high enough to kill a test organism similar to a small shrimp that is used to 
assess water safety. “These indicator organisms are ‘lab rat’ species that are very 
sensitive, but if you find something that is toxic to them, it should be a red flag that 
there could be potential toxicity to resident organisms in the stream,” said the study 
leader. Fish would not be affected by such low levels, he said, but aquatic larvae that 
the fish eat, such as the larvae of mayflies, stoneflies and caddisflies, could be, and 
should be studied. 
Source: http://www.sciencedaily.com/releases/2010/02/100202151051.htm 

[Return to top]  

Public Health and Healthcare Sector 

33. February 3, Global Security Newswire – (National) CDC disaster funding set at 
$1.5B. The U.S. Centers for Disease Control and Prevention’s efforts to prepare for and 

http://www.courier-journal.com/article/20100203/NEWS01/2030419/1008/Small+fire+at+MSD+pumping+station
http://www.courier-journal.com/article/20100203/NEWS01/2030419/1008/Small+fire+at+MSD+pumping+station
http://www.courier-journal.com/article/20100203/NEWS01/2030419/1008/Small+fire+at+MSD+pumping+station
http://www.sciencedaily.com/releases/2010/02/100202151051.htm
http://www.charlotteobserver.com/local/story/1221415.html
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respond to man-made and naturally occurring calamities would receive $1.53 billion 
under the fiscal 2011 budget of its parent agency, the Health and Human Services 
Department. The request is $16 million less than the agency received in this fiscal year 
for terrorism response and emergency preparedness. Of the amount, $592 million 
would be set aside for the nation’s Strategic National Stockpile of medicines and other 
countermeasures for treating victims of a WMD event or other large-scale disaster. 
That is $4 million less than allocated for fiscal 2010. Another $758 million would be 
directed toward preparedness and response capabilities at the state and local levels, 
while CDC while efforts in the same area would receive $183 million. The Health and 
Human Services Department has requested a total of $911 billion for fiscal 2011, which 
begins October 1. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100202_1009.php 

34. February 3, Patriot-News – (Pennsylvania) Hershey Medical Center employees 
evacuated from offices after odor complaints. About 150 administrative employees 
with the Penn State Milton S. Hershey Medical Center were evacuated from offices 
they occupy in Derry Township after several complained of an unpleasant odor and 
said they did not feel well Wednesday morning, according to a hospital spokesman, 
who said the Hershey Volunteer Fire Department and the Dauphin County Haz-Mat 
team responded to the site, but were unable to detect any toxic fumes. About half a 
dozen employees who said they were not feeling well reported to the emergency room 
for observation. As of mid-afternoon, the medical center had not yet decided whether 
employees would be returning to work tomorrow at the Grenada Street offices.  
Source: 
http://www.pennlive.com/midstate/index.ssf/2010/02/hershey_medical_center_employ
e.html 

35. February 2, New York Times – (International) Progress is slow on moving surplus 
swine flu vaccine to countries that need it. There is now so much unused swine flu 
vaccine in the world that rich nations, including the United States, are trying to get rid 
of their surpluses. But the world’s poorest countries — a few still facing the brunt of 
the pandemic — are receiving very little of it. Of the 95 countries that told the World 
Health Organization (W.H.O) last year that they had no means of getting flu vaccine, 
only two, Azerbaijan and Mongolia, have received any so far. Afghanistan is expected 
to be next. Early last month, W.H.O. officials said they hoped to have shipped vaccine 
to 14 countries by now, and even then it would have been only enough to protect 2 
percent of the countries’ populations. While the flu has waned in North America, it is 
still affecting North Africa, Central Asia and parts of Eastern Europe. This imbalance 
between rich and poor countries, and the inefficiency of global vaccine transfers, 
frustrate many experts. 
Source: http://www.nytimes.com/2010/02/02/health/02flu.html 

[Return to top]  

Government Facilities Sector 
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36. February 4, Associated Press – (New York) NY town says hacker stole $378G from 
bank account. Officials in a Hudson Valley town say a computer hacker broke into the 
town’s bank account and stole $378,000 in municipality funds. The Town of 
Poughkeepsie supervisor said Wednesday that the money was transferred to banks in 
Ukraine after someone broke into the town’s account last month. The town supervisor 
said four illegal transfers from the town’s TD Bank account were made over two 
business days. Officials say $95,000 of the stolen money was recovered from a Ukraine 
bank. Town police and federal agents are investigating the thefts. The police chief says 
there’s no evidence that any town employees or officials were involved in the theft. 
Source: http://www.wcax.com/Global/story.asp?S=11931651 

37. February 4, Associated Press – (International) Black Hawk crash kills 3 in 
Germany. The U.S. Army says a helicopter that crashed in western Germany, killing 
three Soldiers, was on a training mission. It is still investigating the incident. The UH-
60 Black Hawk crashed Wednesday night around 6:45 p.m. (1745GMT), killing its 
three-member crew. The helicopter was en route to Coleman Army Airfield in 
Mannheim when it went down in a thick patch of woods near the A67 highway. No one 
on the ground was injured. The U.S. Army said in a statement Thursday that the names 
of the soldiers killed were being withheld until their relatives could be notified. The 
Black Hawk is used for air assault and other military operations. It is normally designed 
to carry 11 combat-loaded troops. 
Source: http://www.military.com/news/article/three-die-in-black-hawk-crash-in-
germany.html?col=1186032310810&ESRC=topstories.RSS 

38. February 4, Associated Press – (International) Scientist guilty in attack on 
Americans. A U.S.-trained Pakistani scientist was convicted Wednesday of charges 
that she tried to kill Americans while detained in Afghanistan in 2008. A jury 
deliberated three days in federal court in Manhattan before finding the defendant guilty 
in the third week of her attempted murder trial. The defendant, 37, was convicted of 
two counts of attempted murder, though the jury found the crime was not premeditated. 
She was also convicted of armed assault, using and carrying a firearm, and assault of 
U.S. officers and employees. 
Source: http://www.military.com/news/article/scientist-guilty-in-attack-on-
americans.html?col=1186032310810&ESRC=topstories.RSS 

39. February 3, Illinois Valley News – (Oregon) Courthouse security issues 
linger. Concerns about the security of Josephine County’s public buildings were 
discussed during the board of commissioners’ Thursday, January 28 meeting with legal 
staff. The legal counsel reported that a “troubled” man who recently was released from 
a state facility has been spending much time at the courthouse in Grants Pass. The legal 
counsel said that once members of the public enter his office’s door, they have 
immediate and direct access to his staff. “It’s an issue,” the legal counsel said. Persons 
entering the commissioners’ office must pass through a security barrier before entering 
the board’s conference room and the offices of individual commissioners. That main 
office is located across the hallway from the legal staff. The legal counsel asked the 
commissioners to look into the possible installation of panic buttons in case of an 

http://www.wcax.com/Global/story.asp?S=11931651
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emergency. He said that installation of a key pad for his office’s door would enable 
staff to have better control over who can enter and leave the room. 
Source: http://www.illinois-valley-news.com/archive/2010/02/03/courthouse_security/ 

40. February 3, Air Force Times – (Oklahoma) Power still out at Altus after ice 
storm. Altus Air Force Base, Oklahoma, is still in “full recovery mode” after the base 
was nailed by a severe ice storm on January 28, said the base commander. The main 
power to the base is still out and the base is still operating with only “emergency 
essential” personnel, the base commander said. “We’ve been calling it Ice Station 
Zebra,” the base commander said. “We were looking around and it was something 
surreal, like you were down at the South Pole.” Altus airmen acted quickly to get 
essential facilities such as the command post and the emergency operations center up 
and running, powered by generators. The base also powered up the fitness center in its 
medical group building to be used as a shelter — the power was also out in base 
housing units — and the dining facility. Power was restored to base housing 
Wednesday, but the base commander did not expect the main power at the base to 
come back until the weekend at the earliest. Altus would not be fully up and running 
for another few days after power is restored, he predicted. Altus’ primary mission, 
training C-17 and KC-135 aircrews, has ground to a halt. “All student training is at a 
full stop,” the base commander said. “It’s going to take some time to clear the backlog 
this weather has created.” 
Source: http://militarytimes.com/news/2010/02/airforce_altus_storm_020310w/ 

41. February 3, Victoria Advocate – (Texas) Unattended brief case sparks evacuation of 
Social Security Administration office. The Social Security Administration office in 
Victoria, Texas, evacuated its workers Wednesday afternoon after a suspicious package 
was left unattended in the office lobby. By 8 p.m., officers with the ATF and FBI from 
Corpus Christi had determined there was no danger. It was just a briefcase. “I got a call 
from the people on scene and the Corpus Christi Bomb Squad disrupted the package. 
No explosives were detected,” said an ATF public information officer. Inside were 
documents. Someone possibly left the briefcase there and did not go back to retrieve it, 
the ATF official said. Officers from the Victoria Police Department blocked the Zac 
Lentz Parkway from Navarro to Mallette Street and removed people from the building 
earlier in the day, said a police spokesman. “No one is in any danger here,” he said 
about blocking off the road. “Getting the building vacant was the main priority.” 
Homeland Security called about the suspicious bag at about 2 p.m., the police 
spokesman said. 
Source: 
http://www.victoriaadvocate.com/news/2010/feb/03/jo_suspicious_package_020410_8
3969/?news&local-news 

42. February 3, Wayne Independent – (Pennsylvania) Bomb squad called out. Alarmed 
over a taped-up box sitting on the sidewalk in the middle of the night, Honesdale 
Borough Police called in assistance from a regional bomb squad unit. The box turned 
out to contain nothing hazardous, said the Pike County sheriff, who has charge of the 
Pike County sheriff’s office bomb squad. He added that the precautionary response was 

http://militarytimes.com/news/2010/02/airforce_altus_storm_020310w/
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the appropriate thing to do. Assistance was also provided by the Scranton Police 
Department Hazardous Devices Unit. At 12:45 midnight, Wednesday morning, 
Honesdale Police were notified by a citizen about a suspicious package located on the 
sidewalk by 112-10th Street next to the tax collector’s office. The Pike County sheriff 
described the box as brown paper, sealed with tape. There were no outside markings. It 
was near a gas line. The Honesdale police chief said that the added response was 
requested due to the proximity of the package and the suspicious nature of its 
placement. 
Source: http://www.wayneindependent.com/news/x1103045876/Bomb-squad-called-
out 

43. February 2, Golden Gate X-Press - San Francisco State University – (California) 
Security lowers after occupation. There are no longer security guards watching over 
the Business building at San Francisco State University since the takeover last 
semester. Security has returned to normal and plans to stay that way. Student protesters 
occupied the building on December 9, 2009 in protest of budget cuts to higher 
education. The San Francisco Police Department and University police took it back by 
early morning of December 10, 2009. That morning security went into high alert as 
students returned to classes. “There were cops in every other room asking everyone 
questions, it was hectic,” a 25 year-old business major said. Now that a new semester 
has started security has returned to normal. “I haven’t seen a cop since the day after the 
takeover,” the student said. The Dean’s office for the College of Business feels there is 
no need for extra security now. They feel the security did what they could during the 
takeover and would do their best if a similar event were to take place again. “Protests 
occur with some regularity on campus, and both University police and staff in Student 
Affairs regularly observe to ensure safety is maintained and laws are upheld,” a 
university spokesperson said. When and if illegal actions occur on campus, University 
police will respond in a manner that is safe for the University property and the 
University community. Students who attend classes in the Business building seem to 
agree with the decision about not adding any additional security in or around the 
building. 
Source: http://xpress.sfsu.edu/archives/news/014333.html 

44. February 2, Christian Science Monitor – (International) USS Vinson, MEU may leave 
Haiti soon. The aircraft carrier USS Carl Vinson will soon leave Haiti, the Pentagon 
said Monday, marking a turning point in the U.S. military’s initial response to the 
earthquake last month. Also this week, the military head of Haiti relief efforts will 
decide if the 24th Marine Expeditionary Unit (MEU), which has been aiding in relief 
efforts, can continue on for its planned deployment to South Asia and the Middle East. 
The U.S. military, which already has its hands full in Iraq and Afghanistan, had 
responded substantively to the need in Haiti. But many in the Pentagon have been 
quietly asking about when operations could be handed over to the U.N. and other 
international relief groups. Many of the problems confronting Haiti existed before the 
earthquake, and some U.S. government officials are not keen to commit to a long-term 
nation rebuilding effort for fear of creating a new “dependency” on the U.S. military at 
a time when it is already stretched thin. 
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Source: http://www.military.com/news/article/uss-vinson-meu-may-leave-haiti-
soon.html?ESRC=topstories.RSS 

For another story, see item 25  
 
[Return to top]  

Emergency Services Sector 

45. February 4, Washington Daily News – (North Carolina) New tool helps fight 
crime. Law-enforcement officers in Beaufort County, North Carolina, have a new tool 
to help them fight crime — an Internet-based system used to issue and track warrants 
for all wanted people in the state. The system, North Carolina Automated Warrant 
Repository (NCAWARE), was first used in the county last week, the Beaufort County 
Sheriff’s Office said. NCAWARE, along with new laptop computers that will be used 
in every patrol car used by the sheriff’s office, will streamline communications within 
the department and with other law-enforcement agencies and court officers not only in 
Beaufort County but statewide. NCAWARE maintains detailed information about 
criminal processes such as warrants, magistrate orders, citations that lead to an arrest, 
criminal summons, orders for arrest, release orders and appearance bonds. It also tracks 
information and details for all people and businesses involved in such processes. 
Source: 
http://www.wdnweb.com/articles/2010/02/04/news/doc4b6a185c70d85315235111.txt 

46. February 3, Houma Today – (Louisiana) Feds launch investigation of juvenile 
center. The U.S. Justice Department has launched an investigation into Terrebonne 
Parish, Louisiana’s, juvenile-detention center, where last year six guards were arrested 
on sex charges involving teenage inmates. The Parish’s president announced the 
investigation Tuesday. Its scope will go beyond allegations against guards to evaluate 
the center’s operating procedures, inmate living conditions and employee training, the 
parish public safety director said. 
Source: 
http://www.houmatoday.com/article/20100203/ARTICLES/100209745/1211/NEWS01
?Title=Feds-launch-investigation-of-juvenile-center 

47. February 3, CNET News – (National) Police want backdoor to Web users’ private 
data. Anyone with an e-mail account likely knows that police can peek inside it if they 
have a paper search warrant. But cybercrime investigators are frustrated by the speed of 
traditional methods of faxing, mailing, or e-mailing companies these documents. They 
are pushing for the creation of a national Web interface linking police computers with 
those of Internet and e-mail providers so requests can be sent and received 
electronically. CNET has reviewed a survey scheduled to be released at a federal task 
force meeting on Thursday, which says that law enforcement agencies are virtually 
unanimous in calling for such an interface to be created. Eighty-nine percent of police 
surveyed, it says, want to be able to “exchange legal process requests and responses to 
legal process” through an encrypted, police-only “nationwide computer network.” The 
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survey, according to two people with knowledge of the situation, is part of a broader 
push from law enforcement agencies to alter the ground rules of online investigations. 
Other components include renewed calls for laws requiring Internet companies to store 
data about their users for up to five years and increased pressure on companies to 
respond to police inquiries in hours instead of days. 
Source: http://news.cnet.com/8301-13578_3-10446503-38.html 

48. February 3, Associated Press – (Connecticut) Port security grant would provide 36-
foot fire boat. Since the early 1990s, the New Haven Fire Department has had an 
informal protocol if it needed a fire boat for a major incident in the city’s industrial 
port: Call New York City. In January, in the latest effort to secure one for New Haven, 
the city applied for a $1.32 million federal port security grant to purchase a 36-foot 
vessel that can put up to 4,000 gallons of sea water per minute on any fire — and also 
respond to and detect potential threats. The boat not only would have firefighting 
capabilities, but also would contain CBRNE equipment to detect agents, heated berths 
to treat patients and a platform for police divers. The fire chief has been advocating for 
a new fire boat for the better part of a decade. 
Source: http://www.nhregister.com/articles/2010/02/03/news/a3-neboat.txt 

49. February 3, Arizona Republic – (Arizona) Firehouse community room in Ahwatukee 
may be closed. A Phoenix Fire Department spokesman said the department is 
considering closing down the community room in the Ahwatukee firehouse or 
shortening its hours of public use to 4 to 9 p.m. primarily for budgetary reasons. But he 
said other reasons also are affecting the city’s decision-making. One involves a threat 
assessment by the U.S. Department of Homeland Security, which disapproved of a 
public room so close to firefighters’ living quarters. “Our first responders can be targets 
in the community,” he said. He also cited a need to use the Ahwatukee room for 
training purposes. 
Source: 
http://www.azcentral.com/community/ahwatukee/articles/2010/02/03/20100203ar-
firehouse0205.html 

50. February 3, DarkReading – (International) IBM ISS researcher exposes holes in 
Cisco’s internet surveillance architecture. An IBM ISS researcher on February 3 
revealed major security holes in a little-known wiretapping architecture for IP networks 
created by Cisco Systems for law enforcement. The weaknesses could result in an 
attacker interfering with legal surveillance or performing some unauthorized 
surveillance of his own. The manager of X-Force Research at IBM ISS says he first 
discovered the Cisco Architecture for Lawful Intercept in IP Networks, which was 
published as an IETF RFC in 2004, four years ago. The document, also known as IETF 
RFC 3924, is based on the lawful intercept architecture used by the European 
Telecommunications Standards Institute, and is implemented in Cisco’s edge and 
switch routers — the 7600, 10000, 12000, and AS5000 series products. The manager 
says other vendors also have deployed the architecture within their network devices. He 
says an alleged criminal could discover that he was under law enforcement’s 
surveillance using the current architecture, allowing him to manipulate or corrupt the 
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information collected or to use the surveillance information for nefarious purposes. 
Cisco had previously patched a SNMPv3 vulnerability in its router models used in the 
wiretapping architecture, but the manager says the architecture itself needs some repair, 
pointing out multiple weaknesses that could be exploited by attackers — which he says 
he handed over to Cisco in December 2008. 
Source: 
http://www.darkreading.com/insiderthreat/security/perimeter/showArticle.jhtml?articleI
D=222600993 

[Return to top]  

Information Technology Sector 

51. February 4, TechWorld – (International) Fake Firefox update spreads unwanted 
app. The successor program to the notorious Zango spyware Toolbar is being used to 
target users of Mozilla’s Firefox with fake browser updates, a security company has 
alleged. According to a warning put out by eSoft, the reprised Hotbar app, run as of 
May last year by a new entity called Pinball Corp, is being fed to users via a fake but 
convincing Firefox update page. The update page - which users would come to through 
a search engine for the latest updates - looks identical to the genuine page in everything 
bar the version it is claiming to offer (3.5 where the most recent is 3.6) and some 
misspelling. Windows users fooled into downloading and installing from the fake page 
will actually be getting a toolbar app that also hits the user with pop-up ads and a 
weather application in the system tray. According to eSoft, the software is actually 
being fed without the direct knowledge of its creators, Pinball, which will likely be 
paying a third party affiliate for every install. As with the distribution of the original 
Zango Toolbar, how that install gets on to a user’s PC is not their business.  
Source: http://www.networkworld.com/news/2010/020410-fake-firefox-update-
spreads-unwanted.html?hpg1=bn 

52. February 4, Washington Post – (National) Google to enlist NSA to help it ward off 
cyberattacks. The world’s largest Internet search company and the world’s most 
powerful electronic surveillance organization are teaming up in the name of 
cybersecurity. Under an agreement that is still being finalized, the National Security 
Agency would help Google analyze a major corporate espionage attack that the firm 
said originated in China and targeted its computer networks, according to cybersecurity 
experts familiar with the matter. The objective is to better defend Google — and its 
users — from future attack. Google and the NSA declined to comment on the 
partnership. But sources with knowledge of the arrangement, speaking on the condition 
of anonymity, said the alliance is being designed to allow the two organizations to 
share critical information without violating Google’s policies or laws that protect the 
privacy of Americans’ online communications. The sources said the deal does not mean 
the NSA will be viewing users’ searches or e-mail accounts or that Google will be 
sharing proprietary data.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/03/AR2010020304057.html?hpid=topnews 
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53. February 3, IDG News Service – (International) IE flaw gives hackers access to user 
files, Microsoft says. Microsoft warned on January 3 that a flaw in its Internet 
Explorer browser gives attackers access to files stored on a PC under certain 
conditions. “Our investigation so far has shown that if a user is using a version of 
Internet Explorer that is not running in Protected Mode an attacker may be able to 
access files with an already known filename and location,” Microsoft said in a security 
advisory. The vulnerability requires that an attacker knows the name of the file they 
want to access, it said. The disclosure is the latest security problem to affect IE. Last 
month, an undisclosed vulnerability in IE 6 was used in attacks that targeted more than 
20 U.S. companies, including Google, which blamed China. The vulnerability has since 
been fixed by Microsoft. The IE vulnerability disclosed on Wednesday, which is 
caused by incorrectly rendering local files in the browser, affects several versions, 
including Internet Explorer 5.01 and IE 6 on Windows 2000; IE 6 on Windows 2000 
Service Pack 4; and IE6, IE 7, and IE 8 on Windows XP and Windows Server 2003, 
Microsoft said.  
Source: 
http://www.computerworld.com/s/article/9151838/IE_flaw_gives_hackers_access_to_u
ser_files_Microsoft_says 

54. February 3, PC World – (International) Fake Microsoft Outlook update installs 
trojan. A malicious spam campaign caught by Panda Labs is using a fake Microsoft 
Update notice to trick victims into installing a Trojan. While well crafted, the attack 
still provides dead giveaways. The e-mail is spoofed to look as if it comes from 
Microsoft Support. With a realistic-looking subject and e-mail body that attempts to 
piggy-back on the constant (and correct) advice to keep your computer up-to-date with 
patches, it’s a great example of a social engineering attack. But despite the lack of any 
obvious typos or grammatical errors, the e-mail does contain some clear clues. First, 
neither Microsoft nor any other company sends patches or updates as e-mail 
attachments. In this case, Panda says unzipping and running the attached .exe would 
install the Bredolab.Y Trojan. And as an extra added bonus, it will also download a 
rogue antivirus program called SecurityTool.  
Source: 
http://www.pcworld.com/article/188456/fake_microsoft_outlook_update_installs_troja
n.html 

55. February 3, ComputerWorld – (International) Versign fails to take action against 
malicious sites, researcher says. A security researcher is accusing Verisign Inc. of not 
acting fast enough to take down several dozen sites that he says are known to be 
spewing malware. The sites are all in the .com and .net domains and were registered by 
domain name registrars in Russia and Turkey said the CEO of security consultancy 
Deteque and a former senior special agent with the U.S Department of the Treasury. 
The sites first surfaced on February 1, and have been pushing out a new Russian exploit 
kit called JustExploit that takes advantage of Java bugs to infect computers, he said. 
The domain name registrars in Russia and Turkey, which registered the sites, have so 
long done nothing to deregister them though they have been notified about the problem 
by security researchers who monitor malicious activity on the Internet, he said. 
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Verisign, which is the Registry service that manages the .com and .net domains has 
similarly been notified about the problem but also appears to have done nothing so far, 
the CEO said. More than 24 hours after Verisign was notified of the problem, the 
malicious domains are “live, resolving and still serving malware,” he said.  
Source: 
http://www.computerworld.com/s/article/9151739/Versign_fails_to_take_action_again
st_malicious_sites_researcher_says 

56. February 3, Network World – (International) How Wi-Fi attackers are poisoning web 
browsers. Public Wi-Fi networks such as those in coffee shops and airports present a 
bigger security threat than ever to computer users because attackers can intercede over 
wireless to “poison” users’ browser caches in order to present fake Web pages or even 
steal data at a later time.That’s according to a security researcher who is the developer 
of the Kismet wireless network detector and intrusion-detection system, who spoke at 
the Black Hat conference. He said it’s simple for an attacker over an 802.11 wireless 
network to take control of a Web browser cache by hijacking a common JavaScript file, 
for example. Knowledge gained from researchers over the past year, he said, is 
showing that browser-cache poisoning over Wi-Fi can be kept in a persistent state 
unless the user knows how to effectively empty the cache. The few defenses the 
researcher suggested were continuously manually clearing the cache, or using private-
browser mode. The researcher acknowledged he doesn’t know how widely attacks 
based on poisoning the browser cache via 802.11 actually are. But the potential for 
trouble is so evident he said he’d advise corporate security professionals to try to 
“forbid users from taking laptops onto open networks,” though he admitted, “Your 
users may lynch you.” He said some vendors, including Verizon, are looking at solving 
this problem with a custom client that is tied to specific operating systems. 
Source: http://www.networkworld.com/news/2010/020310-black-hat-wi-fi-
attackers.html 

57. February 3, Network World – (International) Black Hat: Zero-day hack of Oracle 
11g database revealed. A well-known security researcher on February 2 showed how 
to subvert security in the Oracle 11g database by exploiting zero-day vulnerabilities 
that would let a savvy user gain full and complete control. A researcher at NGS 
Consulting, demonstrated how a user can subvert security to elevate his privileges to 
take complete control over Oracle 11g and also showed how to bypass the Oracle Label 
Security used to set mandatory access controls over information depending on security 
level. At the same time, the researcher announced this was his final day at NGS, saying 
he was considering changing his focus to computer forensics. The security-industry 
veteran said ever since he heard the CEO of Oracle touting his database as being 
“unbreakable, I took umbrage at that.”  The researcher’s latest reported discovery 
shows that due to the way Java has been implemented in Oracle 11g Release 2, there’s 
an overly permissive default grant that makes it possible for a low privileged user to 
grant himself arbitrary permissions. In a demo of Oracle 11g Enterprise Edition, he 
showed how to execute commands that led to the user granting himself system 
privileges to have “complete control over the database.” He also showed how it’s 
possible to bypass Oracle Label Security used for managing mandatory access to 
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information at different security levels.  
Source: 
http://www.computerworld.com/s/article/9151318/Black_Hat_Zero_day_hack_of_Orac
le_11g_database_revealed 

For another story, see item 50  
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58. February 4, Asheville Citizen-Times – (North Carolina) Phone service out in Swain 
County. All phone service in Swain County stopped working on February 4 but was 
restored around 11:30 a.m. County and state Emergency Management officials said the 
911 system, cell phone service and landline telephones were not operational. Local 
authorities are still investigating the cause for service disruption. Emergency response 
officials were stationed at all major intersections. 
Source: http://www.citizen-times.com/article/20100204/NEWS01/100204021 

59. February 3, The Register – (National) Fugitive VoIP hacker admits 10 million 
minute spree. A Miami hacker has admitted he pocketed more than $1m by selling 
millions of minutes of voice over IP calls and surreptitiously routing them through the 
networks of telecommunications companies. The hacker pleaded guilty to two felonies 
in connection with the hacking spree, which spanned the years 2004 through 2006, 
according to court documents. He was apprehended last year in Mexico after skipping 
out on a $100,000 bond secured by the mother of his then girlfriend. He faces a 
maximum of 25 years in federal prison and fines of at least $500,000 at sentencing, 
which is scheduled for May 14. The hacker and a cohort were arrested in June 2006 and 
accused of carrying out an elaborate scheme that routed more than 10 million minutes 
of VoIP calls over the networks of a dozen or so telecommunications providers without 
their permission. They breached the networks by using brute-force attacks that deduced 
the security telephone prefixes needed to gain access. To disguise the source of the 
attacks, the pair rerouted them through the computers of third parties. From June 2005 
to the following October, the cohort used a single AT&T broadband account to perform 
more than 6 million scans that looked for vulnerable machines, prosecutors said. 
Because the scheme piggybacked off the resources of others, virtually all the revenue 
was profit.  
Source: http://www.theregister.co.uk/2010/02/03/voip_hacker_guilty/ 
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60. February 3, Right Side News – (International) Wireless sensor test bed to provide 
guidelines for industrial systems. For many companies, installing wireless technology 
inside factories, power plants and nuclear facilities can be risky. Although wireless is 
cheaper than cable connections, the flow of information is not as reliable. That may not 
be a big deal when surfing the Net at home, but at a factory or power plant with 
automated control systems, even a five-second disruption could have serious 
consequences. A senior engineer at Idaho National Laboratory is devising and testing 
wireless sensor networks (WSN) to help ensure the transition to wireless is safer for 
power plants, factories and other facilities with automated control systems. He is using 
INL’s Center for Advanced Energy Studies to design a wireless sensor test bed where 
he can investigate vulnerabilities and weaknesses of these networks. CAES’ wireless 
system, along with its laboratories and office space, provides an environment that is 
similar to an industrial setting. WSN are designed to help measure and manage the 
operation of an industrial control system. They are composed of a number of sensors or 
nodes that monitor environmental conditions such as temperature, pressure and volume. 
The nodes relay readings, known as sensory data, to a central point that connects to the 
control system, which then makes decisions based on the information.  
Source: http://www.rightsidenews.com/201002038508/energy-and-
environment/wireless-sensor-test-bed-to-provide-guidelines-for-industrial-systems.html 

61. February 3, KHBS/KHOG 40/29 Fort Smith/Fayetteville – (Oklahoma) Channel 40 
transmitter off air. The channel 40 transmitter, which provides 40/29’s signal for the 
River Valley, is currently off the air. Station engineers are working to restore the 
broadcast signal as soon as possible. The problem is not just affecting over-the-air 
viewers. Those watching 40/29 on Direct TV and standard-definition Dish Network 
customers have also lost service. 
Source: http://www.4029tv.com/news/22458380/detail.html 

62. February 3, Augusta Chronicle – (Georgia) Martinez phone service 
disrupted. Telephone service currently is down for some AT&T customers in 
Martinez. “We recently experienced an equipment failure on Monday, leaving a small 
segment of our customers in Columbia County along Evans to Locks Road without 
telephone service,” said a AT&T spokeswoman in an e-mail sent this afternoon. Phone 
service has been restored to about two-thirds of AT&T customers in that area and the 
remaining customers should regain service today, the spokeswoman said. About 100 
phone lines went down on February 1, but 70 have since been restored. Among the 
locations currently without phone service is Stevens Creek Elementary School. 
Source: http://chronicle.augusta.com/latest-news/2010-02-03/martinez-phone-service-
disrupted?v=1265209294 

For more stories, see items 50 and 56  
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63. February 4, Associated Press – (Texas) Church fire in Wills Point. The seventh 
church fire this year in east Texas destroyed the sanctuary of Russell Memorial United 
Methodist Church in Wills Point. The Van Zandt County fire marshal told The 
Associated Press that no injuries were reported in Thursday morning’s blaze. He says 
the cause of the fire is sought. He says the Bureau of Alcohol, Tobacco, Firearms and 
Explosives has been summoned to Wills Point, about 50 miles east of Dallas. ATF has 
said six church fires since January 1 in east Texas are blamed on arson. The fire 
continued burning nearly three hours after it was reported and was called a total loss by 
the fire marshal. A Van Zandt County Sheriff’s Office dispatcher told AP that the fire 
was reported at 5:23 a.m. Thursday. 
Source: 
http://www.dallasnews.com/sharedcontent/APStories/stories/D9DLDG501.html 

64. February 3, United Press International – (Illinois) Police: Man in Ill. standoff kills 
himself. A man who took hostages at a Macomb, Illinois, farm supply store and fired 
shots at police Wednesday has died of a self-inflicted gunshot wound, police said. The 
suspect, who was not identified pending notification of relatives, was found dead inside 
the store, Macomb police said Wednesday evening. Police surrounded the store after a 
Farm King employee called about 12:45 p.m. to report a man with a rifle in the store. 
Macomb police chief said in a statement the suspect had come outside and fired at 
responding officers before fleeing back into the store. Police managed to evacuate six 
people who had been inside by 4 p.m., he said. WQAD-TV reported nearby businesses 
had been locked down following the reports of gunshots. No one was injured. 
Source: http://www.upi.com/Top_News/US/2010/02/03/Police-Man-in-Ill-standoff-
kills-himself/UPI-75321265238786/ 

65. February 2, CBC News – (International) Domestic threats biggest Olympic security 
concern: expert. A University of Calgary expert in modern terrorism says small 
disruptions by domestic groups are the most likely security threat to the upcoming 2010 
Winter Games in Vancouver, but organizational issues are also a critical concern. 
Vancouver is set to capture the world’s attention for 16 days when the Olympic Winter 
Games begin later this month. But with that global spotlight comes some of the world’s 
biggest problems and a heightened risk of terrorist attacks, according to a PhD 
candidate researching contemporary terrorism in the U of C’s political science 
department. Olympic organizers also face challenges trying to secure not only the event 
sites located in Vancouver and Whistler, but also 125 kilometres of the Sea-to-Sky 
Highway connecting the two areas. The $1-billion security plan for the Games will also 
be challenged by organizational and co-ordination issues because of the large number 
of agencies coming together for the 16-day event. The massive effort led by the RCMP 
involves the Canadian military, several local police forces, border security forces, as 
well as international support from countries like the U.S. and military partnerships like 
NORAD.  
Source: http://www.cbc.ca/canada/british-columbia/story/2010/02/02/bc-olympic-
security-threats.html 
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66. February 1, San Francisco Chronicle – (California) S.F. benefit dance turns violent - 
11 arrested. A dance party to raise money for the legal defense of student protesters 
turned violent in San Francisco early the morning of January 31, as police arrested 11 
people at a building South of Market. Ten people were cited and released for 
misdemeanors, including public drunkenness, said an officer of the San Francisco 
Police Department. A 23-year-old man remains in jail after police said he threw a large 
M-80 firecracker, barely missing an officer. He faces felony charges of aggravated 
assault. Police went to 154 Seventh St. around 1 a.m. after neighbors complained of 
noise, the officer said, and the fire marshal could not get inside the party attended by 
several hundred. When some started throwing bottles and firecrackers, “there was no 
other choice but to make sure this party was stopped,” he said. The party began as a 
way to raise cash for legal help needed by protesters arrested last fall at San Francisco 
State University and campuses of the University of California, where students occupied 
buildings to protest tuition increases and layoffs. Campuses have dropped most 
charges. But partygoers said they expect more activists to be arrested when 
demonstrations heat up again in March.  
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2010/02/01/BAQ81BQGPC.DTL 

For another story, see item 67  
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67. February 4, Oakland Tribune – (California) Two shot near SF youth hostel at Fort 
Mason. Two people were shot near a youth hostel in San Francisco’s Fort Mason 
Wednesday night, a U.S. Park Police spokeswoman said. Park police dispatch received 
two calls reporting a shooting near the San Francisco Fisherman’s Wharf Hostel at Fort 
Mason Building 240 just before 10 p.m., a U.S. Park Police spokeswoman said. 
Arriving officers found two people injured by gunfire. A 22-year-old woman was 
injured by a bullet that grazed her head, he said, and a 17-year-old boy was shot in the 
stomach. Both victims were taken to San Francisco General Hospital to be treated. As 
of 4 a.m., the injured boy was undergoing surgery and his condition was not known. 
Witnesses reported that the shooter was a male who was accompanied by as many as 
eight other people, he said. He was seen wearing jeans and a black hoodie. Park police 
have contacted the FBI and the National Park Service to assist with an investigation. 
Areas within Fort Mason, which is part of the Golden Gate National Recreation Area 
along San Francisco’s waterfront, have been shut down while the investigation is under 
way. 
Source: http://www.insidebayarea.com/oaklandtribune/localnews/ci_14332521 
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68. Unknown Publish Date, LA Daily News – (California) EPA: Beverly Hills man must 
remove dam in Fillmore. A Beverly Hills man was ordered to remove an earthen dam 
he built across portions of Sespe Creek and Little Sespe Creek on property he owns 
near Fillmore, U.S. environmental regulators announced today. The man built the dam 
without a federal permit, in violation of the Clean Water Act, according to the U.S. 
Environmental Protection Agency (EPA). A major tributary of the Santa Clara River, 
Sespe Creek is a critical habitat for the endangered Southern California steelhead and 
other aquatic species. Winding through the Los Padres National Forest, the creek flows 
to the Santa Clara River and into the Pacific Ocean near Ventura. According to the 
agency, the U.S. Army Corps of Engineers inspected the property in February 2009, 
finding fill and rock had been placed within Sespe Creek and Little Sespe Creek to 
create a crossing that obstructs migration of steelhead and other species. The EPA re-
inspected the property three months later and confirmed those observations, the agency 
said. The order requires the individual to immediately stop placing materials into the 
creeks and develop a plan to remove the unauthorized fill and restore the steelhead 
passage, according to the EPA. 
Source: http://www.dailynews.com/news/ci_14326316 

69. February 4, Associated Press – (National) High water prompts corps to monitor 
Mspi levees. The Army Corps of Engineers says it is monitoring levees on the 
Mississippi River because of unusually high waters for this time of the year. The corps 
monitors the levees once the river level reaches 11 feet and is expected to continue 
rising. The National Weather Service expects the river to crest at 14.5 feet in New 
Orleans on February 12. At this point, though, the corps does not expect to open the 
Bonnet Carre Spillway to relieve the river. Patrols usually start in the spring when 
water levels are high due to snow melt and spring rains. But this has been a very wet 
winter in the Mississippi River valley. 
Source: http://www.wxvt.com/Global/story.asp?S=11931307 

70. February 3, Modesto Bee – (California) More water coming from Friant 
Dam. Federal officials again began additional water releases from Friant Dam this 
week in the effort to reconnect the San Joaquin River with the Pacific Ocean. The first 
releases were in October, but officials stopped the restoration flow in late November to 
allow scheduled maintenance at the Mendota Dam, 60 miles downstream of Friant 
Dam. For decades, sections of the San Joaquin have been dried up downstream of 
Friant Dam, which was built in the 1940s for irrigation and flood control. Under a 2006 
agreement among farmers, environmentalists and federal officials, the river and long-
dead salmon runs will be revived over the next eight years. The restoration program 
calls for 350 cubic feet per second from the dam each day this month. That daily flow 
amounts to 700 acre-feet of water per day, or a year’s supply of water for 700 average 
San Joaquin Valley families. The U.S. Bureau of Reclamation, owner and operator of 
Friant Dam, is monitoring the river channel and surrounding land for possible seepage 
or damage. The first flows in October and November went about 30 miles beyond 
Mendota Dam on the valley’s west side. January storms have added water to the river, 
but not nearly enough to fill the dry sections. 
Source: http://www.modbee.com/local/story/1034781.html 
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71. February 3, Salt Lake Tribune – (National) Glen Canyon flush shows dam remains a 
sand trap. Not quite two years after federal scientists blasted water from four Glen 
Canyon Dam release tunnels to simulate floods of pre-dam days, those experts 
acknowledged Tuesday only limited success in replenishing Colorado River sandbars 
and fish habitat. The 60-hour release of water from the Glen Canyon Dam to the 
downstream Colorado River in 2008 helped scientists gain new understanding of how 
sand helps the river ecology. The environmental benefits were modest, and it is unclear 
how flood tests might help the endangered humpback chub. Six months after the tests, 
most of the new sandbars had eroded due to the dam’s operations. Although the flush 
took maximum advantage of the natural flooding on the Colorado tributaries, 90 
percent of the sand that would replenish the river’s ecology remains trapped behind the 
dam. The deputy chief of the U.S. Geological Survey’s Grand Canyon Monitoring and 
Research Center said the 2008 test adds to the evidence examined from controlled 
floods in 1998 and 2004. Six months after the test, the USGS reported, new sandbars 
had been largely eroded by fluctuating dam flow operations, driven by electrical energy 
demand. That will be the norm for the tests unless water releases from the dam even 
out, said the Colorado River science director for the Grand Canyon Trust. The chief 
estimated the cost of the 2008 flood at $3.5 million, in part, he said, from lost 
hydroelectric power revenues because the turbines were shut down for the test. In 2008, 
federal officials said the power cost alone was $4 million. 
Source: http://www.sltrib.com/outdoors/ci_14318519 
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