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 According to the Columbus Dispatch, all eastbound and westbound lanes along a 4-mile 
stretch of I-70 in Madison County, Ohio were closed for about an hour Tuesday evening 
after a 6,900 gallon tanker leaked about 100 gallons of acetone. (See item 7) 

 The Galveston Daily News reports that the U.S. Coast Guard is investigating an incident 
last week in which Carnival Cruise Line’s Ecstasy struck the passenger gangway at the 
Texas Cruise Ship Terminal at Pier 25, knocking the $1.8 million structure out of 
commission, possibly for weeks. (See item 30) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. February 3, WBOY 12 Clarksburg – (West Virginia) Fire breaks out at Sowards 
Natural Gas. A fire broke out at Sowards Natural Gas compressor repair facility in 
Jane Lew at about 5:30 a. m. on February 2. When firefighters arrived at the Main 
Street facility, the metal building was fully engulfed, and the manager, who said about 
$500,000 in equipment was damaged, was standing outside of the building, firefighters 

http://www.dhs.gov/
http://www.esisac.com/


said. It took 2 1/2 hours to put the fire out, and the fire marshal has been called in to 
investigate, stated firefighters. Firefighters built dams around two large oil tanks and 
several containers of other chemicals, then brought in Heffner’s Environmental to 
pump out the chemicals and help with the cleanup. The Jane Lew Volunteer Fire 
Department, Jackson’s Mill Volunteer Fire Department and Lost Creek Volunteer Fire 
Department responded to the fire. Sowards is headquartered in Barboursville.  
Source: http://www.wboy.com/story.cfm?func=viewstory&storyid=74503 

2. February 3, Agence France Presse – (International) Nigerian oil militants say fresh 
attacks ‘soon’. Nigeria’s main rebel group vowed on February 2 to carry out fresh 
attacks on oil facilities “in the weeks to come” in the key Niger Delta region. The 
Movement for the Emancipation of the Niger Delta (MEND) said it “re-states its 
warning to oil companies regarding their staff who they are putting in harm’s way by 
their continued presence on our soil.” “MEND hereby promises to re-visit the Trans-
Ramos pipeline which we attacked in June last year after it has been repaired, as well as 
other oil facilities around the Niger Delta in the weeks to come,” it said in an e-mailed 
statement. The group on January 30 called off a truce it declared on October 25 and 
threatened an “all-out onslaught”. The announcement was a fresh blow for authorities 
in Africa’s oil and gas giant amid uncertainty over the health of the country’s president, 
in hospital in Saudi Arabia for more than two months. MEND had declared the 
unilateral ceasefire to allow “meaningful” dialogue with authorities. But it said at the 
weekend that it was “clear” the government had no intention of considering its demand 
that control of the Niger Delta and its resources “be reverted to the rightful owners, the 
people of the Niger Delta”. Previous MEND attacks on Nigeria’s oil industry have 
contributed to havoc with oil prices on the world market. 
Source: http://news.yahoo.com/s/afp/20100202/wl_africa_afp/nigeriaoilunrest 

3. February 2, Reuters – (International) Fire shuts unit at Valero Quebec 
refinery. Valero Energy Corp’s 265,000 barrel a day refinery near Quebec City was 
damaged by fire early on February 2, shutting a key gasoline processing unit for an 
indefinite period, the company said. However, the outage at the Jean Gaulin refinery, 
Canada’s second largest, is not expected to cause fuel shortages in Quebec as the 
company has plenty of inventory, said Ultramar Ltd, the Valero subsidiary that runs the 
plant. The 66,000 bpd fluid catalytic cracker unit ignited around 2 a.m. local time and 
burned for more than 2-1/2 hours. After it was extinguished, a smaller blaze ignited 
from some pumps, an Ultramar spokesman said. The cause is under investigation, but 
efforts are being complicated by the water that froze after being pumped into the blaze, 
with overnight temperatures falling to -15 Fahrenheit, he said. “By the time we find 
out, it could take some days,” he said. The French-language TVA television network 
said 40 firefighters battled the blaze. No injuries were reported. Residents in the area 
were advised of the fire, but were not evacuated, TVA reported. Apart from the 
damaged unit, the refinery is still operational, he said. Traders of New York Harbor 
gasoline said a small gain in prices on February 2 may have been partly the result of the 
Quebec refinery fire. Though not a direct key supplier to the harbor, it is a supplier to 
the Boston area in the U.S. Northeast. The refinery processes imported crude oil that it 
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receives by tanker on the St. Lawrence River. 
Source: http://www.reuters.com/article/idUSN0224918220100202?type=marketsNews 

4. February 2, WTVR 6 Richmond – (Virginia) Parham Road back open after hazmat 
incident. Henrico County Fire and Police teams have pinpointed the cause of a diesel 
fuel spill at the government complex. Now they have to track it all down and remove 
the petroleum from area ponds and streams. “This is a lengthy process that will go on 
not just today, but well into the future,” observed the Henrico Fire Captain. Hazmat 
crews brought in several trucks the night of February 2 to skim the top layer of fuel 
from Lake Hening, a pond situated between Henrico County’s government center and 
juvenile courts building. Earlier in the day, the pond was flooded with diesel fuel. The 
water itself took on a rust-colored tint. Officials believe it will be days, if not longer, 
before the product is entirely removed from neighboring streams and creeks. “We are 
estimating that there are several hundred gallons of diesel fuel that have leaked from 
the storage tanks [underground],” added the captain. The fuel migrated from a stream 
by the Public Safety building into the Lake Hening Pond, and then into other 
waterways and outlets. “I’m not concerned about my safety,” asserted a resident, “I’m 
more concerned with the Chesapeake Bay where the fuel will end up if it doesn’t get 
blocked.” A spokesperson for the state’s Department of Environmental Quality told 
CBS 6 the agency did not have any indication of serious environmental damage, but 
would know more in the coming days. Meanwhile, officials say local drinking water 
will be unaffected by the spill. Around 10:30 a.m. the morning of February 2, someone 
noticed the leak that had spilled into a nearby creek by the Government Center that 
feeds Lake Henning, behind the Public Safety building. Crews inspected and found 
hundreds of gallons of diesel spill had leaked out of a storage tank used for generators 
at the complex.  
Source: http://www.wtvr.com/news/wtvr-henrico-government-building-fuel-
spill,0,7855650.story 

[Return to top]  

Chemical Industry Sector 

5. February 3, Galveston County Daily News – (Texas) Freeport chemical plant under 
investigation. Authorities from seven regulatory agencies cordoned off Gulf Chemical 
and Metallurgical Corp.’s Freeport site on February 2 as part of a Texas Commission 
on Environmental Quality (TECQ) investigation into “alleged criminal actions” at the 
plant. Officials were reviewing paperwork and other documents kept on-site, not a 
chemical leak or other accident that would endanger the public, Gulf Chemical officials 
said. Findings from the investigation will be included in an affidavit that could be filed 
by next week, said Travis County Assistant District Attorney, who handles 
environmental crimes. “All I can tell you is a search warrant is being executed at that 
location,” she said. The Greater Houston Regional Computer Forensics Lab, Harris 
County Pct. 1 Environmental Crimes Unit, Houston Police Department Environmental 
Investigations Unit, Texas Parks and Wildlife Department Environmental Crimes Unit, 
U.S. Environmental Protection Agency Criminal Investigations Division and the Travis 

http://www.wtvr.com/news/wtvr-henrico-government-building-fuel-spill,0,7855650.story
http://www.wtvr.com/news/wtvr-henrico-government-building-fuel-spill,0,7855650.story
http://www.reuters.com/article/idUSN0224918220100202?type=marketsNews
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County District Attorney’s Office assisted with the investigation, TCEQ officials said. 
Travis County officials are involved because TCEQ is headquartered there. 
Investigators arrived on-site at about 7:50 a.m., told staffers who did not need to be at 
the administration building to leave and appeared to look at paperwork and documents, 
Gulf Chemical Vice President of Public Affairs said. Company officials did not know 
what investigators were seeking, but the plant operated as usual throughout the 
investigation, she said. “Gulf Chemical is certainly cooperating with them,” she said. 
TCEQ officials said in a statement handed out at the site that their environmental 
crimes unit executed a search warrant at the site, but offered no further information. It 
directed all questions to the Travis County District Attorney’s Office. The state parks 
and wildlife department sent five environmental crimes game wardens to the site, a 
department spokesman said. He declined to say what they were investigating there. 
Source: http://www.galvnews.com/story.lasso?ewcd=55de8dfc214bda32 

6. February 3, National Terror Alert – (International) Canada – 2 tons of ammonium 
nitrate possibly still missing? This story came out two weeks ago. At the time, it 
appeared the two tons of missing ammonium nitrate was most likely just a clerical 
error. Apparently that may not be end of the story, according to an article in CTV 
News. National Terror Alert has been unable to locate any additional information 
confirming if the ammonium nitrate has been found or is still missing. The Royal 
Canadian Mounted Police (RCMP) does not intend to adjust its terror threat level prior 
to the Olympic Games as a result of the incident according to these reports, and states 
there is no indication that criminal activity is involved. CTV News has learned that 
RCMP officials have intensified their investigation into two tons of an explosive 
chemical compound that went missing. In December, pipeline and energy storage 
company Kinder Morgan contacted the RCMP to say that it could not account for two 
one-ton bags of ammonium nitrate that had been part of a 6,000-bag shipment. About a 
week later, the company said that the discrepancy was simply due to a clerical error, 
and RCMP officials said they were “satisfied that no product is missing.” However, in 
mid-January, RCMP officials said they could not confirm if a clerical error had, in fact, 
occurred and were still investigating. CTV News has learned that the 6,000 tons of 
ammonium nitrate was manufactured in Alberta by Agrium Inc. It was shipped to Dyno 
Nobel, an explosives company, which prepared it and bagged it. Dyno Nobel hired one 
or more trucking companies to carry the explosive material across the Rockies to 
Kinder Morgan’s North Vancouver yard. From there, it was shipped to a storage 
facility in Surrey. That is when the two bags were discovered missing. On January 15, 
police asked for records from Calgary-based Agrium and Dyno Nobel, whose 
headquarters are in Utah. 
Source: http://www.nationalterroralert.com/updates/2010/02/03/canada-2-tons-of-
ammonium-nitrate-possibly-still-missing/ 

7. February 3, Columbus Dispatch – (Ohio) Tanker leak closes I-70 in Madison 
County. All eastbound and westbound lanes along a 4-mile stretch of I-70 in Madison 
County were closed for about an hour the evening of February 2 after a tanker was 
discovered to be leaking a hazardous chemical. The Madison County sheriff’s office 
reported at 8:30 p.m. that a 6,900 gallon tanker was leaking acetone in the westbound 

http://www.nationalterroralert.com/updates/2010/02/03/canada-2-tons-of-ammonium-nitrate-possibly-still-missing/
http://www.nationalterroralert.com/updates/2010/02/03/canada-2-tons-of-ammonium-nitrate-possibly-still-missing/
http://www.galvnews.com/story.lasso?ewcd=55de8dfc214bda32
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lane at mile post 83 between the exits for Rts. 29 and 142. The eastbound lanes were 
reopened at 9:30 p.m., and all but one westbound lane was opened by 10:25 p.m. About 
100 gallons of acetone spilled, a State Highway Patrol dispatcher said. Acetone is a 
colorless flammable solvent that is used in products from paint thinner to nail polish 
remover. There was no accident and no injuries reported. A number of area fire 
departments, a hazardous material unit and the Ohio Environmental Protection Agency 
responded. 
Source: 
http://www.dispatch.com/live/content/local_news/stories/2010/02/03/I70closed__web_.
ART_ART_02-03-10_B3_DHGG2O2.html?sid=101 

8. February 3, Clarksdale Press Register – (Mississippi) Officials learn from fake 
disaster drill. Ohio Street in Clarksdale was the site of a major disaster scenario and 
drill on Monday morning for city and county fire departments, police and sheriff’s 
departments, a local ambulance service and Northwest Mississippi Regional Medical 
Center (NWMRMC) emergency staff. While the events were not real, emergency 
officials said valuable experience was gained. “You never can have too much training,” 
Assistant Police Chief said. In the scenario, the driver of a truck carrying four 55 gallon 
drums containing unknown chemicals lost control and struck a NWMRMC Inspirations 
bus carrying 11 people. The chemicals were spilled and the driver of the truck, the 
passenger in the truck and the bus driver were killed in the dramatization. Upon 
arriving, the first responders started to get sick and the situation was deemed a “hot 
zone”; meaning the scene became contaminated with hazardous material. This 
prompted NWMRMC to begin its hazardous material standard operating procedure. 
Two information command posts were set up. One was constructed upwind of the 
scene on Ohio Street which included the Deputy Fire Chief and the Assistant Police 
Chief. Inside of the hospital another command post was set up for the hospital staff. 
Police also blocked off Ohio Street and evacuated all businesses on the street. 
According to the scenario, investigators would later find out the two chemicals being 
transported were extremely hazardous when combined. This, according to the Assistant 
Police Chief, would lead to a criminal investigation because the two chemicals should 
not have been transported together. It would be the mixture of these chemicals which 
would cause many of the injuries to the victims. After the drill was carried out, 
department heads were satisfied with the way their agencies performed. They will meet 
to discuss what went wrong and what went well at a later time. According to the 
Clarksdale Fire Department Captain and Training Officer , a similar drill was carried 
out about a year ago. In this year’s drill corrections were made from last year’s drill. 
Both fire captain and police chief agreed had this scenario been a reality, the proper 
measures would have been taken because of the preparations the agencies involved 
have experienced. 
Source: 
http://www.pressregister.com/articles/2010/02/03/news/doc4b6873b7e5b0e638063450.
txt 

9. February 3, Ashland Times-Gazette – (Ohio) Anhydrous leak, attempted theft 
discovered. Sheriff’s detectives are investigating the attempted theft of anhydrous 

http://www.pressregister.com/articles/2010/02/03/news/doc4b6873b7e5b0e638063450.txt
http://www.pressregister.com/articles/2010/02/03/news/doc4b6873b7e5b0e638063450.txt
http://www.dispatch.com/live/content/local_news/stories/2010/02/03/I70closed__web_.ART_ART_02-03-10_B3_DHGG2O2.html?sid=101
http://www.dispatch.com/live/content/local_news/stories/2010/02/03/I70closed__web_.ART_ART_02-03-10_B3_DHGG2O2.html?sid=101
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ammonia this morning from tanks at Crop Production Services. The Polk-Jackson-
Perry Fire Department was called out to shut off a valve that had been left open on one 
of the tanks. The attempted theft and open valve were discovered after a resident 
reported seeing a vehicle driving along the railroad tracks sometime after 6:30 a.m. and 
deputies converged on the area to investigate. 
Source: http://www.times-gazette.com/news/article/4761814 

10. February 2, Hamilton Journal-News – (Ohio) Hazmat called to West Chester 
chemical company. Fire and Hazmat crews were called early Tuesday evening, 
February 2, to Univar USA Inc., a chemical company at 4600 Dues Drive in West 
Chester. Bags of chemicals fell off a truck and began to heat up, said a township 
spokesperson. Crews had been called as a precaution and were seen leaving the 
business around 5:15 p.m. There was no need for evacuation. On February 5, 2008, 
crews responded to a chlorine leak at the same business. The leak was sealed an hour 
after it occurred and there were no reports of injuries. 
Source: http://www.journal-news.com/news/hamilton-news/hazmat-called-to-west-
chester-chemical-company-526251.html 

For another story, see item 38  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

11. February 3, Associated Press – (Nevada; National) Panel to seek Yucca Mountain 
alternative. The Presidential administration has appointed a former Representative and 
a former National Security Adviser to run a commission that will recommend 
alternatives to Yucca Mountain for storing spent nuclear fuel and nuclear waste. 
Congress has designated the site as the nation’s first permanent nuclear waste 
repository. But the Senate Majority leader and other Nevada lawmakers strongly 
oppose storing nuclear waste at the site, about 90 miles northwest of Las Vegas. The 
President has said he does not see Yucca Mountain as a workable option. An energy 
adviser to the President says the White House is “done with Yucca” and wants to find 
alternatives. The 15-member commission will include scientists, industry 
representatives, and former lawmakers, the Energy Department said Friday. The group 
will issue an interim report within 18 months and a final report within two years. 
Source: http://www.lasvegassun.com/news/2010/feb/03/panel-to-seek-yucca-mountain-
alternative/ 

12. February 3, Chattanooga Times Free Press – (Tennessee) Sequoyah to produce 
bomb-grade material. The Tennessee Valley Authority is preparing to make a key 
component for America’s hydrogen bombs at its Sequoyah Nuclear Plant near Soddy-
Daisy. In the White House budget released this week, the U.S. Department of Energy 
said it wants TVA to make bomb-grade tritium at Sequoyah, similar to what TVA has 
done at its Watts Bar plant near Spring City, Tennessee, for the past decade. TVA 
officials said Tuesday that adding military production to Sequoyah’s energy generation 

http://www.journal-news.com/news/hamilton-news/hazmat-called-to-west-chester-chemical-company-526251.html
http://www.journal-news.com/news/hamilton-news/hazmat-called-to-west-chester-chemical-company-526251.html
http://www.lasvegassun.com/news/2010/feb/03/panel-to-seek-yucca-mountain-alternative/
http://www.lasvegassun.com/news/2010/feb/03/panel-to-seek-yucca-mountain-alternative/
http://www.times-gazette.com/news/article/4761814
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will have only a minimal impact on plant operations and fulfills the agency’s federal 
mission. “We’ve tested and done this type of production at Watts Bar since 1999 with 
limited impact on our operations,” the TVA Vice President said. But critics said such 
plans could heighten the risk of a terrorist attack near Chattanooga and weaken U.S. 
efforts to limit nuclear proliferation abroad. “There’s simply no need to turn the 
Sequoyah nuclear power plant into a nuclear weapons plant,” said the coordinator for 
the Oak Ridge Peace Environmental Peace Alliance. “If they do that, it becomes much 
more of a target for terrorists wishing to strike out at the United States.” 
Source: http://www.timesfreepress.com/news/2010/feb/03/sequoyah-to-produce-bomb-
grade-material/ 

13. February 3, Today’s Sunbeam – (New Jersey) PSEG Nuclear seeks extension from 
NRC over security upgrades at Artificial Island. PSEG Nuclear is seeking an 
extension from federal regulators on the deadline for completing new security upgrades 
at its Artificial Island nuclear generating complex in Lower Alloways Creek Township. 
The Nuclear Regulatory Commission (NRC) is reviewing the request. “We requested 
the extension, as the second largest nuclear site in the country, to provide ample time to 
make the necessary changes to allow us to be in compliance,” a spokesman for PSEG 
Nuclear said Tuesday. “The additional time allows us to make those changes and 
further ensure the safety of the plant and the public.” New security upgrades ordered by 
the NRC were to be done by March 31, but the utility is seeking an extension to 
December 17 of this year to complete its work. The delay in finishing the work would 
not impact safety at the complex, the NRC says. PSEG Nuclear originally filed the 
extension request with the NRC on November 3. “We expect to issue a decision on (the 
extension request) in the next two to three weeks,” said the spokesman for the NRC’s 
Region I office in King of Prussia, Pennsylvania. The utility’s request is being 
reviewed by the NRC’s Office of Nuclear Reactor Regulation. PSEG Nuclear is not 
alone in requesting the extension. 
Source: http://www.nj.com/sunbeam/index.ssf?/base/news-
6/1265182814295080.xml&coll=9 

14. February 3, St. Petersburg Times – (Florida) Crystal River nuclear plant to be 
repaired by midyear, Progress Energy says. Repairs to a cracked reactor building 
containment wall could keep the Crystal River nuclear plant off line until midyear, 
Progress Energy says. The company powered down the nuclear plant in September for 
a major maintenance project that was expected to be finished by late December. But 
shortly after the job began, workers discovered that part of the containment wall had 
separated into two layers. The plant has remained off line since then while the company 
investigates its cause and comes up with a repair plan. Progress Energy spokeswomen 
said Tuesday they cannot predict yet what the repairs to the wall will cost or whether 
the company will seek to recoup any of the repair costs from customers. “Way too early 
to talk about that at this point,” a Progress Energy spokeswoman said. Both of those 
questions will depend on what the root cause of the crack is determined to be. Progress 
Energy and its engineering contractors have narrowed the list of possible causes from 
more than 70 to “a handful,” according to a one-page update that Progress Energy filed 
with the Florida Public Service Commission on January 25. 

http://www.nj.com/sunbeam/index.ssf?/base/news-6/1265182814295080.xml&coll=9
http://www.nj.com/sunbeam/index.ssf?/base/news-6/1265182814295080.xml&coll=9
http://www.timesfreepress.com/news/2010/feb/03/sequoyah-to-produce-bomb-grade-material/
http://www.timesfreepress.com/news/2010/feb/03/sequoyah-to-produce-bomb-grade-material/
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Source: http://www.tampabay.com/news/business/energy/crystal-river-nuclear-plant-to-
be-repaired-by-midyear-progress-energy-says/1070204 

[Return to top]  

Critical Manufacturing Sector 

15. February 3, Chicago Post-Tribune – (Indiana) Report: Smelter not health 
threat. Breathing the air, drinking tap water or playing in soil in neighborhoods near 
the lead-contaminated U.S. Smelter and Lead Refinery site in East Chicago will not 
harm people’s health, a federal agency announced Tuesday. But more sampling is 
necessary to determine any impact on the environment, especially near the Grand 
Calumet River and in adjacent wetlands, the Agency for Toxic Substances and Disease 
Registry concluded in a review released Tuesday. In September 2008, the U.S. 
Environmental Protection Agency proposed listing the U.S. Smelter and Lead site as a 
Superfund site, one of the most contaminated in the nation. “Homes and yards to the 
north and northeast of the site are safe and do not pose a health hazard from lead,” the 
agency said in the public health assessment. The agency concluded that lead-
contaminated air from the site posed a public health hazard until the facility closed in 
1985. In 2004, contaminated soil was excavated and removed from 14 residential yards, 
but “several hundred other residential yards may still be contaminated,” the agency said 
in its review. Before 2006, lead contamination in yards downwind of the site also posed 
a public health hazard for young children eating contaminated soil, according to the 
agency’s review. Some 1,500 children six years or younger live within a one-mile 
radius. Less than 3 percent of children tested for blood lead levels in 2008 had a level 
of concern, the agency said. It stressed that lower levels can still cause harmful effects. 
Source: http://www.post-trib.com/news/2025720,ussmelter0203.article 

16. February 3, Los Angeles Times – (National) Chevy Cobalt power steering 
scrutinized. The Chevrolet Cobalt could be the next car in trouble because of 
mechanical problems. General Motors said Tuesday that the National Highway Traffic 
Safety Administration (NHTSA) has opened an investigation into complaints of failing 
power steering systems in the Cobalt, making it tougher to control at low speeds. GM 
and the federal agency have received a total of 1,132 complaints about the car’s power 
steering system, including reports of 11 accidents, said a GM spokesman. One of the 
accidents resulted in an injury, but the spokesman said he had no further information on 
the incident. There is no recall of the car at this point, and he said the company was 
cooperating with NHTSA in the investigation. “This is a preliminary evaluation, just 
the first step taken when the NHTSA thinks there may be a problem,” he said. “The 
investigation could find nothing significant, or it could lead to a repair campaign or a 
recall, but at this point they’re just trying to see if there is a common problem in these 
complaints outside of normal wear and tear.” About 905,000 Cobalts have been sold 
since 2005, the spokesman said. Some of the problems have occurred while the driver 
was parking the car, others while in traffic. 
Source: http://www.latimes.com/business/la-fi-cobalt-probe3-
2010feb03,0,2544439.story 

http://www.post-trib.com/news/2025720,ussmelter0203.article
http://www.latimes.com/business/la-fi-cobalt-probe3-2010feb03,0,2544439.story
http://www.latimes.com/business/la-fi-cobalt-probe3-2010feb03,0,2544439.story
http://www.tampabay.com/news/business/energy/crystal-river-nuclear-plant-to-be-repaired-by-midyear-progress-energy-says/1070204
http://www.tampabay.com/news/business/energy/crystal-river-nuclear-plant-to-be-repaired-by-midyear-progress-energy-says/1070204
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17. February 3, Bloomberg – (International) Toyota electronics said to be a focus of U.S. 
probe. Electronic throttle systems are under review by U.S. safety officials as a 
possible cause of sudden acceleration in Toyota Motor Corp. vehicles, as alleged in at 
least seven lawsuits. The government is also considering civil penalties against Toyota, 
the world’s largest automaker, for its handling of recalls affecting millions of its cars 
and trucks, according to an official at the Transportation Department, who asked not to 
be identified while a review of Toyota’s actions continues. The National Highway 
Traffic Safety Administration (NHTSA) is trying to determine if electromagnetic 
interference may be causing the throttle system to malfunction, said the official at the 
Transportation Department, which oversees NHTSA. Toyota said it has ruled out 
electronics as a cause. The company’s credibility would be further damaged if it is 
proved wrong, said an analyst at IHS Global Insight. The ministry said it has received 
14 complaints related to Prius brakes. It has also asked other carmakers to look into 
similar reports and such requests are “routine,” said an official in the ministry’s recall 
division. Toyota began shipping steel plates to U.S. dealers on Feb. 1 as a fix for sticky 
gas pedals that have caused the carmaker to recall about 2.57 million vehicles in the 
U.S. and Canada. The investigation of the Prius in Japan could undermine sales in 
Toyota’s home market, where it hasn’t recalled any vehicles due to the sudden-
acceleration issue. In cars with the ETCS-i system, the engine’s throttle is controlled by 
electronic signals, which are sent from a sensor that detects how far the gas pedal is 
depressed. The signals are transmitted to a computer module that controls how much 
the throttle opens. 
Source: http://www.bloomberg.com/apps/news?pid=20601101&sid=agrz8Ge80u1g 

18. February 2, Inforum – (North Dakota) Fire causes damage at DMI in West 
Fargo. West Fargo firefighters doused a smoldering fire at DMI on Monday night. The 
fire, reported before 8 p.m., caused an estimated $5,000 to $10,000 in damage, West 
Fargo officials said. The cause of the fire was not immediately known. DMI, owned by 
Otter Tail Corp., makes steel wind turbine towers.  
Source: http://www.inforum.com/event/article/id/267791/ 

[Return to top]  

Defense Industrial Base Sector 

19. February 3, Military Times – (National) GAO: Navy doesn’t have LCS data it 
needs. A congressional report released Tuesday raised new doubts about whether the 
Navy can set up the crewing and training it needs for its planned fleet of 55 littoral 
combat ships, and revealed the service has not done full diligence in reviewing plans 
and costs for LCS. The report, filed by the Government Accountability Office at the 
behest of House lawmakers, was also skeptical of the Navy’s plans for LCS 
maintenance, much of which is planned for contractors and sailors ashore — not the 
ships’ crews. Overall, the Navy has not done many of the full analyses that would help 
its leaders and Congress, or it has only considered best-case scenarios in its plans and 
cost estimates, GAO found. For example, investigators found the Navy didn’t have a 
lot of strong data to back its concept for the number of sailors that will compose LCS 
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ship and mission-module crews: “The current Navy plan for a 40-person core crew has 
not yet been validated by an analysis of the crew’s expected workload,” the report said. 
The next Navy assessment of LCS workload won’t be finished until about 2014, when 
the littoral combat ship Freedom has come back from its first deployments, according 
to the GAO report. It also found reason to doubt whether the Navy could execute its 
plans for the crewing of the shore support teams that will run the LCS class squadrons 
and maintain the ships and their equipment. “Navy officials estimated that the number 
of people needed in a squadron organization to manage and support 12 to 15 LCSs 
might be about 170,” the report said. “The LCS squadrons are likely to be larger than 
squadrons for other surface ships since their responsibilities for the level of shore-based 
support required for the small core crew will be greater. However, Navy officials said 
that they will not know how large the LCS squadrons should be until they have 
experience with supporting deployed ships.” GAO’s basic recommendation is that the 
Navy conduct the full range of inspections, assessments and analysis into its LCS 
concepts — including estimates from outside the Navy Department. The problem, 
according to the report, is that by the time the Navy concludes the current set of studies 
now underway, it already will have bought many of its planned ships. 
Source: http://militarytimes.com/news/2010/02/navy_gao_lcs_020210w/ 

20. February 2, Global Security Newswire – (National) On heels of failed intercept test, 
missile defense leader excoriates contractors. Just one day after the Missile Defense 
Agency (MDA) failed to achieve an intercept in a major flight test of its Ground-based 
Midcourse Defense system, its executive director took broad aim at defense contractors 
for chronic quality-control lapses. “I’m not going to name names today, but I’m going 
to tell you we continue to be disappointed in the quality that we are receiving from our 
prime contractors and their subs — very, very disappointed,” the MDA executive 
director, told reporters at a budget briefing yesterday. He stopped short of blaming 
quality control for the problems during Sunday’s flight test, in which a silo-based 
interceptor was fired from Vandenberg Air Force Base in California but it failed to hit 
the target. The agency said both the interceptor and target missile “performed 
nominally after launch” and instead identified a radar system as having malfunctioned. 
A Missile Defense Agency spokesman said this week the target missile was intended to 
mimic the kind of technology that a nation like North Korea or Iran could develop that 
might someday threaten the United States. In six of 16 GMD intercept flight tests since 
1999, the missile has failed to hit its target. There have been eight such tests that ended 
with a successful intercept. In another two, target or missile-decoy failures made it 
impossible for the main test objectives to be met. Prior to this weekend, the most recent 
intercept attempt occurred in December 2008. An intercept was achieved but decoys 
failed to deploy, according to officials. The director said he had “no clue” yet whether 
poor quality was a factor in this weekend’s test failure, but his indictment of contractor 
performance was so sweeping that such a conclusion down the road might come as 
little surprise. Quality in manufacturing is widely regarded as important for ensuring 
that weapons and support systems function as designed. Faulty missile defense 
components have led to an enormous amount of “rework” that costs taxpayer money. 
The GMD program carries an estimated $35.5 billion price tag, according to the 
Government Accountability Office. One recent example of a quality-control lapse was  
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an early-December test of the Terminal High-Altitude Area Defense system, in which 
an intercept did not occur because of a target failure. A Pentagon failure-review board 
“disclosed a big-time quality problem” as the root cause, he said. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100202_8712.php 

For another story, see item 12  
 
[Return to top]  

Banking and Finance Sector 

21. February 3, Bloomberg – (International) Explosion at Darwin insurance office 
injures 15. Fifteen people were admitted to the hospital in the northern Australian city 
of Darwin Wednesday after an explosion at an insurance office, officials said. A man is 
in custody and the major crimes unit is probing the blast at the Territory Insurance 
Office, Northern Territory police said. A “disgruntled claimant” was behind the attack, 
wheeling a shopping trolley containing three jerry cans and fireworks into the office, 
the Australian Broadcasting Corp. reported. “This is not a terrorist incident,” the 
broadcaster cited a commander as saying. Four people were in a serious though stable 
condition after being treated for burns and respiratory problems caused by smoke 
inhalation, a spokeswoman for Royal Darwin Hospital said in a telephone interview. 
The rest were stable and expected to be discharged later today. Six staff members were 
among those injured, TIO’s chief executive said in an e-mailed statement. Police 
“believe this is an isolated incident and there is no ongoing threat to TIO, its staff or its 
customers,” the chief executive said. Nevertheless, security has been stepped up “at all 
our offices and branches.” TIO is Australia’s only government-owned commercial and 
financial services provider. 
Source: http://www.bloomberg.com/apps/news?pid=20601081&sid=aYeANXCNo3.o 

22. February 3, ComputerWorld – (International) Old security flaws still a major cause 
of breaches, says report. An overemphasis on tackling new and emerging security 
threats may be causing companies to overlook older but far more frequently exploited 
vulnerabilities, according to a recent report. The report, from Trustwave, is based on an 
analysis of data gathered from more than 1,900 penetration tests and over 200 data 
breach investigations conducted on behalf of clients such as American Express, 
MasterCard, Discover, Visa and several large retailers. The analysis shows that major 
global companies are employing “vulnerability chasers” and searching out the latest 
vulnerabilities and zero-day threats while overlooking the most common ones, the 
report said. As a result, companies continue to be felled by old and supposedly well-
understood vulnerabilities rather than by newfangled attack tools and methods. For 
instance, the top three ways hackers gained initial access to corporate networks in 2009 
were via remote access applications, trusted internal network connections and SQL 
injection attacks, Trustwave found. The most common vulnerability that Trustwave 
discovered during its external network penetration tests involved the management 
interfaces for Web application engines such as WebSphere and ColdFusion. In many 
cases, the management interfaces were accessible directly from the Internet and had 

http://www.globalsecuritynewswire.org/gsn/nw_20100202_8712.php
http://www.bloomberg.com/apps/news?pid=20601081&sid=aYeANXCNo3.o


 - 12 - 

little or no password protection, potentially allowing attackers to deploy their own 
malicious applications on the Web server.  
Source: 
http://www.computerworld.com/s/article/9151078/Old_security_flaws_still_a_major_c
ause_of_breaches_says_report?taxonomyId=17 

23. February 3, NBC Connecticut – (Connecticut) Local bank hit by second multi-
million scheme. Just weeks after a trio, including a husband, his wife and her ex-
hubby, were arrested and accused of trying bilking Webster Bank out of more than $6 
million, the troubles for the Waterbury-based bank have escalated and might be $11 
million dollars worse. On February 2, the company released a statement about 
“elaborate embezzlement scheme” at a subcontractor that provides bulk cash 
processing on behalf of one of the bank’s major vendors. No customers were affected, 
according to the bank. The subcontractor has paid back some of the money, according 
to the bank, and has insurance to cover the whole loss. This is the second multimillion 
dollar hit the local bank chain has suffered in recent years. 
Source: http://www.nbcconnecticut.com/news/local-beat/Local-Bank-Hit-By-Second-
Multi-Million-Scheme--83432937.html 

24. February 3, New York Daily News – (New York) Auto insurance fraud on rise in 
New York State and motorists are paying the bill. Auto insurance fraud is beginning 
to soar in New York - and so are drivers’ rates. The Daily News has learned suspected 
fraud cases have jumped 33 percent since 2006. And this has hurt drivers in their 
wallets: Auto insurance rate hikes averaged 6.3 percent last year, the state says. 
Companies inundated the state Insurance Department with 13,433 complaints of 
suspected no-fault auto-insurance fraud last year - up from the 10,117 incidents flagged 
just three years earlier. The scams are pervasive in and around the city, particularly in 
the Bronx and Brooklyn, Insurance Department statistics and industry experts reveal. In 
many cases, experts say, accidents are staged and corrupt medical clinics submit 
fraudulent claims for treatment that was either not performed or medically needed. As 
fraud cases have risen, so have the average payouts per auto insurance injury claim. 
They have soared 55 percent since 2004 and are now more than double the national 
average.  
Source: http://www.nydailynews.com/money/2010/02/03/2010-02-
03_drivin_up_rates_auto_insurance_fraud_on_rise_in_state__and_motorists_are_payin
g_.html 

25. February 2, Forbes – (National) Cybercrime checks into the hotel industry. Over the 
past year America’s hotels have had some uninvited guests: a wave of increasingly 
sophisticated invasions by organized cybercriminals. That’s one finding of a report that 
a cybersecurity researcher plans to present on February 2 at the Black Hat security 
conference in Arlington, Virginia. His data shows a spike in hacking incidents that 
successfully targeted hotels and resorts, what the researcher describes as relatively 
unprotected sources of thousands or even millions of credit card account details. The 
researcher, who works as a security auditor and data breach investigator for the security 
firm Trustwave, plans to outline the results of around 1,900 audits and 200 breach 
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investigations that his company performed over the last year. The central anomaly in 
that data: While only 3% of the audits Trustwave performed proactively for companies 
were commissioned by the hospitality industry, hotels and resorts were victims in 38% 
of investigations following successful cybercriminal attacks. That’s a new phenomenon 
for Trustwave, whose hospitality breach investigations were “practically nonexistent” 
in 2008, the researcher said. He argues that rather than searching many industries for 
vulnerable targets, hackers are increasingly targeting specific sectors whose systems 
they know to be accessible and lucrative. “The hospitality industry was the flavor of the 
year for cybercrime,” the researcher said. “These companies have a lot of data, there 
are easy ways in and the intrusions can take a very long time to detect.”  
Source: http://www.forbes.com/2010/02/01/cybersecurity-breaches-trustwave-
technology-security-hotels.html?feed=rss_home 

26. February 1, Reno Gazette-Journal – (Nevada) Police in Reno track growing number 
of ATM skimming attacks. The Reno Gazette-Journal reports that debit and credit 
cards in the area have been compromised and used for purchases totaling hundreds of 
dollars at stores in states as far away as Florida and Ohio. The compromised cards have 
been linked to ATM transactions, too. The paper says that dozens of Reno residents 
have reported being the victims of similar crimes over the last six months. The surge in 
reports prompted police to track the fraud. A detective with the Reno police Financial 
Crimes Unit says Eastern European organized crime groups have taken advantage of 
data breaches at financial institutions to clone credit and debit cards using computer 
software and cardstock with a magnetic strip. This week, police arrested a Bulgarian 
man in Massachusetts related to an international ATM-skimming ring that allegedly 
stole money from hundreds of accounts in the area. Skimming is a growing problem, in 
Reno and other parts of the United States. The U.S. Secret Service estimated an annual 
loss of $1 billion specifically from ATM skimming.  
Source: http://atmmarketplace.com/article.php?id=11679&na=1 

[Return to top]  

Transportation Sector 

27. February 3, Washington Post – (Maryland) Metro’s safety office was unaware of 
Red Line accident for more than 30 hours. Metro’s safety office did not know about 
a five-vehicle crash last weekend on the Red Line for well over 30 hours, transit 
officials said Tuesday. It was the second accident in that vicinity in less than a week. 
The crash took place at 8:35 p.m. Saturday, when a crew of about 20 employees was 
riding into a tunnel to a work zone near the Medical Center Station aboard a large 
vehicle with a flatbed car attached. “The Metro safety office said they had only learned 
about it Monday morning,” said the chairman of the Tri-State Oversight Committee, 
which oversees safety on the Metro system. The chairman said he called the office to 
ask about the crash after hearing rumors about it Monday. Under federal rules, Metro is 
required to notify the committee of any accident involving a rail transit vehicle within 
two hours, the chairman said. “We didn’t get the call,” he said. Metro did not 
immediately respond to questions about why the safety office failed to learn about 

http://atmmarketplace.com/article.php?id=11679&na=1
http://www.forbes.com/2010/02/01/cybersecurity-breaches-trustwave-technology-security-hotels.html?feed=rss_home
http://www.forbes.com/2010/02/01/cybersecurity-breaches-trustwave-technology-security-hotels.html?feed=rss_home


 - 14 - 

Saturday’s accident until Monday. The committee is awaiting a full report from Metro 
on the accident, which unfolded when the slow-moving vehicle carrying the workers hit 
a patch of ice and accelerated out of control, plowing into a pickup truck mounted on 
the rails. The pickup in turn hit three other stationary vehicles. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/02/02/AR2010020203678.html 

28. February 3, Jacksonville.com – (Florida) Feds: Jaxport security guard was illegal 
alien. The Jacksonville port security guard had all the trappings of police work: a 
deputy’s badge, handcuffs, and police lights on the grille of his Crown Vic. A loaded 
pistol inside. But the badge was stolen. The gun was illegal. And according to federal 
agents, so was the man. The 31-year-old was arrested Tuesday morning at the port’s 
Blount Island terminal by Jacksonville police and U.S. Customs and Border Protection 
officers on a charge of possession of a firearm by an illegal alien. They said he was a 
Brazilian alien who lied to get his job at the port and his Florida driver’s license. 
According to the complaint filed by Customs and Border Protection, the man began 
working at the Blount Island facility last month and was noticed by a Jacksonville 
police officer during a routine check of people entering the terminal. He had a Florida 
driver’s license, and his application said he was born in Georgia, but subsequent checks 
showed he was a Brazilian native who entered the United States on a six-month 
visitor’s visa in 2003 and never left, the complaint says. When police and federal 
agents confronted him Tuesday, they got his consent to search his car because “it 
appeared to be a police vehicle,” the complaint says. In addition to the grille-mounted 
lights, his white Ford Crown Victoria had flexible handcuffs hanging from the rearview 
mirror and a laptop computer in the center console. Inside were a loaded Taurus .22-
caliber semiautomatic pistol and two St. Johns County Sheriff’s Office badges, one 
belonging to a deputy and the other indicating it was a captain’s. The St. Johns 
Sheriff’s Office informed officers the deputy badge number matched a badge reported 
stolen, the complaint says. 
Source: http://jacksonville.com/news/metro/crime/2010-02-
02/story/feds_jaxport_security_guard_was_illegal_alien 

29. February 3, Associated Press – (Hawaii) Airport runway briefly closed after bomb 
threat. The reef runway at Honolulu international airport was briefly closed after an 
interisland air carrier received a bomb threat. Airport officials say the threat was called 
into Island Air around 12:45 p.m. Tuesday. The flight from Kahului to Honolulu landed 
safely about 45 minutes later. Security personnel and bomb-sniffing dogs searched the 
aircraft and baggage but nothing suspicious was found. Airport officials say the 
incident did not affect other outgoing or incoming flights.  
Source: http://www.kpua.net/news.php?id=19572 

30. February 2, Galveston Daily News – (Texas) Cruise ship damages gangway. The 
U.S. Coast Guard is investigating an incident last week in which Carnival Cruise Line’s 
Ecstasy struck the passenger gangway at the Texas Cruise Ship Terminal at Pier 25, 
knocking the $1.8 million structure out of commission, possibly for weeks. No one was 
injured in the collision, which occurred about 8 a.m. Thursday as the ship’s captain was 
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attempting to turn the 855-foot Ecstasy around in the channel, port officials said. 
“While turning around in the channel, the rear of the ship nudged the gangway and 
pushed it about 15 feet along the wharf and about 3 feet toward the terminal — but not 
into the terminal,” the Port Director said. The Coast Guard has ruled out drug and 
alcohol use as the cause of the crash, but it had not completed its investigation nor 
determined the cause of the accident, a spokesman said. 
Source: http://galvestondailynews.com/story.lasso?ewcd=25a8a4bee6d193b2 

31. February 2, Aviation Web – (National) Lahood raps USA Today’s maintenance 
investigation. The U.S. Department of Transportation Secretary came out swinging 
February 2 against a USA Today report that alleged that 65,000 airline flights over the 
last six years occurred in aircraft that were not properly maintained. The newspaper 
said the findings surfaced after a six-month investigation into maintenance practices by 
the airlines and oversight by the FAA found both lacking. On his blog, the secretary 
said FAA inspectors are constantly monitoring maintenance and the recent airline 
safety record is evidence of that. “Contrary to the assertion in USA Today, we are not 
allowing flights to leave the ground in ‘unsafe condition,’” the secretary wrote. He 
noted the FAA’s proposal to fine American Eagle Airlines $2.5 million for faulty 
weight-and-balance calculations on 154 flights is proof that the FAA is serious about 
safety. However, in a follow up to the maintenance story, USA Today suggested the 
millions of dollars in fines assessed against airlines in the past year is a symptom of the 
problem and not an indication of a solution. It noted that over the past six years, the 
airlines have been cited for 1,300 maintenance infractions, most resulting in warning 
letters rather than fines. Meanwhile American Eagle is crying foul over its proposed 
fine, saying the discrepancies were found in the backup paper-based weight-and-
balance calculation system, rather than the primary electronic system that actually 
provides the numbers. 
Source: http://www.avweb.com/avwebbiz/news/LahoodRapsUSAToday_201947-
1.html 

32. February 2, Associated Press – (International) AA jet makes emergency landing in 
Turks and Caicos. An American Airlines jet made a safe emergency landing Monday 
in the Turks and Caicos Islands after the crew noticed an unusual smell inside the 
cabin, authorities said. The Boeing 737-800, carrying 109 people, was roughly halfway 
through its flight from Miami to the Caribbean island of St. Lucia when it landed at the 
airport in Providenciales. “I know that they landed because of the smell of fumes of 
cabin. That had to be checked out,” said the deputy managing director of the British 
territory’s civil aviation authority. Nobody was injured, according to a spokeswoman 
for the Fort Worth, Texas-based airline. She said a maintenance crew would check the 
aircraft before it returns to service and another 737 would take the passengers on to St. 
Lucia. 
Source: http://www.cnbc.com/id/35203520 

33. February 2, Southwest Riverside News Network – (California) Feds: Phony U.S. 
Marshal made it into S.D. airport with ‘prisoner’. A Hemet man who passed 
himself off as a U.S. Marshal was able to enter the international airport in San Diego 
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with a “prisoner” after convincing airport security officers he was a federal agent, a 
TSA spokeswoman confirmed Tuesday. A spokeswoman for the Transportation 
Security Administration said in a telephone interview that an investigation has revealed 
that someone who presented “falsified law enforcement documents” was able to get 
past security and eventually make it to a gate with a prisoner. The individual presented 
himself as a law enforcement officer and followed the proper procedures, including 
logging in, she said. The agency learned about the incident after being contacted by 
“local law enforcement” about the potential breach in security. The man, 37, was 
booked last month and booked on suspicion of kidnapping, false imprisonment and 
impersonating a peace officer, the spokeswoman said. A spokesman for the Riverside 
County District Attorney’s office said Monday the case against the man is still under 
review and he did not have an estimate on how soon a decision will be made on 
whether charges will be filed. The man was wearing clothing with “Federal Agent” 
printed on it, had a badge around his neck, a gun belt, and displayed an apparent 
handgun. The spokesman said Tuesday that investigators confiscated two pellet guns 
from the man, one of which they believe was used during the incident. 
Source: http://www.swrnn.com/southwest-riverside/2010-02-02/news/feds-phony-us-
marshal-from-hemet-made-it-into-sd-airport-with-prisoner 

34. February 1, Albany Democratic Herald – (Oregon) Bomb scare briefly closes 
Highway 20 Sunday morning. Highway 20 near Hyak Park was closed for about 20 
minutes Sunday morning while a bomb squad inspected a suspicious device. 
Volunteers were picking up trash along the highway as part of their quarterly clean-up 
about 10:15 a.m. when one of them found what looked like a pipe bomb. The object 
was described as a piece of PVC pipe about 12 inches long, capped on both ends. They 
flagged down a passing sheriff’s deputy, who took a look at the object and agreed it 
warranted caution. Oregon State Police troopers from the Albany command office were 
contacted; that office in turn called the bomb squad, which arrived about 11:20 a.m. 
Oregon State Police Hazardous Device technicians defused the object and then 
inspected it, determining the device was not explosive. “It wasn’t a bomb, but it looked 
like what somebody would make when they were making a bomb,” said a Benton 
County sergeant. Highway 20 was closed in both directions for about 20 minutes while 
the bomb squad was working. Oregon State Police troopers and Benton County 
Sheriff’s Office personnel assisted at the scene. 
Source: http://www.democratherald.com/news/local/article_8193020e-0f4a-11df-9136-
001cc4c002e0.html 

35. February 1, KFVS 12 Cape Girardeau – (Missouri) Missouri rushes to fix guard 
cables damaged during December storms. The storms that swept through parts of 
Missouri in December left a lot of damage in their wake. State transportation workers 
now have the task of fixing 504 sections of guard cables that were damaged during the 
storms over the Christmas and New Year’s holidays. The state put the cables in place to 
prevent vehicles from crossing from one side of the interstate to the other. Missouri 
officials say the number of cars that slid off the road and into the cables was more than 
double what is usually reported in a month. The Kansas City Star is reporting that it 
will cost the state about $400,000 to fix the cables. Missouri has about 600 miles of the 
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cable in the medians of most of the state’s major interstates. 
Source: http://www.kfvs12.com/Global/story.asp?S=11916366 

36. February 1, CBS News – (National) “Toxic” morale “crippling” Air Marshals. A 
“toxic” work environment created by bosses in the Federal Air Marshal Service is 
“crippling” the agency’s efforts to keep skies safe, according to CBS news. “We talked 
to well more than a dozen current and former air marshals around the country,” a 
correspondent reported to said to the CBS co-anchor Monday, “and, certainly in their 
mind, the service is riddled with internal problems. (From the) top down — 
supervisors, many of them white, male, ex-Secret Service agents, who have created a 
hostile atmosphere, work atmosphere, work environment inside many of the 21 field 
offices around the country. Intimidation, retaliation, discrimination against women, 
minorities, disabled, gays. And it’s created a real atmosphere, a toxic atmosphere inside 
the agency that, in the belief of the people that we’ve talked to, has really crippled the 
agency from within.” The service is, according to the correspondent, “attracting really 
quality candidates in a lot of ways. The problem is retaining them. Once they get into 
this atmosphere, once they get into these field offices, there are lawsuits, EEO (Equal 
Employment Opportunity Commission) complaints across the country. The real 
problem now is being able to keep the qualified candidates because, we’re being told, 
there’s a mass exodus of really good agents.” 
Source: http://www.cbsnews.com/stories/2010/02/01/earlyshow/main6162291.shtml 

For more stories, see items 2, 7, and 8  
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Postal and Shipping Sector 

37. February 2, KTVX 4 Salt Lake City – (Utah) Salt Lake Bomb Squad demonstrates 
danger of homemade explosions. In January, five teens were arrested for blowing up 
homemade bombs on west high’s football field. These types of bombs are used as 
pranks, often used to blow up mail boxes, but police say the explosions can spread as 
far as 50 feet, and burn eyes and skin. The Salt Lake Bomb Squad demonstrated at the 
Salt Lake Aiport facility, just how dangerous dry ice and chemical bombs can be. 
“What we’re really trying to with this is protect kids,” said a sergeant with the Salt 
Lake Police Bomb Squad. “We’ve had a lot of kids that have gotten hurt with these 
devices, and we want to show that it really is a hazard.” Police also say it can be a 
felony to have these types of bombs in one’s possession. 
Source: http://www.abc4.com/content/news/slc/story/Salt-Lake-Bomb-Squad-
demonstrates-danger-of/EXT2e7U-_0ClKebyRg9UBg.cspx 
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38. February 3, Portland Press Herald – (Maine) OSHA inspectors investigating site of 
ammonia leak; Federal officials want to know if Portland’s Americold Logistics 
plant followed all safety protocols. Federal inspectors are investigating the release of 
ammonia at the Americold Logistics plant on January 22 to determine whether the 
company complied with all safety standards and whether food stored there will have to 
be discarded because of chemical contamination. The Occupational Safety and Health 
Administration (OSHA) has assigned an inspector to the plant to determine whether 
there were safety violations when part of the refrigeration system collapsed, and 
whether OSHA has jurisdiction. “When we’re looking a this ... a lot of it is, what do 
they do to maintain the integrity of the system and training for the people who have to 
maintain the systems,” said the area director for OSHA. He would not comment on the 
plant specifically because of the pending investigation. Company officials say they 
expect to know by the end of next week what caused the cooling unit to fall. A section 
of the cooling system 20 feet wide by 40 feet long fell from the ceiling and hit the floor, 
releasing a cloud of ammonia gas, say state and local officials. Ammonia, an efficient 
refrigerant, is toxic at relatively low levels and combustible at higher concentrations. 
Workers evacuated the building and, although the level of ammonia gas was at 
dangerously high levels inside, no workers or emergency responders were injured. 
Firefighters evacuated residents along streets neighboring the Read Street plant in case 
the toxic gas escaped from the building at ground level. However, the fumes were 
vented from the roof of the building and did not affect residents, fire officials said. 
Residents returned to their homes but workers needed protective suits to enter affected 
areas of the 150,000-square-foot refrigerated warehouse because of high levels of 
ammonia gas. Inspectors and companies that had frozen food stored at the plant were 
unable to get access to the building until this week. The Fire Department had been 
called to the plant three other times since 2004 for ammonia leaks, none as serious as 
the one on January 22. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/3834675 

39. February 2, Denver Post – (Colorado) U.S. grants aid because of damaged 
crops. Colorado’s governor announced Monday that the U.S. Department of 
Agriculture has granted a request for disaster designation in several Colorado counties 
where crops were affected by drought and an early frost. Fremont County experienced 
damaging frost and freezing temperatures October 8, 9 and 11, rendering unharvested 
apples worthless. Also, various crops in Mesa, Montezuma, Dolores, San Miguel and 
Montrose counties were damaged by a summer drought after a wet spring. 
Source: http://www.denverpost.com/headlines/ci_14313454 

40. February 2, New York Times – (International) China begins emergency check of 
dairy products. China has begun a 10-day emergency inspection of dairy products 
because of reports that tainted items the government ordered destroyed during a food 
safety scandal in 2008 were still on the market, the official newspaper China Daily 
reported Tuesday. The suspect dairy products contain melamine, an industrial chemical 
added to the products to give them the appearance of having greater nutritional value. 
The chemical, which can cause kidney stones in infants, led to the deaths of at least six 
children and sickened 300,000 people in 2008, according to the Chinese government. 
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Melamine was discovered in a wide range of dairy products after the scandal erupted in 
September 2008. The government ordered all suspect products to be recalled and 
destroyed, but some “unscrupulous” companies have taken the recalled products and 
repackaged them for sale, China’s Health Minister said during a teleconference call 
over the weekend, according to China Daily. Melamine-laced milk powder has 
resurfaced mostly as an ingredient in processed food like ice cream and condensed 
milk, the newspaper said. As recently as late January, three Chinese companies were 
found selling melamine-tainted dairy products that the authorities said were leftovers 
from the contaminated products that were discovered in 2008, China Daily reported.  
Source: http://www.nytimes.com/2010/02/03/world/asia/03china.html?ref=asia 

For another story, see item 9  
 
[Return to top]  

Water Sector 

41. February 3, Warren Record – (North Carolina) Treatment plant needs critical 
repairs. The wastewater treatment plant in Warren, North Carolina, is at serious risk of 
failing and contaminating water sources in Warren and downstream. For the last several 
years, the wastewater treatment plant has been fully compliant in meeting its operating 
permit requirements. However, much of the equipment has reached its design life, is in 
poor condition and needs to be replaced. The computerized system designed to operate 
the plant was outdated when it was put in 30 years ago and was damaged several times 
in lightning strikes. It began failing 20 years ago and is so old that replacement parts 
are no longer available. This means that a number of functions must be performed 
manually, such as an employee having to check portable meters every so many hours 
and make adjustments. Also, more than half the metal on the two clarifiers — large 
settling basins required for treating the sewage — is corroded or missing altogether. 
“We will definitely see a failure there in the near future,” the Warren Public Works 
director said. A complete overhaul of the plant is needed at an estimated cost of $5 
million based on an engineering report performed in 2007. However, the two critical 
needs — major work on the clarifiers and replacement of the plant’s computerized 
control and monitoring system — are estimated to cost around $900,000. 
Source: http://www.vancnews.com/articles/2010/02/03/warrenton/news/news60.txt 

42. February 3, Santa Barbara Daily Sound – (California) Project aims to convert grease 
into power. Grease and fat collected by local restaurants may soon be generating 
energy to power the city of Santa Barbara’s wastewater plant, potentially cutting down 
electricity costs and eliminating the need to truck the waste to distant facilities. City 
leaders unanimously greenlighted a pilot project yesterday to convert what is known in 
the industry as FOG — or fats, oil and grease — into methane gas through a digestion 
process at El Estero Wastewater Treatment Plant. The pilot program would receive up 
to 5,000 gallons of waste collected in grease traps at local restaurants. After a waste 
hauler runs the grease through a pretreatment process, wastewater staff will inject the 
waste into a digester. Bacteria will subsequently eat through the oil and grease, creating 
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mostly methane gas along with some carbon dioxide. City officials plan to convert the 
gas into energy for the plant, offsetting electricity costs. The program also has the 
potential to benefit local restaurant operators, who currently pay to haul their grease 
elsewhere. The city’s facilities and energy manager said the pilot program could 
generate additional revenues for the city through tipping fees charged to haulers that 
bring grease to the facility. Up to $100,000 could be generated annually through those 
fees, city officials said, meaning the city would presumably recoup the project’s 
estimated $410,000 price tag within four years. The pilot program would also yield up 
to 4,500 kilowatt hours of energy daily. 
Source: http://www.thedailysound.com/020310fogproject 

43. February 3, Portage County Record-Courier – (Ohio) Water main breaks: Akron 
line running through Kent bursts. A city of Akron, Ohio, water main funneling water 
from Lake Rockwell south through Kent burst this weekend and caused damage to two 
homes near the intersection of Fairchild Avenue and Majors Lane. A bolt that was one 
of several in a pipe joint failed and caused the break in the 54-inch diameter line early 
Sunday morning.  The ensuing geyser damaged the two homes adjacent to Akron’s 
right of way where the pipe is located. The Kent Service director said to his knowledge, 
no Kent residents were tied into the Akron main, so no Kent homes lost water service. 
Akron’s water crews merely increased the flow in the other two lines to compensate 
after shutting down the broken main. Crews spent Sunday digging through 20 feet of 
mud to get to the pipe and determine the cause of the break. The work has at times 
disrupted traffic patterns on Majors Lane. Repairs were expected to be completed by 
Wednesday or Thursday.  
Source: http://www.recordpub.com/news/article/4761627 

44. February 2, Associated Press – (Oklahoma) Lawton residents urged to conserve 
after backup generator fails at city water treatment plant. Lawton, Oaklahoma, 
residents are being urged to conserve water after a backup generator providing power 
for the city’s primary water treatment plant broke down. The breakdown at the plant in 
Medicine Park occurred Tuesday morning. Until it is fixed, Lawton will rely on its 
southeast water treatment plant. The Public Works director says that as water is drawn 
from storage facilities, there will not be enough water pressure to refill those structures. 
Water usage has been averaging about 15 million gallons a day in recent days and the 
southeast plant has a maximum capacity of 10 million gallons a day. Nearby Fort Sill 
and the town of Medicine Park have 100 percent of their water needs provided by the 
Medicine Park plant and can not be fed water from the southeast plant. 
Source: http://www.kfsm.com/news/sns-ap-ok--generatorfails,0,6254802.story 

45. February 1, American Water Works Association – (National) Obama seeks $3.3 
billion for SRFs. The U.S. President’s 2011 budget request seeks $3.3 billion for 
USEPA’s Clean Water and Drinking Water State Revolving Funds (SRFs) and $1.3 
billion — a 14 percent increase from 2010 and the highest level ever — to help states 
and tribes protect their air, water, and land. As submitted to Congress, the budget 
request would also provide $274 million — a $45 million increase — for state water 
pollution control grants. Overall, the Presidential Administration seeks a record $10 
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billion for USEPA even as it imposes a three-year freeze on non-security discretionary 
funding. The FY2011 budget request and all supporting resources are online at the 
Office of Management and Budget. 
Source: 
http://www.awwa.org/publications/breakingnewsdetail.cfm?itemnumber=53640&show
Login=N 

46. February 1, American Water Works Association – (National) Utilities making 
progress toward security. U.S. water and wastewater utilities are committed to 
meeting security requirements and continue to make progress implementing voluntary 
security measures, concludes a new analysis of water sector progress toward meeting 
certain measures of success. Among the findings of the 2009 Water Sector Measures 
Analysis, 87 percent of water utilities have “integrated security and preparedness into 
budgeting, training, and manpower responsibilities” and 88 percent “receive screened, 
validated, and timely security threat information from one or more sources.” Based on a 
set of measures developed in 2007 by the Water Sector Coordinating Council to 
support the Water Sector Specific Plan, the analysis reflects findings from the second 
round of data collection that was conducted on behalf of the WSCC by the WaterISAC. 
The WSCC comprises representative of AWWA, the Association of Metropolitan 
Water Agencies, the Water Environment Federation, the National Association of Clean 
Water Agencies, the National Association of Water Companies, the National Rural 
Water Association, the Water Research Foundation, the Water Environment Research 
Foundation and the WaterISAC. Also on the infrastructure security front, the Critical 
Infrastructure Partnership Advisory Council (CIPAC) Working Group released a 
resource titled All-Hazard Consequence Management Planning for the Water Sector. 
The document aims to help water and wastewater utilities incorporate all-hazard 
consequence management planning into their emergency preparedness, response and 
recovery plans and programs. The report includes customizable lists of preparedness, 
response, and recovery actions; consequence-specific lists of actions for hazards that 
are most relevant to drinking water and wastewater utilities; and incident-specific flow 
charts and checklists with links to the downloadable and customizable versions online. 
Source: 
http://www.awwa.org/publications/breakingnewsdetail.cfm?itemnumber=53638&show
Login=N 

47. January 31, Chicago Tribune – (National) EPA targets chemical often dumped in 
Chicago sewers. Alarmed by research linking chemicals used to make Scotchgard and 
Teflon to cancer, liver disease and other health problems, the federal government spent 
the last decade pressuring manufacturers to phase out the stain-resistant compounds. 
But scientists at the U.S. Environmental Protection Agency (EPA) recently discovered 
that a different industry — metal plating — is dumping high levels of the chemicals 
into sewers in Chicago and Cleveland, and likely is doing the same thing in scores of 
other cities. The finding is worrisome because the chemicals, known as perfluorinated 
compounds, or PFCs, wash unfiltered through sewage treatment plants into lakes and 
streams. The chemicals do not break down in the environment, and traces are showing 
up in the blood of people and wildlife. At one Chicago-area metal plating shop, which 
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the EPA does not name, the agency found PFCs being flushed into the sewers at 
concentrations of 12,214 parts per trillion, far higher than the 2.5 parts per trillion 
found in water piped into the factory. Levels were even higher at one of the Cleveland 
shops: more than 54,000 parts per trillion. Mindful that those amounts are some of the 
highest detected in wastewater to date, career staff at the EPA are urging the 
Presidential Administration to crack down on the metal plating industry’s use of PFCs, 
which are used to suppress fumes during the plating of chrome automotive bumpers, 
wheels, and other parts. In 2007, records show, the last Presidential Administration 
created a special exemption that allowed metal plating shops to avoid any regulations 
on perfluorinated compounds because the industry said it had no alternatives. 
Source: http://www.chicagotribune.com/news/local/ct-met-metal-plating-pollution-
20100131,0,5518963.story 

[Return to top]  

Public Health and Healthcare Sector 

48. February 3, New London Day – (Connecticut) Low-strength H1N1 flu shots get 
recalled. A manufacturer of the H1N1 vaccine has voluntarily recalled its product due 
to a reduced level of potency, the state Department of Public Health announced 
Tuesday. Connecticut received 11,360 doses of the recalled vaccine and more than 72 
providers have been affected by the recall. There are no safety concerns with the lots 
that are being recalled, the state health department said in a news release. Sanofi 
Pasteur Inc. has voluntarily recalled five lots of single-dose, pre-filled syringe pediatric 
vaccine and one lot of single-dose pre-filled syringe for older children and adults. This 
is the second lot recalled by the company. In December Sanofi Pasteur recalled a lot 
due to potency issues, as did a second manufacturer, MedImmune. The most recent 
recall came after Sanofi Pasteur, as part of its quality-assurance program, found that the 
antigen content was lower than required potency levels during routine testing. Before 
they were shipped, the lots passed all quality controls and met specifications for safety, 
purity and potency. 
Source: http://www.theday.com/article/20100203/NWS01/302039921/1044 

49. February 2, KWES 9 Big Spring – (Texas) Medical Center Hospital to share digital 
records. The Ector County Hospital Board in Odessa, Texas, passed a measure on 
Tuesday night that will allow digital record sharing between Medical Center Hospital 
and Texas Tech University Health Sciences Center of the Permian Basin. They say 
their main goal is accuracy. “I think we’re of the leading edge of doing this. Some other 
areas have done this but its something. Number one thing is continuity and patient care, 
so basically it’s all about the patient,” Medical Center Hospital’s chief information 
officer said. Health officials also say keeping digital records could be a huge cost saver 
down the road. 
Source: http://www.newswest9.com/Global/story.asp?S=11923657 

50. February 2, Columbia State – (South Carolina) Patients evacuated in hospital fire; 
no injuries. A fire caused $80,000 in damages to a Richland County, South Carolina, 
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hospital and required patient evacuations, but caused no injuries. A television cabinet 
caught fire around 7:30 p.m. Monday night at Providence Northeast, Columbia fire 
department interim chief said. The fire emitted heavy smoke in a second-floor wing 
that prompted hospital staff to evacuate five patients from the wing to another location 
in the hospital, the interim chief said. Spreading smoke also required the evacuation of 
12 additional patients from a nearby wing.  
Source: http://www.thestate.com/breaking/story/1138606.html 

[Return to top]  

Government Facilities Sector 

51. February 2, Miami Herald – (Florida) Student charged after bringing fake grenade 
to Pembroke Pines school. A 14-year-old high school student has been charged with 
possession of a hoax bomb after bringing a fake hand grenade to a Pembroke Pines 
charter school Monday, Pembroke Pines police said. The student’s classmates at 
Somerset Academy, a kindergarten through 12th-grade school, told a teacher they had 
seen a suspicious device, said a spokeswoman for the Florida Consortium for Public 
Charter Schools. The principal called the boy into his office and found the fake grenade 
in the student’s backpack, said a Pines police spokesman. The boy also had a 3.5 inch 
knife. The Broward Sheriff’s Office bomb squad was called in to make sure the 
grenade was not real, and the school was placed on lockdown for about 90 minutes. 
Source: http://www.miamiherald.com/news/southflorida/story/1458082.html 

52. February 2, Associated Press – (International) Armed men attack Haiti food convoy 
as U.N. addresses security. Twenty armed men blocked a road and tried to hijack a 
convoy of food for earthquake victims in Haiti, but were driven off by police gunfire, 
U.N. officials said Tuesday. The attack on the convoy as it carried supplies from an 
airport in the southern town of Jeremie underscored what the United Nations calls a 
“potentially volatile” security situation as frustration has grown at the slow pace of aid 
since the January 12 earthquake. Most quake victims are still living outside in squalid 
tents of sheets and sticks and aid officials acknowledge they have not yet gotten food to 
the majority of those in need. Mobs have stolen food and looted goods from their 
neighbors in the camps, prompting many to band together or stay awake at night to 
prevent raids. About 20 armed men blockaded a street Saturday and attacked a convoy 
carrying food from the airport in Jeremie, according to a U.N. spokesman. U.N. and 
Haitian officers fired warning gunshots and the men fled the scene, he said. No injuries 
were reported and no one was hurt. 
Source: http://www.foxnews.com/story/0,2933,584584,00.html 

53. February 1, NJ.com – (New Jersey) Photo of man suspected in making Haddonfield 
bomb threats released. The Camden County, New Jersey, prosecutor and the 
Haddonfield Police chief issued a photo Monday of a man wanted in connection with 
bomb threats called to three Haddonfield schools last week. It appears the January 28 
threats were made from a pay phone at a Wendy’s on Route 38 and Cooper Landing 
Road between 9:40 and 9:45 a.m. The man reported in three separate calls that there 
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were bombs in Elizabeth Haddon Elementary School, Central Elementary School, and 
Haddonfield Memorial High School. All three schools were evacuated for about an 
hour as police and bomb-sniffing dogs searched the buildings. No explosives were 
found. No injuries resulted from the evacuations. 
Source: 
http://www.nj.com/camden/index.ssf/2010/02/photo_of_man_suspected_in_maki.html 

For another story, see item 60  
 
[Return to top]  

Emergency Services Sector 

54. February 2, WREX 13 Rockford – (Illinois) Charges filed in theft of Rockford Police 
car. Charges have been filed against a man accused of stealing a Rockford, Illinois, 
Police car and taking it to Chicago. Late Tuesday police released the names of both 
men involved in the incident and filed charges against them. He is charged with theft of 
government property, aggravated possession of stolen property, and aggravated fleeing 
to elude and escape. He will also face several traffic charges. 
Source: http://www.wrex.com/Global/story.asp?S=11918546 

55. February 2, SIGNAL – (District of Columbia) Washington D.C. Police confront 
homeland security challenges. The Metropolitan Police Department of Washington, 
District of Columbia, is accelerating its implementation and use of information 
technology to meet the terrorist threat that looms over the U.S. capital. This includes 
adapting everyday police technologies for homeland security and counterterrorism 
operations, and it also involves bringing in new capabilities from the civil and private 
sectors. Protecting the capital on a local level poses unique challenges, but it also offers 
advantages. The police department must accommodate both traditional local concerns 
and diverse needs related to the presence of multiple federal government and military 
organizations. Yet, the department also can tap those myriad government agencies for 
vital resources and information that help it counter or respond to terrorist threats. 
Source: 
http://www.afcea.org/signal/articles/templates/Signal_Article_Template.asp?articleid=2
199&zoneid=285 

[Return to top]  

Information Technology Sector 

56. February 3, Network World – (International) Black Hat: Researcher claims hack of 
chip used to secure computers, smartcards. A researcher with expertise in hacking 
hardware Tuesday detailed at the Black Hat DC conference how it’s possible to subvert 
the security of a processor used to protect computers, smartcards and even Microsoft’s 
Xbox 360 gaming system. A researcher at Flylogic Engineering said he has hacked an 
Infineon SLE 66 CL PC processor that is also used with Trusted Platform Module 
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(TPM) chips. He emphasized that his research shows TPM, which was developed as an 
industry specification for hardware-based computer security by the Trusted Computing 
Group and has been implemented in hardware by Infineon and other manufacturers, is 
not as secure as presumed. TPM can be used for a wide variety of purposes, including 
storage of encryption keys and is used with Microsoft’s BitLocker encryption 
technology. The researcher’s method, as he described it, entailed jumping the wire into 
the internal circuitry of the Infineon chips to create a bypass into the core. The 
researcher acknowledged it took him six months to figure out how to effectively 
penetrate it, which required bypassing circuitry on chips he purchased inexpensively 
from Chinese manufacturers.  
Source: 
http://www.computerworld.com/s/article/9151158/Black_Hat_Researcher_claims_hack
_of_chip_used_to_secure_computers_smartcards 

57. February 3, The Register – (International) Warez backdoor allows hackers to pwn 
Twitter accounts. Twitter has lifted the lid on its recent advice to many users to reset 
their passwords for the micro-blogging site. Originally, it was thought that the guidance 
had come in response to a common or garden phishing attack. In a post on February 2, 
Twitter explained that the attack was actually far more devious and elaborate. Hackers 
established Torrent user sites and forums with hidden backdoors. They waited for these 
forums to grow in popularity before they harvested login details. These login 
credentials were then used in attempts to break into accounts on third party sites such as 
Twitter. The attack relied on the frequent mistake of using the same password and user 
ID combination for multiple sites. In other words, victims are using the same 
password/userID combo on warez forums and Twitter, a mistake that left them open to 
attack because unidentified hackers had backdoor access to these forums. Twitter 
detected the attack after it became suspicious of a “sudden surge in followers” to two 
previously obscure accounts last week. Followers of these accounts were advised to 
change their passwords over concerns that hackers involved in the attack had 
compromised their accounts to, in order to gain more followers on Twitter. It is unclear 
how many profiles were taken control of by the attacks or what other sites might have 
been involved. All might have been prevented via the use of rudimentary password 
security precautions. 
Source: http://www.theregister.co.uk/2010/02/03/twitter_phish/ 

58. February 3, The Register – (International) Stubborn trojan stashes install file in 
Windows help. Security researchers have spied malware that stashes a copy of itself in 
a Windows help file to ensure victim computers remain infected. The trojan, dubbed 
Muster.e by anti-virus provider McAfee, infects a Windows file called imepaden.hlp so 
it stores the main components of the malware in encrypted form. In the event the 
installed malware is removed, the secret payload is decrypted into an executable file 
called upgraderUI.exe and run by a companion installation file that automatically runs 
as a Windows service. “This is hiding in plain sight,” said a threat researcher at 
McAfee Labs. “The help file trick is pretty new to us. Usually on the client, we don’t 
see this very often.” The technique ensures Muster.e remains installed on an infected 
PC even if most of the files associated with the malware are removed. No doubt it has 
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also perplexed its share of users who can not figure out how their PCs keep getting 
reinfected. 
Source: http://www.theregister.co.uk/2010/02/03/help_file_trojan/ 

59. February 2, PC World – (International) Apple iPhone, iPod touch security patch: 
what’s fixed. Apple on February 2 released an updated version of its iPhone OS 
software for the iPhone and iPod touch. The new version 3.1.3 patches several security 
holes, provides a few bug fixes and minor enhancements, and is available via iTunes 
download. The five security fixes are related to CoreAudio, ImageIO, Recovery Mode, 
and WebKit. The CoreAudio patch prevents “maliciously crafted” MP4 audio files 
from wreaking havoc, such as terminating programs or running rogue code. The 
ImageIO fix blocks malicious TIFF images from performing similar voodoo when 
users view them. The Recovery Mode update prevents someone with physical access to 
a locked iPhone or iPod touch from bypassing the passcode and accessing your data. It 
corrects a memory corruption glitch in the handling of a USB control message that 
allowed the security breach. WebKit gets two patches. One corrects an HTML 5-related 
problem that may cause mail to load remote audio and video files when remote image-
loading is turned off. The second blocks WebKit from accessing a malicious FTP 
server.  
Source: 
http://www.pcworld.com/article/188388/apple_iphone_ipod_touch_security_patch_wh
ats_fixed.html 

60. February 2, Information Week – (International) Homeland Security plans 
cybersecurity, data center investments. The Department of Homeland Security is 
looking to invest nearly $900 million in fiscal 2011 on technology projects that include 
bolstering cybersecurity and continued work on a data center consolidation project 
that’s already underway. Other IT priorities listed as part of the department’s proposed 
$56.3 billion budget, unveiled on February 1, include improvements to an existing 
Internet-based verification program that lets employers check that someone is legally 
allowed to work in the United States and technology for airport security. DHS is asking 
for $379 million to go to its National Cyber Security Division (NCSD) to develop 
capabilities for preventing and responding to cyber attacks. The department plans to use 
the money to identify and reduce vulnerabilities within both its .gov and .com Internet 
domains, officials said on a conference call. NCSD is a division within DHS that’s 
meant to work collaboratively with public, private, and international organizations to 
secure cyberspace and the U.S. government’s cyber infrastructure. At the same time 
that it’s investing in cybersecurity, the U.S. President’s administration has made several 
key appointments to oversee such efforts. Homeland Security is requesting $192.2 
million in its FY 2011 budget to continue migrating applications and systems from 24 
data centers to two enterprise-wide data centers. The project was started after its 
inspector general, in 2005, reported deficiencies in the department’s IT disaster-
recovery planning. 
Source: 
http://www.informationweek.com/news/government/security/showArticle.jhtml?article
ID=222600862 
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61. February 2, DarkReading – (International) Black Hat DC: Researchers reveal 
connection string ‘Pollution’ attack. A pair of Spanish researchers today 
demonstrated a way to hack the connection between a Web application and a database, 
letting the attacker hijack Web credentials and perform other nefarious activities. The 
so-called Connection String Parameter Pollution (CSPP) attack exploits poorly secured 
dynamic connections between Web apps and databases, namely ones that still use 
semicolons as separators between data such as the data source, user ID, and password 
associated with a connection to the database, for instance. “If an attacker pollutes the 
parameter she will have full control of the connection string and can overwrite anything 
in it,” says a researcher with Informatica 64, who along with a colleague demonstrated 
the CSPP attack. The two say CSPP lets an attacker steal hashes and scan ports on a 
server as well. They also released a tool today called CSPP Scanner that allows 
organizations to test whether they are vulnerable to this form of attack. CSPP basically 
injects or pollutes connection strings between the Web application authenticating a user 
to the database, for example, by injecting phony parameters into the connection strings 
using semicolons as separators, which allows the attacker to take over the application 
and the way it is authenticated, the researchers say. This type of attack is easy to 
execute, they say, and thus likely to be exploited. 
Source: 
http://www.darkreading.com/database_security/security/vulnerabilities/showArticle.jht
ml?articleID=222600894&subSection=Vulnerabilities+and+threats 

62. February 2, IDG News Services – (National) Senator questions tech companies on 
China activities. A U.S. senator is seeking information from 30 technology companies 
in advance of a hearing he is planning on their human rights practices in China. The 
move comes in response to Google’s recently announced plans to stop censoring search 
results in China after discovering that its systems had been broken into by hackers 
based in China. Google discovered that not only had some of its intellectual property 
been stolen, but the Gmail accounts of activists supporting human rights in China had 
also been compromised. The senator asks the companies to detail their businesses in 
China and what measures, if any, they will implement to ensure that their products and 
services do not facilitate human rights abuses by the Chinese government. He also 
urges them to sign on to a code of conduct outlined by the Global Network Initiative. 
Companies that did not respond at all to the senator’s original letter and that have now 
been sent new letters include Twitter, Toshiba, Acer and Juniper. Others that did 
respond to the letter last year but were questioned again in the new letter include Apple, 
AT&T, Cisco, Dell, eBay, Facebook, Hewlett-Packard, McAfee, News Corp., Nokia, 
Skype, Sprint Nextel, Verizon, Vodafone and Websense. Amazon, IAC, IBM, Oracle, 
Research In Motion and SAP were questioned for the first time. 
Source: 
http://www.computerworld.com/s/article/9151020/Senator_questions_tech_companies_
on_China_activities 

63. February 2, Infosecurity – (International) Attack fools iPhone into trusting fake 
certificates. An anonymous researcher has posted a proof-of-concept attack that fakes 
a trusted root certificate on the iPhone. Researchers have confirmed that the attack 
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works, making it possible for anyone to create a web page that is deemed to be trusted 
by Apple. While not allowing for remote code execution, the fake certificate flaw could 
enable many other attacks on an iPhone. “By setting a new HTTP proxy, it is possible 
to re-direct all HTTP traffic from the iPhone to an arbitrary server on the net. 
Modifying root certificates makes it possible to act as man-in-the-middle to hijack SSL 
(HTTPS) connections too,” the researcher said. “Obnoxious modifications can be 
brought to the phone like prohibiting the use of Safari, mail and other apps, or adding 
extra VPN, WiFi or email settings.” The server providing the certificate to an iPhone 
issues a file requesting the iPhone’s credentials. The file is called a mobileconfig file, 
which is used by the iPhone to issue a request to a provisioning server. The iPhone uses 
an Apple-signed certificate to sign its own credentials when making a request, which 
requires a chain of trust to be established up to the root CA. The researchers jailbroke 
an iPhone to gain access to this root of trust, and found that the self-signed root 
certificate used by Apple is not the same as the one published on Apple’s website – 
even though the key ID is the same.  
Source: http://www.infosecurity-us.com/view/6977/attack-fools-iphone-into-trusting-
fake-certificates/ 

For another story, see item 65  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

64. February 2, Grand Rapids Press – (Michigan) WZZM TV-13 boosts transmission, 
helping antenna problems. WZZM 13, a Gannett-owned ABC affiliate, announced on 
February 2 it will be increasing its transmission power by 50 percent, which may solve 
antenna-users’ reported problems of not being able to receive the station since the 
transition to digital (DTV) in June. Work to increase the station’s power will run 1-3 
a.m. on February 3. WZZM will not be broadcasting during this time. The process also 
impacts DIRECTV users and some cable systems. Although, remaining users should 
receive the station.  
Source: http://www.mlive.com/entertainment/grand-rapids/index.ssf/2010/02/wzzm_tv-
13_boosts_transmission.html 

65. February 1, V3.co.uk – (International) US branded dirtiest web hosting 
nation. Experts at security firm Sophos have branded the US as the “dirty man of the 
web world” after new research from the vendor identified the country as the top host of 
infected sites. Over a third of the world’s infected sites are hosted in the US, ahead of 
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Russia with 12.8 percent and China with 11.2 percent, according to the Sophos Security 
Threat Report 2010. The UK came tenth with 1.6 percent. The report covers malicious 
sites deliberately set up to lure victims with “ promises of desirable or salacious 
content”, and the more recent trend of infecting legitimate sites with malware via SQL 
injection or other attacks, Sophos’ senior technology consultant said. 
Source: http://www.v3.co.uk/v3/news/2257257/branded-dirtiest-web-hosting 

[Return to top]  

Commercial Facilities Sector 

66. February 3, New Hampshire Union Leader – (New Hampshire) Hudson teens 
arrested in soda bottle explosion. Police arrested two Hudson teens after a soda bottle 
filled with chemicals exploded inside the High Street Parking Garage in Nashua. The 
two 17-year-old males have been charged with possession of an infernal machine, a 
class A felony. An infernal machine is a combination of chemicals designed to cause a 
chemical reaction and expand when mixed together, police explained in a press release. 
The teens were arrested after a chemical-filled soda bottle exploded Saturday night on 
the third level of the parking garage. No one was hurt and the explosion caused no 
damage. A police official would not say what combination of chemicals were placed 
inside the bottle to cause the explosion. He said an officer, working a detail about 11:15 
p.m. at the nearby Amber Room, 53 High St., heard what he thought was a gunshot. 
The officer saw a car leaving the garage and stopped it. The two males, who were 
inside it, told the officer they heard the noise but did not see anyone in the area. The 
officer obtained their names and then allowed them to leave. Police then found what 
few remnants were left of the soda bottle and, on further investigation, arrested the 
teens on the felony charge. Both are free on $10,000 personal recognizance bail with a 
February 18 arraignment date in Nashua District Court. 
Source: 
http://www.unionleader.com/article.aspx?headline=Hudson+teens+arrested+in+soda+b
ottle+explosion&articleId=f67ac84c-b010-448c-8281-d72f4c00e46b 

67. February 3, Associated Press – (North Carolina) Perdue, Cooper, other officials 
participate in terrorism response drill for NC. Many of North Carolina’s top elected 
officials are getting together to show how they can work together in the event of a 
terrorist attack. North Carolina’s Governor, Attorney General and other federal, state 
and local law enforcement planned to gather on Wednesday at Raleigh’s RBC Center 
arena for the terrorism response exercise. The drill focuses on what would happen if 
someone disrupted the state’s infrastructure and other key resources. Most of the drill 
will occur behind closed doors because the governor’s office said the exercise would 
use security information. The U.S. Department of Homeland Security and state 
Department of Crime Control and Public Safety are the lead agencies in the exercise. 
Source: http://www.wtkr.com/news/sns-ap-nc--ncterrorismdrill,0,2318086.story 

68. February 2, Associated Press – (Florida) 4 injured in stage collapse at Super Bowl 
Site. Four people were injured when a small stage collapsed outside Sun Life Stadium, 
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where the Super Bowl is being played this weekend. A Miami-Dade Fire Rescue news 
release says all four victims were taken to area hospitals Tuesday night. Two were 
transported by helicopter and the others by ambulance. The injuries were not 
considered life-threatening. 
Source: http://www.foxnews.com/story/0,2933,584657,00.html?test=latestnews 

69. February 2, Springfield News-Sun – (Illinois) Exploded bottle bombs discovered in 
playground. Investigators with Springfield, Illinois, fire and police divisions are 
looking into the discovery of some exploded bottle bombs found near a playground 
Monday morning, February 1. Three already-detonated bottle bombs were found near 
the playground behind an apartment complex in the 1300 block of Vester Avenue, said 
a lieutenant with the Springfield fire division. No injuries were reported and the origin 
of the bottles is being investigated. The bombs were made from chemicals and encased 
in plastic beverage containers. 
Source: http://www.springfieldnewssun.com/news/crime/exploded-bottle-bombs-
discovered-in-playground--524217.html?showComments=true 

70. February 1, Park Record – (Utah) Bomb threat causes evacuations in Prospector. A 
bomb threat was reported by the Silver Mountain Spa’s front desk at noon on Monday. 
According to Park City Hall spokeswoman, the caller indicated that the bomb would go 
off at 2 p.m. As a precaution the spa, the Prospector Lodging and Conference Center 
and the Grub Steak Restaurant were evacuated. She said that a preliminary sweep of the 
scene did not turn up any suspicious devices. During the search parts of Sidewinder 
Drive and Prospector Drive were closed off. No bomb was found.  
Source: http://www.parkrecord.com/ci_14311189?source=most_emailed 

[Return to top]  

National Monuments and Icons Sector 

71. February 2, CNN – (National) Wolves good for U.S. parks, report says. Wolves 
should be reintroduced in U.S. national parks to help restore damaged ecosystems, 
according to a new report. Researchers writing in the February issue of “BioScience” 
propose reintroducing small, managed populations in an effort to improve the 
biodiversity of many natural areas in North America. These areas, say the authors led 
by a member of the U.S. National Park Service, have been environmentally-impacted 
by population growth of hoofed mammals, for example elks and deer, which have 
prospered in the absence of “top-level” natural predators. More wolves, they argue, 
would result in fewer hoofed mammals which in turn would lead to greater plant 
biomass and diversity. A number of recent studies are cited to back up the report’s 
proposal. According to a 2004 study of south western Montana, wolves influence the 
distribution and behavior of elks by reducing the amount of time they spend foraging in 
woody vegetation. Furthermore, wolf populations have been found to provide 
recreational and economic benefits. A 2006 study reported that wolves in Yellowstone 
National Park increased visitor numbers and expanded ecotourism spending by $35 
million in 2005. Wolf populations, say the report, should be small, non self-sustaining 
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and be introduced for the sole purpose of restoring ecosystems where adequate 
numbers of prey already exist and where contact with humans can be managed. 
Source: 
http://www.cnn.com/2010/WORLD/americas/02/02/wolves.ecosystem.control.climate/i
ndex.html?hpt=C2 

[Return to top]  

Dams Sector 

72. February 2, KRQE 13 Albuquerque – (New Mexico) Concrete problem impacts 
Ruidoso dam. The dam at Grindstone Lake in Ruidoso, New Mexico, was found to 
have technical issues after a dive team used ultrasound technology during a routine 
inspection last year. “It showed some anomalies, and we would like to pursue the 
anomalies further,” said the Village of Ruidoso Public Works director. The village will 
not know exactly what is wrong with the concrete until core drilling is done, which 
could happen as early as May. The director says he thinks it could be an issue like 
concrete densities or unconsolidated concrete. There is not a public safety issue; the 
dam could survive an earthquake at its current level. But with the water level 18 feet 
below the spillway, that is the biggest problem the village is running into. Right now 
the lake is only about 60 percent of its capacity, and with near-record snowfall, the 
village is hoping to capitalize on this year’s snowpack runoff. “This is very important 
for us to get this core drilling and get the approval from the state so we can get the 
water level back up,” he said. The dam supplies about 600,000 gallons of water to the 
village every day. The Public Works department says they hope to have the problem 
mitigated by June. 
Source: http://www.krqe.com/dpp/news/environment/concrete-problem-impacts-
ruidoso-dam 

73. February 2, Thibodaux Daily Comet – (Louisiana) Dularge levee, road work on the 
horizon. Levee improvements for eastern Dularge and a floodgate on the Houma 
Navigation Canal are two major government projects slated to begin in the next few 
years that are designed to protect the Dularge community from future storm surges, 
according to the parish president. In addition to the local flood-protection work, the 
state plans to elevate the northern end of Bayou Dularge Road starting this summer. 
The road frequently floods for hurricanes and prevents many drivers from evacuating.  
Source: http://www.dailycomet.com/article/20100202/HURBLOG/100209805/-
1/OPINION?Title=Dularge-levee-road-work-on-the-horizon&tc=ar 
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