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 The Associated Press reports that an Amtrak passenger who alarmed fellow passengers in 
Colorado by talking about terrorist threats on a cell phone was pulled from the train and 
faces a felony charge of endangering public transportation. He was arrested Tuesday on an 
Amtrak passage from Los Angeles to Chicago. (See item 21) 

 The Register reports that the Central Intelligence Agency, PayPal, and hundreds of other 
organizations are under an unexplained assault that is bombarding their Web sites with 
millions of compute-intensive requests. The torrent started about a week ago and appears to 
be caused by recent changes made to a botnet known as Pushdo. (See item 37) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. January 29, Associated Press – (National) Heavy snow, ice bury southern Plains, cut 
power. A storm that toppled power lines, closed major highways and buried parts of 
the southern Plains in heavy ice and snow began moving into the South on January 29, 
leaving tens of thousands of people in the dark possibly for several more days. Winter 
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storm warnings were in effect from New Mexico to North Carolina, and the Arkansas 
governor declared a state of emergency. The storm threatened to dump up to a foot of 
snow across the region after leaving 13 inches in the northern Texas Panhandle, where 
nearly all of Interstate 40 from the Texas-Oklahoma line to New Mexico was closed. 
Heavy ice brought down electrical lines and trees limbs, leaving nearly 142,000 homes 
and businesses in Oklahoma without power on January 29, according to the Oklahoma 
Department of Emergency Management. "In some places, as far you can see there are 
hundreds of utility poles on the ground," said a spokeswoman for Public Service Co. of 
Oklahoma. She said it could be five days before electricity is restored to all customers. 
In Altus, Oklahoma, home to about 7,000 residences and businesses, power was out 
except at the hospital and other emergency operations with generators, according to the 
emergency management director. Flights were canceled the morning of January 29 at 
airports in Oklahoma City and Little Rock, Arkansas. More than two dozen flights were 
canceled Friday morning at Will Rogers World Airport in Oklahoma City following the 
cancellation of more than 100 flights Thursday because of concerns about ice buildup 
on planes, according to the airport's Web site. In Arkansas, Little Rock National 
Airport reported that a number of flights were canceled. Flights also were canceled 
Thursday in Tulsa and in Texas out of Lubbock, Amarillo and Wichita Falls. 
Source: http://www.federalnewsradio.com/index.php?nid=29&sid=1876135 

2. January 29, Williamsport-Sun Gazette – (Pennsylvania) Gas well incident hurts 
3. Three men were injured - none seriously - in an early morning incident on January 
28 at Chesapeake Energy's Mowrey Production gas well site in rural Tuscarora 
Township, according to Bradford County Emergency Services director. He said the 
men were working at the site when the 4:30 a.m. incident occurred. Two were hurt 
when they jumped 12 feet to the ground and a third who slipped on ice as he rushed to 
turn off the gas. He did not know the men's names or the extent of their injuries, other 
than that they were "non-life threatening." "There were no major injuries, no fire and 
no chemical spills," he said. Chesapeake's corporate development director said that an 
"equipment failure" occurred during completion work on the well. No information was 
available on their conditions as of press time. 
Source: http://www.sungazette.com/page/content.detail/id/538638.html?nav=5014 

3. January 29, Pittsburgh Tribune-Review – (Pennsylvania) DEP plans to hire 68 
inspectors. The Pennsylvania Department of Environmental Protection (DEP) said 
Thursday it will hire 68 inspectors to make sure drilling companies obey state laws and 
protect water supplies. DEP officials announced amendments to state oil and natural 
gas drilling regulations to strengthen well construction standards. Increased drilling 
activity in the state's Marcellus Shale natural gas formation will allow the state to hire 
the additional staff to review permit applications and monitor drilling activity. The new 
hires will be paid by money generated by higher well permit fees that were instituted 
last year. The amended oil and natural gas drilling regulations were developed in 
association with the drilling industry and address drillers' responsibilities for dealing 
with natural gas issues, such as wastewater treatment and disposal or when natural gas 
seeps into a water supply or a home. "The regulations proposed reflect conversations 
with those in the drilling community, but in the end, the state must set the rules," said 

http://www.sungazette.com/page/content.detail/id/538638.html?nav=5014
http://www.federalnewsradio.com/index.php?nid=29&sid=1876135
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the DEP secretary said in an interview. He said it has yet to be worked out where the 68 
new employees will be placed, but given that Western Pennsylvania remains a 
Marcellus Shale permitting hotbed, "a good chunk" will be based in the region. The 
hope is to have the new personnel on the job by June. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/business/s_664615.html 

4. January 28, WHIO 7 Dayton – (Ohio) Bomb squad called to St. Marys. In St. Mary's, 
Ohio, police and fire crews responded to a suspicious package near a propane tank on 
January 28 around 3 p.m. The package was located near a propane tank at the Certified 
Oil Station on the 1100 block of Jackson Street. Allen County Bomb Squad was called 
to the scene and used a high pressure of water to open the package, police said. Once 
opened they found electronic scales, not a bomb, police said. Police and fire crews did 
evacuate homes in the area for a short while just for precaution. No one was injured. 
Source: http://www.whiotv.com/news/22371114/detail.html 

For another story, see item 32  
 
[Return to top]  

Chemical Industry Sector 

5. January 28, Associated Press – (Texas) 3 hurt in SE Texas plant explosion. Three 
workers have been hospitalized with burns after an explosion at the plant where they 
worked south of Houston. The explosion happened about 4 p.m. Thursday at the 
Thermal Polymer Systems plant in Angleton, about 40 miles south of Houston. 
Angleton police say two workers were airlifted to a Houston hospital, while a third was 
taken by ambulance. Their conditions and the cause of the flash blast are not known. 
Source: 
http://www.dallasnews.com/sharedcontent/APStories/stories/D9DH1FPG1.html 

6. January 28, Hickory Daily Record – (North Carolina) Official: Factory fire was 
arson. A factory fire that caused $32,000 in damage has been ruled arson, according to 
the Hickory Police Department. The fire at Future Foam in 15th street was reported just 
before 1 a.m. on January 27. When firefighters arrived, they went inside the factory and 
saw heavy black smoke and flames, said a member of the Hickory Fire Department. 
The fire started in the southeast corner of the building. The flames activated the 
sprinkler system and the spray kept the flames from spreading much beyond the point 
of the fire's origin. "There were about nine workers in the building when it happened," 
said a member of the Hickory Police Department. There were no injuries reported. Two 
fire engines and a ladder company responded to the fire. Forty large foam blocks 
valued at about $800 each were damaged in the fire. Ten were destroyed and the ceiling 
and lighting system were damaged. Fire investigators are continuing to study the fire's 
origin. 
Source: http://www2.hickoryrecord.com/content/2010/jan/28/official-factory-fire-was-
arson/news/ 

http://www.whiotv.com/news/22371114/detail.html
http://www.dallasnews.com/sharedcontent/APStories/stories/D9DH1FPG1.html
http://www2.hickoryrecord.com/content/2010/jan/28/official-factory-fire-was-arson/news/
http://www2.hickoryrecord.com/content/2010/jan/28/official-factory-fire-was-arson/news/
http://www.pittsburghlive.com/x/pittsburghtrib/business/s_664615.html
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7. January 28, Charleston Gazette – (West Virginia) DuPont phosgene hose in fatal 
leak was 'fraying'. A chemical hose that recently leaked and fatally poisoned a DuPont 
Belle plant worker showed signs of "fraying" and "wear," federal Chemical Safety 
Board investigators said on January 28. The lead CSB investigator said the "braided 
steel hose" would be a focus of his agency's investigation into last Saturday's phosgene 
leak that killed a DuPont plant worker. "We intend to closely examine this hose as we 
move forward," he told Kanawha Valley news media. CSB staffers are investigating the 
fatal phosgene leak and a series of other incidents at the Belle plant, including a leak 
that went undetected for five days — a situation a senator said, "suggests a severe 
breakdown in even the most basic safety protocols." The lead investigator said the three 
leaks occurred in separate portions of the plant, but that the string of incidents in such a 
short time raised concerns that helped prompt the CSB to launch its probe. On January 
23, DuPont launched its own "safety pause," in which workers were going over the 
plant and shutting down units that had any problems. The company's move followed 
the January 22 report of a leak of methyl chloride that went undetected for five days 
and a January 23 morning leak of sulfuric acid. The phosgene leak that killed the 
worker occurred after the "safety pause" had started. Along with the CSB, the DuPont 
plant is being investigated by the U.S. Occupational Safety and Health Administration, 
the state Department of Environmental Protection and the federal Environmental 
Protection Agency. Company officials, citing the investigations, have said they would 
not comment further about the incidents. CSB investigators plan to focus on the 
phosgene leak, but also to look into the methyl chloride and sulfuric acid releases. 
Board members have asked for a preliminary report from their staff within a month, 
and then will decide how much of a detailed inquiry they will do, and whether they will 
hold a public meeting in the Kanawha Valley. 
Source: http://wvgazette.com/News/201001280740 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. January 29, Wilkes-Barre Times Leader – (Pennsylvania) NRC notes two personnel 
violations at Salem Twp. nuke plant. The NRC sent two notices of violation to the 
nuclear plant in Salem Township for personnel issues last year. Between April and 
August, two workers at PPL Corp.’s Susquehanna Steam Electric Station worked while 
their medical clearances were not current. An NRC spokesman said the company would 
not be assessed any fines, but the violations will factor in during the plant’s annual 
assessment, which are due out in March. A spokesman for the nuclear plant said the 
company would not fight the notices. “We agree with the NRC’s assessment,” he said. 
”They did a thorough investigation. We complied with helping them with that 
investigation...They are the oversight, so when we discovered it, we knew that it wasn’t 
correct.” Through an inspection, the NRC found that two senior reactor operators failed 
to meet the medical prerequisites for their individual licenses. One operator worked 
after failing an eye examination, the spokesman said. The other worked for about three 
months after the deadline for a biennial medical exam had expired. PPL identified and 
reported the issues to the NRC, which corroborated the findings and included them in 

http://wvgazette.com/News/201001280740


 - 5 - 

its quarterly evaluation. Both individuals have since passed their physicals and remain 
employed at the nuclear plant. The plant has made changes to ensure the same 
oversights do not occur again, the spokesman said. 
Source: 
http://www.timesleader.com/news/NRC_notes_two_personnel_violations_at_Salem_T
wp__nuke_plant_01-29-2010.html 

9. January 29, Bioscience Technology Online – (International) Hospital scanner could 
curb nuclear waste threat. A team of scientists from the Universities of Manchester 
and Leeds have joined forces with experts in nuclear medicine at Manchester Royal 
Infirmary, using medical gamma-ray cameras to track radioactive isotopes in soil 
samples from a US civil nuclear site. This is the first time the technique, which is used 
in hospitals for heart, bone and kidney scanning, has been used to study the 
environmental behaviour of nuclear waste – and its success could help scientists find 
new ways of using bacteria to control the spread of radioactivity. Radioactive isotopes 
of the element technetium (Tc) are produced in bulk by nuclear facilities, while a 
specific isotope of Tc with a very short life is routinely used as a medical tracer in 
human bodies. Nuclear fission of Uranium has released tonnes of Tc from nuclear 
facilities over the past decades, with the element remaining radioactive for thousands of 
years. But although the short lived medical isotope is chemically indistinguishable from 
that in long lived waste, it can be used safely in tests.  
Source: http://www.biosciencetechnology.com/News/Feeds/2010/01/sections-
international-news-hospital-scanner-could-curb-nuclear-waste-threat/ 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

10. January 29, SC Magazine – (Oklahoma; National) Financial sites hit by malware and 
phishing scams as tax weekend beckons. As the deadline for global tax returns to be 
filed ends this weekend, residents of the US state of Oklahoma have been hit by a 
security scare. The chief research officer at AVG, detected that the Oklahoma State Tax 
website was hacked and infective recently, warning users not to go there ‘because until 
they clean it, it is dangerous'. When visited, the standard home page was present but an 

http://www.biosciencetechnology.com/News/Feeds/2010/01/sections-international-news-hospital-scanner-could-curb-nuclear-waste-threat/
http://www.biosciencetechnology.com/News/Feeds/2010/01/sections-international-news-hospital-scanner-could-curb-nuclear-waste-threat/
http://www.timesleader.com/news/NRC_notes_two_personnel_violations_at_Salem_Twp__nuke_plant_01-29-2010.html
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Adobe licence agreement appeared encouraging users to accept it. The researcher said 
that a look at the source reveals code ‘which is probably the culprit'. He said: “It's a 
simple hack, and probably just happened on January 27th because lots of our users are 
reporting it today. I expect that the web guys at OK Tax will remove the hacked html 
pretty quickly, but the bigger issue will be figuring out how the bad guys got in." In 
another incident, a security researcher at M86 Security, detected that the American 
Bankers Association (ABA) has been used as a lure by the Pushdo/Cutwail/Zeus gang, 
as spam was sent this week informing the recipient of an ‘unauthorised transaction 
billed to your bank card'. A link, along with financial details, is given which leads to 
the ABA website with the amount of the transaction and transaction ID. the security 
researcher said that clicking on the 'Generate Transaction Report' will prompt you to 
download the file transactionreport.exe, and this is the Zeus/Zbot Trojan horse. 
Source: http://www.scmagazineuk.com/financial-sites-hit-by-malware-and-phishing-
scams-as-tax-weekend-beckons/article/162618/ 

11. January 29, North Carolina Bankers Association – (North Carolina) NC bankers and 
the FBI escalate war on bank robbers. The FBI and the North Carolina Bankers 
Association have joined forces to launch a new weapon to wage war on bank robbers. 
In December 2009, the FBI and NCBA unveiled a new web site, 
www.ncbankrobbers.com, as way to quickly get the word out when a bank robbery 
occurs. The web site is designed to provide information about the cases by including 
photographs, videos and other important details about the robbery. When the new web 
site was launched, officials expressed the hope it would reduce bank robberies. The 
SVP and Regulatory Counsel with the North Carolina Bankers Association said, "We 
hoped the web site would increase the odds against bank robbers. But the results have 
exceeded our expectations. It looks like we're on to something." The SVP is referring to 
the recent arrest of the so-called "Bearcat Bandit." According to press reports, only 
minutes after he attempted a robbery at a BB&T office in Mocksville, North Carolina, 
last Christmas Eve, a witness recognized the robber from the newly-launched website 
and called the police. The robber was promptly arrested at a local gas station and now 
faces multiple state and federal changes. The arrest of the Bearcat Bandit made him the 
fifth suspect featured on the website to be captured since the website was launched less 
than 60 days ago. 
Source: http://www.1888pressrelease.com/nc-bankers-and-the-fbi-escalate-war-on-
bank-robbers-pr-181424.html 

12. January 29, Milton Patriot Ledger – (Massachusetts) Police break scary ATM 
skimming ring in Greater Boston. Police say they have made the first dent in a 
sophisticated scheme to drain people’s bank accounts. The Bulgarian native arrested in 
Quincy and charged with trying to use a forged ATM card at a Citizens Bank on 
Hancock Street is part of a much larger operation of so-called skimmers, police say. 
Skimming is the practice of using bank-card readers to swipe people’s account 
information off ATM cards and capturing PIN numbers with tiny cameras. The 
information is then downloaded to a blank gift card or store card – any card with a 
magnetic strip will do – and used with the PIN number to access bank accounts. So far, 
police say, the skimming operation uncovered in Quincy has netted thieves hundreds of 

http://www.1888pressrelease.com/nc-bankers-and-the-fbi-escalate-war-on-bank-robbers-pr-181424.html
http://www.1888pressrelease.com/nc-bankers-and-the-fbi-escalate-war-on-bank-robbers-pr-181424.html
http://www.scmagazineuk.com/financial-sites-hit-by-malware-and-phishing-scams-as-tax-weekend-beckons/article/162618/
http://www.scmagazineuk.com/financial-sites-hit-by-malware-and-phishing-scams-as-tax-weekend-beckons/article/162618/
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thousands of dollars across eastern Massachusetts. A Quincy police sergeant is among 
those whose information was stolen. At the time of his arrest, authorities say, the 
suspect was carrying eight Dunkin’ Donuts gift cards that had been re-coded with 
people’s bank card information. He was arraigned on January 28 in Quincy District 
Court for larceny over $250, improper use of a credit card, larceny of a credit card, and 
identity fraud. He also faces charges out of Milton. 
Source: http://www.wickedlocal.com/milton/news/x1685422766/Police-break-scary-
ATM-skimming-ring-in-Greater-Boston 

13. January 28, U.S. Department of Justice – (Texas) Texas attorney convicted for role 
in pump-and-dump stock manipulation schemes. A 51 year old from Dallas was 
indicted on March 12, 2009, and on January 28 was found guilty of one count of 
conspiracy to commit registration violations, securities fraud and nine counts of wire 
fraud. According to court records and evidence at trial, the defendant, an attorney in 
Dallas and a former attorney with the SEC, was retained by Phoenix attorney who 
pleaded guilty in March 2009 in the Eastern District of Virginia to conspiracy to 
commit securities fraud. According to the indictment, from approximately March 2004 
through October 2004, the pair evaded federal securities registration requirements and 
provided co-conspirators with millions of unregistered and “free-trading” shares of nine 
companies’ common stock that the co-conspirators could not have otherwise legally 
obtained. Many of the shares were subsequently sold by co-conspirators to investors in 
the general public. By evading the registration requirements, the co-conspirators were 
able to hide from the investing public the actual financial condition and business 
operations of the companies. In connection with Emerging Holdings, MassClick and 
China Score, evidence at trial showed that the defendant knowingly participated in a 
conspiracy known as a ”pump-and-dump” scheme to manipulate the price of these 
companies’ securities. Co-conspirators falsely manipulated the price and volume of 
some of the companies’ stock by making materially false and misleading statements in 
press releases and in spam e-mails to tens of millions of e-mail addresses throughout 
the United States in an effort to create artificial demand for the three companies’ stock. 
Source: http://www.justice.gov/opa/pr/2010/January/10-ag-101.html 

14. January 28, NationalCreditReport.com – (National) NationalCreditReport.com 
issues consumer advisory to warn consumers about credit report scams 
originating from Craigslist. NationalCreditReport.com issued a consumer advisory 
Thursday warning consumers of credit report scams. Consumers may become victims 
of such scams on Craigslist and other online classified listing sites as a result of 
responding to what they believe is a legitimate rental property or job posting. The 
scams appear on Craigslist and other classified websites offering an apartment for rent 
or a job posting and consumers respond to the listings via email. Once the consumer's 
inquiry is received, the consumer then becomes engaged in what they believe is 
legitimate communication between a potential employer or property manager. The 
alleged employer or property manager will include a link to a free credit report website, 
asking the consumer to go to the site to get their free report. The consumer is then 
instructed to email their credit report and/or credit score to the potential employer or 
property manager so they can "verify their employment or housing history" and 

http://www.justice.gov/opa/pr/2010/January/10-ag-101.html
http://www.wickedlocal.com/milton/news/x1685422766/Police-break-scary-ATM-skimming-ring-in-Greater-Boston
http://www.wickedlocal.com/milton/news/x1685422766/Police-break-scary-ATM-skimming-ring-in-Greater-Boston
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proceed with the job or apartment application process. NationalCreditReport.com does 
not authorize or condone this type activity and warns all consumers not to share their 
credit report or credit score with anyone they do not know, as this is an open invitation 
for credit fraud and identity theft. Sites such as Craigslist.com have also recognized 
credit report scams and posted their own warnings such as this one to guide the public. 
www.craigslist.org/about/scams. 
Source: http://www.pr-inside.com/nationalcreditreport-com-issues-consumer-
r1692226.htm 

15. January 28, KNXV 15 Phoenix – (Arizona) PD: Man tries to rob Surprise bank 
using fake explosives. Officials say a man was arrested on January 28 after it was 
discovered he tried to rob a Surprise bank using a fake explosive device. A Surprise 
police department spokesperson said when officers first encountered the suspect, he 
told police he had been robbed and officers noticed cuts on the man's arms. After the 
suspect was escorted to the hospital, police discovered a suspicious device in his 
possession. The spokesman said the Glendale police department bomb squad was 
called in to investigate the device. Crews were able to determine the device was not 
real, but a simulated explosive. As police continued to investigate the incident it was 
discovered he had earlier in the day entered a Chase Bank near Cotton Lane and Bell 
Road with the device, and left without making any transaction. The spokesman said 
police also found the suspect with a handwritten note stating that he had an explosive 
device.  
Source: http://www.abc15.com/content/news/westvalley/surprise/story/PD-Man-tries-
to-rob-Surprise-bank-using-fake/NOk2hNTJvU2MeFo6cX127A.cspx 

16. January 28, Fairbanks Daily News Miner – (Alaska) Security breach may affect 
77,000 public employees, retirees in Alaska, raising threat of identity theft. The 
Alaska attorney general announced on January 28 that the State of Alaska has reached a 
settlement with PricewaterhouseCoopers LLP to provide credit protection for about 
77,000 former and current public employees whose names and confidential information 
were misplaced by the professional services firm. The lost personal information is for 
the public employees and retirees who were participants in the Public Employees 
Retirement System and the Teachers Retirement System in 2003-2004. “In this 
settlement, PricewaterhouseCoopers has accepted responsibility for this security 
failure,” the attorney general said. ”Most importantly, the firm has agreed to protect 
Alaskans by paying for identity theft protection and credit-monitoring, or a security 
freeze, for each of the 77,000 Alaskans who are potentially affected by this failure and 
by ensuring that Alaskans are reimbursed for losses that they might incur as a result of 
ID theft caused by this breach.” The attorney general also noted that other provisions of 
the settlement protect the state’s finances by, for example, requiring 
PricewaterhouseCoopers to pay for up to $100,000 of the cost of notifying affected 
individuals.  
Source: http://newsminer.com/pages/full_story/push?blog-entry-
Security+breach+may+affect+77-000+Alaskans 
&id=5689968&instance=blogs_editors_desk 

http://www.abc15.com/content/news/westvalley/surprise/story/PD-Man-tries-to-rob-Surprise-bank-using-fake/NOk2hNTJvU2MeFo6cX127A.cspx
http://www.abc15.com/content/news/westvalley/surprise/story/PD-Man-tries-to-rob-Surprise-bank-using-fake/NOk2hNTJvU2MeFo6cX127A.cspx
http://newsminer.com/pages/full_story/push?blog-entry-Security+breach+may+affect+77-000+Alaskans%20&id=5689968&instance=blogs_editors_desk
http://newsminer.com/pages/full_story/push?blog-entry-Security+breach+may+affect+77-000+Alaskans%20&id=5689968&instance=blogs_editors_desk
http://newsminer.com/pages/full_story/push?blog-entry-Security+breach+may+affect+77-000+Alaskans%20&id=5689968&instance=blogs_editors_desk
http://www.pr-inside.com/nationalcreditreport-com-issues-consumer-r1692226.htm
http://www.pr-inside.com/nationalcreditreport-com-issues-consumer-r1692226.htm
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For another story, see item 37  
 
[Return to top]  

Transportation Sector 

17. January 29, Detroit Free Press – (Michigan) Northwest bomb attempt: Response 
was botched in aftermath of Flight 253 landing. The Christmas Day bombing 
attempt aboard Northwest Flight 253 touched off a series of blunders that deprived 
emergency ground crews of critical information and exposed travelers in the 
McNamara Terminal to danger if another bomb or accomplice had been on board, 
according to aviation experts and records obtained by the Free Press. The flight from 
Amsterdam, Netherlands, with nearly 300 people aboard, taxied right to Gate A24 
instead of going to an isolated area where baggage and passengers could be screened 
for explosives — a move several terrorism security experts called highly inappropriate. 
Despite crew and passengers having subdued a suspect who tried to ignite explosives in 
his underwear, Northwest pilots radioed air traffic control only about a disturbance — a 
man with firecrackers, records show. Airport police and fire reports obtained by the 
Free Press also show that baggage handlers continued to unload luggage from the plane 
even though a ramp supervisor said he believed he overheard the terrorism suspect say, 
"There's a bomb on the plane" as he was escorted off. The area was not evacuated; 
there was no immediate search for a bomb. Nearly two hours after the plane landed, 
authorities moved the aircraft to an isolated area to retrieve a carry-on left by the 
suspect. A passenger had alerted them to the bag. Passengers were allowed to leave the 
plane before a thorough search. 
Source: http://www.freep.com/article/20100129/NEWS05/1290375/1321/Response-
botched-after-Northwest-bomb-attempt 

18. January 29, WTOP 103.5 Washington, D.C. – (National) Study: No crash reductions 
after cell phone bans. Do bans on held-held cell phones reduce the number of crashes 
that occur? New research finds collisions are not declining in jurisdictions where bans 
are in effect. "The laws aren't reducing crashes, even though we know that such laws 
have reduced hand-held phone use, and several studies have established that phoning 
while driving increases crash risk," the president of both the Insurance Institute for 
Highway Safety and the Highway Loss Data Institute. The Highway Loss Data Institute 
study compared insurance claims before and after bans went into effect in four 
jurisdictions — D.C., New York, Connecticut and California. The study finds claim 
rates steady with neighboring jurisdictions. "The new findings don't match what we 
already know about the risk of phoning and texting while driving," the president says. 
"If crash risk increases with phone use and fewer drivers use phones where it's illegal to 
do so, we would expect to see a decrease in crashes. But we aren't seeing it, nor do we 
see collision claim increases before the phone bans took effect. This is surprising, too, 
given what we know about the growing use of cell phones and the risk of phoning 
while driving. We're currently gathering data to figure out this mismatch." The research 
does have some limitations. It looks at all collision claims and does not identify 

http://www.freep.com/article/20100129/NEWS05/1290375/1321/Response-botched-after-Northwest-bomb-attempt
http://www.freep.com/article/20100129/NEWS05/1290375/1321/Response-botched-after-Northwest-bomb-attempt
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whether drivers were using cell phones when their crashes occurred. 
Source: http://www.wtop.com/?nid=25&sid=1876309 

19. January 29, Sarasota Herald-Tribune – (Florida) None are injured as plane lands on 
I-75. A small airplane with two people on board landed on the roadway on Interstate 75 
in Fort Lauderdale on Thursday. A Federal Aviation Administration spokeswoman said 
there were no injuries. The single-engine Piper aircraft landed at 2:20 p.m. It was 
headed to Opa-locka Airport. A spokesperson for the Broward Sheriff Fire-Rescue said 
the pilot told them he had engine issues and had to land the plane. The pilot and his 
wife were flying to South Florida from Columbia, Tennessee, to go on a cruise. The 
sheriff's office reported that several lanes were closed after landing, but no damage was 
reported to any of the vehicles on the road. 
Source: http://www.heraldtribune.com/article/20100129/ARTICLE/1291033/-
1/NEWSSITEMAP?tc=ar 

20. January 29, WCAU 10 Philadelphia – (Pennsylvania) Philly TSA dogs bomb tests — 
again. It seems weeks of intensive retraining for decertified Philadelphia International 
Airport security dogs has done little to hone their skills. Earlier in January, the 
Transportation Security Administration was forced to remove three canines from 
service after they failed to detect the scent of explosive materials during an annual 
recertification test. The TSA came under fire after they continued to use the dogs as a 
"visual deterrent" inside the airport even though they were decertified. Officials said 
the dogs would undergo an extensive training program to be recertified, but now it 
seems that program has failed for some of the dogs. "TSA sets the highest canine 
certification standards in the federal government. As a result, some failures are 
expected, however, an established remediation program helps get these teams back into 
compliance," a TSA spokesperson said. Officials would not say how many dogs were 
unable to pass the retest, but that they plan to continue to use the uncertified dogs as 
visual deterrents. "TSA can assure the traveling public that Philadelphia currently has 
ample canine resources to meet security requirements," an official said. The TSA has 
13 dogs assigned to Philadelphia International. In addition, Philadelphia Police has K-9 
units patrolling. The police dogs were never affected. 
Source: http://www.nbcphiladelphia.com/news/politics/Philly-TSA-Dogs-Fail-Tests-
After-Retraining-82993612.html 

21. January 29, Associated Press – (Colorado) Amtrak passenger carrying anarchist 
literature detained in Colorado after overheard threats. An Amtrak passenger who 
alarmed fellow passengers in Colorado by talking about terrorist threats on a cell phone 
was pulled from the train and faces a felony charge of endangering public 
transportation. The 64 year-old suspect, who was recently released from prison, was 
arrested Tuesday on an Amtrak passage from Los Angeles to Chicago. Passengers on 
the train alerted authorities after hearing the man from Elizabeth, New Jersey, mention 
al-Qaida and make threats in a cell phone conversation. Police said in an affidavit that 
passengers overheard the suspect saying he hadn't killed anyone yet, and that he talked 
about going to jail. Passengers say the man said, "We have to work in small groups. 
They can hold you for 18 months. Do they have security on these trains? Are you with 
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me or not?" One passenger said he heard the suspect mention al-Qaida, saying, "17th 
century tactics won't work, we have 21st century tactics." The conductor said the 
suspect had a tan blanket over his entire body so the conductor could not see what he 
was doing. The suspect was taken into custody at the La Junta train station in 
southeastern Colorado. Police said he was not armed or carrying explosives. He was 
carrying propaganda for an anarchist group called Afrikan Liberation Army. The 
suspect was released Thursday night after posting $30,000 bond, said the Otero 
Country sheriff. The suspect's next court date in Otero County District Court is 
February 5. An FBI spokeswoman did not immediately have any information.  
Source: http://www.latimes.com/news/nationworld/nation/wire/sns-ap-us-colorado-
train-threat,0,7652045.story 

22. January 28, United Press International – (International) Ethiopian Airlines 'black 
box' found. Searchers located the black box from an Ethiopian Airlines plane that 
crashed into the Mediterranean shortly after takeoff from Beirut, Lebanon, officials 
said. The flight data recorder, critical to the accident investigation, was located about 
4,300 feet under water and would soon be retrieved, CNN quoted the Lebanese army as 
saying Thursday. Twenty-six bodies were recovered as of Thursday, the army said. It 
identified five of the dead as Ethiopians. The Boeing 737-800, carrying 82 passengers 
and eight crew members, crashed into the sea Monday shortly after it took off in stormy 
weather from Beirut-Rafic Hariri International Airport. 
Source: http://www.upi.com/Top_News/International/2010/01/28/Ethiopian-Airlines-
black-box-found/UPI-98811264731992/ 

23. January 27, U.S. Government Accountability Office – (International) U.S. GAO - 
Homeland Security: Better Use of Terrorist Watchlist Information and 
Improvements in Deployment of Passenger Screening Checkpoint Technologies 
Could Further Strengthen Security. The GAO released the following report 
summary: The December 25, 2009, attempted bombing of flight 253 raised questions 
about the federal government's ability to protect the homeland and secure the 
commercial aviation system. This statement focuses on the government's efforts to use 
the terrorist watchlist to screen individuals and determine if they pose a threat, and how 
failures in this process contributed to the December 25 attempted attack. This statement 
also addresses the Transportation Security Administration's (TSA) planned deployment 
of technologies for enhanced explosive detection and the challenges associated with 
this deployment. GAO's comments are based on products issued from September 2006 
through October 2009 and selected updates in January 2010. For these updates, GAO 
reviewed government reports related to the December 25 attempted attack and obtained 
information from the Department of Homeland Security (DHS) and TSA on use of the 
watchlist and new technologies for screening airline passengers (the full report can be 
accessed by clicking on the source link).  
Source: http://www.gao.gov/products/GAO-10-401T 

For another story, see item 1  
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Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

24. January 29, Dayton Daily News – (Ohio) Firefighters battle blaze at local Cargill 
plant. Dayton, Ohio firefighters with mutual aid from Huber Heights fought a fire in a 
corn drier at Cargill Inc. that began around 4:30 a.m., according to a Dayton Fire 
Department dispatcher. The Dayton fire department said they had the fire under control 
at 6:23 a.m., but that crews would stay on the scene about an hour longer. The area of 
the fire is off the roadway, so no traffic problems were expected to be caused by the 
fire, the fire dispatcher said. No one was injured in the fire, the dispatcher said. The 
Needmore plant processes corn syrup, among other products, according to a Dayton 
fire dispatcher. On the company’s Web site, it states the company manufactures corn 
starch, flour and other grain mill products. 
Source: http://www.daytondailynews.com/news/dayton-news/firefighters-battle-blaze-
at-local-cargill-plant-518423.html 

25. January 29, San Diego Union-Tribune – (California) Medfly quarantine hurts at 
open markets. Quarantines that blanket 227 square miles of inland northern San Diego 
County have hit hard small growers who sell seasonal produce at open-air markets. 
Weeks of government-required pesticide treatment can extend past harvest time, 
making a crop unsalable. Vendors who grow produce attractive to Medflies outside the 
quarantine boundary must cover their product before they sell at farmers markets 
within the boundary. The San Diego County Farm Bureau lists 19 farmers markets in 
North County, and five of them are within the quarantine boundary. It is not just a local 
problem. Japan and China will not import the produce if Medfly larvae are detected in 
any shipped quantities. Federal inspectors from other states and countries have come to 
San Diego to ensure compliance.  
Source: http://www.signonsandiego.com/news/2010/jan/29/medfly-quarantine-hurts-
open-markets/ 

26. January 27, Cornell University Chronicle Online – (National) Deadly fish virus now 
found in all Great Lakes. A deadly fish virus that was first discovered in the 
Northeast in 2005 has been found for the first time in fish from Lake Superior, report 
Cornell researchers. That means that the virus has now been documented in all of the 
Great Lakes. The viral hemorrhagic septicemia virus (VHSV), which causes fatal 
anemia and hemorrhaging in many fish species, but poses no threat to humans, said a 
professor of aquatic animal medicine at Cornell's College of Veterinary Medicine. The 
virus, which has been identified in 28 freshwater fish species in the Great Lakes 
watershed, has reached epidemic proportions in the Great Lakes and threatens New 
York's sport-fishing industry as it estimated to contribute some $1.4 billion annually to 
New York's economy. "People come from all over the eastern United States to fish the 
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Great Lakes," the professor said. "On a worldwide basis, VHSV is considered one of 
the most serious pathogens of fish, because it kills so many fish, is not treatable and 
infects a broad range of fish species." 
Source: http://www.news.cornell.edu/stories/Jan10/FishVirusEpidemic.html 

[Return to top]  

Water Sector 

27. January 29, Pottstown Mercury News – (Pennsylvania) Second break discovered in 
water main. No sooner did the repairs on Tuesday's broken water main on Howard 
Street, which morphed into a gas line break Wednesday, get completed than another 
break in the same water main was discovered only three blocks north. The Pottstown 
Public Works director said the new leak, at Howard and Elm streets, was discovered 
Thursday, shortly after the water was turned back on for the newly repaired, 24-inch 
pipe at 2 p.m. Because the leak is in the same pipe, he said he suspects that both breaks 
happened at the same time Tuesday, but because the Elm Street break did not initially 
burst through the pavement like the one at the intersection with Rice Street, it was not 
discovered until the water was turned back on. The first break, which began Tuesday at 
around 5 p.m. when a geyser of water burst through the street, got more complicated 
Wednesday. That was when a worker checking a gas line near the broken pipe to see if 
it was abandoned nicked the inner liner, resulting in a loud gas leak that caused the 
brief evacuation of homes in a one-block radius. The gas line had to be repaired before 
work could continue on fixing the water main. The current theory is that the break, or 
breaks, was caused when a higher volume pump was switched on at the water treatment 
plant on Old Reading Pike. 
Source: 
http://www.pottstownmercury.com/articles/2010/01/29/news/srv0000007458978.txt 

28. January 27, Los Angeles Times – (California) 2 water main breaks in L.A. flood 
homes, apartment building. Two water main ruptures this morning sent water pouring 
into a downtown Los Angeles apartment building and two homes in Hyde Park, 
officials said. An 8-inch cast-iron pipe ruptured about 8 a.m. in the 1500 block of West 
65th Street in Hyde Park, creating a 20-foot sinkhole, said representatives for the L.A. 
Department of Water and Power (DWP) and the L.A. city Fire Department. Another 8-
inch pipe ruptured about 4.30 a.m. at Cesar Chavez Avenue and North Figueroa Street, 
a DWP spokeswoman said. The apartment building’s lobby, underground parking 
garage and gym were flooded, fire officials said. 
Source: http://latimesblogs.latimes.com/lanow/2010/01/2-water-main-breaks-in-los-
angeles-flood-homes-apartment-building.html 

For another story, see item 3  
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Public Health and Healthcare Sector 
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29. January 28, WPTV 5 West Palm Beach – (Florida) Medical files found in trash. Port 
St. Lucie, Florida, Police on Tuesday turned up medical files in a trash bin near 
University Medical Clinics that contained information that could be used to commit 
identity theft, a police spokesman said Wednesday. Police determined the files, which 
contained information including patient names, Social Security numbers, phone 
numbers and addresses, had been discarded from University Medical Clinics in the 
1800 block of Southeast Port St. Lucie Boulevard, said a police spokesman. A man 
identified by the spokesman as a high ranking official with the company indicated an 
employee had thrown the files way. “A garbage bag full of medical records is not an 
oversight,” he said. The CEO of University Medical Clinics, said Wednesday he did 
not think any patient information had been compromised. ”We’re very concerned about 
it and we’re doing our own internal investigation,” he said. The records were returned 
to the office. The files initially were found by a woman acting on an anonymous tip that 
they’d been discarded. That woman then notified police of her discovery. 
Source: http://www.wptv.com/content/news/stlucie/portstlucie/story/medical-files-port-
st-lucie-dumpster-university/GLaoZk6dakO-lLO_Dfg6lw.cspx 

[Return to top]  

Government Facilities Sector 

30. January 29, CNN – (Washington) Federal funds aim to clean up nuclear 
wasteland. The federal government has set aside nearly $2 billion in stimulus funds to 
clean up Washington State's decommissioned Hanford nuclear site, once the center of 
the country's Cold War plutonium production. That is more stimulus funding that some 
entire states have received, which has triggered a debate as to whether the money is 
being properly spent. The facility sprawls across approximately 600 square miles of 
south-central Washington. Decades of improper radioactive waste disposal earned 
Hanford the notorious distinction of being most contaminated nuclear site in the 
Western Hemisphere. 
Source: http://www.cnn.com/2010/US/01/29/hanford.cleanup/ 

31. January 28, Network World – (National) US House leaders ask for investigation into 
hackings. Two lawmakers criticized the Web services company that may have enabled 
the hacking of almost 50 government Web sites on January 27. In a letter, the House 
speaker, a California Democrat, and a U.S. representative who is an Ohio Republican, 
asked the U.S. House of Representatives’ Chief Administration Officer to immediately 
assess how hackers managed to deface the Web sites of nearly 50 house members and 
committees. The attack seemed to predominantly target Democrats and occurred 
around the same time that the U.S. President gave his first State of the Union address. 
The hackers removed the regular content on the sites, replacing it with rude comments 
toward the president. Initial reports indicate that the security shortfall may have 
stemmed from a vendor that offers hosting and support services. “While many 
Members have expressed satisfaction with the vendor in question, this is the second 
time in a year websites hosted and supported by this vendor have been compromised,” 
according to the letter.  
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Source: http://www.networkworld.com/news/2010/012910-us-house-leaders-ask-
for.html?hpg1=bn 

32. January 28, Tallahassee Environmental News Examiner – (Florida) Offshore drilling 
could hurt military operations in Florida, group says. In January, a North Dakota 
Senator joined a pro-drilling group, Securing America’s Future Energy, to release a 
report downplaying the risk offshore drilling would pose to Eglin Air Force Base 
training exercises and other military operations in Gulf of Mexico. An Environment 
Florida Advocate shot back a response: “When it comes to offshore drilling’s impact on 
Gulf military operations, one thing is certain: We will not make America more secure 
by risking our ability to train our armed forces in the Gulf in order to obtain less than 
six months of oil over a 25-year period." At the Florida House Military Affairs and 
Local Policy Committee hearing on January 13, the Commander of Eglin Air Force 
Base Ranges testified that drones and missiles plummeting from the sky during training 
exercises could gravely damage rigs, pipelines, and other infrastructure. 
Source: http://www.examiner.com/x-29137-Tallahassee-Environmental-News-
Examiner~y2010m1d28-Offshore-drilling-could-hurt-military-operations-in-Florida-
group-says 

33. January 28, New York Daily News – (New York) Brooklyn Federal Courthouse 
briefly evacuated for suspicious package. The Brooklyn Federal Courthouse was 
briefly evacuated Thursday after a suspicious package was discovered, authorities said. 
Hundreds of employees, lawyers and judges were ordered to leave the downtown 
Brooklyn building about 12:10 p.m. The scare started when a woman found the 
backpack lying outside the courthouse, picked it up and carried it inside to security. An 
X-ray machine showed the bag appeared wires. A dog trained to sniff explosives twice 
reacted positively to the backpack, sources said. The NYPD bomb squad and 
emergency service unit was called. The backpack was determined not to be a danger 
after about an hour. The NYPD chief of department said the backpack seemed to 
belong to a computer repairman and contained wires and gauges. The police official 
said investigators believed the backpack was left inadvertently.  
Source: http://www.nydailynews.com/ny_local/2010/01/28/2010-01-
28_brooklyn_federal_courthouse_evacuated_for_suspicious_package.html 

For more stories, see items 10 and 37  
 
[Return to top]  

Emergency Services Sector 

34. January 28, New Jersey Local News Service – (New Jersey) Fire in Flanders 
firehouse damages ambulance. Parts of Main Street were closed this morning after an 
ambulance caught fire in the Flanders fire station. The fire started at about 10:40 a.m., 
according to a spokesman for the Flanders department. Volunteer firefighters 
responded and quickly put out the fire. "There was substantial damage to the 
ambulance and minor damage to the firehouse." He also said there were no serious 

http://www.examiner.com/x-29137-Tallahassee-Environmental-News-Examiner%7Ey2010m1d28-Offshore-drilling-could-hurt-military-operations-in-Florida-group-says
http://www.examiner.com/x-29137-Tallahassee-Environmental-News-Examiner%7Ey2010m1d28-Offshore-drilling-could-hurt-military-operations-in-Florida-group-says
http://www.examiner.com/x-29137-Tallahassee-Environmental-News-Examiner%7Ey2010m1d28-Offshore-drilling-could-hurt-military-operations-in-Florida-group-says
http://www.nydailynews.com/ny_local/2010/01/28/2010-01-28_brooklyn_federal_courthouse_evacuated_for_suspicious_package.html
http://www.nydailynews.com/ny_local/2010/01/28/2010-01-28_brooklyn_federal_courthouse_evacuated_for_suspicious_package.html
http://www.networkworld.com/news/2010/012910-us-house-leaders-ask-for.html?hpg1=bn
http://www.networkworld.com/news/2010/012910-us-house-leaders-ask-for.html?hpg1=bn


 - 16 - 

injuries but two firefighters were treated on scene for smoke inhalation. The township 
fire marshal and the Mount Olive police department are investigating the cause of the 
fire. The Flanders station has two other ambulances, according to the spokeman, and 
this will not affect their ability to serve the public. 
Source: 
http://www.nj.com/news/local/index.ssf/2010/01/fire_in_flanders_firehouse_dam.html 

35. January 28, Associated Press – (Oklahoma) Agencies send violation notices to 
jail. Officials with the Oklahoma Department of Health and the State Fire Marshal 
have sent violation notices to the Woodward County Jail because of overcrowding and 
other issues. The jail was housing 53 inmates, 12 more than capacity, when the 
agencies conducted an inspection January 13. The fire marshal's office noted some 
emergency lights were not working, and an excessive amount of accumulated dust 
behind the clothes dryer in the jail kitchen. The sheriff says he replaced the emergency 
lights and told officials a new jail has been approved. The new facility is expected to be 
completed in three years, and will have about 124 beds. The present jail has 41 beds. 
He says part of the overcrowding stems from efforts to arrest people on outstanding 
warrants. 
Source: http://www.kten.com/Global/story.asp?S=11898741&nav=menu410_2 

[Return to top]  

Information Technology Sector 

36. January 29, Network World – (International) Stolen Twitter accounts can fetch 
$1,000. According to researchers at Kaspersky Lab, cybercriminals are trying to sell 
hacked Twitter user names and passwords on-line for hundreds of dollars. Since 2005, 
the bad guys have been developing new data-stealing malware that is now a growing 
problem on the Internet. Some of these programs look for banking passwords, others 
hunt for on-line gaming credentials. But the fastest-growing data stealers are generic 
spying programs that try to steal as much information as possible from their victims, 
said a Kaspersky researcher, speaking at a press event on January 29. In 2009, 
Kaspersky identified about 70,000 of these programs — twice as many as the year 
before, and close to three times the number of banking password stealing programs. 
They are popular because criminals are starting to realize that they can do better than 
simply swiping credit card numbers. The researcher has seen Gmail accounts for sale 
on Russian hacker forums, (asking price 2,500 roubles, or $82) RapidShare accounts 
going for $5 per month, as well as Skype, instant messaging and Facebook credentials 
being offered. Asking prices can vary greatly, depending on the name of the account 
and the number of followers, but attackers are looking for an initial, trusted, stepping 
stone from which to send malicious Twitter messages and, ideally, infect more 
machines.  
Source: http://www.networkworld.com/news/2010/012910-stolen-twitter-accounts-can-
fetch.html?hpg1=bn 

http://www.kten.com/Global/story.asp?S=11898741&nav=menu410_2
http://www.networkworld.com/news/2010/012910-stolen-twitter-accounts-can-fetch.html?hpg1=bn
http://www.networkworld.com/news/2010/012910-stolen-twitter-accounts-can-fetch.html?hpg1=bn
http://www.nj.com/news/local/index.ssf/2010/01/fire_in_flanders_firehouse_dam.html


 - 17 - 

37. January 29, The Register – (International) CIA, PayPal under bizarre SSL 
assault. The Central Intelligence Agency, PayPal, and hundreds of other organizations 
are under an unexplained assault that is bombarding their websites with millions of 
compute-intensive requests. The "massive" flood of requests is made over the websites' 
SSL, or secure-sockets layer, port, causing them to consume more resources than 
normal connections, according to researchers at Shadowserver Foundation, a volunteer 
security collective. The torrent started about a week ago and appears to be caused by 
recent changes made to a botnet known as Pushdo. "What do I mean by massive? I 
mean you are likely seeing an unexpected increase in traffic by several million hits 
spread out across several hundred thousand IP addresses," a Shadowserver researcher 
wrote. "This might be a big deal if you're used to only getting a few hundred or 
thousands of hits a day or you don't have unlimited bandwidth." Shadowserver has 
identified 315 websites that are the recipients of the SSL assault. In addition to cia.gov 
and paypal.com, other sites include yahoo.com, americanexpress.com, and sans.org. It 
is not clear why Pushdo has unleashed the torrent. Infected PCs appear to initiate the 
SSL connections, along with a bit of junk, disconnect, and then repeat the cycle. They 
do not request any resources from the Web site or do anything else. "We find it hard to 
believe this much activity would be used to make the bots blend in with normal traffic, 
but at the same time it doesn't quite look like a DDoS either," he wrote. Security 
mavens are not sure what targeted sites can do to thwart the attacks. Changing IP 
addresses may provide a temporary reprieve. 
Source: http://www.theregister.co.uk/2010/01/29/strange_ssl_web_attack/ 

38. January 29, SC Magazine – (International) Warnings made of application bug in 
new Facebook dashboard, as SEO poisoning causes concern after 'unnamed app' 
reports by users. A week of fresh bugs in Facebook has ended with a warning about a 
privacy oversight in the new Facebook dashboard. Blog site allfacebook.com has 
reported that users can view the latest applications that their friends have been using 
whether or not they want you to. It said that while Facebook will ‘probably' resolve this 
issue before launch, beta games and applications dashboards are visible to everybody. 
A developer told the site: “I may not want my boss to know that I'm playing games 
during work hours. Or I may not want my friends knowing that I ran the ‘How 
Perverted are You?' application.” A blogger reported that hundreds of people were 
continuing to post status updates about the issue and while users are claiming that it is 
spyware, Facebook has reported that it is a bug which should not damage your account 
or computer in any way.  
Source: http://www.scmagazineuk.com/warnings-made-of-application-bug-in-new-
facebook-dashboard-as-seo-poisoning-causes-concern-after-unnamed-app-reports-by-
users/article/162631/ 

39. January 29, The Register – (International) Experts fret over iPad security 
risks. Apple's much hyped iPad tablet may come tightly locked down but the device is 
still likely to be affected by many of the security issues that affect the iPhone, as well 
as some of its own. Security experts polled by The Register were concerned about a 
variety of risks, in particular phishing attacks and browser exploits. The senior 
technology consultant at Sophos commented: "The iPad, from the sound of things, will 
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be as locked down as the iPhone. Hackers will no doubt try to jailbreak it. But the main 
threat would be phishing and browser exploits." Malware related risks may also trouble 
the iPad. The only risks to affect the iPhone to date have relied on a very small but well 
publicised number of threats that exploited default passwords and open SSH shells on 
jailbroken iPhones. However, while the iPad uses the same OS as the iPhone, it is more 
powerful; that means attacks based on doctored PDF files may potentially become a 
risk, explained a technical director of PandaLabs.  
Source: http://www.theregister.co.uk/2010/01/29/ipad_security/ 

40. January 28, Network World – (International) Phishing scam targets users of Adobe 
PDF Reader. A new phishing scam is trying to fool people into thinking it comes from 
Adobe, announcing a new version of PDF Reader/Writer. The message is making its 
way into e-mail boxes today, and the real Adobe urged any recipients to simply delete 
it. The phishing scam has a subject line "download and upgrade Adobe PDF Reader – 
Writer for Windows," includes a fake version of Adobe's logo and provides links that 
would lead to malicious code or other trouble if a victim clicked on them. The e-mail 
appears to come from Adobe newsletter@pdf-adobe.org, which is part of the scam. "It 
has come to Adobe's attention that e-mail messages purporting to offer a download of 
the Adobe Reader have been sent by entities claiming to be Adobe," the company said 
in a statement warning about it. "Many of these e-mails are signed as 'Adobe PDF' (or 
similar), and in some instances require recipients to register and/or provide personal 
information. Please be aware that these e-mails are phishing scams and have not been 
sent by Adobe or on Adobe's behalf."  
Source: http://www.networkworld.com/news/2010/012810-phishing-scam-adobe.html 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

41. January 29, IDG News Services – (National) FBI arrests alleged cable modem 
hacker. U.S. federal authorities arrested a 26-year-old man on January 28 for allegedly 
selling modified cable modems that enabled free Internet access, according to the U.S. 
Department of Justice. The suspect, of New Bedford, Massachusetts, is charged with 
one count of conspiracy and one count of wire fraud. If convicted, he could face up to 
20 years in prison for each charge, and a $250,000 fine. He allegedly ran a now-defunct 
Web site called Massmodz.com, where hacked modems were sold. The modems had 
been modified in order to spoof the device's MAC (Media Access Control) address. It is 
possible then to either obtain free Internet access or make it appear that a different 
modem is obtaining access. Authorities alleged that the suspect sold two of the 

http://www.networkworld.com/news/2010/012810-phishing-scam-adobe.html
mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.theregister.co.uk/2010/01/29/ipad_security/
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modified modems to an undercover FBI agent. He also allegedly posted to YouTube 
showing how to get free Internet access through modified cable modems.  
Source: 
http://www.computerworld.com/s/article/9149980/FBI_arrests_alleged_cable_modem_
hacker 

42. January 29, Palm Springs Desert Sun – (California) Phone service expected to be 
restored for 500 in Indio today after weeklong outage. Verizon expects to restore 
phone and Internet service should be restored to hundreds of Indio customers affected 
by an outage that began January 21, the company said. A Verizon spokesman said 
about 500 customers around Jackson Street between avenues 44 and 46 lost landline 
phone and DSL Internet service during a rainstorm on January 21. He said the outage 
was caused by a wet cable with cracked insulation. "Some water got inside, and that 
obviously causes electrical shorts when you have water mixing with electrical signals," 
he said. "We're replacing that whole section of cable." He said he was not aware of 
other large outages in the Coachella Valley caused by the storms. He said some smaller 
cables were similarly affected, but each of those outages only affected a handful of 
customers for a day or two. 
Source: 
http://www.mydesert.com/article/20100129/NEWS01/100129009/0/PREPSPORTS/Ph
one-service-expected-to-be-restored-for-500-in-Indio-today-after-weeklong-outage 

43. January 29, CNET News – (National) T-Mobile data issues hit Nexus One 
owners. Nexus One owners are complaining of a widespread data outage Friday 
morning on T-Mobile's network. As with most reports of outages, it is always difficult 
to get a sense of just how many people are being affected. But Google's customer 
support forums are full of Nexus One owners reporting that they are unable to access 
the data network, and other news outlets are getting tips from their readers that 
something is amiss. A Google employee confirmed there was some sort of problem 
with T-Mobile's data network in a forum message: "We're aware of reports with T-
Mobile data connections, including the error: 'To connect to the Internet with the device 
you are using, you'll need a webConnect data plan.' We're currently working with T-
Mobile to resolve this issue." A T-Mobile representative did not immediately respond 
to a request seeking more information on the outage. 
Source: http://news.cnet.com/8301-30684_3-10444283-265.html 

44. January 28, Green Bay Press-Gazette – (Wisconsin) WBAY, WPNE TV channels to 
be off air in Green Bay because of transmission problems. Channel 2, is 
experiencing transmission problems, and finding the cause will take six channels off 
the air starting at 9 a.m. on January 29. “It’s a short or flash-over occurring in the 
transmission system,” said the Green Bay station's general manager. WBAY is 
temporarily operating at low power, and viewers in outlying areas who receive its three 
digital channels may be affected. WPNE-TV, Channel 38, uses the same antenna on 
Scray’s Hill southeast of the city, so the shutdown will affect its three digital channels. 
The shutdown may last six hours. The shutdown will affect most cable systems, 
DirecTV customers and over-the-air viewers. Not all viewers might be affected. 

http://www.mydesert.com/article/20100129/NEWS01/100129009/0/PREPSPORTS/Phone-service-expected-to-be-restored-for-500-in-Indio-today-after-weeklong-outage
http://www.mydesert.com/article/20100129/NEWS01/100129009/0/PREPSPORTS/Phone-service-expected-to-be-restored-for-500-in-Indio-today-after-weeklong-outage
http://news.cnet.com/8301-30684_3-10444283-265.html
http://www.computerworld.com/s/article/9149980/FBI_arrests_alleged_cable_modem_hacker
http://www.computerworld.com/s/article/9149980/FBI_arrests_alleged_cable_modem_hacker


 - 20 - 

WBAY feeds its signal directly to Dish TV and AT&T U-Verse, and the signal 
probably will remain on those systems, the manager said. The testing won’t be the end 
of the disruptions.  
Source: 
http://www.greenbaypressgazette.com/article/20100128/GPG0101/100128169/1207/G
PG01/Transmission-woes-will-take-6-WBAY--WPNE-channels-off-air-Friday 

45. January 27, Redwood Times – (California) Emergency preparedness reviews 
earthquake, storms. The Southern Humboldt Emergency Preparedness Team met at 
the Garberville Cal Fire station on January 22. The recent earthquake and the series of 
storms that resulted in slides and road closures were on the minds of the team members. 
A spokesman of the Shelter Cove Fire Department reported that after the earthquake 
the Shelter Cove community lost its communication system. A new microwave Verizon 
installed on the communication tower failed and left the community without cell phone 
coverage or emergency 911 coverage for two days. A number of elderly people were 
left without their lifeline alert service. Because these individuals don’t drive and their 
phones are their only lifeline to the world, the spokesman and other SCFD personnel 
made the rounds of the lifeline households to make sure that everything was all right. A 
spokesman of the Southern Humboldt Amateur Radio Club reported that the local 
14679 repeater has been off the air. Apparently some wildlife got into the system and 
caused damage. The 14733 repeater on Grasshopper Peak is available, he said. It has a 
positive offset, he said, and good coverage of the area from Eureka to Piercy.  
Source: http://www.redwoodtimes.com/garbervillenews/ci_14278623 

For another story, see item 37  
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Commercial Facilities Sector 

46. January 29, Durango Herald – (Colorado) Roof at Iron Horse collapses. The roof of 
the 8,000-square-foot ballroom/conference center at the Iron Horse Inn collapsed from 
the weight of snow early Thursday. Later in the morning, the inside swimming pool 
was closed and the building cordoned because steel columns supporting the roof were 
shearing off, the director of La Plata County emergency management said. The 
imminent danger of collapse became apparent when he and the city of Durango 
building inspector investigated. He calculated the ballroom/conference center roof 
probably had about 144 tons of snow on it. The room, which hosted trade shows and 
family reunions, was an addition to the inn. Beyond the structural damage, losses 
included bar and kitchen equipment. About 40 rooms of the inn were occupied at the 
time, but no one was injured. 
Source: 
http://durangoherald.com/sections/News/2010/01/29/Roof_at_Iron_Horse_collapses/ 

47. January 29, Daily Star – (New York) Explosion forces building evacuation. A couple 
of hundred people were evacuated from the Eaton Center in Norwich after a small 

http://www.redwoodtimes.com/garbervillenews/ci_14278623
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explosion occurred in the basement at about 9:45 a.m. on January 28, officials said. The 
building, where classes and small businesses are located, had been evacuated by the 
time crews arrived, Norwich fire chief said. A metal plumbing snake inadvertently was 
moved into a 48,000 volt transformer, and an electrical arc shot out, the chief said. 
There was smoke but no fire by the time firefighters arrived, he said, and no one was 
injured. New York State Electric & Gas Corp. crews and Eaton Center maintenance 
staff helped firefighters check the building, which was not damaged, the chief said. 
About 25 to 30 firefighters responded to the call, and the building at 19 Eaton Ave. was 
reopened for business by noon. 
Source: http://www.thedailystar.com/local/local_story_029040032.html 

48. January 27, Ventura County Star – (California) T.O. plans to upgrade Civic Arts 
Plaza security. The Thousand Oaks City Council has authorized the city to solicit bids 
to upgrade security at the Civic Arts Plaza by installing vertical steel posts in the 
ground at strategic points outside the complex. “We’re definitely not on Al-Qaeda’s 
top-10 list,” the Thousand Oaks facilities manager said in a presentation to the council 
at its meeting January 26 at the complex. But, she noted, in 2008 a man threatened to 
drive his tractor-trailer into the structure, which houses both Thousand Oaks City Hall 
and the Bank of America Performing Arts Center. Security experts, she said, consider 
the complex to be a ”soft target” because it has none of the posts, known as bollards, to 
defend it against vehicle attacks. “There is an inherent possibility for potential domestic 
and random threats” at the Civic Arts Plaza due to the nature of its use as a center of 
government and a large regional theater, according to a written report she prepared for 
the council. Following her presentation, the council voted 4-0 to green-light the 
solicitation of bids for the bollards and accompanying security lighting. The project is 
estimated to cost between $150,000 and $300,000, part of which will be offset by a 
$50,000 Homeland Security grant. The security upgrade calls for retractable hydraulic 
bollards to be installed at the lowest entry point to the vehicle turn-around area in front 
of the complex’s parking structure. Fixed bollards will be installed at the circular top of 
the turn-around area near the entrance to the Fred Kavli Theater and in front of the 
second floor entrance to City Hall, which is wide enough for a car to drive onto.  
Source: http://www.vcstar.com/news/2010/jan/27/to-plans-to-upgrade-civic-arts-plaza-
security/ 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

49. January 28, Plattsburg Press-Republican – (New York) Extended cold may add to 
flooding woes. Emergency-services officials will fly over Fort Covington, New York, 

http://www.vcstar.com/news/2010/jan/27/to-plans-to-upgrade-civic-arts-plaza-security/
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by helicopter today to make an aerial assessment of ice jams choking off the Salmon 
River. As many as 15 homes were evacuated Tuesday along Salmon Street at the height 
of flooding, when ice 10 inches thick prevented the river from following its natural 
course. The 1,200-foot ice jam spread from the Center Street Bridge to Water Street 
and took up the entire width of the river. The section most impacted was where several 
tons of silt and sediment settled last summer after an aging hydro dam that had held the 
material back was removed. The extreme cold predicted through the weekend may 
aggravate the already tense situation for impacted riverside homeowners, said the 
director of Franklin County Emergency Services. Watery, slushy ice called "frazzle 
ice" forms when temperatures fall below freezing, and it can build up, freeze and 
undermine the river flow beneath the flat, anchor-ice covering. "We think there is 
potential for an ice jam to form above the site (to the south in the Town of Westville), 
and with four days of single-digit temperatures, that just compounds the issue," he said. 
"The cold temperatures keep the water from moving, but if we get one 50-degree day or 
a few 40-degree days in a row, there's potential." He has been working with 14 
agencies to coordinate responses and resources in case flooding becomes more 
widespread. 
Source: http://www.pressrepublican.com/homepage/local_story_028223617.html 

50. January 27, ABC Newspapers – (Minnesota) State bonding money is being requested 
for Coon Rapids Dam repair. Minnesota State bonding money is being sought to fund 
repairs that need to be made to the Coon Rapids Dam. A large hole has been discovered 
in the concrete apron below gate two at the dam and is causing washout conditions 
under it. Three Rivers Park District operates the Coon Rapids Dam and also owns Coon 
Rapids Dam Regional Park on the Hennepin County side of the river, while Anoka 
County operates Coon Rapids Dam Regional Park on the Anoka County side of the 
Mississippi. But the Three Rivers Park District Board, in addition to seeking state 
bonding dollars to make permanent repairs to the dam — installing a metal piling wall 
underwater across the width of the dam to prevent any future scour holes in the apron 
from threatening the integrity of the dam — is also concerned about the continued drain 
on the park district’s financial resources from the maintenance and repair needs of the 
dam, according to the Three River Park District superintendent. The project carries an 
estimated price tag of between $6 million and $8 million. “There is no imminent threat 
to the dam itself,” he said. But this is the second time within a few years that a scour 
hole has been found in an apron and more are likely in the future, he said. ”The dam 
was originally built to last 50 years,” he said. “It is now almost 100 years old.” The 
board believes that not only Three River Park District taxpayers benefit from the dam 
and the six-mile, summer recreational pool above the dam, he said. People living along 
the recreational pool on the Anoka County side also benefit, he said. January 21, a staff 
recommendation that the board approve development of a 2010 legislative initiative 
that would direct the creation of a legislative commission charged with establishing a 
fair and equitable distribution of costs for the ongoing operation and repairs of the 
Coon Rapids Dam was considered by a Three Rivers District Board committee, 
according to the superintendent.  
Source: 

http://www.pressrepublican.com/homepage/local_story_028223617.html
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http://abcnewspapers.com/index.php?option=com_content&task=view&id=10817&Ite
mid=28 
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