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 KWTX 10 Waco reports that fire departments responded Thursday afternoon to the report 
of a possible chlorine fire in a building owned by the Downsville Water Department in 
McLennan County, Texas. A 3-mile radius was evacuated during the fire. (See item 25) 

 According to the Associated Press, South Korea’s military said Friday it was investigating 
a hacking attack that netted secret defense plans with the United States and may have been 
carried out by North Korea. The suspected hacking occurred late last month and involved a 
USB device. (See item 31) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 18, KIFI 8 Idaho Falls – (Idaho) Gas tanks explode, create huge flames at 
Mud Lake gas station. After two hours of battling 100 foot flames, fire fighters were 
able to extinguish a massive fire at a gas station in Mud Lake. The blaze was a result of 
a tanker that exploded early evening on December 17 causing hundreds of thousands of 
dollars in damage. Jefferson County fire crews were called out to the explosion at Ike’s 

http://www.dhs.gov/
http://www.esisac.com/
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Tesoro Gas Station, 1092 E 1500 N on Highway 33/28, around 5:30 p.m. Then one by 
one, more crews, mostly volunteer, from the surrounding area were called out within 
minutes of the initial report after more tanks exploded. A total of three tanks were 
destroyed. No one was injured. A friend of the gas station owner says the fire started 
after the tanker was filling three unleaded gasoline tanks behind the store. Deputies say 
the truck began experiencing problems, and soon burst into flames. The flames then 
caused one of the tanks to explode. Law enforcement evacuated several homes around 
the area. Residents were able to return to their homes before 9 p.m. Ambulance crews 
set up an emergency center at the Senior Citizen’s Center. There, the community rallied 
together and brought in food for the fire fighters. 
Source: http://www.localnews8.com/Global/story.asp?S=11696848 

2. December 18, Southern Oregon Mail Tribune – (National) FERC approves LNG 
pipeline through Upper Rogue. In a 3-to-1 vote, the Federal Energy Regulatory 
Commission (FERC) on December 17 approved building a controversial liquefied 
natural gas import terminal in Coos Bay and a pipeline that crosses through the upper 
Rogue River watershed to Malin near the California border. The 234-mile Pacific 
Connector Gas Pipeline that would transport imported gas from the Jordan Cove 
terminal has been opposed by property owners, environmental groups, and the state 
since it was initially proposed in 2005. Opponents say the project will make the West 
Coast energy grid too dependent on natural gas coming from politically unstable 
countries such as Russia and those in the Middle East. 
Source: 
http://www.mailtribune.com/apps/pbcs.dll/article?AID=/20091218/NEWS/912180323 

3. December 17, United Press International – (Alaska) Fire destroys building at Alaska 
gas plant. Three explosions and a fire gutted a building at a natural gas plant in 
southern Alaska early on December 17, authorities said. No one was injured at the 
Point MacKenzie plant owned by Fairbanks Natural Gas, KTVA-TV, Anchorage, 
reported. An employee reported the first explosion just after 7 a.m. The second blast 
occurred about 45 minutes later, while the third was heard by firefighters at about 9 
a.m. and may have been caused by a truck or barrel of oil stored in the building 
exploding. Firefighters doused a nearby building with water to keep it from catching 
fire and were also able to save tanks that were near the fire. Temperatures below 10 
degrees Fahrenheit helped stop the flames from spreading. The fire did not disrupt fuel 
supplies. 
Source: http://www.upi.com/Top_News/US/2009/12/17/Fire-destroys-building-at-
Alaska-gas-plant/UPI-37451261110701/ 

4. December 17, Cincinnati Enquirer – (Ohio) Boiler fire at Duke power plant. Duke 
Energy workers extinguished a fire late on December 17 at Duke Miami Fort, 11021 
Brower Road, a spokeswoman for the utility said. Miami Township and other fire 
crews responded as a precaution to the 7:16 p.m. blaze, which evacuated the building. 
No injuries were reported, and all 30 employees were accounted for, said a 
spokeswoman for Duke Energy. “Fire broke out in two separate coal pulverizers,” she 
said. “Some air got where it shouldn’t have and caught some installation on fire.” The 

http://www.mailtribune.com/apps/pbcs.dll/article?AID=/20091218/NEWS/912180323
http://www.upi.com/Top_News/US/2009/12/17/Fire-destroys-building-at-Alaska-gas-plant/UPI-37451261110701/
http://www.upi.com/Top_News/US/2009/12/17/Fire-destroys-building-at-Alaska-gas-plant/UPI-37451261110701/
http://www.localnews8.com/Global/story.asp?S=11696848
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plant remained open. 
Source: 
http://news.cincinnati.com/article/AB/20091217/NEWS01/312170107/Boiler+fire+at+
Duke+power+plant 

For another story, see item 53  
 
[Return to top]  

Chemical Industry Sector 

5. December 17, WKRC 12 Cincinnati – (Ohio) Dixie Highway reopens after acid 
spill. The ramp from 71/75 Southbound to Dixie Highway in Forth Mitchell has 
reopened after a chemical spill. A tractor trailer hauling four 3,200-pound containers of 
hydrofluosilicic acid and a 26,880 pound cylinder of chlorine began leaking just after 8 
a.m. The driver noticed a container had spilled and the substance was leaking onto the 
roadway. Fort Mitchell Fire and Kenton County Emergency Management were on the 
scene with teams from Boone County, Campbell County and Greater Cincinnati 
Hazmat, keeping a thousand foot perimeter from the leaking truck. Crews determined 
that roughly 30 gallons of hydrofluosilicic acid spilled. Nearby Central Trust Bank was 
evacuated as a precaution. 
Source: http://www.local12.com/mostpopular/story/Dixie-Highway-Reopens-After-
Acid-Spill/1-JI6BqzJEmaY_elXJe-hQ.cspx 

6. December 17, Williamson Daily News – (Kentucky) Hazardous chemical dumped at 
Aflex Ky. Six drums filled with a dangerous chemical were discovered Wednesday 
afternoon in Aflex, according to the Pike County Emergency Services Director. County 
and state officials are looking for the dumpers. When the drums were found, one had 
been tampered with and was leaking, he said. “Two of our guys immediately suited up 
[in protective HazMat apparel] and got samples from each of the drums.” The HazMat 
team obtained a specialized device, a HazMat ID, from their headquarters in 
Paintsville, Kentucky to test the material in the drums. The substance proved to be 
tetrachloroethylene, a chemical used as a heavy degreaser and in dry cleaning and to 
etch glass, the director said. The chemical is extremely hazardous, exposure to skin or 
breathing fumes from tetracholoethylene could cause serious health problems. Charges 
could be brought against those who dumped the drums as well as anyone who tampered 
with them. The area where the drums were found is an illegal dump; various types of 
trash are strewn across an area of several hundred yards. 
Source: http://www.williamsondailynews.com/pages/full_story/push?article-
Hazardous+chemical+dumped+at+Aflex-+Ky- &id=5193198-
Hazardous+chemical+dumped+at+Aflex-+Ky-&instance=home_news_lead 

For another story, see item 25  
 
[Return to top]  

http://www.local12.com/mostpopular/story/Dixie-Highway-Reopens-After-Acid-Spill/1-JI6BqzJEmaY_elXJe-hQ.cspx
http://www.local12.com/mostpopular/story/Dixie-Highway-Reopens-After-Acid-Spill/1-JI6BqzJEmaY_elXJe-hQ.cspx
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http://news.cincinnati.com/article/AB/20091217/NEWS01/312170107/Boiler+fire+at+Duke+power+plant
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Nuclear Reactors, Materials and Waste Sector 

7. December 18, Reuters – (Michigan) AEP Michigan Cook 1 reactor to exit 15-mth 
outage. American Electric Power Co Inc’s (AEP.N) 1,009-megawatt Unit 1 at the 
Cook nuclear power station in Bridgman, Michigan started to exit a 15-month outage 
and ramped up to 3 percent on December 18, the U.S. Nuclear Regulatory Commission 
said in a report. The unit shut on September 20, 2008, when turbine vibrations, caused 
by broken low pressure turbine blades on two of the three low pressure turbines, 
damaged the turbine generator, support structures and associated systems. In a release, 
AEP said it started testing the unit’s repaired turbine generator system. The company 
said the unit will be connected to the grid with repaired low pressure turbine rotors that 
do not include the last row of blades. The company said it would conduct tests and 
monitor the rotors over the next several days. 
Source: http://www.reuters.com/article/idUSN1821619820091218?type=marketsNews 

8. December 18, Philadelphia Daily News – (Pennsylvania) NRC cites Limerick station 
for work violation. The Nuclear Regulatory Commission has issued a notice of 
violation to the Limerick Generating Station in Montgomery County after determining 
that an employee had unqualified contractors do equipment work, then falsified the 
records by forging the initials of qualified workers. The NRC said the violations 
involved the reactor building crane. They occurred between January and July 2007 and 
in February 2008. According to an investigation by the plant, it happened about 20 
times. A spokesman for the commission said the worker’s actions had no safety 
consequences but “increased the likelihood of errors.” A spokeswoman for Exelon 
Nuclear, which runs the plant, said the company “took prompt, corrective action.” After 
an internal investigation, the employee was given the opportunity to retire, and he did. 
“We have 850 people who work at Limerick, and this violation was the result of a 
single individual and does not reflect the behavior of our larger workforce,” she said. 
According to the violation report, the employee cited “time pressure and a lack of 
availability of qualified workers.” 
Source: 
http://www.philly.com/inquirer/local/20091218_NRC_cites_Limerick_station_for_wor
k_violation.html 

9. December 17, Lincoln Journal Star – (Nebraska) Southeast Nebraskans abuzz after 
earthquake Wednesday night. An earthquake Wednesday night in the Auburn area 
registered only a 3.5 on the Richter scale but drew the attention of scientists at the U.S. 
Geological Survey. “Maybe this is a little brother of the New Madrid,” said a research 
geologist with the USGS in Denver. The Cooper Nuclear Station 10 miles away in 
Brownville is designed to withstand up to a New Madrid-sized quake, or a magnitude 
of about 8.3, said a Nebraska Public Power District spokeswoman. Wednesday’s quake 
did not register on the plant’s instrumentation, although some employees who live in 
Peru, Nebraska City, and places nearby took notice. “The plant was safe and sound 
(Wednesday),” the spokeswoman said. So was Stutheit Implement Co., two miles north 
of Auburn and closer to the quake’s epicenter. The sales manager was in Lincoln 
Wednesday night when he got a call from the security company, saying something 

http://www.reuters.com/article/idUSN1821619820091218?type=marketsNews
http://www.philly.com/inquirer/local/20091218_NRC_cites_Limerick_station_for_work_violation.html
http://www.philly.com/inquirer/local/20091218_NRC_cites_Limerick_station_for_work_violation.html
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tripped the alarm. “I wasn’t too concerned, because there was an earthquake,” he said. 
Source: http://journalstar.com/news/state-and-regional/nebraska/article_581bdfcc-
eb78-11de-9989-001cc4c002e0.html 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

10. December 18, Roanoke Times – (Virginia) Former security guard pleads guilty over 
bomb threats at ITT. A former security guard at ITT Night Vision pleaded guilty 
Thursday to writing a bomb threat on a bathroom wall, an act that stopped production, 
prompted an evacuation, and cost the defense contractor $297,777.67. He could be 
ordered to pay that amount when he is sentenced in March. In U.S. District Court in 
Roanoke on Thursday, he pleaded guilty to conveying false information about a bomb. 
The Assistant U.S. Attorney said he twice wrote on a wall in one of the bathrooms in 
ITT’s Roanoke plant, where about 1,500 people work, because he was upset that a co-
worker received a promotion instead of him. In March, he had written, “IF I LOSE MY 
JOB SECURITY IS DEAD” — then in his role as a security officer turned in a report 
on the graffiti himself. On April 21, he penned “There Is A Bomb in Bldg 1 & 2. Have 
fun.” No bombs were found, and in four hours, the plant resumed operation. According 
to court documents, he admitted he was responsible for the messages in the bathroom 
and signed a statement saying he had written them. Then he said he would kill himself 
and left ITT. He soon checked himself in to Lewis-Gale Medical Center’s psychiatric 
unit.  
Source: http://www.roanoke.com/news/roanoke/wb/230111 

11. December 17, Network World – (National) Raytheon BBN gets $81M to build huge 
network research center. Looking to be a one-stop-shop for network science research, 
Raytheon BBN Technologies this week was awarded an $81 million contract by the 
Army Research Laboratory to build what the company, which is involved in myriad 
network research projects for the military, called the largest communications lab in the 
country. With the five-year contract, the company will take on research in network 
science to identify diverse network similarities, the company said. Called the ARL 
Network Science Collaborative Technology Alliance, the consortium will examine 
communication, information, and social and cognitive networks and will include 
leading researchers from all of these disciplines. 
Source: 
http://www.computerworld.com/s/article/9142460/Raytheon_BBN_gets_81M_to_build
_huge_network_research_center 

http://www.roanoke.com/news/roanoke/wb/230111
http://www.computerworld.com/s/article/9142460/Raytheon_BBN_gets_81M_to_build_huge_network_research_center
http://www.computerworld.com/s/article/9142460/Raytheon_BBN_gets_81M_to_build_huge_network_research_center
http://journalstar.com/news/state-and-regional/nebraska/article_581bdfcc-eb78-11de-9989-001cc4c002e0.html
http://journalstar.com/news/state-and-regional/nebraska/article_581bdfcc-eb78-11de-9989-001cc4c002e0.html
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12. December 16, Knoxville News Sentinel – (Tennessee) NNSA team wraps up 
readiness review at Y-12’s uranium storage facility. A 22-member team from the 
National Nuclear Security Adminstation (NNSA) today wrapped up its “operational 
readiness review” at the new $549 million storage facility for highly enriched uranium 
at the Y-12 nuclear weapons plant. A NNSA spokesman said there were some “pre-
start issues” identified during the review, but he did not immediately have info on how 
many. “Once those have been addressed, we’ll proceed with the recommendation to 
headquarters to authorize start-up,” he said. The NNSA Administrator is the 
authorization official for the project, known as the Highly Enriched Uranium Materials 
Facility, and he will have the final say-so on when the Y-12 contractor (B&W) can 
begin loading the plant’s inventory of enriched uranium into the new facility. “We 
expect to meet or possibly exceed the projected start of mid-February,” the spokesman 
said. “We’re very anxious, eager, to get started. It’s very important to the future of Y-
12. We want to get there as quickly as possible.” 
Source: 
http://blogs.knoxnews.com/munger/2009/12/nnsa_team_wraps_up_readiness_r.html 

[Return to top]  

Banking and Finance Sector 

13. December 18, Newport News Daily Press – (Virginia) Police: Woman made bomb 
threat at bank, fled on foot. Police are trying to identify and locate a woman who 
made a bomb threat at a bank in Newport News on December 17. The woman walked 
into Old Point National Bank at 612 Denbigh Blvd. around 10 a.m. and told a teller that 
she had a bomb attached to herself. A police spokesman said that when the teller 
attempted to notify a manager, the woman fled the bank on foot. Police have released a 
security image of the woman in the hopes that people can help identify and locate her. 
Source: http://www.dailypress.com/news/dp-
local_crimebrfs_12180dec18,0,7753979.story 

14. December 18, Tampa Bay Business Journal – (Florida) Beau Diamond charged with 
running Diamond Ventures as Ponzi. A federal grand jury indicted a business owner 
on fraud charges stemming from an alleged $37 million Ponzi scheme. The business 
owner, who lives in Sarasota, was accused of soliciting friends, family and others to 
invest in his company, Diamond Ventures LLC, for the purported purposes of trading 
their invested funds in foreign exchange currency markets, a release from the 
Department of Justice said. The business owner allegedly promised investors a monthly 
return of 2.75 percent to 5 percent and to have guaranteed the security of investors’ 
proceeds. Those promises were false, and instead of obtaining a return, he used 
investment proceeds to make interest payments to investors. About 200 investors 
contributed nearly $38 million into the business owner’s fund, all of which was 
dissipated through Ponzi distributions, losing trades and diversions to Diamond 
Ventures LLC for his personal investment. He was indicted on seven counts of wire 
fraud, three counts of mail fraud, seven counts of illegal monetary transactions and one 

http://blogs.knoxnews.com/munger/2009/12/nnsa_team_wraps_up_readiness_r.html
http://www.dailypress.com/news/dp-local_crimebrfs_12180dec18,0,7753979.story
http://www.dailypress.com/news/dp-local_crimebrfs_12180dec18,0,7753979.story
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count of transportation of stolen property. 
Source: http://tampabay.bizjournals.com/tampabay/stories/2009/12/14/daily61.html 

15. December 18, Tampa Bay Online – (Florida) 3 credit unions assess fee for debit card 
use. At least three Tampa Bay Area credit unions are now charging members for using 
a debit card with their personal identification number, or PIN, at stores and gas stations. 
This week, Bay Gulf Credit Union began assessing its members 50 cents each time they 
use a debit card that requires punching in their PIN. In November, GTE Federal Credit 
Union started charging 25 cents per transaction. The Railroad and Industrial Federal 
Credit Union charges $1 every time one uses his or her PIN. The President of Bay Gulf 
said the credit union was forced to impose the fees primarily because of recent losses 
from debit card skimming. 
Source: http://www2.tbo.com/content/2009/dec/18/na-3-credit-unions-assess-fee-for-
debit-card-use/ 

16. December 17, IDG News Services – (National) Heartland pays Amex $3.6M over 
2008 data breach. Heartland Payment Systems will pay American Express $3.6 
million to settle charges relating to the 2008 hacking of its payment system network. 
This is the first settlement Heartland has reached with a card brand since disclosing the 
incident in January 2008. The U.S. Department of Justice has charged a notorious 
hacker and several other accomplices with the hack, saying that Heartland was one of 
several companies that the hackers managed to break into using SQL injection attacks. 
Other alleged victims include 7-Eleven and Hannaford Brothers. In total, the gang 
managed to steal more than 130 million credit card numbers from Heartland and about 
4.2 million from Hannaford, prosecutors allege. Card-issuing banks such as American 
Express have had to pay the costs of re-issuing credit cards, following the breach, and 
many banks have sued Heartland to recover these costs. American Express operates its 
own credit card brand as well, and the settlement may also cover fines incurred there. 
Heartland has also had to pay out fines assessed by other brands such as Visa and 
MasterCard. Typically, these card brands levy fines against those responsible for data 
breaches. In May, the CEO of Heartland said that his company had set aside $12.6 
million to handle charges related to the hack. More than half of that money was to 
handle fines levied by MasterCard, he said.  
Source: 
http://www.computerworld.com/s/article/9142448/Heartland_pays_Amex_3.6M_over_
2008_data_breach 

17. December 17, Fort Myers News-Press – (Florida) Suspicious package at Pine Island 
bank was harmless briefcase. Someone called the Lee County Sheriff’s Office at 7:40 
Thursday morning to report a suspicious package at SunTrust Bank, 10202 
Stringfellow Road, on Pine Island. The suspicious package turned out to be a computer 
in a briefcase, said a sheriff’s spokesman. He said a customer found the briefcase in the 
parking lot after hours on Wednesday and set it by the door of the bank. Bomb squad 
members searched the briefcase with a remote-controlled device and determined the 
briefcase did not contain an explosive device. The customer later told deputies about 
finding the briefcase. 

http://www2.tbo.com/content/2009/dec/18/na-3-credit-unions-assess-fee-for-debit-card-use/
http://www2.tbo.com/content/2009/dec/18/na-3-credit-unions-assess-fee-for-debit-card-use/
http://www.computerworld.com/s/article/9142448/Heartland_pays_Amex_3.6M_over_2008_data_breach
http://www.computerworld.com/s/article/9142448/Heartland_pays_Amex_3.6M_over_2008_data_breach
http://tampabay.bizjournals.com/tampabay/stories/2009/12/14/daily61.html
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Source: http://www.news-
press.com/article/20091217/NEWS0113/91217016/1003/ACC/Suspicious-package-at-
Pine-Island-bank-was-harmless-briefcase 

[Return to top]  

Transportation Sector 

18. December 17, Jackson Weather Examiner – (National) Dozens of accidents blamed 
on new energy efficient traffic lights; non-melting of snow and or ice. New energy 
efficient traffic lights have been installed in several states across the country, helping 
cities save thousands of dollars this year, but the lights have a major drawback when it 
comes to wintry weather. The bulbs do not burn hot enough to melt snow and or ice 
and can become crusted over during a winter storm. When this happens, drivers can no 
longer tell if a light is green, red or yellow. This has lead to dozens of accidents and at 
least one death across the country. Authorities in Illinois said during a storm in April of 
this year, a driver saw that she had a green light and began turning her car to the left but 
a driver coming from the opposite direction did not realize that the traffic light was 
obscured by snow. Many cities that do have the new LED traffic lights have already 
found out the dangerous problem due to the winter storm that blew through the 
Midwest and Great Lakes, two weeks ago. LED traffic lights use 90 percent less energy 
than the old incandescent lights, and can last for years oppose to the old incandescent 
lights, which have to be changed every 12 to 18 months. Wisconsin has put LED bulbs 
at hundreds of intersections, projects that will save about $750,000 this year. In 
Minnesota, where authorities have upgraded hundreds of traffic lights to LEDs, the 
Transportation Department occasionally gets reports of obstructed lights. Several states 
are testing possible solutions, including installing weather shields, adding heating 
elements, or coating the lights with water-repellent substances. 
Source: http://www.examiner.com/x-5181-Jackson-Weather-Examiner~y2009m12d16-
Dozens-of-accidents-blamed-on-new-energy-effcient-traffic-lights-nonmelting-of-
snow-and-or-ice 

19. December 14, Washington Technology – (National) DHS distributes $253m for 
transit security. The Homeland Security Department on December 14 announced that 
$253 million in grants is available to high-risk metropolitan transit systems under the 
Transit Security Grant Program. The money is assigned for equipment and training, 
which in recent years has included information technology items such as perimeter 
security systems, surveillance systems, and interoperable communications. The grant 
awards are part of Congress’ annual appropriations for preparedness and critical asset 
protection. “This year’s guidance focuses on maximizing efficiency while prioritizing 
risk in awarding grants to strengthen our nation’s transportation security,” the DHS 
Secretary said in a statement. Eligible recipients include owners and operators of bus, 
ferry, and passenger rail systems. Applications are due February 18. 
Source: http://washingtontechnology.com/articles/2009/12/14/dhs-handing-out-253-
million-for-transit-security.aspx 

http://www.examiner.com/x-5181-Jackson-Weather-Examiner%7Ey2009m12d16-Dozens-of-accidents-blamed-on-new-energy-effcient-traffic-lights-nonmelting-of-snow-and-or-ice
http://www.examiner.com/x-5181-Jackson-Weather-Examiner%7Ey2009m12d16-Dozens-of-accidents-blamed-on-new-energy-effcient-traffic-lights-nonmelting-of-snow-and-or-ice
http://www.examiner.com/x-5181-Jackson-Weather-Examiner%7Ey2009m12d16-Dozens-of-accidents-blamed-on-new-energy-effcient-traffic-lights-nonmelting-of-snow-and-or-ice
http://washingtontechnology.com/articles/2009/12/14/dhs-handing-out-253-million-for-transit-security.aspx
http://washingtontechnology.com/articles/2009/12/14/dhs-handing-out-253-million-for-transit-security.aspx
http://www.news-press.com/article/20091217/NEWS0113/91217016/1003/ACC/Suspicious-package-at-Pine-Island-bank-was-harmless-briefcase
http://www.news-press.com/article/20091217/NEWS0113/91217016/1003/ACC/Suspicious-package-at-Pine-Island-bank-was-harmless-briefcase
http://www.news-press.com/article/20091217/NEWS0113/91217016/1003/ACC/Suspicious-package-at-Pine-Island-bank-was-harmless-briefcase
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For more stories, see items 1 and 5  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

20. December 17, U.S Food and Drug Administration – (Oregon; California) Willamette 
Filbert Growers recalls shelled hazelnuts and shelled organic hazelnuts because of 
possible health risk. Willamette Filbert Growers of Newberg, Oregon is recalling 
29,861 lbs of Shelled Hazelnuts and Shelled Organic Hazelnuts, because it has the 
potential to be contaminated with Salmonella. After product sampling, Salmonella was 
found on one production lot at the facility where Willamette Filbert Grower’s hazelnuts 
were shelled. To ensure consumer safety, Willamette Filbert Growers has decided to 
recall all shelled hazelnuts and shelled organic hazelnuts processed from October 12th 
2009 through November 25th 2009. Shelled Hazelnuts and Shelled Organic Hazelnuts 
were distributed in Oregon and California through wholesale distributors and direct 
delivery. Unshelled hazelnuts are not subject to this recall. All products subject to recall 
were packed in 25 lbs. corrugated boxes bearing Willamette Filbert Growers or 
Meridian Organic Hazelnuts labeled with lot code numbers 289091A and 311091A. No 
illnesses have been reported to date. 
Source: http://www.fda.gov/Safety/Recalls/ucm194810.htm 

[Return to top]  

Water Sector 

21. December 18, WJZ 13 Baltimore – (Maryland) Water main break floods Baltimore 
street. Baltimore Public Works officials are lifting water restrictions a day after a 42-
inch water main broke and flooded neighborhood streets in the northeastern part of the 
city. A Public Works spokesman says the order for 1.8 million people in the area to 
conserve water was being lifted Friday morning after a chlorinator was brought back up 
to speed overnight. The order affected people in the city and residents of Baltimore, 
Anne Arundel, and Howard counties who get water from the city. He says water quality 
was not affected. He says there is low water pressure but few people are without water. 
A Constellation Energy spokesman said about 80 homes were without natural gas 
Thursday night. There was water in the gas lines. 
Source: http://wjz.com/wireapnewsmd/Break.in.42.2.1376391.html 

22. December 17, Wadena County Review Messenger – (Minnesota) Sebeka treatment 
pond springs leak. The northwest secondary pond at Sebeka, Minnesota’s, wastewater 

http://www.fda.gov/Safety/Recalls/ucm194810.htm
http://wjz.com/wireapnewsmd/Break.in.42.2.1376391.html
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treatment plant has developed a leak. Public Works employee shut the pond down until 
repairs can be made next summer. There are six ponds altogether at the treatment plant. 
The leak was discovered SaturÂday, December 5, by the adjacent resident who noticed 
six to eight inches of water bubbling out of the ground. The leak was traced to the 
northwest secondary pond. Once Public Works was notified, action was taken 
immediately to lower the water level in the pond. The Minnesota Pollution Control 
Agency (MPCA) was notified on Saturday, along with the mayor. Since that time, the 
water in the pond has been discharged and that pond is now out of commission. The 
Public Works supervisor reported that two discharges from the ponds were done earlier 
this fall because of the steady rains, and that there was enough capacity in the 
remaining secondary pond (the treatment plant has two secondary ponds) to service the 
community until spring. 
Source: 
http://www.reviewmessenger.com/index.php?option=com_content&view=article&id=3
720:sebeka-wastewater-treatment-plant-rebecca-komppa&catid=41:rotator-news 

23. December 17, KXXV 25 Waco – (Texas) Malfunctions prompt Hubbard boil 
order. Malfunctions at the City of Hubbard water plant caused the pressure in the water 
system to drop below Texas’s minimum standards. As a result, the Texas Commission 
on Environmental Quality has required the city to issue a Boil Water Order. The city 
will notify residents when it is safe to use water from the city system. 
Source: http://www.kxxv.com/Global/story.asp?S=11692467 

24. December 17, New York Times – (National) That tap water is legal but may be 
unhealthy. The 35-year-old federal law regulating tap water is so out of date that the 
water Americans drink can pose what scientists say are serious health risks — and still 
be legal. Only 91 contaminants are regulated by the Safe Drinking Water Act, yet more 
than 60,000 chemicals are used within the United States, according to Environmental 
Protection Agency (EPA) estimates. Government and independent scientists have 
scrutinized thousands of those chemicals in recent decades, and identified hundreds 
associated with a risk of cancer and other diseases at small concentrations in drinking 
water, according to an analysis of government records by the New York Times. But not 
one chemical has been added to the list of those regulated by the Safe Drinking Water 
Act since 2000. Other recent studies have found that even some chemicals regulated by 
that law pose risks at much smaller concentrations than previously known. However, 
many of the act’s standards for those chemicals have not been updated since the 1980s, 
and some remain essentially unchanged since the law was passed in 1974. 
Source: http://www.nytimes.com/2009/12/17/us/17water.html?_r=2 

25. December 17, KWTX 10 Waco – (Texas) Three mile radius evacuated during 
chlorine fire. Area fire departments responded Thursday afternoon to the report of a 
possible chlorine fire in a building owned by the Downsville Water Department. The 
fire was reported Thursday by a deputy of the McLennan County Sheriff’s Office 
patrolling along South 3rd Street near Downsville. Chlorine is a light greenish-yellow 
gas with an irritating odor; it is considered toxic and can be fatal if inhaled. The deputy 
saw fire and a yellow mushroom cloud. Initial readings at the site had the chlorine level 

http://www.kxxv.com/Global/story.asp?S=11692467
http://www.nytimes.com/2009/12/17/us/17water.html?_r=2
http://www.reviewmessenger.com/index.php?option=com_content&view=article&id=3720:sebeka-wastewater-treatment-plant-rebecca-komppa&catid=41:rotator-news
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at 8.5 times the lethal level. Two chlorine canisters — both 5-foot tall and 1-foot in 
diameter — caught fire in a storage shed. The storage shed holding the canisters caught 
fire at first, then the canisters themselves caught fire, officials said. It was not 
immediately clear Thursday afternoon when service would be restored. 
Source: http://www.kwtx.com/home/headlines/79562917.html 

[Return to top]  

Public Health and Healthcare Sector 

26. December 18, ABC News – (Connecticut) Connecticut plastic surgeon shut down for 
dirty clinic. A Connecticut plastic surgeon has had her clinic closed for violations 
which cite mouse droppings on surgical equipment and resealed one-use instruments 
with blood on them. The state suspended the license for the Connecticut Plastic Surgery 
Center on December 4. According to a report from ABC News affiliate WTNH in New 
Haven, the state found nine violations, including the animal droppings, resealed 
instruments with human fluids on them, dust and blood on the floor and machines, and 
an unlicensed anesthesiologist. “This facility is one in which there is imminent and 
immediate danger to public health,” the Connecticut attorney general told WTNH. 
Source: http://abcnews.go.com/Health/connecticut-plastic-surgeon-shut-health-
violations/story?id=9356017 

27. December 17, WITI 6 Milwaukee – (Wisconsin) Man threatens to “shoot up” St. 
Luke’s Medical Center. A man who was suspected of having a gun was making 
threats inside St. Luke’s Medical Center December 17 in Milwaukee. Hospital security 
called police. When officers showed up moments later, they used their active shooter 
training and found the suspect. He was making threats that he would “shoot the place 
up” if a surgery that was going to happen on his mother did not go well. When officers 
were able to get to the man, they found he did not have a gun. He was taken into 
custody, and officers on the scene say the man was intoxicated. 
Source: http://www.fox6now.com/news/witi-091217-st-lukes-incident,0,1602779.story 

28. December 17, Las Vegas Sun – (Nevada) Improvised H1N1 shots raise officials’ 
eyebrows. A low-income clinic in Las Vegas improperly administered the H1N1 
vaccine to 21 children, but state health officials said they corrected the problem so no 
harm was done. At the height of the H1N1 panic in late October, the vaccine was in 
short supply and was not being delivered in dosages for children under the age of 4 at 
the Martin Luther King Family Center. The head of operations at Nevada Health 
Centers, the nonprofit organization that runs the clinic, said the pediatrician at the clinic 
decided to use half of a dose that should be used for older children — and then saved 
the remainder of the dosage in a syringe. The plan was to use the syringe on the same 
child 28 days later. The quantity of vaccine was appropriate, but the improvised method 
of administering it was not, health officials said. Nevada State Health Division officials 
became alarmed November 6 when they had a phone conversation with staff at the 
center. The potentially unsafe procedure had gone on for about a week. 

http://abcnews.go.com/Health/connecticut-plastic-surgeon-shut-health-violations/story?id=9356017
http://abcnews.go.com/Health/connecticut-plastic-surgeon-shut-health-violations/story?id=9356017
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http://www.kwtx.com/home/headlines/79562917.html
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Source: http://www.lasvegassun.com/news/2009/dec/17/improvised-h1n1-shots-raise-
officials-eyebrows/ 

[Return to top]  

Government Facilities Sector 

29. December 18, Wall Street Journal – (National) Officers warned of flaw in U.S. 
drones in 2004. Senior U.S. military officers working for the Joint Chiefs of Staff 
discussed the danger of Russia and China intercepting and doctoring video from drone 
aircraft in 2004, but the Pentagon did not begin securing the signals until this year, 
according to people familiar with the matter. The disclosure came after The Wall Street 
Journal reported insurgents in Iraq had intercepted video feeds from drones, 
downloading unencrypted communications from the unmanned planes. Shiite fighters 
in Iraq used software programs such as SkyGrabber — available for as little as $25.95 
on the Internet — to regularly capture drone video feeds, said a person familiar with 
reports on the matter. Members of the Pentagon’s Joint Staff discussed the potential 
security shortfall of drone feeds in 2004 and 2005, according to two officers with direct 
knowledge of the deliberations. Officers at the time were not concerned about 
adversaries intercepting the signals in Iraq or Afghanistan because drones weren’t yet 
common there and militants weren’t thought to be technically sophisticated. Instead, 
some officers worried that such potential U.S. adversaries as Russia or China could 
manipulate the drone video feeds to hide battlefield movements. 
Source: 
http://online.wsj.com/article/SB126109611986796377.html?mod=WSJ_hpp_MIDDLE
NexttoWhatsNewsTop 

30. December 18, Durango Herald – (Colorado) No arrests yet in bomb threats. No 
arrests had been made as of Thursday evening in a bomb threat that forced the 
evacuation of three schools and the La Plata County Courthouse on Wednesday. The 
threat was determined to be a hoax. Investigators had “people of interest,” but no 
arrests had been made as of 5:30 p.m., said a spokesman with the Durango Police 
Department. An unknown man called in the bomb threat at 9:58 a.m. Wednesday to the 
911 emergency dispatch center in Durango. The man said bombs were located at Miller 
Middle School, Durango High School, Fort Lewis College and the courthouse — 
presumably the La Plata County Courthouse. All four institutions were evacuated for 
the remainder of the day. The call originated from within city limits, but police have 
declined to say exactly where. 
Source: 
http://durangoherald.com/sections/News/2009/12/18/No_arrests_yet__in_bomb_threats
/ 

31. December 18, Associated Press – (International) Hackers steal SKorean-U.S. 
military secrets. South Korea’s military said Friday it was investigating a hacking 
attack that netted secret defense plans with the United States and may have been carried 
out by North Korea. The suspected hacking occurred late last month when a South 

http://online.wsj.com/article/SB126109611986796377.html?mod=WSJ_hpp_MIDDLENexttoWhatsNewsTop
http://online.wsj.com/article/SB126109611986796377.html?mod=WSJ_hpp_MIDDLENexttoWhatsNewsTop
http://durangoherald.com/sections/News/2009/12/18/No_arrests_yet__in_bomb_threats/
http://durangoherald.com/sections/News/2009/12/18/No_arrests_yet__in_bomb_threats/
http://www.lasvegassun.com/news/2009/dec/17/improvised-h1n1-shots-raise-officials-eyebrows/
http://www.lasvegassun.com/news/2009/dec/17/improvised-h1n1-shots-raise-officials-eyebrows/
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Korean officer failed to remove a USB device when he switched a military computer 
from a restricted-access intranet to the Internet, a Defense Ministry spokesman said. 
The USB device contained a summary of plans for military operations by South Korean 
and U.S. troops in case of war on the Korean peninsula. The spokesman said the stolen 
document was not a full text of the operational plans, but an 11-page file used to brief 
military officials. He said it did not contain critical information. He said authorities 
have not ruled out the possibility that Pyongyang may have been involved in the 
hacking attack by using a Chinese IP address — the Web equivalent of a street address 
or phone number. 
Source: http://news.yahoo.com/s/ap/20091218/ap_on_re_as/as_koreas_cyberattack 

32. December 18, Asheville Citizen-Times – (North Carolina) NC community college 
system’s data server hacked. The North Carolina Community College System next 
week will mail letters telling nearly 51,000 people that a hacker gained access to a 
computer server containing their Social Security or driver license numbers. In Western 
North Carolina, Blue Ridge Community College, Haywood Community College, 
Southwestern Community College and Tri-County Community College were affected 
by the August 23 security breach of the system’s library server in Raleigh. The four 
schools had students’ personal information stored on the server, which is used for 
cataloging and tracking library materials for 46 community college libraries. Letters to 
people with numbers in the database are set to go out Monday, according to an internal 
memo obtained by the Citizen-Times. System officials do not believe the hacker got 
any of the numbers, which were used to identify library users. 
Source: http://www.citizen-times.com/article/20091218/NEWS01/312180046/1009 

33. December 17, SCMagazine – (National) Thief steals U.S. Army laptop from 
employee’s home. A laptop containing the personal information of tens of thousands of 
U.S. Army soldiers, family members and U.S. Department of Defense employees was 
stolen on November 28 from an employee of the Fort Belvoir Family and Morale, 
Welfare and Recreation (MWR) Command, located in Virginia. There were signs of 
forced entry into the employee’s residence where the laptop was stolen. Other high-
value electronics and jewelry were also stolen. Approximately 42,000 people were 
effected; with names and unspecified personal information being at risk. It is unlikely 
the information on the computer will be compromised because it was protected by three 
layers of security access and encryption passwords. The Family and MWR Command 
was made aware of the theft December 1, then conducted an assessment to determine 
the extent of the breach. Letters will be sent to affected individuals. 
Source: http://www.scmagazineus.com/thief-steals-us-army-laptop-from-employees-
home/article/159875/ 

34. December 17, Pueblo Chieftain – (Colorado) State appeals demil ruling. The state 
health department is going to appeal a federal judge’s ruling blocking it from ordering 
the Defense Department to get rid of Pueblo’s chemical weapons stockpile. The 
Colorado Department of Public Health and Environment has filed a notice that will 
appeal a U.S. District Judge’s ruling that the state did not have the authority to set a 
deadline. The CDPHE had issued an order that the weapons be destroyed by 2017, the 

http://www.citizen-times.com/article/20091218/NEWS01/312180046/1009
http://www.scmagazineus.com/thief-steals-us-army-laptop-from-employees-home/article/159875/
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same deadline set by Congress and the target date for the Assembled Chemical 
Weapons Alternatives program to finish the work. 
Source: 
http://www.chieftain.com/articles/2009/12/17/news/local/doc4b29c6007cadf46148714
1.txt 

[Return to top]  

Emergency Services Sector 

35. December 18, WGRZ 2 Buffalo – (New York) New York State Inspector General 
investigates NY State Police Crime Lab. In May 2008, a forensic scientist committed 
suicide in his suburban Albany home. This was during the height of an investigation 
that has now produced a 120 page report which concludes that while working in the 
New York State Police Crime Lab, the scientist routinely presented test results on 
evidence that he never actually tested, ...and that he had been doing so for 15 years. 
“Clearly what we identified is very, very serious,” said the Chief Counsel to the New 
York State Inspector General (SIG), whose office conducted the investigation and 
prepared the report. In an interview with WGRZ-TV, the chief counsel said the lack of 
supervision and training provided the scientist was particularly galling. “The lack of 
oversight, the lack of supervision and the fact that these results which were being being 
produced ...flew by and were ignored is troubling,” he said. 
Source: http://www.wgrz.com/news/local/story.aspx?storyid=72899&provider=gnews 

36. December 17, Red Wing Republican Eagle – (Minnesota) County to use high-tech 
emergency notification system. Goodhue County officials will soon be able to notify 
thousands of residents of an emergency within seconds. Officials expect to have the 
Code Red notification system up and running by the end of the year. The high-speed 
Web-based system can reach Goodhue County residents via land line, cell phone, text 
message and e-mail. Officials told commissioners Tuesday the system would only be 
used for public safety reasons, such as if people need to evacuate their homes or 
businesses because of a gas leak, chemical spill or nuclear plant emergency. It can also 
be used to alert a neighborhood of a lost child, missing adult or escaped convict. All 
county land lines will automatically be notified using Code Red. Residents who want to 
receive cell phone, text or e-mail alerts will need to register on the county’s Web site 
starting early next year. 
Source: http://www.republican-eagle.com/event/article/id/63478/ 

37. December 17, Los Angeles Times – (California) California’s quake alerts get major 
upgrade. Officials are upgrading hundreds of seismic monitors throughout California, 
installing new devices that seismologists say will vastly improve the state’s system for 
detecting and warning of major earthquakes. The changes will allow first responders, 
scientists and eventually the public to be notified of an earthquake five seconds faster 
than is possible now. Those precious seconds could allow emergency officials to shut 
off gas and water lines, raise fire station doors, stop subway operations and possibly 
even warn the public of shaking to come. Shock waves from a quake move quickly 
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 - 15 - 

through the ground, but electronic signals are far faster, allowing a warning to outrun a 
temblor. The new monitoring would be particularly helpful for earthquakes that 
originate outside urban areas — along the San Andreas fault, for example — and 
radiate into major cities. 
Source: http://latimesblogs.latimes.com/lanow/2009/12/californias-quake-alerts-get-
major-upgrade.html 

[Return to top]  

Information Technology Sector 

38. December 18, CNN – (International) Twitter hacked by ‘Iranian Cyber Army’. The 
popular microblogging Web site Twitter was hacked overnight, leaving the millions 
who use the site tweetless. Those who tried to access Twitter were redirected to a site 
that had a green flag and proclaimed “This site has been hacked by Iranian Cyber 
Army.” The Web site was down for nearly an hour. Representatives from Twitter could 
not be immediately reached for comment, but the company spoke about the issue on its 
official Twitter page. “Twitter’s DNS records were temporarily compromised but have 
now been fixed. We will update with more information soon,” the company posted at 
about 2:30 a.m. ET on December 18. It was unclear who the group Iranian Cyber Army 
was and if it is connected to Iran. 
Source: http://www.cnn.com/2009/TECH/12/18/twitter.hacked/index.html 

39. December 18, The Register – (International) Film review site hacked to spew 
malicious PDFs. Hackers on December 17 exploited a vulnerability on Ain’t It Cool 
News that redirected anyone visiting the movie review site to a server containing a 
malicious Adobe Reader file. The attack targeted a vulnerable PHP script on one of 
AICN’s servers that automatically appended the malicious link to banner ads served on 
the site, its publisher said. As a result, anyone visiting the site over a 90-minute period 
on December 17 was silently redirected to speedconnection .cn which served a 
malicious file named annonce.pdf. The booby-trapped PDF, according an analysis by 
researchers at Praetorian Prefect, exploited two vulnerabilities in Adobe Reader that the 
company has already fixed. When the file is opened by unpatched versions of Reader, it 
launches malicious shell code that hijacks the machine. Only 12 of the 41 major anti-
virus programs currently detect the trojan, according to this VirusTotal analysis. In 
September, Mozilla found that more than half of Firefox users used insecure versions 
of Adobe Flash. It would not be surprising to find a similarly large proportion of the 
population using out-of-date versions of Reader, too.  
Source: http://www.theregister.co.uk/2009/12/18/aintitcool_malware_attack/ 

40. December 18, V3.co.uk – (International) ‘Donbot’ launches pump-and-dump run. A 
huge botnet credited with launching an attack on Twitter and Facebook last month has 
moved into pump-and-dump spam attacks. The Donbot network has recently been 
connected by researchers to a rash of stock-related spam messages that attempt to 
persuade users to invest in a low-priced stock. Once demand for the stock has inflated 
its price, the spammer then sells at a profit. Researchers at MessageLabs said that the 
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attack is unique because pump-and-dump scams, once a common occurrence, have all 
but disappeared in recent years. Much of the drop was attributed to the recent arrest and 
conviction of a spam kingpin. However, with the changes believed to be taking place in 
the cyber crime world, such attacks could soon return to favor. Experts throughout the 
industry have predicted that an increasingly crowded and competitive market could 
force criminals to look for new ways to make money online. The size and structure of 
new botnets may also play a part. A MessageLabs senior analyst noted that stock spam 
operations are perfect for Donbot and other large botnets. 
Source: http://www.v3.co.uk/v3/news/2255229/donbot-launches-pump-dump-run 

41. December 17, DarkReading – (International) Report: over 97% of November email 
was Spam. Spam constituted 97.1 percent of total e-mail traffic in October and 
November 2009. This is one of the findings of the eleven E-mail Security Report for 
October and November 2009, which was presented Thursday by eleven, Germany’s 
leading e-mail security specialist. Spam traffic continued to be dominated by casino 
and pharmaceutical-related spam. The main source of spam is Brazil, followed by 
Vietnam and India. Spam constituted 97.1 percent of total e-mail traffic in October and 
November, “clean” e-mails constituted 1.9 percent, e-mail viruses just under 0.1 
percent. Casino and pharmaceutical spam lead the “hit list” of spam content. More than 
one sixth of all spam e-mails originated from IP addresses in Brazil, followed by 
Vietnam and India. Backdoor Trojans, which constantly load new malware onto 
infected systems, constituted 75 percent of all viruses. E-mails spreading the Trojans 
are usually disguised as important messages. The content ranged from e-cards, delivery 
notifications, and software updates to requests for the reactivation of accounts. 
Source: http://www.darkreading.com/security/app-
security/showArticle.jhtml?articleID=222002610&subSection=Application+Security 

42. December 17, DarkReading – (International) Lab test results: Symantec, Kaspersky 
Lab, PC Tools, AVG, detect the most zero-day attacks. Top Internet security suite 
products scored high when detecting zero-day attacks during a three-month period, 
according to new data released today from independent German lab AV-Test, with 
Symantec and Kaspersky Lab finding 98 and 97.5 percent, respectively. AV-Test tested 
10 zero-day threats during a three-month period on Windows XP SP3 machines 
running Symantec Norton Internet Security 2010, Kaspersky Internet Security 2010, 
PC Tools Internet Security 2010, AVG Internet Security 9.0, G Data Internet Security 
2010, Panda Internet Security 2010, Avira Premium Security Suite 9.0, McAfee 
Internet Security 2010, CA Internet Security 2010, F-Secure Internet Security 2010, 
BitDefender Internet Security 2010, and Trend Micro Internet Security 2010. AVG 
caught 92.2 percent of the threats, followed by G Data, 90 percent; Panda, 90 percent; 
Avira, 87.7 percent; McAfee, 87.2 percent; CA, 86.7 percent; F-Secure, 85.8 percent; 
BitDefender, 84.3 percent; and Trend Micro, 83.3 percent.  
Source: 
http://www.darkreading.com/security/antivirus/showArticle.jhtml?articleID=22200262
5&subSection=Antivirus 
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43. December 16, Homeland Security News Wire – (International) Prediction for 2010: 
The coming cloud crash. The chief executive of Strategic News Service predicts a big 
remote-computing service disaster: “My hunch is that there will never really be a 
secure cloud,” he says; businesses will view cloud services more suspiciously and 
consumers will refuse to use them for anything important, he says. Next year, 
computing services handled remotely and delivered via the Internet may undergo some 
kind of “catastrophe” that alerts companies and consumers to the risks of relying on the 
so-called cloud, says the chief executive of Strategic News Service, an industry 
newsletter circulated to senior executives at technology companies including Intel, 
Dell, and Microsoft. A writer for BusinessWeek wrote that a growing number of 
businesses and individuals are handing storage and various other tasks to outside 
providers, from photographers archiving pictures with Yahoo!’s Flickr to companies 
turning over complicated computing operations to Amazon. 
Source: http://homelandsecuritynewswire.com/prediction-2010-coming-cloud-crash 

44. December 15, Federal Computer Week – (Michigan) DHS, Michigan team on 
cybersecurity. The Homeland Security Department on December 15 said Michigan is 
deploying DHS’ Einstein 1 network flow monitoring system across the state’s cyber 
networks in a first-of-a-kind DHS partnership with a state government. Under the 
agreement, DHS’ U.S. Computer Emergency Readiness Team will identify possible 
abnormal activities on Michigan’s networks and deal with threats to critical computer 
infrastructure, the department said in announcing the partnership. DHS is in charge of 
protection the civilian .gov domain and interfaces with non-federal partners on 
cybersecurity efforts. Federal agencies have used Einstein 1 for several years, and a 
more advanced version of the system, Einstein 2 — an intrusion detection system — is 
being deployed at civilian agencies. The DHS and Michigan partnership only uses 
Einstein 1, according to the announcement. “This proof of concept will benefit 
Michigan’s cybersecurity interests by further enhancing its ability to identify and 
resolve a greater range of threats to its cyber infrastructure in coordination with a broad 
range of federal government entities,” said the Michigan governor. “It will enable 
greater federal and state coordination to promote mutual cybersecurity interests and, if 
successful, will inform the efforts of state governments to enhance their own 
cybersecurity efforts,” she added. 
Source: http://www.fcw.com/Articles/2009/12/15/Web-DHS-and-Michigan-
cybersecurity.aspx 

For another story, see item 48  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

45. December 18, San Francisco Chronicle – (California) AT&T cell service restored in 
Pacifica. AT&T cell phone service in Pacifica’s Linda Mar neighborhood was restored 
Friday evening, six days after vandals cut wires at an antenna on a mountain that was 
inaccessible to repair crews because of a muddy road, a company spokesman said. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2009/12/17/BANS1B64HS.DTL&tsp=1 

46. December 17, BlackBerry Examiner – (National) Outages galore all across the 
nation. Earlier Thursday there was a huge BlackBerry BIS outage where countless 
users all across the nation were not receiving their emails. At about 2:30 PM ET, things 
started to get a little better. Now reports are out there that T-Mobile is having yet 
another outage in various parts of the nation. While this may be frustrating for those 
who are not only BlackBerry users, but BlackBerry users on T-Mobile, rest assured that 
many people believe that the recent influx of outages from The Magenta is in 
preparation for the major improvement on their 3G network that are supposed to be 
rolled out by the end of the year. 
Source: http://www.examiner.com/x-19475-BlackBerry-Examiner~y2009m12d17-
Outages-galore-all-across-the-nation 

47. December 17, Anchorage Daily News – (Alaska) AT&T gets 2G service back up and 
running: Anchorage. AT&T’s cell phone network is fully operating again. Some 
AT&T wireless customers in Alaska lost their connection to the cell phone network at 
about noon Wednesday. Voice and text services for those customers have been 
restored, an AT&T spokeswoman said Thursday. On Wednesday, the company 
attributed the problem to “a commercial power outage caused by a hardware issue that 
is affecting 2G service.” Customers with the newer 3G service from AT&T reported 
that their cell phones still worked. 
Source: http://www.adn.com/news/alaska/anchorage/story/1060839.html 

48. December 16, Government Computer News – (National) DNSSEC implemented in 
the .us registry. Domain Name Security Extensions (DNSSEC) have been 
implemented in the registry of the .us top-level Internet domain. Neustar Inc., which 
has operated the .us registry since 2001, received permission to apply DNSSEC in 
October and signed the .us zone earlier this month. The company said it will encourage 
domain name registrars and registrants to incorporate a digital signature via DNSSEC 
into their domain records in early 2010. The .us domain, one of a number of country 
codes used to identify the location of an entity within its Uniform Resource Locator 
(URL), joins a growing number of top level domains — including .gov and .org — 
getting ready to secure the Internet’s Domain Name System by digitally signing DNS 
requests and responses. 
Source: http://gcn.com/articles/2009/12/16/dnssec-deployed-dot-us-domain.aspx 

For another story, see item 41  
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Commercial Facilities Sector 

49. December 18, Associated Press – (California) Calif. apartments evacuated as cliff 
crumbles. Authorities are monitoring two buildings along a crumbling Northern 
California coastal bluff, just a stone’s throw from an apartment building that was 
evacuated amid fears it would slide into the Pacific. Apartment residents were ordered 
out Thursday as large chunks of cliff plunged into the ocean, leaving the 12-unit 
building just 10 feet from the edge of the wave-battered 50-foot bluff. Pacifica’s chief 
building official said the evacuation order was issued after part of the cliff, saturated by 
recent storms, broke off around 5:30 a.m. An initial evacuation deadline of 5 p.m. was 
moved up as the cliff continued to crumble. Moving trucks filled the street as about 20 
frantic residents packed up what belongings they could. Apparently, residents were 
warned earlier in the week about the deteriorating bluff. The other two buildings 
remained stable late Thursday night. The chief building official earlier credited their 
stability to a wave-deflecting barrier of boulders at the bottom of the bluff. The barrier 
was erected last spring but did not protect the entire beach. The cliff began crumbling 
before the barrier could be completed. The building’s owners have received an 
emergency permit from the California Coastal Commission to put a barrier in place, the 
chief said. 
Source: http://abcnews.go.com/Business/wireStory?id=9371865 

For another story, see item 9  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

50. December 18, Middletown Times Herald Record – (New York) Lowering reservoir 
levels won’t end Delaware River floods, officials say. Lowering the water levels in 
three New York reservoirs could have reduced the height of the Delaware River during 
three recent major floods. But that step alone would not have stopped the damage, said 
officials at a meeting of the Delaware River Basin Interstate Flood Mitigation Task 
Force on Tuesday. Several officials said that lowering the water levels in the reservoirs 
was unfeasible because it would give residents a false sense of security, when a broader 
range of tools needed to be used. The Delaware River Basin Commission also said the 
20 percent lower water level would not have spared much of the river from reaching 
flood stage, and that maintaining dedicated levels was impossible because it threatened 
New York’s water supply. 

http://abcnews.go.com/Business/wireStory?id=9371865
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Source: 
http://www.recordonline.com/apps/pbcs.dll/article?AID=/20091217/NEWS/912169961 

51. December 18, TWEAN 8 Austin – (Texas) Belton Dam to get much-needed repairs in 
January. The Army Corps of Engineers said wind and waves damaged the Belton Dam 
in Austin, Texas, during the summer of 2007. Repairs are set to begin in January, but in 
order to do that, engineers will lower Belton Lake by about 2 feet. The project will cost 
almost $12 million and is expected to take a year and a half to complete. No long term 
road closures around the dam are expected. Dana Peak Park, at Stillhouse Hollow Lake, 
remains closed due to the damage caused by the 2007 flooding. 
Source: http://www.news8austin.com/content/your_news/default.asp?ArID=261401 

52. December 18, Sacremento Bee – (California) Seismic retrofit coming for Folsom’s 
biggest earthen dam. A plan to prevent an earthquake from wiping out Folsom Lake’s 
largest earthen dam has taken a significant turn. Federal officials now plan to replace a 
major section of the dam’s foundation. The project involves Mormon Island Auxiliary 
Dam, the largest of nine earthen saddle dams that enclose Folsom Lake, in California. 
The U.S. Bureau of Reclamation proposes to excavate an area five stories deep and 
nearly the size of three football fields along Green Valley Road, just below the dam. 
The goal is to replace unstable soils that could shift in a quake, potentially causing the 
dam to collapse and devastating Folsom and other areas downstream. In an era 
informed by major advances in soil and seismic engineering, engineers say the project 
makes sense to ensure the region’s long-term safety. The work is expected to take two 
years and cost as much as $100 million. The project is part of a larger $1.5 billion effort 
to shore up Folsom Dam against floods and earthquakes. The star attraction is a new 
concrete spillway under construction adjacent to the main concrete dam. The 
earthquake protections have gotten far less attention. Engineers now believe a quake 
rated 6.5 or greater could liquefy loose gravels left behind just downstream of the dam, 
causing the dam to slump and fail. The Bureau of Reclamation proposes to remove 
those unstable soils by excavating a series of box-like cells, one at a time, across the 
work area. This way, only a small section is disturbed at any given time, reducing risks 
to the giant dam. 
Source: http://www.sacbee.com/ourregion/story/2405329.html 

53. December 17, Mobile Press Register – (National) Dam safety records around ash 
ponds are confidential, says Alabama Power. Alabama Power Co. and Mississippi 
Power Co. are keeping basic safety and inspection records for dams around coal ash 
ponds out of the public eye, calling them “confidential business information.” Both are 
subsidiaries of Southern Company, which is the only utility in the nation refusing to 
reveal such information, according to the U.S. Environmental Protection Agency. 
Southern Company subsidiaries in Georgia and Florida also have claimed 
confidentiality. The ashes remaining after coal is burned for power generation are 
mixed with water and pumped as a slurry into settling ponds. The EPA in March 
compelled all coal-burning power plants to answer questions regarding inspections and 
safety of the nation’s 580 ash ponds. Redacted copies of answers provided by Alabama 
Power and Mississippi Power were obtained by the Press-Register. In the section for 

http://www.news8austin.com/content/your_news/default.asp?ArID=261401
http://www.sacbee.com/ourregion/story/2405329.html
http://www.recordonline.com/apps/pbcs.dll/article?AID=/20091217/NEWS/912169961
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questions regarding formal inspections, repairs and other activities at their plants, both 
companies tagged their answers as “confidential business information,” meaning the 
EPA could not release them to the public. Both companies also stated their records 
“would raise homeland security concerns if publicly disclosed.” The EPA official in 
charge of the ash pond questionnaire has been quoted as questioning how the safety of 
a dam could be a business secret. EPA officials said such claims are subject to review 
by the agency, but would not say whether the agency has reviewed them. 
Source: http://blog.al.com/live/2009/12/dam_safety_records_around_ash.html 

54. December 17, Juneau Empire – (Alaska) AEL&P struggles to control Bart Lake 
Dam leaks. Leaks from Alaska Electric Light & Power’s Bart Lake Dam are 
continuing to plague the Lake Dorothy Hydroelectric Project, utility officials say. Now, 
a federal agency may require the lake to be drained below dam level to fix the leaks. 
Bart Lake is part of the Lake Dorothy Hydroelectric Project, which went online earlier 
this fall and provides about 20 percent of Juneau’s power. AEL&P’s power generation 
manager said the seepage is not likely to jeopardize the stability of the dam. “All of the 
engineers that have looked at it don’t believe the dam is unsafe,” he said. Still, the 
Federal Energy Regulatory Commission (FERC) has told the Juneau-based utility that 
it needs to develop a plan to reduce or eliminate the seepage. Most of the water used in 
the Lake Dorothy Project is held in Lake Dorothy itself, but it flows through Bart Lake 
on the way to the hydroelectric generator at sea level on Taku Inlet south of Juneau. 
One solution to the seepage may be to drill into the rock and inject grout into fissures to 
seal them. Another possibility would be to place an impervious layer of material on the 
inside of the dam after the water level is lowered. One or both of those solutions will 
likely be recommended to FERC, the manager said. 
Source: http://juneauempire.com./stories/121709/loc_536629293.shtml 

55. December 17, WEAU 13 Eau Claire – (Wisconsin) Public meeting to be held on 
leaking dam. A public meeting was held Thursday night on what to do with a leaking 
dam. The dam stands on a Chippewa River tributary in the town of Rock Creek, about 
10 miles southwest of Eau Claire. It was built in 1864 and rebuilt in 1926. The 
Wisconsin Department of Natural Resources (DNR) says the structure is in poor 
condition and has sprung significant leaks. The DNR, the town and Dunn County have 
been working together to figure out what to do. 
Source: http://www.weau.com/news/headlines/79568837.html 
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