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Top Stories 

 The U.S. Nuclear Regulatory Commission announced that it is conducting a special 
inspection at the Diablo Canyon nuclear plant in California in order to determine how two 
switches were misaligned, potentially impairing operators’ ability to respond in the event 
of a severe accident. (See item 4) 

 WFAA 8 Dallas-Fort Worth reports that a section of the Trinity River levee in Texas has 
collapsed, raising new concerns about the integrity of the system that shields Dallas from 
flood waters. (See item 44) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 1, Richmond Times-Dispatch – (Virginia) Richmond coal-train derailment 
affects Amtrak service. A portion of a train carrying coal derailed just north of 
downtown Richmond, Virginia overnight on December 1. No injuries were reported, 
but passenger-rail service between the capital and Newport News was affected. A 
Richmond fire lieutenant said authorities were trying to determine what caused the 
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derailment on CSX tracks at 3:01 a.m. just east of Hospital Street, near Seventh Street. 
Twelve of the train’s 100 cars lost their load, overturned and were heavily damaged, 
and two other cars were partially off the track, he said. CSX crews as well as Crane 
Masters, a private contractor, worked through the pre-dawn hours to clear the 
intersections of Seventh and Hospital streets and Fifth and Hospital streets. While 
vehicle access was restored to nearby intersections in a matter of hours, the derailment 
blocked tracks used by Amtrak for its passenger service between Richmond’s Main 
Street Station and Newport News. “Our plan today is to bus between Richmond and 
Newport News,” an Amtrak spokeswoman said shortly before daybreak. “We will have 
service, but it will be by bus.” Once CSX and Crane Masters cleared the intersections 
blocked by the derailment, they turned their attention to getting the cars back on the 
tracks and cleaning up the spilled coal — a process that likely would take up much of 
the day. It was not immediately clear where the train originated or where its destination 
was. The fire lieutenant said a representative of the National Transportation Safety 
Board was on the scene of the derailment. 
Source: 
http://www2.timesdispatch.com/rtd/news/local/article/DRAILGAT01_20091201-
055401/308838/ 

2. December 1, Associated Press – (International) EU: Hijacked oil tanker was outside 
corridor. An oil tanker bound for the United States that was hijacked by Somali pirates 
was traveling outside a recommended maritime corridor, the commander of the EU 
Naval Force said on December 1. The Greek-flagged tanker Maran Centaurus was 
carrying more than $20 million of crude oil when pirates captured it on November 29. 
A rear admiral said he does not advise vessels to have armed guards on board, and that 
flammable cargo and firearms do not mix. He also said the fact that pirates are now 
attacking ships 1,000 miles off the Somali coast presents a large challenge and that the 
EU force will never fully secure such a large area of ocean. The Maran Centaurus is 
carrying around 275,000 metric tons of crude, said the ship’s owners Maran Tankers 
Management. 
Source: http://www.kansascity.com/451/story/1601298.html 

3. November 30, WHNS 21 Greenville – (South Carolina) 4 charged after protest at 
generator. Four protesters chained themselves to a massive stator that has been moving 
through the Upstate, Greenville County deputies said the morning of November 30. 
The 880,000-pound generator part is on its way to Duke Energy’s Cliffside Steam 
Station in Boiling Springs, North Carolina. An environmental group from North 
Carolina called Asheville Rising Tide said in a statement sent to FOX Carolina that the 
protesters are vowing to prevent the generator from reaching the coal plant. The stator 
entered the county at about noon on November 20 near Princeton along Highway 25 
and parked near the intersection with Interstate 85. The transporter was scheduled to 
wind its way through the west side of Greenville before parking just south of Highway 
11 on November 22, but wet weather prevented the move. Deputies said that about a 
dozen protesters were at the site along Highway 25 the morning of November 30. They 
said four of them climbed on top of the stator and chained themselves to it. A sign 
reading “Stop Cliffside” was also seen hanging on the side of the rig. The four 

http://www.kansascity.com/451/story/1601298.html
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protesters were charged with public disorderly conduct. A representative of Duke 
Energy said that they have seen a lot of interest from the public as the stator has moved 
along its route, but they have never had any protests before. 
Source: http://www.foxcarolina.com/news/21759324/detail.html 

[Return to top]  

Chemical Industry Sector 
 

Nothing to report 
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

4. November 30, U.S. Nuclear Regulatory Commission – (California) NRC conducting 
special inspection at Diablo Canyon nuclear plant. The U.S. Nuclear Regulatory 
Commission is conducting a special inspection at the Diablo Canyon nuclear plant in 
order to determine how two switches were misaligned, potentially impairing operators’ 
ability to respond in the event of a severe accident. On October 23, during a 
maintenance procedure, workers discovered that a set of switches that are intended to 
allow control room operators to remotely open cooling water valves were misaligned. 
The valves are part of a system that would collect water from the floor of the 
containment building for recirculation to cool the reactor during some severe accidents. 
If the valves could not be opened remotely, operators would be required to manually 
open them or use a different system to provide cooling water for the reactor. “This 
problem did not endanger public health or safety because operators would have been 
able to take compensatory actions in the event of a severe accident,” said the Region IV 
Administrator. “But we want a better understanding of why this occurred and the 
potential impact of this problem.” 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-035.iv.html 

[Return to top]  

Critical Manufacturing Sector 

5. December 1, Columbus Dispatch – (Ohio) EPA unhappy with Columbus Steel 
Castings. Columbus Steel Castings has failed to follow through on a court-ordered plan 
to identify and fix air-pollution problems at its South Side foundry, Ohio 
Environmental Protection Agency (EPA) officials said on November 30. The Ohio 
EPA took the foundry, which makes metal parts for rail cars, to court in June 2008 over 
air-pollution violations that included excessive smoke and dust at its plant on Parsons 
Ave. In April, a Franklin County municipal judge ordered the company to conduct an 
audit of air-pollution issues and eliminate those problems by November 18. A letter 
from the EPA on November 23 accuses the company of failing to meet nine 
requirements of the order, saying they “were either completely unaddressed, were 

http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-035.iv.html
http://www.foxcarolina.com/news/21759324/detail.html
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seriously deficient or lack adequate technical support or documentation.” An EPA air 
manager said the agency will meet with the Ohio attorney general’s office to discuss 
how to make the foundry comply. This might include further court action and fines. An 
attorney for the foundry said the company thinks it has met the terms of the order and 
plans to explain its interpretation of what it was required to do to the EPA. 
Source: 
http://www.dispatch.com/live/content/local_news/stories/2009/12/01/Colsteel.ART_A
RT_12-01-09_B3_RBFRQ6P.html?sid=101 

6. November 30, WQOW 18 Eau Claire – (Wisconsin) Second fire at local 
manufacturer. For the second time in a month, firefighters respond to a fire at Curt 
Manufacturing in Altoona, Wisconsin. It happened just before 9 a.m. on November 30. 
Employees noticed flames shooting out of a dust collections unit. Damage is estimated 
at $50,000. Earlier this month, a fire started in the same system. The company says they 
were planning on installing a new dust collection machine this week. Upon arrival we 
observed a small fire in an outdoor dust collection hopper. There was also some fire in 
the duct work connecting the media blaster to the dust collector. The building was 
evacuated per Curt Manufacturing guidelines by the time we arrived. The fire was 
contained to the duct work and the collection hopper. The fire was under control at 9:09 
a.m. The cause of the fire is under investigation and damages are estimated at $50,000. 
There were no reported injuries of civilian or firefighting personnel. There were 3 fire 
units and 8 personnel from Altoona Fire and 3 units with 8 personnel from Township 
Fire on scene. All units cleared the scene at 10:15 a.m. 
Source: http://www.wqow.com/Global/story.asp?S=11593589 

7. November 29, Los Angeles Times – (National) Data point to Toyota’s throttles, not 
floor mats. Toyota Motor Corp. says the gas pedal design in more than 4 million other 
Toyota and Lexus vehicles makes them vulnerable to being trapped open by floor mats, 
and on November 25, it announced a costly recall to fix the problem. But drivers are 
convinced the incident were not caused by a floor mat. Amid widening concern over 
unintended acceleration events, including an August 28 crash near San Diego that 
killed a California Highway Patrol officer and his family, Toyota has repeatedly 
pointed to “floor mat entrapment” as the problem. But accounts from motorists, 
interviews with auto safety experts and a Times review of thousands of federal traffic 
safety incident reports all point to another potential cause: the electronic throttles that 
have replaced mechanical systems in recent years. The Times found that complaints of 
sudden acceleration in many Toyota and Lexus vehicles shot up almost immediately 
after the automaker adopted the so-called drive-by-wire system over the last decade. 
That system uses sensors, microprocessors and electric motors — rather than a 
traditional link such as a steel cable — to connect the driver’s foot to the engine. For 
some Toyota models, reports of unintended acceleration increased more than fivefold 
after drive-by-wire systems were adopted, according to the review of thousands of 
consumer complaints filed with the National Highway Traffic Safety Administration. A 
Toyota spokesman said the automaker could not explain the trend. But Toyota has 
consistently held that electronic control systems, including drive-by-wire, are not to 
blame. However, unlike mechanical systems, electronic throttles — which have the 

http://www.wqow.com/Global/story.asp?S=11593589
http://www.dispatch.com/live/content/local_news/stories/2009/12/01/Colsteel.ART_A
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look and feel of traditional gas pedals — are vulnerable to software glitches, 
manufacturing defects and electronic interference that could cause sudden acceleration, 
they say. 
Source: http://www.latimes.com/business/la-fi-toyota-throttle29-
2009nov29,0,5254584.story?track=rss 

[Return to top]  

Defense Industrial Base Sector 

8. November 30, Aviation Week – (National) Pentagon may restructure JSF test 
program. The Pentagon appears to be willing to boost funding for the $300-billion 
Joint Strike Fighter program in an attempt to shore up the flight-test effort and 
minimize cost growth and projected delays. But, even while top Pentagon officials are 
in the final throes of restructuring the program for the Fiscal 2011 budget proposal, 
hiccups are becoming apparent in the flight-test plan for the Marine Corps aircraft that 
was recently ferried to NAS Patuxent River, Maryland, for trials. The Pentagon’s 
acquisition czar says he is considering a number of options for stabilizing the Lockheed 
Martin F-35 flight-test plan, and these could call for additional funds in the short term. 
He is also looking to Lockheed Martin to share the burden of the extra cost. The 
forthcoming funding boost would come on top of the $4.4 billion added over five years 
to the Fiscal 2010 budget from the Pentagon. Smoothing the test schedule is critical to 
ensuring the operational in-service dates for three U.S. military services (Marine Corps 
in 2012, Air Force in 2013 and Navy in 2014) as well as forces of eight international 
partners. Worries include the pace of deliveries of flight-test aircraft and the ability to 
generate sufficiently consistent sorties to burn down test points. He says he is 
considering adding more flight-test assets and software engineers to the program in 
order to avoid major delays to fielding the stealthy, single-engine aircraft. Likely 
changes include the addition of one aircraft, a naval F-35C, to the 12 already in the 
development program and “borrowing” aircraft intended for the operational test and 
evaluation phase to finish up development before returning them to the independent 
testers. 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/REJSF113009.xml&headl
ine=Pentagon May Restructure JSF Test Program&channel=defense 

9. November 30, Marine Corps Times – (National) Osprey downwash is damaging 
flight decks. Leaving an MV-22 Osprey’s rotors idling on a flight deck will create 
enough heat to melt and buckle the deck in about 10 minutes. Repeated deck buckling 
will ruin the flight deck in about 40 percent of the ship’s projected life span. And 
introducing the F-35 Joint Strike Fighter jump-jet variant will only add to the problem. 
Those are among the issues cited by the Office of Naval Research as it seeks a 
modification for flight decks to better withstand and distribute the heat from the new 
aircraft’s exhaust and downwash. ONR is seeking proposals on how to build a “flight 
deck thermal management” system that will help distribute the heat from the aircraft 
and keep the deck temperatures below 300 degrees. Testing shows Osprey downwash 

http://www.aviationweek.com/aw/generic/story.jsp?id=news/REJSF113009.xml&headline=Pentagon%20May%20Restructure%20JSF%20Test%20Program&channel=defense
http://www.aviationweek.com/aw/generic/story.jsp?id=news/REJSF113009.xml&headline=Pentagon%20May%20Restructure%20JSF%20Test%20Program&channel=defense
http://www.latimes.com/business/la-fi-toyota-throttle29-2009nov29,0,5254584.story?track=rss
http://www.latimes.com/business/la-fi-toyota-throttle29-2009nov29,0,5254584.story?track=rss
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can raise deck temperatures as high as 350 degrees. 
Source: http://www.marinecorpstimes.com/news/2009/11/marine_osprey_112709w/ 

[Return to top]  

Banking and Finance Sector 

10. December 1, Coloradoan – (Colorado) Defunct credit union, BBB being used in 
scams. Two new scams circulating through Northern Colorado invoke the name of a 
defunct credit union and the agency designed to help protect consumers from fraud. A 
phishing scam being texted to cell phones reports recipients’ accounts at Norlarco 
Credit Union have been restricted and instructs them to call a toll-free number. 
Norlarco, formerly Larimer County’s largest credit union, was seized by federal 
regulators almost two years ago after amassing millions in bad debt, mostly related to 
the Florida real estate market. Its assets were eventually acquired by Public Service 
Credit Union in Denver. The scam asks callers to enter their debit or credit card 
numbers, expiration date and pin number to unlock the account. On Monday, a 
recording on the toll-free number said the destination was unavailable. Public Service 
Credit Union said on its Web site that several members reported getting the text 
message. “Do not call this number or respond in any way to this message. Delete it 
immediately. It is a scam,” the credit union cautions. Also, the BBB recently found 
itself subject of a scam that offered a $1,000 gift card for $149.95 at the Web site 
BBBCertifiedGifts.com. 
Source: 
http://www.coloradoan.com/article/20091201/BUSINESS/912010318/1046/business/D
efunct-credit-union-BBB-being-used-in-scams 

11. November 30, Web CPA – (California) Court bars developer of 90% loan tax 
scheme. A federal judge in San Francisco has signed a permanent injunction order 
barring the developer of a complex tax scheme involving numerous entities located 
around the globe and sales of over $1.25 billion in securities from promoting the 
scheme. The Judge of the U.S. District Court for the Northern District of California 
entered the injunction against the defendant of Tuxedo Park, New York, after he 
advised the court on the first day of trial that he would not refute the government’s 
evidence. The record indicated that the defendant, a Ph.D. economist, developed a 
scheme called the “90% Loan Program” and promoted it throughout the United States 
through companies he controlled, including Derivium Capital LLC and Derivium USA. 
The 90% Loan Program falsely claimed that customers could exchange their 
appreciated stock for loan payments equal to 90 percent of the stocks’ value without 
paying income tax on their capital gains. It also purported to allow the tax-free return of 
those customers’ stocks at maturity if the customers repaid the “loans.” However, 
prosecutors contended that customers’ stocks were sold immediately, with 90 percent 
of the sale proceeds going to make the purported “loans” to the customers, and the 
other 10 percent being retained by the promoters. The defendant allegedly sold more 
than $1.25 billion worth of customers’ stock in some 3,100 transactions, leaving more 
than $100 million for himself and the other promoters after payment of 90 percent of 

http://www.coloradoan.com/article/20091201/BUSINESS/912010318/1046/business/Defunct-credit-union-BBB-being-used-in-scams
http://www.coloradoan.com/article/20091201/BUSINESS/912010318/1046/business/Defunct-credit-union-BBB-being-used-in-scams
http://www.marinecorpstimes.com/news/2009/11/marine_osprey_112709w/
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the sale proceeds to customers as purported loans. The government complaint in the 
case alleged that the scheme cost the U.S. Treasury an estimated $230 million or more. 
Source: http://www.webcpa.com/news/Court-Bars-Developer-Loan-Tax-Scheme-
52567-1.html 

12. November 29, KLEW 3 Lewiston – (Idaho) Scam targets credit union members. The 
Idaho Credit Union League (ICUL) is warning about a text message scam. According 
to news release from the group, earlier this week several credit unions reported that 
their members and non-members had received text messages requesting them to send 
their account information because “restrictions have been discovered/placed on your 
account.” These text messages appear to have originated from the credit union’s phone 
number and web address, but in fact are fraudulent. The Idaho Credit Union League 
said they do not contact members through text messages. 
Source: http://www.klewtv.com/news/local/75054267.html 

13. November 27, WJZ 13 Baltimore – (Maryland; Virginia) State police investigate ATM 
fraud. Thieves are targeting ATMs using customers’ information to withdraw 
thousands of dollars. Police say it most recently happened to 100 people in Carroll 
County. Maryland State Police say two photographed men are ATM skimmers, 
possibly stealing $30,000 from Bank of America customers in Eldersburg. Last week 
bank employees contacted police after customers notified them of fraud. “Once an 
ATM skimmer is placed on a machine, it reads people’s data as they put their cards in 
to make their transaction,” said a trooper with the Maryland State Police. Police say the 
suspect would then come back, take the device off, make his own ATM cards with their 
information on it and withdraw money. Police have since removed the skimmer from 
the Eldersburg bank, but say there could be more. They know of other incidents at 
various other banks in Maryland and Northern Virginia. 
Source: http://wjz.com/local/atm.skimming.fraud.2.1337069.html 

[Return to top]  

Transportation Sector 

14. November 30, WMTW 8 Portland – (Massachusetts) Amtrak Downeaster train hits 
abandoned car. A Downeaster train struck an unoccupied vehicle at a railroad crossing 
in North Andover, Massachusetts Monday night. No one was injured in the collision, 
but the Boston to Portland train’s arrival was delayed two hours. The crash between 
Downaster train 685 and vehicle occurred around 5:42 p.m. Monday, said a 
spokesperson for Amtrak. The train and its 48 passengers were scheduled to arrive in 
Portland around 7:25 p.m. Monday, but was delayed to 9:25 p.m. The train had no 
significant damage. A mechanic checked it at the scene of the collision in 
Massachusetts before clearing the train to continue. Downeaster train 687 also went on 
the Boston to Portland route Monday night. The spokesperson said its arrival will be 
delayed between 45 minutes to an hour. It left Boston at 6:25 p.m. Monday. 
Source: http://www.wmtw.com/mostpopular/21766556/detail.html 

http://www.klewtv.com/news/local/75054267.html
http://wjz.com/local/atm.skimming.fraud.2.1337069.html
http://www.wmtw.com/mostpopular/21766556/detail.html
http://www.webcpa.com/news/Court-Bars-Developer-Loan-Tax-Scheme-52567-1.html
http://www.webcpa.com/news/Court-Bars-Developer-Loan-Tax-Scheme-52567-1.html


 - 8 - 

15. November 30, Pella Chronicle – (Iowa) ‘Mile long’ bridge could be closed during 
high winds. The Highway 14 Bridge over Lake Red Rock could be closed if wind 
gusts up to 50 miles per hour, under a new plan by the Iowa Department of 
Transportation (DOT). The DOT has taken steps toward instituting the temporary 
closure plan. Since the DOT installed a meter on the bridge, there have been false 
alarms, which may be the beginning of problems with the proposal. The DOT will 
install signs to make people aware of the new policy and detour route, at the state’s 
expense. Local authorities have concerns, noting that said wind speeds may increase 
following winter events such as snow and ice storms which demand police attention. G-
28 may not be immediately cleared during one of these events and increased traffic 
could lead to increased accidents. When the DOT temporarily closes the bridge and 
sends drivers on a detour, the detour route becomes a state road. Keeping it clear is the 
DOT’s responsibility during that time, even if the road belongs to the county. 
Source: 
http://www.newtondailynews.com/articles/2009/11/30/r_rygq081isbsfaqcjgyj3kg/index
.xml 

16. November 30, Memphis Commercial Appeal – (Tennessee) Memphis airport reopens 
repaired runway. Memphis International Airport’s east-west runway reopened at noon 
Monday after a nine-month reconstruction costing about $50 million. The Airport 
Authority made good on a promise to reopen the runway in time for FedEx’s holiday 
shipping season. The 8,946-foot-long strip on the northern end of the airfield had been 
closed since March as contractors ripped out old asphalt and replaced it with a 20-inch 
deep, 150-foot-wide layer of concrete. While it was out of service, planes were limited 
to three north-south runways. The airport is home to the FedEx World Hub, center of 
shipping network that’s expected to hit this year’s daily peak of 13 million packages on 
December 14. FedEx representatives were on hand for the first takeoff and landing, and 
the company’s cargo planes were expected to start using the runway again Monday 
night. The runway’s new concrete surface is expected to last at least 25 years and 
perhaps 40 to 50 years, considerably longer than asphalt. 
Source: http://www.commercialappeal.com/news/2009/nov/30/memphis-airports-east-
west-runway-reopens-after-50/ 

For more stories, see items 1 and 2  
 
[Return to top]  

Postal and Shipping Sector 

17. December 1, Petoskey News – (Michigan) Bombs found in 72-year-old’s 
mailbox. The Michigan State Police Bomb Squad was called out to a residence on 
Boyer Road Monday afternoon, where two pop bottle bombs were found inside a 
resident’s mailbox. One had exploded and the other was set to explode. The owner of 
the mailbox, a 72-year-old, whose residence is located at 430 Boyer Road, said he 
noticed something wrong with the mailbox before he went to work Monday — the door 
had detached from the box and was on the ground. According to state police 

http://www.newtondailynews.com/articles/2009/11/30/r_rygq081isbsfaqcjgyj3kg/index.xml
http://www.newtondailynews.com/articles/2009/11/30/r_rygq081isbsfaqcjgyj3kg/index.xml
http://www.commercialappeal.com/news/2009/nov/30/memphis-airports-east-west-runway-reopens-after-50/
http://www.commercialappeal.com/news/2009/nov/30/memphis-airports-east-west-runway-reopens-after-50/
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spokesman, the victim attempted to fix his mailbox when he returned from work 
Monday, and discovered the bombs. Immediately, two sergeants from the bomb squad 
were called out to the scene where they took pictures and collected the bombs for 
analysis and fingerprinting. 
Source: http://www.petoskeynews.com/news/article_046212c0-de8f-11de-917f-
001cc4c002e0.html 

18. November 30, The Republican – (Massachusetts) Suspicious powder found in two 
mailboxes on Sandra Road in Easthampton determined to be flour. The discovery 
of a large quantity of white powder in two Sandra Road mailboxes Monday morning 
prompted emergency officials to temporarily close several streets in the area. The 
streets were reopened a short time later after a regional hazardous materials team 
determined the powder was flour, the fire chief said. A resident at 38 Sandra Road 
called emergency personnel shortly after 7 a.m. to report the powder in her mailbox. 
Powder was also found in the mailbox at 40 Sandra Road, about 50 to 75 feet away. 
The hazardous materials team was summoned. Neighborhood residents were advised to 
stay in their homes until the powder was identified. 
Source: 
http://www.masslive.com/news/index.ssf/2009/11/suspicious_power_found_in_two.ht
ml 

For another story, see item 16  
 
[Return to top]  

Agriculture and Food Sector 

19. December 1, Watertown Daily Times – (New York) Police investigating claims of 
needles found in bread. City police are investigating the reported discovery of sewing 
needles inside two loaves of bread sold last week at the P&C Foods store at Seaway 
Shopping Center in Ogdensburg. The alleged November 25 incident prompted police to 
contact city businesses that sell bread and advise them about the brand that appeared to 
be tampered with — Freihofer’s Split Top White. P&C told police it pulled all its 
remaining loaves of the brand that night, according to a patrolman who took the call in 
late afternoon from P&C’s manager. The manager was unavailable for comment 
Monday and no one at the store would comment. 
Source: http://www.watertowndailytimes.com/article/20091201/NEWS05/312019942 

20. December 1, Daily Commercial – (Florida) Nursery owners charged with 
transporting quarantined citrus trees. The owners of a Clermont nursery have been 
charged with trying to move and distribute more than 500 quarantined citrus trees. The 
owners of John’s Citrus Trees nursery in Clermont were arrested November 19, said 
the Florida Agriculture and Consumer Services Commissioner in a press release. The 
arrests stem from an early October incident when a rental truck was detained at the 
Florida Department of Agriculture and Consumer Services Agricultural Interdiction 
Station in Suwanee County. Investigators discovered the nursery permit number had 

http://www.masslive.com/news/index.ssf/2009/11/suspicious_power_found_in_two.html
http://www.masslive.com/news/index.ssf/2009/11/suspicious_power_found_in_two.html
http://www.watertowndailytimes.com/article/20091201/NEWS05/312019942
http://www.petoskeynews.com/news/article_046212c0-de8f-11de-917f-001cc4c002e0.html
http://www.petoskeynews.com/news/article_046212c0-de8f-11de-917f-001cc4c002e0.html
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been falsified. They also suspected the trees had come from an unregistered nursery. 
Inspectors from the department’s Division of Plant Industry were called to inspect the 
citrus plants in the rental truck, some of the plants were infected with citrus canker. 
Investigation learned the 500 trees on the rental truck came from the family’s nursery, 
which is under quarantine due to a citrus canker outbreak. According to the U.S. 
Department of Agriculture Web site, citrus canker is a plant disease caused by a 
bacteria that defoliates and damages citrus trees and fruit. There is no cure for citrus 
canker. The chief of investigations said the quarantined trees could have spread the 
canker to other trees in Florida and quite possibly across the country, depending on 
where the trees were planted. Citrus trees, leaves and other citrus plant parts continue to 
pose a high risk of spreading citrus canker, and therefore cannot be moved to other 
states, according to the U.S. Department of Agriculture. 
Source: http://www.dailycommercial.com/localnews/story/120109nursery 

21. December 1, KDKA 2 Pittsburgh – (Pennsylvania) Al’s Cafe hit by apparent 
firebomb. The Allegheny Fire Marshal and police are investigating a firebombing 
incident at a popular bar and restaurant in Bethel Park. It happened over the weekend at 
Al’s CafÃ© in the 400 block of McMurray Road. No one was hurt and damage to the 
building was only minimal. However a manager at Al’s CafÃ© said the incident is both 
disturbing and troubling since crimes like this are extremely unusual in places like 
Bethel Park. He said sometime early Sunday morning an accelerant filled wine bottle 
was thrown at the building and landed against a stone wall about two feet from the 
wooden doors of the main entrance. He told KDKA TV the damage was more mental 
than physical. He spent some of the day Monday power washing the stone wall that 
was partially blackened by the firebomb. He said 60 people employed at the restaurant 
could have been out of a job, had the fire done real damage to the building. 
Source: http://kdka.com/local/Als.Cafe.Bethel.2.1341167.html 

22. November 30, Pork Magazine – (Indiana) H1N1 swine vaccine used in herds. The 
latest vaccines were shipped to a pork producer in Indiana that had H1N1 diagnosed in 
the herd. “This is the first time we’ve had a confirmed diagnosis and the farmer wanted 
to vaccinate,” the vaccine developer said. “We shipped about 20,000 doses with about 
another 11,000 to go out to them later.” The vaccine is being manufactured through 
Iowa State University and a start-up company. The developer noted that there is no 
threat of humans contracting the H1N1 virus by consuming pork from pigs that had the 
virus. 
Source: http://www.porkmag.com/directories.asp?pgID=675&ed_id=8543 

For more stories, see items 24, 25, and 35  
 
[Return to top]  

Water Sector 

23. November 30, Marietta Times – (Ohio) Devola water possibly harmful to 
infants. More than 900 homes and businesses in the Devola, Ohio, area were issued 

http://kdka.com/local/Als.Cafe.Bethel.2.1341167.html
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warnings over the weekend of a problem with their water system that could be 
potentially harmful to infants. The Putnam Community Water Association manager 
said a November 18 water sample recorded nitrates at 13.8 parts per million (ppm), 
slightly above the U.S. EPA threshold of 10 ppm. “The EPA required a retest to 
confirm the high reading, which we did on Nov. 24,” he said. “That test came back at 
7.3 ppm, which is in the acceptable range; however, we have to average those two 
numbers which left us at 10.55 ppm, over the limit by 0.55 ppm, and prompted the 
water warning to be issued.” Infants under 6-months are especially vulnerable to the 
condition because they may not have enough acids in their stomach to prevent the 
conversion from nitrate to nitrite. The condition can lead to “blue baby syndrome” and 
death. He said there are no known illnesses associated with the recent event. He said 
there was a similar warning issued in the water system approximately two years ago. 
“This has always been a farming community and there is still a lot of farming going on 
up the river from our well fields,” he said. “We did get a grant and we are monitoring 
and looking for sources [of the nitrates], but there’s really not a lot we can do.” He said 
the association began testing for nitrates in 1994. The water warning will remain in 
effect until at least the end of this week, when the next sample is expected to be taken. 
Source: http://www.mariettatimes.com/page/content.detail/id/517662.html?nav=5002 

24. November 30, Newport News Daily Press – (Virginia) Omega Protein accused of 
dumping menhaden waste into Chesapeake Bay. State and federal regulators are 
investigating a claim that the nation’s top menhaden processor has for years dumped an 
oxygen-choking slurry of fish waste into the Chesapeake Bay. The charge, brought by 
the Southern Environmental Law Center, accuses Omega Protein Corp. of routine 
discharges comparable to a large wastewater treatment plant. “The stuff they’re 
dumping is pretty rich in nutrients,” said a Charlottesville-based SELC attorney, who 
raised the issue in an October 20 letter to the Environmental Protection Agency. 
Excessive amounts of nutrients, such as nitrogen and phosphorus, create “dead zones” 
that kill blue crabs and other marine life. As part of its effort to restore the bay, the 
EPA earlier this year ordered the six bay states and Washington, D.C., to reduce the 
amount of nutrients they send into the bay. Texas-based Omega claims to be the 
world’s largest producer of heart-healthy fish oils. It extracts the oils from menhaden, a 
silvery fish. In 2007, Omega processed roughly 400 million pounds of menhaden at its 
Chesapeake plant in Reedville, according to the Atlantic States Marine Fisheries 
Commission. Omega uses fresh water — known as “bail water” — to pump menhaden 
from its 10 boats into the processing plant, he said. The bail water is reused until it 
becomes too thick to facilitate the process, he said. The bail water is pumped back into 
the boats, carried out to the bay, and dumped before reaching the fishing grounds, he 
said. The practice, believed to be commonplace for years, might violate Omega’s state 
water-pollution permit. 
Source: http://www.dailypress.com/news/dp-local_omega_1126nov30,0,3453843.story 

25. November 30, Environment News Service – (North Carolina) North Carolina turkey 
processing plant and manager indicted. A federal grand jury in Greensboro returned 
an indictment on November 30 charging House of Raeford Farms Inc. (a poultry 
processor) and its plant manager with 14 counts of violating the Clean Water Act for 

http://www.dailypress.com/news/dp-local_omega_1126nov30,0,3453843.story
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illegally discharging wastewater from its turkey processing facility in Raeford, North 
Carolina. The indictment alleges that on 14 occasions between January 2005 and 
August 2006, House of Raeford and Steenblock allowed plant employees to bypass the 
facility’s pretreatment system and send its untreated wastewater directly to the Raeford 
Publicly Owned Treatment Works without notifying city officials. As alleged in the 
indictment, many of the bypasses took place while House of Raeford was subject to a 
consent order with the city that specifically required it to eliminate all bypasses from its 
facility. The Raeford facility processes over 30,000 turkeys a day and its operations 
generate approximately one million gallons of wastewater per day, according to the 
indictment. 
Source: http://www.ens-newswire.com/ens/nov2009/2009-11-30-093.asp 

For another story, see item 35  
 
[Return to top]  

Public Health and Healthcare Sector 

26. November 30, Federal Computer Week – (National) VA, Kaiser to exchange digital 
patient data. The Veterans Affairs Department will begin exchanging patient medical 
records this month with Kaiser Permanente as part of a demonstration of large-scale 
health data exchange, agency officials announced. The pilot program connects Kaiser 
Permanente HealthConnect and the VA’s electronic health record system (EHR), 
known as VistA, two of the largest electronic health record systems in the country. The 
VA is participating in a dialogue with industry on the possibility of making VistA 
available to the private sector. The VA-Kaiser Electronic Health Record system will 
exchange information using the federal government’s Nationwide Health Information 
Network (NHIN) and its set of security and interoperability protocols created by the 
Health and Human Services Department (HHS). The goal is to share VA patient data 
with private-sector health care providers, the VA Secretary said in a news release. The 
Defense Department will join in the demonstration in early 2010. 
Source: http://fcw.com/articles/2009/11/30/va-kaiser-permanente-share-digital-patient-
data.aspx 

27. November 30, Computerworld – (National) Harvard study: Computers don’t save 
hospitals money. A Harvard Medical School study that looked at some of the nation’s 
“most wired” hospital facilities found that computerization of those facilities has not 
saved them any money or improved administrative efficiency. The recently released 
study evaluated data on 4,000 hospitals in the United States over a four-year period and 
found that the immense cost of installing and running hospital IT systems is greater 
than any expected cost savings. And much of the software being written for use in 
clinics is aimed at administrators, not doctors, nurses and lab workers. The study comes 
as the federal government prepares to begin dispensing $19 billion in incentives for the 
health industry to roll out electronic health records systems. Beginning in 2011, the 
Health Information Technology for Economic and Clinical Health (HITECH) Act will 
provide incentive payments of up to $64,000 for each physician who deploys an 

http://fcw.com/articles/2009/11/30/va-kaiser-permanente-share-digital-patient-data.aspx
http://fcw.com/articles/2009/11/30/va-kaiser-permanente-share-digital-patient-data.aspx
http://www.ens-newswire.com/ens/nov2009/2009-11-30-093.asp


 - 13 - 

electronic health records system and uses it effectively. The problem “is mainly that 
computer systems are built for the accountants and managers and not built to help 
doctors, nurses and patients,” the report’s lead author said in an interview with 
Computerworld. 
Source: 
http://www.computerworld.com/s/article/9141428/Harvard_study_Computers_don_t_s
ave_hospitals_money 

28. November 30, Associated Press – (National) CDC: Swine flu cases may be 
declining. Swine flu infections seem to be dropping, but the number of children who 
died with the illness rose by about 30, according to a government report released 
Monday. Widespread infections of swine flu were reported in 32 states as of November 
21, down from 43 states the week before, U.S. Centers for Disease Control and 
Prevention officials said. The CDC also said there were 27 new lab-confirmed swine 
flu deaths in children under 18, bringing the total to about 200 children. That is the 
largest one-week tally for children since the pandemic started. Since it was first 
identified in April, swine flu has sickened an estimated 22 million Americans, 
hospitalized about 98,000 and killed 4,000. It has proved to be similar to seasonal flu 
but a bigger threat to children and young adults. The swine flu pandemic has so far hit 
in two waves in the United States: First in the spring, then a larger wave that started in 
the late summer. 
Source: http://www.msnbc.msn.com/id/34208857/ns/health-cold_and_flu/ 

[Return to top]  

Government Facilities Sector 

29. November 30, Information Week – (National) Navy finds lessons in stolen laptops, 
storage drives. The Navy received a report earlier this year of what appeared to be a 
serious cyber attack. The breach turned out to be less damaging than feared, but the 
incident served as a reminder that external storage drives shouldn’t be overlooked as a 
security risk, even though USB thumb devices got most of the attention. The 
Department of the Navy’s CIO Privacy Office was notified on July 27 that a Naval 
headquarters office had been burglarized, and that the thieves had stolen at least 10 
laptops and nine external hard drives. Upon investigation, the Navy found that the 
laptop contained “high risk” personally identifiable information on only eight people. 
And the external hard drives were either still in their boxes or encrypted when taken. 
Nevertheless, the incident emphasizes the importance of security policies and continued 
vigilance over insider threats, according to Navy department of the CIO privacy team 
lead, who disclosed the breach in a blog post on the Navy CIO’s Web site. “External 
hard drives are becoming as vulnerable as thumb drives,” the team lead wrote. “A best 
practice should be to physically secure them at the end of each work day.” The team 
lead advised employees to never store personally identifiable information or 
unencrypted user names and passwords on government computers. And he reminded of 
the importance of inventory control policies. 
Source: 

http://www.msnbc.msn.com/id/34208857/ns/health-cold_and_flu/
http://www.computerworld.com/s/article/9141428/Harvard_study_Computers_don_t_s
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http://www.informationweek.com/news/government/security/showArticle.jhtml?article
ID=221901402 

30. November 30, Associated Press – (Pennsylvania) Pa. unemployment computers go 
down, calls flood in. State officials say Pennsylvania’s online unemployment 
compensation filing system is down but is expected to be functioning properly soon. A 
Department of Labor and Industry spokesman said the system had a technical failure on 
Sunday but should be back up and running at 6 a.m. Tuesday. The system handles first-
time claims and the recurring claims people have to file every two weeks. Anyone who 
files by the end of the day Wednesday should get paid on Friday. He said callers 
flooded the unemployment call centers Monday. 
Source: http://kdka.com/wireapnewsfnpa/Pa.state.unemployment.2.1341435.html 

31. November 27, Associated Press and Forbes – (District of Columbia) Secret Service 
won’t say if White House dinner crashers screened for bioweapons. The U.S. 
Secret Service would not comment on whether anyone at the recent White House state 
dinner, including an uninvited couple, were screened for radiological or biological 
weapons, the Associated Press reported Friday. The couple went through the same 
security screening as the other 300-plus people who attended Tuesday’s dinner for the 
Indian Prime Minister, according to a Secret Service spokesman. The agency does not 
discuss the levels of security screening at the White House, he said. “While the couple 
did pass through a magnetometer to detect weapons, they could have assassinated the 
president or vice president using other means — anthrax, for example,” said the author 
of “In the President’s Secret Service.” He added that the security system would not 
identify concealed biological weapons. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20091130_7074.php 

[Return to top]  

Emergency Services Sector 

32. December 1, Brockton Enterprise News – (Massachusetts) Some Bridgewater 
residents didn’t get reverse 911 call until nine hours later. Some of the people 
notified of last Friday’s prison break did not get the call until more than nine hours 
after an escaped convict was last seen at the prison. The convict, one of approximately 
1,450 inmates at MCI-Bridgewater, was last seen at the facility at 5:40 p.m., according 
to the spokesman for the Massachusetts Department of Corrections. He was first 
noticed missing at a 6:30 p.m. count, and was officially declared missing at 8 p.m. 
Friday. A spokesman for the Plymouth County Sheriff’s Department said the escape 
horn sounded at 8:30 p.m. But the Bridgewater Fire Chief, the head of that town’s 
Emergency Operations Center, said he did not get the details until 10:30 p.m. It then 
took a half hour to get the reverse 911 call system started up. The spokesman for the 
Plymouth County Sheriff’s Department said the calls took nearly four hours to 
complete, with neighborhoods closest to the facility targeted first, later calls radiating 
outwards south to north. He said the computer puts out 1,000 calls every 15 minutes. 

http://kdka.com/wireapnewsfnpa/Pa.state.unemployment.2.1341435.html
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Source: http://www.enterprisenews.com/news/x29007155/Some-Bridgewater-
residents-didn-t-get-reverse-911-call-until-nine-hours-later 

33. December 1, Chicago Daily Herald – (Illinois) Emergency drill set in empty airport 
land. A vacated section of Bensenville will be the site of a training exercise today 
through Thursday put on by the Chicago Office of Emergency Management and 
Communications. The drill will involve training in large-scale emergencies, 
evacuations and explosive devices. The event will be occurring in a section of the 
northeast part of Bensenville, where the city has been buying property for expanding 
O’Hare International Airport. The empty homes and businesses are awaiting demolition 
but in the meantime provide a real-life setting for the exercise, officials said. The 
training will occur from 7 a.m. to 3 p.m. each day. Participating agencies include the 
Chicago Department of Aviation, Chicago police and fire departments, Red Cross and 
Cook County Office of Emergency Management. 
Source: http://www.dailyherald.com/story/?id=340699 

34. December 1, CNN – (Washington) Police: Suspect shot, had slain cop’s gun. The 
suspect in Sunday’s fatal shooting of four police officers was shot and killed early 
Tuesday in south Seattle after he challenged an officer who approached him, authorities 
said. The suspect was carrying a weapon taken from one of the dead officers and had 
suffered a bullet wound to his abdomen in Sunday’s shooting, the Pierce County 
Sheriff’s Department spokesman said at an early morning news conference. The 
suspect was killed around 2:45 a.m. by a seven-year veteran of the Seattle police force 
who had noticed a parked stolen car that was unoccupied but running, said an assistant 
Seattle police chief. Authorities have arrested at least three people on suspicion of 
aiding the suspect after the shooting, according to the spokesman. Police also arrested a 
man Tuesday morning suspected of driving the getaway car after Sunday’s killings, he 
said. The suspect had made comments before the shooting that he was going to kill 
some officers — comments that were not reported to authorities until after the 
shootings — but officials believe he was the lone gunman. A two-day manhunt for the 
37 year-old suspect began Sunday after the ambush-style killing of four police officers 
from Lakewood, about 40 miles south of Seattle. The officers were at a local coffee 
shop when the suspect walked in and shot them, police say. The suspect was accused of 
child rape and assaulting a police officer in May. He had been released on $150,000 
bail five days before the shootings, according to court records. 
Source: http://edition.cnn.com/2009/CRIME/12/01/washington.suspect.shot/ 

35. November 30, The Oregonian – (Oregon) Portland looking for better emergency 
notification system after E. coli scare. A man and his wife ordered water at a 
restaurant in Northwest Portland on Saturday night, and that is how they found out 
about the city’s E. coli contamination alert. “Otherwise, we wouldn’t have heard about 
it,” he said, until they got up on Sunday morning and read the newspaper or turned on a 
football game, where the warning was scrolling at the bottom of TV screens. By then, 
the alert to boil water would have been at least 12 hours old - plenty of time to sip from 
the tap. The city is looking into technology that can contact residents on cell phones 
and via e-mail and social networking sites such as Twitter, as well as over land lines. 
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For the weekend E. coli alert, the city issued a press release and sent it to all the city’s 
news outlets. City officials also personally notified Oregon Health & Science 
University, Portland State University and the Oregon Restaurant Association. One 
initiative is a Web site, publicalerts.org, that is a clearinghouse for all kinds of 
emergency information, from that of schools and utilities to law enforcement. The city 
is testing the site, and it is expected to be fully operational soon. The second project is a 
telephone notification system along the lines of the one used by Portland Public 
Schools to let families know about school closures. 
Source: 
http://www.oregonlive.com/portland/index.ssf/2009/11/portland_looking_for_better_e
m.html 

36. November 30, Central Florida News 13 – (Florida) Clermont rejects emergency siren 
systems. Emergency sirens are one tool some communities use to let residents know 
about dangerous conditions. But you will not see them popping up in Clermont. “The 
terrain is very tough around here and a lot of people are inside a lot with the windows 
shut and the doors shut and everything like that. So sirens may not be the best system,” 
said the Clermont Assistant City Manager. The city of Clermont rejected nine proposals 
from companies recently to install early warning systems. It is an undertaking that 
could have cost the city hundreds of thousands of dollars. And it is a decision that the 
Lake County’s emergency management director supports. 
Source: 
http://www.cfnews13.com/News/Local/2009/11/30/clermont_rejects_emergency_siren
_systems.html 

37. November 30, York Daily Record – (Pennsylvania) Pennsylvania launches new 
emergency alert system. The state has launched AlertPA, an emergency notification 
system that helps to provide Pennsylvanians with timely information during an urgent 
situation. “When emergencies, severe weather, and other life and health threatening 
incidents occur, Pennsylvanians can be among the first to know by signing up for 
AlertPA,” the governor stated in a news release. AlertPA helps officials quickly send 
emergency text and e-mail alerts, and other important notifications, to users to assist 
them in making informed decisions. Some of the situations requiring an alert might 
involve toxic chemicals, nuclear power plants, failure of large dams and other urgent 
matters. Other types of alerts include weather, warnings, public health notifications, 
airport delays, consumer product recalls, prison notifications and more. In an effort to 
reach as many people as possible during a prison emergency, the Department of 
Corrections is enhancing its notification system by using AlertPA.  
Source: http://ydr.inyork.com/ci_13893545 

[Return to top]  

Information Technology Sector 

38. December 1, The Register – (International) FreeBSD bug gives untrusted root 
access. A security bug in the latest version of the FreeBSD can be exploited to grant 
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unprivileged users complete control over the operating system, a German researcher 
said on December 1. The flaw is present in FreeBSD 8.0 and is known to affect 
versions 7.1 and 7.2 of the open-source OS, the researcher told The Register. He said it 
was “unbelievably simple” to exploit. Shortly after he disclosed the flaw on the Full 
Disclosure mailing list, other researchers said they were able to confirm the bug. A 
FreeBSD security officer said the Full Disclosure post was the first his team had heard 
of the reported vulnerability. The team is currently investigating. The bug resides in 
FreeBSD’s run-time link editor. A binary run by an unprivileged user can be executed 
with administrative privileges in a restricted environment, the researcher said. That 
allows the user to obtain root access to the system. All that’s required to run the exploit 
code, which the researcher included in his post, is a command shell. To exploit the bug, 
hackers would need local access to the vulnerable machine. To use the attack code 
remotely, it’s conceivable it could be used in concert with another vulnerability, such as 
one residing in a web application running on the box. The researcher speculated a fix 
would be coming shortly. 
Source: http://www.theregister.co.uk/2009/12/01/freebsd_root_bug/ 

39. November 30, V3.co.uk – (International) Malware can be hidden in English language 
text, say US scientists. A team of US security researchers has engineered a way of 
hiding malware in sentences that read like English language spam. The work is a 
breakthrough because current network security techniques work on the assumption that 
the code used in code-injection attacks, where it is delivered and run on victims’ 
computers, has a different structure to non-executable plain data, such as English prose. 
One of the researchers of Johns Hopkins University, Baltimore, said the team wanted to 
broaden its understanding of how malicious code could be deployed, and highlight the 
need to design more efficient techniques for preventing this kind of attack altogether. 
An expert in security and cryptology at University College London, said the work was 
an important paper in virusology, challenging an assumption that code has a different 
structure to non-executable plain data. He said malware deployed in this way would be 
“hard, if not impossible, to detect reliably.” The research is a proof of concept, but the 
researcher from John Hopkins doubts any hackers are currently using the English 
language disguise technique for their code. “I’d be astounded if anyone is using this 
method in the real world owing to the amount of engineering it took to pull off,” he 
said. “A lot of people didn’t think it could be done.” The expert from London says the 
paper has significant implications for technology companies, and argued that 
companies such as Intel should redesign their instruction set to make this kind of attack 
easier to detect.  
Source: http://www.v3.co.uk/computing/news/2254139/malware-spam-language 

40. November 30, DarkReading – (International) Heap Spraying: attackers’ latest 
weapon of choice. Computer security has been described as a game of one-upmanship, 
an ongoing escalation of techniques as both sides attempt to find new ways to assault 
and protect system vulnerabilities. The most prevalent forms of incursion over the last 
decade have been aimed at computer memory — and of these, the newest, most popular 
weapon of choice for attackers is a technique known as “heap spraying.” Heap spraying 
works by allocating multiple objects containing the attacker’s exploit code in the 
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program’s heap, the area of memory used for dynamic memory allocation. Many recent 
high-profile attacks, such as an Internet Explorer exploit in December 2008 and one of 
Adobe Reader in February 2009, were examples of heap spraying. The goal of any 
attack is to get the targeted computer to run exploit code supplied by the attacker. To 
achieve this, two things must happen: The code must end up on the computer, and the 
computer must run that code. The earliest type of memory exploit took advantage of 
buffer-stack overflows. Attackers found ways to overwrite a buffer on the stack and 
used that vulnerability to change or insert program code to make the program jump to 
instructions provided by the attacker. Stack-overflow attacks diminished in 
effectiveness as programming languages evolved to prevent buffer overflows. Memory 
exploits then focused on heap-based overflows, in which, instead of placing 
instructions on the stack, attackers found ways to insert them into the program’s heap. 
Nowadays, heap-based exploits are more difficult to achieve. Operating systems such 
as Windows Vista use a technique called “address-based layout randomization,” in 
which the base address of the code, the heap, and the stack change each time the 
program runs. This prevents attackers from reliably predicting target addresses for code 
locations, and if there is one copy of the exploit code in a large heap, it’s akin to 
finding the proverbial needle in a haystack. Heap spraying circumvents this challenge 
by allocating, or “spraying,” multiple copies of exploit code to increase the odds of 
finding a copy in the heap. The attacker can allocate hundreds of thousands of copies of 
exploit code into the heap. All that’s needed is for one random program jump to land on 
one copy of such code, and a successful attack begins.  
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=2219
01428&subSection=Attacks/breaches 

41. November 30, ComputerWorld – (International) Scammers get better tools for 
tapping social networks. New tools capable of quickly finding, gathering and 
correlating information about individuals from social networking sites and other public 
sources are giving online scammers a powerful new weapon, say security researchers. 
The tools allow potential attackers to build detailed profiles of individuals by finding 
and piecing together bits and pieces of information about them scattered on social sites 
and other public forums. The information can then be used in highly targeted, “spear-
phishing” scams and other attacks against individuals and enterprises, they said. Two 
companies providing such tools are Core Security Technologies Inc., with its Exomind 
application, and Paterva, with its Maltego product. Exomind is designed to find, 
combine and correlate information on individuals and groups of individuals from across 
multiple social networking sites. It can be used to build a concise portrait of an 
individual and to identify key relationships with others on social networks and in the 
real world, said the head of CoreLabs, the R&D unit of Core Security. Paterva 
describes Maltego as an open source intelligence and forensics application that can 
import and correlate data from almost any publicly available online source, including 
social networks, search engines and PGP key databases. A community edition of the 
tool also can be downloaded. The application can be used to determine relationships 
and real-world connections between people, groups of people such as those in a social 
network, companies and Web sites. It can also be used to find links between domains, 
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http://www.computerworld.com/s/article/9141601/Scammers_get_better_tools_for_tap
ping_social_networks 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

42. November 30, Columbia Daily Tribune – (Kentucky) Wire theft disrupts telephone 
service. The theft of hundreds of feet of copper wire resulted in problems with Internet 
and phone lines, according to a Boone County Sheriff’s Department news release. 
CenturyLink fielded complaints this morning from residents about phone service. 
Crews found a 200-foot section of wire had been removed from the service line. The 
copper wiring was removed from between two telephone poles in a wooded area 
between Brock Rodgers Road and Gans Road sometime between midnight and 5:30 
a.m. today. The estimated cost to restore telephone service is $15,000. A public affairs 
manager for CenturyLink said that while there were some outages, it affected “a very 
minimal amount of customers” and that CenturyLink anticipated having service 
restored quickly. In late September, about 200 customers in north Columbia lost service 
after the theft of two 100-foot transmission cables from utility poles. Copper wiring can 
be a source of quick cash to thieves who sell the stolen goods as scrap metal. 
Source: http://www.columbiatribune.com/news/2009/nov/30/wire-theft-disrupts-
telephone-service/ 

[Return to top]  

Commercial Facilities Sector 

43. December 1, Foster’s Daily Democrat – (New Hampshire) Lilac Mall evacuated after 
bomb threat. Police are asking for information from area residents after the Lilac Mall 
was evacuated following a bomb threat Sunday. Police, firefighters and emergency 
personnel responded at 3:26 p.m. after someone called the local K-Mart saying a bomb 
was going to go off, according to a police Lieutenant. He said no one was injured and 
no explosions occurred, but the entire mall on Milton Road was evacuated as a 
precaution. He added police and firefighters searched the facility but did not locate 
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anything that appeared to be suspicious. 
Source: 
http://www.fosters.com/apps/pbcs.dll/article?AID=/20091201/GJNEWS_01/71201993
6/-1/FOSNEWS 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

44. December 1, WFAA 8 Dallas-Fort Worth – (Texas) Collapse raises concerns about 
Trinity levee integrity. A section of the Trinity River levee in Texas has collapsed, 
and that is raising new concerns about the integrity of the system that shields the city 
from flood waters. The collapse is just off Interstate 35E at Regal Row. City of Dallas 
officials say that unlike most levee collapses they see, this one was caused by a water 
leak. A Dallas Water Utilities water line runs across the top of the Trinity River levee 
where the collapse occurred; a slow leak caused the erosion leading to the damage. 
“This is a unique situation, obviously,” said a spokesperson from Trinity Watershed 
Management. “You’ve got a water line that’s running near the levee, and so you’ve got 
a leak, and that’s pretty unique and rare.” Earlier this year, the U.S. Army Corps of 
Engineers gave the city a failing grade on an important inspection, halting work on key 
elements of the city’s largest-ever public works project. The Corps has concerns about 
trees planted along the Trinity River toll road, worries about overgrown vegetation, and 
fears that the soil composition could spell disaster. “I know that they have concerns 
about the utility crossings in the levees, and so I know Water Utilities has a pretty 
aggressive inspection program,” the spokesperson said. “I think this line was probably 
tested back in 2007-2008, but since then it has developed a leak.” City officials say this 
is the third levee collapse in recent weeks. There are two others in the upper west 
levees, blamed on wet weather that saturated the ground. Rain in the forecast could 
delay efforts by workers to shore up the levee breeches. 
Source: http://www.wfaa.com/news/local/Collapse-raises-concerns-about-Trinity-
levee-integrity-78203962.html 

45. November 30, Springfield Republican – (Massachusetts) Belchertown wins 1-year 
extension to repair or demolish Upper Bondsville Dam. The State of Massachusetts 
has granted the Belchertown Land Trust a one-year extension to the order to fix or 
demolish the Upper Bondsville Dam. The president of the private nonprofit land trust 
said the new deadline seems too difficult to meet but it does offer “a little breathing 
room.” The previous directive from the state Office of Dam Safety had ordered the land 
trust to complete repair or demolition work by November 30, 2009. In explaining the 
land trust’s request to extend the original deadline, the president and other directors of 
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the land trust said their organization lacks the money to either repair or take down the 
dam and is engaged in a lengthy study of the ramifications of either course of action 
while also seeking funds for the work. The Upper Bondsville Dam creates a lake-like 
impoundment that many people have said they value. The dam was built in the 19th 
century to power mills that long ago went out of business. Several people who own 
property along the banks of the Swift River in Belchertown, Ware, and Palmer have 
urged the land trust to keep the dam intact rather than take it down and drastically 
change the eco-system north of the dam. A few private organizations, including Trout 
Unlimited, are advocating that the dam be demolished so that the Swift River would 
run faster and colder through Belchertown. The president has said that the land trust has 
nowhere near enough money to repair or demolish the dam. A preliminary estimate 
from Tighe and Bond put the repair cost at $359,000. There is no estimate for 
demolition.  
Source: http://www.masslive.com/news/index.ssf/2009/11/belchertown_wins_1-
year_extens.html 

46. November 30, KMOX 1120 St. Louis – (Illinois) Corps still deciding how to repair 
Alton levee. A week and a half after saying that sand boils behind the Alton, Illinois, 
levee are not an imminent threat, but must be dealt with, the Army Corps of Engineers 
is still deciding how best to deal with them. A spokesman told KMOX News they are 
considering building a wall in the middle of the current levee, or building a sand berm 
behind the levee. He says the cut-off wall will cost more now, but the berm will cost 
more later because of maintenance and pumping costs and the cost of replacing 
wetlands. He says the Corps still hopes to ask congress for funding before Christmas.  
Source: http://www.kmox.com/pages/5783227.php 
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