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Top Stories 

 The Associated Press reports that Somali pirates seized a tanker carrying crude oil from 
Saudi Arabia to the United States in the increasingly dangerous waters off East Africa, an 
official said on November 30, an attack that could pose a huge environmental or security 
threat to the region. (See item 1) 

 According to the Associated Press, the Pierce County, Washington sheriff’s spokesman 
said warrants for first-degree murder have been issued against a man in the killings of four 
police officers who were gunned down in a coffee shop in suburban Parkland on Sunday 
morning at the start of their shifts. It was the second deadly ambush of police in the Seattle 
area in recent weeks, but the two cases are not related. (See item 38) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. November 30, Associated Press – (International) Pirates hijack oil super tanker 
headed for U.S. Somali pirates seized a tanker carrying crude oil from Saudi Arabia to 
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the United States in the increasingly dangerous waters off East Africa, an official said 
on November 30, an attack that could pose a huge environmental or security threat to 
the region. The Greece-flagged Maran Centaurus was hijacked on November 29 about 
800 miles off the coast of Somalia, said a spokesman for the EU Naval Force. He said it 
originated from Jeddah, Saudi Arabia and was destined for the United States. The ship 
has 28 crew members on board, he said. The shipping intelligence company Lloyd’s 
List said the Maran Centaurus is a “very large crude carrier, with a capacity of over 
300,000 tons.” Officials could not immediately say how many barrels of oil were on 
board, but its value would be in the millions of dollars. The hijacking of a tanker 
increases worries that the vessel could crash, be run aground or be involved in a 
firefight, said a piracy expert at London-based think tank Chatham House. Pirates 
typically use guns and rocket-propelled grenades in their attacks, and some vessels now 
carry private security guards, but the expert said oil tankers do not. Somali pirates are a 
separate group of criminals from the al-Qaida-affiliated Islamic militants who control 
large areas of southern Somalia, but anytime pirates hold such valuable and explosive 
cargo it raises international concerns. 
Source: http://www.foxnews.com/story/0,2933,577785,00.html 

2. November 30, Reuters – (Alaska) BP pipeline leaks near Alaska’s Prudhoe Bay. BP 
Plc discovered an oil and gas spill on a pipeline that serves the giant Prudhoe Bay oil 
fields in Alaska over the weekend, a company spokesman said on Monday. BP was 
assessing damages after it found the leak early Sunday, a spokesman said. The line is 
one of dozens serving Prudhoe Bay. Prudhoe output was not immediately affected, 
although BP may shut in some production as it repairs the line or idles others that share 
a T-shaped pipe support infrastructure. Trans-Alaska Pipeline System, the major 
conduit for Alaskan crude, was unaffected and shipped nearly 700,000 barrels a day 
Sunday, a spokeswoman said. BP’s spill occurred on an 18-inch common line carrying 
a mixture of crude, water, and natural gas, Alaska’s Department of Environmental 
Conservation said. The amount of crude spilled and the cause of the leak are under 
investigation. The line was not operating when the leak was found, although it still held 
oil and gas. The oil spill covered 8,400 square feet of “snow-covered tundra,” 
according to a situation report. The spill area was not expanding, the BP spokesman 
said. 
Source: http://www.reuters.com/article/bondsNews/idUSN3045041520091130 

3. November 29, Associated Press – (California) Large oil tank explodes in Ventura 
County. A 20,000-gallon tank of crude oil exploded and caught fire in Ventura County, 
but there were no injuries. County fire officials say the large tank exploded Saturday 
near Santa Paula and forced the closure of a nearby road. Authorities say the cause of 
the explosion remains unknown, but the fire was limited to the tank and its platform 
and no evacuations were necessary. Some oil was released, but it was not immediately 
clear how much. The flow was stopped within 45 minutes. The incident report lists the 
tank’s owner as Hunter Oil. A phone message left late evening on November 28 with 
Hunter Resources, an oil company that operates in the area, was not immediately 
returned. 
Source: http://www.ktvn.com/Global/story.asp?S=11586438 

http://www.reuters.com/article/bondsNews/idUSN3045041520091130
http://www.ktvn.com/Global/story.asp?S=11586438
http://www.foxnews.com/story/0,2933,577785,00.html
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4. November 28, Associated Press – (National) More than 70,000 outages in Norther
New England. More than 70,000 power outages have been reported throughout 
Northern New England as a result of a wind storm on November 28 with gusts reach
over 45 mph. Most were in New Hampshire. Some outages started during the evenin
of November 27 as an offshore nor’easter brought the first heavy snow of the season
the White Mountains. Mount Washington, Crawford Notch and others reported at le
10 inches. Outages increased throughout the day on November 28 as the wind got 
stronger. “It’s definitely been climbing,” said Public Service Co. of New Hampshire
(PNSH), the largest utility in the state, which reported about 42,000 customers witho
power as of early afternoon of November 28. PSNH said it had about 80 line crews 
working to assess damage, mostly fallen tree limbs hitting utility poles. It was in the 
process of getting out-of-state line crews, as well. He said the hardest-hit area was 
western New Hampshire. “Our main concern at this point is that people be mindful i
they see downed wires, they should assume that the wires are live and should not to
them,” he said. Unitil, which provides power to communities in the Seacoast region 
in the Concord area, reported about 2,274 outages by early Saturday afternoon, with 
most along the Seacoast. That number was reduced to 737 by late in afternoon; all w
expected to be fixed by midnight Saturday. New Hampshire Electric Coop reported 
over 10,700 outages by the afternoon, with the most in Alton, Gilmanton, New Durh
and Derry. That number was down to around 2,200 late in the day. National Grid 
reported scattered outages throughout the state, with the worst, about 100, in the tow
of Canaan. In Maine, about 15,000 customers of Central Maine Power were without 
electricity, the utility spokesman said. In Vermont, Central Vermont Public Service 
reported about 2,000 outages, mostly scattered.  
Source: http://www3.whdh.com/news/articles/local/BO130722/ 

5. November 26, WSMV 4 Nashville – (Tennessee) TVA offers $1,000 reward for 
information on theft. The Tennessee Valley Authority is offering a $1,000 reward f
information leading to the arrest and conviction of the person or persons responsible
theft of a medium-size, flat-bed trailer and assorted tools at the TVA Pinhook 
Substation on Hobson Pike in Antioch. The theft occurred at about 3 p.m. Saturday, 
October 24. One TVA vehicle also was vandalized and tools removed. TVA police 
have reviewed a video, and it appears that the thief was driving a white van or a pick
truck with a shell over the truck bed.  
Source: http://www.wsmv.com/news/21726720/detail.html 

[Return to top]  

Chemical Industry Sector 

6. November 30, KCTV 5 Kansas City – (Missouri) Semi with hydrochloric acid 
overturns on Paseo bridge. A tractor-trailer carrying 45,000 pounds of hydrochloric 
acid overturned on the Paseo Bridge Monday morning, snarling traffic and prompting 
the city to open its Emergency Operations Center. Clouds of smoke from the acid 
floated from the trailer and an unknown amount of acid spilled from the trailer. The 
nearby Isle of Capri casino was not evacuated, but those inside were asked to shelter in 
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place. Traffic on Interstate 35 was completely blocked on the bridge. Hazmat crews 
were called in and are currently working on containing the spill and cleaning up the 
area. The driver of the truck was pulled from the cab and transported to an area 
hospital, but was alert and responsive. Kansas City Police and the Missouri Highway 
Patrol were unsure of how soon the bridge would be reopened. 
Source: http://www.kctv5.com/traffic/21759463/detail.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. November 30, Reuters – (Louisiana) Entergy La. Waterford 3 reactor in cold 
shutdown. Entergy Corp’s 1,157-megawatt nuclear Unit 3 at the Waterford power 
plant in St. Charles Parish, Louisiana was in cold shutdown on November 28, the 
company told the U.S. Nuclear Regulatory Commission in a report. The unit shut on 
October 19 for planned refueling and maintenance. Electricity traders guessed the 
company was preparing to restart the unit when it issued the report to the NRC. In the 
report, the company said containment minimum pathway leak rate was exceeded. 
During a containment leak rate test, the company said the minimum pathway leak rate 
exceeded the maximum allowed due to three penetrations that could not be pressurized 
to full test pressure. The company however also said it has already taken corrective 
actions and all penetrations were well within the limits of the containment leak rate test. 
Source: http://www.reuters.com/article/marketsNews/idUSN3043911220091130 

8. November 30, Bloomberg – (International) Radioactive contamination at Indian 
plant not caused by theft. Radioactive material found in drinking water at an Indian 
nuclear facility was not stolen and the site is secure, the chief of the monopoly atomic 
energy producer said. “There is no question of theft” of radioactive material, the 
chairman of the Nuclear Power Corp. of India Ltd. told reporters in Mumbai on 
Monday. A person inside the company most likely obtained the material from samples 
of heavy water that inspectors regularly take at the facility, he said. Workers at the 
Kaiga nuclear plant in the southern state of Karnataka were tested last week after 
tritium contaminated a water cooler. Two of 50 people who drank the water were being 
monitored by doctors for low levels of radiation and are expected to recover, while the 
remaining were confirmed normal, the chairman said. “If the exposure is within or 
close to the limit, it’s true that it will be flushed out in two to four days and it won’t 
have any long-term effects,” a professor at the Indian Institute of Technology in 
Kanpur said by telephone on Monday. “A serious injury can occur only if the exposure 
is several times above the limit.” India’s top intelligence agencies are investigating the 
incident, including motives such as grievances or mischief, the chairman said. Security 
is being increased across state-owned Nuclear Power’s facilities, he said. 
Source: http://www.bloomberg.com/apps/news?pid=20601091&sid=aySQQWLkYL_I 

9. November 30, Reuters – (Florida) FPL Fla. Turkey Point 4 reactor in hot 
standby. FPL Group Inc’s 693-megawatt Unit 4 at the Turkey Point nuclear power 
station in Miami-Dade County, Florida was in hot standby on November 26 as the 

http://www.reuters.com/article/marketsNews/idUSN3043911220091130
http://www.bloomberg.com/apps/news?pid=20601091&sid=aySQQWLkYL_I
http://www.kctv5.com/traffic/21759463/detail.html
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company prepared to restart the unit, the company told the U.S. Nuclear Regulatory 
Commission in a report. It shut by October 26 for a refueling and maintenance outage. 
The company issued the report because two shutdown rods dropped from a fully 
withdrawn position during testing. The company said it was investigating the incident. 
Source: http://www.reuters.com/article/marketsNews/idUSN3041857420091130 

10. November 30, Reuters – (Virginia) Dominion stops restart of Va. Surry 2 
reactor. Dominion Resources Inc stopped the startup of the 799-megawatt Unit 2 at the 
Surry nuclear power station in Surry County, Virginia on November 29, the company 
told the U.S. Nuclear Regulatory Commission in a report. The unit shut for refueling 
and maintenance by November 2. The company said it stopped the startup due to a rod 
group demand counter discrepancy associated with the failure of a card in the rod 
control power cabinet. The inoperability of more than one group step counter per bank 
required operators to put the unit in hot shutdown within six hours. The company said it 
decided to trip the unit due to the amount of time required to fix and test the problem. 
All systems functioned as required to shut the unit, the company said. 
Source: http://www.reuters.com/article/marketsNews/idUSN3023991720091130 

11. November 29, Press of Atlantic City – (New Jersey) Plan to hike fines, time for N-
plant trespassing advances. People caught trespassing at the state’s four nuclear 
power plants would face increased fines and potential prison time under legislation 
approved by a state Senate committee earlier this week. The bill would make 
trespassing on nuclear power plant property a third-degree crime rather than a fourth 
degree crime, increasing fines from $10,000 to $15,000 and possible imprisonment 
from 18 months to between three and five years. Introduced by a state senator from 
Middlesex, Monmouth, last year but just approved Monday by the Senate Law and 
Public Safety and Veterans’ Affairs Committee, S-848 amends a section of state statute 
that lists the penalties for several different types of unlicensed entry violations.  
Source: http://www.pressofatlanticcity.com/news/press/ocean/article_a63ab309-eb47-
57c0-b783-6a150202a34d.html 

12. November 27, Reuters – (Florida) Cuban nationals land at Florida nuclear plant: 
NRC. A group of Cuban nationals who fled their country by boat landed in the cooling 
canal of a nuclear power plant along Florida’s coast on Thanksgiving Day, according to 
a U.S. Nuclear Regulatory Commission event report issued Friday. The plant’s 
operations were not disrupted by the incident, according to the report. The Turkey Point 
nuclear power plant control room received a call from an individual stating that he was 
a member of a group of 33 Cuban nationals that had landed in the cooling canal. The 
group was made up of 29 adults and 4 children. The plant’s control room notified 
security, who located the Cubans. Security then contacted local law enforcement, the 
Miami-Dade Police, requesting assistance. The U.S. Border Patrol and Immigration and 
Customs Enforcement were in turn notified by Miami-Dade Police. 
Source: http://www.reuters.com/article/domesticNews/idUSTRE5AQ2AW20091127 

[Return to top]  

http://www.reuters.com/article/marketsNews/idUSN3023991720091130
http://www.pressofatlanticcity.com/news/press/ocean/article_a63ab309-eb47-57c0-b783-6a150202a34d.html
http://www.pressofatlanticcity.com/news/press/ocean/article_a63ab309-eb47-57c0-b783-6a150202a34d.html
http://www.reuters.com/article/domesticNews/idUSTRE5AQ2AW20091127
http://www.reuters.com/article/marketsNews/idUSN3041857420091130
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Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

13. November 30, Navy Times – (National) Experimental UAV sets endurance 
record. For 26 hours and one minute — that’s how long the Ion Tiger circled nonstop 
over Aberdeen Proving Ground in Maryland. The 37-pound experimental Navy 
unmanned aerial vehicle set an endurance record for fuel-cell-powered drones 
November 16 and November 17, more than doubling the flight time of its closest rivals. 
On board: A five-pound payload, a 9.5-pound tank of compressed hydrogen and a 
lightweight but powerful fuel-cell engine. The flight showed what can be accomplished 
with fuel-cell power and a small Unmanned Aerial Vehicle (UAV). But it also revealed 
some of what still remains to be done. With 26 hours of endurance, a UAV like the Ion 
Tiger could be sent on long-range missions. Or it could simply be launched to loiter 
overhead, ready to be used when needed, said the head of the chemistry division of the 
Naval Research Laboratory’s alternative energy section. Equipped with a day-night 
camera, the plane could become a reconnaissance and surveillance platform. With 
communications gear on board, it could serve as a relay node. The main goal was a 
display of endurance, and the research lab nailed that. “No one else has come close to 
flying for 24 hours with a significant payload,” she said. But the aircraft was designed 
to fly 27 miles per hour. That’s 702 miles in 26 hours, a useful distance for a variety of 
missions. The relatively slow speed is problematic when the weather is less than ideal. 
During an October flight, for instance, the unmanned aircraft encountered wind gusts of 
up to 40 miles per hour, so in effect it was flying backward some of the time.  
Source: http://www.navytimes.com/news/2009/11/navy_ion_tiger_112909w/ 

14. November 25, Aviation Week – (National) UCAS-D flight slips, sea trials on 
track. First flight of the U.S. Navy’s Northrop Grumman X-47B unmanned combat air 
system demonstrator has slipped into the first quarter of 2010 after propulsion acoustic 
and engine-start sequencing issues uncovered during ground checkout at Edwards Air 
Force Base, California, forced adjustment and additional testing. Low-speed taxi tests 
are now expected to begin no later than December, a Navy statement announced on 
November 25, adding that sea trials of the carrier-capable UCAS-D remain on schedule 
for 2012. More information could not be immediately obtained from the Navy. 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/UCAS112509.xml&headl
ine=UCAS-D Flight Slips, Sea Trials On Track&channel=defense 

15. November 25, Defense News – (National) Gulf Coast states press for tanker 
deal. Gulf Coast officials are working together to land a federal contract to build nearly 
200 refueling tankers for the Air Force, a multibillion-dollar deal that could create tens 
of thousands of jobs and jump-start an effort to create an aviation and space business 

http://www.navytimes.com/news/2009/11/navy_ion_tiger_112909w/
http://www.aviationweek.com/aw/generic/story.jsp?id=news/UCAS112509.xml&headline=UCAS-D%20Flight%20Slips,%20Sea%20Trials%20On%20Track&channel=defense
http://www.aviationweek.com/aw/generic/story.jsp?id=news/UCAS112509.xml&headline=UCAS-D%20Flight%20Slips,%20Sea%20Trials%20On%20Track&channel=defense
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corridor in the Southeast. Officials from Alabama, Louisiana, Mississippi and 
northwest Florida recently set up The Aerospace Alliance to try to boost the economy 
in a region struggling to redefine itself as job losses continue. Winning the tanker deal 
is the group’s first major initiative. State officials and congressional lawmakers are 
pressing the Defense Department to approve a contract worth up to $35 billion to build 
179 refueling tankers. Northrop Grumman teamed with European Aeronautic Defence 
and Space Co. in its bid to build the tankers in Mobile, Alabama. The partnership is 
competing with Boeing, which would build them in Washington state. 
Source: http://www.defensenews.com/story.php?i=4393537&c=AME&s=TOP 

[Return to top]  

Banking and Finance Sector 

16. November 30, Akron Beacon Journal – (Indiana; Ohio) Akron offices of Fair Finance 
remain closed as customers visit. The Akron headquarters of Fair Finance Co. 
remained closed and empty Monday morning as a steady stream of worried customers 
drove in to try to check on their investments. The FBI last week raided the headquarters 
in Akron and a related business in Indianapolis. Investigators have been checking 
whether Fair Finance is able to pay its customers. The company’s investments are not 
federally insured. Some gathered at the headquarters’ front entrance, where a sign 
posted in the glass door said the offices were closed due to ‘‘unforeseen 
circumstances.’’ Fair Finance, which also does business as Fair Financial Services, was 
sold by the Fair family in 2002 to a company run by an Indiana businessman. The Ohio 
Division of Securities last week said it put on hold a Fair Finance request filed in late 
October that the company be allowed to sell up to $250 million in new securities in 
Ohio. The state says Fair Finance executives needed to answer more questions about its 
application. Some of the customers at the Akron offices said they had driven to other 
Fair Finance offices earlier in the morning only to find those closed as well.  
Source: http://www.ohio.com/news/break_news/78144067.html 

17. November 30, Associated Press – (International) EU agrees to supply bank data to 
U.S. in terror probes. European Union nations have agreed a controversial deal to 
allow the United States access to European banking data in antiterror probes. Monday’s 
decision by the EU’s 27 interior ministers comes a day before a new EU treaty comes 
into force that would have given more rights to lawmakers to question the deal. The 
Swedish justice minister said the temporary transfer agreement would only last nine 
months and will not allow the United States to hand over European banking data to 
other countries. The EU Justice and Home Affairs commissioner said the EU would in 
February seek a longer-term deal with Washington. 
Source: http://online.wsj.com/article/SB125958649402469523.html 

18. November 29, Radio Business Report – (Minnesota) “Follow the Money” host sued 
by SEC over alleged Ponzi scheme. The host of syndicated “Follow the Money” and 
his partner have been sued by the SEC, which claims they stole $43 million of the $190 
million they raised in a foreign currency Ponzi scam, the SEC said on November 24. In 

http://www.ohio.com/news/break_news/78144067.html
http://online.wsj.com/article/SB125958649402469523.html
http://www.defensenews.com/story.php?i=4393537&c=AME&s=TOP
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its complaint in Minneapolis Federal Court, Courthouse News says the SEC 
specifically filed that the two men misappropriated $42.8 million from more than 1,000 
victims, including $18 million to buy “ownership interests in two trading firms,” $12.8 
million they sent to Panama “to purportedly finance the construction of a casino,” $2.8 
million one man used to buy a mansion in Minneapolis, and $4.8 million that the other 
man lost through gambling. They paid out another $51 million in Ponzi payments, the 
SEC said. They sold unregistered investments through their shell companies, promising 
to keep each investor’s account separate, and promising 10 percent to 12 percent annual 
returns. The SEC also sued the men’s unregistered companies, including UBS 
Diversified Growth LLC, Universal Brokerage FX Management LLC, Oxford Global 
Advisors LLC, Oxford Global Partners LLC, and others. 
Source: http://www.rbr.com/radio/18867.html 

19. November 28, Reuters – (International) Anti-WTO protesters in Geneva smash 
windows. Anti-capitalism demonstrators smashed windows of banks and watchmakers 
in central Geneva on Saturday during a protest against the World Trade Organization. 
Several people dressed in black used mallets to break windows at Credit Suisse and 
other institutions during the demonstration by at least 1,000 mostly peaceful people. 
They also smashed windows at a Starbucks cafe. A Reuters reporter at the scene said 
some demonstrators seemed to be smashing windows at every building they passed. 
Protesters also set off fireworks in the Swiss city’s main shopping street, which was 
lined with police in riot gear. The demonstration was called to protest against the 
WTO’s three-day ministerial conference that started on Monday. 
Source: http://cn.reuters.com/article/companyNewsEng/idCNGEE5AR07O20091128 

20. November 27, Cincinnati Enquirer – (Ohio) Man uses fake bomb to rob credit 
union. Cincinnati police are looking for a man who said he had a bomb and demanded 
money from the tellers at the Cincinnati Central Credit Union on Western Avenue 
shortly before 11 a.m. Friday. The man, described as wearing a surgical mask and 
carrying a black bag, ran out of the credit union after getting money from the teller, 
police said. They would not say how much. He ran northeast from the bank toward 
Winchell Avenue. A police K-9 unit called in to help track the man but could not get a 
scent. A bomb detection unit also was sent to the scene. Police said the man set a box, 
about 8 inches by 12 inches, on the counter and demanded money. “There is a bomb in 
the box,” he told the teller. The credit union was evacuated. Police interviewed 
employees. Officers opened the box and it contained two books. 
Source: 
http://news.cincinnati.com/article/20091127/NEWS0107/311270025/Man+robs+bank+
with+fake+bomb 

For another story, see item 44  
 
[Return to top]  

Transportation Sector 

http://cn.reuters.com/article/companyNewsEng/idCNGEE5AR07O20091128
http://news.cincinnati.com/article/20091127/NEWS0107/311270025/Man+robs+bank+with+fake+bomb
http://news.cincinnati.com/article/20091127/NEWS0107/311270025/Man+robs+bank+with+fake+bomb
http://www.rbr.com/radio/18867.html
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21. November 30, NBC Connecticut – (Connecticut) Overturned tanker holds up traffic 
for nearly six hours. A tanker carrying water from a waste treatment plant rolled-over 
along Interstate 95 in Bridgeport on Saturday, closing the exit ramp for almost six 
hours. The Milford, Connecticut man was driving a tanker for SC Ballard LLC with 
about 6,500 gallons of septic waste in it along I-95 around 8:30 a.m., when he turned 
the corner too quickly as he attempted to take exit 27A to Route 8/25 and ruptured the 
tank, said police. Emergency crew had to extricate the man who was pinned inside of 
his vehicle, which had rolled onto its side. Septic from the tank had spilled onto the 
roadway and Department of Environment crews were dispatched to the area for cleanup 
and the exit ramp was closed. 
Source: http://www.nbcconnecticut.com/news/local-beat/Over-Turned-Tanker-Hold-
Up-Traffic-For-Six-Hours-on-I-95-78097937.html 

22. November 30, Reuters – (National) FAA turned down Boeing 777 warnings: 
report. The U.S. aviation regulator decided to allow over 130 Boeing 777 airplanes to 
continue flying international trips through early 2011, despite warnings about suspect 
parts that have caused rare shutdowns in midair, the Wall Street Journal reported. In 
July, the Federal Aviation Administration (FAA) had asked Boeing to install 
redesigned cooling systems on some of its jets with Rolls Royce made engines by 
January 2011, to prevent the accumulation of ice inside the pipes of the fuel systems. 
The later regulatory deadline is due to the limited availability of replacement parts, the 
Journal said, citing industry officials. FAA did not immediately comment on the matter. 
The Journal said that according to the FAA, interim operational safeguards that were 
previously imposed provided an adequate safety margin to put off permanent hardware 
fixes until January 2011. FAA turned down recommendations by the National 
Transportation Safety Board to order the replacement of parts on at least one of the two 
engines on each affected Boeing 777 aircraft, the paper said. Boeing could not be 
immediately reached for comment by Reuters outside regular U.S. business hours. 
Source: http://finance.yahoo.com/news/FAA-turned-down-Boeing-777-rb-
2944404881.html?x=0&.v=1 

23. November 30, Washington Examiner – (Virginia) Metro trains crash in West Falls 
Church rail yard. Metrorail on Sunday was reeling from yet another crash, this one 
occurring early in the morning at the West Falls Church Rail Yard when one train 
struck the rear of a parked train, injuring three employees and derailing two cars. Three 
Metro employees suffered non-life-threatening injuries in the 4:37 a.m. Orange Line 
crash, Metro said. The operator of the striking six-car train and two employees who 
were cleaning the parked six-car train were taken to a hospital. No passengers were on 
board. The incident was the latest black mark for the area’s transit provider, which has 
been under heavy scrutiny since a June 22 Red Line crash that killed nine. Its leaders 
have maintained that the system is safe. The striking train, No. 902, was the last train 
pulled into the rail yard Sunday morning, Metro said, adding that the speed inside the 
yard is typically no more than 15 mph. All Metro trains are operated manually, and 
have been since the June 22 crash. Each train consisted of two 5000 Series cars, two 
3000 Series cars and two 1000 Series cars — the type the National Transportation 
Safety Board has deemed unsafe. All of the rail cars suffered some damage in the crash 

http://www.nbcconnecticut.com/news/local-beat/Over-Turned-Tanker-Hold-Up-Traffic-For-Six-Hours-on-I-95-78097937.html
http://www.nbcconnecticut.com/news/local-beat/Over-Turned-Tanker-Hold-Up-Traffic-For-Six-Hours-on-I-95-78097937.html
http://finance.yahoo.com/news/FAA-turned-down-Boeing-777-rb-2944404881.html?x=0&.v=1
http://finance.yahoo.com/news/FAA-turned-down-Boeing-777-rb-2944404881.html?x=0&.v=1
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and the two 1000 series cars derailed, Metro said. The derailed cars and a series 3000 
car are so damaged they cannot be repaired. The total cost for those three cars is about 
$9 million Metro said. 
Source: http://www.washingtonexaminer.com/local/Metro-trains-crash-in-West-Falls-
Church-Rail-Yard-8602928.html 

24. November 29, KSL 5 Salt Lake City – (Utah) Passenger plane evacuated after 
runway collision. Passengers were removed from a Southwest Airlines flight Sunday 
morning after a cargo plane clipped its wing as both were taxiing in the terminal area at 
Salt Lake City International Airport. A witness took cell phone photos of the Southwest 
plane shortly after the incident. The Southwest flight was fully loaded when a 
passenger reported seeing the FedEx plane clip the wing of the Southwest jet, slicing 
off its wing tip. The passengers on the Southwest plane were removed from the aircraft 
as precaution, since jet fuel is stored in the wing. The Federal Aviation Administration 
is investigating the incident. No one was hurt in the collision and an airport 
spokeswoman said neither aircraft suffered any serious damage. 
Source: http://www.ksl.com/?nid=148&sid=8844451 

25. November 29, MSNBC – (International) Official: Russia train crash was terror 
attack. A homemade bomb was planted on the tracks of the high-speed Moscow-to-St. 
Petersburg train route, causing a derailment that killed at least 26 people and injured 
dozens more, Russian officials said Saturday as they opened a terrorism investigation. 
The head of Russia’s Federal Security Service was quoted by the Interfax and RIA 
Novosti news as saying that an improvised explosive device equivalent to 15 pounds of 
TNT had detonated when the train passed over it Friday night about 9:30 p.m. Remains 
of the device were found at the site of the crash. “Indeed, this was a terrorist attack,” 
Interfax cited a spokesman for federal prosecutors, as saying. He told the ITAR-Tass 
news agency that the bomb crater on the track was 5 feet deep. The derailment of the 
upscale train, which was popular with government officials and business executives, 
would be Russia’s deadliest terrorist strike outside the volatile North Caucasus region 
in years. The force of the derailment crumpled several cars in a remote rural area, 
trapping some injured passengers in the wreckage for hours and scattering luggage and 
metal pieces across the track. As of late Saturday, authorities still said 18 people were 
unaccounted for. A second explosive device partially detonated Saturday during the 
clear-up operation near the disaster site, according to the head of Russian Railways. 
Source: http://www.msnbc.msn.com/id/34175338/ns/world_news-europe/ 

26. November 29, KDVR 31 Denver – (Colorado) Hazmat called to remove body from 
suspected chemical suicide. Police called in a hazmat team Sunday to remove the 
body of a man found dead in a car downtown. Polices say the male found dead in the 
car on Tennessee near Huron was a suspected suicide. Because of the method of 
suicide, there was concern about a substance in the car. Denver Fire hazmat was called 
as a precaution. No one else was injured in the incident. Denver Fire said the substance 
was labeled as “Hydrogen Sulfide,” a toxic compound used in the separation of metals. 
Authorities removed the body from the car, and crews resealed the car. It will be 
impounded, until it is determined how police want the car dealt with and what is 

http://www.ksl.com/?nid=148&sid=8844451
http://www.msnbc.msn.com/id/34175338/ns/world_news-europe/
http://www.washingtonexaminer.com/local/Metro-trains-crash-in-West-Falls-Church-Rail-Yard-8602928.html
http://www.washingtonexaminer.com/local/Metro-trains-crash-in-West-Falls-Church-Rail-Yard-8602928.html
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needed to neutralize the substance. 
Source: http://www.kdvr.com/news/kdvr-carsuicide-112909,0,6856876.story 

27. November 28, Associated Press – (New Jersey) Accident snarls NJ Turnpike traffic 
for hours. State police say a tractor-trailer accident on the New Jersey Turnpike has 
caused traffic backups of several miles for much of the day in the southern part of the 
state. A State police sergeant says a southbound tractor-trailer carrying paper products 
caught fire after hitting an embankment near an overpass in Westampton at around 
12:45 p.m. The officer says traffic had to be detoured for several hours in both 
directions as engineers inspected the overpass for damage. 
Source: http://cbs3.com/wireapnewsnj/Tractor.trailer.accident.2.1338857.html 

For more stories, see items 1, 2, and 6  
 
[Return to top]  

Postal and Shipping Sector 
 
See items 24 and 53  

 
[Return to top]  

Agriculture and Food Sector 

28. November 27, U.S. Food Safety and Inspection Service – (Oklahoma) Utah firm 
recalls assorted meat and poultry products produced without inspection. Advance 
Food Company, an Enid, Oklahoma establishment, is recalling approximately 110,730 
pounds of frozen beef steak fritter products that may contain foreign materials, the U.S. 
Department of Agriculture’s Food Safety and Inspection Service (FSIS) announced. 
9.75-pound bulk cases of “ADVANCE FOOD COMPANY, Beef Steak Fritter, For 
Country Frying, Chopped & Formed, Keep Frozen, 13/12. Each case label bears the 
establishment number “EST. 2260Y” inside the USDA mark of inspection, a case code 
of “94612-100” and a “Best if Used By 09/23/2010” sticker located on the end panel. 
Each case also bears the lot number beginning with “N0239” which is located on the 
side panel. The products were produced on September 23, 2009, and distributed to 
restaurants nationwide and are not available for direct consumer purchase. The problem 
was discovered after the company received customer complaints about finding pieces 
of plastic in the product. FSIS has not received any consumer complaints or reports of 
injury at this time.  
Source: 
http://www.fsis.usda.gov/News_&_Events/Recall_064_2009_Release/index.asp 

For more stories, see items 19 and 38  
 
[Return to top]  
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Water Sector 

29. November 30, KATU 2 Portland – (Oregon) Boil water notice in place for parts of 
Portland. The Portland Water Bureau has issued a “Boil Water Notice” to its 
customers west of the Willamette River — four days after a sample contaminated by 
fecal matter was pulled from a Washington Park reservoir. “This notice applies to you 
if your bill comes from the Valley View Water District, the Burlington Water District, 
the Palatine Hill Water District or the West Portland district,” said the Portland mayor 
in a press conference held Saturday afternoon. The West Portland district includes the 
Northwest Portland and Southwest Portland areas, with some restaurants closing now 
in the Pearl District and downtown as precaution. Authorities said it impacts more than 
100,000 homes. The Boil Water Notice is in effect immediately and will continue until 
further sampling indicates the absence of E. coli or other contaminants. Restaurants and 
residents with ice-making refrigerators are being asked to dispose of any ice made with 
possibly contaminated water. Contamination was first detected the day before 
Thanksgiving. No illness has been linked to this to date. Hospitals and elderly care 
centers were notified first of the boil-water requirement on Saturday. 
Source: http://www.katu.com/news/local/77831267.html 

30. November 29, KPCC 89.3 Pasadena – (California) 2 more water mains break in 
LA. Two water mains broke in Los Angeles recently, one in Highland Park and another 
in Hancock Park. City Building and Safety inspectors were sent to check out damage 
caused by a broken water main in Highland Park around dawn on the morning of 
November 29, a fire department spokesman said. Water started gushing from the 
pavement on Irvington Place about 6 a.m., said a Los Angeles Fire Department 
spokesman. Firefighters shut off the water, he said. There were no immediate 
evacuations, he said. The cause of the break was not immediately known, he said. A 
water main ruptured early Saturday near Hancock Park, flooding a street and prompting 
officials to close it. The latest water main break occurred on Oakwood Avenue near 
Normandie Avenue about 3:20 a.m. By 3:40 a.m. water was flowing down Oakwood 
into a lot and flooding some yards and garages, according to a RMG News video crew 
at the scene. Department of Water and Power and city transportation workers 
responded to the break. It was unclear how many customers lost service, if any. 
Source: http://www.scpr.org/news/2009/11/29/2-more-water-mains-break-la/ 

[Return to top]  

Public Health and Healthcare Sector 

31. November 30, Health Leaders Media – (National) CDC sees spike in severe 
pneumococcal disease. Federal health officials last week issued caution about “a 
worrisome spike” in serious pneumococcal disease, as seen in surveillance centers such 
as in Denver, where in October levels nearly tripled those normally seen for that month. 
“The findings in Denver probably reflect findings that are occurring in other parts of 
the country where the surveillance hasn’t been as intensive,” said the director of the 
Centers for Disease Control and Prevention’s National Center for Immunization and 

http://www.katu.com/news/local/77831267.html
http://www.scpr.org/news/2009/11/29/2-more-water-mains-break-la/
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Respiratory Diseases. Pneumococcus is a type of bacteria that takes hold in the lung 
after influenza viral infections reduce the lining of the respiratory tract. The infections 
can invade the bloodstream, where they can be especially difficult to kill. 
Source: 
http://www.healthleadersmedia.com/content/242687/topic/WS_HLM2_QUA/CDC-
Sees-Spike-in-Severe-Pneumococcal-Disease.html 

32. November 29, Springfield Republican – (Massachusetts) Fire on Mill Street in 
Springfield causes little damage. Firefighters quickly extinguished a small fire outside 
a methadone clinic in Springfield, Massachusetts, at about 3:20 p.m. Sunday and are 
now investigating it as a possible arson. The fire was set on the ground close to the 
back entrance of the building. It damaged exterior siding and a wall, causing about 
$1,000 in damages, a fire department spokesman said. The fire did create a lot of 
smoke so firefighters were alerted quickly to the blaze and were able to extinguish it 
within minutes, he said. 
Source: 
http://www.masslive.com/news/index.ssf/2009/11/a_fire_on_mill_street_in_sprin.html 

33. November 28, CNN – (National) FDA approves new flu vaccine. The U.S. Food and 
Drug Administration said Friday it has approved a new vaccine to prevent seasonal 
influenza. Agriflu, made by Novartis Vaccines and Diagnostics, is not intended to 
protect against the H1N1 virus, commonly known as swine flu. The vaccine was 
approved using an accelerated approval process, the FDA said. Novartis demonstrated 
that the vaccine induces levels of antibodies in the blood that are effective in preventing 
seasonal influenza, but it still needs to conduct further studies. 
Source: http://www.cnn.com/2009/HEALTH/11/28/fda.flu.vaccine/ 

[Return to top]  

Government Facilities Sector 

34. November 29, Associated Press – (Virginia) 8 workers injured in Va. school 
explosion. Eight workers have been injured in an explosion at a middle school in 
Newport News. A police spokesman said the workers suffered varying injuries in 
Sunday morning’s blast at Crittenden Middle School. They were employees of T.R. 
Driscoll Inc. of Lumberton, North Carolina, which had been doing repair work at the 
school for about five weeks. Their identities have not yet been confirmed. The police 
spokesman said the explosion sparked a fire and caused a 20x50-foot wall to collapse 
in the school’s shop area. Though damage appeared to be contained to the one room, it 
was not immediately clear whether classes would resume on Monday. The Newport 
News Fire Marshal’s Office, city police, and the Virginia Department of Labor and 
Industry are investigating. 
Source: http://www.wtop.com/?nid=25&sid=1825449 

35. November 29, Statesman Journal – (Oregon) State mistake puts personal data at 
risk. Sloppy handling of confidential records by a state agency in Salem left people’s 

http://www.masslive.com/news/index.ssf/2009/11/a_fire_on_mill_street_in_sprin.html
http://www.cnn.com/2009/HEALTH/11/28/fda.flu.vaccine/
http://www.wtop.com/?nid=25&sid=1825449
http://www.healthleadersmedia.com/content/242687/topic/WS_HLM2_QUA/CDC-Sees-Spike-in-Severe-Pneumococcal-Disease.html
http://www.healthleadersmedia.com/content/242687/topic/WS_HLM2_QUA/CDC-Sees-Spike-in-Severe-Pneumococcal-Disease.html
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names, Social Security numbers, ages and addresses exposed in an open recycling bin 
outdoors. The blunder by the Housing and Community Services agency put low-
income, elderly and disabled residents at risk of becoming targets of identity theft or 
other abuses. In a separate security lapse by another state agency, confidential records 
with the names and Social Security numbers of former state parks and recreation 
employees landed in the same recycling bin. Acting on information provided to the 
newspaper by a concerned citizen, the Statesman Journal reported the security breaches 
to state officials at the two agencies last week. In response, agency leaders launched 
internal reviews to determine how the records were mishandled and took steps to notify 
people whose personal information was left unprotected. “This is horrifying, quite 
frankly, that a security breach like this has happened,” said the director of Oregon 
Housing and Community Services. “This is not something we’re taking lightly. We’re 
going to review this up and down until we get some straight answers. 
Source: 
http://www.statesmanjournal.com/article/20091129/NEWS/911290352/1001/news 

36. November 28, Associated Press – (New Hampshire) Manchester, NH, mayor’s e-mail 
account breached. Someone hacked into the Manchester mayor’s city e-mail account 
and used it to send about 650,000 messages, the mayor said Friday. The mayor said the 
breach was discovered Thursday and that the e-mail messages were sent over 12 to 24 
hours. Police are investigating and hope to have more information this week, the mayor 
said. He said Friday he had not seen the messages but was given a brief description by 
the city’s information systems manager. “They’re going through them now. It appears 
to be mostly spam that they sent out,” he said. The mayor said he was shocked because 
the city has a good firewall protection system to prevent such unauthorized access. “It 
appears as though someone somehow accessed my e-mail and password. It has not 
been established how someone was able to access that information,” he said. “I was 
shocked and obviously angry that somebody would use my e-mail and send out 
650,000 e-mails.” Police are seeking the public’s help in identifying suspects. The 
crime of unauthorized access to a computer or computer network is a felony. 
Source: 
http://www.bostonherald.com/news/national/northeast/view/20091128manchester_nh_
mayors_e-mail_account_breached/srvc=home&position=recent 

37. November 26, Christian Science Monitor – (Texas) Heads may roll in DoD Fort 
Hood probe. Military officials investigating failures in the wake of the Fort Hood 
shootings may recommend that individuals be held accountable for failing to perform 
their duties. Such a move would be notable for a military grappling with how to prevent 
another tragedy when the perpetrator is one of its own, as in the case of the alleged Fort 
Hood shooter. Such disciplinary action could create a new expectation that all service 
members must learn to be more vigilant. The two retired military officials leading the 
Pentagon’s review of the shootings visited Fort Hood on November 24 and vowed to 
identify “programs, policies or procedural weaknesses” within the Defense Department 
that may have allowed the shooting to happen. The investigators emphasized that they 
were not looking to pin the blame on someone. But if the review finds that individuals 
were derelict in their duty, those individuals could be recommended for disciplinary 

http://www.bostonherald.com/news/national/northeast/view/20091128manchester_nh_mayors_e-mail_account_breached/srvc=home&position=recent
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action, according to another military official. “It’s pretty clear that one of the 
expectations is to do just that,” said the official, who asked to remain anonymous 
because of the sensitivity of the issue. 
Source: http://www.military.com/news/article/heads-may-roll-in-dod-fort-hood-
probe.html?ESRC=topstories.RSS 

For another story, see item 43  
 
[Return to top]  

Emergency Services Sector 

38. November 30, Associated Press – (Washington) Suspect in officer killings eludes law 
in Seattle. A heavily armed SWAT team stormed a Seattle home Monday where they 
thought they had cornered the suspect in the slaying of four police officers at a coffee 
shop, only to find out that he was not in the house and still on the loose. The discovery 
added new urgency to the manhunt as police canvassed the neighborhood with search 
dogs and hundreds of officers were deployed around Seattle for any sign of the suspect. 
Authorities put up a $125,000 reward for information leading to his arrest. The Pierce 
County sheriff’s spokesman said warrants for first-degree murder have been issued 
against the man in the killings of the officers from the Tacoma suburb of Lakewood 
who were gunned down in a coffee shop on Sunday morning at the start of their shifts. 
Authorities allege he killed four officers as they worked on their laptop computers at 
the beginning of their shifts. Investigators say they know of no reason for gunning 
down the officers, but court documents indicate the man is delusional and mentally 
unstable. The sheriff’s spokesman sketched out a scene of controlled and deliberate 
carnage that spared the employees and other customers at the coffee shop in suburban 
Parkland, about 35 miles south of Seattle. It was the second deadly ambush of police in 
the Seattle area in recent weeks, but the two cases are not related. Authorities say a man 
killed a Seattle police officer on Halloween night and also firebombed four police 
vehicles in October as part of a “one-man war” against law enforcement. A 41-year old 
man was arrested after being wounded in a firefight with police days after the Seattle 
shooting. The officers killed Sunday had received no threats, the sheriff’s spokesman 
said. “We won’t know if it’s a copycat effect or what it was until we get the case 
solved,” he said. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5h6HGmTEc_kIALqJfG0r_WS
GGFGZgD9CA09F00 

39. November 30, Huntsville Times – (Alabama) Radio upgrade sought for 911. The 
Madison County 911 Center has pledged $100,000 to help obtain financing for a new 
county radio system that would, for the first time, allow all seven public safety agencies 
to speak directly to one another. The 911 Center is in the early stages of exploring a 
digital radio system that would require each agency to replace its radios, said Chief 
Executive Officer of the 911 Center. Now is the time to tackle the project, he said. The 
Federal Communications Commission requirements are changing, and each agency is 
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gearing up to replace its aging radios anyway. “We would be getting a better system by 
doing it together than if we all tried to do it individually,” he said. “On a day-to-day 
basis (each agency) will talk on their channels and not even know they’re on a third-
party system. But when we get some kind of crisis - a plane crash or a tornado - 
everybody’s radio could contain channels for mutual aid communication.” 
Source: 
http://www.al.com/news/huntsvilletimes/local.ssf?/base/news/125957613236550.xml&
coll=1 

40. November 29, Waco Tribune-Herald – (Texas) Emergency response training class 
available for local organizations. The Waco-McLennan County Emergency 
Management Team offers free Community Emergency Response Team classes for 
organizations and other groups to learn how to assess and respond to emergencies. 
Civilians who complete the 21-hour class may sign up with the Community Emergency 
Response Team (CERT), meaning they would assist firefighters and emergency 
medical personnel if those traditional emergency responders were spread thin by a 
catastrophe. “When you have a catastrophic event, like a tornado, and all your roads are 
blocked . . . the idea is to have people go in and pull them out,” said the McLennan 
County assistant emergency management coordinator. “In flooding, they could help 
with door-to-door notification or do grid searches with a missing child.” He described 
CERT volunteers as “reserve-type responders. This is not a self-dispatch type of thing.” 
Source: 
http://www.wacotrib.com/news/content/news/stories/2009/11/29/11292009wacCERT.h
tml 

41. November 28, Pottstown Mercury – (Pennsylvania) Montco consolidates 911 
centers. The Montgomery County Department of Public Safety plans to consolidate 
911 call taking operations at regional dispatch centers starting in January. The 
“milestone” is seen as a major step forward in improving emergency communications 
throughout the county, according to county officials. The consolidation is expected to 
save the county $500,000 annually beginning in 2010. Officials plan to reinvest the cost 
savings in new technology to improve emergency communications for first responders. 
Currently, anyone dialing 911 in the county may speak to two or more emergency 
dispatchers before reaching someone who can actually send needed help, according to a 
2009 Montgomery County 911 Consolidation Report. County residents are served by 
14 different dispatch centers, each with varying degrees of staffing, training and 
technological capability. At present, 911 calls go to four primary dispatch centers — 
the Department of Public Safety in Eagleville, Lower Merion, Abington or Cheltenham 
— called “public safety answering points.” Starting Jan. 4, all calls will go to regional 
dispatch centers in Abington, Cheltenham and Lower Merion. As 911 calls from cell 
phones have risen in recent years, fewer and fewer emergency calls are fielded by 
Lower Merion, Abington and Cheltenham dispatch centers — which only take land-
line phone calls, according to the report. With Public Safety facing a $1.1 million 
shortfall in 2010 due to declining revenue from traditional “wired” phones, the county 
will save money by folding the independent centers into the county’s centralized 
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system. 
Source: http://www.pottsmerc.com/articles/2009/11/28/news/srv0000006925160.txt 

[Return to top]  

Information Technology Sector 

42. November 30, IDG News Service – (International) Latest Microsoft patches cause 
black screen of death. Microsoft’s latest round of security patches appears to be 
causing some PCs to seize up and display a black screen, rendering the computer 
useless. The problem affects Microsoft products including Windows 7, Vista, and XP 
operating systems, said the CEO and CTO for the U.K. security company Prevx. Prevx 
was alerted to the problem by users of its security software last week, the CEO said. 
Microsoft apparently made changes to the Access Control List (ACL), a list of 
permissions for a logged-on user. The ACL interacts with registry keys, creating visible 
desktop features such as a sidebar. However, the latest patches appear to make some 
changes to those registry keys. The effect is that some installed applications are not 
aware of the changes and do not run properly, causing a black screen. Security 
applications seem to be particularly affected. The CEO said users of other security 
products have also complained about the issue, even going so far as trying to reinstall 
the operating system to fix it. Prevx has released software that fixes the registry to 
match the ACL settings, which should resolve the problem, the CEO said. Users could 
do this on their own by modifying their registry settings, but making alterations to those 
settings is risky since it can severely affect how the operating system runs. The CEO 
said Microsoft was likely just trying to fortify the security of the operating systems 
when it inadvertently made the error in its patches.  
Source: 
http://www.computerworld.com/s/article/9141568/Latest_Microsoft_patches_cause_bl
ack_screen_of_death 

43. November 29, WBRC 6 Birmingham – (National) UAB computer forensics finds 
virus disguised as Social Security download. Experts at the University of Alabama at 
Birmingham (UAB) say they have discovered a new spam campaign that is made to 
look like messages from the Social Security Administration. This new campaign was 
discovered by the team at the UAB Spam Data Mine. An expert on the team says the 
messages tell users that there are errors with their Social Security statement and links 
them to false pages that appear to be the Social Security Administration Web site. The 
fake Web site prompts users to enter their Social Security number before downloading 
a fake statement. The expert says the download is actually a virus that steals personal 
information. After falling prey to the scam, victims will have given up not only their 
Social Security number, but also their account numbers and bank passwords. The 
expert reminds that savvy computer users should never trust an email to update an 
account. 
Source: http://www.myfoxal.com/Global/story.asp?S=11581004 
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44. November 27, Atlanta Journal-Constitution – (Georgia; Louisiana) Radiant Systems 
sued over hacked accounts. A group of Louisiana restaurant owners may proceed as a 
group in a lawsuit against the Georgia-based maker of a credit card payments system 
they say allowed hackers to steal customer account numbers. The seven restaurateurs, 
who filed suit in a Louisiana state court in March, are suing Radiant Systems of 
Alpharetta and Computer World, a Louisiana retailer that sold Radiant’s payment 
processing program called “Aloha.” The suit alleges the Aloha program illegally stored 
all the magnetic stripe information after the card was swiped. Storage of card 
information violates the security standards with Visa, MasterCard, American Express, 
and Discover. The Louisiana breaches were discovered after restaurant customers 
began reporting unauthorized charges. Radiant, facing a second suit in Louisiana with 
similar claims, says the charges are baseless, and such breaches are not uncommon in 
the restaurant industry. Computer World is named in the suit because its technicians 
installed a remote-access program on the Aloha system that allowed them to access the 
hardware and software off-site and fix any technical problems. That remote-access 
program was vulnerable to attack because the technicians used the same passwords and 
log-ins for all the restaurants. 
Source: http://www.ajc.com/business/radiant-systems-sued-over-215910.html 

45. November 27, IDG News Service – (International) China warns about return of 
destructive Panda virus. A computer worm that China warned Internet users against is 
an updated version of the Panda Burning Incense virus, which infected millions of PCs 
in the country three years ago, according to McAfee. The original Panda worm, also 
known as Fujacks, caused widespread damage at a time when public knowledge about 
online security was low, and led to the country’s first arrests for virus-writing in 2007. 
The new worm variant, one of many that have appeared since late 2006, adds a 
malicious component meant to make infection harder to detect, said a McAfee Labs 
researcher. “It has gotten more complex with the addition of a rootkit,” the researcher 
said. The first Panda worm infected millions of PCs, according to Chinese state media. 
China’s national virus response center warned about the updated worm the week of 
November 23, but it dubbed the virus Worm_Piloyd.B and did not link it to Panda. The 
center said it had found a worm spreading online that infected executables and html 
files. The worm blocked a victim’s PC from restoring infected files, turned off active 
antivirus software, and directed the machine to Web sites to download Trojan horses 
and other malware, the center said. The new worm is unlikely to hit as many PCs as the 
first one. Chinese companies and Internet users are much more aware of malware than 
they were a few years ago, the researcher said.  
Source: 
http://www.computerworld.com/s/article/9141539/China_warns_about_return_of_destr
uctive_Panda_virus?taxonomyId=17 

46. November 27, PC Advisor – (International) New malware scam targets Twilight 
fans. PC Tools’ Malware Research Center is warning Web users of another online 
scam that hopes to piggyback on hype surrounding the new Twilight New Moon film. 
The security software developer says the latest trick tempts movie fans by promising 
them they can watch the film for free, before installing malware on their computer. PC 
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Tools said fans are baited with the text Web sites, chat rooms, and blogs that read: 
“Watch New Moon Full Movie.” Meanwhile, comment posts are filled with related 
keywords to attract search engines. Then, when fans search for the film, they find links 
to stolen images from the movie itself, convincing the fan the movie is only one click 
away. However, after clicking on the “movie player,” users are told to run a 
“streamviewer” that installs malware on their computers. This is the second malware 
scam targeting Twilight New Moon in a week. The week of November 16, PC Tools 
warned that malicious Web sites that claim to feature interviews with the author of the 
books were ranking high in a number of search engines. Instead of providing a video 
clip of the author, those visiting the site were directed to a window informing them they 
were infected with malware and then encouraged to download an antivirus solution to 
clean their PC. 
Source: 
http://www.pcworld.com/article/183296/new_malware_scam_targets_twilight_fans.ht
ml 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

47. November 30, bit-tech.net – (International) UK webhost suffers defacement. An 
attack on U.K. web host Daily Internet Services left customers’ sites inaccessible late 
last week, replacing index pages with a cartoon featuring Tux the Penguin - the Linux 
mascot. As reported over on Softpedia, the attack - believed to have been carried out on 
Thursday by Heart_Hunter of the TH3_H4TTAB cracker group - saw all pages named 
‘index’ replaced with a page containing the pro-Linux cartoon. As many sites rely on 
an index page to point browsers in the right direction, affected customers found their 
entire sites inaccessible. Daily Internet Services spotted the defacement attack at 09:52 
Thursday morning, and by 21:00 that evening had successfully replaced affected pages 
with backup copies. What is slightly more concerning is the news that the company is 
still investigating the root cause of the attack: while an outdated version of PHP 
(Hypertext Preprocessor) is thought to have been at fault - which has since been 
rectified - the company is still unsure as to the exact mechanism used to gain 
unauthorized access to customer sites. Despite this, Daily Internet Services claims that 
it is “confident there will be no repeat events as all servers are locked down.” 
Source: http://www.bit-tech.net/news/bits/2009/11/30/uk-webhost-suffers-
defacement/1 
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48. November 27, The Register – (International) Generators and UPS fail in London 
datacenter outage. Tata’s datacenter in the east end of London went down for two-
hours on Thursday evening, following a power cut. Backup power systems also failed, 
downing servers belonging to hosting providers throughout three floors of the Stratford 
facility at about 5:20 p.m. Firms including C4L, ServerCity, and Coreix were hit by the 
outage. C4L’s report to its customers said: “We found it very difficult to get a hold of 
our supplier as it appears they base their entire operations out of this data centre, 
phones where down and emails simply bounced back.” An engineer who visited the 
datacenter found that the batteries in its uninterruptible power supply were flat, and 
three generators had failed to start. Grid power was eventually restored and servers 
came back online at about 7:30 p.m. A spokeswoman said Tata was still looking into 
what caused the outage and the subsequent failure of backup power. Stratford is the site 
of the massive Olympics development, so it is possible the power cut was caused by 
errant builders.  
Source: http://www.theregister.co.uk/2009/11/27/tata_outage/ 

For another story, see item 39  
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Commercial Facilities Sector 

49. November 30, WFOR 4 Miami – (Florida) German tourist arrested in Disney bomb 
threat. A German tourist has been arrested on charges of making a bogus bomb threat 
while visiting Walt Disney World. A report from the Orange County Sheriff’s Office 
says 37-year-old man of Leipzig, Germany was going through the security checkpoint 
at the entrance of the Magic Kingdom Sunday when he told a Disney employee that he 
had two bombs in his back pack. The Disney employee questioned the man and he 
repeated the bomb threat. A sheriff’s deputy at the checkpoint had a bomb sniffing dog 
check the man’s bag. No explosive devices were found. The man claimed he was only 
joking about the devices. He was arrested on a charge of making a false report of a 
bomb and taken to the Orange County Jail. 
Source: http://cbs4.com/local/Disney.Walt.Disney.2.1340472.html 

50. November 29, Newsday – (New York) Bomb threat shuts down Sunrise Mall. A 
bomb threat Sunday evening caused the evacuation of the Sunrise Mall in East 
Massapequa, New York. Nassau police received a 911 call at 5:45 p.m. from an 
anonymous male caller saying there was a bomb in the mall, a police spokeswoman 
said. The mall, which is owned by shopping mall conglomerate Westfield, was 
searched Sunday but nothing had been found by 7 p.m., the spokeswoman said. The 
mall was scheduled to close at 8 p.m. Police and mall management declined to say how 
many people were evacuated. “The situation is currently under investigation and 
Westfield is cooperating fully,” said the mall manager.  
Source: http://www.newsday.com/long-island/nassau/bomb-threat-shuts-down-sunrise-
mall-1.1628332 

http://www.theregister.co.uk/2009/11/27/tata_outage/
http://cbs4.com/local/Disney.Walt.Disney.2.1340472.html
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51. November 29, Falls News Press – (Ohio) Man charged after bomb lab found in Falls 
apartment. A man was arrested and charged with violations of federal firearms and 
explosives statutes. He had his initial appearance in United States District Court, 
Akron, November 25. While responding to what was believed to be a clandestine drug 
lab explosion in an apartment on November 23, police instead found a clandestine 
bomb lab. The other 30 units in the apartment building were evacuated because of the 
possible presence of dangerous chemicals.  
Source: http://www.fallsnewspress.com/news/article/4719117 

52. November 27, KARE 11 Minneapolis, St. Paul – (Minnesota) Mall of America 
practices emergency lockdown drill. The Mall of America security team will be 
doing monthly lockdown drills to ensure they are ready if and when trouble strikes. 
They had their first drill earlier this week, shortly after the mall opened. This exercise 
and approach to preparedness is one that that other shopping mall managers across the 
country will take notice of and consider adopting. The emergency operations captain 
for Malls of America told KARE 11 that, the primary goal of a lockdown is to 
minimize potential victims during crisis situations and buy time for the police to arrive. 
A second drill was scheduled to take place at 9:25 p.m. Monday night. Mall officials 
say practicing the drills shortly after store opening and just prior to store closing 
minimizes any negative impact on retail sales and guest experiences. The Mall of 
America security ensures the safety of more than 40 million visitors and more than 
11,000 employees every year. The next round of drills will come after January 1 and 
then take place twice a month. 
Source: http://www.kare11.com/news/news_article.aspx?storyid=829091 

53. November 27, KING 5 Seattle – (Washington) FBI arrests Seattle man for suspicious 
powder incidents. A 35-year-old Seattle man is under arrest for allegedly sending 
threatening letters to the Seattle Times. The FBI is also investigating if he was involved 
in an apparent pipe bomb incident the weekend of November 21. No one was injured, 
but the events were clearly designed to evoke fear. In early October, the hazmat team 
was called to the Seattle Times building in downtown Seattle two days in a row. The 
newspaper had received threatening letters filled with a mysterious white powder that 
was later deemed not to be dangerous. The FBI served a search warrant at the Willows 
Court Apartments in North Seattle the week of November 23 in connection to that 
investigation. On November 27, the suspect was arrested in West Seattle. A woman 
who answered the phone at his apartment issued a “no comment.” KING 5 has learned 
federal authorities are also investigating whether the suspect was involved in an 
incident in Bothell the weekend of November 21 when a Seattle Times delivery truck 
driver discovered a suspicious device looking like a pipe bomb in a newspaper box on 
Main Street. Neither the FBI nor the Seattle Times would discuss a possible motive for 
these crimes. The newspaper’s spokesperson issued this statement: “We are pleased to 
hear an arrest has been made. We hope this puts an end to these disturbing incidents.” 
The suspect will be arraigned in federal court on November 30. 
Source: http://www.king5.com/news/FBI-arrests-Seattle-man-for-suspicious-powder-
incidents--76802342.html 
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For another story, see item 19  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

54. November 30, Chico Enterprise Record – (Nevada; California, Arizona) Hoover Dam 
power plant modernization continuing. Hot weather brings a spike in demand for 
water and power, so Hoover Dam keeps humming all summer long. Things tend to 
quiet down from October to April, so that is when workers try to catch up on equipment 
upgrades and large-scale maintenance projects. Lately, a lot of that work has been 
geared toward improving power plant performance in the face of the lowest water 
levels in the Lake Mead reservoir since 1965. The dam’s power customers plan to 
spend millions of dollars to squeeze more electricity from the same amount of water 
and compensate for a loss of power capacity as a result of the shrinking lake. The 
surface of the reservoir dropped 120 feet in the last decade, as the Colorado River came 
under the grip of the worst drought on record and increased demand. The resulting loss 
of water pressure—known as power head—has reduced the dam’s power generating 
capacity by 20 percent. One change involves devices called wicket gates. The old cast-
steel wicket gates are being replaced with new stainless steel ones that are more 
streamlined and can open wider to let in a greater volume of water with greater force. 
Six of the dam’s 17 turbine-generators have received new wicket gates since the 
upgrades began in 2005. The improvements have resulted in a 3 percent to 4 percent 
increase in efficiency and the recovery of about 84 megawatts of power capacity lost to 
low water conditions in Lake Mead. That power has an annual market value of $2.7 
million. Two more units will get new gates as part of regularly scheduled overhauls in 
the next two years. The work is slow-going, in part, because each turbine-generator is 
several stories tall and as wide as a house. An even bigger investment will be made 
starting in 2012, when several turbines — the actual water wheels, not the whole 
generator units — are scheduled to be replaced with new models designed to run 
smoothly regardless of the amount of water in Lake Mead. The plan is to replace four 
turbines over the course of several years, and then decide if the cost or the amount of 
water in Lake Mead warrants converting all 17 units. 
Source: http://www.chicoer.com/news/national/ci_13892427 

55. November 29, Napa Valley Register – (California) Safety concern at Milliken 
Dam. While researching the possibility of restoring stream flows and fish habitats on 
Milliken Creek, the Napa Valley Register found a serious safety issue for people who 
are living downstream of Milliken Dam. The publication suggests that the 110-foot 
high Milliken Dam should be reassessed for seismic safety. The Green Valley Fault 

http://www.chicoer.com/news/national/ci_13892427
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runs just one mile from the dam site and is capable of producing a 6.5 earthquake. The 
state of California Division of Dams and Safety found that Milliken Dam at full 
capacity “would be overstressed by seismic loads associated with the maximum 
credible earthquake.” Stress fractures and cracks in the face of the dam have become 
problematic. If an earthquake magnitude of 6.5 occurs, dam failure could occur. In 
2001 the city mandated that the water level be lowered to 907 feed, 16 feet below the 
crest.  After four years of engineering studies and no public reviews, four 18-inch holes 
and one 24-inch hole were drilled at elevation 907 to maintain the mandated level of 
water at the dam face. The Register’s concern is that the level is not constant, especially 
in winter. The engineers said the holes could not keep up with the inflows 6.3 percent 
of the time (over the entire year) and sometimes the reservoir will even top the dam. 
Because the majority of the regions rain falls in winter, the researchers extrapolate if it 
is 6.3 percent over a 12-month period that the holes cannot keep up with the watershed 
flows, then realistically this 6.3 percent becomes a whopping 19 percent part of the 
time, exceeding the holes’ capability to reduce water surface elevations at the dam face. 
Almost 20 percent of the time during the wettest months of the year the dam is subject 
to failure should an earthquake occur on the nearby fault. They call for  an analysis of 
the dam in a worst-case winter time earthquake scenario, including a peer review for 
possible design flaws, rather than mere engineering computations of dead and dynamic 
load and assumptions of acceptable risk.  
Source: 
http://www.napavalleyregister.com/articles/2009/11/29/opinion/commentary/doc4b120
f514b711163332919.txt 

56. November 28, Los Angeles Times – (California) Pasadena’s Devil’s Gate Dam could 
be put to the test. Twelve years ago, the idea of a giant mudslide barreling down the 
Arroyo Seco in Pasadena, California, was considered only a distant 
possibility. Nevertheless, the Devil’s Gate Dam underwent a major enhancement that 
took two years to complete and enabled one of the oldest dams in Los Angeles County 
to withstand a potential massive debris flow. At the time, engineers thought the 
improvements might be overkill because conditions would never be extreme enough to 
test the dam’s strength, at least not in their lifetimes. But since the Station fire burned 
more than 160,000 acres and nearly all of the Arroyo Seco in late August and 
September, making it the worst wildfire in recorded L.A. County history, the experts 
have changed their tune. “Twelve years later, we’re confronted with that possibility,” 
the engineering manager of water services at Pasadena Water and Power said. L.A. 
County Public Works officials spent several days this month cleaning out floating 
debris that washed into the reservoir in mid-October during a brief rainstorm. Near the 
base of the dam, they also laid a “debris boom,” or a connected line of floating power 
poles designed to keep large debris away from the concrete structure. Devil’s Gate, one 
of 13 dams in L.A. County, was built in 1920. The modifications made in the 1990s 
were needed to keep it up to code. If a mudslide were to occur in the Arroyo Seco, the 
dam would take the brunt, and because of the area’s geography, a flow would probably 
move down the canyon when heavy rains hit, a research geologist with the U.S. 
Geological Survey. There is a concern with the amount of anticipated debris flow after 
the Station fire. If a flow reached the dam, pipes carrying water underneath would 
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http://www.latimes.com/news/local/la-me-devilsgate28-
2009nov28,0,7138908.story 
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