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 According to the Los Angeles Times, high winds were buffeting neighborhoods across 
Southern California the evening of October 27, knocking down trees and power lines, 
leaving tens of thousands of people without electricity, kicking up massive clouds of dust 
and complicating landings for at least three flights at Los Angeles International Airport. 
(See item 3) 

 KGO 7 San Francisco reports that the Bay Bridge in California will be closed indefinitely 
after several pieces of the bridge fell onto the upper deck during the October 27 evening 
commute. (See item 20)  
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 28, WBOC 16 Salisbury – (Maryland) Driver killed after tanker truck 
overturns on Route 13 near Eden. Troopers with the Princess Anne Barrack of 
Maryland State Police say the driver of a tanker truck carrying 8,800 gallons of 
gasoline died after the vehicle overturned on Route 13 south of Eden early morning on 

http://www.dhs.gov/
http://www.esisac.com/
http://www.esisac.com/


 - 2 - 

October 28. The accident, which occurred at around 6:45 a.m., resulted in a small 
amount of gas spillage. Police say the driver of the tanker truck, an adult male, died as 
a result of his injuries. His identity has not been released yet. Hazmat and fire officials 
are on the scene and are working to clear the wreckage and to clean up the spill. Both 
the southbound and northbound sides of Route 13 south of Allen Road are expected to 
be shut down until the early afternoon while the scene is cleared. Motorists are advised 
to expect delays. Police say the reason for the extended closure is that even though 
there was not a large quantity of gas that spilled, there is the potential for an explosion. 
Source: http://www.wboc.com/Global/story.asp?S=11397575 

2. October 27, WALB 10 South Georgia – (National) Treasury allocates $2.2 billion in 
bonds for renewable energy. As part of the U.S. presidential administration’s efforts 
to spur renewable energy production, the U.S. Department of Treasury announced the 
allocation of $2.2 billion in Clean Renewable Energy Bonds (CREBs) for 805 
recipients across the country. Funded by the Energy Improvement and Extension Act of 
2008 and the American Recovery and Reinvestment Act of 2009 (Recovery Act), these 
energy bonds help government agencies, public power providers, and cooperative 
electric companies obtain lower cost financing for clean energy development projects. 
“The Recovery Act’s innovative bond programs provide communities around the 
country with financing to jump start important development projects,” said the 
Treasury Deputy Secretary. “Because of the Clean Renewable Energy Bonds awards 
announced today, energy developers will be able to access lower cost credit to help 
make the shift to clean renewable energy production, benefiting both our economy and 
our environment.” The Treasury Department allocates bond authority to governmental 
agencies, public power providers, and cooperative electric companies involved in clean 
renewable energy development and production. These bonds function as tax credit 
bonds which allow investors to receive federal tax credits in lieu of the payment of a 
portion of the interest on the bond. For CREBs, the federal tax credits will cover 70 
percent of the interest on the bonds. 
Source: http://www.walb.com/Global/story.asp?S=11393197 

3. October 27, Los Angeles Times – (California) Tens of thousands in Southern 
California without power as strong winds whip through area. High winds were 
buffeting neighborhoods across Southern California the evening of October 27, 
knocking down trees and power lines, leaving tens of thousands of people without 
electricity, kicking up massive clouds of dust and complicating landings for at least 
three flights at Los Angeles International Airport. In Los Angeles, 23,100 customers 
were without power as of 9 p.m. Tuesday, according to the city’s Department of Water 
and Power (DWP). The DWP serves a total of 1.4 million electricity customers. Among 
the hardest-hit Los Angeles neighborhoods were Hyde Park, where 3,441 customers 
were without power, and Northridge, where 2,947 had no electricity, the utility said. 
The DWP said crews were working to restore power in affected areas. In areas served 
by Southern California Edison (SCE), about 16,000 customers were without power as 
trees and wind-blown debris snapped power lines, the utility said. The power outages 
ranged from beach communities in the South Bay and Orange County to foothill 
neighborhoods in the San Gabriel Valley. In Huntington Beach, about 4,300 customers 
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had no electricity, and 3,500 more were without lights in Arcadia, said a SCE 
spokesman, adding that crews were trying to restore power. 
Source: http://latimesblogs.latimes.com/lanow/2009/10/thousands-in-southern-
california-without-power-as-strong-winds-whip-through-area.html 

4. October 27, Huffington Post – (Illinois) How green is Chicago? Eight arrested at 
deadly Fisk coal-fired plant. An estimated 400 Chicago residents marched to the Fisk 
Generating Station coal-fired plant for the Chicago 350 Climate Action event last week. 
Eight activists were arrested for blockading Cermak Road, in front of the entrance to 
the coal-fired plant. 
Source: http://www.huffingtonpost.com/jeff-biggers/how-green-is-chicago-8-
ar_b_335373.html 

5. October 27, IDG News Services – (National) Smart-grid money could assist 
broadband. The U.S. President on October 27 unveiled $3.4 billion in grants to update 
the nation’s electrical grid, but the benefits could reach to the broadband sector as well, 
one community broadband adviser said. The announcement of so-called smart-grid 
grants to 49 states is focused on creating a more efficient and reliable electric system in 
the U.S. However, the backbone of the smart grid, which uses digital technology to 
deliver electricity and control use, will be an Internet Protocol-based network, and the 
result could mean new broadband deployment in some areas, said a broadband analyst 
and president of consulting firm Successful.com. The money for the smart-grid 
deployments comes from the American Recovery and Reinvestment Act, a $787 billion 
economic stimulus package passed by the U.S. Congress in February. The legislation 
included $11 billion for smart-grid projects, and also included $7.2 billion for 
broadband deployment to rural and other unserved areas. The smart grid will include a 
smart-meter monitoring device paired with electricity meters at buildings. That device 
will collect data on energy use, as well as control many of the electrical appliances in 
the building, he said. Those devices will need to connect back to the electric utility 
through an IP network. With that in mind, smart grid and broadband applicants can 
work together, or piggyback on each other’s networks, he said. 
Source: 
http://www.computerworld.com/s/article/9139986/Smart_grid_money_could_assist_br
oadband 

[Return to top]  

Chemical Industry Sector 

6. October 28, Beaumont Enterprise – (Texas) PA plant might face $125.4 million 
fine. The Port Arthur company targeted by the Texas Attorney General’s Office for 
safety violations could face up to $125.4 million in fines for unlawful emissions. Port 
Arthur Chemical & Environmental Services (CES), a manufacturing and treatment 
company tightly tucked between a shipyard and the Intracoastal Waterway on Texas 
87, has been in operation since September 2008. Two employees have died at the plant 
since December 2008. The federal Occupational Safety and Health Administration is 
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investigating those deaths. The Texas Attorney General wants a court order to force the 
Houston-based company to cease operations in Port Arthur and at a Houston plant until 
those plants can demonstrate compliance with state environmental regulations. A 
spokesman for the attorney general said Tuesday he did not know when the Travis 
County district court would consider the state’s request. The company’s primary 
business in Port Arthur is chemical production using a byproduct from area 
manufacturers. A motor fuels refinery and a chemical plant, for example, are close by 
the Port Arthur CES plant. In its lawsuit, the attorney general’s office contends 
employees from adjacent sites have complained about odors that cause nausea, 
dizziness, headaches and other symptoms. 
Source: 
http://www.beaumontenterprise.com/business/local/pa_plant_might_face__125_4_milli
on_fine.html 

7. October 27, WRTV 6 Indianapolis – (Indiana) Plant with chemical leak fined for past 
EPA violation. A southwest side Indianapolis chemical plant where a leak prompted a 
scare Monday has been cited for environmental violations in the past. In August, the 
EPA and the U.S. Department of Justice reached an agreement with the company over 
clean-air violations after Vertellus Specialties “failed to comply with leak detection and 
repair requirements for hazardous air pollutants,” according to the EPA. The company 
was ordered to pay a $425,000 penalty and fund a $705,000 environmental project. 
Since 1995, Vertellus Specialties has had seven separate cases opened into possible 
environmental hazards, according to IDEM. The report also shows nine notice of 
violation orders signed, but there are no open cases against the company. 
Source: http://www.theindychannel.com/news/21441856/detail.html 

8. October 27, KBMT 12 Beaumont/Port Arthur – (Texas) EPA says freeport chemical 
leak was highly toxic. The cause of a chemical release that resulted in evacuations in 
Freeport over the weekend remains under investigation tonight. The chemical known as 
TDI was released from the Dow Chemical Plant. The facility and and about 60 homes 
in the area had to be evacuated. Dow says the chemical does not pose a threat. 
However, the Environmental Protection Agency says it is highly toxic, and could affect 
the skin, eyes, and breathing. City of Freeport officials say they were not alerted to the 
leak until 24 hours after the release, which happened Sunday. 
Source: http://www.kbmt12.com/news/state/66612677.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. October 27, Seacoast Online – (New Hampshire) Seabrook Station employee arrest 
prompts NRC probe. The failure of a contracted employee at the Seabrook nuclear 
power plant to report his arrest to plant officials prompted an investigation by the 
Nuclear Regulatory Commission (NRC). In an October 20 letter the acting director of 
the NRC’s Division of Reactor Projects notified Seabrook Station officials that his 
agency had finished its investigation into whether a contract employee working for 

http://www.theindychannel.com/news/21441856/detail.html
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Williams Plant Services at the Seabrook nuclear plant had deliberately failed to report 
his arrest. That failure constituted a violation of the requirements of the Seabrook 
Physical Security Plan, he said. The investigation concluded that the employee, who 
had unescorted access to vital areas of the plant, had indeed failed to report his arrest, 
bringing into question the trustworthiness and reliability of the individual. 
Source: http://www.seacoastonline.com/articles/20091027-NEWS-910270327 

[Return to top]  

Critical Manufacturing Sector 

10. October 28, Belleville News-Democrat and Associated Press – (Illinois; Indiana) U.S. 
Steel to shut down furnace; could affect 200 workers. U.S. Steel Corp. will 
temporarily close one of its two furnaces at its Granite City, Illinois, steel mill, which 
could affect as many as 200 workers. A furnace at Granite City Works, as well as 
another at the company’s plant in Gary, Indiana, will be temporarily shut down for 
repairs during the current fourth quarter to adjust for weaker demand and meet 
customer order rates, according to the report released by the company Tuesday. The 
U.S. Steel Chairman and Chief Executive Officer announced the move amid the 
company’s third-quarter results, reported Tuesday afternoon. The Pittsburgh-based 
company reported losses of $303 million, or $2.11 per share, during the past three 
months. The company offered no timetable for the temporary shutdown.  A retired 
Granite City Works employee and union member estimated that between 150 and 200 
steelworkers work in the furnace that he said he believes will be closed for repair. He 
said the company had also spent money for safety testing and training before reopening 
last summer, after the entire plant idled in December and furloughed 2,200 
steelworkers. “There was significant money they spent on medical testing and safety 
training to get the work force back in the gate,” he said. “Depending on how long 
they’re down, that’s down the tubes, again.”  
Source: http://www.bnd.com/news/local/story/983980.html 

[Return to top]  

Defense Industrial Base Sector 

11. October 28, Space.com and Associated Press – (Florida) NASA poised for 2nd try to 
launch test rocket. NASA will try a second time to launch its experimental Ares I-X 
test rocket on October 28, after cloudy weather and minor setbacks foiled a first 
attempt. The $445 million rocket is the first of its kind — a prototype of the vehicle 
NASA plans to carry people to orbit and the moon - though it is based on space shuttle 
and other earlier hardware. The test launch, was slated to lift off at 8 a.m. ET, although 
launch managers said weather probably will not cooperate until about 10:30 a.m. An 
estimated 154 lightning strikes were reported within a five-mile (eight-kilometer) 
radius of the launch pad overnight. Launch controllers were retesting the Ares I-X 
rocket systems to make sure nothing was damaged. The extra work delayed Wednesday 
morning’s liftoff. NASA had until noon to get the rocket flying. The launch test is 

http://www.bnd.com/news/local/story/983980.html
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intended to study how well this rocket design works by gathering data from over 700 
onboard sensors. Repeated attempts to launch the rocket on October 27 were thwarted 
by clouds, strong winds, and the risk of a phenomenon called “triboelectrification,” 
which can be created when a rocket passes through clouds and triggers static electricity 
that could interfere with the vehicle’s instruments. Additionally, an errant cargo ship 
that had strayed into the danger zone over which the rocket was planned to fly stalled 
one launch attempt Tuesday morning. Other events, like a stuck sock-like instrument 
cover, which crews had trouble pulling off the rocket, further plagued liftoff plans. 
Source: http://www.msnbc.msn.com/id/33504843/ns/technology_and_science-space/ 

12. October 28, Los Angeles Times – (New Mexico) Study finds quake risk at Los 
Alamos. A big earthquake and resultant fire could trigger potentially deadly releases of 
radioactive materials from Los Alamos National Laboratory in New Mexico due to 
“major deficiencies” in the nuclear weapons lab’s safety planning, federal safety 
experts warned October 27. The warning from the Defense Nuclear Facilities Safety 
Board was sent to the Energy Secretary, urging him to “execute both immediate and 
long-term actions.” The statement also said a number of new safety measures have 
been added in recent years. The lab, atop a mesa west of Santa Fe, is the nation’s 
primary plutonium fabrication facility for nuclear weapons and is believed to house 
thousands of pounds of plutonium at a complex known as TA-55. In the course of 
designing a new building near the plutonium facility, engineers discovered that a 
previously known fault has the potential for causing far greater ground movement than 
they had calculated. The board, an independent federal agency that oversees the 
nation’s nuclear weapons plants, described the lab’s “safety strategy” as “flawed.” The 
issue has bounced around for at least one year and possibly two years, a period when 
federal safety regulators grew increasingly impatient with the Energy Department’s 
slow response, according to an investigator for the watchdog group Project on 
Government Oversight. But within the laboratory, it appears that senior nuclear 
weapons managers are weighing the potential to move some plutonium out of TA-55 
— a costly and technically difficult remedy, he added. The safety board’s analysis 
found that in the worst-case scenario, a fire could release so much airborne plutonium 
that a person on the boundary of the lab would get a dose of radiation — potentially 
many thousands of times greater than a chest X-ray — that could be fatal in weeks, 
according to individuals knowledgeable about the study. 
Source: http://www.latimes.com/news/nationworld/nation/la-na-plutonium-los-
alamos28-2009oct28,0,6966430.story 

13. October 28, Associated Press – (National) Report: Military aware of C-5 wheel 
problems. An internal military report says that C-5 cargo planes like the one that shed 
two wheels while airborne over western Massachusetts earlier this year have 
experienced similar problems. The report obtained by The Daily Hampshire Gazette 
under a Freedom of Information request says the July incident when two 250-pound 
wheels fell into a wooded area of Belchertown is at least the sixth similar occurrence of 
its kind since 1993. “Shortcomings of the C-5 nose wheel retaining mechanism are a 
known deficiency,” the report says. But it also says the Belchertown incident appears to 
be the first time wheels fell off while the plane was airborne. The report did not explain 

http://www.latimes.com/news/nationworld/nation/la-na-plutonium-los-alamos28-2009oct28,0,6966430.story
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why the wheels fell off. No one was hurt, and the 165-ton, 247-foot-long plane landed 
safely. 
Source: 
http://www.marinecorpstimes.com/news/2009/10/ap_cargo_plane_wheels_102809/ 

[Return to top]  

Banking and Finance Sector 

14. October 27, New York Times – (National) Bill seeks to shift rescue costs to big 
banks. The U.S. President’s administration and the head of an important House 
committee unveiled legislation on October 27 to give the government broad new 
powers to shift the cost of rescues of big, troubled financial institutions from taxpayers 
to other large companies. The legislation, drafted jointly by Treasury officials and a 
Representative who is the head of the House Financial Services Committee, would 
create a special fund, paid by assessments on financial companies with more than $10 
billion in assets, to bear the costs of big firms that fail. A statement by the committee 
said that the legislation followed a “polluter-pays model where the financial industry 
has to pay for its mistake, not taxpayers.” Assessments on those companies would be 
made only after the collapse of a large institution, and the legislation gives the 
government authority to levy such payments over an extended period. The measure, 
directed at institutions whose troubles might pose risks to the financial system, would 
create a powerful financial services oversight council, led by the Treasury secretary and 
composed of top regulators, to set policy and tougher regulations for the largest 
companies and mediate disputes between federal agencies. It would also give the 
Federal Reserve Board a lead role in directly supervising many of the largest financial 
conglomerates. The legislation would impose new restraints on industrial loan 
companies, financial institutions owned by commercial enterprises like retailers or 
manufacturers, and in the future, would not permit any more commercial companies to 
own banks.  
Source: http://www.nytimes.com/2009/10/28/us/politics/28regulate.html?_r=1&hp 
 

15. October 27, Bank Info Security – (Ohio) Data storage bins stolen from 3 Ohio bank 
branches. Police in three Ohio cities are investigating the theft of three large storage 
bins from bank branches earlier this month. The storage bins were used to store paper 
waiting to be shredded. The most puzzling part of the theft is how the thief was able to 
remove the bins, which were reported to weigh more than 500 pounds each. Three 
branches of the FirstMerit Bank in Streetsboro, Westlake and Elyria, Ohio each 
reported a bin missing beginning on October 7. One of the three bins contained 
personal documents of bank customers, said a FirstMerit spokesman. He was uncertain 
which bin contained the customer documents. The spokesman says the bank is still 
working to identify how many customers may have had personal information in the bin. 
The bank has contacted the potentially compromised customers and is working with the 
police.  
Source: http://www.bankinfosecurity.com/articles.php?art_id=1884 
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16. October 27, Courthouse News Service – (National) BofA abetted $37M Ponzi scam, 
class claims. Bank of America aided and abetted a $37 million Ponzi scheme disguised 
as an “investment club” called Diamond Ventures, a class action claims in Federal 
Court. The class claims the bank knew or should have known that a 27-year-old suspect 
was running a scam. The class claims that if BofA followed its own policies of 
discovery, monitoring, tracking and evaluating of financial activities it would have 
discovered the scam. The suspect allegedly stuffed his BofA bank account more than 
$37 million from April 2006 through December 2008. He holds no securities or 
commodities license, had no management team or employees and no legitimate 
business model, his banking activities reflect no investment business or business-
generated revenue, only payouts to clients made from new clients’ deposits, a classic 
Ponzi scheme, according to the complaint. Many of the investors lost their life’s 
savings. They say BofA facilitated the fraud by allowing offshore wire transfers, 
commingling of accounts, access to unlicensed trading in foreign exchange markets, 
and a banking platform that facilitated conversion of investors’ funds. BofA’s “Premier 
Bankers” authorized wire transfers of more than $700,000 to the suspect’s personal 
account, according to the complaint, including charges at the MGM Grand Hotel and 
the Wynn Las Vegas. The suspect allegedly sent a string of deceptive emails to 
investors in December 2008, blaming payment delays on banking errors, then said he 
had changed banks, then that the checks were in the mail. Then, according to the 
complaint, he used his victims’ money to go to Costa Rica, then announced that all of 
their money had been lost due to the economic crisis. The class wants their money 
back.  
Source: 
http://www.courthousenews.com/2009/10/27/BofA_Abetted_$37M_Ponzi_Scam_Clas
s_Claims.htm 

17. October 27, Wicked Local Rockland – (Massachusetts) Suspected bomb found to be 
harmless, bank robbery investigation continues. A bomb scare occurred on October 
27 at East Bridgewater Savings Bank. Police say a package suspected of containing a 
bomb was found to be of no danger, and have reopened the traffic route around the East 
Bridgewater Savings Bank, 29 Bedford St. A 5-foot-10-inch white male entered the 
bank, robbed it of an undisclosed amount of money and left a white shopping bag with 
a box within at the base of the counter that officials feared contained a bomb, said the 
East Bridgewater chief of police. The bank was evacuated at about 10 a.m. this 
morning, and area schools were notified. The state fire marshal’s office, FBI, East 
Bridgewater Fire Department, and Plymouth County Sheriff’s Office were called to the 
site. A state fire marshal’s robot was sent into the bank and determined that the bag 
contained nothing dangerous. The investigation is ongoing. 
Source: 
http://www.wickedlocal.com/bridgewatereast/homepage/x1520366550/BREAKING-
NEWS-Suspected-bomb-found-to-be-harmless-bank-robbery-investigation-continues 

18. October 27, Honolulu Advertiser – (Hawaii) Hawaii Central Credit Union warns of 
phone scam. Hawaii Central Credit Union is warning the public not to respond to a 
phone scam in which a caller purporting to be from the credit union seeks confidential 

http://www.courthousenews.com/2009/10/27/BofA_Abetted_$37M_Ponzi_Scam_Class_Claims.htm
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http://www.wickedlocal.com/bridgewatereast/homepage/x1520366550/BREAKING-NEWS-Suspected-bomb-found-to-be-harmless-bank-robbery-investigation-continues
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information. The scammer has called credit union members and nonmembers saying 
their account or credit card has been compromised. The caller asks for confidential 
information to be submitted either verbally or through the phone’s keypad. Credit union 
officials said the calls are bogus and warned that anyone receiving such a call should 
not give out any information. Hawaii Central Credit Union never requests confidential 
information via the telephone, the officials said. 
Source: http://www.tmcnet.com/usubmit/2009/10/27/4448425.htm 

19. October 27, WCBS 2 East Orange – (National) Massive bank phishing scam targets 
through texts. There is a warning about a new scam that could cost you big bucks. It 
involves text messages claiming to be from Chase, but they are not. When one 
customer got an urgent text message from his bank he quickly responded. Since the 
customer signed up for his bank’s alert system he called the number and entered his 
account information. The customer is among countless cell phone users who have been 
targeted by scam artists. Posing as banks, they send texts trying to snag personal 
information like bank account numbers and pin numbers. A spokesman of 
PricewaterhouseCoopers said the scam is widespread and netting tens of millions of 
dollars.  
Source: http://wcbstv.com/technology/bank.text.message.2.1274531.html 

For more stories, see items 42 and 43  
 
[Return to top]  

Transportation Sector 

20. October 28, KGO 7 San Francisco – (California) Broken cable causes Bay Bridge 
shutdown. The Bay Bridge will be closed indefinitely after several pieces of the bridge 
fell onto the upper deck during the Tuesday evening commute. Just after 5:30 p.m., 
three pieces that were attached to the bridge structure during emergency repairs made 
over the Labor Day closure broke loose and fell onto the roadway, striking several cars. 
There were no injuries. Caltrans is investigating what caused the pieces that were 
attached to support the cracked eyebar broke loose. Although there were high winds on 
Tuesday, it is unclear if that contributed to the incident. A contractor who helped with 
the Labor Day closure repairs has been contacted to aid in the emergency construction. 
Drivers were stuck in traffic for two to three hours Tuesday evening. Drivers who were 
stuck in the Bay Bridge Toll Plaza were given the option of turning around or were 
escorted across the bridge by the California Highway Patrol. Cars were still being 
escorted along one lane of the upper deck at 9:15 p.m. Bay Area transit organizations 
are planning for a heavy commute Wednesday morning. BART will be running longer 
trains and have called in extra train operators to run extra trains. The Larkspur ferry 
will by using a high capacity ferry and the Golden Gate Bridge will have all toll lanes 
open by 4 a.m. 
Source: http://abclocal.go.com/kfsn/story?section=news/state&id=7086319 

http://wcbstv.com/technology/bank.text.message.2.1274531.html
http://abclocal.go.com/kfsn/story?section=news/state&id=7086319
http://www.tmcnet.com/usubmit/2009/10/27/4448425.htm
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21. October 28, Los Angeles Times – (National) FAA revokes licenses of 2 Northwest 
pilots who overflew Minneapolis. The Federal Aviation Administration (FAA) 
revoked the licenses today of the Delta Air Lines Inc. pilots who said they became 
distracted and overflew their destination by 150 miles. The “emergency” revocations 
cite violations of federal regulations, including failure to comply with air-traffic control 
instructions and clearances, and operating “carelessly and recklessly,” the FAA said. 
The pilots told investigators that they discussed work schedules and used laptop 
computers while cruising at 37,000 feet, and didn’t monitor instruments, air-traffic 
control calls or dispatcher messages. The revocations are effective immediately and the 
aviators have 10 days to appeal the action to the National Transportation Safety Board, 
the FAA statement said. The pilots for Atlanta-based Delta’s Northwest unit were out 
of touch with controllers for 78 minutes on the Oct. 21 flight from San Diego to 
Minneapolis, the NTSB has said. The Airbus SAS A320 carried 144 passengers and 5 
crew members. 
Source: http://www.latimes.com/business/fi-pilots28,0,3430602.story 

22. October 27, Olympia Olympian – (International) Thieves steal 37 cars from Mexican 
rail facility. Mexican authorities say a band of thieves swarmed into a railroad facility 
and held security guards at gunpoint while making off with three dozen new 
automobiles and trucks from a storage lot west of the capital. A spokeswoman for the 
state prosecutor’s office, says officials do not know why the group targeted the Kansas 
City Southern lot where cars await transport to the U.S. and other destinations. She says 
investigators are interviewing the 17 security guards who were on watch when the 
robbery took place early Monday morning but do not suspect them of wrongdoing. She 
says the guards were held captive during the robbery. The spokeswoman says the 37 
stolen cars and pickup trucks include Mazda and Toyota models. 
Source: http://www.theolympian.com/international/story/1016700.html 

For more stories, see items 1, 3, and 35  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

23. October 27, U.S. Food Safety and Inspection Service – (Massachusetts) Massachusetts 
firm recalls fresh ground beef patties and beef steak products due to possible E. 
coli O157:H7 contamination. Crocetti’s Oakdale Packing Co., doing business as, 
South Shore Meats, Inc., a Brockton, Massachusetts establishment is recalling 
approximately 1,039 pounds of fresh ground beef patties derived from bench trim as 
well as mechanically tenderized beef cuts that may be contaminated with E. coli 

http://www.latimes.com/business/fi-pilots28,0,3430602.story
http://www.theolympian.com/international/story/1016700.html
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O157:H7, the U.S. Department of Agriculture’s Food Safety and Inspection Service 
(FSIS) announced today. This recall was initiated after the Massachusetts Department 
of Public Health (DPH) confirmed a positive sample for E. coli O157:H7 which it 
collected during an epidemiological investigation. FSIS is continuing to work with the 
Massachusetts DPH, the Rhode Island Department of Health and the Centers for 
Disease Control and Prevention on the investigation. CDC had determined that the 
product sampled is associated with the illnesses being investigated. Anyone with signs 
or symptoms of foodborne illness should consult a physician. Each box bears the 
establishment number “EST. 6336” inside the USDA mark of inspection and may also 
bear a date code of “281.” The beef products were produced on October 8, 2009, and 
were distributed to wholesale distributors and institutions in Massachusetts. 
Source: 
http://www.fsis.usda.gov/News_&_Events/Recall_057_2009_Release/index.asp 

[Return to top]  

Water Sector 

24. October 28, Brazoria County Facts – (Texas) Bacteria in river prompts 
advisory. Officials are advising people against swimming and wading in portions of 
the San Bernard River in Texas because of high bacteria levels that could cause illness. 
Indicators for harmful bacteria first were found during a 2008 water test pointing to 
fecal contamination that could be from human or animal waste, a Texas Commission 
on Environmental Quality (TCEQ) spokeswoman said. “The location of the bacteria is 
going to vary depending on conditions such as flow, rain, loading and that kind of 
thing,” she said. “The two segments they’re testing now, one is freshwater and another 
is a tidal area.” The segments in Brazoria County which were tested in 2008 are from 
the Intracoastal Waterway to a point 2 miles upstream of Highway 35, and from that 
point upstream for 25 miles, according to the TCEQ report. Because of the shifting 
waters, it would be a good idea to stay out of the river in Brazoria County, she said. No 
advisory has been issued about eating fish from the river. While the bacteria can affect 
people, too many nutrients and low dissolved oxygen levels — mostly because of the 
river’s mouth being closed for several years — can affect aquatic life in the river, said 
the Houston-Galveston Area Council’s senior environmental planner. The problems 
will be addressed in a best management plan developed for the San Bernard Watershed 
and funded by $292,805 in TCEQ grants. The Houston-Galveston Area Council is 
hosting three public meetings next month to enlist the help of community 
organizations, residents, government agencies and local industry in forming a 
stakeholder group to develop the plan. Meetings are planned in Wharton, Brazoria and 
Austin counties.  
Source: http://thefacts.com/story.lasso?ewcd=1078b0a873b5f34b 

25. October 26, KABC 7 Los Angeles – (California) 1,400 gallons of sewage spill in 
L.B. About 1,400 gallons of raw sewage spilled into the ocean in Long Beach, 
California, between First Place and Belmont Pier over the weekend. A sewage line 
began leaking on Saturday night, and that sewage made it to the ocean through a storm 

http://thefacts.com/story.lasso?ewcd=1078b0a873b5f34b
http://www.fsis.usda.gov/News_&_Events/Recall_057_2009_Release/index.asp
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drain. The beaches will remain closed until bacteria levels are within acceptable levels. 
Authorities warn the public to stay out of the 2.5-mile section of coastline. 
Source: 
http://abclocal.go.com/kabc/story?section=news/local/los_angeles&id=7082852 

[Return to top]  

Public Health and Healthcare Sector 

26. October 28, Chicago Examiner – (National) CDC: 8.4 million doses of H1N1 vaccine 
added to inventory. The CDC reported that they have received 8.4 million doses this 
week to increase their total to 22.4 million doses that are available to the public. 
However it was reported it will still be hard for people who need the vaccine to get it. 
The director of the CDC said “the process is still moving slowly”. The CDC has 
ordered 225 million doses of the H1N1 Novel Influenza vaccine. Although the director 
stated it was still hard to get the vaccine to the people who need it he said that “We’re 
getting to a level where it will be significantly easier to find and receive the vaccine” 
Once the vaccines are off the production line they’re delivered overnight, directly to the 
health care providers. 
Source: http://www.examiner.com/x-27581-H1N1-Headlines-
Examiner~y2009m10d28-CDC-8-million-doses-of-H1N1-vaccine-added-to-inventory 

27. October 27, Associated Press – (Massachusetts) Cops: Psych patient stabs doc then 
shot dead. Police say a man stabbed a doctor while being treated at a psychiatric ward 
at a Boston, Massachusetts, medical building and was fatally shot by security guard 
who saw the attack. The doctor, whose name was not released, was in stable condition. 
Police say the suspect died of gunshot wounds. The attack occurred in the afternoon at 
50 Staniford St., a building affiliated with Massachusetts General Hospital. Security 
guards locked down the building, notifying employees and patients inside they could 
not immediately leave. Nearby streets were shut down. A hospital spokeswoman said 
officials knew of the attack but did not have information on the exact circumstances or 
who was involved. The building is in a largely commercial area. It contains businesses 
with various treatment specialties and several medical groups associated with nearby 
Massachusetts General. 
Source: 
http://www.wdtn.com/dpp/news/national/nat_ap_boston_two_attacked_inside_hospital
_medical_building_20091027_nek1256671264582 

For another story, see item 36  
 
[Return to top]  

Government Facilities Sector 

28. October 28, New York Times – (National) Old trick threatens the newest 
weapons. Despite a six-year effort to build trusted computer chips for military systems, 

http://www.examiner.com/x-27581-H1N1-Headlines-Examiner%7Ey2009m10d28-CDC-8-million-doses-of-H1N1-vaccine-added-to-inventory
http://www.examiner.com/x-27581-H1N1-Headlines-Examiner%7Ey2009m10d28-CDC-8-million-doses-of-H1N1-vaccine-added-to-inventory
http://www.wdtn.com/dpp/news/national/nat_ap_boston_two_attacked_inside_hospital_medical_building_20091027_nek1256671264582
http://www.wdtn.com/dpp/news/national/nat_ap_boston_two_attacked_inside_hospital_medical_building_20091027_nek1256671264582
http://abclocal.go.com/kabc/story?section=news/local/los_angeles&id=7082852
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the Pentagon now manufactures in secure facilities run by American companies only 
about 2 percent of the more than $3.5 billion of integrated circuits bought annually for 
use in military gear. That shortfall is viewed with concern by current and former United 
States military and intelligence agency executives who argue that the menace of so-
called Trojan horses hidden in equipment circuitry is among the most severe threats the 
nation faces in the event of a war in which communications and weaponry rely on 
computer technology. As advanced systems like aircraft, missiles and radars have 
become dependent on their computing capabilities, the specter of subversion causing 
weapons to fail in times of crisis, or secretly corrupting crucial data, has come to haunt 
military planners. The problem has grown more severe as most American 
semiconductor manufacturing plants have moved offshore. Only one-fifth of all 
computer chips are now made in the United States, and just one-quarter of the chips 
based on the most advanced technologies are built here, I.B.M. executives say. That has 
led the Pentagon and the National Security Agency to expand significantly the number 
of American plants authorized to manufacture chips for the Pentagon’s Trusted 
Foundry program. Despite the increases, semiconductor industry executives and 
Pentagon officials say, the United States lacks the ability to fulfill the capacity 
requirements needed to manufacture computer chips for classified systems. 
Source: http://www.hstoday.us/content/view/10831/189/ 

29. October 28, Diamondback Online – (Maryland) State audit exposes university 
network’s security flaws. A state audit has revealed flaws in the university’s computer 
and wireless networks that make them vulnerable to hackers who could access sensitive 
personal information. But the Office of Information Technology (OIT), which is 
responsible for protecting the networks, defended its work and called the results an 
improvement over earlier audits. The OIT’s vice president and chief information 
officer, played down the risks and said he was “very pleased with the trajectory that 
we’re on.” “We keep getting better and better,” he said. “There’s not something to be 
scared about. There’s not something to be worried about.” OIT is responsible for the 
computer system hosting payroll, student grades, student and employee personal 
information, financial aid and more. In some instances, hacking would be easy, the 
audit said. For example, it noted people could access the wireless network in an 
unsecured mode. “Wireless connections made involving an unencrypted session 
exposed the wireless transmissions to improper disclosure,” the audit said. “Software is 
readily available on the Internet that can intercept and scan unencrypted wireless 
network traffic to obtain confidential information.” 
Source: http://www.diamondbackonline.com/news/state-audit-exposes-university-
network-s-security-flaws-1.832520 

30. October 27, Mesothelioma.com – (New York) Small explosion at Syracuse school 
prompts asbestos exposure worries. In Syracuse, New York, an Islamic school has 
been closed following a small explosion in the basement earlier this month, which 
forced 75 students to evacuate while local and federal authorities investigated the blast. 
It has now been determined that the explosion at the Ihsan School of Excellence spread 
asbestos throughout the building, according to a Syracuse fire investigator. Exposure to 
asbestos can cause serious respiratory ailments such as asbestosis, pleural plaques, and 

http://www.diamondbackonline.com/news/state-audit-exposes-university-network-s-security-flaws-1.832520
http://www.diamondbackonline.com/news/state-audit-exposes-university-network-s-security-flaws-1.832520
http://www.hstoday.us/content/view/10831/189/
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mesothelioma, a rare cancer that affects 3,000 people a year in America. Mesothelioma 
can also manifest initially in the abdomen or the lining of the heart. The accidental 
explosion at the Ihsan School was caused by faulty equipment. “We don’t have a clear 
picture yet,” said an official who serves on the school’s board of directors. “We’re 
working to bring (the school) back to where it was.” The incident is upsetting to many 
school officials, as the school recently spent $500,000 on renovations. The explosion 
was investigated by Syracuse police and firefighters in conjunction with the FBI and 
Bureau of Alcohol, Tobacco, Firearms and Explosives. Federal officials were called in 
to the investigation because the school is technically considered a place of worship. 
Source: http://www.mesothelioma.com/asbestos_news_syracuse_school_10-27-
2009.htm 

31. October 27, WEAU 13 Eau Claire – (Wisconsin) 40 computers hacked at UW-
Madison. UW-Madison says 40 computers there have been hacked, possibly exposing 
personal information from nearly 3,000 people. University leaders sent a letter earlier 
this month to affected faculty, staff and students apologizing and promising new 
security tools. The computers were used as part of an underground network distributing 
music, movies, television shows and commercial software. In the letter, the university 
said there was no evidence the hackers were aware of names and social security 
numbers. 
Source: http://www.weau.com/home/headlines/66534792.html 

32. October 24, Las Vegas Sun – (Nevada) Canadian jet drops fuel tanks, diverts to 
Nellis. After jettisoning its fuel tanks, a Canadian CF-18 Hornet jet safely diverted to 
and landed at Nellis Air Force base northeast of Las Vegas early on the afternoon of 
October 24 afternoon, the Air Force reported on October 24. No one was injured by the 
falling tanks and the incident is under investigation, Nellis officials said. The pilot 
jettisoned the plane’s external fuel tanks about 12:15 p.m. and they landed on federal 
property 15 miles north of Nellis and a mile west of Interstate 15. There were civilians 
about 600 yards away from where the fuel tank hit the ground, Nellis officials said. 
There was no word as to what caused the problem, officials said. 
Source: http://www.lasvegassun.com/news/2009/oct/24/canadian-jet-drops-fuel-tanks-
diverts-nellis/ 

[Return to top]  

Emergency Services Sector 

33. October 28, Lower Hudson Journal News – (New York) ShotSpotter to help Mount 
Vernon police target source of gunfire. ShotSpotter, a high-tech anti-crime sound and 
camera system that detects gunfire and pinpoints the spot where it happens, has been 
installed in Mount Vernon, New York, city officials said Tuesday. Westchester County 
and city officials said yesterday that they expected the multimillion-dollar system to 
help police in criminal investigations and even save lives. The Mount Vernon and 
Yonkers systems cost the county about $3 million. In May, the county Board of 
Legislators approved funding for the system. 

http://www.weau.com/home/headlines/66534792.html
http://www.lasvegassun.com/news/2009/oct/24/canadian-jet-drops-fuel-tanks-diverts-nellis/
http://www.lasvegassun.com/news/2009/oct/24/canadian-jet-drops-fuel-tanks-diverts-nellis/
http://www.mesothelioma.com/asbestos_news_syracuse_school_10-27-2009.htm
http://www.mesothelioma.com/asbestos_news_syracuse_school_10-27-2009.htm
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Source: http://www.lohud.com/article/20091028/NEWS02/910280353/-
1/SPORTS/ShotSpotter-to-help-Mount-Vernon-police-target-source-of-gunfire 

34. October 27, KOTV 6 Tulsa – (Oklahoma) Budget cuts ground Tulsa police 
helicopters. The Tulsa Police Department (TPD) will be grounding its two police 
helicopters and selling the horses in the department’s Mounted Patrol unit as part of a 
city-wide cost cutting measure. Tulsa city officials say TPD’s helicopters will be 
mothballed and TPD’s Mounted Patrol will be eliminated under budget cuts ordered by 
the mayor.Twenty-one officers, including everyone from the most recent academy 
class, have been ordered to report to police headquarters Tuesday afternoon where they 
expect to be cut from the force. It is still unclear which other parts of the police 
department will experience the layoffs or be impacted the most.Previously, the Tulsa 
City Council learned that the federal stimulus grant that was intended to pay for 18 new 
police officers can be used as salaries for officers who would be laid off otherwise. The 
mayor said she’s hoping to keep those officers by using that money and by negotiating 
cost savings with the police union. 
Source: http://www.newson6.com/global/story.asp?s=11387637 

35. October 27, Associated Press – (Washington D.C.) Coast Guard concludes 9/11 
exercise on Potomac that led to false gunshot reports was bad idea. Holding a 
training exercise near the Pentagon on September 11, 2009 was ill-advised, but it did 
not violate Coast Guard policies, an internal review found. The Coast Guard review, 
obtained by The Associated Press, looked into the events and actions that led to false 
news reports of gunshots on the Potomac River on the anniversary of the 2001 terror 
attacks. The chain of false reports on television and online raised fears in the capital 
that Washington might be under attack eight years to the day after a hijacked plane 
crashed into the Pentagon and two others slammed into New York’s World Trade 
Center towers. CNN reported 10 shots had been fired on a suspicious vessel, based on 
information it heard over the network’s police scanner, used to monitor law 
enforcement radio traffic. As a result, FBI agents rushed to the scene; the Coast Guard 
ordered one of its helicopters based at Reagan National Airport to fly over the river to 
investigate the reports of shots, and the FAA grounded 17 flights departing from the 
airport, which is located on the Potomac. 
Source: http://www.latimes.com/news/nationworld/politics/wire/sns-ap-us-coast-guard-
sept-11,0,1608767.story 

36. October 27, WIBW 13 Topeka – (National) Homeland Security announces new 
guidelines for anthrax. Federal officials are looking at new guidelines for responding 
to an anthrax attack. Homeland Security Secretary announced the proposal Tuesday. 
An interagency task force developed the new guidelines aimed at protecting the health 
of emergency responders during an anthrax attack on a major U.S. city. The proposed 
guidance recommends protective measures such as personal protective equipment and 
decontamination and hygiene procedures for first responders, public health and medical 
professionals, skilled support personnel, essential workers in critical infrastructure 
sectors, certain federal and private sector employees, and volunteers. A federal working 
group made up of experts from more than a dozen agencies relating to biodefense, 

http://www.newson6.com/global/story.asp?s=11387637
http://www.latimes.com/news/nationworld/politics/wire/sns-ap-us-coast-guard-sept-11,0,1608767.story
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infectious diseases, and occupational health and safety developed the plan. It reflects 
the most current understanding of the unique environment that would exist after a wide-
area anthrax attack. A 2008 Homeland Security Council required the development of 
appropriate measures for responders in the immediate post-attack environment of an 
aerosolized anthrax attack. The guidance is also intended to support ongoing planning 
and preparation efforts for protecting responders engaged in environmental sampling 
and remediation, as well as others in responder roles. 
Source: http://www.wibw.com/home/headlines/66536372.html 

37. October 26, Beaufort Gazette – (South Carolina) Blaze destroys S.C. fire boat in 
repair shop. Two boats — one of them owned by the Beaufort Fire Department — 
caught fire at a Burton, North Carolina, repair service shop Saturday after a 13-year-old 
boy cranked the ignition of one of them, according to a Beaufort County Sheriff’s 
Office report. Fire investigators said the blaze spread to the city-owned boat, causing 
about $50,000 worth of damage. The captain of the Burton Fire Department said the 
fire is under investigation and did not have further details on the incident. Beaufort’s 
Fire Department spokesman said both boats were destroyed. The city had used its 
Carolina Skiff boat for water search and rescue missions and for standby during events 
where people were out on the water, he said. 
Source: http://cms.firehouse.com/web/online/News/Blaze-Destroys-SC-Fire-Boat-in-
Repair-Shop/46$66347 

[Return to top]  

Information Technology Sector 

38. October 28, CNET – (International) More security breaches hit midsized 
companies. More midsized companies are being attacked by cybercriminals at the 
same time they are spending less on security, says a McAfee report released on October 
28. Across the world, more than half of the 900 midsized businesses (51 to 1,000 
employees) surveyed by McAfee for its report, The Security Paradox, said they have 
seen an increase in security breaches over the past year. Despite the threat, the 
recession has caused most of these companies to freeze their IT security budgets. 
McAfee found that the costs of dealing with a security attack can be high. Over the last 
year, one of five midsized companies surveyed lost $41,000 in sales on average as a 
result of a breach. In China alone, 38 percent of the businesses questioned lost an 
average of $85,000 due to an attack. And more than 70 percent believe a serious data 
breach could put them out of business, noted the report. But as the recession has grown, 
IT budgets have dropped. Almost 40 percent of the companies trimming their IT 
security budget plan to limit the purchase of new security products. And more than a 
third are switching to cheaper security software to cut expenses, even though they 
realize that may put them at greater risk. “An organization’s level of worry and 
awareness about increasing threats has not overcome the downward pressure on 
budgets and resources,” said the senior vice president of global midmarket for McAfee, 
in a statement. “But this creates a vicious cycle of breach and repair that costs far more 
than prevention.” Midsized companies also may underestimate their risk, according to 

http://cms.firehouse.com/web/online/News/Blaze-Destroys-SC-Fire-Boat-in-Repair-Shop/46$66347
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McAfee. Among companies with fewer than 500 employees, more than 90 percent 
believe they’re protected from cybercriminals and feel they don’t face the same threats 
that larger firms do. 
Source: http://news.cnet.com/8301-1009_3-10384916-83.html 

39. October 28, Network World – (International) Password reset email is new Facebook 
virus. Security firm MX Lab said in a blog post on October 27 it has detected a new 
Bredolab variant masking itself as the “Facebook Password Reset Confirmation.” 
According to MX Lab, the From address in the email is shown as “The Facebook Team 
“, but this address is spoofed. The attachment has the name 
Facebook_Password_4cf91.zip and includes the file Facebook_Password_4cf91.exe. 
The part between _ and .zip at the end is choosen randomly and contains letters and 
numbers. The trojan is known as Trojan.Downloader.Bredolab.AZ (BitDefender), 
Bredolab.gen.a (McAfee) or W32/Obfuscated.D2!genr (Norman) and is only detected 
by 14 of the 41 AV engines at Virus Total, MX Lab researchers said. According to MX 
Labs, Bredolab is a trojan horse that downloads and executes files from the Internet, 
such as rogue anti-spyware. To bypass firewalls, it injects its own code into legitimate 
processes svchost.exe and explorer.exe. Bredolab contains anti-sandbox code (the 
trojan might quit itself when an external program investigates its actions).  
Source: http://www.networkworld.com/news/2009/102809-password-reset-email-is-
new.html?hpg1=bn 

40. October 27, The Register – (International) Free Microsoft security tool locks down 
buggy apps. Microsoft has released a free tool designed to harden software 
applications against attacks that exploit common security vulnerabilities. EMET, short 
for Enhanced Mitigation Evaluation Toolkit, allows developers and administrators to 
add specific security protections to applications. Unlike mitigations released in the past, 
EMET doesn’t require programs to be recompiled, so it can be used to fortify 
applications even when the source code isn’t available. EMET also allows specific 
mitigations to be applied to a particular application process, a granularity that helps 
when a given process is not compatible with a given control. Over the past few years, 
developers have increasingly focused on adding measures to their applications that 
make it harder for attackers to exploit vulnerabilities. The approach makes a lot of 
sense given the inevitability of buffer overflows and other garden-variety 
vulnerabilities in complex software. Rather than trying to weed out such bugs, 
mitigation intends to neutralize their harmful effects. At the moment, EMET is 
shipping with just four mitigations, including SEHOP, which prevents many structured 
exception handling exploits; DEP, or data execution prevention, which marks certain 
parts of process memory as non-executable; NULL page allocation, designed to block 
NULL dereference exploits in user mode; and heap spray allocation, which pre-
allocates certain memory addresses to make it harder for attackers to predict the 
location of malicious payloads. Microsoft plans to add new protections to EMET over 
time.  
Source: http://www.theregister.co.uk/2009/10/27/microsoft_security_tool/ 
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41. October 27, ComputerWorld – (International) Mozilla fixes 16 flaws with Firefox 
3.5.4. Mozilla today patched 16 vulnerabilities in Firefox, 11 of them critical, as it 
updated the open-source browser to version 3.5.4. The 11 critical Firefox 3.5 
vulnerabilities were located in a variety of components, including Web worker calls, 
the GIF color map parser, the string-to-number converter, a trio of third-party media 
libraries, and both the JavaScript and browser engines. “Some of these crashes showed 
evidence of memory corruption under certain circumstances and we presume that with 
enough effort at least some of these could be exploited to run arbitrary code,” Mozilla 
said in some of the advisories outlining the most serious flaws. Firefox 3.0, which was 
first released in the summer of 2008 and will be retired from security support in 
January 2010, was also updated today with the release of version 3.0.15. The older 
browser received nine patches, four marked critical. The disparity between the two 
versions’ patch counts was due to several that affected only the newer Firefox 3.5, 
including the three critical bugs outlined in MFSA-2009-63 that required upgrades of 
the “liboggz,” “libvorbis,” and “liboggplay” open-source media libraries. Three of the 
four vulnerabilities spelled out in MFSA-2009-64 generate browser crashes, while the 
last affects the TraceMonkey JavaScript engine that debuted in Firefox 3.5. Mozilla 
recommended users disable JavaScript in Firefox if they were unable or unwilling to 
patch the browser. Only one of the four engine crashes impacts Firefox 3.0. Mozilla 
rated three of the 16 vulnerabilities as “moderate,” the second-from-the-bottom ranking 
in its four-step system, and two as “low,” its least serious rating.  
Source: 
http://www.computerworld.com/s/article/9140008/Mozilla_fixes_16_flaws_with_Firef
ox_3.5.4 

For another story, see item 28  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

42. October 28, IDG News Service – (National) Internet phone systems: The latest entry 
point for cybercriminals. Cybercriminals have found a new launching pad for their 
scams: the phone systems of small and medium-sized businesses across the U.S. In 
recent weeks, they have hacked into dozens of telephone systems across the country, 
using them as a way to contact unsuspecting bank customers and trick them into 
divulging their bank account numbers and passwords. The victims typically bank with 
smaller regional institutions, which typically have fewer resources to detect scams. 
Scammers hack into phone systems and then call victims, playing prerecorded 
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messages that say there has been a billing error or warn them that the bank account has 
been suspended because of suspicious activity. If the worried customer enters his 
account number and ATM password, the bad guys use that information to make fake 
debit cards and empty their victim’s bank accounts. Hackers made headlines for 
breaking into phone company systems more than 20 years ago — a practice that was 
known as phreaking — but as the traditional telephone system has become integrated 
with the Internet, it’s creating new opportunities for fraud that are only just beginning 
to be understood. VoIP (voice over Internet Protocol) hacking is “a new frontier in the 
crossover world of telecom and cyber [crime],” said the assistant U.S. attorney for the 
district of New Jersey. “It is an ongoing threat and a serious threat that companies need 
to be worried about.” Attacks on one of the most popular VoIP systems, called 
Asterisk, are now “endemic,” said an individual who works for the product’s creator, 
Digium, as open-source community director. “It’s like stealing a baseball bat to break 
into a car. The first step is to break into Asterisk.” Asterisk hacking began evolving 
from a fairly “low-level problem” into a much more serious issue around September of 
2008, when easy-to-use tools were first published. With these tools, it can be pretty 
easy to hack a VoIP system by hitting the server designed to connect traffic from the 
office’s local area network to a network provider such as AT&T, which connects the 
calls to the rest of the world. 
Source: http://www.infoworld.com/d/security-central/internet-phone-systems-latest-
entry-point-cybercriminals-853 

43. October 26, Reuters – (National) SEC and Homeland Security need web backup, 
GAO says. Securities exchanges have a sound network back-up if a severe pandemic 
keeps people home and clogging the Internet, but the Homeland Security Department 
has done little planning, Congressional investigators said on October 26. The 
department does not even have a plan to start work on the issue, the General 
Accountability Office said. But the Homeland Security Department accused the GAO 
of having unrealistic expectations of how the Internet could be managed if millions 
began to telework from home at the same time as bored or sick schoolchildren were 
playing online. Many companies and government offices hope to keep operations going 
as much as possible with teleworking using the Internet. Among the many problems 
posed by this idea, however, is the issue of bandwidth — especially the “last mile” 
between a user’s home and central cable systems. “Such network congestion could 
prevent staff from broker-dealers and other securities market participants from 
teleworking during a pandemic,” reads the GAO report. “The Department of Homeland 
Security is responsible for ensuring that critical telecommunications infrastructure is 
protected.” Private Internet providers might need government authorization to block 
popular websites, it said, or to reduce residential transmission speeds to make way for 
commerce. The Financial Services Sector Coordinating Council for Critical 
Infrastructure Protection and Homeland Security, a group of private-sector firms and 
financial trade associations, has been working to ensure that trading could continue if 
big exchanges had to close because of the risk of disease transmission. “Because the 
key securities exchanges and clearing organizations generally use proprietary networks 
that bypass the public Internet, their ability to execute and process trades should not be 

http://www.infoworld.com/d/security-central/internet-phone-systems-latest-entry-point-cybercriminals-853
http://www.infoworld.com/d/security-central/internet-phone-systems-latest-entry-point-cybercriminals-853
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http://www.reuters.com/article/newsOne/idUSN2620750120091026 

For another story, see item 5  
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Commercial Facilities Sector 

44. October 26, ClickonDetroit.com – (Michigan) Church evacuated for bomb 
threat. Detroit police are investigating a bomb threat that was made against one of 
Detroit’s oldest churches Sunday. Members of the St. Paul African Methodist 
Episcopal Church anxiously waited in the parking lot while police and bomb-sniffing 
dogs searched the building. Police said someone called and said three bombs had been 
planted in the church. The morning service was cut short, but the pastor said the church 
will remain strong. Police did not find any bombs. 
Source: http://www.msnbc.msn.com/id/33473485/ns/local_news-detroit_mi/ 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

45. October 27, Bakersfield Californian – (California) Public urged to plan in case of 
dam failure. Kern County supervisors approved a Isabella Lake dam failure evacuation 
plan Tuesday. Once the Bakersfield City Council does the same, which is expected to 
happen next week, the Kern County Office of Emergency Services will begin a public 
education campaign to inform people about the risks and how to plan for their own 
safety if the dam fails. A U.S. Army Corps of Engineers official said Tuesday that it 
will take until January 2012 to develop a plan for how to reinforce and repair the 
Isabella Lake dams. And construction on the fix is not expected to happen until at least 
2014, he said. Until then, despite the fact that water levels in Isabella Lake are low and 
the Kern River Fault is quiet, citizens need to prepare themselves for the failure. 
Source: http://www.bakersfield.com/news/local/x1802548319/Public-urged-to-plan-in-
case-of-dam-failure 

46. October 27, WDSU 6 New Orleans – (Louisiana) Homeland Security officials 
monitoring Caldwell Parish levee. Officials with the Governor’s Office of Homeland 
Security and Emergency Preparation are warning of trouble along the Ouachita River if 
heavy rains, as expected, raise water levels later this week. The area of greatest concern 
is in Caldwell Parish, north of the town of Columbia.  The local levee district board has 

http://www.msnbc.msn.com/id/33473485/ns/local_news-detroit_mi/
http://www.bakersfield.com/news/local/x1802548319/Public-urged-to-plan-in-case-of-dam-failure
http://www.bakersfield.com/news/local/x1802548319/Public-urged-to-plan-in-case-of-dam-failure
http://www.reuters.com/article/newsOne/idUSN2620750120091026
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already declared an emergency to speed up the process that would help bring in 
contractors to reinforce about 200 feet of the levee. State officials and the Army Corps 
of Engineers are standing by to help, if needed. The National Weather Service expects 
heavy rain in the area on Thursday and Friday, and water levels in the river are already 
quite high. 
Source: http://www.wdsu.com/news/21444391/detail.html 

47. October 27, Seatlle-Tacoma News Tribune – (Washington) Corps will release water 
early to ease flood danger. During a heavy rainstorm this winter, the waters of the 
Green and White rivers could rise earlier and remain high longer than in the past, but 
river watchers should not panic. The high water will be intentional. Federal flood 
control managers on the weakened Howard Hanson Dam said Tuesday they will try to 
take the edge off any storm in the Green River basin by releasing water early to prevent 
a dangerous buildup in the reservoir behind the dam. The annual task of weather 
forecasting and balancing flood control and dam safety for the Green River is always 
difficult, said a U.S. Army Corps of Engineers meteorologist and a manager in the 
Corps Reservoir Control Center in Seattle. With the dam only able to hold back safely 
one-third of the water it used to, he said that balancing act is going to be even more 
delicate. 
Source: http://www.thenewstribune.com/news/northwest/story/932095.html 
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