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Top Stories 

 Fox News and the Associated Press report that a 15-year-old boy was arrested Monday and 
is being held in a psychiatric hospital after he stockpiled gasoline, propane, fuses, and a 
machete for a planned attack at the Monroe-Woodbury High School in Monroe, New York 
on the anniversary of the Columbine High School killings, police said. (See item 28) 

 According to the Associated Press, a pharmacy college graduate in Boston appeared in 
federal court Wednesday, hours after being charged with conspiring with two other men in 
a terror plot to kill two prominent U.S. politicians and attack shoppers in U.S. malls and 
American troops in Iraq. (See item 41) 

 
Fast Jump Menu 

PRODUCTION INDUSTRIES SERVICE INDUSTRIES 

• Energy  • Banking and Finance  

• Chemical  • Transportation  

• Nuclear Reactors, Materials and Waste  • Postal and Shipping  

• Critical Manufacturing  • Information and Technology  

• Defense Industrial Base  • Communications  

• Dams Sector  • Commercial Facilities  

SUSTENANCE AND HEALTH  FEDERAL AND STATE 

• Agriculture and Food  • Government Facilities  

• Water Sector  • Emergency Services  

• Public Health and Healthcare  • National Monuments and Icons  

 

 

 

 

 
 
Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 21, MSNBC – (Texas) Tanker spills oil after collision off Texas. The U.S. 
Coast Guard on October 21 responded to a tanker collision in the Gulf of Mexico 40 
miles off Texas that the ship’s captain said led to an 18,000 gallon oil spill. “The leak 
has been secured and there were no injuries reported on either vessel,” the Coast Guard 

http://www.dhs.gov/
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said in a written release. The 820-foot Liberian-flagged ship Krymsk was said to be 
stable after sustaining damage to a fuel tank when an offshore supply vessel collided 
with it. “Action was taken by the crew of the Krymsk to transfer oil from the damaged 
fuel tank to a separate undamaged fuel tank,” the Coast Guard said. “The tank ship’s 
captain reports that approximately 18,000 gallons of oil was spilled; a Coast Guard 
team is underway to confirm this initial report.” “Both on-water and aerial assets have 
been deployed to conduct oil spill response operations,” the agency said, adding that it 
was investigating the cause of the accident. But a Coast Guard spokesman later said 
that the clean-up had yet to begin. “It’s kind of tricky because it’s 40 miles offshore and 
there are 5-foot swells and 40-knot winds right now,” said Coast Guard petty officer. 
He said a fly-over of the collision site and spill has been completed and should help 
determine how to proceed with clean-up efforts as soon as possible. While seemingly 
large, 18,000 gallons would dilute quickly in open waters. 
Source: http://www.msnbc.msn.com/id/33413134/ns/us_news-environment/ 

2. October 21, Detroit News – (Michigan) River Rouge terminal fire doused without 
incident. Environmental officials determined Tuesday there is no dangerous fallout 
from an industrial fire that broke out earlier that day. The Environmental Protection 
Agency (EPA) and the U.S. Coast Guard said there was no residual risk to people 
living near Zug Island after paving-grade asphalt in a 70-square-yard area went up in 
flames during a cleanup Tuesday morning. The fire’s black smoke could be seen 
billowing for miles. The terminal manager at Michigan Marine Terminal in River 
Rouge said the asphalt had spilled from a leak in May at the property. An oil storage 
tank on the property also exploded. No injuries or evacuations were reported. “If 
someone had inhaled the smoke while the fire was still going strong, that would be one 
thing, but the EPA and Coast Guard said everything’s OK now,” said the River Rouge 
Fire Captain. Wayne County’s director of homeland security and emergency 
management said hazardous materials crews and emergency personnel responded. 
Source: 
http://www.detnews.com/article/20091021/METRO01/910210360/1409/METRO/Rive
r-Rouge-terminal-fire-doused-without-incident 

3. October 20, Rochester Post-Bulletin – (Minnesota) With threat of rolling blackouts, 
city council OKs emergency power repair. With Rochester Public Utilities (RPU) 
warning of possible blackouts and “devastating” effects on Rochester, Minnesota, the 
city council passed an emergency resolution on October 19 to repair a key piece of 
electrical generating equipment. A failed bearing knocked out the city’s primary 
internal provider of electrical power, the Cascade Creek gas turbine No. 2, according to 
RPU. The turbine’s failure jeopardizes the reliability of the Rochester electrical system 
and could result in blackouts, an RPU general manager wrote in a memo to the city 
council. Adding urgency to the current situation, a transmission line that supplies 
Rochester with energy is also out of service while being upgraded. The upgrades 
apparently started before the bearing failure was discovered in the Rochester gas 
turbine in September, said an RPU spokesman, and could take 90 days or longer to 
complete. There is a second transmission line that brings electricity into Rochester, but 
problems could result if that line fails or demand rises above the energy levels the line 

http://www.detnews.com/article/20091021/METRO01/910210360/1409/METRO/River-Rouge-terminal-fire-doused-without-incident
http://www.detnews.com/article/20091021/METRO01/910210360/1409/METRO/River-Rouge-terminal-fire-doused-without-incident
http://www.msnbc.msn.com/id/33413134/ns/us_news-environment/
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is allowed to bring into Rochester. The good news is that electricity usage is relatively 
low this time of the year, so a demand overload is not likely from items such as air 
conditioners. Rochester has another gas-powered turbine, the Lake Zumbro 
Hydroelectric Plant, and the Silver Lake Power Plant that can be used to generate 
electricity if needed. 
Source: 
http://www.postbulletin.com/newsmanager/templates/localnews_story.asp?z=2&a=421
705 

For another story, see item 21  
 
[Return to top]  

Chemical Industry Sector 

4. October 20, Contra Costa Times – (California) Chlorine spill disrupts morning 
commute at Hillsdale Avenue in San Jose. A truck spilled chlorine, acid and other 
hazardous liquids after colliding with another vehicle this morning at a south San Jose 
intersection, the city’s fire department reported. According to fire officials, the truck 
belonged to a pool-supply company. The accident caused delays for drivers during the 
morning commute. The road is a popular route for morning commuters heading for the 
Almaden and Capitol expressways. Police officers who arrived at the accident noticed 
the chemical spill, prompting an emergency call to the fire department’s hazardous 
incidents team. The unit typically sprays foam on road spills to neutralize the toxic 
chemicals. Meanwhile, buses and motorists on their morning commutes were diverted 
on side streets around the spill. The intersection was reopened by early afternoon. No 
injuries or arrests were reported from the accident or spill. The cause of the incident is 
still under investigation. 
Source: http://www.contracostatimes.com/california/ci_13603468 

5. October 20, KSL 5 Salt Lake City – (Utah) Hazardous chemicals found in Ogden 
home to be detonated. Ogden city firefighters and bomb squad members are planning 
to detonate hazardous materials Thursday that were found inside an elderly man’s 
Ogden home. Officials say the man used to work at ATK Thiokol and used the 
chemicals to make rocket fuel. “He purchased this stuff at various short sales. At one 
point, he was taking the product and making some fuels other people would want to 
buy to launch their rockets,” explained the Ogden Deputy Fire Chief. “Some of the 
product is stuff you can’t get your hands on nowadays,” he continued. The fire chief 
said the man had the proper license from the Bureau of Alcohol, Tobacco and Firearms 
to possess the chemicals. He said they have been stored and labeled meticulously. “I 
continually hear words from people up at the site testing chemicals, that go: ‘This 
person was a genius. He really understood what he was doing,’” the chief said. 
Officials were tipped off to the chemicals following an incident in Box Elder County 
on October 9. The man reportedly asked a friend to help him inventory chemicals at 
two storage facilities and possibly dispose of them. The friend realized the chemicals 
were dangerous and called for help. Authorities interviewed the family and learned 

http://www.contracostatimes.com/california/ci_13603468
http://www.postbulletin.com/newsmanager/templates/localnews_story.asp?z=2&a=421705
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more chemicals were being stored at the man’s home as well. Due to poor health, the 
man is not able to help with the cleanup. Some of the chemicals are decades old, but 
since they are stored separately from one another, officials believe it is safe for the man 
and his wife to live in the house while the chemicals are removed. 
Source: http://www.ksl.com/?nid=148&sid=8382477 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. October 21, Reuters – (New Jersey) PSEG NJ Hope Creek reactor back at full 
power. Public Service Enterprise Group Inc’s (PEG.N) 1,209-megawatt Hope Creek 
nuclear power reactor in New Jersey returned to full power by early Wednesday from 
50 percent early Tuesday, the U.S. Nuclear Regulatory Commission said in a report. 
The company reduced the unit to take one of the reactor’s four circulation water pumps 
out of service for repairs. The pump moves cooling water between the condenser and 
cooling tower. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN2147641120
091021 

7. October 20, KSBY 6 San Luis Obispo – (California) Investigators determine cause of 
brush fire near Diablo Canyon Power Plant. Investigators with Cal Fire say winds 
blew embers outside a controlled burn area, which caused Saturday’s brush fire in San 
Luis Obispo County. Cal Fire confirmed that wind blew the embers into surrounding 
brush. Crews contained the fire to less than 11 acres. The brush fire did not threaten the 
Diablo Canyon nuclear plant, employees, or nearby power lines. Cal Fire and PG&E 
have worked together to provide hazard abatement along PG&E’s property for the past 
twenty years. The abatement program includes managing controlled burns.  
Source: http://www.ksby.com/Global/story.asp?S=11346320 

For another story, see item 22  
 
[Return to top]  

Critical Manufacturing Sector 

8. October 21, Bloomberg – (International) Geely, Ford Volvo talks said to falter on 
safeguards. Geely Holding Group Co.’s 10-month effort to buy Volvo from Ford 
Motor Co. may fall apart within days as the companies struggle to agree on intellectual 
property rights, two people familiar with the talks said. Geely and Ford officials are 
meeting in London this week to try to resolve the U.S. automaker’s concerns about 
sharing technology and future product plans, said the people, who asked not to be 
identified because the negotiations are private. Without an accord, Ford may opt to 
keep the Swedish unit, where losses are narrowing and sales are improving, the people 
said. Concerns about intellectual property rights have hindered Chinese automakers’ 

http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN2147641120091021
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN2147641120091021
http://www.ksby.com/Global/story.asp?S=11346320
http://www.ksl.com/?nid=148&sid=8382477
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attempts to make acquisitions, slowing overseas expansion plans. In July, General 
Motors Co. rejected an offer for Opel from Beijing Automotive Industry Holding Co. 
after failing to agree on safeguards for designs and technology, the Chinese company’s 
chairman, said on July 24. The renewed talks about intellectual property follow the 
FBI’s October 14 arrest of a former Ford engineer who was charged with stealing more 
than 4,000 documents from the Dearborn, Michigan-based automaker in an effort to get 
a job with Shanghai Automotive Industry Corp., according to the U.S. indictment. The 
European Union and the U.S. have previously criticized China’s defense of intellectual 
property rights and the production of pirated goods. Automakers including Toyota 
Motor Corp. and GM’s South Korean unit have sued Chinese carmakers in patent 
disputes. Any Volvo buyer would gain insight into Ford’s future products, which will 
still share Volvo technology and mechanical vehicle designs, the people said. Ford 
wants assurances that Geely will keep new-model blueprints secret, the people said. 
Without those guarantees, Ford is prepared to put off plans to sell Volvo because the 
unit’s prospects are improving and it might command a better price when the economy 
recovers, the people said. 
Source: http://www.bloomberg.com/apps/news?pid=20601080&sid=aRAmFDIvk7gU 

[Return to top]  

Defense Industrial Base Sector 

9. October 21, Lockheed Martin – (National) Lockheed Martin-built Trident II D5 
Missile achieves record 129 successful test flights in a row over 20 years. The U.S. 
Navy conducted successful test flights September 3 and 4 of two Trident II D5 Fleet 
Ballistic Missiles (FBMs) built by Lockheed Martin. The Navy launched the unarmed 
missiles from the submerged submarine USS West Virginia (SSBN 736) in the Atlantic 
Ocean. The Trident II D5 missile now has achieved 129 consecutive successful test 
flights since 1989. The Navy launched the missiles as part of a Follow-on 
Commander’s Evaluation Test. The Navy conducts a continuing series of operational 
system evaluation tests to assure the safety, reliability, readiness and performance of 
the Trident II D5 Strategic Weapon System, as required by the Department of 
Defense’s National Command Authority. The Navy conducts the tests under the testing 
guidelines of the Joint Chiefs of Staff. For the tests, the missiles were converted into 
test configurations using a test missile kit produced by Lockheed Martin that contains 
range safety devices and flight telemetry instrumentation. First deployed in 1990, the 
D5 missile is currently aboard OHIO-class submarines and British VANGUARD-class 
submarines. The three-stage, solid-propellant, inertial-guided ballistic missile can travel 
a nominal range of 4,000 nautical miles and carries multiple independently targeted 
reentry vehicles. The test also involved the Lockheed Martin-integrated navigation 
subsystem that provides navigation data required to support Trident Weapon System 
performance requirements. 
Source: http://www.reuters.com/article/pressRelease/idUS135240+21-Oct-
2009+PRN20091021 

http://www.reuters.com/article/pressRelease/idUS135240+21-Oct-2009+PRN20091021
http://www.reuters.com/article/pressRelease/idUS135240+21-Oct-2009+PRN20091021
http://www.bloomberg.com/apps/news?pid=20601080&sid=aRAmFDIvk7gU
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10. October 20, Defence Talk – (National) Army says body armor safe, despite GAO 
report. Testing anomalies cited in an October 16 Government Accountability Office 
(GAO) report on body armor do not mean the plates are unsafe, said the program 
executive officer for the organization that fields new equipment to Soldiers. During a 
media conference just hours after release of the GAO report, he said that the 85,000 “X 
Small Arms Protective Inserts” of interest in the report have not been fielded to 
Soldiers and are in storage, and that the plates now in Soldiers’ use are safe. He said the 
Army has worked closely with GAO and other organizations to improve testing and 
evaluation in the acquisition process, and that the Army has in fact made 
improvements. The GAO report, he said, points out pains the Army has had with 
improvements in its evaluation and testing processes. “The challenge we are having 
with this GAO audit report is they are challenging our processes, and I think what we 
are really identifying is we have had an evolution of processes and we need to better 
articulate what we are doing there,” he said. The 85,000 XSAPI inserts are ceramic 
plates that fit into tactical vests for wear by Soldiers to provide protection against 
projectiles and fragmentation. The GAO report questions adherence of the Army to 
some testing protocols when evaluating the plates. “Overall reliability and repeatability 
of the test results are uncertain,” the report said. The Program Manager said the Army 
is conducting additional testing on the plates to document their safety in compliance 
with standards. Phase II testing, he said, has already been conducted, and Phase III 
testing will start in November. 
Source: http://www.defencetalk.com/army-says-body-armor-safe-despite-gao-report-
22659/ 

[Return to top]  

Banking and Finance Sector 

11. October 21, Globe and Mail – (International) MoneyGram fined $18-million in cash-
transfer scams. The FTC alleges that MoneyGram allowed its system to be used by 
fraudulent telemarketers, most based in Canada, to bilk thousands of Americans out of 
more than $80-million (U.S.). The commission said the real loss is far higher, because 
only about one-quarter of consumer fraud cases are reported. MoneyGram has agreed 
to pay $18-million (U.S.) to settle the allegations, representing the amount it made on 
transfer commissions. It must also implement a sweeping anti-fraud and agent 
monitoring program. The FTC said U.S. consumer complaints involving money 
transfers to Canada more than doubled from 2003 to 2007.  The FTC alleged that 
MoneyGram ignored thousands of complaints about a group of roughly 100 agents in 
Canada who handled close to $100-million in transfers annually. Roughly 99 Canadian 
MoneyGram agents had previously been fired or suspended by Western Union over 
allegations of fraud, court filings alleged, and MoneyGram did few, if any, background 
checks. Some MoneyGram agents in Ontario knowingly accepted fake identification 
from cash recipients for years while others directed telemarketing scams, the FTC 
alleged. At least 65 agents have been charged or are under investigation in Canada by 
the RCMP, the agency said in court filings. 

http://www.defencetalk.com/army-says-body-armor-safe-despite-gao-report-22659/
http://www.defencetalk.com/army-says-body-armor-safe-despite-gao-report-22659/
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Source: http://www.theglobeandmail.com/report-on-business/moneygram-fined-18-
million-in-cash-transfer-scams/article1331768/ 

12. October 20, Arizona Republic – (Arizona) Scottsdale police warning residents of 
banking scam. An ongoing banking scam is attempting to scheme people out of their 
money. The Scottsdale Police Department’s Financial Crimes Unit said that the 
scammers send texts and e-mails posing as a bank. The message tells the potential 
victim that their debit card account is about to be deactivated and that the victim must 
provide the scammers with their debit card number so they can reactivate it. The 
messages attempt to look authentic by giving the name of the bank and the six-digit 
Bank Identification Number. Through the e-mails, the scammers link to a fake Web 
site, often modeled to look like an actual bank Web site, according to police. The texts 
come from a variety of numbers that, when called, redirect to a phone tree that prompts 
the caller to enter their 16-digit debit card number. There is seemingly no other option 
for the caller to make and the system seems to recognize false numbers. Depending on 
the response of the recipient, or lack of a response, more messages may be sent with an 
increasingly intimidating tone, police said. Several banks in different jurisdictions have 
reported the scam, with similar, if not identical processes. Scottsdale police say that the 
scammers are not based in Arizona.  
Source: http://www.azcentral.com/news/articles/2009/10/20/20091020sr-
scam1021.html 

[Return to top]  

Transportation Sector 

13. October 20, CNN – (Atlanta) FAA investigates jet landing on Atlanta taxiway. The 
Federal Aviation Administration (FAA) is investigating how an international flight into 
Atlanta’s major airport landed on a taxiway instead of a runway early Monday. An 
FAA spokeswoman said Delta Flight 60, from Rio de Janeiro, Brazil, to Atlanta’s 
Hartsfield-Jackson International Airport, was cleared to land around 6:05 a.m. Monday 
morning on Runway 27R but landed instead on Taxiway M, which runs parallel to the 
runway. No other aircraft were on the taxiway, and there was no damage to either the 
taxiway or the plane, she said. A runway or taxiway collision, particularly with one 
plane preparing to take-off and carrying a full fuel load, would be catastrophic. She 
also said she is not sure whether or when other aircraft have ever landed on the taxiway 
at Hartsfield. Both Runway 27R and Taxiway M are 11,890 feet long, she said, but the 
runway is marked with white lights while the taxiway is marked with blue lights. A 
Delta spokesman said the airline is currently cooperating with the FAA and the 
National Transportation Safety Board in their investigation, as well as conducting their 
own internal investigation. The pilots of the flight have been relieved from active flying 
pending the completion of these investigations, she said. There was a medical 
emergency reported on board the plane, but neither the Delta spokesman nor the FAA 
spokeswoman offered any details. 
Source: http://www.wibw.com/nationalnews/headlines/65103292.html 

http://www.azcentral.com/news/articles/2009/10/20/20091020sr-scam1021.html
http://www.azcentral.com/news/articles/2009/10/20/20091020sr-scam1021.html
http://www.wibw.com/nationalnews/headlines/65103292.html
http://www.theglobeandmail.com/report-on-business/moneygram-fined-18-million-in-cash-transfer-scams/article1331768/
http://www.theglobeandmail.com/report-on-business/moneygram-fined-18-million-in-cash-transfer-scams/article1331768/
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For more stories, see items 1, 2, 4, and 19  
 
[Return to top]  

Postal and Shipping Sector 

14. October 20, Kansas City Star – (Missouri) KC woman, son accused of assaulting 
postal inspector. A federal grand jury indicted a Kansas City woman and her teenage 
son this afternoon for allegedly assaulting a U.S. postal inspector last month. The 
mother, who turns 49 Wednesday, and son, 19, face up to 20 years in federal prison if 
convicted. Tuesday’s indictment replaces a complaint filed September 25, the day after 
the alleged incident. The postal inspector and several other postal employees went to 
the family’s house in the 10900 block of Ewing Avenue to discuss problems with an 
aggressive dog, according to the affidavit filed with the complaint. The mother came 
outside and allegedly pushed the female inspector, who then grabbed the mother in a 
“defensive manner,” according to court documents. The son then came outside and 
allegedly began choking the inspector before he was restrained by one of the other 
postal employees. While the mother was being restrained, the son allegedly tried to 
command the dog to attack and threatened to shoot and kill the postal employees, 
according to the allegations. 
Source: http://www.kansascity.com/news/breaking_news/story/1519519.html 

15. October 20, WSAV 3 Savannah – (Georgia) Three arrested in connection with U.S. 
post office robbery in Effingham County. Three men have been arrested and charged 
in connection with the armed robbery of an Effingham County Post Office October 14. 
Two suspects, and 18 and 17-year old, of Statesboro, have both been charged with 
armed robbery, aggravated assault, false imprisonment, and conspiracy to commit a 
crime. The third suspect, 19, of Pembroke, has been charged with armed robbery and 
conspiracy to commit a crime. The robbery happened at the Eden Post Office at 1228 
Highway 80. The Sheriff’s Department say the three wore masks and robbed the Post 
Office at gunpoint. The sheriff said, “We are extremely proud of the teamwork 
displayed by all agencies involved with this case which led to these three arrests.” 
“Crimes against the U.S. Postal Service are taken very seriously, especially when they 
endanger our employees.” U.S. Postal Inspectors are seeking federal charges, said a 
U.S. Postal Inspector and Public Information Officer for the Atlanta Division. All three 
suspects are currently being held in the Effingham County Jail. 
Source: 
http://www2.wsav.com/sav/news/local/article/three_arrested_in_connection_with_u.s._
post_office_robbery_in_effingham_cou/59258/ 

[Return to top]  

Agriculture and Food Sector 

16. October 20, National Pork Board – (National) National Newspaper Association 
supports calling virus H1N1. U.S. pork producers picked up an important ally this 

http://www.kansascity.com/news/breaking_news/story/1519519.html
http://www2.wsav.com/sav/news/local/article/three_arrested_in_connection_with_u.s._post_office_robbery_in_effingham_cou/59258/
http://www2.wsav.com/sav/news/local/article/three_arrested_in_connection_with_u.s._post_office_robbery_in_effingham_cou/59258/


 - 9 - 

week in their effort to properly name the H1N1 flu virus when the president of the 
National Newspaper Association (NNA) urged community newspaper publishers and 
editors to use precise language in coverage of the flu pandemic. A publisher of the 
Allegan County News in Allegan, Mich., told her members that confusion from 
newspaper headlines that refer to H1N1 as “swine flu” has “unfairly cast doubt upon 
the pork industry.” NNA is a not-for-profit trade association representing the owners, 
publishers and editors of America’s 2,400 daily and weekly community newspapers. 
An Iowa pork producer who is president of the National Pork Board, said this 
clarification is vitally important to the nation’s 70,000 pork producers. 
Source: http://www.pork.org/NewsAndInformation/WebFeaturePage2.aspx?Id=519 

17. October 20, Associated Press – (California) Baby food recalled for possible 
botulism. Plum Organics of Emeryville, California is recalling some of its apple and 
carrot portable pouch baby food because of concerns over possible botulism 
contamination. The product was sold individually throughout the country at Toys-R-Us 
and Babies-R-Us stores. The recalled product is sold in 4.22-ounce pouches, with a 
“best by” date of May 21, 2010, and UPC 890180001221. “The product did not meet 
the FDA guidelines for proper acidity level,” a member of the Plum Organics action 
team, said in a statement. The company is concerned that the baby food may be 
contaminated with Clostridium botulinum, which can cause botulism, a serious and 
sometimes life-threatening condition. No illnesses have been reported in connection 
with the baby food, and no other Plum Organics products are affected, the company 
said in a statement.  
Source: http://www.msnbc.msn.com/id/33397420/ns/health-kids_and_parenting/ 

18. October 20, Des Moines Register – (Iowa) Des Moines plant reports mischief 
causing $19,000 damage. A Des Moines meat processor filed a report with police on 
Monday claiming someone tossed a white glove into a meat grinder, causing damage to 
the machine. The repair estimate was $19,000, police said. The incident occurred at 
Swan Packing on Thursday between 5 a.m. and 7 a.m. No suspects are mentioned in the 
report. A spokesman for Swan Packing told police the incident marks the third time it 
has happened. Repair costs for the other two incidents are not listed in the report. 
Source: http://www.desmoinesregister.com/article/20091020/NEWS/91020002/-
1/LIFE04 

19. October 20, Wassau Daily Herald – (Wisconsin) Tanker truck spills whey in 
Spencer. A tanker truck carrying 53,000 pounds of liquid whey tipped over this 
morning in Spencer and spilled about half of its load, according to the Marathon 
County Sheriff’s Department. The crash was reported at 6:25 a.m. on Highway V. A 
sheriff’s lieutenant said the truck was being driven along the ditch line, went off the 
road and landed on its side. The whey is used by farmers as a fertilizer. There is no 
concern that the whey is hazardous or poses a risk of fire, he said. The Marathon 
County Emergency Management Department was called to the scene to determine if 
there is any potential risk to the whey contaminating a waterway, the lieutenant said. 
No one was injured in the rollover. 

http://www.msnbc.msn.com/id/33397420/ns/health-kids_and_parenting/
http://www.desmoinesregister.com/article/20091020/NEWS/91020002/-1/LIFE04
http://www.desmoinesregister.com/article/20091020/NEWS/91020002/-1/LIFE04
http://www.pork.org/NewsAndInformation/WebFeaturePage2.aspx?Id=519
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Source: 
http://www.wausaudailyherald.com/article/20091020/WDH0101/91020017/1981 

[Return to top]  

Water Sector 

20. October 20, Riverside Press-Enterprise – (California) Water districts allowed to 
capture dam runoff. California state regulators on Tuesday approved allowing two 
Inland water agencies to capture runoff from Seven Oaks Dam, essentially giving them 
a drought bank that could supply more than 70,000 homes per year with water once lost 
to communities downstream. The unanimous vote by the State Water Resources 
Control Board in Sacramento ends an 18-year quest by San Bernardino Valley 
Municipal Water District and Western Municipal Water District in Riverside to divert 
Santa Ana River water. Under the newly granted rights, trillions of gallons of water 
once lost to Orange County can now be stored in local underground basins or sent to 
treatment plants for immediate use. “We have this ability now to take water in wet 
years and store it for dry years,” said the general manager at Western Municipal, which 
provides residential and wholesale service in Riverside, Jurupa, Corona, Norco, Lake 
Elsinore, Murrieta, and Temecula. The river is slowed enough by the 550-foot dam to 
be caught then percolated into the ground. Under an agreement with the state, Orange 
County is entitled to 42,000 acre-feet of Santa Ana River water per year. But the region 
had been receiving more like 190,000 acre-feet annually because it could not be 
captured, the general manager said. San Bernardino Valley and Western are allowed to 
divert up to 158,000 acre-feet of water from the Santa Ana River and four tributary 
streams behind the dam. The water will be taken off the Santa Ana River below the 
dam using diversion structures owned by the conservation district. The structures are 
ridges across the river, which move water to the side and into a pit where it is funneled 
into a pipeline. The diversion structures and pipelines will be improved over the next 
decade to allow more water capture, the general manager said. 
Source: 
http://www.pe.com/localnews/environment/stories/PE_News_Local_S_dam21.42c66aa
.html 

21. October 20, Pittsburgh Tribune-Review – (Pennsylvania) Recycling of waste water to 
be norm for Marcellus Shale gas wells. Major companies drilling for natural gas in 
Western Pennsylvania’s Marcellus Shale rock formation are or soon will be recycling 
all the waste water recovered from their operations, executives said Monday. The 
president of Range Resources Corp. emphasized the importance of recycling and 
reusing water recovered from its natural gas drilling operations in Washington County. 
“We are recycling 100 percent of the flowback water, which is between 15 percent and 
30 percent of the water used during Marcellus Shale well drilling,” he said. A typical 
well drilled in the Marcellus Shale formation uses new horizontal drilling technology 
that uses millions of gallons of water to fracture gas-containing shale thousands of feet 
underground and may return 600,000 gallons of water to be recycled. Recycling efforts 
are expected by proponents to play a huge role in achieving the state Department of 
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Environmental Protection’s (DEP) proposed 2011 water quality discharge standards. 
Earlier this year, the DEP secretary announced a proposal that all industrial water 
discharges contain less than 500 parts per million of total dissolved solids. The 
proposal would impact several industries, including natural gas development. Water 
recycling is important because demand for treating wastewater from oil and gas 
production in the state is expected to reach about 9 million gallons a day this year, 
according to a DEP report. It is projected to increase to 16 million gallons next year and 
19 million gallons a day in 2011, when new standards limiting such pollution would 
take effect. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/business/s_648829.html 

22. October 20, Salt Lake City Deseret News – (Utah) Water diversion delay urged for 
proposed nuclear reactor. Critics of a plan to divert river water to support a proposed 
nuclear reactor in Emery County, Utah, say any diversion should be put on hold until a 
new study of the Colorado River’s water supplies is completed. Additionally, they say 
Utah’s water engineer should hold off until their protests are formally heard in the 
spring of 2010. At issue is the transfer of 24,000 acre-feet of water from the San Juan 
River to the Green River in support of Blue Castle Holdings’ nuclear reactor at an 
industrial park. Another 29,600 acre-feet of water is pending for lease from the Kane 
County Water Conservancy District in support of the project’s development. Both 
applications for the water transfers from the Green and San Juan rivers are scheduled 
for hearings next year before the state engineer within the Utah Division of Water 
Rights. The conservation director with Living Rivers, an advocacy group for the 
protection of the Colorado River, said too much is unknown about the impacts of the 
project for it to proceed. Any reduction in water quantity in the Green River, for 
example, could imperil three species of already threatened fish and have detrimental 
effects on other wildlife, he said. “It does not seem like wise and prudent water 
management,” he said. 
Source: http://www.deseretnews.com/article/705338101/Water-diversion-delay-urged-
for-proposed-nuclear-reactor.html 

23. October 19, KCTV 5 Kansas City – (Kansas) Zebra Mussels found In 
Lawrence. Zebra mussels have been found in the Lawrence, Kansas, water treatment 
plant, the city reported Monday. Lawrence officials said in early October the city 
performed routine maintenance at its Kaw Water Treatment Plant and discovered the 
mussels. Zebra mussels are a highly invasive shellfish with a strong tendency to 
colonize in fresh water basins. They were first reported in the Great Lakes in 1988. 
Since that time, zebra mussel populations have spread dramatically throughout the 
Midwest, southeast and northeastern segments of the United States. After discovering 
the mussels, city officials said they notified the Kansas Department of Wildlife and 
Parks and the Kansas Department of Health and Environment. According to Lawrence 
officials, Zebra mussels do not pose a public health concern because they cannot 
survive the chlorination process used in water treatment. The biggest concern for the 
city is the impact the creatures will make for maintenance and operations for the intake 
and raw water processing at the plant. “Every fall, we clean the basins at the water 
treatment plant,” the Kaw Plant manager, said. “In the future, we may have to look at 
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additional opportunities for cleaning and utilization of aggressive mechanical methods 
to lessen the effect of the mussels on our operations. The quality and quantity of water 
produced will not be affected.” The city said they are watching the zebra mussels are of 
great concern for municipalities and industries due to their rapid ability to multiply and 
colonize. The mussels can completely cover intake valves, concrete basins and 
transport lines, city officials said. In the past week zebra mussels were found in Lake 
Wilson in western Kansas. 
Source: http://www.kctv5.com/news/21338678/detail.html 

[Return to top]  

Public Health and Healthcare Sector 

24. October 20, SCMagazine – (National) Survey finds lax health care privacy in United 
States. More than half of American hospitals fail to take appropriate steps to protect the 
privacy of patients, according to a new survey of health care IT security professionals. 
Released Tuesday by the Ponemon Institute, the survey, titled “Electronic Health 
Information at Risk: A Study of IT Practitioners,” found that 80 percent of responding 
health care organizations had experienced at least one incident of lost or stolen 
electronic health information in the past year. Among the IT professionals surveyed, 70 
percent said senior management does not view privacy and data security as a priority. 
“The majority of IT practitioners in our study don`t believe that their organizations 
have adequate resources to protect patients` sensitive or confidential information,” the 
chairman and founder of the Ponemon Institute, said in a statement. “The lack of 
resources and support from senior management is putting electronic health information 
at risk.” The study, sponsored by log management provider LogLogic, surveyed 542 
senior IT practitioners from health care organizations. with an average of more than 
1,000 employees, about how secure they believe electronic patient medical records are.  
Source: http://www.scmagazineus.com/Survey-finds-lax-health-care-privacy-in-
United-States/article/155795/ 

25. October 20, Associated Press – (Pennsylvania) Pa. guilty in bomb threat fueled by 
hospital wait. A man has pleaded guilty to calling a bomb threat into an Erie, 
Pennsylvania hospital because he was upset his girlfriend had to wait four hours for 
treatment. Police said the man made the call from his cell phone after 11 p.m. August 
17, claiming there was a bomb near a hospital exit. Police found nothing. Police used 
information from cell phone towers to locate the man who pleaded guilty to a charge of 
terroristic threats. 
Source: 
http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20091020_ap_paguiltyi
nbombthreatfueledbyhospitalwait.html 

26. October 19, American Medical News – (National) 850,000 physicians urged to be on 
lookout for signs of identity theft. A file containing unencrypted identifying 
information for every physician in the country who contracts with a BlueCross 
BlueShield-affiliated insurance plan was on a laptop computer stolen from an employee 
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of the national association in Chicago. The employee-owned computer was taken from 
a car August 27, yet notification of doctors did not start until October. The BlueCross 
BlueShield Association told its affiliated plans a week after the theft. As of mid-
October, some physicians still had not received letters about the data breach. Doctors 
who were not among the estimated 187,000 whose Social Security numbers were 
included in the data might not be informed at all. Unlike with patient data, there are no 
state and federal laws that require physicians to be told in a specified number of days of 
a data breach involving their personal information. 
Source: http://www.ama-assn.org/amednews/2009/10/19/bil21019.htm 

[Return to top]  

Government Facilities Sector 

27. October 21, Military.Com – (National) Ex-FBI translator claims spying at 
DoD. After seven years of forced silence, a government whistleblower is opening up on 
what she learned while working as a Turkish translator for the FBI in the wake of the 
September 11 attacks. In sworn testimony to attorneys on August 8, the whistleblower 
described a Pentagon where key personnel helped pass defense secrets to foreign agents 
or provided them names of knowledgeable officials who were vulnerable to blackmail 
or co-option. And firmly rooted in this espionage program in the 1990s, according to 
the former translator’s deposition, were two men who, with the election of the former 
President in 2000, found themselves in the Pentagon: one official, who would head the 
Office of Special Plans, and another, who would become chairman of the Defense 
Advisory Board. “They were 100 percent directly involved,” the whistleblower told 
Military.com. “They were not in the Pentagon [in the late 1990s] but they had their 
people inside the Pentagon.” One of those people, she said, was an Air Force officer 
assigned to the Office of Special Plans who, in 2003, passed classified information to 
representatives of the American Israel Public Affairs Office, or AIPAC. By then one of 
the officials was leading the OSP. A Defense Department spokesman declined 
comment, saying any investigation into such allegations would be carried out by the 
FBI. An FBI spokesman said the bureau’s policy is not to confirm or deny the existence 
of an investigation. 
Source: http://www.military.com/news/article/ex-fbi-translator-claims-spying-at-
dod.html?ESRC=topstories.RSS 

28. October 20, Fox News and Associated Press – (New York) New York teen arrested in 
Columbine-style plot. A 15-year-old boy is being held in a psychiatric hospital after 
he stockpiled gasoline, propane, fuses and a machete for a planned attack at a New 
York school on the anniversary of the Columbine High School killings, police said. The 
boy, whose name was withheld, was arrested Monday evening after police searched his 
home in Monroe, 45 miles northwest of New York City. Police found 16-ounce bottles 
of gasoline, a torch, a machete, a black trench coat, two computers, three propane tanks 
and several other electronic devices, MyFoxNY.com reported. Police say he told them 
he planned to attack the Monroe-Woodbury High School on April 20 and was looking 
to buy an assault rifle. Police say the boy recently transferred to another school and 
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harbored grudges against former classmates. Police say it appears he acted alone. The 
Monroe-Woodbury superintendent said the willingness of students to come forward 
with information averted any threat to the district. 
Source: http://www.foxnews.com/story/0,2933,568740,00.html?test=latestnews 

29. October 20, Hattiesburg American – (Mississippi) HPD: Suspicious package at 
Antonelli College is not a bomb. Hattiesburg police are investigating a reported bomb 
threat at Antonelli College. HPD responded around 9 a.m. Tuesday to a call about a 
suspicious item found in the college’s parking lot. Hattiesburg Fire Department and 
Forrest County Emergency Management officials also responded to the call. A K-9 unit 
was on the scene to try and identify whether the package was a bomb. The dog later 
determined the package did not contain explosives. 
Source: 
http://www.hattiesburgamerican.com/article/20091020/NEWS01/91020007/HPD++Sus
picious+package+at+Antonelli+College+is+not+a+bomb 

30. October 19, Nextgov – (National) Social Security urged to upgrade data systems to 
meet increased demand. The Social Security Administration has thus far been able to 
support its systems that exchange information with other federal and state agencies, but 
will need to make upgrades to ensure the exchanges can handle future demands, 
according to a new Government Accountability Office report. The Social Security 
Administration operates more than 800 data exchanges, which allow the agency to send 
electronic information to state and local partners and receive it from them. Uses for the 
data include processing and distributing entitlement payments and validating the 
identity of people applying for driver’s licenses. State and federal agencies that GAO 
surveyed for the report said SSA had done an adequate job of providing data and 
support. They said the agency was responsive when problems arose and didn’t allow 
systems-related issues to adversely affect operations. Most agencies surveyed reported 
no problems with the data exchange systems. A number of SSA officials anticipate 
greater demands on the data exchanges, however. One reason is the recent expansion of 
the Homeland Security Department’s E-Verify program, which uses Social Security 
numbers to check the employment eligibility of newly hired workers. “Although SSA’s 
existing IT infrastructure is sufficient to support current outgoing data exchanges, SSA 
officials and the agency’s partners anticipate that the number of these exchanges will 
continue to increase and become more complex, placing greater demands on the 
infrastructure and systems,” the report stated. GAO warned, however, that SSA has not 
implemented the necessary IT management practices to effectively oversee the changes 
in the data exchanges. “If these analyses are not completed, SSA’s ability to provide 
and maintain an IT infrastructure that meets requirements to effectively support its data 
exchange programs in the future could be at risk,” the report concluded. 
Source: http://www.nextgov.com/nextgov/ng_20091019_7083.php?oref=topnews 

31. October 18, Boston Globe – (National) Secret Service strained as leaders face more 
threats. The unprecedented number of death threats against the President, a rise in 
racist hate groups, and a new wave of antigovernment fervor threaten to overwhelm the 
US Secret Service, according to government officials and reports, raising new questions 
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about the 144-year-old agency’s overall mission. The Secret Service is tracking a far 
broader range of possible threats to the nation’s leaders, the officials said, even as it 
also investigates financial crimes such as counterfeiting as part of its original mandate. 
The new demands are leading some officials, both inside and outside the agency, to 
raise the possibility of the service curtailing or dropping its role in fighting financial 
crime to focus more on protecting leaders and their families from assassination 
attempts and thwarting terrorist plots aimed at high-profile events. “If there were an 
evaluation of the service’s two missions, it might be determined that it is ineffective . . . 
to conduct its protection mission and investigate financial crimes,’’ according to a 
internal report issued in August by the Congressional Research Service. The report, 
which was provided to the Globe, said such a review should look at how money and 
staff are allocated, and whether some of the agency’s functions and workers should be 
transferred to the Treasury Department. 
Source: 
http://www.boston.com/news/nation/washington/articles/2009/10/18/secret_service_un
der_strain_as_leaders_face_more_threats/?page=1 

For another story, see item 41  
 
[Return to top]  

Emergency Services Sector 

32. October 21, New York Daily News – (New York) NYC’s mismanaged plan to 
upgrade emergency system 2 years late, $700M over budget. New York City’s $1.3 
billion plan to modernize the city’s 911 system is two years late, plagued by poor 
management and bad equipment, and has ballooned in cost to more than $2 billion, the 
Daily News has learned. Launched in the summer of 2005, the Emergency 
Communications Transformation Project was supposed to centralize call-and-dispatch 
operations for police, fire and emergency medical services into a single state-of-the-art 
computerized system. The deputy mayor, who oversees the project, has called it one of 
the administration’s top initiatives. But a host of problems dogged the project from the 
start — none of which have been publicly acknowledged. Among other problems, New 
York Police Department (NYPD) operators, who were to move into the Brooklyn 911 
center March 1, 2008, will not relocate there until next March. That is because 
subcontractor Motorola failed to give the NYPD an adequate computer software 
dispatch system. The city recouped $32 million from that and got another vendor. Only 
fire dispatchers from Brooklyn, Staten Island and Manhattan have relocated into the 
new 911 center. 
Source: http://www.nydailynews.com/ny_local/2009/10/21/2009-10-
21_mismanaged_plan_to_upgrade_emergency_system_2_years_late_700m_over_budg
et_citys_.html 

33. October 21, Contra Costa Times – (California) New crime lab sustains major 
internal water damage. Four months after the unveiling of a $75 million crime lab, 
the crown jewel of Santa Clara County’s criminal justice system was a waterlogged 
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mess Tuesday after a pump broke over the weekend, flooding the shiny glass building 
for more than 24 hours. The flood had nothing to do with the major storm that pelted 
parts of the greater Bay Area last week with record rainfall. Instead, ceramic seals on 
the rooftop pump cracked, sending water cascading down through all four floors of the 
lab. Because key areas were soaked, officials expect some delays in processing certain 
evidence, including DNA. No evidence was damaged, the lab’s director said. The lab 
remains open and about 24 of its 62 employees have been relocated to other parts of the 
building. 
Source: http://www.contracostatimes.com/california/ci_13603978 

[Return to top]  

Information Technology Sector 

34. October 21, The Register – (International) Kanye West death prank used to sling 
scareware. Rumours of the death of a popular rapper in a car crash became fodder for 
fake anti-malware scams on October 20. Users searching for more info on the fictitious 
fatality are liable to get redirected to sites distributing scareware, security researchers 
warn. The rumour itself reportedly originated on notorious image board 4chan, the 
seeding ground for the Anonymous campaign against Scientology. Bogus reports, 
claiming the rapper died in a crash involving two luxury cars in Los Angeles, 
subsequently appeared in email as well as appearing on social network sites such as 
Facebook and Twitter. These reports did not themselves point to malware-infested sites 
but made the topic of the rappers supposed demise a trending topic on Twitter and 
elsewhere. Hackers latched onto this to poison search results related to the rapper’s 
fictitious death.  
Source: http://www.theregister.co.uk/2009/10/21/kanye_west_scareware/ 

35. October 20, DarkReading – (National) DHS secretary says cabinet-level IT position 
unnecessary. The Secretary of the Department of Homeland Security (DHS) today 
basically dismissed the concept of a cabinet-level IT position for technology and 
cybersecurity, noting that IT networks and services underlie most operations today. The 
DHS Secretary delivered an unprecedented Web address on October 20, which came on 
the heels of a video address on cybersecurity by the U.S. President last week, urging 
citizens and businesses to help in the fight against cybercrime and cyberattacks, and 
detailing her department’s role in the fight. In a brief Q&A session following her online 
speech, she said, “It’s really hard to segregate [IT] out.” “I’m not sure that I think that a 
cabinet-level position is necessary. And the reason is that cyber runs through 
everything that we do as a government,” she said when asked why there was no 
cabinet-level IT position. “I think one of the things we’re learning as we enter this new 
cyber arena is that segregating it into an IT function is no longer adequate. Again, as 
my remarks suggested, cyber is part of everything we do, from the most basic 
transaction.” Cyber should be “part of our thinking in all departments,” she said. “But 
added to that now, the president has included a chief technology officer, a chief 
information officer, in the White House, and he will be appointing a coordinator for 
cyber within the White House to help make sure that cyber is part of all that we do 
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throughout the vast array of the federal government as we move forward.” 
Source: 
http://www.darkreading.com/security/government/showArticle.jhtml;jsessionid=PF5R5
YO1TPNHDQE1GHPSKHWATMY32JVN?articleID=220700409 

36. October 20, DarkReading – (International) Automotive industry hit hardest by 
spam: Panda. Panda Security, the Cloud Security Company, revealed on October 20 
the results of its three-month long study from July to September 2009 on the prevalence 
of spam across a range of industries. Investigating 11 sectors, including automotive, 
insurance, banking, tourism, construction, food and others, Panda analyzed the email 
traffic generated by 867 companies in 22 countries throughout the U.S. and Europe and 
found that the automotive industry is the top recipient of spam and email-borne 
malware. In total, more than 503 million messages were analyzed. The overall aim of 
the study was to compare the prevalence of spam and malware across different business 
sectors. Following automotive, the electronics sector and government institutions 
rounded out the top three recipients of spam and email-borne malware with ratios of 
99.89, 99.78 and 99.60 percent, respectively. This ratio represents the percentage of 
spam or malicious messages in relation to all email received. Consequently, this means 
that just 0.11 percent of mail received by businesses in the motor industry is legitimate 
(similarly 0.22 percent in the electronics sector, and 0.40 percent in government 
institutions). Interestingly, the banking sector, predicted by many to be a prime target, 
featured near the bottom of the ranking with a ratio of 92.48 percent. The education and 
tourism sectors close the ranking with figures of 87.98 and 87.22 percent. Banker 
Trojans were responsible for approximately 70 percent of all malware detections. These 
were followed by adware/spyware at 22 percent, with the remainder accounted for by 
viruses, worms, etc.  
Source: 
http://www.darkreading.com/vulnerability_management/security/antivirus/showArticle.
jhtml?articleID=220700410&subSection=Antivirus 

37. October 20, IDG News Service – (International) Hackers change tactics, Gumblar 
attacks surge again. Security researchers are seeing a resurgence of Gumblar, the 
name for a piece of malicious code that is spread by compromising legitimate but 
insecure Web sites. In May, thousands of Web sites were found to have been hacked to 
serve up an iframe, which is a way to bring content from one Web site into another. 
The iframe led to the “gumblar.cn” domain. Gumblar would then try to exploit the 
user’s PC via software vulnerabilities in Adobe Systems products such as Flash or 
Reader and then deliver malicious code. Gumblar has also now changed its tactics. 
Rather than hosting the malicious payload on a remote server, the hackers are now 
putting that code on compromised Web sites, vendors IBM and ScanSafe say. It also 
appears Gumblar has been updated to use one of the more recent vulnerabilities in 
Adobe’s Reader and Acrobat programs, according to IBM’s Internet Security Systems 
Frequency X blog. The hackers know that it’s only a matter of time before a malicious 
domain is shut down by an ISP. The new tactic, however, “gives them a decentralized 
and redundant attack vector, spread across thousands of legitimate websites around the 
world,” IBM said. To help avoid detection, the bad code that is uploaded to the 
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legitimate Web sites has been molded to match “existing file structures,” IBM said. It 
also has been scrambled or obfuscated to try and avoid detection.  
Source: http://www.infoworld.com/d/security-central/hackers-change-tactics-gumblar-
attacks-surge-again-646 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

38. October 21, Broadband DSL Reports – (National) Time Warner Cable security flaw 
exposes 65,000. A vulnerability in a Time Warner combination Wi-Fi router and cable 
modem could allow a hacker to remotely access the device’s administrative menu over 
the internet, according to a blogger. Time Warner Cable has confirmed the flaw, which 
impacts some 65,000 Time Warner Cable broadband users. According to the blogger, 
he discovered the vulnerability when trying to change the unit’s default encryption 
from WEP to WPA2, only to find the unit’s administration functions were disabled via 
javascript. The blogger simply disabled browser Javascript: “The extra features that I 
now had access to included a little item called ‘Back Up Configuration File.’ When I 
clicked it, a text dump of the router’s configurations was saved to my desktop. Upon 
examination of this file, I found the admin login & password in plaintext. Another issue 
which was alarming was the fact that by default, the web admin is accessible from 
ANYWHERE on the internet. By running a simple port scan of Time Warner IP 
addresses, I easily found dozens of these routers, open to attack.” The blogger claims 
he got in touch with Time Warner Cable’s security department four weeks ago, but was 
told “we are aware of it but we cannot do anything about it.” Time Warner Cable says 
they are aware of the router vulnerability and are working quickly to resolve the issue. 
They also note that the unit, made by SMC, only comprises a small portion of their 14 
million customer base. 
Source: http://www.dslreports.com/shownews/Time-Warner-Cable-Security-Flaw-
Exposes-65000-105074 

39. October 20, Web Host Industry Review – (National) US data center demand outpaces 
supply by three times. The demand for data center space is outpacing the supply by 
three times in the United States, said the EVP and director of the National Data Center 
Practice at Grubb & Ellis in his presentation on October 20 at the DatacenterDynamics 
conference. This is a drastic turn around from the lack of US high-tech real estate 
leasing activity seen in the first half of the year. The director says that 32 percent of the 
leased data center space is up for renewal between now and 2013, while colocation and 
wholesale data center prices are up by 15 percent. There is also stronger demand for 
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smaller transactions, specifically, for facilities with a capacity of 300 to 800kW. Data 
center operators are increasingly using modular designs, with POD sizes from 9,000 to 
10,000 square feet. Other data center trends include the market comprising mostly of 
social networking, virtualization platform providers and hosting providers. The director 
adds that organizations in the healthcare sector are also expected to increase their 
footprint as more organizations begin to digitize their medical records and the stimulus 
package funds continue to be distributed. Chicago is currently leading the rest of the 
country in colocation services, while latency is increasingly becoming an important 
factor for data center operators that target the financial sector.  
Source: http://www.thewhir.com/web-hosting-
news/102009_US_Data_Center_Demand_Outpaces_Supply_by_Three_Times 

40. October 20, CNET – (International) Leaking crypto keys from mobile 
devices. Security researchers have discovered a way to steal cryptographic keys that are 
used to encrypt communications and authenticate users on mobile devices by 
measuring the amount of electricity consumed or the radio frequency emissions. The 
attack, known as differential power analysis (DPA), can be used to target an 
unsuspecting victim either by using special equipment that measures electromagnetic 
signals emitted by chips inside the device or by attaching a sensor to the device’s power 
supply, the vice president of technology at Cryptography Research said on October 20. 
An oscilloscope can then be used to capture the electrical signals or radio frequency 
emissions and the data can be analyzed so that the spikes and bumps correlate to 
specific activity around the cryptography, he said. “While the chip performs 
cryptography it is massaging the secret key around in various ways. This processing 
causes information about the key to leak through the power consumption itself,” said 
the vice president. Smartphones and PDAs have been found to leak data unless they 
have countermeasures in place to protect against it.  
Source: http://news.cnet.com/8301-27080_3-10379115-245.html 
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41. October 21, Associated Press – (National) Feds: Mass. man planned terror attacks 
on U.S. malls. A graduate of the Massachusetts College of Pharmacy in Boston 
appeared in federal court Wednesday, hours after being charged with conspiring with 
two other men in a terror plot to kill two prominent U.S. politicians and attack shoppers 
in U.S. malls and American troops in Iraq. Authorities say the men’s plans were 
thwarted in part when they could not find training and were unable to buy automatic 
weapons. The 27-year old suspect was arrested Wednesday morning at his parents’ 
home in Sudbury and appeared for a brief hearing later in the day. Prosecutors say he 
worked with two men from 2001 to May 2008 on the conspiracy to “kill, kidnap, maim 
or injure” soldiers and two politicians who were members of the executive branch but 
are no longer in office. Authorities refused to identify the politicians. The suspect 
conspired with an identified man, who authorities say is now in Syria, and an unnamed 
man, who is cooperating in the investigation. The three men often discussed their desire 

http://news.cnet.com/8301-27080_3-10379115-245.html
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to participate in “violent jihad against American interests” and talked about “their 
desire to die on the battlefield,” prosecutors said. But when they were unable to join 
terror groups in Iraq, Yemen, and Pakistan, they found inspiration in the Washington-
area sniper shootings and turned their interests to domestic terror pursuits while they 
plotted the attack on shopping malls, authorities said. The suspect had “multiple 
conversations about obtaining automatic weapons and randomly shooting people in 
shopping malls,” said an Acting U.S. Attorney. Prosecutors would not say which malls 
had been targeted. The attorney said the men justified attacks because U.S. civilians 
pay taxes to support the U.S. government and because they are “nonbelievers.” The 
mall plan was abandoned after the men failed to track down automatic weapons, the 
Attorney said. The suspect, a U.S. citizen, was arrested in November and charged with 
lying to the FBI in December 2006 when asked the whereabouts of a man who is now 
serving a 10-year prison sentence for training with al-Qaida to overthrow the Somali 
government. Authorities said Wednesday that the suspect and his conspirators had 
contacted the man about getting automatic weapons for their planned mall attacks. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jkGkNQ5tvHkQQxF9m_GOSj
Q4asZAD9BFLKJ81 

42. October 21, XETV 6 San Diego – (California) Mock pipe bomb forces strip mall 
evacuation. The discovery of a mock pipe bomb at a Grantville-area Postal Annex 
store on Tuesday prompted a four and half-hour evacuation of the business and nine 
others in the surrounding strip mall. The hoax device, a roughly 3-foot-long plastic pipe 
with wires sticking out of it, was discovered inside the shop in the 6500 block of 
Mission Gorge Road about 12:30 p.m., according to police and the San Diego Fire-
Rescue Department. Authorities cleared everyone out of the store and surrounding 
businesses — including a supermarket, electronics shop, hair salon and dry cleaners — 
and called in the city’s Metro Arson Strike Team (MAST). The bomb squad used an X-
ray machine to inspect the object, which had been mailed to the Postal Annex, but got 
no conclusive findings about its contents, a fire department spokesman said. Shortly 
after 5 p.m., the MAST personnel blew up the cylinder, which turned out to contain no 
explosive materials. The Federal Bureau of Investigation is investigating the incident. 
Source: http://www.sandiego6.com/news/local/story/Mock-Pipe-Bomb-Forces-Strip-
Mall-Evacuation/RbtBaaqvGEGXxGo26d4ePg.cspx 
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Nothing to report 
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43. October 21, WVNS 59 Lewisburg – (West Virginia) Bluestone Dam gets millions in 
federal money for repairs. A West Virginia senator announced that the U.S. Senate 
has given final approval to the FY 2010 Energy and Water Development 
Appropriations bill. That bill includes $111 million in funding for flood control projects 
in West Virginia, including $82 million for the Bluestone Dam. The senator said the 
Bluestone Day funding will continue work to stabilize the dam in Hinton which does 
not meet current safety standards. He said the project will keep more than 115,000 
people and property in excess of $6.5 billion out of harm’s way. In addition to the 
Bluestone Dam funding, several other projects in southern West Virginia received 
appropriations through the bill, those include: Marlinton Flood Control Project- $1.4 
million dollars to develop a flood control project on the Greenbrier River in Marlinton, 
consisting of a combination of levees and flood walls; McDowell Co. Tug Fork Flood 
Control Project- $2.75 million to continue work associated with the flood proofing or 
relocation of residential or commercial structures in McDowell Co. which are located 
within are located within the 100-year floodplain or were impacted by the floods of 
1977, 2001 and 2002; Statewide Flood Warning System-Funding of what could be 
more than $1.5 million to continue to install stream gauges and upgrade existing gauges 
across the state. 
Source: http://www.cbs59.com/story.cfm?func=viewstory&storyid=68827 

44. October 20, San Jose Mercury News – (California) Dam upgrade complete. On 
Tuesday, the Santa Clara Valley Water District celebrated the completion of a $62 
million project to modernize Lenihan Dam at Lexington Reservoir near Los Gatos, 
California. A group of school children from Lexington Elementary School watched a 
stirring first-flow ceremony where thousands of gallons of water were released out of 
new outlets. The two-year project drew great public interest when reservoir water levels 
were so low that a pair of former towns — Lexington and Alma — were revealed. The 
new construction included the carving of a half-mile long, 12-foot-high tunnel through 
St. Joseph’s Hill. There also was the installation of a steel pipe to replace an aging 
outlet pipe system that had crumpled several times due to age and pressure. Work at the 
reservoir, which was built in 1952, was completed in time for the lake to fill up again 
this winter if rainfall is steady. 
Source: 
http://www.mercurynews.com/valley/ci_13605248?source=rss&nclick_check=1 
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