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Top Stories 

 The Magic Valley Times-News reports that Bliss, Idaho, schools were closed Monday and 
area businesses and homes evacuated after a fuel tanker flipped, spilling about 1,000 
gallons of gas and igniting fears of an explosion. (See item 1) 

 The Yakima Herald-Republic reports that a massive landslide that closed a section of 
Highway 410 in Naches, Washington on Sunday could continue to advance for several 
more days. Officials say it could be weeks before Highway 410 is reopened. (See item 22) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 13, Magic Valley Times-News – (Idaho) Fuel tanker spill causes school 
shutdown, evacuation. Bliss, Idaho, schools were closed Monday and area businesses 
and homes evacuated after a fuel tanker flipped, spilling about 1,000 gallons of gas and 
igniting fears of an explosion. For about eight hours, a section of U.S. Highway 26 was 
shut down after the tanker spilled just west of the overpass on Interstate 84 at milepost 
141 near Bliss, according to Idaho State Police (ISP). Along with the ISP, which led the 
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investigation, the Bliss Fire Department, R-5 Regional Hazmat Team and Gooding 
County Sheriff Department responded and were among the estimated 30 to 35 people at 
the scene. The gas leaked into the dirt around where the tanker landed, authorities said. 
The remaining gas in the felled tanker was emptied into another tanker. 
Source: http://www.magicvalley.com/news/local/article_51949089-220f-5e37-a152-
0214610e5c60.html 

2. October 13, WSIL 3 Carterville – (Illinois) Suspicious fire strikes Franklin County 
oil field. State fire marshals are investigating a possible case of arson, that took place 
early during the morning October 10 at an oil field in rural Franklin County. At about 
4:30 the morning of October 10, the oil field owner got the call that his oil field was 
burning quickly. “I knew that we’d been hit again by vandalism, this makes the 3rd 
time in one week that we’ve been hit by vandals down in this area,” the owner stated. 
State fire marshals are still investigating the blaze, but there is little doubt that it was 
arson. “The valves were kicked open and the gas that escaped from result of the valves 
being open was lit, it was lit by either a match or a lighter or something, just so I guess 
the vandals could get a kick out of it I guess,” an investigator said. He says that during 
the fire he lost about a hundred thousand dollars worth of steel tanks, and with that kind 
of loss he says something has to give. The clean-up is expected to cost about a quarter 
of a million dollars. 
Source: http://www.wsiltv.com/p/news_details.php?newsID=8512&type=top 

3. October 13, New York Injury News – (Pennsylvania) Construction accident report: 
Fiery asphalt plant explosion injured 3. A fire broke out after an electrical panel 
exploded at an asphalt plant in Sinking Spring, Pennsylvania, on Friday, October 9, 
announced the Philadelphia Inquirer. Officials said a plant explosion injured three 
workers at the facility. The Fire Marshall of Cumru Township investigated the 
explosion, and reported that the electrical panel was the source of the fire. The control 
panel located in the control room had burst into flames, according to officials. The 
plant explosion reportedly happened at the H&K Group’s South Reading Blacktop. The 
explosion occurred around 11 .a.m., which injured a worker who was taking his lunch 
break in the control room. Two other employees were injured after attempting to help 
their fellow injured worker. State police, in cooperation with the government agency 
Occupational Safety and Health Administration (OSHA), are probing the situation. 
Source: http://www.newyorkinjurynews.com/2009/10/13/construction-accident-report-
fiery-asphalt-plant-explosion-injured-3_200910131275.html 

4. October 11, Associated Press – (West Virginia) Protesters arrested on trespassing 
charges at Walker Machinery. The protesters’ goal was to reach Mammoth Coal on 
foot, by Monday, October 12, but the group protesting Mountain Top Removal is 
making a few stops along the way. On October 11, two people were arrested when they 
hung a banner on the Walker Machinery Plant in Belle that said, “Yes, Coal is Killing 
West Virginia’s Communities.” The sign is a play on Walker Machinery’s own slogan. 
According to a news release from the group “Climate Ground Zero,” a 19-year-old and 
an 18-year-old were arrested on trespassing charges. The marchers have plans to 
commit a non-violent act of civil disobedience at Mammoth Coal when they arrive on 

http://www.wsiltv.com/p/news_details.php?newsID=8512&type=top
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October 12. 
Source: http://www.wsaz.com/home/headlines/63939477.html 

5. October 9, Dow Jones – (International) Ghanian-registered oil tanker ablaze off 
Cameroon. A medium-sized oil tanker was ablaze October 9 off the coast of 
Cameroon near the oil refinery town of Limbe, a senior Cameroonian security official 
told Dow Jones Newswires. The Paramilitary gendarmerie brigade commander said: 
“the fire has now subsided. Our people are still on the water battling to put it out. The 
flames were very huge when the boat exploded on Thursday.” He added that the 
rescuers who went to the blazing boat Thursday had found no- one on board the vessel 
which was identified as “AFKO 307”. He said the cause of the fire on the Ghanian-
registered vessel is unknown and the incident is clouded in mystery. The gendarmerie 
officer said the ship was carrying 14,000 liters of petrol and was coming from Calabar, 
Nigeria. Government-run Cameroon Radio Television reported Friday that the tanker 
had just delivered 14 tons of fuel before bursting into flames, but it did not say who had 
received the oil. The Gulf of Guinea remains one of West Africa’s most insecure oil-
rich regions, with pirate attacks commonplace on marine and land oil installations and 
businesses. “We can’t say where the tanker was going to, but we can tell from its 
manifest that it left Nigeria on Oct. 1, 2009, “ he said. 
Source: http://www.nasdaq.com/aspx/stock-market-news-
story.aspx?storyid=200910090949dowjonesdjonline000420&title=ghanian-registered-
oil-tanker-ablaze-off-cameroon-official 

6. October 8, Princeton Union-Eagle – (Minnesota) Two charged with MacGyver 
bomb incidents. Two Princeton High School male students, ages 17 and 18, were 
formally charged in Mille Lacs County District Court on October 5 with placing a half 
dozen homemade chemical bombs alongside or on city streets in September. They were 
both charged with count one of acting with disregard to human life or property in 
negligently causing an explosive and incendiary device to be discharged. The finding of 
these plastic bottle type bombs occurred on Wednesday, September 30, within a few 
hours after the discovery of three other devices made to look like bombs in the city. 
One of those was found shortly after 6 a.m. outside the back entrance to the post office. 
The second was reported, at 7:28 a.m., in front of the main entrance to the high school. 
The third was reported, at 7:40 a.m., in front of the Princeton Public Utilities 
Commission (PUC) electrical generating plant. The two students have not been charged 
in connection with those three bomb-looking devices. The PUC’s regular office staff, 
except for an administrative assistant, was cleared out for all but about an hour of the 
work day after the bomb-looking object was found at the PUC. PUC line crew workers 
immediately went into action after the morning’s discovery at the electrical plant front 
entrance to work in tandem with police, firefighters, and public works personnel to 
secure multi-block areas around each of the three sites. 
Source: 
http://unioneagle.com/index.php?option=com_content&task=view&id=3222&Itemid=3
0 

[Return to top]  
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Chemical Industry Sector 

7. October 13, WNEM 5 Saginaw – (Michigan) HSC chemical spill worries nearby 
residents. Residents in Thomas Township are speaking out after a chemical spill at 
Hemlock Semiconductor (HSC) over the weekend. People who live near the plant said 
that although they heard the sirens sounding, they never got a call from plant officials 
regarding the nature of the chemical release. Residents told TV5 a cloud of chemicals 
blanketed a small area before being blown by wind toward Midland. One man said 
when he did not hear from anyone at the plant, he thought it was safe to go out, but 
when he went outside, he immediately felt a burning in his eyes, nose and throat. When 
the man arrived for treatment at a local hospital, doctors there told him he had inhaled 
hydrochloric acid. TV5 received unconfirmed reports of three people taken to the 
hospital after complaining of shortness of breath and burning sensations in their throat 
and eyes. Hydrochloric acid is the byproduct when a certain chemical mixes with air. It 
is a byproduct of the process HSC uses to make silicon. 
Source: http://www.wnem.com/news/21271472/detail.html 

8. October 11, United Press International – (National) Railroads, gov’t spar over 
chlorine trains. Railroads, chemical makers and U.S. government regulators are 
battling to hammer out new policies on shipments of toxic chlorine gas, observers say. 
Even as the federal government was proposing new safeguards to guard the public 
against gas leaks caused by accidents or terrorist attacks, the Union Pacific railroad was 
asking the government for authority to turn down such shipments and chemical makers 
sued in court to prevent it from imposing higher tariffs, The Fort Worth Star Telegram 
reported Sunday. Trade groups representing chemical makers eventually prevailed as 
the court struck down a Union Pacific policy charging much higher rates for chlorine 
gas shipments through major cities such as the Dallas-Fort Worth metroplex, while the 
U.S. Surface Transportation Board ruled it was the railroad’s responsibility to ensure 
the shipments remain safe. “The problem is they wanted to indemnify us for things they 
did wrong,” a Washington attorney who defended the chlorine industry in the court 
case, told the Star-Telegram. The newspaper said a U.S. Department of Homeland 
Security report postulates an attack on a chlorine rail tanker could kill 17,500 and 
hospitalize more than 100,000 people in an urban area. 
Source: http://www.ble.org/pr/news/headline.asp?id=27884 

9. October 9, U.S. Environmental Protection Agency – (Maryland) Rust-Oleum 
corporation settles hazardous waste violations at its Williamsport, Md. 
facility. Rust-Oleum Corpoation of Vernon Hills, Illinois has agreed to pay a $147,306 
civil penalty to settle alleged violations of hazardous waste regulations at its facility 
located in Williamsport, Maryland, the U.S. Environmental Protection Agency (EPA) 
announced today. The EPA cited Rust-Oleum for violating the Resource Conservation 
and Recovery Act (RCRA), the federal law governing the treatment, storage, and 
disposal of hazardous waste. RCRA is designed to protect public health and the 
environment, and avoid costly cleanups, by requiring the safe, environmentally sound 
storage and disposal of hazardous waste. Following a May 2008 inspection, EPA cited 
Rust-Oleum for violations involving hazardous waste stored at the facility, including 

http://www.wnem.com/news/21271472/detail.html
http://www.ble.org/pr/news/headline.asp?id=27884
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waste paint and fluorescent lamps containing mercury and other hazardous waste 
materials. The alleged violations included operating a hazardous waste storage facility 
without a permit, failure to conduct weekly inspections, failure to keep containers of 
hazardous waste closed, failure to obtain written structural integrity assessment for a 
new tank system, failure to inspect daily a secondary containment system, failure to 
adequately place identification marks on equipment, failure to monitor pumps weekly 
for leaks, failure to monitor valves for leaks, failure to keep required records, and 
failure to inspect solvent waste tank system annually. The alleged violations involve 
storage and record-keeping violations, and not discharges of hazardous waste. The 
settlement penalty reflects the company’s compliance efforts, the relatively small 
quantity of hazardous wastes involved, and its cooperation with EPA. As part of the 
settlement, Rust-Oleum has neither admitted nor denied liability for the alleged 
violations, but has certified its compliance with applicable RCRA requirements. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/F4898818FFCEB0B68525764A00635D94 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. October 10, Agence France-Presse – (National) EDF, Constellation nuclear venture 
get US nod. US regulators have approved a plan for French-based EDF to take a stake 
in Constellation Energy Group, clearing a key hurdle for a new nuclear power plant in 
Maryland, the companies said Friday. The US Nuclear Regulatory Commission “has 
approved the investment structure and license transfer” related to EDF’s acquisition of 
49.99 percent of Constellation Energy’s nuclear assets, a joint statement said. The 
investment was previously reported to have cost 4.5 billion dollars. The companies said 
EDF’s has now received “all necessary approvals at the federal level and clearance 
from the New York Public Service Commission.” They said that “completing this 
nuclear joint venture is critical to the proposed construction of a new nuclear unit at 
Constellation Energy’s Calvert Cliffs Nuclear Power Plant, which would represent one 
of the largest industrial development projects in Maryland.” 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5i3uNHFIpvGh2GsiVFGmyeT
aqDRnQ 

11. October 9, Reuters – (Iowa) NextEra’s Iowa Duane Arnold reactor shut. NextEra 
Energy Resources LLC’s 580-megawatt Duane Arnold nuclear power station in Iowa 
shut from full power on October  8 during testing, a spokesman said October 9. He 
could not say when the unit would likely return to service due in part to competitive 
reasons. Electricity traders guessed the unit would return within a few days. The 
spokesman said workers were still investigating the reason for the shutdown, which 
occurred during a routine test of the reactor water level and pressure instruments. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN0944989200
91009 

http://www.google.com/hostednews/afp/article/ALeqM5i3uNHFIpvGh2GsiVFGmyeTaqDRnQ
http://www.google.com/hostednews/afp/article/ALeqM5i3uNHFIpvGh2GsiVFGmyeTaqDRnQ
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN094498920091009
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN094498920091009
http://yosemite.epa.gov/opa/admpress.nsf/0/F4898818FFCEB0B68525764A00635D94
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[Return to top]  

Critical Manufacturing Sector 

12. October 13, Marion Star – (Ohio) Propane gas leak at Whirlpool. A release of 
propane gas inside the plant at Whirlpool Corp. in Ohio is being investigated, a Marion 
County sheriff’s officer said. Deputies are investigating the possibility that someone 
opened a valve on a piece of equipment, resulting in a propane gas leak, a sheriff’s 
office spokesman said on October 12. No one was injured, and no evacuation was 
conducted, he said. Marion Township firefighters investigated the report of a gas leak 
at 9:30 p.m. Friday, the Fire Chief said. Investigators are “still talking to people,” and 
the incident remains under investigation. “Somebody might have intentionally opened a 
valve on a tow motor,” the sheriff’s spokesman said, adding that deputies are working 
with Whirlpool security as they investigate. Of having any suspects, he said, “We don’t 
want to name anybody at this point. We’re just conducting interviews, and we’ll see 
where the investigation takes us.” Employees detected the odor, and Whirlpool 
contacted the sheriff’s office about 9:30 p.m. Friday, he said. 
Source: http://www.marionstar.com/article/20091013/NEWS01/910130305 

13. October 12, Oroville Mercury-Register – (California) Judge orders New Era Mine 
shut down. A controversial open-pit gold mine in the foothills east of Butte College in 
California has been ordered to immediately shut down all operations. In a 54-page 
decision filed October 7, a Butte County Superior Court Judge ruled against the New 
Era Mine and its owners, North Continent Land and Timber. The mine became a topic 
of public debate in June 2008, when the mine’s original owner came before the Butte 
County Board of Supervisors to seek permission to continue operation of the mine 
under a permit that had been issued by the board in 1982. Neighbors of the mining 
operation, which is located not far from Dry Creek off Messilla Valley Road, formed 
the “Dry Creek Coalition,” in an attempt to persuade the supervisors to reject Logan’s 
request. The neighbors claimed the mining operation being undertaken by North 
Continent bore no resemblance to the modest project proposed by Logan in 1982. On a 
3-2 vote, the mine was allowed to continue operation under the original permit. On 
September 12, 2008, the coalition, joined by the Butte Environmental Council, filed 
suit in Butte County Superior Court naming the county, North Continent and Logan in 
the action. The suit charged the original mining permit and a reclamation plan hand-
sketched by Logan were utterly inadequate to the current operation. The petitioners also 
alleged the project was in violation of the California Environmental Quality Act, and 
should have been subject to a full environmental review before the supervisors 
approved its continued operation. The county counsel said the ruling included an order 
that the mine cease operations immediately. 
Source: http://www.orovillemr.com/news/ci_13548158 

14. October 9, Aviation Week – (National) Delayed 747-8 set for pre-flight shake 
tests. Despite earlier this week announcing a delay to first flight of the 747-8 into early 
2010, Boeing is pressing ahead with preparations for the start of the flight campaign 
and expects to conduct key ground vibration tests on RC501, the first 747-8, on Sunday 

http://www.marionstar.com/article/20091013/NEWS01/910130305
http://www.orovillemr.com/news/ci_13548158


 - 7 - 

October 11. The vibration test involves shaking the entire airframe and is used to 
determine if the structure is susceptible to any unsuspected aeroelastic characteristics. 
The evaluation supports the run-up to flight test by assisting in flutter test planning. It is 
also used to detect structural flaws and troubleshoot flight control dynamic problems. 
GVT is therefore a fundamental building block toward clearance for first flight, and is 
expected to be particularly significant on the 747-8 with its stretched proportions and 
larger GEnx-2B turbofans. The test comes after engineers last week checked the cable 
runs to the flight control surfaces and discovered some areas where they needed to be 
tightened. This work is also set to take place next week, after completion of the GVT. 
Boeing says the delay to first flight from a target date in early December to a more 
likely date in January cropped up because the “build-up of tolerances between structure 
designed with older tools and the new design tools has caused fit-up issues that have 
been discovered and are being resolved in the final assembly process.” The ‘fit-up’ 
issues are thought to have concerned areas such as the doors for the drop-down ram air 
turbine, an emergency hydraulic power system not used previously on the 747, as well 
as the Kreuger leading edge flaps on the new wing. 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/VIBE100909.xml&headli
ne=Delayed 747-8 Set For Pre-Flight Shake Tests&channel=comm 

15. October 9, U.S. Environmental Protection Agency – (Pennsylvania) Pennsylvania 
company settles chemical release reporting violations. The U.S. Environmental 
Protection Agency today announced that Interlectric Corporation has settled alleged 
violations of federal toxic chemical reporting at its facility located on Lexington Ave., 
Warren, Pennsylvania. EPA cited the company for violating the Emergency Planning 
and Community Right-to-Know Act (EPCRA), which requires companies that 
manufacture, use or process more than a threshold amount of listed toxic chemicals to 
file an annual “toxic chemical release form” with EPA and the state. Companies must 
also report both routine and accidental releases of toxic chemicals, as well as the 
maximum amount of any listed chemicals at the facility and the amount contained in 
wastes transferred off-site. These reports are used to compile the Toxic Release 
Inventory, a publicly available EPA database that contains information on toxic 
chemical releases and waste management activities by certain industries as well as 
federal facilities. In a consent agreement with EPA, the company has agreed to pay a 
$18,086 civil penalty for failing to file required annual reports for lead and mercury for 
the years 2004, 2005, and 2006. In addition, the company will spend at least $67,000 to 
purchase and operate a combination mercury dispenser and vacuum to reduce the use of 
mercury in the manufacture of fluorescent light bulbs. The penalty reflects the 
company’s cooperation with EPA’s investigation of these alleged violations, and its 
prompt compliance efforts. As part of the settlement, the company did not admit 
liability for the alleged violations, but has certified compliance with applicable EPCRA 
requirements. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/C6FEC1D20790F1578525764A004C6BA
A 

http://yosemite.epa.gov/opa/admpress.nsf/0/C6FEC1D20790F1578525764A004C6BAA
http://yosemite.epa.gov/opa/admpress.nsf/0/C6FEC1D20790F1578525764A004C6BAA
http://www.aviationweek.com/aw/generic/story.jsp?id=news/VIBE100909.xml&headline=Delayed
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For more stories, see items 18 and 19  
 
[Return to top]  

Defense Industrial Base Sector 

16. October 13, Associated Press – (National) Former colonels to be sentenced in fraud 
case. Two former Air Force colonels involved in a military contract fraud case are 
scheduled for sentencing by a federal judge on October 13. One colonel was convicted 
in July of destroying records and lying to a grand jury. The charges came after an 
investigation into his defense contracting company and its relationship with the 
research lab at Eglin Air Force Base in the Panhandle. The other, a former lab 
supervisor, has pleaded guilty to making false statements and engaging in a conflict of 
interest related to his business relationship with the accused. The men are among those 
accused by federal prosecutors looking into alleged wrongdoing by defense contractors 
with ties to a Pennsylvania Representative, chairman of the House Appropriations 
Subcommittee on Defense. 
Source: 
http://www.airforcetimes.com/news/2009/10/ap_former_colonels_sentencing_101309/ 

17. October 10, Associated Press – (New Mexico) Former Los Alamos lab worker 
accused of theft. A federal grand jury has indicted a former Los Alamos National 
Laboratory worker on two charges after he was accused of trying to take radioactive-
tainted gold worth $2,000 from the lab. The man was indicted on charges of receiving 
or stealing the gold and taking nuclear material. He is to be arraigned October 22. 
Authorities allege the man, who worked at the lab’s plutonium-processing facility, tried 
to carry out gold shavings in a plastic sandwich bag hidden in his fist. Lab officials say 
the gold was contaminated by a small amount of radioactive material. A lab spokesman 
said Friday the gold was detected because of the radioactivity and the employee was 
stopped trying to leave the work area March 24. He says there was no radioactive 
exposure. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jdYDK6SUgMpdr0UTwQLoK
bnErF3gD9B7QQ1O2 

18. October 9, U.S. Environmental Protection Agency – (Pennsylvania) Pennsylvania 
company Settles hazardous waste violations. Sandvik Inc. has agreed to pay a 
$160,017 penalty to settle alleged violations of hazardous waste regulations at its 
manufacturing facility, located on Griffen Pond Road, Clark Summit, Pennsylvania, the 
U.S. Environmental Protection Agency (EPA) announced on October 9. EPA cited 
Sandvik for violating the Resource Conservation and Recovery Act (RCRA), the 
federal law governing the treatment, storage, and disposal of hazardous waste. RCRA is 
designed to protect public health and the environment, and avoid costly cleanups, by 
requiring the safe, environmentally sound storage and disposal of hazardous waste. 
Following a September 2007 and August 2008 inspections, EPA cited Sandvik for 
violations involving hazardous waste stored at the facility, including spent caustic 

http://www.airforcetimes.com/news/2009/10/ap_former_colonels_sentencing_101309/
http://www.google.com/hostednews/ap/article/ALeqM5jdYDK6SUgMpdr0UTwQLoKbnErF3gD9B7QQ1O2
http://www.google.com/hostednews/ap/article/ALeqM5jdYDK6SUgMpdr0UTwQLoKbnErF3gD9B7QQ1O2
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cleaner waste. The alleged violations included operating a hazardous waste storage 
facility without a permit, failure to conduct weekly and daily inspections, failure to 
keep one container of hazardous waste closed, and failure to provide an adequate 
hazardous waste management training program. The alleged violations involve storage 
and recordkeeping violations, and not discharges of hazardous waste. The settlement 
penalty reflects the company’s compliance efforts, the relatively small quantity of 
hazardous wastes involved, and its cooperation with EPA. As part of the settlement, 
Sandvik has neither admitted nor denied liability for the alleged violations, but has 
certified its compliance with applicable RCRA requirements. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/B5BEBD4BBD1475178525764A00627CF
4 

19. October 9, U.S. Environmental Protection Agency – (Pennsylvania) Montgomery 
County, Pa. company settles hazardous waste violations at its Montgomeryville 
facility. Ulbrich Delta LLC has agreed to pay a $88,500 civil penalty to settle alleged 
violations of hazardous waste regulations at its facility located on Domorah Drive, 
Montgomeryville, Pennsylvania. The U.S. Environmental Protection Agency cited 
Ulbrich Delta for violating the Resource Conservation and Recovery Act (RCRA), the 
federal law governing the treatment, storage, and disposal of hazardous waste. RCRA is 
designed to protect public health and the environment, and avoid costly cleanups, by 
requiring the safe, environmentally sound storage and disposal of hazardous waste. 
Following a September 2008 inspection by EPA, and follow-up investigations, EPA 
cited Ulbrich Delta for RCRA violations involving hazardous waste stored at its 
facility, which produces and coats specialty wire. The alleged violations included 
operating a hazardous waste storage facility without a permit, failure to keep containers 
closed when not adding or removing waste, failure to conduct weekly inspections, 
failure to adequately train all facility personnel involved in the management of 
hazardous waste, and failure to store containers of hazardous waste in a proper 
configuration with aisle spacing to allow for inspections and emergency response. The 
alleged violations involve storage and record keeping violations, and not discharges of 
hazardous waste. The settlement penalty reflects the company’s compliance efforts, and 
its cooperation with EPA in the investigation and resolution of this matter. As part of 
the settlement, Ulbrich Delta has neither admitted nor denied liability for the alleged 
violations, but has certified its compliance with applicable RCRA requirements. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/CDC65F89606EDAC08525764A004BCC
25 

[Return to top]  

Banking and Finance Sector 

20. October 13, Bank Info Security – (National) DHS Secretary, bank chiefs confer on IT 
security. The Secretary of Homeland Security discussed with industry leaders over the 
weekend some ways to protect the nation’s financial information system from cyber 

http://yosemite.epa.gov/opa/admpress.nsf/0/CDC65F89606EDAC08525764A004BCC25
http://yosemite.epa.gov/opa/admpress.nsf/0/CDC65F89606EDAC08525764A004BCC25
http://yosemite.epa.gov/opa/admpress.nsf/0/B5BEBD4BBD1475178525764A00627CF4
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attacks. “The financial institutions of this country are part of our bedrock 
infrastructure,” the Secretary told Bloomberg Television. “They need to be protected. 
We need to be able to protect them.” She declined to identify with whom she met, but 
said the discussions focused on corporate needs, obstacles the sector faces and global 
threats. She said the federal government is concerned about the use of computer 
systems to commit fraud or interfere with infrastructure. In the interview, the Secretary 
said the financial leaders want the government to provide them with “actionable 
intelligence,” noting that larger banks and brokerages have “a pretty robust 
information-sharing system amongst them” about cybersecurity. “We want to make 
sure that medium-, small-size local financial institutions are properly looped in and that 
they have a point of contact in the Department of Homeland Security either to report 
intrusions or prevent intrusions,” she said. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=1857 

21. October 12, Central Valley Business Times – (California) California cracks down on 
mortgage fraud. California now has new laws that are supposed to protect 
homeowners and homebuyers from mortgage fraud. Legislation to increase protections 
for consumers in the lending market and provide law enforcement with more tools to 
crack down on deceitful mortgage practices was signed into law on October 11 by the 
California Governor. The bills are supposed to: strengthen California’s reverse 
mortgage laws by providing senior homeowners with greater consumer protections 
when considering reverse mortgage agreements, make it a felony to commit fraud in 
connection with a mortgage application, and promote responsibility and accountability 
in the real estate market. “Fraudulent mortgage practices have become more prevalent 
as a result of the national foreclosure crisis that negatively impacted California’s 
housing market and economy,” says the governor. “This legislation helps crack down 
on abusive lending practices by giving law enforcement the tools to effectively 
investigate mortgage fraud crimes and provides Californians with greater consumer 
protections to promote homeownership in a safe and accountable environment.” 
Source: http://www.centralvalleybusinesstimes.com/stories/001/?ID=13305 

[Return to top]  

Transportation Sector 

22. October 13, Yakima Herald-Republic – (Washington) Massive landslide shuts 
highway, clogs Naches River. A massive landslide that closed a section of Highway 
410, destroyed at least two homes, blocked and changed the flow of the Naches River 
and prompted the evacuation of dozens of nearby residents could continue to advance 
for several more days. Officials say it could be weeks before Highway 410 is reopened, 
and it is unclear when power will be restored to hundreds of residents along the route. 
The slide, about 10 miles west of Naches just west of the Woodshed Restaurant, was 
estimated at a quarter-mile wide and up to 40 feet deep. Sliding south toward the 
Naches River at about 6 a.m. Sunday, it buckled the roadway, breaking it into huge 
slabs and pushing the asphalt into the Naches River. With its normal channel blocked 
by the slide, the river flooded the south end of Nile Loop Road and the nearby area 

http://www.centralvalleybusinesstimes.com/stories/001/?ID=13305
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where it threatened several homes. No injuries were reported. While geologists assess 
the hill’s stability, hundreds of people in the Nile area likely will remain without power 
for a few days. Pacific Power officials said they do not want to restore power until the 
ground stops shifting. Authorities advised evacuation for all homes within a four-mile 
radius of the Nile —including a boarding school for troubled youth — although a 
handful of residents chose to stay. What caused the slide is not known. There has been 
no discernible rainfall in the area. State Department of Transportation officials began 
monitoring the area about 2 p.m. Saturday, when early indications of the slide became 
evident. Calling it a “rotational landslide,” a Washington State Patrol Sergeant said the 
blockage appears to be a result of earth shifting under the surface of the hillside — and 
not a classic landslide. “Our main concern is the river is changing its own channel, 
trying to find its own way around the slide. We are dealing with flooding in that area,” 
a spokesman said. “Our next problem is to try to take care of the folks who live up the 
valley. They aren’t going to have power for some time.” The slide took down several 
power poles, cutting power to about 800 customers in the Nile area. 
Source: http://www.wenatcheeworld.com/news/2009/oct/12/massive-landslide-shuts-
highway-clogs-naches-river/ 

23. October 12, KPIX 5 San Fransisco – (California) Caltrans says new Bay Bridge will 
be safe in quake. The San Francisco-Oakland Bay Bridge will be one of the safest 
places to be during a major earthquake when seismic improvements are completed in a 
few years, a California Department of Transportation Commission spokesman said 
Monday. “I’d want to be on the new bridge in an earthquake when it’s done,” the 
spokesman said while leading reporters on a tour of the 1.2-mile-long skyway section 
of the new eastern span of the Bay Bridge, which will be completed next year. From 
the new skyway section, he pointed at a spot where a 250-ton section of the existing 
eastern span collapsed during the Loma Prieta earthquake about 20 years ago, on 
October 17, 1989. He said years of seismic innovations and enhancements on the entire 
8-mile-long bridge, from San Francisco, are making the bridge much safer than it was 
before. He said, “When the bridge is complete, it’s going to be one of the most 
seismically advanced structures in the world.” The new eastern span of the Bay Bridge 
is still scheduled to open in 2013. In addition to the skyway section, work has been 
completed on the western approach to the bridge and the western span. Yet to be 
completed are the transition section at Yerba Buena Island, the self-anchored 
suspension span and the touchdown on the Oakland side of the bridge. 
Source: http://cbs5.com/earthquake/new.bay.bridge.2.1243773.html 

24. October 12, USA TODAY – (Colorado) Non-radar air-traffic system debuts. Airline 
flights are being closely tracked and directed without radar for the first time in the 
nation’s history as part of a new system monitoring the skies above the Colorado 
Rockies. The program is a look ahead to the way air-traffic controllers may soon 
monitor planes across the U.S. It uses similar technology to the satellite-based system 
that the Federal Aviation Administration (FAA) is installing nationwide to replace 
radar over the next decade, said the administrator who oversees the agency’s 
modernization technology. The new system uses 20 sensors clustered around four 
airports within the Rockies. The sensors monitor radio broadcasts from planes. By 

http://cbs5.com/earthquake/new.bay.bridge.2.1243773.html
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measuring minute differences in the time it takes for the broadcasts to reach the various 
sensors — as slim as 10 billionths of a second — computers can determine a plane’s 
location. The government plans to shift to a more accurate satellite-based tracking 
system by 2020. Experts said the success of the Colorado program, which was certified 
for use by controllers last month, is a sign that the technology underpinning the satellite 
system can work. Though it had never been used to guide planes in the air in this 
country before, the technology behind the Colorado system has been used at dozens of 
airports to track planes on the ground. Controllers at an FAA facility in Longmont, 
Colorado can now monitor planes all the way to the ground at airports that previously 
had no radar coverage. 
Source: http://www.usatoday.com/travel/flights/2009-10-12-air-traffic_N.htm 

25. October 12, Associated Press – (Oklahoma) Possible bombs discovered near 
Oklahoma City track. The Oklahoma City bomb squad Sunday night disposed of at 
least three possible bombs along railroad tracks at SE 34 Street and Shields Boulevard. 
Authorities were at the scene from about 5 p.m. until after midnight. A resident said he 
saw a man speeding along the 200 block of SE 34 and throwing out several devices,a 
police spokesman said. The resident investigated and called police after finding what 
looked like bombs near the railroad tracks, he said. The bomb squad had neutralized 
three of the devices by 10:30 p.m. Also on the scene were representatives of the BNSF 
Railway, the Federal Bureau of Investigation, the local cell of the Department of 
Justice’s Joint Terrorism Task Force and the Red Cross. The incident delayed several 
trains en route through the area. Four northbound trains, including the Amtrak 
Heartland Flyer, were stalled by the incident, said a BNSF spokesman. Three more 
trains would be stalled by midnight, he added. Officials said it would be at least 12:30 
a.m. before the area was cleared. 
Source: http://newsok.com/possible-bombs-discovered-near-track/article/3408418 

26. October 11, New York Post – (New York) 10 hurt as Brooklyn bus barrels through 
Crown Heights. An out-of-control city bus left a trail of destruction as it barreled 
through a busy Brooklyn intersection, slamming into six cars and injuring more than 10 
people this morning. A 7-year-old boy had to be rescued from a burning black sedan 
that was pushed onto the sidewalk by the BK 15 bus, which set off the wave of carnage 
on Troy Avenue in Crown Heights around 10:30 a.m. Shocked and trembling 
passengers and motorists were rushed to Interfaith Medical Center and Kings County 
Hospital. The out of control MTA Bus travlelling north on Troy Avenue mounted the 
eastern sidewalk south of Atlantic Avenue, striking several cars and an iron fence, A 
total of eight cars were hit. Ten people were hurt. Onlookers said the bus driver was 
pacing back and forth at the scene and told them he was “fine.” They said he was 
driving about 12 passengers. The unnamed driver was taken to Woodhull Hospital with 
back injuries, according to a New York City Transit spokeswoman. She said the 
accident unfolded when the driver veered to avoid a car that screeched to a halt in front 
of him. The bus slammed into parked cars and then drifted into the intersection causing 
the pile-up, she said. The investigation in ongoing. 
Source: 
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http://www.nypost.com/p/news/local/brooklyn/bk_barrels_through_crown_hts_hurt_I9
fJugESYmt12mdUjg3wBI 

27. October 11, KSAZ 10 Phoenix – (Arizona) Grenade found at Sky Harbor. On Sunday 
at Sky Harbor airport, a hand grenade was found inside a package near terminal 2. 
Security personnel cleared the area while they investigated the package. Several flights 
in and out of Sky Harbor had to be delayed until the package could be removed. After 
about an hour, it was determined that the grenade was not live. Investigators with TSA 
are still trying to figure out to whom the package belongs.  
Source: 
http://www.myfoxphoenix.com/dpp/news/local/phoenix/grenade_sky_harbor_101109 

For more stories, see items 1, 5, 8, 38, 39, and 40  
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Postal and Shipping Sector 
 
See item 6  
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Agriculture and Food Sector 

28. October 12, NewsInferno.com – (Michigan) Sprouts again linked to Salmonella 
outbreak, this time in Michigan. Another outbreak of salmonella poisoning has been 
linked to alfalfa sprouts. This time, the contamination has sickened one dozen people in 
the state of Michigan. The Associated Press (AP) also reported that the outbreak has 
resulted in at least two hospitalizations, to date. According to the AP, the Michigan 
Departments of Agriculture and Community Health released a public-health alert late 
last week warning residents in that state to stay away from raw alfalfa sprouts until it 
can be determined how the outbreak originated. According to officials involved in the 
outbreak investigation, the 12 cases reported thus far have been of Salmonella 
Typhimurium and have been confirmed in Bay, Genesee, Kent, Macomb, Oakland, 
Washtenaw, and Wayne counties, said the AP. It seems as if the outbreak began August 
17 and September 18. 
Source: http://www.newsinferno.com/archives/13314 

[Return to top]  

Water Sector 

29. October 12, Water Technology Online – (California) AB 1366 signed by Gov. 
Schwarzenegger. The governor of California has signed Assembly Bill 1366 (AB 
1366) into law, the Pacific Water Quality Association (PWQA) said in an October 12 
press release. The law will make it easier for regional water and wastewater agencies in 
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California to impose local bans or restrictions on water softeners. Some of the agencies 
have been seeking to reduce salt discharges from water softeners into local wastewater 
streams, saying those discharges make it difficult to remove enough salt to be in 
compliance with state wastewater regulations. They also say softener discharges return 
unwanted salt to natural water supplies which are already stressed. In a few 
communities in the state, bans on new softener installations or orders to remove 
existing ones have been implemented in the past few years under the older process, 
which required extensive studies and public ballot approvals. Under the new law, 
agencies would have to go through a less extensive “findings” process to implement 
softener bans. The bill was supported by California water/wastewater agencies and 
environmental advocacy groups.  
Source: http://watertechonline.com/news.asp?N_ID=72754 

30. October 9, Los Angeles Times – (California) Ground motion examined as factor in 
L.A. water main breaks. The investigation into what could be causing a sharp rise in 
“major blowouts” of Los Angeles water mains has expanded to examine whether 
tectonic activity might be playing a role. The L.A. Department of Water and Power 
(DWP) have asked scientists at the Jet Propulsion Laboratory (JPL) for help. As it 
happened, JPL officials were already evaluating ground movement in the Los Angeles 
Basin because of a several recent minor earthquakes. Examining the timing and 
location of the breaks, JPL scientists notice “some deviation from the normal range” of 
ground movement in L.A. in the last 100 days, said a geophysicist at JPL. She said 
scientists concluded there has been a change in ground movement by using GPS data 
from sensors embedded in the ground across the Los Angeles Basin. The sensors have 
been in place for only a few years, however, so it is difficult to say whether the 
movements of the last 100 days is really an anomaly. The movement detected is fairly 
subtle and may not be directly related to any increase in the number or intensity of local 
earthquakes. She said it is doubtful that ground movement is a primary cause of the 
water main breaks. Los Angeles has seen a surge in recent month in what engineers 
have called major blowouts in the city’s aging water system in which streets have 
flooded and pavement has buckled — in some cases damaging homes and businesses. 
City engineers are trying to determine what has been causing the breaks and have been 
taking soil samples, sending pipe pieces to labs for testing and performing a statistical 
analysis on each break. 
Source: http://latimesblogs.latimes.com/lanow/2009/10/ground-motion-now-being-
examine-as-factor-in-la-water-main-breaks.html 

31. October 9, Corpus Christi Caller-Times – (Texas) 3 million gallons of reuse water 
spills near Gregory. About 3 million gallons of domestic reuse water spilled from a 
wastewater facility near Gregory, Texas. The spill, discovered Thursday, was caused by 
an improperly operated valve at the San Patricio Municipal Water District Reuse 
Facility, officials said in a news release. All of the spill was treated water contained on 
facility property in a rural area and poses no health risk to the public, the news release 
said. Cause of the spill has been corrected and the spill is contained, officials said. The 
Texas Commission on Environmental Quality was notified. 
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Source: http://www.caller.com/news/2009/oct/09/3-million-gallons-of-reuse-water-
spills-near/ 

For another story, see item 51  
 
[Return to top]  

Public Health and Healthcare Sector 

32. October 13, Homeland Security Today – (National) Lack of hospital surge capacity 
still a problem. A new report by Trust for America’s Health (TFAH) concluded “that 
15 states could run out of available hospital beds during the peak of the outbreak [of the 
H1N1 influenza virus now spreading across the nation] if 35 percent of Americans 
were to get sick” from this flu virus. “Twelve additional states could reach or exceed 75 
percent of their hospital bed capacity, based on estimates from the FluSurge model 
developed by the Centers for Disease Control and Prevention (CDC),” the TFAH 
report, “H1N1 Challenges,” concluded. Meanwhile, a report released by the American 
College of Emergency Physicians disclosed that nearly 90 percent of doctors said in 
response to a survey in September that they were concerned or very concerned about 
their hospital’s ability to handle a surge of H1N1 patients. This could quickly pose 
problems for many hospitals as serious H1N1 cases mount. During the last six months, 
more than a million Americans have been stricken with the H1N1 influenza virus and 
more than 10,000 have had to be hospitalized. About 1,000 have died, including 76 
children. And flu season has just begun. It runs through next spring. 
Source: http://www.hstoday.us/content/view/10608/149/ 

33. October 13, Wall Street Journal – (International) Swine-flu wave poses threat to 
hospital ICUs, studies warn. Three new international studies detailing how patients 
became gravely ill with swine flu reinforce concerns that U.S. intensive-care units 
(ICU) could be severely stressed as the second wave of the disease builds through the 
fall and winter.Swine flu is mild for most people, but a portion become so ill they 
require sophisticated medical techniques and equipment to survive, according to the 
studies published online Monday in the Journal of the American Medical Association. 
Some ICUs that treated the patients in the studies had trouble finding enough beds or 
keeping enough medication on hand. The studies of patients in Canada, Mexico, 
Australia and New Zealand were reported a week after the vaccine against the H1N1 
flu began being distributed in the U.S. The Centers for Disease Control and Prevention 
says the disease has become widespread in 37 states. Taken together, the studies show 
the proportion of severely ill patients who died from H1N1 varied from 17 percent in 
Canada to 41 percent in Mexico. Most victims were young adults or children who had 
health conditions that put them at greater risk. The patients deteriorated very rapidly 
after entering the hospital, struck by severe viral pneumonia, and then respiratory 
failure, shock and organ failure. They spent prolonged periods on mechanical 
ventilators. The findings underscore concerns among some U.S. public health and 
hospital officials that the country’s intensive-care facilities may not accommodate the 
swell of patients in a large-scale outbreak. An advisory panel to the President warned 
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this summer that as many as 300,000 patients could require intensive care at the peak of 
the infection, occupying between 50 percent and 100 percent of all ICU beds in 
affected regions. Such a scenario, which the panel described as “plausible” but not a 
prediction, “could place enormous stress on ICU units, which normally operate close to 
capacity,” the panel said. 
Source: 
http://online.wsj.com/article/SB125535613677080299.html?mod=WSJ_hpp_MIDDLE
NexttoWhatsNewsTop 

34. October 11, KUSA 9 Denver – (Colorado) Emergency room evacuated in freezing 
temperatures. The ER at Boulder Community Hospital reopened October 11 after 
closing because of a HazMat situation. Firefighters were called to the hospital on the 
morning of October 10 after a hazardous materials leak forced hospital workers to 
evacuate the emergency room. A Boulder spokeswoman said the evacuation happened 
just before 7:30 a.m. after a CT scanner sprung a leak in its coolant line. Although the 
substance was not toxic, officials say it has produced a strong odor. No patients were in 
the immediate area of the leak, and only three patients had to be evacuated. Officials 
say the emergency room was temporarily diverting ambulances to other hospitals, and 
walk-in patients were being encouraged to seek care elsewhere. 
Source: http://www.9news.com/news/article.aspx?storyid=124821&catid=339 

[Return to top]  

Government Facilities Sector 

35. October 13, Deutsche Presse-Agentur – (International) U.S. embassy in Pretoria 
evacuated three weeks after security threat. The United States embassy in South 
Africa was evacuated on Tuesday morning, three weeks after the U.S. government shut 
down all its facilities in the country for two days because of a security threat. The South 
African Press Association reported that the embassy in Pretoria was evacuated in the 
morning but that everyone had returned to their stations by 9 am. The embassy could 
not immediately be reached for comment on the cause of the evacuation. In September, 
an undisclosed security threat prompted the sudden shutdown of the highly-fortified 
embassy and consulates in Johannesburg, Cape Town and Durban. South Africa’s 
Sunday Independent newspaper reported at the weekend that intelligence officials had 
intercepted a call made to an al-Qaeda-linked group in East Africa allegedly discussing 
a bombing plot targeting US interests in South Africa. The threat against the U.S. 
facilities have raised some concerns about security in South Africa in the run-up to the 
football World Cup next year. The government on Monday sought to allay those fears, 
saying it had the situation well in hand. ‘We are on top of the situation and confident of 
hosting a secure soccer world cup event,’ the state security ministry said in a statement. 
South Africa’s National Intelligence Agency says it is working with foreign spy 
services to forestall any terrorist threat to the soccer extravaganza. Until now, southern 
Africa has been spared in al-Qaeda’s more- than-a-decade-long campaign of terrorist 
attacks against Western interests worldwide. But security analysts have raised concerns 
in recent years about South Africa’s porous borders and lax security in the provision of 
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identity documents. 
Source: 
http://www.monstersandcritics.com/news/africa/news/article_1506727.php/US-
embassy-in-Pretoria-evacuated-three-weeks-after-security-threat 

36. October 12, KMPH 26 Fresno – (California) Hazmat called to Fresno City Hall for 
white substance. Hazmat crews were called out to Fresno City Hall on Monday, after a 
city employee discovered a white powder substance in a sealed envelope. Members of 
the Fresno Fire Department were called out to assess the situation, and quickly 
removed the envelope from City Hall. The envelope was taken into the Hazardous 
Materials Response Team Vehicle, which is equipped with a lab. It was later 
determined that the substance was an artificial sweetener. 
Source: http://www.kmph.com/Global/story.asp?S=11301001 

37. October 12, Knoxville News Sentinel – (New York; Tennessee) DOE wants to ship 
low-level radioactive waste to Anderson County landfill. The Department of Energy 
is proposing that tons of very low-level radioactive soil from a closed plutonium 
extraction plant in New York be trucked to Tennessee. The Chestnut Ridge Landfill in 
Anderson County was the only landfill mentioned as the likely dirt depository during a 
conference call Thursday organized by DOE. Some 6,000 cubic yards of soil that 
contains cesium-137 and detectable levels of strontium-90 and plutonium-239/240 are 
to be excavated from the New York site starting in mid-October, according to a DOE 
briefing. That is the equivalent of some 200 dump truck loads of waste. “It’s less than 2 
percent of what we take in on an annual basis,” said the district manager for Waste 
Management, the company that operates the 200-acre Chestnut Ridge Landfill at the 
Knox-Anderson County line. The district manager said he has not heard if a contract 
with a private firm to truck the waste has been signed, and DOE hasn’t notified Waste 
Management of its intentions. The Chestnut Ridge site, along with landfills in Hawkins 
and Shelby counties, are licensed to accept such low-level radioactive waste. 
Source: http://www.knoxnews.com/news/2009/oct/09/doe-wants-ship-low-level-
radioactive-waste-anderso/ 

38. October 9, Associated Press – (Idaho) Cockpit windshield cracks during flight on 
Idaho governor’s twin-engine state plane. The Idaho governor was aboard a twin-
engine state plane when one of the outer windshields of the cockpit cracked. The 
governor told a group in southeast Idaho during a speech about the state’s economy that 
a second, inner windshield remained intact after the incident Friday morning, the Idaho 
State Journal reported. The governor’s spokesman says pilots have concluded it 
malfunctioned due to its age. The plane was built in 1979 and acquired by the state 
after the U.S. military no longer needed it. The spokesman said pilots don’t consider 
the damage a safety issue and plan to return to Boise with the governor aboard after he 
concludes his business. The spokesman said the plane will fly at a lower altitude. 
Source: http://www.latimes.com/news/nationworld/nation/wire/sns-ap-us-governors-
plane-damaged,0,3055288.story 

For more stories, see items 1 and 6  
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Emergency Services Sector 

39. October 12, WPDE 15 Conway – (South Carolina) NTSB report: Helicopter lacked 
safety gear. The National Transportation Safety Board’s (NTSB) preliminary report on 
the fatal medical helicopter crash in Georgetown, South Carolina, last month says the 
chopper was not equipped with a night vision imaging system, an autopilot or a terrain 
avoidance warning system. The NTSB has recommended that the Federal Aviation 
Administration (FAA) require all three of those features on all medical helicopters. The 
pilot, flight nurse and paramedic on board were killed in the crash. The report also says 
there was no evidence of a malfunction of the chopper’s engine, drivetrain or rotors 
before the crash, and there was no sign of an in-flight fire. According to the report, the 
helicopter picked up a 10-year old girl in respiratory distress at Georgetown Memorial 
Hospital at 9:07 p.m. on September 25th and landed at Medical University of South 
Carolina in Charleston around 20 minutes later. After refueling at the Charleston 
airport, the chopper took off for its base at the Horry County Airport in Conway. The 
report says the helicopter went down about two miles southwest of the Georgetown 
county airport during moderate to heavy rain. The report does not indicate what the 
NTSB thinks caused the crash. That information is expected to be released in the 
agency’s final report which could take as many as 12 months to complete. 
Source: http://www.carolinalive.com/news/story.aspx?id=361792 

40. October 11, WESH 2 Orlando – (Florida) Sheriff’s chopper makes forced landing. A 
loss of power forced a Marion County, Florida, sheriff’s helicopter to make a forced 
landing over the weekend. The sheriff said the incident happened at about 8:30 p.m. 
Saturday as the Sheriff’s Office Air 1 Unit was returning from a call in the southwest 
area of Marion County. The pilots were able to make a forced landing at the Ocala 
Airport. Neither were injured. Officials said they are investigating the extent of the 
damage to the helicopter. The sheriff’s office has notified the Federal Aviation 
Administration and the National Transportation and Safety Board regarding the 
incident. 
Source: http://www.wesh.com/news/21266104/detail.html 

For another story, see item 34  
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Information Technology Sector 

41. October 13, The Register – (International) Polish government cyberattack blamed on 
Russia. A largely unsuccessful attack on Polish government systems last month 
reportedly originated in Russia. Details are scarce but it seemed that the attack 
coincided with the 70th anniversary of the outbreak of World War Two. Polish 
newspaper Rzeczpospolita reported that the assault targeted Polish government systems 
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and took place at the same time the Russian Prime Minister visited Poland. The deputy 
head of Poland’s Internal Security Agency (ABW), said it was able to thwart the attack, 
without going into details, Infowar Monitor reports. 
Source: http://www.theregister.co.uk/2009/10/13/poland_cyberattacks/ 

42. October 12, DarkReading – (International) Software piracy increasingly leading to 
malware infection, study says. Some 41 percent of software on PCs is pirated, 
according to a study published last week by the Business Software Alliance (BSA). But 
pirated software is not just illegal, it could be dangerous to your machines, the BSA 
warns. Many users are downloading software illegally via peer-to-peer (P2P) networks 
and auction sites, according to the BSA report. But these download methods can lead to 
malware and identity theft, the report warns. BSA uses special technology to monitor 
peer-to-peer networks and auction sites, issuing “takedown requests” when it finds 
suspicious software being offered. In the first half of 2009, BSA says it issued almost 
2.4 million takedown notices related to P2P and BitTorrent file sharing, an increase of 
more than 200 percent compared with the same period in 2008. Likewise, in the first 
half of 2009, BSA used its in-house Internet “crawler” to identify and request the 
removal of almost 103,000 torrent files from nine of the largest BitTorrent hosting sites 
worldwide. These torrent files were being used by nearly 2.9 million individuals to 
download software with a retail value of more than $974 million, according to the 
BSA.  
Source: http://www.darkreading.com/security/app-
security/showArticle.jhtml?articleID=220600367&subSection=Application+Security 

43. October 9, Internetnews.com – (National) Cyber terrorism demands new tactics: 
study. RAND Corporation recently became the latest independent research firm to 
implore government and law enforcement agencies as well as private-sector IT firms to 
step up their efforts and get serious about a developing a comprehensive battle plan for 
fighting cyber terrorism in the U.S. and around the globe. The highly respected 
nonprofit organization’s study, titled “Cyberdeterrence and Cyberwar,” concludes that 
the U.S. and other nations dependent on externally accessible computer networks, 
particularly the ones used for electric power, telephone service, banking and military 
command and control, are in great danger of falling victim to a coordinated cyber 
attack. “Adversaries in future wars are likely to go after each other’s information 
systems using computer hacking,” said the report’s lead author and senior management 
scientist at RAND, a nonprofit research organization. “The lessons from traditional 
warfare cannot be adapted to apply to attacks on computer networks. Cyberspace must 
be addressed in its own terms.” The study results come on the heels of Wednesday’s 
landmark bust of 100 alleged cyber thieves in a coordinated international investigation 
spearheaded by the FBI and Egyptian authorities.  
Source: 
http://www.internetnews.com/government/article.php/3843136/Cyber+Terrorism+Dem
ands+New+Tactics+Study.htm 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

44. October 13, Royal Pingdom – (International) Sweden’s internet broken by DNS 
mistake. On October 12, a routine maintenance of Sweden’s top-level domain .se went 
seriously wrong, introducing an error that made DNS lookups for all .se domain names 
start failing. The entire Swedish Internet effectively stopped working at this point. 
Swedish (.se) websites could not be reached, email to Swedish domain names stopped 
working, and for many these problems persist still. According to sources we have 
inside the Swedish web hosting industry, the .se zone, the central record for the .se top-
level domain, broke at 21:19 local time and was not returned to normal until 22:43 
local time. However, since DNS lookups are cached externally by Internet service 
providers (ISPs) and web hosting companies, the problems remained even after that. It 
was not until around 23:30 local time last night that the major Swedish ISPs had 
flushed their own DNS caches, meaning that they cleared away the broken results so 
that new DNS lookups could start working properly again. If they had not done this the 
problem would have remained for a full 24 hours. There are still a large number of 
smaller ISPs that have not yet fixed the problem. It is also likely that ISPs outside of 
Sweden is not aware of the incident, so the effects of the problem may remain there as 
well. 
Source: http://royal.pingdom.com/2009/10/13/sweden%E2%80%99s-internet-broken-
by-dns-mistake/ 

45. October 13, ComputerWorld – (International) Sidekick users may regain lost data, 
Microsoft says. Microsoft late October 12 held out a glimmer of hope to Sidekick 
users, saying that it may be able to recover some data previously believed lost in a 
massive server failure. “Recent efforts indicate the prospects of recovering some lost 
content may now be possible,” a Microsoft spokesman said in a statement that was 
duplicated on T-Mobile’s support site. “We will continue to keep you updated on this 
front; we know how important this is to you.” The news came two days after Microsoft 
and T-Mobile confirmed that a server failure “almost certainly” meant that users’ data 
had been lost. In a joint message at the time, the companies said that although engineers 
were working on the problem, “the likelihood of a successful outcome is extremely 
low.” The outage sparked users to post thousands of messages on T-Mobile’s support 
forums, where most customers raged at the loss, calling it “inexcusable” and beating 
the drum for a class-action lawsuit. On October 12, hints surfaced that Microsoft might 
have made progress in restoring the lost data, as some users said that personal data had 
reappeared on their phones.  
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Source: 
http://www.computerworld.com/s/article/9139279/Sidekick_users_may_regain_lost_da
ta_Microsoft_says_ 

46. October 13, Miami Herald – (International) Fiber-optic cable to link Key West and 
Havana. Miami-based TeleCuba Communications announced on October 12 that it had 
been granted a license by the U.S. Treasury to install a fiber-optic cable between Key 
West and Havana. The 110-mile cable will cost about $18 million and should be 
operational by 2011, TeleCuba said in a release. Calls to the Department of Treasury 
were not immediately returned due to the Columbus Day holiday. TeleCuba said the 
cable to Cuba will allow for services such as high-speed Internet and cable television, 
which are not feasible using current satellite communications. The news comes weeks 
after the U.S. Presidential administration dropped key provisions of the economic 
embargo and made it legal for U.S. companies to pursue fiber-optic, cellular roaming 
and satellite TV and radio deals. Cuba, however, must approve any plans. In June, the 
Venezuelan President said the nation would invest $70 million in creating a fiber link 
with the Caribbean island. 
Source: http://www.miamiherald.com/business/story/1279401.html 

47. October 12, WABE 90.1 Atlanta – (Georgia) Spike in copper theft in Atlanta. Nine 
different reports of stolen copper in the last few weeks have AT&T concerned. “It’s a 
very hazardous and dangerous endeavor for those who are doing it,” says a AT&T 
spokesperson. “And it’s also a public safety issue because there are temporary service 
disruptions - I mean we get out there quickly and restore service still there’s an impact 
on public health and emergency services.” The culprits steal from a variety of 
equipment, sometimes digging the copper from the ground, sometimes climbing up 
telephone poles. Thieves then sell the copper to scrap metal dealers by the pound and 
usually make around $500 for each haul. The spokesman blames the spike on the bad 
economy and the increased price of copper. 
Source: 
http://www.publicbroadcasting.net/wabe/news.newsmain/article/1/0/1565054/Atlanta/S
pike.in.Copper.Theft.in.Atlanta 

48. October 12, Data Center Knowledge – (International) IBM generator failure causes 
airline chaos. A generator failure on October 11 at an IBM data center in Auckland, 
New Zealand crippled key services for Air New Zealand, prompting the airline’s CEO 
to publicly chastise Big Blue for the failure. The data center outage crashed airport 
check-in systems, as well as on-line bookings and call center systems on October 11, 
affecting more than 10,000 passengers and throwing airports into disarray. The problem 
occurred during planned maintenance at IBM’s Newton data center in Auckland. A 
generator failed during the maintenance window, dropping power to parts of the data 
center, including the mainframe operations supporting Air New Zealand’s ticketing. 
IBM says service was restored to most clients within an hour, but local media reports 
say Air New Zealand’s ticketing kiosks were offline for up to six hours. The Air New 
Zealand chief executive is not happy. “In my 30-year working career, I am struggling 
to recall a time where I have seen a supplier so slow to react to a catastrophic system 
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failure such as this and so unwilling to accept responsibility and apologise to its client 
and its client’s customers,” the executive wrote in an email to IBM, which then became 
public.  
Source: http://www.datacenterknowledge.com/archives/2009/10/12/ibm-generator-
failure-causes-airline-chaos/ 
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Commercial Facilities Sector 

49. October 12, Norwich Bulletin – (Connecticut) Teen charged in bomb threat at 
Mohegan Sun Casino. State police have arrested a 16-year-old on charges he called in 
a bomb threat this summer to the Mohegan Sun Casino. The teen, not identified 
because of his status as a youthful offender, was charged with falsely reporting an 
incident and second-degree breach of peace. Police said the bomb threat was called in 
to the casino on July 15. The unidentified man was released on a $2,500 non-surety 
bond and is expected to appear October 22 in Norwich Superior Court.  
Source: http://www.norwichbulletin.com/news/x366053711/Teen-charged-in-bomb-
threat-at-Mohegan-Sun-Casino 

50. October 12, KXL 750 Portland – (Oregon) Bomb scare forces Rose Garden 
evacuation. A suspicious device that sparked an evacuation at the Rose Garden Arena 
was not an explosive, police said Friday. Police received a call about a suspicious 
device in a restroom at about 6 p.m., said a Sergeant of the Portland Police Bureau. The 
Explosives Disposal Unit was called to investigate and was able to remove the device 
safely. Police said the suspicious device was a PVC pipe that was attached to the wall 
somehow. An employee saw it and became concerned. More than 10,000 people were 
attending the “Women Of Faith” conference Friday. At least 2,500 people inside the 
Rose Garden were evacuated and 8,000 were not allowed in, police said. The event was 
canceled for the night and will continue Saturday. “I think there are probably 10,000 
women out here and it’s pretty chaotic, and everyone is running around each way,” said 
an attendee. Rose Garden officials had no comment Friday. The investigation is 
ongoing, police said. 
Source: http://www.kxl.com/ArticlePage/itemid/18524/Bomb-scare-forces-Rose-
Garden-evacuation/ 

51. October 11, KTLA 5 Los Angeles – (California) 10,000 gallon sewage spill closes 2 
miles of beach. The 2-mile stretch of beach between Belmont Pier and Third Place in 
Long Beach remained closed Sunday in the wake of a massive raw sewage leak 
Saturday morning. The 10,000-gallon spill occurred when a main sewage line in South 
Pasadena overflowed, sending a large amount of raw sewage down the Los Angeles 
River, said a City of Long Beach spokesman. The spill was reported about 10:40 a.m. 
at Arroyo Verde Road and Sycamore Avenue. Long Beach health officials have 
declared the waters near the river mouth unfit for human contact until bacteria levels 
subside. Testing will be done daily until bacteria levels fall within state standards. 
Source: http://www.ktla.com/news/landing/ktla-lb-sewage-spill,0,3299965.story 
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52. October 11, KOMO 4 Seattle – (Washington) Fumes spark evacuations at Seattle 
hotel. Emergency teams rushed to a Seattle hotel and some guests thought they were 
under attack when a chemical irritant was released into the ventilation system Sunday 
morning. Dozens of police, Hazmat teams and medics were dispatched to the scene, the 
Hotel Andra at Fourth Avenue and Virginia Street, at about 11:15 a.m. Guests raced to 
the roof, but the fumes were just as bad there, so they went downstairs to the lobby. 
The entire fifth floor of the hotel was evacuated. Outside, firefighters blocked off the 
whole area as medics treated people in the middle of Fourth Avenue. Five victims were 
treated at the scene for their symptoms. No one was hospitalized. The chemical irritant 
turned out to be bear-strength pepper spray. Firefighters said a maid accidentally 
knocked over a large pepper spray can — the kind used to fight off bears — as she was 
cleaning a room. The fumes quickly spread through the hotel’s ventilation system. 
Investigators say they do not know who the pepper spray belonged to or why it was 
inside the room. Once the hotel was aired out, all guests were able to return to their 
rooms. 
Source: http://www.komonews.com/news/local/63965707.html 

For another story, see item 35  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

53. October 12, Peninsula Clarion – (Alaska) Flood watch issued: Officials suspect 
glacial dam burst. A suspected release of the Snow River glacial dam has local 
emergency officials on alert for flooding in Cooper Landing, Alaska. The emergency 
management coordinator for the Kenai Peninsula Borough said warm temperatures and 
heavy rainfall on the peninsula over the past few days have sent water gushing down a 
number of streams. The cold-water temperatures recorded at the stream-flow gauge on 
the Snow River indicate that the high water might not just be from rainfall, though. He 
said he had been in communication with the National Weather Service in Anchorage, 
which believes the dam might be releasing. “They have not done a flyover yet but they 
believe it’s probable the dam’s been breached, though not catastrophically,” he said. A 
flood watch was issued for the Cooper Landing area through Monday morning, with 
flooding expected on Primrose Road near the U.S. Forest Service campground at the 
south end of Kenai Lake. The Snow River was expected to crest by midmorning on 
Monday. The river was tapering back by Sunday. 
Source: http://www.peninsulaclarion.com/stories/101209/new_502069698.shtml 
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54. October 11, Memphis Commercial Appeal – (Tennessee) Lakeland dam owner issued 
notice of violation. The earthen dam impounding Shelby County’s (Tennessee) largest 
manmade lake is plagued by an erosion problem that has grown worse because owners 
have failed to make repairs in the four years since state inspectors first called attention 
to it, officials say. The Tennessee Department of Environment and Conservation has 
issued a notice of violation ordering repairs to the dam at Garner Lake in Lakeland, 
where erosion has cut a 15- to 20-foot-deep, 100-foot-long gully, and a culvert pipe has 
corroded. Although the 71-foot-tall, half-mile long dam is not in imminent danger of 
failing, the erosion problem has become serious, said the chief of the safe dams section 
in the Tennessee Department of Environment and Conservation. State inspectors 
recommended action to deal with the erosion problem at least as far back as 2005. “It’s 
been developing for some years,” and the owner “didn’t do anything,” he said. “[The 
owner] let the erosion keep occurring, getting worse.” State and county records list the 
dam owner as Lake Management Association Inc. The registered agent for the 
association, said the repairs will be made. If Lake Management does not abide by the 
requirements of the notice of violation, the Department of Environment and 
Conservation could issue a commissioner’s order imposing fines. The state also can 
order lake levels drawn down if the dam deteriorates to a dangerous condition. 
Source: http://www.commercialappeal.com/news/2009/oct/11/high-hazard-
erosion/?partner=popular 

55. October 9, Philippine National Red Cross – (International) Philippines: PNRC - 
Pepeng batters Pangasinan, 3 dikes collapsed; San Roque Dam discharged 
water. Tropical Depression Pepeng battered the province of Pangasinan, the Philippine 
National Red Cross (PNRC) Operation Center reported on October 9. In a report of 
PNRC Pangasinan- Dagupan City Chapter, there were already 25,000 families 
evacuated in 48 evacuation centers all over the province of Pangasinan. Latest report of 
PNRC Pangasinan- Dagupan City Chapter accounted 317,000 families affected or more 
than 1.8 million individuals. San Roque Dam in Pangasinan has already opened six 
gates with outflow of 4,636 cubic meter per second and floodwaters in the said 
province will continue to rise significantly as the dam increased the volume of water 
being released through its opened gates. Due to the release of the water in San Roque 
Dam, municipalities of Rosales, Bautista, Bayambang, Alcala, Sto. Tomas, Uzbitondo, 
San Carlos City, Lingayen, San Manuel, Tayug, Asingan, Natividad, and Sta. Maria are 
in critical condition. Three dikes also collapsed in the areas of Bacnono, Sison and near 
Agno River and a total of ten dikes were reported damaged. As of 7 a.m. rescue teams 
from PNRC Olongapo Chapter and Subic Bay Metropolitan Authority (SBMA) headed 
towards Pangasinan but had difficulty penetrating flooded areas through Camiling to 
rescue families stranded in their homes due to strong current.  
Source: http://www.reliefweb.int/rw/rwb.nsf/db900SID/MYAI-
7WQAME?OpenDocument 
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