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Top Stories 

 The Tampa Tribune reports that workers have found a crack in a concrete containment wall 
at the Crystal River, Florida nuclear power plant, but the half-inch-wide gap does not pose 
a danger, officials said on October 8. (See item 6) 

 According to the Wichita Eagle, postal officials said on October 8 that 170 packages may 
have been contaminated by mercury that leaked from a package at the Wichita, Kansas 
Processing and Distribution Center. (See item 21) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 9, Associated Press – (International) Sri Lanka goes dark in nationwide 
blackout. An official says a power blackout plunged all of Sri Lanka into darkness for 
a few hours on October 9 because of a technical fault at an electricity distribution 
center. A spokesman for the power and energy ministry says the blackout affected 
almost all parts of the Indian Ocean island nation for few hours early on October 9. A 
spokesman says engineers found it was due to a technical fault at the main distribution 
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center and a burnt cable connected to the national grid. He says power has already been 
restored in some parts. Sri Lanka largely depends on hydropower to generate 
electricity. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5iaARstbWx-
2unOHpRojJDmHMztUwD9B7D0G80 

2. October 9, Waltham Daily News Tribune – (Massachusetts) Police say duo stole 525 
pounds of copper. A police officer caught a man and a woman who were trying to 
steal 500 pounds of copper wire from an NStar facility early October 8, authorities say. 
The officer, who was patrolling the riverwalk, noticed a pile of copper wire and heard 
people running through nearby woods. After a search, the officer found the suspects 
hiding along the bank of the Charles River. At the gate to the property, police found a 
bolt cutter, a glove and a flashlight under a spool of copper wire, which appeared 
freshly cut, the report says. During booking, an officer found a card on the man of an 
Everett scrap yard that buys copper and other metals, the report said. The card was for 
“500 Club” members, who get a slot on the card punched each time they redeem scrap 
metal. The man’s card, the report says, had 10 slots punched. An NStar representative 
told police that each of the 21 pieces of copper wire police recovered was 2 inches in 
diameter, weighed 20 to 25 pounds, totaling 525 pounds, the report said. NStar 
estimated the value to be $2.50 per pound, making the haul worth about $1,300. 
Source: http://www.dailynewstribune.com/news/x838663070/Police-say-duo-stole-
525-pounds-of-copper 

3. October 9, Williamson Daily News – (West Virginia) Slurry spill cause worn 
equipment. A spill from an impoundment at a mine in Mingo County, West Virgina, 
was apparently caused by worn equipment, according to a mine company 
spokesperson. The spill occurred at the Miller’s Creek operation of CONSOL Mining 
on October 8. A pipe that was being used to pump coal slurry sludge, a byproduct of 
the mining process, from the preparation plant to the impoundment ruptured, causing 
coal sludge to spill into Big Branch Creek. CONSOL Energy’s public relations 
manager told the Daily News the pipe was worn, causing it to break. She added that the 
company was unsure how much of the sludge leaked into the creek, but they did not 
think it was a significant amount. The Mingo County Office of Emergency Services 
director agreed. “We don’t have an estimate,” he said. 
Source: http://www.williamsondailynews.com/pages/full_story/push?article-
Slurry+spill+cause+worn+equipment &id=3919371-
Slurry+spill+cause+worn+equipment&instance=secondary_news_left_column 

4. October 9, Associated Press – (Texas) Coal train drails in downtown Cleburne; 
None hurt. A 100-car Burlington Northern Santa Fe coal train has derailed in a 
downtown Cleburne rail yard, spilling the train’s cargo and closing the heavily traveled 
track. A Cleburne city spokesman says 44 of the coal-laden cars derailed about 6:45 
a.m. on October 9, dumping coal all over the railbed. A spokesman of Fort Worth, 
Texas-based BNSF said no injuries nor hazardous spills resulted from the derailment. 
He has no immediate details on what caused the derailment. He says the train was 
carrying coal from Wyoming’s Powder River Basin coal fields to the W.A. Parish 
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Power Plant at Smithers Lake in Fort Bend County, 25 miles southwest of Houston. 
The Texas Genco plant is a 3,000-megawatt, coal-fired plant that burns more than 11 
million tons of coal per year. He says Amtrak, which uses the rail line, will move 
passengers around the derailment site by buses between Fort Worth and Temple. 
Source: http://cbs11tv.com/wireapnewstx/Burlington.Northern.coal.2.1237928.html 

5. October 8, Colorado Independent – (Colorado) Three oil and gas companies fined 
for polluting stream near Parachute. Three oil and gas companies have been fined 
nearly $700,000 for allowing loose dirt from a pipeline project and access road to wash 
over a cliff into Garden Gulch and then on into Parachute Creek above the Western 
Slope town of Parachute. According to a press release from the Colorado Department 
of Public Health and Environment and a story in the Grand Junction Daily Sentinel, 
penalty settlements totaling $680,000 will be paid by Enterprise Products Operating 
LLC, Berry Petroleum Co., and Marathon Oil Co. for the incident last year. The state, 
which will put the money into its Water Quality Improvement Fund, will use the funds 
to improve water quality in the Parachute area through the “planning, design and 
construction of stormwater and domestic wastewater treatment facilities.” State 
officials said the companies did not use best-management practices to prevent 
pollution, although none of the companies admitted wrongdoing in the settlement. 
Impacts on water quality as a result of natural gas drilling have been a hot issue all 
summer in Colorado, with most of the debate centering on the practice of hydraulic 
fracturing. 
Source: http://coloradoindependent.com/39656/three-oil-and-gas-companies-fined-for-
polluting-stream-near-parachute 

[Return to top]  

Chemical Industry Sector 
 

Nothing to report 
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. October 8, Tampa Tribune – (Florida) Crack found in Crystal River nuclear 
plant. Workers have found a crack in a concrete containment wall at the Crystal River, 
Florida, nuclear power plant, but the half-inch-wide gap does not pose a danger, 
officials said October 8. The plant, which was shut down September 26 for refueling, 
maintenance and replacing of two steam generators, now has engineers and 
independent consultants studying the gap in the 42-inch thick concrete wall, which is 
lined with a steel plate. The power plant is operated by Progress Energy, which has a 
team analyzing the issue. The federal Nuclear Regulatory Commission is sending a 
special inspection team to learn what caused the crack and the extent of the gap. The 
agency’s chairman and regional administrator was on site October 9 as part of a 
previously scheduled visit to the plant. The plant already was shut down when the crack 

http://coloradoindependent.com/39656/three-oil-and-gas-companies-fined-for-polluting-stream-near-parachute
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was discovered, meaning the crack is not currently endangering the public and there is 
no radiation that is being released. 
Source: http://www2.tbo.com/content/2009/oct/08/crack-found-crystal-river-nuclear-
plant/news-metro/ 

[Return to top]  

Critical Manufacturing Sector 

7. October 8, Hardin County News-Enterprise – (National) Bearing dealer accused of 
dirty business. A federal grand jury on October 5 indicted two former heads of an 
Elizabethtown, Kentucky, business on charges of mail fraud and conspiracy to commit 
mail fraud, but one defendant claims the allegations are being made to suppress 
competition. According to the U.S. Attorney’s Office in Louisville, the two men were 
conspiring to profit from worn railroad-car bearings while in leadership positions at 
Roller Bearing Industries, or R.B.I., of Elizabethtown. The bearings were not in 
suitable condition for reconditioning by R.B.I. so the company was required by rules 
and regulations of the American Association of Railroads to dispose of the worn 
bearings, or return them to the original manufacturer. Instead, the indictments allege, 
the pair shipped the bearings to two outside companies where the parts were 
reconditioned. Those companies, RS Material and GRD Enterprises, allegedly returned 
the bearings to R.B.I., but shipped them as “dirty bearings,” or bearings still in need of 
refurbishing, not a reconditioned product. The defendant’s attorney said the allegations 
are unfounded and that the bearings were brought up to, then sold at a safe standard. 
“We’ve not had a single complaint from any customer,” one defendant said. “And all of 
the bearings have been proven to be at or above the industry standard.” They face a 
maximum potential penalty of 40 years imprisonment and a $500,000 fine in the event 
they are convicted as charged. 
Source: http://www.thenewsenterprise.com/cgi-
bin/c2.cgi?053+article+News.Local+20091008155217053053003 

[Return to top]  

Defense Industrial Base Sector 

8. October 8, Aviation Week – (National) Aging U.S. rotary fleet gets upgrades. Facing 
a spending freeze, the U.S. military is concentrating on maintaining its mostly legacy 
rotary-wing fleet, with upgrades and improvements driven by demands from combatant 
commanders in Afghanistan. Most people “would characterize this as a helicopter war,” 
says the program executive officer for aviation. “We’re fighting in an austere 
environment and we’re living in an austere budget environment.” With no new clean-
sheet helicopter designs on the near horizon, the services are shifting their focus to 
maintainability, affordability, and reliability. He notes the brisk operating tempo, 
combined with sand, heat, and high altitude, creates tremendous wear and tear on the 
platforms. Army logistics leadership has asked Aviation and Missile Command 
(Amcom) to look at the future of helicopter reset programs. This month, the first report 

http://www.thenewsenterprise.com/cgi-bin/c2.cgi?053+article+News.Local+20091008155217053053003
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http://www2.tbo.com/content/2009/oct/08/crack-found-crystal-river-nuclear-plant/news-metro/
http://www2.tbo.com/content/2009/oct/08/crack-found-crystal-river-nuclear-plant/news-metro/
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on the so-called Deep Maintenance program is due, after which several months of 
follow-on analysis will help flesh out the program’s scope. “We want to maintain a 
fleet life of 10 years between upgrades,” he suggests as an example. “How do we do 
that? We’re trying to be proactive. We don’t want to wake up one day asking, ‘What do 
we do now?’” 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/ROTOR100809.xml&hea
dline=Aging U.S. Rotary Fleet Gets Upgrades&channel=defense 

9. October 7, Reuters – (National) Lockheed missile succeeds in recent tests. The U.S. 
Air Force on October 7 said Lockheed Martin Corp’s radar-evading JASSM cruise 
missile successfully completed the latest round of tests deemed critical to the future of 
the $6 billion program. Lockheed’s Joint Air-to-Surface Standoff Missile succeeded in 
15 of 16 tests conducted at the White Sands Missile Range in New Mexico, an Air 
Force spokeswoman said. The company in August said it was investing tens of millions 
of dollars to ensure that the tests were successful. It said it aimed to ace at least 13 of 
16 tests. Unofficial results showed that all four test shots launched from a B-52 bomber 
on Sunday were successful, ending the final round of this batch of missile testing. Over 
the course of all 16 tests, the spokeswoman said one missile failed to detonate. There 
was also a missile that had to be retested because of a telemetry drop-out. JASSM is a 
long-range, conventional precision missile designed to destroy fixed and moving 
targets. Lockheed said the tests resulted in a 94 percent success rate for the new 
stealthy missile, beating the Air Force’s target of 90 percent by 2013. “This successful 
flight test verifies JASSM as a reliable weapons system,” said a Lockheed 
spokeswoman. The Air Force in May said it could cancel the program after years of 
repeated technical problems if the next round of tests did not show a marked 
improvement in missile reliability. The weapon was declared combat-ready five years 
ago and has been deployed despite several testing failures, but it is facing tougher 
scrutiny now that the Pentagon is reexamining weapons programs with cost overruns 
and technical problems. A recent problem that occurred when the missile was tested on 
a B-1 bomber was determined to be an “aircraft malfunction independent of the 
weapon” and standard maintenance procedures had corrected the problem. 
Source: http://www.reuters.com/article/politicsNews/idUSTRE59667H20091007 

[Return to top]  

Banking and Finance Sector 

10. October 9, Bloomberg – (National) TARP oversight group says Treasury mortgage 
plan not effective. The group Congress created to oversee the U.S.’s $700 billion 
financial bailout said the government needs to increase its efforts to help struggling 
homeowners modify their mortgages. A split Congressional Oversight Panel said in a 
report issued October 9 that it has doubts that the Treasury Department’s $50 billion 
loan-modification program will help prevent an estimated 3 million to 4 million 
foreclosures. The group’s two Republican members dissented from the Democratic 
appointees’ findings. “Rising unemployment, generally flat or even falling home prices 

http://www.reuters.com/article/politicsNews/idUSTRE59667H20091007
http://www.aviationweek.com/aw/generic/story.jsp?id=news/ROTOR100809.xml&headline=Aging
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and impending mortgage-rate resets threaten to cast millions more out of their homes,” 
the report said. “The panel urges Treasury to reconsider the scope, scalability and 
permanence of the programs designed to minimize the economic impact of foreclosures 
and consider whether new programs or program enhancements could be adopted.” The 
five-member group was set up to oversee the Troubled Asset Relief Program. It issues 
monthly reports critiquing the Treasury’s rescue policies. 
Source: http://www.bloomberg.com/apps/news?pid=20601103&sid=aYG9i40uKL0M 

11. October 9, Albuquerque Express – (Illinois) Alleged Ponzi scheme nets hedge fund 
manager. A Chicago hedge fund manager has pleaded guilty to federal charges in what 
was described by prosecutors as a multibillion-dollar Ponzi scheme. The defendant 
pleaded guilty to one count of mail fraud over a scheme allegedly masterminded and 
orchestrated by a businessman. The defendant is in federal custody after 
acknowledging that he helped engineer financial transactions to create the appearance 
that the alleged Ponzi scheme was above board. He faces up to 20 years in prison and a 
$250,000 fine. He will be sentenced at a later date. He joins an account executive from 
his firm and four close associates of the businessman who have pleaded guilty to 
various criminal charges relating directly to the alleged $3.5 billion scheme. 
Source: 
http://story.albuquerqueexpress.com/index.php/ct/9/cid/3a8a80d6f705f8cc/id/552203/c
s/1/ 

12. October 8, Business Week – (International) Online banking fraud soars in 
Britain. Despite an overall decline in British credit card fraud, criminals are getting 
more sophisticated at targeting online bank accounts. Online banking fraud jumped by 
55 percent during the first six months of this year as criminals become even more 
sophisticated in their use of technology. Losses from online banking fraud hit Â£39m 
in the first half of the year, despite a decrease in the overall amount of credit card fraud 
in the UK. Banking industry body Financial Fraud Action UK warned that online fraud 
is becoming increasingly sophisticated, with fraudsters targeting customers using 
malware and phishing scams. The number of phishing incidents rose by 26 per cent to 
26,000 during the same six-month period from January to June, according to the group. 
But it also said online security measures, which require the cardholder to enter a 
password when making purchases over the web, have contributed to an 18 per cent 
reduction in the amount of phone, internet and mail order fraud. The online fraud 
statistics go against the overall trend, which has seen a decrease in credit card fraud of 
23 per cent from the same period last year. Card fraud losses totalled Â£232.8m in the 
first half of 2009, translating to around a tenth of a penny being lost to fraud for every 
Â£1 spent on cards. The introduction of chip and PIN in UK stores has played an 
important role in this reduction, with over-the-counter losses down by 26 per cent year-
on-year.  
Source: 
http://www.businessweek.com/globalbiz/content/oct2009/gb2009108_505426.htm 

13. October 8, Tacoma Daily Index – (Washington) Tacoma police investigate downtown 
bank robbery, suspicious package. A Tacoma police spokesman said on October 8 a 

http://story.albuquerqueexpress.com/index.php/ct/9/cid/3a8a80d6f705f8cc/id/552203/cs/1/
http://story.albuquerqueexpress.com/index.php/ct/9/cid/3a8a80d6f705f8cc/id/552203/cs/1/
http://www.businessweek.com/globalbiz/content/oct2009/gb2009108_505426.htm
http://www.bloomberg.com/apps/news?pid=20601103&sid=aYG9i40uKL0M
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man was arrested after walking into a Bank of America branch downtown, claiming to 
have a bomb, and demanding money. A suspicious package was later found in the 
bank’s parking lot, located at 101 S. 9th St. The man was arrested and Tacoma Bomb 
Squad was investigating on October 8. Several streets near Court A and South 9th 
Street have been blocked. 
Source: http://www.tacomadailyindex.com/portals-
code/list.cgi?paper=88&cat=23&id=1639266&more=0 

14. October 8, New York Times – (International) Man pleads guilty in plot to bomb sites 
in Toronto. A man unexpectedly pleaded guilty on October 8 to leading a plot to blow 
up at least three prominent sites, including the Toronto Stock Exchange, in a bid to 
create chaos to force Canada to withdraw its troops from Afghanistan. The defendant 
who was 20 and working at a gas station at the time of his arrest in 2006, is the fifth 
member of a group known as the Toronto 18 to be convicted or plead guilty in the case. 
But prosecutors said the others were peripheral players who did not have full 
knowledge of the defendant’s plan to damage the stock exchange, the Toronto office of 
Canada’s intelligence service and a military base. As the authorities watched and 
listened in, the defendant organized training camps that featured extremist Islamic 
teachings and somewhat inept military-style exercises. Among other things, members 
of the group considered raiding Canada’s Parliament buildings and beheading the 
Canadian Prime Minister, as well as conducting raids on nuclear power stations. Six 
defendants still await trial. Charges have been suspended or dropped against seven 
other people. 
Source: 
http://www.nytimes.com/2009/10/09/world/americas/09canada.html?_r=2&partner=rss
&emc=rss 

15. October 7, KNXV 15 Phoenix – (Arizona) PD: Package left at credit union designed 
to look like bomb. Officials said the suspicious device dropped off during an armed 
robbery at an East Valley credit union was in fact a small black battery designed to 
look like a bomb. A Gilbert police spokesperson said the scene has been cleared and no 
injuries were reported. The Gilbert credit union was evacuated on October 7 and the 
Mesa Bomb Squad was called in to investigate the device, said the spokesman. 
According to the spokesman, a man robbed the Tempe School Credit Union near 
Gilbert and Guadalupe roads just before 2 p.m. The suspect then left a package behind, 
and fled the scene. 
Source: http://www.abc15.com/content/news/southeastvalley/gilbert/story/PD-Package-
left-at-credit-union-designed-to-look/h1sZp5werECDlnZ1G2jpcg.cspx 

[Return to top]  

Transportation Sector 

16. October 9, WTTG 5 Washington, D.C. – (District of Columbia) D.C. security scare 
becomes federal case. A man who was arrested in a security scare in Northwest D.C. 
the night of October 6 threatened to blow up the Friendship Heights Metro station, 

http://www.nytimes.com/2009/10/09/world/americas/09canada.html?_r=2&partner=rss&emc=rss
http://www.nytimes.com/2009/10/09/world/americas/09canada.html?_r=2&partner=rss&emc=rss
http://www.abc15.com/content/news/southeastvalley/gilbert/story/PD-Package-left-at-credit-union-designed-to-look/h1sZp5werECDlnZ1G2jpcg.cspx
http://www.abc15.com/content/news/southeastvalley/gilbert/story/PD-Package-left-at-credit-union-designed-to-look/h1sZp5werECDlnZ1G2jpcg.cspx
http://www.tacomadailyindex.com/portals-code/list.cgi?paper=88&cat=23&id=1639266&more=0
http://www.tacomadailyindex.com/portals-code/list.cgi?paper=88&cat=23&id=1639266&more=0
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according to a criminal complaint in the case. It was a chaotic scene the night of 
October 6 in Friendship Heights when three blocks of Wisconsin Avenue Northwest 
were cleared of cars and pedestrians. Adjacent buildings and restaurants were 
evacuated, including both Mazza Gallerie and Chevy Chase Pavilion. Police say the 
man, a native of Bangladesh, had been hanging around Chevy Chase Pavilion for a 
couple of days, taking notes, making threats, and acting strangely. Now, according to a 
police report obtained by FOX 5, more is known about what had concerned passersby 
and police. Investigators say the man was overheard calling out: “I’m not scared to die! 
I will kill you! I will blow people up and the Metro!” “He made some statements, 
threatening individuals,” said a sergeant of the Joint Terrorist Task Force. “At that 
point we had to take him at his word, what he meant.” Police say they arrested the man 
while he sat near the Starbucks kiosk inside the Chevy Chase Pavilion, only steps from 
the Friendship Heights Metro station. Detectives also searched the man’s backpack 
right on the sidewalk in front of the Cheesecake Factory. In the backpack, police say 
they found a notebook with “I will kill you” written inside. It contained diagrams of 
bridges, mosques and other buildings in Washington. The man was eventually taken 
into custody and questioned by detectives. So far, police have not released his age or 
any local address for the young man. He remains in custody, where he will stay until he 
returns to court the week of October 12. They also have not said if he intended to carry 
out any of his threats. Police did not find any explosives during their search. 
Source: 
http://www.myfoxdc.com/dpp/news/local/100809_friendship_heights_security_scare_b
ecomes_federal_case 

17. October 8, CNN – (New Jersey) Recording reveals phone banter before deadly 
Hudson crash. An air traffic controller was joking with a woman about a dead cat just 
moments before a helicopter and small plane collided over the Hudson River in August, 
according to a recording released Thursday by the Federal Aviation Administration 
(FAA). There were no survivors from the August 8 crash, in which three people died 
aboard the Piper Saratoga PA-32 fixed-wing plane that collided with a helicopter 
carrying six people, five of them Italian tourists. The FAA in August confirmed the air 
traffic controller at New Jersey’s Teterboro airport, who initially handled the flight of 
the Piper before handing off to Newark controllers, had “involved in apparently 
inappropriate conversations on the telephone at the time of the accident.” The controller 
and his supervisor, who was not in the building as required, were suspended. “While 
we have no reason to believe at this time that these actions contributed to the accident, 
this kind of conduct is unacceptable, and we have placed the employees on 
administrative leave and have begun disciplinary proceedings,” an FAA spokeswoman 
said at the time. The recording, released for the first time Thursday, caught the air 
traffic controller at Teterboro airport having a giggly chat with the woman, suggesting 
she grill the dead cat she apparently found. A source with knowledge of the 
investigation told CNN the woman was the controller’s girlfriend. The exchange, which 
lasts about six minutes, is interrupted by a controller at the Newark airport, who asks 
the Teterboro controller for help with air traffic. The conversation between the 
Teterboro controller and the woman continues as she mentions that it seems her friend  

http://www.myfoxdc.com/dpp/news/local/100809_friendship_heights_security_scare_becomes_federal_case
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is doing “a lot of babysitting.” Seconds later, the crash occurs with no survivors. 
Source: http://www.cnn.com/2009/US/10/08/hudson.crash.audio/ 

18. October 8, Bloomberg – (National) U.S. runway near-misses fell by half, FAA data 
show. Aircraft near-collisions on U.S. runways fell by half in the year ended September 
30, following a Federal Aviation Administration (FAA) effort that included better 
markings at busy airports. The number of the most serious types of near-misses 
dropped to 12, from 25 in fiscal 2008, the FAA said today in Washington. The agency 
recorded 24 or more in each of the past nine fiscal years, with a high of 67 in 2000. 
Curtailing such incidents has been a priority for regulators and safety advocates. The 
FAA Administrator credited initiatives from the past two years including improvements 
to runway signs, changes in taxiing routes that keep aircraft from crossing runways and 
more explicit instructions to pilots from controllers. “As trends go, that is a remarkable 
reduction,” he told reporters. “This is the safest year we’ve ever had.” Only two of the 
12 near misses in the past year involved commercial airliners, down from nine in fiscal 
2008 and 34 in 2000. The FAA said in 2007 it was sending design-review teams to the 
20 largest airports and to those where wrong-runway departures were a concern. The 
teams examined runway layouts, operating procedures, lights and markings. 
Source: http://www.bloomberg.com/apps/news?pid=20601103&sid=a1vmowshJAE8 

19. October 8, Seattle Post Intelligencer – (Washington) Smoky cockpit delays flight 
from Sea-Tac. An Alaska Airlines flight that was preparing to take off returned to the 
gate at Sea-Tac Airport Wednesday night because of an electrical problem. A 
spokeswoman says the plane was evacuated because of smoke in the cockpit. An 
airport spokesman says two people were treated at the scene for smoke irritation. The 
airline spokesman says the 62 passengers and five crew members were put on a 
different plane that took off at 9:30 p.m. for Sacramento. 
Source: http://www.seattlepi.com/local/6420ap_wa_smoky_cockpit.html 

20. October 8, KUSA 9 Denver – (Colorado; New York) Expert: Terror suspect’s 
business plans follow al Qaeda playbook. A terror suspect who was arrested in New 
York and his father were trying to start their own shuttle and limousine services to 
Denver International Airport, and a national security expert says the actions are typical 
of al Qaeda’s method of operations. Colorado Secretary of State records show the 
father and son obtained business licenses in August and planned to call their services, 
“Big Apple Airport Shuttle” and “All Seasons Limo Service.” The man is accused of 
trying to create chemical weapons to detonate across New York City on September 11. 
His father was indicted on Thursday on a charge he lied to federal investigators in a 
matter involving terrorism. “This is the kind of job he could have been told to get 
because it would give you access to airports,” said a former federal prosecutor and 
owner of a corporate homeland security consulting firm. The suspect’s attorney 
believes his plans to start businesses in Colorado show he and his father were law-
abiding citizens. “I would say that if someone is trying to start a business in the state 
then they’re not trying to flee the area or do any damage to the area,” the attorney said. 
While the father and son maintain their innocence, the former prosecutor speculates 
their actions could have indicated a planned attack at Denver International Airport 

http://www.cnn.com/2009/US/10/08/hudson.crash.audio/
http://www.bloomberg.com/apps/news?pid=20601103&sid=a1vmowshJAE8
http://www.seattlepi.com/local/6420ap_wa_smoky_cockpit.html
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(DIA). “They could have been planning a whole series of things as an alternative to 
what was going to happen in New York or as a sequential attack,” he said. “The most 
likely scenario based on this information is that these guys were part of a control cell 
that was involved in planning and acquiring capabilities to execute a number of 
different types of attacks and different terrorist missions.” A spokesman at DIA says 
having a shuttle service to the airport, even with security clearance, does not get drivers 
any closer to the airport than passenger drivers. The men were both airport shuttle 
drivers before their arrests. When the suspect worked for ABC Shuttle, he passed 
Transportation Security Administration criminal background checks in order to have 
access to DIA. 
Source: http://www.9news.com/rss/article.aspx?storyid=124730 

For another story, see item 4  
 
[Return to top]  

Postal and Shipping Sector 

21. October 9, Wichita Eagle – (Kansas) Package leaks mercury at Wichita post 
office. Wichita, Kansas, postal officials said Thursday that 170 packages may have 
been contaminated by mercury that leaked from a package at the Wichita Processing 
and Distribution Center. Postal officials said the area was secured, and hazmat crews 
were called in to clean up the mercury. The packages in question have been isolated, 
and the Postal Service is working with health officials and companies that work with 
hazardous materials to determine whether the packages can be decontaminated and 
delivered. Most of the packages were mailed from within a 50-mile radius of Wichita, 
postal officials said. Customers whose packages may have been contaminated have 
been notified by mail. The individual who mailed the mercury has been identified, and 
the Postal Service is investigating. Like virtually all hazardous material, mercury is not 
mailable.  
Source: http://www.kansas.com/topstories/story/1005170.html 

[Return to top]  

Agriculture and Food Sector 

22. October 8, Associated Press – (Wisconsin) Wis. man gets jail time for meatpacking 
plant fire. An Iraq veteran whose military flare sparked a costly fire at a meatpacking 
plant this summer was sentenced Thursday to 90 days in jail, three years probation and 
500 hours of community service. The fire caused at least $50 million in damage at the 
Patrick Cudahy plant in Cudahy, a Milwaukee suburb. The 23 year-old man was 
charged with second-degree recklessly endangering safety, which carries a maximum 
penalty of 10 years in prison and a $25,000 fine. In exchange for his guilty plea in 
August, prosecutors agreed to recommend a far lighter sentence. The man acquired the 
flare about two years ago when he was in the U.S. Marine Corps. He let his brother fire 
it July 5, and it landed on the roof of a building at the plant. The plant, which is owned 

http://www.kansas.com/topstories/story/1005170.html
http://www.9news.com/rss/article.aspx?storyid=124730
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by Smithfield Foods Inc., was nearly empty because of the holiday weekend. The flare 
sparked a blaze that raged for days and destroyed four buildings. Thousands of 
residents were evacuated, but no one was hurt. His older brother is scheduled to be 
sentenced on the same charge on October 26. He reached a similar plea agreement after 
acknowledging he fired the flare, but his attorney has said he hopes for more leniency 
because he lacked his brother’s knowledge of the flare’s firepower. 
Source: http://wcco.com/wireapnewswi/First.of.2.2.1235038.html 

For another story, see item 16  
 
[Return to top]  

Water Sector 

23. October 9, Olympian – (Washington) Error leads to sewage spill in Lacey. About 
10,800 gallons of raw sewage spilled at the LOTT Alliance treatment plant on Martin 
Way in Lacey, Washington, Wednesday when a valve was left open at a nearby pump 
station, sending too much flow to the plant. The untreated wastewater flowed through 
the plant, down a driveway and into a stormwater treatment basin at the treatment plant 
on Martin Way. E. City crews vacuumed the wastewater out of the basin, along with 
wash water used to clean up the mess. Neither the public nor LOTT employees were 
exposed to the raw wastewater during the spill, said a LOTT Alliance spokeswoman. 
The spill lasted for 17 minutes during maintenance work at the pump station. A valve 
was opened directing all the flow to the Martin Way plant about 10:15 a.m. Normally, 
only 50 percent to 65 percent of the flow goes to the Martin Way plant and the rest 
goes to the Budd Inlet treatment plant in Olympia, she said. To prevent a similar 
accident in the future, LOTT will re-label the valves at the pump station to clarify flow 
direction, LOTT officials said. Operations and maintenance procedures for returning 
equipment to service after repair are under review. The state Department of Ecology 
was notified of the incident, a move required by state law whenever there is a spill. 
Source: http://www.theolympian.com/southsound/story/997762.html 

24. October 9, San Diego Union-Tribune – (California) Reward offered for capture of 
vandals. The city of Carlsbad, California, is offering a $10,000 reward for the capture 
of vandals who ripped up the walls and ceilings of vacant city buildings and stuffed the 
debris into a sewer main, causing a minor spill and major damage. The vandalism 
occurred at a 24-year-old sewage treatment plant on Tamarack Avenue in northeastern 
Carlsbad. The plant has never been used and has recently attracted troublemakers. The 
City Public Works director said city crews were at the plant September 29 working on 
something else when they heard a noise, investigated and saw raw sewage surging out 
of a manhole. They contained the spill so it did not overflow into a storm drain and find 
its way to a stream or lagoon, the director said. The city estimates the damage at 
$150,000. A developer built the plant, in Calavera Hills, in the early 1980s when the 
Encina Wastewater Authority had imposed a moratorium on construction until it 
increased its capacity to treat sewage, he said. The developer built it to treat sewage 
from a housing development under construction, but by the time the plant was finished, 

http://www.theolympian.com/southsound/story/997762.html
http://wcco.com/wireapnewswi/First.of.2.2.1235038.html
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Encina did not need it, so it never went into service, he said. A city spokeswoman said 
trespassing and vandalism have worsened during the past six months, culminating in 
the recent damage. The city hired round-the-clock security guards after the damage 
occurred. The vandals ripped insulation, tiles, wiring and drywall off the ceiling and 
walls of an office building. They stuffed some of that debris — along with tree limbs 
and concrete curbing — down a manhole leading to the sewage line. About 3,500 
gallons of raw sewage spilled September 29 and 30, and city crews contained it and 
cleaned it up. 
Source: http://www3.signonsandiego.com/stories/2009/oct/09/reward-offered-capture-
vandals/?northcounty&zIndex=179700 

25. October 8, KTUU 2 Anchorage – (International) Gambell’s village drinking water 
system shut down. The drinking water system in a town on an island in the Bering Sea 
a few dozen miles from Siberia has been shut down over fears it is contaminated with 
gasoline. The problem in Gambell, Alaska, was discovered when the operator of the 
Gambell Water Plant reported that the well house smelled of gasoline and water in the 
well had a sheen. No source for the gasoline has been determined, but an empty 1-
gallon can that had contained gasoline was found near the well. Officials in Gambel, 
population about 670, are working with the state Department of Environmental 
Conservation to determine if the well and the water storage tanks are contaminated. 
Source: http://www.ktuu.com/Global/story.asp?S=11282598 

26. October 8, Chattanooga Times Free Press – (Tennessee) Risky chemicals found in 
Dalton Utilities compost, EPA says. Dalton Utilities sampling done this summer at 
the request of the U.S. Environmental Protection Agency (EPA) found emerging-risk 
chemicals known as PFOA and PFOS in compost made from the utility’s wastewater 
treatment plant and sold to the public. The samples, taken at the utility’s 9,800-acre 
Looper’s Bend plant, also found the chemicals in the wastewater effluent, sludge, soil 
and groundwater, as well as in the adjacent Conasauga River and Holly Creek, 
according to the EPA. In a separate survey, the compounds were detected by Dalton 
Utilities in a number of private local wells. Only one well had levels high enough to 
prompt the utility to supply the resident with bottled water. “EPA is concerned about 
PFOA and PFOS,” said the deputy director of EPA’s water protection division, during 
a teleconference call Thursday announcing the “emerging issue.” She added that there 
are now no regulations for monitoring in the past for the compounds, and Dalton 
Utilities has not violated any permit conditions or regulations. PFOA, or C8, is the 
shortened name for perfluorooctanoic acid. PFOS is perfluorooctane sulfonate. Both 
have been used by the carpet industry to make carpet stain resistant. 
Source: http://www.timesfreepress.com/news/2009/oct/08/risky-chemicals-found-
dalton-utilities-compost-epa/?breakingnews 

27. October 7, WBOC 16 Salisbury – (Maryland) Salisbury files lawsuit over wastewater 
plant. The city of Salisbury, Maryland, has filed a $28 million lawsuit against an 
engineering company that city leaders blame for problems with the wastewater 
treatment plant. Commenting on the lawsuit, which was filed Monday in the Circuit 
Court of Wicomico County, the Salisbury mayor said, “I don’t believe we’re 

http://www.ktuu.com/Global/story.asp?S=11282598
http://www.timesfreepress.com/news/2009/oct/08/risky-chemicals-found-dalton-utilities-compost-epa/?breakingnews
http://www.timesfreepress.com/news/2009/oct/08/risky-chemicals-found-dalton-utilities-compost-epa/?breakingnews
http://www3.signonsandiego.com/stories/2009/oct/09/reward-offered-capture-vandals/?northcounty&zIndex=179700
http://www3.signonsandiego.com/stories/2009/oct/09/reward-offered-capture-vandals/?northcounty&zIndex=179700
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responsible for why it’s not 100 percent.” The city spent $84 million on upgrades at the 
wastewater treatment plant. The Baltimore engineering company involved in the 
project, O’Brien & Gere Engineers Inc., used a new design for the upgrades. In the 
lawsuit, the city claims that design cannot handle the city’s current load or the 
environment. The lawsuit also alleges O’Brien & Gere was not up front with how much 
and how difficult it would be to operate the newly upgraded plant. According to the 
lawsuit, the city is seeking damages for repair of the wastewater treatment plant’s 
design defects, corresponding increased cost of operation, recovery of any monetary 
penalties imposed by the state of Maryland and/or the U.S. Environmental Protection 
Agency for non-compliance with the city’s wastewater discharge permit and/or sanitary 
sewer overflows. The city attorney expects to hear some kind of response back in 30 
days. But he noted that it could take two years for this lawsuit to play out. 
Source: http://www.wboc.com/Global/story.asp?S=11267019 

For another story, see item 3  
 
[Return to top]  

Public Health and Healthcare Sector 

28. October 9, Associated Press – (National) US, other nations stop counting pandemic 
flu cases. U.S. health officials have lost track of how many illnesses and deaths have 
been caused by the first global flu epidemic in 40 years. And they did it on purpose. 
Government doctors stopped counting swine flu cases in July, when they estimated 
more than 1 million were infected in this country. The number of deaths has been 
sitting at more than 600 since early September. Health officials had previously counted 
lab-confirmed cases, though the tally was skewed because many people who got sick 
never were tested. Other nations have stopped relying on lab-confirmed cases, too, and 
health officials say the current monitoring system is adequate. But not having specific, 
accurate counts of swine flu means the government doesn’t have a clear picture of how 
hard the infection is hitting some groups of people, said a flu expert at Johns Hopkins 
University. The Centers for Disease Control and Prevention is relying on a patchwork 
system of gathering death and hospitalization numbers. Some states are reporting lab-
confirmed cases. Others report illnesses that could be the new swine flu, seasonal flu or 
some other respiratory disease. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hcLLCgId0O7Th_dj4uWFrHH
Sou_wD9B7KMS80 

29. October 8, Chicago Examiner – (Illinois) Six more health reform protestors arrested 
in Chicago. At least six health reform protesters left in police custody from a sit-in at 
Cigna offices in Chicago October 8. The sit-in is part of a national effort to put the 
spotlight on insurance companies through pressure and civil disobedience, organizers 
say. The sit-in came in the wake of another action October 7, when a group of Blue 
Cross patrons whose health insurance was terminated or denied demanded a meeting 
with Blue Cross Blue Shield’s CEO at the company’s downtown office. Thursday’s 

http://www.google.com/hostednews/ap/article/ALeqM5hcLLCgId0O7Th_dj4uWFrHHSou_wD9B7KMS80
http://www.google.com/hostednews/ap/article/ALeqM5hcLLCgId0O7Th_dj4uWFrHHSou_wD9B7KMS80
http://www.wboc.com/Global/story.asp?S=11267019
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arrest is the second time health care reform advocates have faced police action in 
Chicago over the past few weeks. 
Source: http://www.examiner.com/x-5328-Chicago-Page-One-
Examiner~y2009m10d8-Six-more-health-reform-protestors-arrested-in-Chicago 

[Return to top]  

Government Facilities Sector 

30. October 8, Associated Press – (International) Ala. guardsman sues KBR over burn 
pits. A National Guard soldier has filed suit contending his health problems were 
caused by a contractor who burned vast quantities of unsorted waste in pits near where 
soldiers were living in Afghanistan. The Dothan Eagle reported Thursday that the suit 
is one of at least 17 against KBR Inc., claiming the company “knew or should have 
known” that the burn pits put soldiers and contractors in danger. KBR denied the 
allegations. The guardsman said that after a month in Kandahar in 2004, he began to 
experience breathing difficulties, stomach problems, headaches and dizziness, even 
extreme fatigue during normal exertion. He said the pits were close to the soldiers’ 
living quarters, and that winds often sent a large, black cloud of smoke over the tents. 
Source: http://www.militarytimes.com/news/2009/10/ap_guard_burn_pits_100809/ 

31. October 8, Orange County Register – (California) Fumes injure 7 at Calif. Federal 
Building. A hazmat team was unable to identify what substance caused seven people to 
require medical attention October 6 after they inhaled something at the Federal 
Building in downtown Santa Ana, a fire official said. After nearly two hours of testing 
and sampling surfaces and monitoring the air, it was determined the building was safe, 
said a Santa Ana Fire Department spokesman. Four people were sent to a hospital and 
three others required medical attention for symptoms including throat irritation and 
difficulty breathing. The basement was evacuated and elevators were closed while the 
hazmat team tried to determine what the substance was. The ventilation system in the 
building was shut down, but employees were allowed to stay in the building. 
Source: http://www.firerescue1.com/fire-products/hazmat-equipment/articles/596099-
Fumes-injure-7-at-Calif-Federal-Building/ 

32. October 8, Boston University Daily Free Press – (Massachusetts) Second hydrogen 
alarm sounds in a week. The Boston University Police Department, Boston Fire 
Department Hazardous Materials Team, and the Office of Environmental Health and 
Safety responded October 7 to an alarm in the Photonics Center, marking the second 
such incident in a week. The fire alarm was pulled to clear the area after a hydrogen 
alarm sounded, BUPD officials said. Officers at the scene pulled the fire alarm to 
remove people from the building and from any potential danger. A BU spokesman said 
the incident is still under investigation, and Environmental Health and Safety has yet to 
make an official determination on the cause of the sounding of the alarm. 
Source: http://www.dailyfreepress.com/second-hydrogen-alarm-sounds-in-a-week-
1.1945071 

http://www.militarytimes.com/news/2009/10/ap_guard_burn_pits_100809/
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[Return to top]  

Emergency Services Sector 

33. October 9, Lower Hudson Journal News – (New York) Bomb scare evacuates Spring 
Valley police building. A bomb scare on the night of October 8 forced the evacuation 
of the Village Hall and Police Department in Spring Valley, New York, and delayed 
the arraignment of three robbery suspects who remained in the building with some 
officers. The police received the threatening call just before 6:45 p.m. and called the 
Sheriff’s Department bomb squad. Shortly after 7 p.m., patrol cars blocked motorists 
from entering the parking lot for Village Hall, the police station and businesses in the 
strip mall off Route 45. A search found nothing out of the ordinary.  
Source: http://www.lohud.com/article/20091009/NEWS03/910090344/-
1/newsfront/Bomb scare evacuates Spring Valley police building 

34. October 9, Des Moines Register – (Iowa) Burglar who stole police uniforms fired 
handgun. A burglar who stole two uniforms and a Glock handgun from a Des Moines 
police officer’s home Wednesday fired the gun in the home, police said. No one was at 
the west-side Des Moines officer’s home at the time of the incident. Police said 
Thursday they recovered a bullet from a bedroom nightstand. Wednesday, authorities 
issued a warning to residents to be wary of anyone wearing a police uniform without a 
badge or an officer’s utility belt. Officials are concerned that the culprit may try to 
impersonate a police officer. Des Moines police said they never do traffic stops in 
unmarked cars.  
Source: http://www.desmoinesregister.com/article/20091009/NEWS01/91008032/-
1/NEWS04 

[Return to top]  

Information Technology Sector 

35. October 9, PC World – (International) Google, Microsoft court Twitter as service 
suffers outage. Micro-blogging service Twitter suffered an outage on October 8, just 
as it reportedly was negotiating a licensing deal with either Google or Microsoft. The 
up-and-down day for Twitter mirrors the service’s bigger struggles as it grapples with 
technical issues, a business model, and its blockbuster success. For much of October 8, 
users could post tweets to their own streams, but updates from their followers were 
scarce at best. After admitting to a totally unspecified “unplanned site outage” late 
October 7, Twitter waited until almost 2 p.m. October 8 to elaborate on the problem. It 
explained in vague terms that “timelines remain stale for users.” It was not until sites 
such as TechCrunch started speculating that Twitter had fallen victim to a DDOS attack 
that Twitter posted an official statement explaining: “The problems this morning were 
caused by a bug triggered by an edge case in one of the core services that powers 
Twitter.” At precisely 3:54 pm on October 8, Twitter was reporting that “Most users 
are seeing freshly updated timelines. However, due to the previous problems, users of 
our SMS service may experience some missing tweets.” As of about 10 pm on October 

http://www.lohud.com/article/20091009/NEWS03/910090344/-1/newsfront/Bomb%20scare%20evacuates%20Spring%20Valley%20police%20building
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8, Twitter had not updated its status any further. 
Source: 
http://www.pcworld.com/article/173383/google_microsoft_court_twitter_as_service_su
ffers_outage.html 

36. October 9, ITProPortal – (International) Microsoft planning massive security update 
for Patch Tuesday. The upcoming Patch Tuesday is set to become a big one for 
Microsoft, as the software giant is going to address as many as 34 vulnerabilities 
through 13 security updates. Of the 13 security patches, eight are to be tagged as 
‘critical’, with a majority of them that would plug security holes in Windows and 
Internet Explorer (IE) that could let hackers remotely execute codes on a victim’s 
computer and subsequently seize control over system resources. Along with these, the 
patches would further address snags in SQL Server, MS Office, Microsoft Forefront, 
Microsoft Developer Tools, and Silverlight. Incidentally, a couple of the patches 
incorporated in the October update address flaws already made public with the exploit 
code available. One of the critical patches would address a flaw in the Microsoft SMB 
version 2.0 implementation, impacting Windows XP, 2000, Server 2003 and 2008, as 
well as newer iterations of Windows, including Windows 7 and Windows Vista. If 
exploited, the vulnerability could enable fraudsters to gain access to Windows Vista 
and Server 2008 and steal data from it. Microsoft has already issued a workaround to 
the vulnerability last month, directing users to cut support for SMB version 2 protocol, 
by providing a link to Microsoft’s “Fix It” package to disable the protocol. 
Source: http://www.itproportal.com/security/news/article/2009/10/9/microsoft-
planning-massive-security-update-patch-tuesday/ 

37. October 8, The Register – (International) Critical Adobe Reader vuln under 
‘targeted’ attack. Attackers once again are targeting an unpatched vulnerability in 
Adobe Reader that allows them to take complete control of a user’s computer, the 
software maker warned. Adobe said it planned to patch the critical security bug in 
Reader and Acrobat 9.1.3 for Windows, Mac and Unix on Tuesday, the date of the 
company’s previously scheduled patch release for the PDF reader. According to 
Security Focus here, attackers can exploit the vulnerability by tricking a user into 
opening a booby-trapped PDF file. “Successful exploits may allow the attacker to 
execute arbitrary code in the context of a user running the affected application,” the 
security site warned. “Failed attempts will likely result in denial-of-service conditions.” 
The bug is presently being exploited in “limited targeted attacks,” Security Focus 
added, without elaborating. Adobe said only that the attacks target Reader and Adobe 
running on Windows operating systems. Those using Windows Vista with a feature 
known as data execution prevention enabled are safe from the exploit. Users on other 
platforms can insulate themselves from the current attack by disabling javascript from 
running inside the application, but Adobe warned it’s possible to design an exploit that 
works around that measure.  
Source: http://www.theregister.co.uk/2009/10/08/adobe_reader_vuln_under_attack/ 

For another story, see item 39  
 

http://www.itproportal.com/security/news/article/2009/10/9/microsoft-planning-massive-security-update-patch-tuesday/
http://www.itproportal.com/security/news/article/2009/10/9/microsoft-planning-massive-security-update-patch-tuesday/
http://www.theregister.co.uk/2009/10/08/adobe_reader_vuln_under_attack/
http://www.pcworld.com/article/173383/google_microsoft_court_twitter_as_service_suffers_outage.html


 - 17 - 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

38. October 9, San Jose Mercury News – (International) FCC approves new trans-Pacific 
fiber-optic cable. The U.S. Federal Communications Commission has given the green 
light for a trans-Pacific fiber-optic cable funded by an international consortium that 
includes Google. The new cable, expected to be carrying data traffic by early 2010, 
links the U.S. West Coast and Asia to meet the demand for more bandwidth to handle 
explosive global Internet communications. The commission’s go-head this week means 
the soon-to-be completed cable can now come ashore in Redondo Beach. The 
Department of Homeland Security signed off on the plans September 23. The 6,200-
mile cable, costing about $300 million, is being funded by six companies that, in 
addition to Google, include telecommunications companies Bharti Airtel in India, 
SingTel of Singapore and Pacnet, a Hong Kong-based deep-sea fiber-optic cable 
network operator. The new cable will tap into two-thirds of all networks in Asia. “It 
will provide seamless connectivity to all the major markets in Asia,” the chief 
executive of Pacnet said. “From an Internet user’s perspective, it will either be the 
fastest, or one of the fastest, routings between Silicon Valley and Asia. It will be 
lightning fast.” Testing of the line begins next month and it will be in use by the first 
quarter of 2010. 
Source: http://www.mercurynews.com/business-headlines/ci_13516303 

39. October 9, The Register – (International) Botnet caught red handed stealing from 
Google. A recently discovered botnet has been caught siphoning ad revenue away from 
Google, Yahoo! and Bing and funneling it to smaller networks. According to 
researchers at Click Forensics, computers that are part of the so-called Bahama Botnet 
are infected with malware that sends them to counterfeit search pages instead of the 
real thing. They look authentic, and with the help of DNS poisoning routines, they even 
display google.com yahoo.com or bing.com in the address bar. But the search results 
returned by these bogus sites have been ginned in some significant ways. While links 
contained in the organic results ultimately lead to a real site, browsers are first 
redirected to a series of ad networks that receive a small referral fee. Sponsored links, 
which typically pay the real search engine each time they are clicked, have also been 
jury rigged so a smaller ad network gets paid instead. “The idea is to make money 
through click fraud,” said a risk analyst at Click Forensics that provides auditing 
services to advertisers. “When those people actually do searches, that’s when these 
guys can display these ads hidden in the organic search results.” The Bahama Botnet, 
so named because it initially used compromised servers from that country, has already 
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been implicated in the rogue anti-virus ads that recently found their way onto the 
website of The New York Times. It has also been known for its mastery of search 
engine optimization techniques that send people to malicious websites when they 
search for current events topics. 
Source: http://www.theregister.co.uk/2009/10/09/bahama_botnet_steals_from_google/ 

[Return to top]  

Commercial Facilities Sector 

40. October 9, WGN 9 Chicago – (Illinois) Man charged in Loop theater bomb scare. A 
32-year-old Chicago man was charged on Friday with making false bomb threats that 
led to the evacuation Tuesday of the Bank of America Theatre where the “Jersey Boys” 
musical was being performed. The man was charged with one count of disorderly 
conduct-false bomb threat, a class 3 felony, according to a Chicago Police News 
Affairs Officer. Police could not say what his motive might have been. Police identified 
the man from video taken from a security camera covering the alley where the 
packages were left, a source said. On Tuesday evening police were alerted at about 9 
p.m. to two boxes left in the alley behind the theater. They were blown up by police 
about two hours later and determined to have been harmless.The boxes contained only 
packing materials, said another Police News Affairs Officer. The two boxes were each 
found with a note. One read: “This is not a bomb” while the second read: “This is not 
going to end good,” according to Chicago police. The incident led to the evacuation of 
the theater and the interruption of the Tony-winning musical. It also led to the 
evacuation of the adjacent Hampton Inn hotel and the closure of several nearby streets 
to traffic. “It’s not funny, it’s not a joke. It put public safety at risk, it cost the city an 
extraordinary sum of money,” a police Bomb and Arson commander said earlier this 
week. He added the person responsible would also be hit with a bill for the city 
response to the incident. 
Source: http://www.chicagobreakingnews.com/2009/10/man-charged-for-making-
bomb-threat-leading-to-theater-evacuation.html 

41. October 8, Associated Press – (Nebraska) Bomb threat prompts Omaha store’s 
evacuation. Police say an Omaha department store that was the scene of the deadliest 
mall shooting in U.S. history was briefly evacuated after someone made a bomb threat. 
The Von Maur store at Westroads Mall was evacuated Thursday after someone called 
Omaha television station KETV around 9 a.m. saying there was a bomb at an area mall. 
The caller also said police had 90 minutes to find it. Police alerted all area malls, but 
investigators found nothing to indicate the threat was credible. Von Maur officials 
chose to evacuate the store as a precaution. It reopened by late morning. On December 
5, 2007, a man armed with an assault-style rifle entered the mall and started shooting. 
He fatally shot eight people and wounded several others before turning the gun on 
himself. 
Source: http://www.kgan.com/template/inews_wire/wires.regional.ia/3dc2cde7-
www.kgan.com.shtml 
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42. October 8, Associated Press and NBC Los Angeles – (California) Bomb parts, 
marijuana, day care center do not mix. Apparently baby-sitting, bomb making and 
growing marijuana could be one big family activity in Lake Elsinore, California. A 23-
year-old man walked into a hospital Wednesday with a severe hand injury. He later told 
deputies that he had been injured by explosives, a said sheriff’s sergeant. Hospital 
officials tipped off law enforcement, and deputies — along with agents from the 
Federal Bureau of Investigation and Bureau of Alcohol, Tobacco, Firearms and 
Explosives — went to his home. That is where they found materials used to make 
explosives, as well as a sophisticated marijuana grow, police said. The man was in 
serious condition and will be arrested when he recuperates. His mother and younger 
brother were also arrested. Felony child endangerment, possession and manufacturing 
of explosives, and possession and cultivation of marijuana charges were expected to be 
filed, police said. The family’s licensed, state-funded day care center is registered under 
the name Kuzelka Family Daycare. “We do believe that when all this illegal activity 
was going on, that children were present,’’ the sergeant said. However, no children 
were home at the time of the explosion, authorities said. A total of five children are 
enrolled in the center. 
Source: http://www.nbclosangeles.com/news/local-beat/Lake-Elsinore-Pipe-Bomb-
Arrest-63782027.html 

43. October 8, KING 5 Seattle – (Washington) Agencies launch anti-terror drill at 
Puyallup mall. More than 150 SWAT teams and police officers from more than a 
dozen different agencies converged on the South Hill Mall in Puyallup on the morning 
of October 8 as part of an exercise in which special teams responded to a call that a 
terrorist cell had entered the mall, taken hostages and shot people. The drill was the 
closest real-life simulation Pierce County authorities have created. About 150 law 
enforcement officers from almost 20 different jurisdictions and departments, including 
SWAT team, bomb squads, and fire departments, participated. The drill was planned 
for nine months and was funded by a grant from Homeland Security. 
Source: http://www.nwcn.com/statenews/washington/stories/NW_100809WAB-
puyallup-terror-drill-LJ.1f7d2d917.html 
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44. October 9, Hindustan Times – (International) 5 killed as Meghalaya dam 
overflows. Water from an overflowing hydropower project killed five persons in 
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Meghalaya, India, underscoring the perils of dams in the ecologically fragile northeast 
region. Officials of the Meghalaya State Electricity Board (MeSEB) on Friday 
confirmed the death of five workers after water gushed through a tunnel linking the 63-
meter high dam of the 126 MW Myntdu-Leshka Hydroelectric Project in Jaintia Hills 
district of the State. The incident occurred Thursday evening following heavy rain. 
Cleared in May 2004 by the Ministry of Environment and Forests, this project 
undertaken on river Myntdu by MeSEB initially for 78.1 million USD is expected to be 
commissioned by December this year. “We have recovered five bodies from the tunnel. 
The mishap followed the overflowing of the dam due to heavy rains,” said the chief 
project manager of Myntdu-Leshka. He added five more workers were still missing, 
adding the chances of their survival were slim. The hills of the northeast, notably, are 
young by geological standards and are prone to landslips. Besides, the region is also 
highly earthquake-prone. 
Source: http://www.hindustantimes.com/5-killed-as-Meghalaya-dam-overflows/H1-
Article1-463133.aspx 

45. October 9, WDBJ 7 Roanoke – (Virginia) Gathright Dam receives potentially unsafe 
rating. The Gathright Dam has been providing flood protection and recreational 
activities in Alleghany County, Virginia, for decades. Now, its safety is being 
questioned. “I can personally guarantee you that there’s not any problem with Gathright 
Dam,” says the facility manager. He has been working on Gathright Dam since it was 
built in the 1970s. He says he was surprised when a review board gave the dam a 
potentially unsafe rating. The Dam Safety Action Classification is looking at all 610 
dams operated by the Army Corps of Engineers and prioritizing which ones need funds 
first. It is concerned about seepage at the toe of the dam and a spring a quarter of a mile 
downstream. To make sure no water is in fact seeping through the dam, crews will 
bump up their monitoring efforts. The water level in Lake Moomaw will also be 
lowered. Meanwhile, engineers will reevaluate the dam and see if there really is a 
problem. It will be reviewed again early next year. 
Source: http://www.wdbj7.com/Global/story.asp?S=11283933 

46. October 8, New Orleans Times Picayune – (Louisiana) Orleans Levee District 
workers could have a safehouse by next hurricane season. Architects are putting the 
final touches on a design to retrofit an existing warehouse into a safehouse for New 
Orleans Levee District workers that should be under construction by early next year. 
Authority officials are working to come up with safehouses for the Orleans, East 
Jefferson, and Lake Borgne levee districts similar to other safehouses in the area, such 
as one by a pump station in Harvey. “We’re really hoping that the Orleans Levee 
District facility will be ready in time for next hurricane season,” said the president of 
the Southeast Louisiana Flood Protection Authority-East, the two-year-old organization 
now providing regional management of the three districts. Contracts also have been 
awarded for consultants to come up with safehouse plans for the East Jefferson Levee 
District and the Lake Borgne Basin Levee District in St. Bernard Parish. “We, as a 
board, put a priority on getting shelters built, because we don’t believe that you should 
require that people stay without giving them a safe place to be while the storm bears 
down,” he said. That was a lesson learned during Hurricane Katrina, when many pump 

http://www.wdbj7.com/Global/story.asp?S=11283933
http://www.hindustantimes.com/5-killed-as-Meghalaya-dam-overflows/H1-Article1-463133.aspx
http://www.hindustantimes.com/5-killed-as-Meghalaya-dam-overflows/H1-Article1-463133.aspx


 - 21 - 

operators and levee district employees were trapped by the storm and stranded for days 
in damaged facilities without safe bedding, sanitary facilities or proper nutrition. The 
federal government has allocated several hundred million dollars to build safe houses 
for pump operators, as well as to help harden and automate pump stations so that they 
can better tolerate storms, in Jefferson and Orleans parishes. But the government 
provided no money to storm proof pump stations in St. Bernard, where the Army Corps 
of Engineers estimates that $60 million is needed, or Plaquemines Parish, where it is 
estimated that more than three times that amount is required to protect pump stations 
and operators.  
Source: 
http://www.nola.com/politics/index.ssf/2009/10/orleans_levee_district_workers.html 

47. October 8, Marin Independent Journal – (California) Water seepage at Hamilton no 
cause for alarm. Water seepage from the Hamilton levee reported by Novato, 
California, residents is a normal part of the wetlands restoration project and not cause 
for alarm, a city official said Thursday. “The word ‘leak’ is a very misleading word,” 
said a spokesman of the Novato Department of Public Works. “There are seepages that 
are temporary in nature. The levee is totally safe. There is no compromise to the 
integrity or stability of the levee.” He said installation of water collection systems were 
scheduled to be placed at two sites to help with drainage, but now the city is looking 
into having two more. The U.S. Army Corps of Engineers is supervising a wetlands 
restoration project in the area. The method of bringing fill into the wetlands area is 
causing the seepage, and “based on the method they’re using this is normal,” he said. 
Source: http://www.marinij.com/novato/ci_13516910 
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