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 The Associated Press reports that protesters in Istanbul, Turkey hurled firebombs at 
Turkish and foreign banks and police in a second day of protests on Wednesday against the 
International Monetary Fund. Protesters attempted to break through police lines and march 
to a complex where the IMF and World Bank were wrapping up discussions on internal 
reforms and the recovery from the global economic meltdown. (See item 15) 

 According to SC Magazine, the National Archives and Records Administration is 
investigating a potential data breach involving a lost hard drive that could affect 70 million 
records of U.S. military veterans. (See item 38) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 7, Dickinson Press – (North Dakota) Power knocked out. An 18-year-old 
Dickinson, North Dakota, woman crashed her car into a light pole on October 6, 
causing a large power outage, according to the Dickinson Police Department. The 
outage, which occurred at about 1:30 p.m., lasted approximately 30 minutes and 
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affected about 5,100 customers, said a spokesperson for Montana-Dakota Utilities 
Company (MDU). He said the crash did not knock the pole over, but caused the large 
blackout across the city. The crash caused a fault in one of the main lines that feeds 
power into three substations. The three substations were restored after approximately 
30 minutes. MDU has five substations that service Dickinson. With three of the five 
down, the outage affected “a good part of town,” he said. Traffic lights were down and 
several entities, such as the Law Enforcement Center and the Stark County Court 
House, experienced a power outage. 
Source: http://www.thedickinsonpress.com/event/article/id/28043/ 

2. October 7, Detroit News and Associated Press – (Michigan) High winds blow out 
power for more than 100K. A wind advisory was in effect until 10 a.m. on October 7 
in Michigan as gusts reach 50 mph, said a meteorologist with the National Weather 
Service’s White Lake Township reporting station. The winds were expected to taper off 
later Wednesday morning, he said. About 53,000 DTE Energy customers were without 
power Tuesday morning, mostly in Wayne, Oakland, and Macomb counties, a DTE 
spokesman said. DTE crews were working to restore power, but officials could not 
predict when all customers would have service restored. Consumers Energy spokesman 
said 50,000 of the Jackson-based utility’s customers were without power in the western 
and northwestern part of the state. More than 30 schools were closed or had a delayed 
start of the day Wednesday morning, according to WDIV-TV 4. 
Source: http://www.detnews.com/article/20091007/METRO/910070375/1361/High-
winds-blow-out-power-for-more-than-100K 

3. October 6, Poughkeepsie Journal – (New York) Noxon Road open after propane 
truck crash. Firefighters evacuated 34 people from a daycare center in Poughkeepsie, 
New York, the morning of October 6 when a propane delivery truck was struck head-
on and began leaking gaseous fuel. Firefighters evacuated everyone within a half-mile 
radius of the accident, which also included residences and businesses, fire officials said. 
Most of the 34 evacuated from the Tiny Town Children’s Center daycare on Noxon 
Road were children, according to the LaGrange Fire Department. The evacuees were 
sent to the LaGrange firehouse number two, on Route 55, said a lieutenant of the 
Dutchess County Sheriff’s Office. Police said the accident occurred when a northbound 
pickup truck crossed the center line and hit the southbound delivery truck, which was 
fully loaded. The truck overturned and began leaking. The delivery truck was owned by 
Coleman Propane, of Washingtonville, Orange County. 
Source: 
http://www.poughkeepsiejournal.com/article/20091006/NEWS01/91006002/1006/news
01/Firefighters-evacuate-34-near-propane-truck-collision 

4. October 6, Associated Press – (California) Tesoro refinery to resume production 
after fire. Tesoro Corp. said on October 6 that it expects to resume operating its coking 
unit at its Wilmington refinery in the middle of this month. The unit, located near Los 
Angeles, was the site of a major fire on September 25. Tesoro said it will operate at full 
rates, which will allow the refinery to return to planned production levels. The facility 
processed 100,000 barrels of crude oil a day into gasoline, jet fuel and other products. 

http://www.detnews.com/article/20091007/METRO/910070375/1361/High-winds-blow-out-power-for-more-than-100K
http://www.detnews.com/article/20091007/METRO/910070375/1361/High-winds-blow-out-power-for-more-than-100K
http://www.poughkeepsiejournal.com/article/20091006/NEWS01/91006002/1006/news01/Firefighters-evacuate-34-near-propane-truck-collision
http://www.poughkeepsiejournal.com/article/20091006/NEWS01/91006002/1006/news01/Firefighters-evacuate-34-near-propane-truck-collision
http://www.thedickinsonpress.com/event/article/id/28043/
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Company officials said at the time it would continue operations at reduced rates. 
Source: 
http://news.moneycentral.msn.com/provider/providerarticle.aspx?feed=AP&date=2009
1006&id=10470146 

[Return to top]  

Chemical Industry Sector 

5. October 7, WESH 2 Orlando – (Florida) Tanker truck collides with train, leaks 
chlorine. A tanker truck carrying 4,000 gallons of chlorine collided with a freight train 
in Brevard County on Tuesday. Emergency crews were called to the scene along Kings 
Highway near U.S. Highway 1 at about 9 p.m. Authorities said the cab portion of the 
vehicle was stuck on some railroad tracks, and just after the driver escaped, a train 
approached and hit the truck. The crash led to a leak in the tanker, and a chemical cloud 
formed. Crews spent the overnight hours cleaning up the mess. “In this case, we’re 
dealing with a liquid-based chlorine. It is like bleach,” a Brevard County Fire 
Department spokesman said. All lanes of Kings Highway reopened on Wednesday at 
the scene of the crash. 
Source: http://www.wesh.com/news/21223334/detail.html 

6. October 6, KCRG 9 Cedar Rapids – (Iowa) Anhydrous ammonia tank locks have 
flaws. The Jones County Sheriff says Sunday night’s anhydrous ammonia leak that 
threatened a town was not an accident. Up to 850 gallons of anhydrous ammonia leaked 
from a tank at the River Valley Co-op near Olin. Emergency crews evacuated the town 
for almost five hours in the middle of the night. No one was injured. Anhydrous 
ammonia is a common farm fertilizer. It’s also a critical ingredient for making 
methamphetamine. In 2005, the state used grant money to give out thousands of locks 
to prevent criminals from getting into the tanks. Those tanks are stored at co-ops, and 
on farm fields across the state. The locks are specifically designed from a company 
called Tanks-A-Lok. Recently, however, criminals have figured out how to circumvent 
the locks. “I’ve had Co-op people, as recently as today, tell me they wish they knew 
who it was so they could show them how they’re getting around it. The lock will still 
be on the valve, but they’ll get the valve turned,” said the Sheriff. KCRG-TV9 
contacted the local distributor for the Tanks-A-Lok locks, and they said they’ve never 
heard of someone getting around the lock. Sunday’s leak happened at the River Valley 
Co-op, and locking the tank was a Tanks-A-Lok. “They’re not talking to the right 
people. All our tanks have locks on, but they’re getting it out of there somehow,” said a 
River Valley Co-op official. 
Source: http://www.kcrg.com/news/local/63641852.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

http://www.wesh.com/news/21223334/detail.html
http://www.kcrg.com/news/local/63641852.html
http://news.moneycentral.msn.com/provider/providerarticle.aspx?feed=AP&date=2009
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7. October 7, New London Day – (Connecticut) Millstone reactor shut down early 
because of electrical glitch. Dominion shut down the Unit 2 reactor at Millstone 
Power Station on October 6 after an electrical switch flashed in the switchyard during 
maintenance in preparation for a planned refueling outage. The nuclear reactor was 
scheduled for refueling on October 10, but when the motor-operated switch flashed, 
operators decided to manually shut down the reactor ahead of schedule and begin the 
refueling process early, said a spokesman for the Nuclear Regulatory Commission, and 
a spokesman for station owner Dominion. The incident occurred around noon, the NRC 
spokesman said. “The outage has now been brought forward and the refueling work 
will commence this week,” the plant spokesman said. “Work involved to get the unit 
back up to operate just for a few more days doesn’t make sense. We plan for these 
outages over an 18-month period, so we’re prepped for this thing.” No one was injured 
during the incident, which was reported to the NRC and will be investigated further, the 
two spokesmen said. 
Source: http://www.theday.com/re.aspx?re=4ff7f410-5676-4d0b-800d-be079fe5aab7 

8. October 6, Chattanooga Times Free Press – (Tennessee) Tennessee: Watts Bar 
nuclear reactor too risky, critics say. Critics of TVA’s Watts Bar Nuclear Plant told 
regulators today that finishing another reactor is too risky and expensive. “The dangers 
are real and consequential,” said a Chattanooga physicist and a member of the Southern 
Alliance for Clean Energy. “I think TVA is a little off its rocker, proposing a 30-year-
old nuclear power plant design with known safety problems.” The Tennessee Valley 
Authority, which suspended construction of the Watts Bar Unit 2 reactor in 1985, is in 
the midst of a $2.5 billion program to finish the unit by 2012. The Nuclear Regulatory 
Commission is conducting a hearing on October 6 the environmental impact of 
finishing the Unit 2 reactor. TVA obtained a construction permit for Watts Bar in 1973, 
but the utility still must obtain an operating license once the reactor is finished. The 
hearing is part of the NRC’s assessment of the plant. The director of economic 
development for Monroe County, where Watts Bar is located, said the region needs the 
jobs and the power. “We fully support this plant,” he said. 
Source: http://timesfreepress.com/news/2009/oct/06/tennessee-watts-bar-nuclear-
reactor-too-risky-crit/ 

9. October 6, Associated Press – (South Carolina; Utah) SCarolina depleted uranium 
shipments set for Dec. An official with a U.S. Department of Energy site in South 
Carolina says shipments of nearly 15,000 drums of depleted uranium slated for disposal 
in Utah are set to start in December — two months later than originally estimated. The 
department estimated this summer that the low-level radioactive waste should start to 
move this month. The delay may give the Energy Secretary more time to consider a 
request from a Utah congressman to halt the shipments. A Savannah River Site 
spokesman said Tuesday the DOE site is preparing to pack and load the roughly 10,000 
metric tons of waste. The material will be shipped to EnergySolutions’ disposal facility 
70 miles west of Salt Lake City via rail car. The spokesman says the shipments will 
likely be completed by July. 
Source: 

http://www.theday.com/re.aspx?re=4ff7f410-5676-4d0b-800d-be079fe5aab7
http://timesfreepress.com/news/2009/oct/06/tennessee-watts-bar-nuclear-reactor-too-risky-crit/
http://timesfreepress.com/news/2009/oct/06/tennessee-watts-bar-nuclear-reactor-too-risky-crit/
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http://www.google.com/hostednews/ap/article/ALeqM5hY95klS_gavy7yRBc7445RN
QgGzgD9B5NQ000 

10. October 6, Huntsville Times – (Alabama) Browns Ferry emergency drill 
Wednesday. TVA will hold its annual emergency preparedness drill at the Browns 
Ferry nuclear plant near Athens on October 7. The utility said nearby residents may see 
radiation monitoring teams and other responders in the area and may hear emergency 
sirens at the plant and off-site, but it is only a drill. About 1,000 employees combined 
from TVA, the state of Alabama and area emergency responders will take part in the 
exercise.  
Source: http://blog.al.com/breaking/2009/10/browns_ferry_emergency_drill_w.html 

[Return to top]  

Critical Manufacturing Sector 

11. October 6, Reliable Plant – (National) Boeing cites increased production costs for 
747 program. The Boeing Company on October 6 said it expects a pre-tax charge 
against third-quarter results of approximately $1.0 billion due to increased production 
costs and the difficult market conditions affecting its 747-8 program. Approximately 
$640 million of the charge reflects higher estimated costs to produce 747-8 airplanes at 
both Boeing and supplier facilities. As the program assembled major components of 
initial 747-8 Freighters during the third quarter, it became clear that late maturity of 
engineering designs has caused greater than expected re-work and disruption in 
manufacturing. This is resulting in additional resources being applied on the program 
and higher supplier expenses, which are the primary cost drivers. The remaining $360 
million of the charge relates to challenging market conditions and the company’s 
decision to maintain the 747-8 production rate at 1.5 airplanes per month nearly two 
years longer than previously planned, deferring an increase to 2 per month. Higher 
allocation of fixed expenses and volume-based penalties to suppliers are the main 
drivers of the additional costs. Because the 747 program is in a loss position, costs 
associated with the factors above will be immediately recorded in the third quarter for 
future 747-8 deliveries. The company now expects first flight of the 747-8 Freighter to 
occur by early next year with the flight test program taking place in 2010. First delivery 
of the 747-8 Freighter is now expected in the fourth quarter of 2010. First delivery of 
the Intercontinental passenger variant remains scheduled for the fourth quarter of 2011. 
The third-quarter tax benefit related to the 747 charge and the previously announced 
787 charge is expected to be approximately 31 percent. The full-year tax benefit for 
both charges is expected to be approximately 37 percent. Boeing will update its 2009 
financial guidance on October 21 when it reports third-quarter results. 
Source: 
http://www.reliableplant.com/article.aspx?articleid=20446&pagetitle=Boeing+cites+in
creased+production+costs+for+747+program 

12. October 6, U.S. Consumer Product Safety Commission – (National) Additional 
injuries prompt DeVilbiss to reannounce recall of pressure washers and air 

http://blog.al.com/breaking/2009/10/browns_ferry_emergency_drill_w.html
http://www.reliableplant.com/article.aspx?articleid=20446&pagetitle=Boeing+cites+increased+production+costs+for+747+program
http://www.reliableplant.com/article.aspx?articleid=20446&pagetitle=Boeing+cites+increased+production+costs+for+747+program
http://www.google.com/hostednews/ap/article/ALeqM5hY95klS_gavy7yRBc7445RN
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compressors due to fracture and laceration hazards. The U.S. Consumer Product 
Safety Commission, in cooperation with the DeVilbiss Air Power Company, on 
October 6 announced a voluntary recall of about 620,000 Pressure Washers and 72,000 
Air Compressors previously recalled in December 2006. Consumers should stop using 
recalled products immediately unless otherwise instructed. The pressure washers and 
air compressors have pneumatic tires with plastic hubs that can burst, posing fracture 
and laceration hazards to consumers. DeVilbiss has received more than 100 injury 
reports, including hand and finger fractures and lacerations and reports of minor 
property damage and damage to vehicles. The December 2006 recall announcement 
reported more than 26 reports of injuries. The pressure washers’ brand, model number 
and manufacturing date are located on the name plate on the rear of the engine base. On 
the air compressors the brand, model number and manufacturing date are located on the 
front of the motor housing. Only pressure washers and compressors with pneumatic 
tires with plastic tire hubs are affected; pressure washers and compressors with solid 
tires or metal tire hubs are not affected. Both products were sold at home centers and 
hardware stores nationwide. Recalled pressure washers were sold from January 2004 
through November 2005 for between $300 and $1,400. The recalled air compressors 
were sold between December 2004 and October 2006 for between $300 and $500. 
Consumers should stop using these products immediately and contact DeVilbiss to 
obtain the location of the nearest service center to receive a free replacement of the 
tires. 
Source: http://www.cpsc.gov/cpscpub/prerel/prhtml10/10007.html 

13. October 6, KRIV 26 Houston – (Texas) Crews clean hot tar spill in 
warehouse. Firefighters say a chemical spill at a northeast Houston warehouse could 
have been much more dangerous if the hot, smoky mess had caught fire. The Houston 
Fire Department arrived to the Custom Pipe Coating, Inc. building at the 7100 block of 
Cavalcade Street at approximately 11 p.m. on October 5 and found a 25,000-gallon 
tank of hot tar leaking in the warehouse. The Houston Fire Department Hazardous 
Materials Response Team investigated the spill after firefighters controlled the leak. 
Source: http://www.myfoxhouston.com/dpp/news/local/091006_warehouse_tar_spill 

[Return to top]  

Defense Industrial Base Sector 

14. October 5, Aviation Week – (National) Launch of first SBSS satellite 
delayed. Problems with government furnished equipment for the Orbital Sciences 
Minotaur IV launcher will delay liftoff of the first Boeing/Ball Space Based Space 
Surveillance (SBSS) satellite from Vandenberg Air Force Base, California.The launch, 
the first for the Minotaur IV from Vandenberg, had been tentatively set for October 30. 
In a statement, the U.S. Air Force Space and Missile Systems Center in Los Angeles 
said it is investigating “an issue with the Minotaur IV launch vehicle, which affects the 
entire MIV fleet. There is a problem with the [government furnished equipment] 
hardware that supports the third stage of the launch vehicle. A final design solution has 
not been identified, resulting in an indefinite delay of the SBSS launch.” No projected 

http://www.myfoxhouston.com/dpp/news/local/091006_warehouse_tar_spill
http://www.cpsc.gov/cpscpub/prerel/prhtml10/10007.html
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resolution date or cost of corrective action is available, the Air Force says. SBSS-1 will 
survey orbiting space objects, including making assessments of spacecraft, to assess 
whether they pose risks to U.S. space assets. Ball, working as a subcontractor for 
Boeing, shipped the satellite last month to Vandenberg from its Boulder, Colorado, 
factory. Launch was already pushed back once before from an April 2009 target to 
allow engineers time to ensure that a fairing failure on Orbital’s Taurus vehicle — 
which shares components with the Minotaur — would not affect the mission. 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/SBSS100509.xml&headli
ne=Launch Of First SBSS Satellite Delayed&channel=space 

[Return to top]  

Banking and Finance Sector 

15. October 7, Associated Press – (International) Police break up second day of anti-
IMF protest. Protesters in Istanbul hurled firebombs at banks and police and smashed 
shop windows in a second day of protests on October 7 against the International 
Monetary Fund. The crowd of some 150 people, members of fringe left-wing groups, 
gathered about half a mile away from the venue of the annual meetings of the IMF and 
World Bank being held in Istanbul, shouting “IMF get out!” The protesters also stoned 
a police vehicle, prompting officers inside to fire warning shots in the air to keep them 
at bay, while riot police used water canons and tear and pepper gas. Groups of masked 
youths hurled gasoline bombs at several banks, and shattered the windows of a Burger 
King fast food restaurant as well as windows of several Turkish and foreign banks in 
Istanbul’s Sisli district. Outnumbered by police, the protesters ran down side streets but 
regrouped quickly in a failed attempt to break through police lines and march to a 
complex where the IMF and World Bank were wrapping up discussions on internal 
reforms and the fragile recovery from the global economic meltdown. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hDBumkqyw5XzdD_Hl21JA5
6lBMowD9B68AR01 

16. October 7, Washington Post – (National) Trade groups seek more limited plan to 
regulate derivatives market. An alliance of business trade groups is pushing to scale 
back the U.S. Presidential Administration’s efforts to regulate the multitrillion-dollar 
derivatives industry, arguing that the proposed changes could have consequences well 
beyond Wall Street. While government officials are seeking to rein in the excesses that 
contributed to the financial crisis, business lobbyists have been warning key lawmakers 
that companies such as Ford, Johnson & Johnson and Coca-Cola could suffer if the new 
regulations are far-reaching. Beyond Wall Street, many companies have traditionally 
bought derivatives as a way to hedge against investment risks. It is those “end users” 
that the alliance wants excluded from the coming legislation. In the lead up to the 
financial crisis, trading in derivatives, securities that derive value from underlying 
assets, such as stocks, bonds and commodities, swelled into an immense global market, 
accounting for hundreds of trillions of dollars in deals. Often dubbed the “shadow 

http://www.google.com/hostednews/ap/article/ALeqM5hDBumkqyw5XzdD_Hl21JA56lBMowD9B68AR01
http://www.google.com/hostednews/ap/article/ALeqM5hDBumkqyw5XzdD_Hl21JA56lBMowD9B68AR01
http://www.aviationweek.com/aw/generic/story.jsp?id=news/SBSS100509.xml&headli


 - 8 - 

market,” it allowed unregulated traders around the world to influence and speculate on 
a vast array of sectors, from how much companies pay to borrow money to the value of 
currencies and goods such as oil and cotton. Ultimately, derivatives acted as a catalyst 
in the downward spiral of the economy, and contributed to the meltdown of such 
financial giants as American International Group. The Coalition for Derivatives End-
Users, organized by groups such as the U.S. Chamber of Commerce, the Business 
Roundtable and the National Association of Manufacturers, sent a letter to lawmakers 
last week saying that “some reform proposals would place an extraordinary burden on 
end-users of derivatives in every sector of the economy — including manufacturers, 
energy companies, utilities, healthcare companies and commercial real estate owners 
and developers.” The letter was signed by more than 170 companies and trade 
associations. Wall Street firms such as J.P. Morgan Chase and Goldman Sachs, which 
have profited over the years from dealing in derivatives, have waged lobbying efforts 
along with industry groups, such as the International Swaps and Derivatives 
Association, to reshape parts of the proposed legislation. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/10/06/AR2009100603477.html 

17. October 6, Associated Press – (International) Financier fights fraud charges in 
Turks & Caicos. A financier accused of defrauding thousands of investors through his 
Olint TCI Corp. will fight all charges against him, his attorney said on October 6. The 
financier, who promised big returns to clients in the Caribbean through Olint, insists no 
crimes were committed, said his attorney in a brief interview on October 6 in the Turks 
and Caicos. Investigators in this wealthy British dependency accuse the financier of 
operating a Ponzi scheme that duped clients out of millions. He has been charged with 
forgery, theft, false accounting and other fraud-related charges. A Court-appointed 
liquidator has said Olint TCI had about 6,000 investors who together invested US$220 
million. Only US$13 million has been located. 
Source: http://www.forbes.com/feeds/ap/2009/10/06/business-cb-turks-amp-caicos-
fraud-probe_6973492.html 

18. October 6, Associated Press – (National) Liberty Bank reports FBI investigating 
phishing scam. The FBI is investigating an automated phone-call “phishing” scam 
referencing Liberty Bank, the first vice president of Liberty Bank, said on October 6. 
The calls, which started on the East Coast recently and hit the West Coast October 2, 
are ongoing. “We’ve been told that Bank of America, Wells Fargo Bank, Citibank and 
some credit unions as far away as Humboldt County have all been targeted,” the vice 
president said. “The source of one calling point was identified, a Web site was hijacked 
and calls were made from West Virginia. That was shut down, but more continue.” 
South San Francisco-based Liberty Bank issued an alert on October 2 as did 
Connecticut-based Liberty Bank. Residents of San Lorenzo Valley and parts of Santa 
Cruz report receiving automated phone calls purportedly from Liberty Bank, saying, 
“Your card has been suspended because we believe it was accessed by a third party. 
Please press 1 now to be transferred to our security department.” Some of those called 
are customers of Liberty Bank, which has branches in Boulder Creek and Felton; non-
customers also have been called, including a retired Stanford University employee. 

http://www.forbes.com/feeds/ap/2009/10/06/business-cb-turks-amp-caicos-fraud-probe_6973492.html
http://www.forbes.com/feeds/ap/2009/10/06/business-cb-turks-amp-caicos-fraud-probe_6973492.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/10/06/AR2009100603477.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/10/06/AR2009100603477.html
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Customers who press “1” are asked to enter their credit/debit card number and personal 
identification number. Once usernames and passwords to a Web-based e-mail account 
are captured from a customer, criminals can access the login information and transfer 
money out. 
Source: http://www.mercurynews.com/breaking-news/ci_13497583 

[Return to top]  

Transportation Sector 

19. October 7, Associated Press – (Oregon) 14-year-old boy boards flight using mom’s 
name. A 14-year-old boy was able to slip through security at Portland International 
Airport and board a flight to Chicago using his mother’s name and credit card. A 
Transportation Security Administration (TSA) spokesman said that the boy — who is 
6-foot-2 and weighs about 200 pounds — was asked by a TSA screener if his name was 
“Virginia,” the first name of the passenger listed on the ticket. The boy said yes, was 
allowed through security and made the flight. The spokesman says part of the problem 
is that minors are not required to show identification to pass through security, although 
they must have a boarding pass and are screened like all other passengers. Also, 
children 11 and older are not required to have an adult escort to the gate, and “there is 
no government-issued ID for a 14-year-old,” the spokesman told The Oregonian. The 
boy’s mother said Saturday’s flight was the second time in a week that her son has run 
away. She said the boy, who has Asperger’s syndrome, went missing last Wednesday 
after she dropped him off at a movie in Oregon City. 
Source: http://abcnews.go.com/Travel/14-year-boy-boards-flight-
moms/story?id=8762085 

20. October 6, WUSA 9 Washington – (District of Columbia) Metro Center evacuated 
after report of smoke on tracks. One of Washington’s busiest Metro Stations was 
evacuated Tuesday due to a report of a fire underneath a Red Line train. A 
spokesperson for DC Fire and Rescue says dispatchers first received a report of smoke 
in the tunnel near Gallery Place shortly after 9:00 Tuesday morning. A second call 
reported a fire underneath a train at Metro Center. That is when the station was 
evacuated. Metro officials say the train lost a piece of equipment called a connector 
shoe which connects the train with the electrified 3rd rail. Each train has four collector 
shoes which connect to the third rail. Officials say the incident may have caused 
electrical arcing. Metro says normal service resumed on the Red Line at 10:12 a.m., 
after the disabled outbound six-car train was removed from Metro Center. No injuries 
were reported. Metro officials say trains are having to share the same track between 
Judiciary Square and Farragut North Metro. 
Source: http://www.wusa9.com/news/breaking/story.aspx?storyid=91969&catid=158 

21. October 5, Federal Computer Week – (National) DHS falling short on small vessel 
security, IG says. The Department of Homeland Security (DHS) does not have an 
effective strategy or technologies in place to protect against terrorists arriving by small 
boats along the country’s coastlines, according to a new report from the DHS Inspector 

http://abcnews.go.com/Travel/14-year-boy-boards-flight-moms/story?id=8762085
http://abcnews.go.com/Travel/14-year-boy-boards-flight-moms/story?id=8762085
http://www.wusa9.com/news/breaking/story.aspx?storyid=91969&catid=158
http://www.mercurynews.com/breaking-news/ci_13497583
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General. As evidence of the urgency of the threat, the report notes that terrorists used 
small vessels to bomb USS Cole in Yemen in 2000 and to slip into India for attacks in 
Mumbai in 2008, among other incidents. Although DHS released its Small Vessel 
Security Strategy in April 2008 to address such threats along U.S. coasts, the Inspector 
General said the strategy is not effective and needs to be revamped. His report was 
published October 2. The strategy lacks certain necessary features, including 
performance measures, associated costs and staffing needs, and accountability and 
oversight frameworks, the Inspector General wrote. “DHS has not provided a 
comprehensive strategy for addressing small vessel threats,” the report states. “Neither 
its Small Vessel Security Strategy nor its draft Implementation Plan effectively 
addresses all the desirable characteristics and elements of a national strategy.” DHS 
officials agreed with some aspects of the assessment and acknowledged that their 
strategy does not include performance measures or cost estimates. The Inspector 
General also said the technology programs that support the small vessel strategy — 
including call tracking for situational awareness, information sharing and access to 
databases — are not fully effective. He criticized several programs DHS uses to 
implement the small vessel strategy and recommended that they be reviewed to see if 
they work. 
Source: http://fcw.com/articles/2009/10/05/dhs-falling-short-on-small-vessel-security-
ig-says.aspx 

For more stories, see items 3, 5, and 53  
 
[Return to top]  

Postal and Shipping Sector 

22. October 7, The State – (South Carolina) White powder scare closes state 
offices. Emergency officials banned access to the Wade Hampton office building at the 
State House complex for several hours Tuesday after a letter containing a powdered 
substance was delivered to the building. No one was injured, and operations returned to 
normal shortly before 4 p.m. A State Law Enforcement Division spokeswoman said 
late Tuesday afternoon analysts had determined the powder is harmless. Emergency 
officials banned access to the Wade Hampton building off the State House’s south lawn 
after reports of a letter containing a powdered substance arrived at the building 
Tuesday. According to South carolina Department of Public Safety spokesman at about 
10:20 a.m., government workers in the Wade Hampton office building who were 
opening mail found a white powdery substance on an envelope. They immediately 
notified a nearby SLED agent, and the state Bureau of Protective Services, whose 
officers were also nearby, the spokesman said. Those two agencies began notifying 
other agencies. The central air-ventilation system of the building was shut off, he said. 
People were stopped from going in, said officials at the scene. But the building was not 
evacuated. A one-block area of downtown — Sumter Street, from Senate to Pendleton 
streets — was closed to traffic. About 25 to 30 people gathered outside the building, 
mostly emergency officials, including two in blue haz-mat suits with air tanks. Also 
outside were staffers for the South Carolina governor, who has an office in the 

http://fcw.com/articles/2009/10/05/dhs-falling-short-on-small-vessel-security-ig-says.aspx
http://fcw.com/articles/2009/10/05/dhs-falling-short-on-small-vessel-security-ig-says.aspx
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building. 
Source: http://www.thestate.com/local/story/973192.html 

23. October 5, Baynet.Com – (Maryland) Explosive device detonated inside 
mailbox. Maryland State Fire Marshalls and St. Mary’s County Sheriff’s Office are 
investigating a case of property destruction. Investigation revealed on October 4 around 
8:30 p.m. at a house located on Three Notch Road in St. James, suspect(s) placed an 
unknown type of destructive device inside a mailbox. The device detonated and the 
mailbox was destroyed. 
Source: http://www.thebaynet.com/news/index.cfm/fa/viewstory/story_ID/15044 

[Return to top]  

Agriculture and Food Sector 

24. October 6, WPTA 21 Fort Wayne – (Indiana) Kendallville gas leak contained. The 
Kraft Foods factory was closed as a precaution due to a potentially “explosive situation 
“in Kendallville, Tuesday morning. No homes were evacuated because of the amenable 
wind direction. To repair the problem crews from the Kendallville Fire Department and 
Northern Indiana Fuel and Light were faced with a difficult decision. The Kendallville 
fire chief says, “If we had shut down the main line, we would have shut down all the 
city, or a good portion of the city, as well as west, and Albion also.” Crews were able to 
prevent that from happening by by-passing the cut. Repairs were able to begin shortly 
before noon. 
Source: http://www.indianasnewscenter.com/news/local/63600077.html 

25. October 6, WJXT 4 Jacksonville – (Florida) Upset man fires at Taco Bell 
employees. Miami police are searching for the gunman who opened fire on employees 
at a Taco Bell Tuesday morning, shooting one woman in the leg, local television station 
WPLG reported. Police said around 3:30 a.m., the suspect drove up to the drive-
through window of the Taco Bell and became irate when the manager told him the 
restaurant closed at 2 a.m. Police said the suspect waited in front of the Taco Bell and 
when employees began to leave the restaurant, he started shooting, police said. “It is 
incredible that someone would get so upset that they would shoot at these individuals 
for not serving them breakfast or whatever food it was,” a detective said. One 
employee, a woman in her 20s, was shot in the leg. She was taken to Jackson Memorial 
Hospital and is in good condition. Authorities said they are still searching for the 
suspect. Police said he fled in a white SUV, possibly a Nissan Armada. Detectives said 
they will review security video from the restaurant to get a better description of the 
suspect. 
Source: http://www.news4jax.com/news/21218725/detail.html 

For another story, see item 6  
 
[Return to top]  

http://www.thebaynet.com/news/index.cfm/fa/viewstory/story_ID/15044
http://www.indianasnewscenter.com/news/local/63600077.html
http://www.news4jax.com/news/21218725/detail.html
http://www.thestate.com/local/story/973192.html


 - 12 - 

Water Sector 

26. October 7, Waterloo Daily Courier – (Iowa) Equipment failure causes wastewater 
discharge in Elk Run Heights. An unknown amount of wastewater was discharged to 
Elk Run Creek following an equipment failure at the city of Elk Run Heights’ 
wastewater treatment plant in Iowa on Tuesday. An operator discovered the discharge 
after reporting in to work Tuesday. The discharge occurred sometime overnight when a 
valve slipped on the primary clarifier, causing the wastewater to skip treatment steps 
and flow directly into the final clarifiers, officials with the Iowa Department of Natural 
Resources (DNR) said. The operator closed the valve, pumped the final clarifiers back 
into the treatment unit and reported the discharge to the DNR. The partially treated 
wastewater discharged into Elk Run Creek. People and pets should avoid the area for 
48 hours. 
Source: http://www.wcfcourier.com/news/local/article_6917b726-b331-11de-9661-
001cc4c002e0.html 

27. October 7, Herald-Zeitung – (Texas) Heavy rain causes spill of treated 
wastewater. Heavy rains this week overflowed a sewage plant off Interstate 35 north 
of Cibolo, Texas, spilling one million gallons of treated wastewater into a tributary of 
the Dry Comal Creek. The Guadalupe Blanco River Authority’s (GBRA) Northcliffe 
Wastewater Treatment Plant, located next to the Northcliffe Golf and Country Club 
outside Cibolo, received more than 7 inches of rain Sunday and Monday — dumping 
the gallons of effluent out of the plant and into the normally dry creek bed. The spill 
did not affect or contaminate any public water supplies, said a GBRA spokesman. He 
said rain that heavy over a short period of time is not common, and did not expect 
similar spills to be a common occurrence. GBRA is taking precautions recommended 
by the Texas Commission on Environmental Quality and notifying all those within the 
area of the spill. Beginning around 10 a.m. Sunday and continuing until 8 a.m. Monday 
crews identified the overflow and added additional chlorine to the already treated 
effluent escaping the plant.  
Source: http://herald-zeitung.com/story.lasso?ewcd=ee16cd1e65e222d9 

28. October 6, amNewYork – (New York) Big diesel spills likely to remain underneath 
bus depots for decades, experts say. Almost two decades after the New York City 
Metropolitan Transportation Authority (MTA) discovered them, thousands of gallons 
of pollutants still lie in soil and groundwater beneath bus depots across the city from 
years of diesel spills. It could take a century to mop up the largest spills, and the pumps 
can not suck up all of the contaminants because they have mixed with the groundwater, 
according to environmental consultants. And no matter how much diesel is removed, 
the health risks and damage to nearby waterways will remain for generations, said a 
spokesperson of Toxics Targeting, an environmental research company specializing in 
contaminants. “It’s not trivial,” he said. “You are being exposed every single day if you 
live or work above a huge spill.” During the early 1990s, MTA discovered leaks among 
fuel storage tanks underneath many of its bus depots. The total amount spilled is not 
known but the leaks were sizable, state officials said. In 2001, NYC Transit agreed to 
clean up contamination at 32 facilities across the city. So far, workers have removed a 

http://www.wcfcourier.com/news/local/article_6917b726-b331-11de-9661-001cc4c002e0.html
http://www.wcfcourier.com/news/local/article_6917b726-b331-11de-9661-001cc4c002e0.html
http://herald-zeitung.com/story.lasso?ewcd=ee16cd1e65e222d9
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total of 300,000 gallons of contaminants across those sites, and the MTA has spent at 
least $120 million to replace the leaking fuel storage tanks and clean the sites. The 
MTA is requesting $19 million for additional work in the next five years. However, 
MTA officials argue that the air around the depots presents no health risks to transit 
workers or nearby residents. City drinking water is from upstate, and a handful of wells 
tainted by the pollutants have been closed, officials said. 
Source: http://www.amny.com/urbanite-1.812039/big-diesel-spills-likely-to-remain-
underneath-bus-depots-for-decades-experts-say-1.1505539 

29. October 6, U.S. Environmental Protection Agency – (Arizona) EPA orders four 
Cottonwood water systems to decrease arsenic in drinking water. The U.S. 
Environmental Protection Agency (EPA) has ordered four Cottonwood, Arizona, public 
drinking water systems to reduce arsenic levels in their drinking water systems or face 
penalties of up to $37,500 per day for each violation. The EPA’s orders require four 
City of Cottonwood public drinking water systems serving over 15,000 residents 
combined, to develop and meet a schedule to comply with the federal Safe Drinking 
Water Act’s arsenic standard of 10 parts per billion. The EPA issued orders to the 
following Cottonwood municipal water systems: Cottonwood Municipal Water, Verde 
Santa Fe Water System, Clemenceau Water System, and Verde Village. The City 
municipal water systems were granted a federal exemption for the new arsenic standard 
from the EPA in 2006. Under the terms of the exemption, all four water systems were 
required to meet the new standard by January 2009. All four systems failed to meet the 
deadline, and are currently out of compliance with the arsenic standard. The orders 
require the City to submit a plan and schedule to comply by 2011.  
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/BE166912C0A3444E85257647006109D0 

[Return to top]  

Public Health and Healthcare Sector 

30. October 7, Syracuse Post-Standard – (New York) State: Syracuse nursing home 
failed to protect residents against TB. The 160-bed Central Park Rehabilitation and 
Nursing Center in Syracuse failed to prevent residents from being exposed to a patient 
with a suspected case of active tuberculosis (TB), a potentially-deadly bacterial disease 
that often affects the lungs, according to a May 26 state inspection report. That report 
was recently posted on the Health Department’s Web site. The department classified 
the problem as “immediate jeopardy,” the most serious type of violation that can cause 
injury or even death to residents. The department cited the facility for the same problem 
twice last year. The department also charged the nursing home with two other related 
“immediate jeopardy” violations after the unannounced inspection. It said the home’s 
medical director failed to ensure the facility followed infection control procedures and 
the home’s quality assurance program failed to identify the infection control problems. 
No one was harmed because tests showed the resident suspected of having TB did not 
have the disease, said the home’s administrator. But the state inspection report said the 
home failed to notify medical staff when initial testing showed the resident might have 

http://yosemite.epa.gov/opa/admpress.nsf/0/BE166912C0A3444E85257647006109D0
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TB. It also failed to isolate the individual and arrange a timely appointment for the 
resident at a TB clinic. The nursing home’s policy states all individuals suspected of or 
diagnosed with an active TB case must be transferred out of the facility, according to 
the inspection report. 
Source: 
http://www.syracuse.com/news/index.ssf/2009/10/state_syracuse_nursing_home_fa.ht
ml 

31. October 6, Homeland Security Today – (National) Opposition to H1N1 vaccination 
continues to worry authorities. As the vaccines for the novel H1N1 influenza begin to 
be distributed by the federal government to the states, opposition to taking the vaccines 
by some front-line health care workers and parents of at-risk children continues to 
worry public health authorities. Authorities say the problems of large numbers of 
people refusing vaccinations, especially health care workers like those in New York 
who are refusing mandatory vaccination there, and parents refusing to have their 
children vaccinated, are not insignificant. New York is the first state to mandate H1N1 
vaccinations for its health care workers. Authorities said large numbers of front-line 
health care workers who refuse vaccinations pose a huge risk by potentially exposing 
themselves to infection — and then infecting others — and that by putting themselves 
at risk to getting sick and having to be bed-ridden will add to the burden of staff at 
already strained hospitals and other medical facilities. 
Source: http://www.hstoday.us/content/view/10526/149/ 

32. October 6, St. Paul Pioneer Press – (Minnesota) Six health care protesters arrested 
at UnitedHealth. Activists calling for a public health insurance option targeted 
UnitedHealth Group with protests Monday. About 100 protesters chanting and waving 
signs blocked the entrance to a building on the insurer’s Minnetonka corporate campus. 
Police arrested six people who locked arms and refused to budge. Those arrested were 
brought to Hennepin County jail and cited for trespassing. They were later released. 
The protest was organized by the Minnesota contingent of the Health Care for America 
NOW coalition and included small business owners and labor, faith-based and 
nonprofit advocacy groups. In the past few weeks, Health Care for America Now has 
organized more than 150 protests against insurance companies across the country under 
the banner “sick of it.” The group insists that a public option is critical to true health 
care reform. “We were trying to stop business as usual at UnitedHealth,” said a 
spokeswoman for TakeAction Minnesota, one of the lead coalition groups that 
organized the protest.  
Source: 
http://insurancenewsnet.com/article.asp?n=1&neID=Bc2PM9PaZ8xbFnNCcYQqBTnp
mAUSCJo3v7YI4GvRyJO9w-jjzXdyRCkXD6q9K8t0 

33. October 6, WBIR 10 Knoxville – (Tennessee) No patient information believed to be 
on stolen BlueCross BlueShield of Tennessee hard drives. BlueCross BlueShield of 
Tennessee says 68 computer hard drives have been stolen from an office building in 
suburban Chattanooga, but the insurer says there is “no reason to believe that member 
data has been accessed.” A BlueCross spokeswoman said in a statement late Tuesday 

http://www.hstoday.us/content/view/10526/149/
http://insurancenewsnet.com/article.asp?n=1&neID=Bc2PM9PaZ8xbFnNCcYQqBTnpmAUSCJo3v7YI4GvRyJO9w-jjzXdyRCkXD6q9K8t0
http://insurancenewsnet.com/article.asp?n=1&neID=Bc2PM9PaZ8xbFnNCcYQqBTnpmAUSCJo3v7YI4GvRyJO9w-jjzXdyRCkXD6q9K8t0
http://www.syracuse.com/news/index.ssf/2009/10/state_syracuse_nursing_home_fa.ht
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that “unauthorized persons” over the weekend took the hard drives from the insurer’s 
Eastgate offices. The statement said the equipment contains employee training 
recordings and that retrieving member information from the drives would require 
highly specialized skills and software. The statement said BlueCross is “working 
feverishly” to make sure no patient information has been accessed. Police and the 
Chattanooga FBI office said an investigation is continuing. 
Source: http://www.wbir.com/news/national/story.aspx?storyid=101236&catid=9 

[Return to top]  

Government Facilities Sector 

34. October 7, KTVX 4 Salt Lake City – (Utah) Suspicious powder found at Utah Valley 
University. A hazardous materials crew was called to Utah Valley University late 
Tuesday night after a suspicious white powder was found inside the school. Authorities 
were called around midnight when someone found the substance inside the library. 
Investigators stayed on scene for two hours before declaring the powder non-toxic. 
Classes and activities for students at UVU will go on as usual Wednesday.  
Source: http://www.abc4.com/content/news/slc/story/Suspicious-powder-found-at-
Utah-Valley-University/wlOY90MGzEG0s1h5N6OBUg.cspx 

35. October 7, ComputerWorld – (National) CIA endorses cloud computing, but only 
internally. One of the U.S. government’s strongest advocates of cloud computing is 
also one of its most secretive operations: the Central Intelligence Agency. But the CIA 
has adopted cloud computing in a big way, and the agency believes that the cloud 
approach makes IT environments more flexible and secure. The CIA’s deputy CIO says 
that she sees enormous benefits to a cloud approach. And while the CIA has been 
moving steadily to build a cloud-friendly infrastructure — it has adopted virtualization, 
among other things — cloud computing is still a relatively new idea among federal 
agencies. “Cloud computing as a term really didn’t hit our vocabulary until a year ago,” 
said the CIO. But now that the CIA is building an internal cloud, the CIO sees 
numerous benefits. For example, a cloud approach could bolster security, in part, 
because it entails the use of a standards-based environment that reduces complexity and 
allows faster deployment of patches. “By keeping the cloud inside your firewalls, you 
can focus your strongest intrusion-detection and -prevention sensors on your perimeter, 
thus gaining significant advantage over the most common attack vector, the Internet,” 
she said. The agency is not using a Google model and “striking” data across all its 
servers; instead, data is kept in private enclaves protected by encryption, security and 
audits. The CIA uses mostly Web-based applications and thin clients, reducing the need 
to administer and secure individual workstations. And it has virtualized storage, 
protecting itself “against a physical intruder that might be intent on taking your server 
or your equipment out of the data center,” said the CIO. 
Source: 
http://www.computerworld.com/s/article/9139016/CIA_endorses_cloud_computing_bu
t_only_internally 
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36. October 6, KCBS 106.9 San Francisco – (California) Two bomb scares in San 
Francisco. San Francisco Police (SFPD) were kept busy on Tuesday with a pair of 
bomb scares near downtown. The first occurred at the State Building around 10:30 a.m. 
as a suspicious package turned out to be an empty suitcase. California Highway Patrol 
officers said the suitcase was spotted near an elevator in the building’s secured 
underground garage. A bomb-sniffing dog inspected the suitcase and the SFPD’s bomb 
squad x-rayed it and determined it was empty. No evacuations were ordered. 
Emergency personnel also responded to a report of a suspicious package at Post Street 
between Kearney and Grant around 12:45 Tuesday afternoon. SFPD said a witness saw 
a man place a loosely wrapped package inside a newspaper rack, then step away. Fire 
and police officials were called to the scene in front of Brooks Brothers and North 
Face. They became suspicious of the package and called in the police bomb squad. The 
package was deemed safe after close inspection. Stores and restaurants in the area were 
evacuated for over an hour in the area. 
Source: http://www.kcbs.com/Two-Bomb-Scares-in-San-Francisco/5378035 

37. October 5, SC Magazine – (North Carolina) Army Special Forces document leaked 
on P2P network. A recent breach involved a U.S. Army Special Forces document 
containing the names, Social Security numbers, home phone numbers, and home 
addresses of 463 soldiers from the Third Special Forces group, based out of Fort Bragg, 
North Carolina. The document also contained names and ages of soldiers’ spouses and 
children. The document was discovered in connection with a Congressional move to 
address the continuing risk of data leaks on peer-to-peer (P2P) networks. The U.S. 
House Committee on Oversight and Government Reform is drafting legislation and 
contracted with a file-sharing monitoring company to examine the scope of the 
problem. Through its research, the firm, Tiversa, turned up the document among 240 
others belonging to federal government agencies and military branches, all sitting on 
P2P networks. In addition, Army master sergeant promotion lists for 2005, 2007, 2008 
were discovered on P2P networks, an official said. In total, these documents contained 
the personal information of about 60,000 Army master sergeants, including their 
names, birth dates, Social Security numbers, blood types, and assignments. 
Source: http://www.scmagazineus.com/Army-Special-Forces-document-leaked-on-
P2P-network/article/151309/ 

38. October 5, SC Magazine – (National) Lost hard drive could affect 70 million U.S. 
military veterans. The National Archives and Records Administration (NARA) is 
investigating a potential data breach involving a lost hard drive that could affect 70 
million records of U.S. military veterans. A report by Wired claimed that a defective 
hard drive that powered eVetRecs, the system veterans use to request copies of their 
health records and discharge papers, was sent by an agency back to its vendor for repair 
and recycling without first destroying the data. When the drive failed in November of 
last year, the agency returned the drive to GMRI, the contractor that sold it to them for 
repair. GMRI determined it could not be fixed, and ultimately passed it to another firm 
to be recycled. However, the NARA said that the lost drive is not a problem because its 
contractors signed privacy promises in their contracts, though the agency has since 
changed its policy to require that sensitive media be destroyed by NARA itself. Writing 

http://www.kcbs.com/Two-Bomb-Scares-in-San-Francisco/5378035
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on the IDtheftsecurity.com blog, a consultant claimed that the hard drive should have 
never left the facility and should have been destroyed. The consultant said: “A $2,000 
hard drive with millions of social security numbers is worth millions, maybe billions of 
dollars if it gets into the hands of a criminal. The ‘loss’ of data like this can cost a 
government agency or corporation millions to respond to the breach. The Pentagon 
requires that old or defective drives be de-magnified or destroyed.”  
Source: http://www.scmagazineuk.com/Lost-hard-drive-could-affect-70-million-US-
military-veterans/article/151478/ 

For another story, see item 22  
 
[Return to top]  

Emergency Services Sector 

39. October 7, Wall Street Journal – (California) So many local crimes, so few cybercops 
to help. The Los Angeles district attorney’s high-technology crimes unit is part of a 
cadre of 21st century crime fighters who sift through digital evidence on computers, 
cellphones and other electronic devices. While the Internet has vastly expanded the 
reach of criminals, the digital fingerprints that these activities leave can be a powerful 
investigative tool, for those with the knowledge and equipment to use it. These days, 
“practically every crime, from drug dealing to murder, involves digital evidence,” says 
the Los Angeles district attorney. To grapple with what the district attorney calls this 
“tsunami of digital evidence,” the number of high-tech investigators and prosecutors 
has expanded in recent years to 20 people from two. Most local law enforcement 
agencies, however, are not so lucky. Federal agencies, such as the Federal Bureau of 
Investigation, have long had substantial high-tech operations. But many of the 
thousands of local and state law-enforcement agencies, which handle about 90 percent 
of the nation’s felony cases, have been scrambling to gear up for 21st century crime 
fighting, say people familiar with the issue. “Police chiefs and sheriffs have realized it 
is smart to have a cyber presence in their department,” but many “don’t have the budget 
to support” the specialized equipment and training needed, says a employee of the 
National White Collar Crime Center, a Glen Allen, Virginia, nonprofit that provides 
training to law enforcement. 
Source: 
http://online.wsj.com/article/SB125487044221969127.html?mod=googlenews_wsj 

40. October 6, U.S. Department of Homeland Security – (National) Secretary Napolitano 
and ICE Assistant Secretary Morton announce new immigration detention reform 
initiatives. The Secretary of the Department of Homeland Security (DHS) and the U.S. 
Immigration and Customs Enforcement (ICE) Assistant Secretary announced new 
initiatives as part of the Department’s ongoing immigration detention reform efforts—
enhancing the security and efficiency of ICE’s nationwide detention system while 
prioritizing the health and safety of detainees. “These new initiatives will improve 
accountability and safety in our detention facilities as we continue to engage in smart 
and effective enforcement of our nation’s immigration laws,” said DHS’s Secretary 
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said. The reform efforts address the seven major components of the detention system 
outlined in a comprehensive review conducted by the former ICE Office of Detention 
Policy and Planning Director, over the past several months, focusing on greater federal 
oversight, specific attention to detainee care, and uniformity at detention facilities. 
Each of the reforms are expected to be budget neutral or result in cost savings through 
reduced reliance on contractors to perform key federal duties and additional oversight 
of all contracts. 
Source: http://www.dhs.gov/ynews/releases/pr_1254839781410.shtm 

41. October 6, Elmira Star-Gazette – (New York) Binghamton shooting: Tech issues 
slowed police response to ACA shootings report states. So many people were 
frantically using their cell phones in downtown Binghamton on April 3 after the 
shooting that left 13 dead at the American Civic Association (ACA) there that 
emergency responders could not get through. Broome County had just purchased 
equipment that would have let the police and first responders override the system, 
clogged by citizens and Binghamton high school students locked down in their school 
around the corner from the ACA. Unfortunately, no one at the scene that day had been 
trained on the system, and the equipment went unused, said Broome’s director of 
emergency management services. Training for the phone system is now ongoing, a 
direct result of the lessons learned from that day, the EMS director said. 
Source: 
http://www.stargazette.com/article/20091006/BINGHAMTONSHOOTING/910060371
/Binghamton+shooting++Tech+issues+slowed+police+response+to+ACA+shootings+r
eport+states 

[Return to top]  

Information Technology Sector 

42. October 7, BBC – (International) Web mail scam propagates itself. The industry-wide 
phishing scam that has affected popular web mail services such as Hotmail and GMail, 
is spreading, according to experts. Security firm Websense says it has noticed a sharp 
rise in spam emails from Yahoo, Gmail and Hotmail accounts. This is because infected 
accounts are sending personalized e-mails to contacts suggesting shopping sites, which 
are in fact fakes. One security expert thinks victims of the scam could have been part of 
a so-called key-logging attack. A researcher from security firm Imperva said the high 
numbers of victims suggested this type of attack. Unlike a traditional phishing scam, 
which lures people into revealing their details on fake websites, key-logging records 
individual key strokes. In some cases the malware could have been downloaded 
automatically. The scam was highlighted when several lists, detailing more than 30,000 
names and passwords from Hotmail, Google and Yahoo web mail accounts were posted 
online. 
Source: http://news.bbc.co.uk/2/hi/technology/8294714.stm 

43. October 6, IDG News Services – (International) Windows attack code out, but not 
being used. It has been a week since hackers released software that could be used to 
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attack a flaw in Windows Vista and Server 2008, but Microsoft and security companies 
say that criminals have not done much with the attack. On October 5, Microsoft said it 
had not seen any attacks that used the vulnerability, an analysis that was echoed by 
security companies such as SecureWorks, Symantec and Verisign’s iDefense unit. 
While criminals jumped on a similar flaw in 2008, using it in widespread attacks that 
ultimately forced Microsoft to rush out a security patch ahead of its monthly set of 
security updates, that has not happened with this latest bug, which lies in the SMB v2 
software used by Vista and Server 2008 to do file-and-printer sharing. A SecureWorks 
researcher said on October 6 that there are several reasons why this latest attack has not 
been picked up. The main reason is probably that the Metasploit code does not work as 
reliably as last year’s MS08-067 attack, and often causes the computer to simply crash 
instead of running the hacker’s software. SMB v2 is typically blocked at the firewall, 
and it does not ship with Windows XP, meaning that the Metasploit attack will not 
work on the majority of PCs. Vista, the only Windows client that is vulnerable to the 
attack, is used on about 19 percent of computers that surf the Web, according to Web 
analytics firm Net Applications. Windows XP runs on 72 percent of PCs. Because of 
these factors, the SMB v2 flaw is simply not “all that popular of a target,” the 
researcher said. 
Source: 
http://www.computerworld.com/s/article/9139021/Windows_attack_code_out_but_not
_being_used 

44. October 6, The Register – (International) Scareware scams spill onto 
Skype. Scareware spreaders have started to use Skype to spread their cash-sapping 
crud. The VoIP channel has joined malicious manipulated search results, malicious 
online advertisements, Facebook messages and iFrame contaminated sites as a means 
to spread rogue “anti-virus” software scans. A security researcher a Panda Security, 
explains that under its latest guise, scareware scams appear as spam messages sent to 
personal Skype accounts. The message poses as originating from an account called 
“Online Notification” and claims to have discovered infection on a supposedly 
compromised PC. Once the prospective mark visits the linked site for “more 
information”, a fake antivirus scan takes place that warns a system is crawling with 
malware in a bid to coerce potentially alarmed users into buying a clean-up utility of no 
value. One strain of scareware detected by Panda disables all applications on a 
compromised PC except the rogueware utility and IE. A browser is left available 
because it’s needed for a victim to hand over payment to rogues. After receiving funds, 
the full version of the scareware package reactivates disabled applications. Black hat 
SEO tactics remain the main tactic for seeding scareware traps. 
Source: http://www.theregister.co.uk/2009/10/06/scareware_skype/ 

45. October 6, The Register – (International) Man banished from PayPal for showing 
how to hack PayPal. PayPal suspended the account of a white-hat hacker on October 
6, a day after someone used his research into website authentication to publish a 
counterfeit certificate for the online payment processor. “Under the Acceptable Use 
Policy, PayPal may not be used to send or receive payments for items that show the 
personal information of third parties in violation of applicable law,” company 
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representatives wrote in an email sent to the white-hat hacker. “Please understand that 
this is a security measure meant to help protect you and your account.” The email, sent 
from an unmonitored PayPal address, makes no mention of the item that violates the 
PayPal policy. The suspension effectively freezes more than $500 in the account until 
the white-hat hacker submits a signed affidavit swearing he has removed the PayPal 
logos from his site. Since 2002, the white-hat hacker has included a yellow donate 
button on the download page for a hacking tool he calls SSLSniff, and more recently he 
released a program called SSLStrip, which also includes the button. But it was only 
after someone published counterfeit SSL certificate on October 5 that PayPal took 
action against the account. “This is not something I had anything to do with, and they 
responded by suspending my account,” the white-hat hacker told The Register. “I’ve 
been the one trying to warn them of this in the first place.” The account suspension is 
troubling because it penalizes an independent security researcher whose discoveries 
have already yielded important insights into secure sockets layer, one of the web’s 
oldest and most relied upon measures for preventing man-in-the-middle attacks. 
Source: http://www.theregister.co.uk/2009/10/06/paypal_banishes_ssl_hacker/ 

For another story, see item 35  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

46. October 6, Web Host Industry Review – (Washington; International) VMware opens 
data center, updates disaster recovery. Virtualization software company VMware 
announced on Tuesday that it has opened a new “green IT data center” in East 
Wenatchee, Washington — a notice that coincided with the updating of the company’s 
disaster recovery mechanism for virtualized data center components in its vCenter Site 
Recovery Manager 4. The company has released Site Recovery Manager 4, designed to 
be compatible with the vSphere 4 cloud operating system, and to include support for 
Network File System-based storage replication as well as Fiber Channel and iSCSi-
based replication. The first version of the disaster recovery product launched in June of 
2008. The “4” at the end of the new version — the second version of the product — is 
intended to demonstrate its support for vSphere 4. A Tuesday article from Information 
Week says VMware intends to make disaster recovery easier to set up for virtual 
machines than it is for physical machines, making the process part of the software, 
rather than the product of some specialized knowledge. Among the advantages of 
virtual machine disaster recovery is the fact that a copy of a virtual machine does not 
necessarily need to be run on an identical piece of hardware. Virtual machines are also 
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easier to duplicate and to move, says VMware, and virtualized disaster recovery 
systems are easier to run tests on than physical systems. Site Recovery Manager can 
also be used in situations like data center migration, in addition to the basic disaster 
recovery purpose. 
Source: http://www.thewhir.com/web-hosting-
news/100609_VMware_Opens_Data_Center_Updates_Disaster_Recovery 

47. October 6, Network World – (National) Disney, Verizon go green in the data 
center. Energy efficiency in the data center is a top priority for Disney and Verizon, 
technology executives from the companies said last week. But the industry is still in the 
early stages of understanding how best to measure effectiveness, they said. Disney and 
Verizon officials discussed their energy efficiency programs at the New York Stock 
Exchange last week during an event hosted by the Green Grid industry consortium. 
Verizon is contemplating a more ambitious project involving solar energy. The senior 
vice president of global engineering and planning for Verizon Services Organization 
says the company is trialing the use of solar for backup power sources, “with a full 
intent to use it if the results look positive.” Verizon is also considering the use of 
hydrogen fuel cells, a senior vice president says. 
Source: http://www.networkworld.com/news/2009/100609-disney-verizon-green-data-
center.html?hpg1=bn 

48. October 5, Massachusetts; New York – (National) Single point of failure blamed for 
Verizon FiOS, DSL outage. A single stalled router is being blamed by Verizon 
officials for a service outage that impacted customers of its high-speed Internet service, 
including fiberoptic FiOS, in New York and Massachusetts. The outage occurred at 
approximately 3:15 p.m., according to a message on October 2 from the company’s 
chief PR executive. He acknowledged that routers typically fail over to adjacent ones, 
but in this instance, this one did not. “The router went into a hung state and did not 
appear to the rest of the network as though it was having problems,” the executive 
wrote, being careful not to name the manufacturer. According to reporting from a 
writer for Telephony Online, Verizon’s principal hardware provider for FiOS is Juniper 
Networks. The outage lasted about 40 minutes. However, other customers, including in 
Massachusetts, reported poor or no service even after the problem was resolved by 4:00 
p.m. What is more, support representatives who diligently worked with customers in an 
attempt to resolve issues as if their own on-premise equipment were to blame, were 
apparently not informed of the service outage themselves until after the problem was 
resolved. 
Source: http://www.betanews.com/article/Single-point-of-failure-blamed-for-Verizon-
FiOS-DSL-outage/1254755388 

49. October 5, Beta News – (National) AT&T uses Opera to shoulder data traffic. With 
a network that is already overloaded with data traffic, AT&T has enlisted the help of 
Opera Software’s server-side compression technology to help bring mobile Web access 
to even more subscribers. On October 5 AT&T debuted four new feature phones, two 
from Pantech (Reveal and Impact) and two from Samsung (Mythic and Flight) which 
the company touts as “Full Web Browsing Phones,” equipped with a new att.net 
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branded HTML browser that “utilizes advanced data compression from Opera 
Software, allowing for much faster delivery of HTML Web pages.” Though AT&T did 
not specify which compression technologies the new browser uses, Opera Turbo is the 
likely candidate for AT&T’s compression technology of choice. Opera Turbo is a 
cross-platform solution that can compress network traffic up to 80% to reduce network 
traffic and increase the browsing speed on the user’s end. This is the same technology 
used in Opera Mini, which counted 26.5 million users and 10.4 billion page views in 
June 2009, which had then grown to more than 30 million users and 12 billion page 
views in just one month’s time. Opera Mini has increased nearly 225% in page views 
year over year. Opera’s servers were close to processing two petabytes of raw data in 
August, and Opera Software’s CEO said he expected that number to be passed in 
September. Opera has not yet released its updated “State of the Mobile Web” address to 
show if this feat was accomplished. 
Source: http://www.betanews.com/article/ATT-uses-Opera-to-shoulder-data-
traffic/1254769716 

[Return to top]  

Commercial Facilities Sector 

50. October 7, WGN 9 Chicago – (Illinois) Theater, hotel evacuated in Loop bomb 
scare. Chicago police safely disposed of two suspicious boxes behind the Bank of 
America Theatre late Tuesday and were turning their attention toward finding the 
person or persons who left them. Though the boxes left in the alley behind the theater 
were determined to be non-dangerous, police did not call the incident a mere hoax. “I 
would say it’s a little bit more than a hoax,” a police Bomb and Arson Unit commander 
said just before midnight Tuesday night near the theater. “It appears that this was 
deliberately set up to provoke this type of response.” Police were alerted at about 9 
p.m. when two boxes — each with a note — were found behind the theater. One letter 
read: “This is not a bomb” while the second note read: “This is not going to end good,” 
a Chicago Police Lieutenant said. Staff at both the theater and the adjacent Hampton 
Inn hotel evacuated their businesses, while police shut down several nearby streets to 
traffic. The evacuation interrupted a performance of the Tony-winning musical “Jersey 
Boys.” Investigators from the Bomb and Arson Unit ignited the boxes at about 11:30 
p.m. and did not find anything dangerous inside them, Chicago Fire Department 
officials said. Chicago police confiscated the remains and were to run an analysis that 
could point them toward the culprit, the Bomb and Arson Unit commander said. “It’s 
not funny, it’s not a joke. It put public safety at risk, it cost the city an extraordinary 
sum of money,” he said. In addition to being prosecuted, the person responsible would 
also be hit with a bill for the city response to the incident, he added. 
Source: http://www.wgntv.com/news/wgntv-theater-hotel-evacuated-bomb-scare-
oct7,0,6283816.story 

For more stories, see items 3 and 36  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

51. October 7, Galveston County Daily News – (Texas) County, Corps of Engineers to 
fund levee study. While the levee system that rings Texas City and La Marque held 
during Hurricane Ike, the storm surge came within inches of topping the 17-mile-long 
flood wall. At 23 feet at its highest point, the 17-mile levee system was built to 
withstand the storm surge of a Category 3 or small Category 4 hurricane. City and 
county officials would like the federal government to consider strengthening the levee 
to withstand a Category 5 storm. Before any work could be done, though, a study of the 
levee system must be completed, and Congress has refused to fund that study, the 
Texas City mayor said. “We’re not talking about a $100 million study,” he said. “It’s 
$100,000 to protect $5.816 billion in industrial assets.” About 7 percent of the fuel the 
nation consumes every day comes from the Texas City petrochemical facilities, 
including refineries and pipelines, according to the U.S. Energy Information 
Administration. The money for the $100,000 study might come from local tax dollars, 
as local officials hope Congress would consider funding $250 million to raise the levee. 
The mayor said the county is working on an outline for the study and expects the Army 
Corps of Engineers to begin in about 60 days. He anticipates the study to be done by 
May. While the study will determine the most effective way to strengthen the levee, he 
said the quicker and possibly less expensive alternative might be to install a 5- to 8-foot 
wall along the levee system. Even if the check were written today, it would take three 
years of studies and environmental assessments before construction could begin and 
another 10 years of construction, he said. 
Source: http://www.galvnews.com/story.lasso?ewcd=943d32758e0c6720 

52. October 6, Lebanon Daily News – (Pennsylvania) Water seeping from Ebenezer 
Dam? Water seems to be seeping out of the Ebenezer Dam, North Lebanon Township, 
Pennsylvania, officials learned Monday night. An engineer reviewed the 2008 
inspection on the dam with the township supervisors, saying there is a modest amount 
of water seeping out at the left side of the dam, keeping the ground wet. The chairman 
asked if the seepage was from the dam itself or some other source. The engineer said he 
did not know the answer but added he will continue to monitor the dam. He suggested 
the township apply for a grant to hire a geologist to study the leak and find the source 
of the water. He also recommended that, within the next year, the board hire a diver to 
do a video inspection of the valves. 
Source: http://www.ldnews.com/news/ci_13498796 

53. October 5, Pittsburgh Post-Gazette – (Pennsylvania) Measure allocates $88 million to 
area for locks and dams. The Pittsburgh region’s deteriorated river navigation system 
is in line for an $88 million infusion in the federal Energy and Water Appropriations 
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Act agreed to by House and Senate conferees and passed by the House last week. Two 
Representatives earmarked $23.6 million for emergency repairs at the Emsworth Locks 
and Dams, which the Army Corps of Engineers has said are in imminent danger of 
failure. Because traffic locking through Emsworth represents a savings of $300 million 
a year compared to other modes of transportation, a failure could be catastrophic to 
southwestern Pennsylvania industry and commerce, one said. Shutdown of the facility 
would impact U.S. Steel’s Clairton Works, the nation’s largest coke plant, and the 
Bailey/Enslow Fork Complex owned by Consol Energy, the largest underground coal 
mine in the U.S., and disrupt steel and electric power plants, the corps said. 
Components of the Emsworth Locks and Dams are the oldest on the Ohio River, dating 
as far back as 1919. Representatives also earmarked $1.25 million for a comprehensive 
study of the Upper Ohio navigation system that is expected to take three to five years. It 
will develop a comprehensive plan for improving the Emsworth, Dashields and 
Montgomery locks and dams, all built before World War II and inadequate by today’s 
design standards. Also in the bill is $6.2 million for construction at the Braddock, 
Elizabeth and Charleroi locks and dams on the Monongahela River. The measure 
provides operating and maintenance funding of $15.9 million for Mon locks and dams; 
$20.4 million for Ohio River facilities; and $8.6 million for Allegheny River locations. 
Source: http://www.post-gazette.com/pg/09278/1003156-147.stm 

[Return to top]  
 
 
 
 

 

 

 

 

 

 

 

 

 

 

http://www.post-gazette.com/pg/09278/1003156-147.stm


 - 25 - 

 
DHS Daily Open Source Infrastructure Report Contact Information  

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Website: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

http://www.dhs.gov/iaipdailyreport
mailto:NICCReports@dhs.gov
mailto:support@govdelivery.com
mailto:support@govdelivery.com
mailto:support@govdelivery.com
http://www.us-cert.gov/
mailto:nicc@dhs.gov
mailto:soc@us-cert.gov

