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Top Stories 

 The Birmingham News reports that the U.S. Postal Service is offering a $100,000 reward 
for information leading to the arrest and conviction of anyone who was responsible for the 
shooting death of one of its contract truck drivers Friday afternoon in Camp Hill, Alabama. 
Authorities are trying to ascertain whether anything was taken from the truck he was 
driving. (See item 26) 

 According to the Associated Press, firefighters waged an aggressive ground and air assault 
Sunday against a wind-fanned wildfire that erupted in the San Gabriel Mountains and 
threatened the popular resort community of Wrightwood, California. Between 4,000 to 
6,000 residents were ordered to evacuate. (See item 49) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 3, New Orleans Times-Picayune – (Louisiana) Gas service shut off in 
Marrero neighborhood where pipeline exploded. Gas service has been shut off in a 

http://www.dhs.gov/
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Marrero, Louisiana, neighborhood where a gas pipeline exploded Saturday morning 
causing a massive fire. No one was reported injured in the incident which happened 
around 10:25 a.m. in the 6000 block of Fourth Street at Ames Boulevard. Firefighters 
from the Marrero-Ragusa and Marrero-Harvey volunteer fire departments were battling 
the blaze. The incident happened about 30 yards from the $22 million St. Bahkita 
Apartments, which opened in April. Authorities said the blaze could be seen from the 
elevated West Bank Expressway. The force of the explosion also could be seen in 
tilting utility and powerlines. 
Source: 
http://www.nola.com/news/index.ssf/2009/10/gas_service_shut_off_in_marrer.html 

2. October 2, U.S. Environmental Protection Agency – (Idaho) EPA awards $430,000 in 
Recovery Act funds to clean up underground storage tank petroleum leaks on Nez 
Perce land in Idaho. In an effort to protect people where they live, work, and play, the 
Environmental Protection Agency (EPA) announced the distribution of $430,000 to 
assess and clean up two underground storage tank leaks on the Nez Perce Reservation. 
EPA Region 10 will manage and oversee the work and use existing contractors to 
perform these activities. “Cleaning up leaking underground storage tanks is essential to 
protect Nez Perce groundwater,” said the EPA Acting Regional Administrator in 
Seattle. “Many tribal members in Indian country depend on groundwater for their 
drinking water, so this infusion of Recovery Act funds is critical to our efforts to 
safeguard health, protect the environment and energize tribal economies.” The greatest 
potential hazard from a leaking underground storage tank is petroleum or other 
hazardous substances seeping into the soil and contaminating groundwater, the source 
of drinking water for many Americans. The funds will be used for overseeing 
assessment and cleanup of leaks from underground storage tanks or directly paying for 
assessment and cleanup of leaks from federally regulated tanks where the responsible 
party is unknown, unwilling or unable to finance, or the cleanup is an emergency 
response. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/E1C0A1C4AF3B1E1485257643006E2FE
F 

3. October 1, ZDNet.com – (International) Virus hits Integral Energy desktops. Integral 
Energy in Australia has been infected by a virus which affected executable Windows 
files across its fleet of desktops. A spokesperson for the company confirmed that the 
company had been infected with W32.Virut.CF and was in the process of its rebuilding 
its entire fleet desktops, as first reported by the Sydney Morning Herald. However, the 
spokesperson stressed that the power grid had not been affected. “[The virus] attacks 
Microsoft products and the network doesn’t run on Microsoft,” they said, adding that 
there was absolutely no way it could make its way onto the grid. The problem had been 
discovered last Wednesday, the spokesperson said, which was when the recovery had 
begun. No date had been set for completion, but the company was “well down the 
path.” The company had called in a range of experts to help with the outbreak, the 
spokesperson continued, but would not specify who. “We’ve put in place a recovery 
plan to eliminate the virus from our business systems and maintain service levels to 

http://yosemite.epa.gov/opa/admpress.nsf/0/E1C0A1C4AF3B1E1485257643006E2FEF
http://yosemite.epa.gov/opa/admpress.nsf/0/E1C0A1C4AF3B1E1485257643006E2FEF
http://www.nola.com/news/index.ssf/2009/10/gas_service_shut_off_in_marrer.html
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customers,” they said, adding that an investigation was underway as to the source of the 
infection and a strategy was being formed to minimize the risk of it happening again in 
the future. According to Symantec’s information on the virus, it is a virulent version of 
file-infector which has made its way into other corporate networks and proved difficult 
to remove because of the techniques it uses to avoid detection and exorcism. To remove 
the threat, according to Symantec, the infected machines needed to be isolated and 
scanned with Antivirus in safe mode to remove the infected files, restoring non-
repairable files from backup. “As a last resort, highly compromised machines may need 
to be reimaged,” Symantec said. 
Source: http://www.zdnet.com.au/news/security/soa/Virus-hits-Integral-Energy-
desktops/0,130061744,339298861,00.htm?feed=rssC 

For another story, see item 52  
 
[Return to top]  

Chemical Industry Sector 

4. October 5, Philadelphia Daily News – (Pennsylvania) Feds say unsafe power supply 
causes Pa. acid cloud. The U.S. Chemical Safety Board says a pump used without an 
electrical safety shut off caused an acid cloud that forced hundreds of western 
Pennsylvania residents to evacuate last year. Indspec Chemical Corp. faces more than 
$150,000 in state environmental and federal workplace safety fines for the leak in 
Petrolia on October 11. Oleum leaked when a transfer tank overflowed because its 
pump was connected to an outlet without an automatic shut-off. Oleum forms sulfuric 
acid when exposed to air and the cloud forced 2,500 people from their homes for a day. 
The Chemical Safety Board says workers often used the outlet without the automatic 
shut-off to save time on weekends, when fewer workers were present. The plant 
manager says the offending worker was fired. 
Source: 
http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20091005_ap_fedssayu
nsafepowersupplycausespaacidcloud.html 

5. October 5, KCRG 9 Cedar Rapids – (Iowa) Olin evacuees allowed to return after 
anhydrous ammonia leak. Evacuated residents of the Jones County town of Olin were 
allowed to return to their homes at 2:30 a.m. Sunday after anhydrous ammonia 
chemical cloud – leaked from a co-op south of town – moved through the area late 
Saturday night. The source of the leak was a 1,000 pound tank at the River Valley Co-
op, located at 3897 Highway 38 on the south side of town. Emergency Management 
said investigators found the tank nozzle was slightly open. The leak was reported 
around 9:45 p.m. and caused emergency management officials and sheriff’s deputies to 
evacuate the entire town as a chemical cloud moved over the area. Homes on the 
southwest side of the town were evacuated first and no one was allowed into town. The 
Iowa Department of Transportation closed Highway 38 at mile markers 42-43, in Olin 
due to the leak. The DOT reopened that stretch of highway just before 3:00 a.m. 
Residents who evacuated the town were told to go to the Morley Community Building 

http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20091005_ap_fedssayunsafepowersupplycausespaacidcloud.html
http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20091005_ap_fedssayunsafepowersupplycausespaacidcloud.html
http://www.zdnet.com.au/news/security/soa/Virus-hits-Integral-Energy-desktops/0,130061744,339298861,00.htm?feed=rssC
http://www.zdnet.com.au/news/security/soa/Virus-hits-Integral-Energy-desktops/0,130061744,339298861,00.htm?feed=rssC
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in Morley where a shelter was set up. Emergency management officials said about 150 
people were at the shelter and closed Sunday night. According to the National Weather 
Service winds were generally calm this evening in Olin. The lack of wind is actually 
preventing the chemical cloud from moving out of the town. As of 1:20 a.m. Monday, 
Olin Schools were on a two hour delay. 
Source: http://www.kcrg.com/news/local/63491052.html 

For more stories, see items 27, 29, and 30  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. October 5, Reuters – (Illinois) Exelon Ill. Clinton reactor up to 95 pct power. Exelon 
Corp’s (EXC.N) 1,043-megawatt Clinton nuclear power station in Illinois exited an 
outage and ramped up to 95 percent power by early Monday, the U.S. Nuclear 
Regulatory Commission said in a report. The unit shut on September 30 to work on a 
valve that helps supply steam to a pump. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN0537215820
091005 

7. October 3, Asbury Park Press – (New Jersey) Minor issues found after nuclear plant 
shutdown, NRC says. The Nuclear Regulatory Commission issued its inspection 
report for a special inspection it conducted at the Oyster Creek Generating Station 
following an unplanned shutdown of the reactor on July 12. The inspection was carried 
out by a seven-member NRC team from July 16 to August 13, 2009. The shutdown was 
triggered by a lightning strike on the 34.5-kilovolt Whiting Line near the Oyster Creek 
switchyard. A spokesman said the NRC staff has identified two “green” (very low 
safety significance) inspection findings as a result of the inspection. The two green 
areas include a failure by Exelon Nuclear to identify and correct a degraded condition 
involving one of the plant’s emergency diesel generators. Emergency diesel generators 
provide backup power to plant safety systems in the event of a loss of off-site power. 
Specifically, degraded relay contacts adversely affected an output breaker for the 
generator during the July 12 shutdown, preventing the generator from functioning 
within its designed time limit. The breaker involved was supposed to close within 7.3 
seconds after the generator received a start signal but instead required 91 seconds to do 
so. “During maintenance in November 2008, Exelon did not adequately remove foreign 
material from the water level instrument piping for one of the plant’s isolation 
condensers,” the NRC spokesman said. Isolation condensers are used to help cool down 
the plant during certain shutdown scenarios. According to report data, the presence of 
the foreign material resulted in the unavailability of the isolation condenser during the 
July 12 shutdown. Both problems were subsequently corrected by Exelon staff. 
Source: http://www.app.com/article/20091003/NEWS/910030316/1070/NEWS02 

http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN0537215820091005
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN0537215820091005
http://www.app.com/article/20091003/NEWS/910030316/1070/NEWS02
http://www.kcrg.com/news/local/63491052.html
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8. October 2, Rutland Herald – (Vermont) NRC presses Yankee on shortfall. The 
Nuclear Regulatory Commission wants more information from Entergy Nuclear on 
exactly how the company plans to fill the $58 million gap in its decommissioning fund. 
In a letter this week sent to Entergy officials at Vermont Yankee, the NRC said it wants 
the additional information within 30 days. So far, Entergy has provided funding 
information to the NRC covering $51 million of the $58 million gap, which NRC 
economists had determined this summer. According to a spokesman for Entergy 
Nuclear, corporate headquarters will make the decision on financing and let federal 
regulators know later this month.  
Source: http://www.rutlandherald.com/article/20091002/NEWS02/910020349 

[Return to top]  

Critical Manufacturing Sector 

9. October 1, U.S. Consumer Product Safety Commission – (National) Diving equipment 
recalled by Halcyon Manufacturing due to drowning hazard. The U.S. Consumer 
Product Safety Commission, in cooperation with Halcyon Manufacturing Inc., on 
October 1 announced a voluntary recall of 20,300 Halcyon Diving Equipment. 
Consumers should stop using the recalled products immediately unless otherwise 
instructed. The over pressure valves (OPVs) in the diving equipment could fail 
allowing the buoyancy compensator devices (BCDs) and the diver lift inflatable 
devices to leak, posing a drowning hazard to divers. This recall involves Halcyon 
diving equipment including the Halcyon Explorer, Eclipse, CCR35, Evolve and Pioneer 
Buoyancy Compensator Devices (BCDs) and Halcyon Surface Marker Buoys (SMBs), 
Lift Bags, Diver Alert Markers (DAMs) Surf Shuttle, and Diver Lift Raft Inflatable 
Devices. “Halcyon” is printed on the diving equipment. 
Source: http://www.cpsc.gov/cpscpub/prerel/prhtml10/10002.html 

[Return to top]  

Defense Industrial Base Sector 

10. October 4, Air Force Times – (National) F-22 problems linked to rain in Guam. Rain 
and Raptors don’t mix. Wet conditions at Andersen Air Force Base, Guam, caused 
mechanical problems in a dozen F-22 Raptor fighters deployed to the Pacific island 
from the much less rainy Alaska. Guam, about 3,800 miles west-southwest of Hawaii, 
averages 80 to 110 inches of rain a year, according to the National Weather Service. 
The U.S. territory gets much of its precipitation during the rainy season of July through 
December. The jets’ cooling systems drew in moisture from the air, which caused 
shorts and failures in sophisticated electrical components. For relatively new aircraft 
such as the F-22, which joined the fleet five years ago, maintenance glitches are 
common, said the director of public affairs for Pacific Air Forces. It it “just maturation 
issues with the airframe as we continue to employ in varied environments,” the director 
said. It is “comparable to lots of smaller issues we dealt with during earlier years of the 
F-15 [and] F-16.” Maintainers fixed the jets, then worked with contractors to come up 

http://www.rutlandherald.com/article/20091002/NEWS02/910020349
http://www.cpsc.gov/cpscpub/prerel/prhtml10/10002.html
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with measures such as a waterproof coating to keep the parts, he said. “Some 
maintenance folks out there did some good work and found some innovative solutions 
with the contractor,” he said. The fighters’ maintenance issues had “no impact” on the 
strategic posture at Guam and did not put the island’s defense in jeopardy, the director 
said. The aircraft will continue to deploy to Guam and other parts of the Pacific, he 
said. 
Source: http://www.airforcetimes.com/news/2009/10/airforce_F22_100409w/ 

11. October 2, Dayton Daily News – (Ohio) Protest by Dayton manufacturer rejected by 
Defense Department. Federal auditors have rejected a protest by a Dayton 
manufacturer which wants to provide the Defense Department with radomes, which are 
structural, weatherproof enclosures that protect aircraft antenna assemblies from the 
environment and conceal the radar from public view. The U.S. Government 
Accountability Office (GAO) denied the protest by Starwin Industries Inc., of Dayton, 
which has provided radomes in the past for use by the Air Force and Navy. The GAO is 
an arm of Congress which rules on protests filed in federal contract competitions. 
Starwin Industries disagrees with the GAO’s decision and plans to protest further, the 
company’s president said Friday, October 2. Starwin protested the terms of the Defense 
Supply Center Columbus’ request for quotations to supply the radomes. The 
government said Starwin’s radomes had been found in testing to have problems with 
lamination and paint deterioration, and that those problems contributed to a shortage of 
radomes. They are considered to be critical aeronautical safety items, and planes are 
grounded when they are not available, the GAO said. The government had proceeded 
with a request for radomes that the Defense Department said would speed up the 
delivery of radomes to warfighters. Starwin protested that the terms were unfair, and 
effectively favored a competitor. The GAO ruled that the Defense Department’s action 
was reasonable, under the circumstances. 
Source: http://www.daytondailynews.com/business/protest-by-dayton-manufacturer-
rejected-by-defense-department-328667.html 

[Return to top]  

Banking and Finance Sector 

12. October 5, Pension and Investments – (National) Lo thinks FDIC could fail. The 
FDIC might fail, requiring a federal bailout, dragged down by the failure of regional 
banks with substantial commercial mortgage debt, a chief investment strategist and 
finance professor said. The founder and chief investment strategist of AlphaSimplex 
Group and a finance professor at the Massachusetts Institute of Technology, said that a 
failure to restructure debt on Stuyvesant Town-Peter Cooper Village, the vast New 
York apartment complex, could cause New York banks holding its debt to collapse. 
The value of the property reportedly has dropped more than $3.2 billion since it was 
acquired in 2006 for $5.4 billion by Tishman Speyer Properties and partners. The 
strategist made his comments at a press briefing hosted by Natixis Global Asset 
Management, AlphaSimplex’s parent company. The FDIC has proposed that banks 
prepay their assessments to the FDIC for the next three years, generating some $45 

http://www.daytondailynews.com/business/protest-by-dayton-manufacturer-rejected-by-defense-department-328667.html
http://www.daytondailynews.com/business/protest-by-dayton-manufacturer-rejected-by-defense-department-328667.html
http://www.airforcetimes.com/news/2009/10/airforce_F22_100409w/
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billion for the cash-strapped insurance fund. 
Source: http://www.pionline.com/article/20091005/PRINTSUB/310059969 

13. October 5, Cleveland Plain Dealer – (National) Report says government was wrong 
about some claims of bailout program in October 2008. The credibility of the 
government’s $700 billion financial rescue program was damaged by claims a year ago 
that all of the initial banks receiving support were healthy, a new report contends. The 
Treasury Department’s special inspector general generally found that the government 
had acted properly in October 2008 as it scrambled to implement the Troubled Asset 
Relief Program to avert the collapse of the U.S. financial system. But the report said 
that the then-Treasury Secretary and other officials were wrong to contend at an 
October 14, 2008 news conference that all nine institutions receiving the first round of 
support, $125 billion, were sound. The inspector general said that the fact that 
Citigroup Inc. and Bank of America Corp. soon required billions in additional 
assistance highlighted the inaccuracy of that claim and raised questions about the whole 
effort. In addition, Merrill Lynch, which was also in the original nine, was in the 
process of being acquired by Bank of America because of its weakening financial 
position. “Statements that are less than careful or forthright, like those made in this 
case, may ultimately undermine the public’s understanding and support,” the report 
said. “This loss of public support could damage the government’s credibility and have 
long-term unintended consequences that actually hamper the government’s ability to 
respond to crises.” 
Source: http://www.cleveland.com/nation/index.ssf/2009/10/post_10.html 

14. October 4, Examiner – (New York) Terrorism financier pleads guilty in New 
York. A suspect pleaded guilty on October 3 to charges of terrorism financing and 
conspiracy to commit wire fraud. The plea was entered in Manhattan federal court 
before a United States district judge. According to documents obtained by the 
Terrorism Committee of the National Association of Chiefs of Police, including the 
Information to which he pleaded guilty and statements made during legal proceedings, 
the 56-year old of Ardsley, New York, facilitated the transfer of $152,000, with the 
understanding that the money would be used to fund training for terrorists. In the latter 
half of 2006, the suspect agreed to discreetly transfer these funds for an undercover 
officer, believing that the money was going to be used to purchase night vision goggles 
and other equipment for a terrorist training camp in Afghanistan. During his guilty plea, 
the suspect admitted that he sent the money from the United States knowing that the 
funds were to be used to help finance alleged terrorist activity in Pakistan and 
Afghanistan. The suspect also pleaded guilty to stealing millions of dollars from 
victims through his fraudulent operation of a loan investment program he called the 
Flat Electronic Data Interchange or “FEDI”. FEDI was purportedly a high-yield 
investment program, in which he falsely promised his investors that, in exchange for 
their investment, they would receive high, guaranteed rates of return. The suspect 
admitted that he made false representations and promises with regard to the FEDI 
program. He also acknowledged that a portion of the money he collected was used to 
pay personal expenses and for purposes other than the investment program.  

http://www.cleveland.com/nation/index.ssf/2009/10/post_10.html
http://www.pionline.com/article/20091005/PRINTSUB/310059969
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Source: http://www.examiner.com/x-2684-Law-Enforcement-Examiner~y2009m10d2-
Terrorism-financier-pleads-guilty-in-New-York 

15. October 3, Wall Street Journal – (National) FDIC seizes three banks, taking tally for 
year to 98. Banking regulators seized small banks in Michigan, Minnesota and 
Colorado, bringing to 98 the number of U.S. banks that have failed so far this year. The 
family-owned Jennings State Bank of Spring Grove, Minnesota, had assets of $56.3 
million and deposits of $52.4 million as of July 31, according to the Federal Deposit 
Insurance Corp. The agency entered into a purchase and assumption agreement with 
Central Bank, in Stillwater, Minnesota, which got the failed bank’s deposits, essentially 
all of its assets and two branches. Central and the FDIC also agreed to share losses on 
$37.7 million in assets. Warren, Michigan Warren Bank had assets of $538 million and 
deposits of about $501 million as of July 31, according to the FDIC. A unit of 
Huntington Bancshares Inc., in Columbus, Ohio, got the failed bank’s deposits and six 
branches. Huntington also bought $83 million of Warren’s assets. Warren has been 
under pressure from the Federal Reserve and other regulators since early March, as 
mounting losses chipped away at the bank’s capital ratios, the Chief Financial Officer 
said in an interview with The Wall Street Journal in late August. The bank tried 
unsuccessfully to raise private capital. The FDIC said the two bank failures are 
expected to cost the agency’s deposit-insurance fund about $293.3 million. Southern 
Colorado National Bank of Pueblo, Colorado, had assets of $39.5 million and deposits 
of $31.9 million. Legacy Bank of Wiley, Colorado, got Southern Colorado National’s 
two branches, all of its deposits and assets. FDIC and Legacy Bank agreed to share 
losses on $25.5 mil in assets. The number of failures so far in 2009 is the most since the 
savings-and-loan crisis in the early 1990s. Hundreds more banks are still expected to go 
down before the current financial downturn is over. 
Source: http://online.wsj.com/article/SB125452278935060469.html 

16. October 2, Bloomberg – (Michigan) Detroit man indicted in $200 million ponzi 
scheme. A 73-year-old Michigan man was indicted on 59 counts of mail fraud in 
connection with a decade long, $200 million Ponzi scheme that ensnared hundreds of 
investors across the country, the Justice Department said. The defendant faces as many 
as 20 years in prison on each count, a U.S. attorney said in a statement. The defendant 
was scheduled to appear in federal court in Detroit on October 2. The defendant is 
accused of defrauding investors by selling stakes in ventures he falsely claimed had 
telecommunications contracts with Hilton Worldwide, Sheraton Holding Corp., Hyatt 
Hotels Corp. and MGM Mirage hotels across the country, according to the U.S. 
attorney. The defendant used the money to make payments to earlier investors and 
enrich himself, the U.S. attorney said. “Today’s charges allege a financial fraud and 
abuse of trust on a massive scale,” the U.S. attorney said in the statement. “Managers of 
investor funds owe a high duty to those who trust them to steward their savings with 
care and integrity.” The defendant and the investment firm he founded, E-M 
Management Co., partially settled a U.S. Securities and Exchange Commission lawsuit 
over the practice in December 2007 without admitting or denying wrongdoing, 
according to court documents. 
Source: http://www.bloomberg.com/apps/news?pid=20601087&sid=arXKjWL5FxYk 

http://online.wsj.com/article/SB125452278935060469.html
http://www.bloomberg.com/apps/news?pid=20601087&sid=arXKjWL5FxYk
http://www.examiner.com/x-2684-Law-Enforcement-Examiner~y2009m10d2-Terrorism-financier-pleads-guilty-in-New-York
http://www.examiner.com/x-2684-Law-Enforcement-Examiner~y2009m10d2-Terrorism-financier-pleads-guilty-in-New-York
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17. October 2, WOWT 6 Omaha – (Nebraska) Police warn of text message scam. Omaha 
Police are warning that scammers are using text messages, hoping to trick credit union 
customers into revealing account numbers. Customers get a text saying their bank card 
has been deactivated and are instructed to call an 877 number to reactivate it. That is 
when scammers ask for private information. When scammers went fishing for victims, 
one individual got hooked by a text alert she thought came from her credit union. “It 
said alert, your card has been deactivated, please contact us to reactivate your card.” So 
she called the automated line listed in the text and read her debit card numbers into the 
recording, right down to the PIN number that provides ATM access. “After I did all 
that it hung up so I thought that didn’t feel right at all.” When she realized she had been 
duped into giving up all the personal information in her account, she went to an ATM 
and withdrew all her money before the scammers could do it. A customer at Greater 
Omaha Credit Union was not so lucky, losing several hundred dollars to scammers 
2,000 miles away. “Huntington Beach, California and once he changed his PIN 
somebody went in and withdrew the money,” said the Greater Omaha Federal Credit 
Union president. The credit union staff fielded calls all day from customers and others 
who received the bogus text. “Basically asking why they had been getting this text 
message and most of them don’t even have accounts with us,” said a teller. The 
scammers learn the first three numbers for certain cell phone providers in an area and 
just dial in remaining digits for mass texting, hoping to catch customers. 
Source: http://www.wowt.com/news/headlines/63331477.html 

18. October 2, Newsday – (Virginia) Suffolk police probe credit union debit card 
scam. Suffolk investigators are probing a scam involving attempts to steal card 
numbers and personal identification numbers from credit union debit card holders, 
police said on October 2. It is not known how many people may have fallen for the 
scam or whether they lost any money, said the commanding officer of the Suffolk 
County identity theft squad. The scam worked by sending text or voice messages to 
card holders, who are told their debit card numbers had been deactivated, police said. 
The would-be victims were told to call a phone number and provide account and PIN 
numbers to reactivate the accounts. The scam has targeted members of several credit 
unions, including Suffolk Federal Credit Union and Island Federal Credit Union, an 
official said. Suffolk police were tipped to the scam by a credit union and a county 
employee who received a scam message. 
Source: http://www.newsday.com/long-island/suffolk/suffolk-police-probe-credit-
union-debit-card-scam-1.1495545 

[Return to top]  

Transportation Sector 

19. October 5, Associated Press – (Washington) Eastern Washington dust storm closes 
I-90 for 19 hours. Interstate 90 between Moses Lake and Ritzville in Eastern 
Washington was closed more than 19 hours Sunday because of blowing dust and poor 
visibility. The Washington State Department of Transportation reopened the freeway 
just before 9 p.m. Sunday, when winds abated. DOT had closed the freeway around 

http://www.wowt.com/news/headlines/63331477.html
http://www.newsday.com/long-island/suffolk/suffolk-police-probe-credit-union-debit-card-scam-1.1495545
http://www.newsday.com/long-island/suffolk/suffolk-police-probe-credit-union-debit-card-scam-1.1495545
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1:30 a.m. Sunday between milepost 179 near Moses Lake and milepost 220 at Ritzville. 
No detour was available. Emergency management officials in Adams and Grant 
counties were asking people to stay off the roadways, as blowing dust has caused 
numerous multiple-vehicle accidents on many local roads. One accident, involving two 
semitrailers and three passenger vehicles, happened around 2 a.m. between Ritzville 
and Moses Lake, injuring eight people. A Washington State Patrol Sergeant said 
Sunday afternoon that visibility in the worst of the dust storm was about 5 feet – and 
when it lets up visibility is still only about 20 feet. The National Weather Service had 
issued a dust storm warning through 5 p.m. Sunday. 
Source: http://www.thenewstribune.com/news/northwest/story/905000.html 

20. October 5, Associated Press – (Arkansas) Towboat hits bridge, shuts down part of 
Mississippi River. The Coast Guard says it closed 10 miles of the Mississippi River for 
three hours after a towboat hit a bridge and six barges broke free. A Coast Gurad Petty 
Officer says in a news release that all six barges were recovered, no one was hurt and 
no pollution was reported. The section is open. The Coast Guard did not say whether 
the Old Greenville Bridge about halfway between Little Rock, Arkansas, and Jackson, 
Mississippi was damaged or how many barges the vessel C.B. Ford had in tow at 5:20 
a.m. Sunday, when it hit the bridge. 
Source: http://www.dailytexanonline.com/world-nation/nation-briefly-10-05-09-
1.1938496 

21. October 5, Examiner – (Illinois) O’Hare Airport security badges issued to illegal 
aliens. The owner of a temporary employment agency and her assistant were sentenced 
in federal court Wednesday for harboring illegal aliens and assisting those workers in 
obtaining unauthorized access to secure areas at Chicago’s O’Hare International 
Airport, including the tarmac, according to a government report obtained by the 
National Association of Chiefs of Police. The sentences resulted from a multi-agency 
federal investigation conducted in 2007 and led by the Department of Homeland 
Security’s Immigration and Customs Enforcement. Two Illinois women were sentenced 
on September 30 for harboring illegal aliens for financial gain. According to documents 
filed in court, one of the women owned Ideal Staffing, a staffing agency located in 
Bensenville, Illinois, that contracted with several companies to provide temporary 
employees for work done in and around O’Hare. Between February 2006 and 
November 2007, Ideal Staffing knowingly employed at least 54 illegal workers and 
arranged for them to fraudulently obtain airport security badges by falsely certifying 
information on the security badge application forms. The badges allowed the workers 
to enter secure areas while loading pallets, freight and meals for companies doing 
business at O’Hare, including some commercial airlines. At times, Ideal Staffing’s 
owner also knowingly distributed airport security badges issued in other names to the 
illegal workers, which circumvented the appropriate security screening process and 
allowed illegal workers access to secure areas. The 54 illegal workers from Mexico, 
Guatemala and El Salvador all faced state felony charges for possessing fraudulent 
identification in the form of an airport security badge. So far, authorities have 
recovered 34 fraudulent airport badges. 

http://www.dailytexanonline.com/world-nation/nation-briefly-10-05-09-1.1938496
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Source: http://www.examiner.com/x-2684-Law-Enforcement-Examiner~y2009m10d4-
OHare-Airport-security-badges-issued-to-illegal-aliens 

22. October 5, NY1 News – (New York) Subway service resumes with delays following 
smoke incident. The Metropolitan Transportation Authority says service has resumed 
and a Manhattan subway station reopened following a smoke incident at a substation 
earlier today. The B, D, E subway station at 53rd Street and Seventh Avenue was 
closed for more than two hours this afternoon after cables at a nearby substation began 
smoking. Nothing actually caught fire and no injuries were reported. According to 
witnesses, heavy smoke conditions were visible on Seventh Avenue. As of Monday 
morning, most service has been restored with residual delays on the Sixth Avenue and 
A lines, as well as the number 4, 5 and 6 lines at 14th Street Union Square. Crews are 
working to repair the damage. 
Source: http://www.ny1.com/content/news_beats/transit/106714/substation-fire-effects-
f-v-subway-service/Default.aspx 

23. October 4, WESH 2 Orlando – (Florida) Airtran flight evacuated at Orlando 
airport. Officials said an Airtran flight was evacuated at the Orlando International 
Airport on Sunday. Flight 904 had just taken off from Orlando to Akron, Ohio when 
there was an issue with one of the plane’s engines, officials said. The pilot made an 
emergency landing and the 117 passengers exited through the evacuation slides. 
Officials said one person was hurt. The evacuated passengers were waiting at the 
terminal for more details about their flight, officials said. 
Source: http://www.wesh.com/news/21199809/detail.html 

24. October 2, KHOU 11 Houston – (Texas) Vessel that spilled oil still in ship 
channel. The vessel behind a fuel spill a week ago is still sitting in the ship channel. 
The Coast Guard says it hasn’t moved. The vessel, Chemical Supplier, was turning 
around near Brady’s Island when it hit the barge. The ship’s fuel tank leaked nearly 
11,000 gallons of diesel fuel. Crews spent days cleaning up the mess. The three mile 
portion that was closed is now open to traffic. A spokesperson says Chemical 
Supplier’s ship manager is paying for the clean up.  
Source: http://www.khou.com/news/local/stories/khou091002_mp_vessel-oil-
spill.1da829463.html 

25. October 2, U.S. Environmental Protection Agency – (Ohio) Greater Cleveland RTA 
settles UST violations; to remove four tanks at central rail maintenance 
facility. U.S. Environmental Protection Agency Region 5 has reached an agreement 
with the Greater Cleveland Regional Transit Authority on alleged violations of federal 
underground storage tank regulations. The settlement resolves EPA’s allegations that 
the Greater Cleveland RTA stored antifreeze, a hazardous substance, in single-walled 
underground storage tanks that did not have adequate secondary containment systems 
at its garage facilities. RTA also failed to adequately test the cathode protection on steel 
piping of the underground storage system. Under the terms of the settlement, the 
Greater Cleveland RTA will pay a penalty of $6,000 and spend at least $22,500 to 
remove four 550-gallon underground storage tanks at the Central Rail Maintenance 
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Facility. A SEP is an environmentally beneficial project that protects and enhances 
public health and the environment. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/8D1D2C7A070D9D2685257643004A98D
3 

For more stories, see items 1 and 51  
 
[Return to top]  

Postal and Shipping Sector 

26. October 5, Birmingham News – (Alabama) U.S. Postal Service offers $100,000 
reward in mail truck driver’s slaying in Camp Hill, Alabama. The U.S. Postal 
Service is offering a $100,000 reward for information leading to the arrest and 
conviction of anyone who was responsible for the shooting death of one of its contract 
truck drivers Friday afternoon in Camp Hill. The victim was shot to death between 5:45 
p.m. and 6:15 p.m. Friday at the post office in Camp Hill, said a postal inspector and 
public information officer for the postal service. The victim was on duty and running a 
route when he was killed, he said. Camp Hill is about 100 miles southeast of 
Birmingham on U.S. 280 near Dadeville. The U.S. Postal Inspection Service, 
Tallapoosa County Sheriff’s Department, Alabama Bureau of Investigation and the 
Camp Hill Police Department are investigating the shooting. Authorities do not know 
the motive for the shooting, but are trying to ascertain whether anything was taken from 
the truck he was driving, the postal inspector said Sunday. “Right now they’re not 
ruling out anything at this point,” he said. 
Source: 
http://www.al.com/news/birminghamnews/metro.ssf?/base/news/125473052589710.xm
l&coll=2 

[Return to top]  

Agriculture and Food Sector 

27. October 4, WBBM 780 Chicago – (Illinois) Ammonia leak in West Loop Gate area 
secured. Fire crews were on the scene of an ammonia leak in a meat facility in the 
West Loop Gate area of the Near West Side for about three hours early Sunday. No one 
was injured, according to the Chicago Fire Media Affairs Chief. At about 1:40 a.m., a 
night watchman reported the leak. Fire personnel proceeded to shut down valves in 
order to stop the leak. The location was secured about 4 a.m. after ammonia levels in 
the air returned to a safe level. The area is mostly commercial property. The meat 
wholesaler CG & S Provision Co., Inc. is found at that location. 
Source: http://www.wbbm780.com/Ammonia-leak-in-West-Loop-Gate-area-
secured/5359487 
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28. October 2, U.S. Environmental Protection Agency – (Puerto Rico) EPA announces 
settlement with Puerto Rico Department of Agriculture for pesticide misuse and 
worker protection standard violations. The U.S. Environmental Protection Agency 
(EPA) recently settled with the Crop Protection Program of the Puerto Rico 
Department of Agriculture (PRDA). After three years of investigations conducted by 
EPA, in conjunction with partnering agencies, some of the program’s activities were 
found to be in violation of the federal pesticide law known as the Federal Insecticide, 
Fungicide and Rodenticide Act (FIFRA). The program has agreed to make a number of 
improvements to meet worker protection requirements and to ensure that during 
commercial applications at farms throughout Puerto Rico, pesticides are used in a 
manner that is consistent with labeling requirements. In September 2008, EPA filed a 
complaint against the Crop Protection Program for being in violation of the worker 
protection provisions of FIFRA. The program has agreed to pay a civil penalty of 
$31,000. Additionally, as part of its commercial application practices, it has agreed to 
use metering devices and use a less toxic, registered pesticide instead of the more toxic 
pesticide that is currently being used. This will ensure better incorporation of the 
pesticide into the soil, reducing exposures of workers and handlers to pesticide 
contamination resulting from spray drift or direct contact. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/F2207C9E37362F978525764300616790 

29. October 2, WYMT 57 Burnaugh – (Kentucky) Bell County plant could face fines in 
chemical spill. The Middlesboro Daily News reports officials at the Kentucky Division 
of Water say the Smithfield plant in Middlesboro violated six regulations and could be 
fined up to 25 thousand dollars per day, per violation. Ammonia from the plant leaked 
into a nearby creek on September 5th, killing hundreds of fish. 
Source: http://www.wkyt.com/wymtnews/headlines/63315912.html 

For another story, see item 5  
 
[Return to top]  

Water Sector 

30. October 3, Chattanooga Times Free Press – (Tennessee) Chlorine spill burns 
worker. A chlorine leak at the Moccasin Bend Wastewater Treatment Plant in 
Tennessee on Friday sent a city worker to the hospital with chemical burns. The worker 
was reportedly trying to switch lines from an empty chlorine tank to a full one about 2 
p.m., said a fire department spokesman. During that process, chlorine spewed from one 
of the open lines and splashed the worker. “Fortunately, the worker was wearing 
protective gear, so his head and face were protected, but some of the product did get on 
his skin,” he said. The worker immediately got out of the chlorine containment building 
as co-workers called 911. The worker was taken to Erlanger hospital, where he was 
being treated for the chemical burns. Hamilton County EMS personnel said his injuries 
did not appear to be life-threatening. Firefighters and Chattanooga police blocked off 
the main roads in the area, including Moccasin Bend Road and Hamm Road. As a 
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precaution, the Battalion Chief also ordered an evacuation of the immediate area, which 
included the Moccasin Bend Golf Course and Citadel Broadcasting on Pineville Road. 
The leak was shut off by technicians with Brenntag Corp., a local company that handles 
and distributes various chemicals, including chlorine. The director of waste resources at 
the plant, said the chlorine containment building has a ‘scrubber,’ which neutralized 
almost all of the chlorine that leaked out of the 1-ton cylinder. After confirming that the 
leak had been shut off, the plant resumed operations, the evacuation was called off, and 
the roads were reopened. The incident was over in about an hour. 
Source: http://timesfreepress.com/news/2009/oct/03/chlorine-spill-burns-worker/ 

31. October 3, Associated Press – (California) LA Department of Water and Power 
chief resigns. The head of the Los Angeles Department of Water and Power (DWP) 
has stepped down amid increasing concern over recent water main breaks. The mayor 
announced Friday that DWP chief executive had resigned to become senior adviser to 
the Clinton Climate Initiative. There have been more than 35 major water main 
blowouts in the Los Angeles water system since last month, flooding streets, homes, 
and cars. The mayor thanked the ex-chief executive for his four years of service, saying 
he helped reduce water consumption to record levels and put Los Angeles on the path 
to be coal free by 2020.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5iIPQSECvBBeG_KLnH_gyrf
WOiqigD9B34QO80 

For another story, see item 2  
 
[Return to top]  

Public Health and Healthcare Sector 

32. October 2, WLUK 11 Madison – (Wisconsin) Two hurt in hospital boiler 
explosion. An explosion in the boiler room at Fox Valley hospital injured two men, one 
critically. It happened at Appleton Medical Center in Wisconsin just before three 
o’clock Friday afternoon. What started as a routine valve repair on the boiler at 
Appleton Medical Center hurt two men: a hospital employee who was flown to Theda 
Clark in Neenah, and a contractor who was treated at AMC. The normal operations of 
the hospital were not impacted. “There was no need for an evacuation,” said a 
lieutenant from the Appleton Police Department. “No patients were involved in this at 
all. It was very isolated, just down to the boiler itself.” The Appleton Fire Department 
says there was an issue with the boiler at Appleton Medical Center, and two men were 
working on repairing it. When they went to re-light the boiler, it exploded. “There was 
a portion of the boiler which did separate from the boiler unit itself, striking one of the 
individuals that were working on it,” said the lieutentant. The Appleton Police 
Department says the hospital employee who was seriously hurt, suffered injuries to his 
face. The contracted employee is expected to be ok. Appleton Medical Center says it 
contacted OSHA. An investigator was on scene Friday afternoon. The hospital says the 
boiler is about three years old, and a routine inspection last Spring did not show 
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problems. 
Source: 
http://www.fox11online.com/dpp/news/local_wluk_appleton_amc_boiler_explosion_2
00910021620_rev1 

33. October 2, Center for Infectious Disease Research and Policy – (International) Study 
suggests masks rival respirators for flu protection. Surgical masks appeared to 
protect hospital nurses from influenza about as well as N-95 respirators did in a 
randomized trial conducted in Ontario. There were only two more confirmed flu cases 
among a group of more than 200 mask-wearing nurses than in a similar size group of 
nurses wearing N-95 respirators, according to the report published on October 1 by the 
Journal of the American Medical Association (JAMA). The result met a statistical test 
for showing that the masks were “noninferior” to the respirators. But other experts said 
today that the study has important limitations—including the lack of a control group 
using no respiratory protection—that cast doubt on the findings. The report is described 
as the first randomized trial comparing different forms of respiratory protection against 
flu to reach publication. It comes a few weeks after the news of a study by Australian 
researchers in which N-95 respirators were found to be clearly better than surgical 
masks for preventing flu in healthcare workers. That study was reported at a medical 
meeting but has not yet been published in a journal. N-95 respirators are designed to fit 
closely to the face and filter out at least 95 percent of airborne particles, whereas 
surgical masks fit more loosely and were originally designed to prevent the wearer 
from infecting others. But health workers say the tight-fitting N-95s are uncomfortable 
and difficult to wear for long periods, and hospitals sometimes have trouble keeping 
them in supply. Surgical masks are more comfortable and cheaper, but scientists have 
not found much evidence that they protect wearers from respiratory pathogens. 
Source: 
http://www.cidrap.umn.edu/cidrap/content/influenza/general/news/oct0209masks.html 

34. October 2, California Health Line – (California) H1N1 Flu has hospitals worried 
over respirator supplies, bed shortages. California hospitals are expressing concern 
that they will not have enough respirators to comply with new state regulations 
designed to curb the spread of H1N1 influenza, also known as swine flu, HealthLeaders 
Media reports. Last month, California’s Division of Occupational Safety and Health 
(Cal/OSHA) issued recommendations calling for both outpatient and inpatient medical 
centers to use respirators when caring for patients with suspected or confirmed H1N1 
flu. Cal/OSHA also recommended that health centers dispose of the respirators each 
time they are removed. However, hospitals say a manufacturing shortage of N-95 
respirators might prevent them from meeting demand if the state experiences a surge in 
H1N1 cases. California also might experience a shortage of hospital beds during the 
peak of the H1N1 outbreak, according to a Trust for America’s Health report released 
Thursday. The advocacy group’s report, based on estimates from CDC models, predicts 
that 12.9 million Californians could contract H1N1 and 168,025 could be hospitalized 
because of the virus. If that occurs, California would be at 125 percent of hospital 
capacity, the report found. Investigators note that at least 15 states could exceed 
hospital capacity during a surge in H1N1 cases. The report also offers several short-
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term and long-term recommendations to curb H1N1 and other disease outbreaks  
Source: http://www.californiahealthline.org/Articles/2009/10/2/H1N1-Flu-Has-
Hospitals-Worried-Over-Respirator-Supplies-Bed-Shortages.aspx 

[Return to top]  

Government Facilities Sector 

35. October 4, Beaver County Times – (National) Officials: Cyber gang likely siphoned 
district’s money. The cyber theft that drained more than $700,000 from Western 
Beaver School District in Pennsylvania was likely the work of organized thieves who 
have been targeting American businesses and institutions in recent years, an Israeli 
computer expert said last week. The Federal Bureau of Investigation (FBI) is 
investigating a series of sophisticated thefts across the nation, including the one at 
Western Beaver that happened over the Christmas holiday last year. School districts in 
Illinois, Colorado and Oklahoma and small- to medium-sized businesses across the 
country have reported similar incidents, in which the thieves have stolen millions by 
infiltrating computer systems and triggering fraudulent wire transfers. In all cases, the 
method has been similar: Thieves infect computer systems, usually through e-mail 
known as a Trojan horse, with virus-tainted software that permits access to the victim’s 
financial information. Using passwords and banking credentials, the suspects then 
trigger a series of online money transfers to accounts set up in advance. In the case of 
Western Beaver, the thieves triggered 74 electronic fund transfers over the Christmas 
break to 42 separate bank accounts from California to Puerto Rico. FBI’s Chicago 
office saw similarities between the theft from Western Beaver and ones his office is 
investigating in the Chicago area, in which thieves stole around $775,000 from two 
public school districts. The Israeli computer expert said the attacks are the work of 
organized gangs, many based in eastern Europe, that recruit computer experts and 
“money mules” to infiltrate company financial systems and carry out fraudulent wire 
transfers. 
Source: 
http://www.timesonline.com/bct_news/news_details/article/1373/2009/october/04/offic
ials-cyber-gang-likely-siphoned-districts-money.html 

36. October 4, Whittier Daily News – (California) Navy plans to remove some, but not 
all contamination from Morris Dam. For 50 years the waters behind Morris Dam 
were used to test Navy torpedoes. Now the Navy is dealing with the environmental 
costs of that top secret operation. Arsenic, perchlorate and other contaminants are all 
that remain from the 20-acre Navy facilities that occupied a peninsula in the middle of 
the reservoir. Navy operations there ceased in 1993. Officials have since been trying to 
determine the extent of contamination and what to do about it. They are now proposing 
a $6.5 million plan to remove more than 17,000 cubic yards of contaminated soil. But 
the plan leaves at least 15 to 20 percent of some contamination behind. “We can’t go 
any deeper because we hit rip rap, but we can get the majority,” said the project 
manager for Naval Facilities Engineering Command Southwest. Because Navy workers 
once poured contaminants, including arsenic, directly into the ground - as was common 
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practice in the defense industry decades ago - the contamination has descended into the 
bedrock of the site. This means that Navy testing wells cannot penetrate beyond a 
certain depth. And some of the known contamination cannot be removed. 
Source: http://www.whittierdailynews.com/news/ci_13485814 

37. October 4, Newsday – (New York) E-mail error sends out students’ Social Security 
numbers. Suffolk Community College has agreed to pay a company for the next year 
to monitor the credit of 300 students whose last names and Social Security numbers 
were mistakenly listed in an attachment to an e-mail sent to those students last month. 
The college vice president, said Sunday there is “no indication” that any of the personal 
information has been misused, but added that the college decided “it was the right step 
to take the extra precaution” to minimize students’ risk of identity theft. The error, said 
the vice president, occurred late in the day September 17 and was discovered the next 
morning. She said college officials immediately shut down the server and took steps to 
retrieve unopened messages and attachments. She could not say how much of the 
personal information was recovered or whether anyone was disciplined for the security 
breach. The vice president declined to comment on whether the college would be liable 
if student’s information was misused, saying such circumstances are “conjecture” at 
this point. The same day the college learned of the problem, the vice president said 
school officials mailed a letter to inform students of the problem and alert them to 
immediate steps they could take to protect their personal data, including registering an 
alert with the three companies that monitor credit information. 
Source: http://www.newsday.com/long-island/suffolk/e-mail-error-sends-out-students-
social-security-numbers-1.1499898 

38. October 4, Associated Press – (Texas) AP sources: FBI probes disruption of Perry’s 
site. Several Republicans with knowledge of the investigation told The Associated 
Press that the FBI is investigating allegations that Internet hackers deliberately 
sabotaged the Texas governor’s campaign Web site during a re-election announcement 
last week. The Republicans with knowledge of the investigation spoke on condition of 
anonymity because they weren’t authorized to discuss the investigation. At least two 
FBI agents specializing in high-tech crimes met with some of the governor’s campaign 
officials on Friday to discuss the incident. The incident disrupted the governor’s live 
streaming video via the Internet from a closed San Antonio event. A spokesman for the 
Federal Bureau of Investigation in San Antonio didn’t immediately return calls for 
comment Sunday. A campaign spokesman issued a brief statement to the AP saying the 
matter had been turned over to the appropriate federal authorities. 
Source: http://www.newswest9.com/Global/story.asp?S=11255449 

39. October 3, United Press International – (Georgia) Fire at Atlanta school allegedly 
arson. Bales of hay in a fall festival display were deliberately ignited, starting a fire 
that destroyed part of a private school in Atlanta, fire officials said. The fire broke out 
Friday evening at a private kindergarten through 12th-grade school, Paideia, in the 
Druid Hills neighborhood, The Atlanta Journal-Constitution reported. A fire official 
confirmed the fire was deliberately set, but said fire officials do not know who started 
it. He said Atlanta Fire and Rescue investigators have some people they intend to 
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question. He said no accelerant was used since hay burns well without one. It was just 
before 7:30 p.m. when firefighters were dispatched to the school and found hay bales 
on a porch in flames. The fire spread into the attic and the rest of the building. It was 
controlled by 50 firefighters in 20 trucks but only after significant damage to the 
building. The building, which housed high school classrooms, was called the “Mother 
Goose” building because it was originally a day care center.  
Source: http://www.upi.com/Top_News/2009/10/03/Fire-at-Atlanta-school-allegedly-
arson/UPI-60151254606079/ 

40. October 2, WBZ 38 Boston – (Massachusetts) Boston University lab building 
evacuated, possible hydrogen leak. The Boston Fire Department was called to a 
possible hydrogen leak at a Boston University lab building Friday night. Fire officials 
told WBZ the hydrogen alarm sounded at 22 Babbit Street at 8pm. Firefighters went 
inside the building, but didn’t find a leak. The 10-story building was evacuated. There 
were about 50 people inside when the alarm sounded. Nobody was hurt.  
Source: http://wbztv.com/local/boston.university.lab.2.1224862.html 

[Return to top]  

Emergency Services Sector 

41. October 5, Associated Press – (Pennsylvania) Man turns in 105mm shell at police 
station. A man who turned in an old artillery shell to police has learned a lesson: Call 
ahead. A southwest Philadelphia police district was evacuated after the man brought in 
a 105 mm projectile for a howitzer. Police say the 53-year-old man got the shell in 
1977 from a friend who was a Marine and kept it in a storage facility since then, and 
decided to turn it in for safety reasons. The city Bomb Squad was called in and 
removed the device to a disposal facility. All indications are that the projectile was live. 
The man’s name was not released. Police said he is not expected to be charged with any 
crime for bringing the shell to the police station. 
Source: 
http://www.marinecorpstimes.com/news/2009/10/ap_artillery_shell_turned_in_100509/ 

42. October 2, New Jersey Star Ledger – (New Jersey) Swatting’ hoax prompts response 
by Morris County authorities to fake hostage situation. Responding to a hostage 
situation, dozens of police officers from several agencies, including investigators and 
crisis negotiators descended on the Blair House in Morristown late Thursday. Part of 
the apartment complex was evacuated an a road was closed. For more than two hours, 
the situation remained tense — until authorities determined it had all been a hoax. Not 
just any hoax, but a new, malicious phenomenon occurring throughout the nation called 
“swatting,” authorities said. The term comes from someone making such a false claim 
to intentionally produce a response akin to so-called SWAT teams. “Swatting is 
becoming an increasingly widespread problem for law enforcement nationwide, and we 
take these incidents very seriously,” a Morris County Prosecutor said today. “This kind 
of activity wastes significant resources, and more importantly, can lead to serious 
injury and/or death to police or an unsuspecting and otherwise law-abiding citizen who 
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is the victim of this kind of prank.” No arrests have been made and the incident remains 
under investigation. A spokesman for the prosecutor said a hacking method known as 
“caller-ID spoofing” was used. The Morristown call was not a 911 call. Rather, it was 
made at 8:48 p.m. to the regular number of the Morristown Police Department, he said. 
The call showed up at headquarters as being made from a certain Blair apartment, when 
it was not, he said. The call’s origin remained unknown today and is under 
investigation, he said. As the apartment phone number showed up as the source of the 
call, the caller claimed to be phoning from that location and described the fictitious 
hostage situation. While the building was secured inside and out, crisis negotiators 
contacted the residence and eventually spoke with the occupant, who had no knowledge 
of the incident, authorities said. By 11:15 p.m., it was determined the call had been a 
hoax and no one was in danger. 
Source: 
http://www.nj.com/news/index.ssf/2009/10/authorities_say_morristown_hos.html 
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Information Technology Sector 

43. October 5, ZDNet – (International) VMware Fusion update fixes two holes. An 
update for VMware’s Fusion software has patched two vulnerabilities that could allow 
a hacker to control or crash a user’s computer. Fusion allows VMware customers to run 
Windows applications on Intel-based Macs. The flaws affect all versions of the 
software running on Mac OS X prior to and including 2.0.5. In an advisory published 
on Thursday, VMware warned that the two vulnerabilities affect the kernel of the 
software. One, a kernel code execution flaw, is caused by a file permission problem in 
the vmx86 kernel extension. The other, an integer overflow bug in the vmx86 kernel 
extension, could lead to a successful denial-of-service attack, the virtualization 
specialist said. An attacker does not need administrative privileges to target these 
security holes. VMware advised customers running the software on Mac OS X to 
download Fusion version 2.0.6 from VMware downloads. Customers may be entitled to 
a 12-month free subscription to McAfee VirusScan Plus 2009, depending on their 
version of Fusion. They should review their product release notes to verify whether 
they can get the free subscription, according to the advisory. 
Source: http://www.zdnetasia.com/news/security/0,39044215,62058298,00.htm 

44. October 3, The Register – (International) Mozilla unveils cure for Web 2.0 world run 
amok. The Mozilla Foundation has unveiled an early version of its Firefox browser 
that it says could virtually eliminate one of the most common attack forms now 
menacing the web. It implements an inchoate technology the foundation calls CSP, 
short for the Content Security Policy specification. It allows web developers to embed a 
series of HTML headers into their sites that by default block some of the most abused 
features from being offered. Newer versions of Firefox, and other browsers if they 
adopt the standard, would then enforce those policies across the site’s entire domain. 
The primary aim of CSP is to immunize websites from attacks based on XSS, or cross-
site scripting. The exploits frequently target javascript, Adobe Flash and other user-
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supplied content that allows attackers to inject malicious content and code into trusted 
websites. Administrators then have the option of whitelisting only the types of content 
they need to make their sites work as designed. “A lot of the big sites who are dealing 
with user content and who are seeing some of these problems with cross-site scripting, 
we’ve heard excitement from them,” said an individual whose official title at Mozilla is 
human shield. “It’s hard to filter out all the potentially bad things that a malicious user 
can include.” The CSP preview builds are designed to give web developers a sneak 
peek at the specification and chime in with suggestions for making it better. Mozilla 
hopes it will become an open standard and is already shepherding it through the World 
Wide Web Consortium.  
Source: http://www.theregister.co.uk/2009/10/03/mozilla_web_20_solution/ 

45. October 2, The Register – (International) Google (finally) adds protection for 
common Web 2.0 attack. Google has beefed up the security of Gmail and its other 
services by adding a feature to login pages that blocks one of the more common forms 
of web attacks. The upgrade is designed to protect against CSRF, or cross-site request 
forgery, attacks. The technique subverts basic website defenses by exploiting the often-
misplaced trust one site has in another. Over the past three years, vulnerabilities in 
Gmail, YouTube, and other Google properties have put user accounts at risk of being 
accessed by miscreants who use the method. Sometime in the last three days, Google’s 
login pages began setting a cookie with a unique token on each user’s browser, 
according to a senior researcher for Foreground Security. That same value is also 
embedded into the login form. If the two don’t match, the user will be unable to log in. 
“It’s one of those things that people have been telling them to fix for a long time and 
for whatever reason, they haven’t done so until just now,” the researcher told The 
Register. “They finally implemented the protection that pretty much everybody in the 
industry recommends they use.” A Google spokesman confirmed that the company 
added CSRF protection to login pages.  
Source: http://www.theregister.co.uk/2009/10/02/google_web_attack_protection/ 

46. October 2, SCMagazine – (International) Facebook cuts off accounts spreading 
rogue anti-virus. Facebook has cut off scores of fake member profiles attempting to 
push rogue anti-virus programs to unwitting users. The chief research officer of 
security firm AVG said in a blog post on October 1 that he and his team have witnessed 
some 200 real-looking profiles on Facebook containing purporting to belong to a 
blonde woman. Each profile looks the same except that it contains different names for 
the woman. He told SCMagazineUS.com on October 2 that the purveyors of the scam 
likely are getting victims to visit the bogus profiles through socially engineered emails. 
Included on the Facebook profile is a link to view a home video, the research officer 
said. Clicking on the link takes victims to another site that pretends to scan their 
computer for malware, inevitably turning up infections. Then, the site asks victims to 
enter their credit card and other personal information so they can install an anti-virus 
product, which turns out to be fake. “It looks like an AV program, except it’s making 
up stories of what’s actually on your computer,” the research officer said. “It doesn’t 
offer an uninstall option and it generally burrows deep, like a rootkit. It’s generally 
very difficult to remove.” A Facebook spokesman told SCMagazineUS.com October 2 
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that the social networking site has disabled the offending accounts. He also discounted 
initial speculation by the research officer that the attackers likely broke Facebook’s 
CAPTCHA controls to create automated profiles. Instead, the spokesman said 
engineers determined the attack was done manually.  
Source: http://www.scmagazineus.com/Facebook-cuts-off-accounts-spreading-rogue-
anti-virus/article/151317/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

47. October 5, Techrockies.com – (New Mexico) Qwest opens Albuquerque data 
center. Denver-based telecom provider Qwest reported that it has opened up a new 
data center in Albuquerque, New Mexico, to provide dedicated hosting to businesses 
and government agencies. The firm said the data center is it’s 16th. The firm said the 
new center is slated to have more than 14,000 square feet, and is int he process of build 
out to be completed in 2010. The center is open now and serving its customers. Qwest 
explained that the center is part of a $250M investment effort in New Mexico.  
Source: http://www.techrockies.com/story/0024376.html 

48. October 5, Slashgear – (National) T-Mobile Sidekick users still without data 
access. There are few things worse for users of a smartphone than having a data outage 
that prevents a user from using the basic functionality of a device. This is exactly where 
T-Mobile Sidekick users found themselves over the weekend as a data outage has 
plagued users of Sidekick devices, and continues to do so. Boy Genius Report reports 
that Sidekick users across the country are unable to access data through Danger’s 
servers. That leaves users of the devices only being able to send text messages and 
make calls. What is not available to users is email, Internet and contacts. T-Mobile 
promised a repair by October 4, which has failed to happen. So far, there has been no 
statement on October 5 from T-Mobile on a possible fix ETA for Sidekick users not 
what specifically causes the outage. 
Source: http://www.slashgear.com/t-mobile-sidekick-users-still-without-data-access-
0558975/ 
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49. October 4, Associated Press – (California) Up to 6,000 told to flee California 
fire. Firefighters waged an aggressive ground and air assault Sunday against a wind-
fanned wildfire that erupted in the San Gabriel Mountains and threatened a popular 
resort community. Crews spent the day cutting fire lines while battling erratic winds. 
Helicopters and air tankers, which were briefly grounded due to the gusty weather, 
dropped water and retardant on the blaze, which grew to 7,500 acres. Flames advanced 
within a quarter-mile of the mountain resort community of Wrightwood, which was 
under mandatory evacuation. By Sunday afternoon, firefighters were cautiously 
optimistic about keeping the fire at bay, aided somewhat by cooling temperatures and 
higher humidity. The so-called Sheep fire destroyed three homes in remote canyons and 
was 20 percent surrounded. More than 700 personnel were fighting the fire. Between 
4,000 to 6,000 residents were ordered to evacuate, officials said. The Governor 
declared a state of emergency for San Bernardino County, freeing up state resources to 
battle the fire. The blaze broke out Saturday afternoon near Lytle Creek, a small 
community surrounded by national forest. Fueled by thick timber and brush, the fire 
pushed over hills and canyons by fast-moving winds. Evacuation centers were set up at 
a high school in nearby Rialto and at the Victorville Fairgrounds. The cause of the fire 
was under investigation.  
Source: http://www.msnbc.msn.com/id/33159557/ns/weather/ 

50. October 4, San Mateo Daily News – (California) Bomb threat empties newspaper 
office. A telephone bomb threat to the Daily News offices in Menlo Park led to an 
evacuation of the offices for two hours Friday morning, the newspaper reported. Menlo 
Park police and the San Mateo County Sheriff’s Office bomb squad found no evidence 
of a bomb. The nearby Corium International office was also evacuated, and nearby 
roads were closed off, the newspaper reported. Police, who said the motive was not 
clear, are checking phone records in an effort to track down the caller, the Daily News 
reported. 
Source: http://www.almanacnews.com/news/show_story.php?id=4981 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

51. October 3, Oregonian – (Oregon) The Dalles dam lock closed for at least another 
week. The lock at the Dalles Dam will remain closed for at least another week — 
choking off traffic on the Columbia River — while a crew repairs the lock’s 
downstream gate, the U.S. Army Corps of Engineers announced on October 3. The 
corps decided to keep the gate closed after draining the lock and finding significant 
cracking on the gate’s butterfly doors. “There’s more [cracking] than we expected to 
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find,” said a corps spokeswoman. A crew will begin welding the cracks the night of 
October 3, working 24 hours a day until the gate is stable enough to be reopened. The 
repairs will not fix the gate, she said, but will buy the corps time until a more thorough 
fix is performed during a 14-week lock closure planned for late 2010. She said a pintle 
bearing, which enables the lock to open, was involved in causing the cracking. 
Engineers decided Tuesday it was best to shut the lock down so they could drain the 
lock and take a closer look. Two years ago, the corps installed sensors to monitor the 
gate. Those sensors, along with operators who reported the gate closing “differently,” 
alerted corps engineers to the problem before it was too late to repair, she said. 
Source: 
http://www.oregonlive.com/news/index.ssf/2009/10/the_dalles_dam_lock_closed_for.h
tml 

52. October 2, Oil and Gas Journal – (Wyoming) EPA cites Frontier for surface 
impoundment violations at refinery. Frontier Refining Inc. illegally stored hazardous 
waste in a wastewater management pond at its Cheyenne, Wyoming, facility, the U.S. 
Environmental Protection Agency (EPA) charged. The waste was stored in a pond that 
was neither constructed nor operated properly to prevent and detect leaks, EPA said in 
an enforcement and compliance action that it filed on October 1. EPA said other 
violations of the federal Resource and Conservation Recovery Act that it found during 
a March inspection related to closing the pond and providing financial assurance for its 
proper closure. EPA sought nearly $7 million in fines from Frontier for operating an 
unauthorized hazardous waste unit. The order also requires the refiner to take the pond 
out of service, remove wastewater and sludge, determine whether the wastes leak into 
groundwater or soils, remove the existing pond structure and contaminated soils, and 
cap the area in accordance with RCRA requirements for closing a surface 
impoundment, EPA said. 
Source: http://www.ogj.com/index/article-display/7688731419/s-articles/s-oil-gas-
journal/s-general-interest-2/s-hse/s-2009/s-10/s-epa-cites_frontier.html 

For another story, see item 36  
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