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Top Stories 

 The Minneapolis Star Tribune reports that school officials in Princeton, Minnesota closed 
all of the district’s schools on Wednesday because of a reported bomb threat. The Princeton 
Union-Eagle reported that police are investigating a number of suspicious packages that 
have been found at the city post office, the high school, and the local public utility 
commission office. (See item 34) 

 ABC News and the Associated Press report that the U.S. President has declared the U.S. 
territory of American Samoa a major disaster after an undersea earthquake caused a 
tsunami and massive flooding that has reportedly killed more than 90 people in the South 
Pacific Samoan Islands and the islands of Tonga. A spokesperson of Samoa Hotel 
Association told the BBC that the tourism business on the South Coast is “completely 
wiped out.” (See item 47) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  
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1. September 30, Dow Jones Newswires – (International) Greenpeace stages protest at 
Suncor oil sands. In their second oil sands protest in two weeks, Greenpeace Canada 
activists entered Suncor Energy Inc.’s oil sands production facilities Wednesday 
morning and managed to scale and shut down one of the company’s bitumen 
conveyors, a Greenpeace spokesman said. Two dozen Greenpeace activists entered 
Suncor’s facilities north of Fort McMurray, Alberta at 8:30 a.m., and 10 have climbed 
on top of a conveyor that pulls bitumen out of the oil sands mines there, said a climate 
and energy campaigner for Greenpeace Canada. Suncor confirmed that the activists had 
entered the site and said it is focused on “ensuring the safety and respectful treatment of 
activists and employees alike.” There will be no material effect on Suncor’s operations, 
a spokeswoman said. She said most of Suncor’s oil-sands operations were operating 
uninterrupted. It is the second time this month that Greenpeace activists infiltrated oil 
sands facilities. In a similar protest two weeks ago timed to correspond with the 
Canadian prime minister’s visit with the U.S. President in Washington, D.C., 
Greenpeace activists entered an oil sands area owned by Royal Dutch Shell PLC, 
chained themselves to equipment, and temporarily stopped production. 
Source: http://online.wsj.com/article/BT-CO-20090930-712574.html 

2. September 29, Associated Press – (Kentucky) Coal-carrying train derails in Ky. A 
Kentucky sheriff says workers are cleaning up several tons of coal the day after a train 
derailed and spilled its load. The Nicholas County Sheriff said on Tuesday that workers 
were picking up the load near Ky. 36, west of Carlisle in Nicholas County. He said no 
one was injured in the derailment, which took nearly two dozen cars off the tracks just 
after 4 p.m. Monday. He said investigators were still trying to determine what caused 
the train to derail about 36 miles northeast of Lexington. 
Source: http://www.kentucky.com/471/story/956123.html 

3. September 27, Associated Press – (International) Climate activists in Copenhagen 
protest coal use. Hundreds of climate activists protested Saturday in Copenhagen 
against the use of fossil fuels, but were blocked from entering a coal-firing plant they 
had hoped to shut down by chaining themselves to conveyor belts. Police held back the 
1,500 or so protesters from entering the coal- and oil-fueled Amagervaerket power 
station on Copenhagen’s Amager Island, a police spokesman said. About 100 people 
were taken into custody, Danish news agency Ritzau said. The protesters said they had 
aimed to stop operations at the power plant, owned by Swedish energy firm Vattenfall, 
in order to draw attention to their demands for stronger climate policies from politicians 
and energy companies before the U.N. climate conference in December in Copenhagen. 
One of the plant’s three units uses coal, while the other two have been converted into 
biomass-firing units. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5h_LiGZFUPKZGUDNfCr9EdJ
Li2Z5wD9AV74FO0 

[Return to top]  

Chemical Industry Sector 
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4. September 30, Reliable Plant Magazine – (Mississippi) EPA orders Mississippi 
Phosphates to correct problems. Mississippi Phosphates Corporation (MPC) in 
Pascagoula, Mississippi has been issued an Environmental Protection Agency (EPA) 
Order that requires expedited corrective measures be taken at the facility to ensure 
protection of public health and the environment in the surrounding community. The 
EPA issued the order under Section 7003 of the Resource Conservation and Recovery 
Act (RCRA), which states that an imminent and substantial endangerment to human 
health and the environment exists at the facility. MPC manufactures sulfuric acid and 
phosphoric acid at the site and produces phosphate-based fertilizer. EPA’s RCRA 
program and the Mississippi Department of Environmental Quality (MDEQ) conducted 
inspections of MPC on July 13 and 14, and collected sampling data on August 11 and 
12, 2009. Ongoing releases of hazardous waste or hazardous constituents to soil and 
surface water were discovered during the initial inspection, which resulted in the return 
visit to collect samples of soil and groundwater to confirm initial concerns. EPA 
believes that an imminent and substantial endangerment to human health and the 
environment exists at the facility due to improper storage, inadequate worker safety 
equipment and many leaks and spills of solid and liquid hazardous wastes. 
Source: 
http://www.reliableplant.com/article.aspx?articleid=20282&pagetitle=EPA+orders+Mi
ssissippi+Phosphates+to+correct+problems 

5. September 28, U.S. Chamber of Commerce – (National) U.S. Chamber expresses 
concern over chemical security legislation. The U.S. Chamber of Commerce today 
joined 26 associations representing the leading manufacturers, users, and distributors of 
chemical and petrochemical products in the United States to express their concern to 
Congress over chemical security legislation that would, among other things, lead to 
public disclosure of sensitive or classified information in citizen suits. The letter to the 
leadership of the House Energy and Commerce Committee, in advance of a hearing this 
week on chemical security legislation, states that the organizations oppose provisions in 
the bill that would allow “any person” to bring lawsuits against regulated facilities or 
the Department of Homeland Security (DHS) to enforce compliance with the act. It 
echoes the administration’s opposition to the citizen suit measure, and notes that the 
provision would encourage costly litigation and invite disclosure of sensitive 
information that could be used by terrorists. 
Source: 
http://www.uschamber.com/press/releases/2009/september/090928_chemical.htm 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. September 30, Reuters – (Florida) FPL Fla. St Lucie 2 reactor exits outage. FPL 
Group Inc’s (FPL.N) 839-megawatt Unit 2 at the St. Lucie nuclear power station in 
Florida exited an outage and ramped up to full power by early Wednesday, the U.S. 
Nuclear Regulatory Commission said in a report. The unit shut on September 10 to fix 
a pump motor. The company tried to restart the unit by September 21 but stopped the 

http://www.reliableplant.com/article.aspx?articleid=20282&pagetitle=EPA+orders+Mississippi+Phosphates+to+correct+problems
http://www.reliableplant.com/article.aspx?articleid=20282&pagetitle=EPA+orders+Mississippi+Phosphates+to+correct+problems
http://www.uschamber.com/press/releases/2009/september/090928_chemical.htm
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process due to indications of a leaky valve. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN3019082020
090930 

7. September 30, Reuters – (Illinois) Exelon shuts Ill. Clinton reactor. Exelon Corp 
(EXC.N) shut the 1,043-megawatt Clinton nuclear power station in Illinois on 
September 29 due to unidentified leakage from the reactor coolant system, the company 
told the U.S. Nuclear Regulatory Commission in a report. Technical specifications 
required Exelon to shut the unit because of a greater than two gallon per minute 
increase in leakage over 24 hours. Before shutting the reactor, operators tried to reduce 
the unit’s power from 97 percent to about 53 percent in an attempt to verify the source 
of the leak. The company shut the reactor when they could not verify the source of the 
leak. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN3049326320
090930 

[Return to top]  

Critical Manufacturing Sector 

8. September 30, Columbus Republic – (Indiana) Dust-fueled explosion injures factory 
worker. Authorities say a dust explosion in a South Bend, Indiana factory caused brief 
fire that burned a worker. Firefighters were called on September 29 to a Lock Joint 
Tube factory, where the explosion sent flames through the exhaust system and onto the 
roof. One worker suffered burns on his arms and face and was taken to a hospital. The 
assistant fire chief says crews were able to quickly contain the fire. The explosion 
followed a buildup of dust that was ignited by a welding arc. 
Source: 
http://www.therepublic.com/main.asp?SectionID=1&SubSectionID=111&ArticleID=1
37707 

9. September 29, Associated Press – (National) Toyota recalls 3.8 million 
vehicles. Toyota Motor Corp. said on September 29 it will recall 3.8 million vehicles in 
the United States, the company’s largest-ever U.S. recall, to address problems with a 
removable floor mat that could cause accelerators to get stuck and lead to a crash. The 
recall will involve popular models such as the Toyota Camry, the top-selling passenger 
car in America, and the Toyota Prius, the best-selling gas-electric hybrid. Toyota said it 
was still working with officials with the National Highway Traffic Safety 
Administration to find a remedy to fix the problem and said owners could be notified 
about the recall as early as next week. NHTSA said it had received reports of 102 
incidents in which the accelerator may have become stuck on the Toyota vehicles 
involved. It was unclear how many led to crashes but the inquiry was prompted by a 
highspeed crash in August in California of a Lexus barreling out of control. As the 
vehicle hit speeds exceeding 120 mph, family members made a frantic 911 call and said 

http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN3049326320090930
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN3049326320090930
http://www.therepublic.com/main.asp?SectionID=1&SubSectionID=111&ArticleID=137707
http://www.therepublic.com/main.asp?SectionID=1&SubSectionID=111&ArticleID=137707
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN3019082020
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the accelerator was stuck and they could not stop the vehicle. “This is an urgent 
matter,” the Transportation Secretary said in a statement. “For everyone’s sake, we 
strongly urge owners of these vehicles to remove mats or other obstacles that could 
lead to unintended acceleration.” The recall will affect 2007-2010 model year Toyota 
Camry, 2005-2010 Toyota Avalon, 2004-2009 Toyota Prius, 2005-2010 Tacoma, 2007-
2010 Toyota Tundra, 2007-2010 Lexus ES350 and 2006-2010 Lexus IS250 and IS350. 
Toyota’s previously largest U.S. recall was about 900,000 vehicles in 2005 to fix a 
steering issue. The company declined to say how many complaints it had received 
about the accelerator issue. 
Source: http://www.msnbc.msn.com/id/33077383/ns/business-autos/ 

10. September 29, Tulsa World – (Oklahoma) Sprinkler system helps douse industrial 
fire. A sprinkler system had extinguished most of a fire in a commercial building by 
the time firefighters arrived on September 29, a Tulsa Fire Department spokesman said. 
Heavy smoke was coming from the Facet International building in the 9900 block of 
East 56th Street North when firefighters arrived just before 6 a.m., a spokesman said. 
When they entered the building, they found that the sprinkler system had been activated 
by the heat and had already extinguished the main body of the fire. Firefighters 
determined that the blaze was caused by the improper storage of materials. Pallets of 
commercial-grade filters had been stacked too close to an overhead natural gas heater, 
he said. The cold overnight temperatures had caused the thermostat to turn on the 
heating system, and the filters ignited. Facet manufactures advanced filtration and 
separation products, according to its Web site. No one was injured in the fire. 
Source: 
http://www.tulsaworld.com/news/article.aspx?subjectid=11&articleid=20090929_11_0
_Tulsaf589103 

[Return to top]  

Defense Industrial Base Sector 

11. September 30, Knoxville News Sentinel – (Tennessee) Security supervisor fired at Y-
12. Wackenhut Services Inc., the government’s security contractor in Oak Ridge, 
Tennessee has confirmed that a security supervisor was fired — or “allowed to resign 
in lieu of termination” — for allegedly threatening another employee. “One supervisor 
was terminated for verbally threatening another employee while on duty, which is a 
violation of the WSI-OR Workplace Violence Policy,” a spokeswoman said. She said 
the incident occurred at the Y-12 nuclear weapons plant within the past 30 days. 
Wackenhut also confirmed other disciplinary actions that have been taken against 
supervisory personnel and strongly denied that the contractor management had shown 
more leniency toward supervisors than hourly personnel. 
Source: http://www.knoxnews.com/news/2009/sep/30/security-supervisor-fired-at-y-
12/ 

12. September 30, WFLA 8 Tampa – (Florida) Ruling expected today on class action 
against Raytheon. A Federal District Judge is expected to rule on September 30 on a 

http://www.tulsaworld.com/news/article.aspx?subjectid=11&articleid=20090929_11_0_Tulsaf589103
http://www.tulsaworld.com/news/article.aspx?subjectid=11&articleid=20090929_11_0_Tulsaf589103
http://www.knoxnews.com/news/2009/sep/30/security-supervisor-fired-at-y-12/
http://www.knoxnews.com/news/2009/sep/30/security-supervisor-fired-at-y-12/
http://www.msnbc.msn.com/id/33077383/ns/business-autos/


 - 6 - 

class action lawsuit brought by residents of St. Petersburg, Florida against the Raytheon 
Co. Millions of dollars are at stake when the judge decides whether the civil lawsuit 
meets the requirements of class action certification, a move that could allow hundreds 
of homeowners to collectively sue the company for property damages triggered by an 
underground plume of toxic waste. Attorneys for the residents say the plume began 
spreading from Raytheon’s property at least 10 years ago, tainting irrigation wells and 
creating a stigma for property up to a mile away that depresses property values and 
inhibits home sales. They fault Raytheon and the state for keeping them in the dark 
until a News Channel 8 news investigation revealed the problem last year. Raytheon’s 
lawyers are fighting class action status for the legal action, saying there is no common 
impact for property owners. Raytheon says the pollution problem varies from property 
to property. Last week, more than a dozen lawyers on both sides squared off in a 
Tampa federal courtroom during a three-day evidentiary hearing that featured 
testimony from a number of experts on pollution and property values. Raytheon must 
clean up the groundwater contamination under the direction of the Florida Department 
of Environmental Protection regardless of how the judge rules. Raytheon predicts the 
process will take at least 25 years. 
Source: http://www2.tbo.com/content/2009/sep/30/ruling-expected-today-class-action-
against-raytheo/ 

[Return to top]  

Banking and Finance Sector 

13. September 30, Wired – (International) New malware re-writes online bank 
statements to cover fraud. New malware being used by cybercrooks does more than 
let hackers loot a bank account; it hides evidence of a victim’s dwindling balance by 
rewriting online bank statements on the fly, according to a new report. The 
sophisticated hack uses a Trojan horse program installed on the victim’s machine that 
alters html coding before it is displayed in the user’s browser, to either erase evidence 
of a money transfer transaction entirely from a bank statement, or alter the amount of 
money transfers and balances. The ruse buys the crooks time before a victim discovers 
the fraud, though will not work if a victim uses an uninfected machine to check his or 
her bank balance. The novel technique was employed in August by a gang who targeted 
customers of leading German banks and stole Euro 300,000 in three weeks, according 
to the chief technology officer of computer security firm Finjan. The victims’ 
computers are infected with the Trojan, known as URLZone, after visiting 
compromised legitimate web sites or rogue sites set up by the hackers. Once a victim is 
infected, the malware grabs the consumer’s log in credentials to their bank account, 
then contacts a control center hosted on a machine in Ukraine for further instructions. 
The control center tells the Trojan how much money to wire transfer, and where to send 
it. To avoid tripping a bank’s automated anti-fraud detectors, the malware will 
withdraw random amounts, and check to make sure the withdrawal does not exceed the 
victim’s balance. The money gets transferred to the legitimate accounts of unsuspecting 
money mules. 
Source: http://www.wired.com/threatlevel/2009/09/rogue-bank-statements/ 

http://www.wired.com/threatlevel/2009/09/rogue-bank-statements/
http://www2.tbo.com/content/2009/sep/30/ruling-expected-today-class-action-against-raytheo/
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14. September 30, Washington Post – (District of Columbia) Petri dishes found near FBI 
harmless. Someone slid a few petri dishes into the overnight deposit box at the 
Wachovia bank across the street from FBI headquarters, causing a false alarm and three 
hours of street closures Tuesday on Pennsylvania Avenue in the District of Columbia. 
A bank employee called police after a worker processing the morning’s take discovered 
the empty but sealed plastic dishes, according to a District Fire and Emergency Medical 
Services Department spokesman. The workers were quarantined, and a hazardous 
materials team entered the branch. The team conducted several field tests, which all 
came out negative for any biological or chemical contaminant. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/09/29/AR2009092903647.html 

15. September 29, South Florida Business Journal – (Florida) SEC targets virtual reality 
company. A Delray Beach-based virtual reality technology company is the target of a 
Securities and Exchange Commission investigation into boiler room fraud. The 
company, 3001 AD LLC, along with its principals and three former sales agents, are 
alleged to have raised about $20 million from about 500 investors nationwide between 
1998 and 2008 through what the SEC said was a “maze of unregistered offerings” that 
hyped the company’s products. The investors were told, among other things, that the 
sales commissions they paid were significantly less than they actually were, and that an 
initial public offering was imminent, when, in fact, no steps had been taken to take the 
company public. The SEC complaint, filed Tuesday in U.S. District Court for the 
Southern District of Florida, also alleges that the company told investors that 
Microsoft, Apple, and a former Disney CEO were investors, even though they had no 
interest in the company. 
Source: 
http://southflorida.bizjournals.com/southflorida/stories/2009/09/28/daily30.html 

[Return to top]  

Transportation Sector 

16. September 30, Associated Press – (Idaho) Boundary County Airport reports stolen 
plane. Boundary County Airport officials say a single-engine plane has been stolen 
from a hangar, and the U.S. Border Patrol is investigating. The airport office manager 
says the theft happened late Monday or early Tuesday, and a large padlock did not 
deter the thieves. Neither did the lack of keys for the plane. The Spokesman-Review 
reports that Boundary County is not the only airport in the region to be targeted. 
Authorities say the Creston, British Columbia airport also reported that handguns, food, 
beer, and other supplies were taken during a burglary, and the thieves attempted to take 
a plane there. Authorities think the same group may be responsible for both break-ins. 
The airport office manager says the stolen plane, a 2005 Cessna model T182T, is 
valued at $340,000. 
Source: http://www.kpvi.com/Global/story.asp?S=11231090 

http://www.washingtonpost.com/wp-dyn/content/article/2009/09/29/AR2009092903647.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/09/29/AR2009092903647.html
http://southflorida.bizjournals.com/southflorida/stories/2009/09/28/daily30.html
http://www.kpvi.com/Global/story.asp?S=11231090
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17. September 30, Washington Examiner – (Maryland) Metro sues developer over 
Orange Line damage. Metro is suing a well-known D.C. developer for $11 million, 
arguing that soil stockpiled on the company’s property caused damage to an elevated 
section of the Orange Line. The suit filed in U.S. District Court in Maryland says that 
Jemal’s Fairfield Farms LLC piled soil on a corner of its property off Addison Road in 
Prince George’s County near the transit system’s Orange Line tracks. The weight 
caused the hillside to fail, the lawsuit says, shifting the ground under the bridge and the 
track supports between the Cheverly and Deanwood stations. It has caused “significant 
damage,” the suit says, forcing trains to run at slower speeds through the area. A Metro 
spokesman said the tracks are safe to travel on, despite the slower speeds. The lawsuit 
marks a shift from defense to offense for the financially challenged transit agency, 
which usually is forced to defend itself in high-dollar lawsuits. The case is the only one 
of more than 50 suits involving the transit agency filed in federal courts in the past year 
to have Metro listed as the lead plaintiff, court records show. In late March, Metro’s 
board fired a warning shot to the developer when it agreed to reallocate $9.7 million 
from other projects to repair the section of track near the Cheverly station. 
Source: http://www.washingtonexaminer.com/local/Metro-sues-developer-over-
Orange-Line-damage-8316150-62723857.html 

18. September 29, Billings Gazette – (Wyoming) Truck crash damages freeway 
bridge. No one was seriously injured in two crashes that closed Interstate 80 Sunday 
afternoon, but a bridge was damaged badly enough to alter traffic flow for about a 
month, officials said Monday. The eastbound lane at the Remount interchange 23 miles 
west of Cheyenne is expected to be restricted to a single lane with a reduced speed limit 
of 40 mph for about a month, according to the Wyoming Department of Transportation 
(WYDOT). Sunday’s first crash and heat from a resulting fire damaged the bridge’s 
guardrail, caused its concrete deck to separate from the structure and did minor damage 
to an abutment and curb, according to WYDOT. The process to design a project and 
hire a contractor to replace the guardrail and apply an asphalt pavement overlay is 
projected to take about a month, but further work would be required to make all the 
repairs needed. The crash occurred at about 11 a.m. Sunday when the driver of a 
westbound tractor-trailer lost control of his vehicle and drove through the median at the 
Remount interchange. The truck smashed through the guardrail and onto the eastbound 
I-80 overpass, where it rolled onto its side and came to rest with the tractor hanging 
over the bridge deck and engulfed in flames. 
Source: http://billingsgazette.com/news/state-and-regional/wyoming/article_0e858fe8-
acad-11de-88f0-001cc4c03286.html 

19. September 29, NBC Washington – (District of Columbia) Suspicious packages disrupt 
downtown DC. A couple of suspicious packages caused closures in downtown D.C. 
Tuesday. A suspicious package — reportedly a suitcase — near Fulbright Hall at 
George Washington University and the Foggy Bottom-GWU Metro Station prompted 
street closures and the closure of the station at 2:30 p.m. The situation was cleared and 
the station reopened just after 3:30 p.m. Blue and Orange line trains passed through the 
station during the closure but didn’t stop to drop off passengers. Free shuttle bus 
service was established between the Rosslyn and Farragut West stations, but the street 

http://www.washingtonexaminer.com/local/Metro-sues-developer-over-Orange-Line-damage-8316150-62723857.html
http://www.washingtonexaminer.com/local/Metro-sues-developer-over-Orange-Line-damage-8316150-62723857.html
http://billingsgazette.com/news/state-and-regional/wyoming/article_0e858fe8-acad-11de-88f0-001cc4c03286.html
http://billingsgazette.com/news/state-and-regional/wyoming/article_0e858fe8-acad-11de-88f0-001cc4c03286.html
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closures made it difficult for the buses to get to the station. Metro advised Blue and 
Orange line riders heading to New Carrollton and Largo Town Center to use the 
Farragut West Station. Street closures included 23rd between G and I between 21st and 
23rd. Access to Washington Circle also was blocked. 
Source: http://www.nbcwashington.com/news/local-beat/Suspicious-Packages-Disrupt-
Downtown-DC-62659532.html 

20. September 29, WEAU 13 Eau Claire – (Wisconsin) State emergency workers were 
not informed when stolen plane entered Wisconsin. Federal authorities reportedly 
failed to contact state emergency workers when a stolen plane crossed into Wisconsin 
from Canada in April. The Wisconsin Homeland Security Council’s annual report on 
emergency readiness shows that they warned individual counties instead of alerting the 
state. The state’s Emergency Management Administrator says the state has discussed 
the problem with the U.S. Department of Homeland Security. He says the issue has 
since been resolved. Federal prosecutors say the man flew the stolen Cessna from 
Canada to Missouri on April 6th. Wisconsin’s capitol was evacuated as a precaution. 
Source: http://www.weau.com/news/headlines/62647197.html 

21. September 29, Associated Press – (New York) NYC terrorism suspect Zazi pleads 
not guilty. An Afghan immigrant has pleaded not guilty to charges that he was plotting 
a terrorist attack on New York City using common chemicals. Officials say the man 
and his co-conspirators bought beauty products in Colorado containing hydrogen 
peroxide and acetone — key ingredients for homemade bombs. Prosecutors believe he 
received explosives training from al-Qaeda in Pakistan and planned to target mass 
transit in the New York City area. Evidence gathered — including bomb-making 
instructions found on his laptop computer — shows “[the man] remained committed to 
detonating an explosive device” until he was arrested, the letter said. Accomplices are 
suspected of traveling from New York City to suburban Denver this summer and using 
stolen credit cards to help the man stockpile beauty products containing hydrogen 
peroxide and acetone, which can be key ingredients for homemade bombs, authorities 
have said. Prosecutors allege that the man has admitted that while living in Queens, he 
traveled last year to Pakistan and received explosives training from al-Qaeda. 
Source: http://www.ajc.com/news/nation-world/nyc-terrorism-suspect-zazi-
148907.html 

For another story, see item 2  
 
[Return to top]  

Postal and Shipping Sector 
 
See item 34  
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Agriculture and Food Sector 

http://www.weau.com/news/headlines/62647197.html
http://www.ajc.com/news/nation-world/nyc-terrorism-suspect-zazi-148907.html
http://www.ajc.com/news/nation-world/nyc-terrorism-suspect-zazi-148907.html
http://www.nbcwashington.com/news/local-beat/Suspicious-Packages-Disrupt-Downtown-DC-62659532.html
http://www.nbcwashington.com/news/local-beat/Suspicious-Packages-Disrupt-Downtown-DC-62659532.html
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22. September 30, Associated Press – (Arizona) Guns OK in Arizona bars starting 
Wednesday. A new Arizona law that goes into effect Wednesday that will allow guns 
into Arizona bars and restaurants that serve alcohol. Under the law, backed by the 
National Rifle Association, the 138,350 people with concealed-weapons permits in 
Arizona will be allowed to bring their guns into bars and restaurants that have not 
posted signs banning them. Those carrying the weapons are not allowed to drink 
alcohol. The new law has local bar owners and workers wondering: What’s going to 
happen when guns are allowed in an atmosphere filled with booze and people with 
impaired judgment? If a bar owner does not want the weapon in the establishment, 
he/she most post a state-approved sign indicating that rule. Otherwise, people with 
concealed weapons are allowed in with their guns. There is no way to track how many 
of Arizona’s 5,800 bars and restaurants that serve alcohol have posted such signs. The 
Arizona Department of Liquor Licensing and Control has signs available for download 
on its Web site and does not track that figure. The department has provided 1,300 signs 
to bar and restaurant owners who went to the department in person or asked to have 
signs mailed to them. The NRA says 41 states now allow guns in businesses that serve 
alcohol.  
Source: http://www.msnbc.msn.com/id/33074414/ns/us_news-life/ 

23. September 29, Associated Press – (Minnesota) Injury reported at Winfred beeswax 
plant fire. Madison’s fire chief said one employee of A.H. Meyer & Sons was sent to a 
Minneapolis hospital for burn treatment after an explosion and fire at the company’s 
beeswax purification plant in Winfred, South Dakota on Monday. The explosion and 
fire gutted the building. A company official says the building is a total loss. About 20 
firefighters each from the Madison and Howard fire departments spent more than two 
hours at the scene, focusing on cooling a large solvent tank and three propane tanks. 
The fire chief said he thinks a flammable solvent similar to lacquer thinner leaked at the 
plant, which prepares beeswax for use in cosmetics and candles. An explosion and fire 
occurred at the same location in 1990 and 2004. 
Source: http://www.kxmb.com/News/444777.asp 

24. September 29, St. Petersburg Times – (Florida) Studies show evidence that atrazine 
harms fish and amphibians, USF researchers say. The widely used weed killer 
atrazine causes reproductive, behavioral and growth abnormalities in amphibians and 
freshwater fish, according to an analysis by researchers at the University of South 
Florida (USF). Two USF biologists looked at more than 100 scientific studies 
conducted on atrazine, a common but controversial herbicide and concluded that while 
atrazine typically does not kill amphibians and freshwater fish, they said studies have 
found consistent evidence that it harms their development, behavior, immune, hormone 
and reproductive systems. Aztrazine’s manufacturer defends its use as a “mainstay” of 
American agriculture and says the weed killer is one of the “best-studied” herbicides 
available. It is used safely without harm to water supplies and with “wide margins of 
safety,” according to Syngenta, a biotech company based in Switzerland. The U.S. 
Environmental Protection Agency has said it will take a “hard look” at atrazine. EPA 
officials plan to watch for developments in scientific research in deciding whether to 
change its regulation of the weed killer. The USF biologists do not offer any 
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conclusions about whether the EPA should restrict the use of atrazine. Rather, they say 
policy-makers and regulators should weigh the non-lethal effects of atrazine against its 
benefits. Europe banned atrazine in 2004, but it remains widely used in the United 
States. In Florida, it is used on lawns, golf courses and sugar cane fields.  
Source: http://www.tampabay.com/news/science/studies-show-evidence-that-atrazine-
harms-fish-and-amphibians-usf/1040138 

[Return to top]  

Water Sector 

25. September 29, U.S. Environmental Protection Agency – (Virginia) Hampton Roads 
Sanitation District, Virginia agrees to settle Clean Water Act Violations in 
Chesapeake Bay area. Hampton Roads Sanitation District (HRSD), based in Virginia 
Beach, Virginia, has agreed to pay a $900,000 civil penalty and to take corrective 
actions to reduce alleged sanitary sewer overflows from its collection system and nine 
sewage treatment plants that have polluted the Chesapeake Bay and its tributaries, the 
Justice Department, U.S. Environmental Protection Agency (EPA), and the 
Commonwealth of Virginia announced on September 29.  Under a settlement filed in 
federal court in Norfolk, HRSD is required to collect data, conduct computer modeling, 
and, working with the municipalities that it serves, develop a regional plan to ensure 
that the HRSD sewer system has adequate capacity to handle flows from severe storms 
and to prevent overflows of sewage. Subsequently, HRSD must implement the regional 
plan. Since HRSD has not identified the projects pending completion of the plan, the 
cost of that effort is currently unknown although it is expected to cost millions of 
dollars. The settlement also requires HRSD to make major upgrades and improvements 
to the sewer system infrastructure over the next eight years. These upgrades are 
estimated to cost at least $140 million. The settlement requires that HRSD evaluate, 
replace, rehabilitate, or upgrade pipes, pump stations and other infrastructure where 
inspections and screenings show a material risk of failure. HRSD also must submit and 
implement a plan to effectively manage, operate and maintain the sanitary sewer 
system to help prevent future sanitary sewer overflows.  
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/D767B86C4F2071BE8525764000778561 

26. September 29, Mineral Daily News-Tribune – (West Virginia) Alarmed: New silent 
alarm leads to arrest of Keyser man. Only a month after installing a security system 
at its sewage treatment plant on Waxler Road, the city of Keyser, West virginia earned 
back half of its investment when a silent alarm triggered a law-enforcement response 
that caught a Keyser man in the act of filling up his car with stolen items from the 
plant’s garage. According to report filed in Magistrate Court by the West Virginia State 
Police, a trooper responded around 5:30 a.m. to an alarm at the treatment plant, to find 
two vehicles parked outside the gate. A female companion was at the scene, with the 
two reporting that one of the cars had run out of gas and the woman had driven down in 
the other with gasoline for the disabled car. Police said the man initially indicated he 
had been driving, but then changed his story after the trooper indicated that he smelled 
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alcohol on him. After the officer conducted a filed sobriety test indicating a blood 
alchol content of .10, the man became agressive and attempted to flee.  A struggle 
followed where the officer was injured and had to call for backup from the city police. 
Keyser officers were able to subdue the man with a tazer. Officers then searched the 
suspect’s vehicle and found several weed trimmers, a battery charger and a welder, 
with a value of $2,000. An employee of the treatment plant identified the items as city 
of Keyser property. A review of surveillance tapes at the plant showed both the man 
and woman inside the plant yard. They had gained entry into the garage by pushing in 
an air-conditioning unit. While being processed, the man remained combative for two 
hours, threatening to kill all of the officers involved and come to their houses and find 
them — resulting in the charge of making terroristic threats. He also head-butted a 
wall, damaging the paneling and a plastic wall attachment. In addition to assault, third-
offense DUI and making terroristic threats, he was also charged with breaking and 
entering and grand larceny for the incident at the plant. Keyser Police also charged him 
with obstructing an officer and destruction of property for his behavior at the police 
station. Only last month the city, responding to concerns expressed by the West 
Virginia Department of the Environment, installed a $4,000 security system at the 
treatment plant which included keypad door locks, cameras and other control devices. 
Keyser Police said they provide security at the plant, as a city-owned facility. However, 
because the plant is outside the city limits, the alarm system was set to alert State 
Police. City officials said the system will be altered so that any future alarms are routed 
to city police. 
Source: http://www.newstribune.info/news/x1699603201/Alarmed-New-silent-alarm-
leads-to-arrest-of-Keyser-man 

27. September 28, Lafayette Journal and Courier – (National) Purdue study suggest 
biofuel’s push for corn could affect water. A Purdue University study indicates that 
planting more acres of corn to meet increasing demands for ethanol can lead to more 
fertilizers and pesticides finding their way into nearby water sources. The study 
involved some Indiana water sources near fields that practice continuous-corn rotations 
rather than corn-soybean rotations. “When you move from corn-soybean rotations to 
continuous corn, the sediment losses will be much greater,” said an associate professor 
of agricultural and biological engineering at Purdue. He conducted the study with a 
professor and head of agricultural and biologicial engineering. “Increased sediment 
losses allow more fungicide and phosphorous to get into the water because they move 
with sediment.” Results were published in the early online version of The Journal of 
Environmental Engineering. Nitrogen and fungicides are more heavily used in corn 
crops than soybeans, and that increases the amounts found in the soil of continuous-
corn fields. Sediment losses become more prevalent because tilling is often required in 
continuous-corn fields while corn-soybean rotations can more easily be no-till fields. 
“Any time we see changes in the landscape, there is a potential to see changes in water 
quality,” he said. There was no significant change in the amount of atrazine detected in 
water near fields that changed to continuous-corn rotations. The commonly used 
pesticide sticks to plant material and degrades in sunlight, keeping it from reaching 
water through runoff or sediment. Data from the U.S. Department of Agriculture shows 
that the demand for ethanol has driven up the amount of corn acreage. It totaled 93 
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million acres in 2007, an increase of 12.1 million acres over the previous year. Purdue 
and the USDA funded the Indiana study. Chaubey and Engel plan to expand their 
research to Iowa, Tennessee, and Arkansas.  
Source: http://www.jconline.com/article/20090928/NEWS09/90928033 

28. September 27, Atlanta Journal-Constitution – (Georgia) Chattahoochee now chock-
full of E. coli. The floods may be gone for most of Atlanta, but officials say it will be 
weeks before all the waterways are free of sewage and sediment, and tons of trash 
collected by the storms is cleaned up. On the Chattahoochee River, officials found an 
amazing array of junk surfacing as the water level dropped Thursday. “We saw 
everything you can imagine,” said a spokeswoman with the Upper Chattahoochee 
Riverkeeper. She said federal officials tested the river and found the E. coli bacteria 
level was 42 times greater than the highest safe level. “There is no way you want to get 
in or even touch water [this dirty],” she said. “I’ve never seen the water so filthy.” At 
the same time, Atlanta officials said their R.M. Clayton sewage treatment plant, the 
same one that was swamped by the flood, has been inundated with trash brought in by 
the high water. The city said Thursday that it was able to partially treat waste coming 
into the facility. City officials still do not know when it will be fully functional again. 
“We are doing our part by getting the plant back up and running,” said a spokeswoman 
with the city’s Watershed Management Department. “Now it’s time for people to do 
their part. They need to stop dumping trash in the streets. It comes into the system 
through the storm drains.” The U.S. Park Service on Wednesday shut down use of 
portions of the Chattahoochee, citing the dumping of raw sewage from broken sewage 
lines in Roswell. Rangers threatened fines for anyone violating their order. The dangers 
will become more pronounced, as the floodwaters recede and flows return to normal. 
As the amount of water declines, the contaminants become a greater portion of the 
river. Muck left behind and the toys, clothes, furniture, and other items touched by 
floodwaters should be considered contaminated. 
Source: http://www.ajc.com/news/chattahoochee-now-chock-full-148381.html 

29. September 25, Associated Press – (National) EPA seeks to limit plane deicing 
chemical runoff. Every winter, airports across the country spray millions of gallons of 
deicing chemicals onto airliners and allow the runoff to trickle away. When the 
chemicals end up in nearby waterways, the deicing fluid can turn streams bright orange 
and create dead zones for aquatic life. The practice is legal, but environmental officials 
want it to stop. “We normally don’t think of airports as one of our major polluting 
facilities,” said the water quality bureau chief with the Iowa Department of Natural 
Resources. “I think it’s safe to say that for years it was unchecked.” Not every airport 
lets the chemicals drain off the tarmac uncollected, but those that do range from some 
of the nation’s largest — including John F. Kennedy in New York and Chicago’s 
O’Hare — to small regional airports. Both activists and federal environmental officials 
say the chemicals slowly create waterways that will not support life. Proposed U.S. 
Environmental Protection Agency regulations would require airports to capture at least 
some of the deicing fluid after it is used to rid planes of ice and snow. The agency says 
those rules would reduce by 22 percent the discharge of chemicals, which lower 
oxygen levels in waterways and prevent fish and other aquatic creatures from 
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breathing. The two main types of deicing fluids - propylene glycol and ethylene glycol 
- are not generally seen as a threat to human health. Ethylene glycol, which also is used 
in antifreeze, is generally only toxic in humans if ingested. Propylene glycol is a 
“generally recognized as safe” additive for foods and medications, according to the 
U.S. Food and Drug Administration. A spokesman for the American Association of 
Airport Executives, criticized the proposed rules as unnecessary. He pointed to current 
regulations in which the EPA or an authorized state agency issues general permits or 
more detailed individual permits that cover deicing discharges. The spokesman said 
additional rules would be redundant and costly. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/09/29/AR2009092900542.html 

[Return to top]  

Public Health and Healthcare Sector 

30. September 29, Poighkeepsie Journal – (New York) Mandated flu vaccines for health-
care workers spurs protest. Health-care workers in hospitals, clinics and home-care 
services have been mandated by New York state regulations to get flu vaccinations this 
year. On Tuesday, hundreds of people protested the rule in Albany on the steps of the 
Capitol. New York’s Health Commissioner told reporters in a teleconference the rules 
apply to hospitals, outpatient clinics, and home-care services, and it is the responsibility 
of those institutions to apply to rules to their employees. The institutions could be 
sanctioned or fined if they don’t comply. The rules leave it up to each to figure how to 
comply and how to deal with employees. The first batch of the new swine flu vaccine 
should be circulating in the state by October 5  
Source: 
http://www.poughkeepsiejournal.com/article/20090929/NEWS01/90929026/1006/news
01/Mandated-flu-vaccines-for-health-care-workers-spurs-protest 

31. September 29, Los Angeles Times – (California) Major upgrade at Harbor-UCLA 
hospital is imminent. Harbor-UCLA Medical Center, one of the Los Angeles County 
health network’s most heavily used facilities, is poised for a major expansion that 
planners hope will greatly relieve overcrowding. County supervisors voted Tuesday to 
approve the final piece of a $333-million plan to expand the Torrance facility’s 
emergency department and renovate the surgical ward. The emergency room will grow 
from 25,000 square feet with 42 bays to 75,000 square feet with 80 bays, providing 
enhanced privacy. The existing facility treats 65,000 adults and 20,000 children every 
year. Patients with critical injuries are examined within minutes, but patients seeking 
more routine care can sometimes wait more than 16 hours. The plan to expand Harbor’s 
capacity was conceived in the early 1990s but was delayed for years by the financial 
crisis in the county’s health services department. Now the hospital is facing a 2013 
deadline to retrofit its facilities to survive a major earthquake, prompting supervisors to 
act. 
Source: http://www.latimes.com/news/local/la-me-county-hospitals30-
2009sep30,0,3048126.story 
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32. September 29, U.S. Department of Justice – (Alabama; Indiana) Indiana and Alabama 
hospitals to pay U.S. over $8 million to settle false claims act allegations. Six 
hospitals in Indiana and Alabama have agreed to pay the United States more than $8 
million to settle allegations that the health care facilities submitted false claims to 
Medicare, the Department of Justice announced today. The Indiana hospitals include 
St. Francis Hospital in Beech Grove, Deaconess Hospital in Evansville and St. John’s 
Hospital System in Anderson. The hospitals have agreed to pay the United States 
$3,158,629, $2,110,034 and $826,256, respectively. The settlements resolve allegations 
that, from 2002 to 2008, the six hospitals overcharged Medicare each time they 
performed kyphoplasty, a minimally-invasive procedure used to treat certain spinal 
fractures that often are due to osteoporosis. In many cases, the procedure can be 
performed safely as an out-patient surgery, but the government contends that the 
hospitals performed the procedure on an in-patient basis in order to increase their 
Medicare billings. 
Source: http://www.usdoj.gov/opa/pr/2009/September/09-civ-1030.html 

[Return to top]  

Government Facilities Sector 

33. September 30, Associated Press – (Colorado) Cops: Teen was plotting ‘profoundly 
disturbing’ attack on school. Mesa County prosecutors say an 18-year-old man was 
plotting a “profoundly disturbing” attack on his high school in Palisade, Colorado with 
weapons and explosives. Authorities are holding the suspect on $100,000 bail on 
charges of criminal solicitation and interference with an education institution. More 
charges expected. The district attorney revealed few specifics on the investigation of 
the threat against Palisade High School but the sheriff said it was credible. Deputies 
arrested the suspect Monday night at his home. One of the suspect’s relatives described 
him as “a young man talking in anger and with nothing to back it up.” The suspect’s 
attorney did not immediately return a call. He is scheduled in court for formal filing of 
charges on October 8. 
Source: http://www.foxnews.com/story/0,2933,557542,00.html?test=latestnews 

34. September 30, Minneapolis Star Tribune – (Minnesota) 3 possible bombs investigated 
in Princeton. School officials in Princeton, Minnesota closed all of the district’s 
schools at 9:30 a.m. because of a reported bomb threat. The school district’s web site 
announced shortly before 8:30 a.m. that it was sending all of its 3,500 students home as 
what it called “a precautionary measure.” Princeton police are investigating a number 
of suspicious packages that have been found around the city, a department dispatcher 
said. No new developments had been reported as of 10 a.m., she said. Police blocked 
several city streets early this morning. The Princeton Union-Eagle reported that 
suspicious packages had been found at the city post office, the high school, and the 
local public utility commission office. The St. Paul police department dispatched 
members of its bomb squad to Princeton to assist local officers. According to the school 
district, students from the high school and an elementary school have already been 
taken to the middle school and North Elementary, where buses will pick them up. 

- 
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Children will be allowed to get off buses only if adults are present at bus stops, the 
district said. Children who are not met by adults will be returned to the middle school. 
Source: 
http://www.startribune.com/local/62863182.html?elr=KArksLckD8EQDUoaEyqyP4O:
DW3ckUiD3aPc:_Yyc:aUnciatkEP7DhUsl 

35. September 29, RedOrbit – (National) Facebook poll threatening Obama removed 
from site. A poll launched on social network Facebook over the weekend asked the 
question of whether or not the current U.S. President should be killed and now the US 
Secret Service is working to identify where it originated. The poll was found on 
Facebook over the weekend and the social networking site promptly removed it on 
Monday. By the time it was removed, more than 750 Facebook users had voted on the 
user submitted poll. The poll gave people four choices: “yes,” “no,” “maybe,” and “if 
he cuts my health care.” The poll was created through an application on the Web site 
that allows users to ask friends questions by conducting their own customized surveys. 
“People were usually doing trivial polls like asking friends where they should go for 
dinner or what they thought of a certain movie,” said a Facebook spokesman. “Then 
there was the offensive one created by an individual user.” According to AFP, the polls 
application had to be shut down in order to delete the poll. The Facebook spokesman 
said the application would remain offline until the third-party developer could ensure 
that the issue had been resolved. “Of course we are offended by the content of the poll 
but objectionable ideas are in the world and, unfortunately, manifest on Facebook,” he 
told AFP. “We felt we dealt with it in a responsible way by removing it as quick as we 
were notified.” 
Source: 
http://www.redorbit.com/news/technology/1761190/facebook_poll_threatening_obama
_removed_from_site/ 

36. September 27, Aiken Standard – (South Carolina) Failure to report SRS accidents 
costs two their jobs. One of two accidents at the Savannah River Site in South 
Carolina made public during the week of September 21-25 “had potential criticality 
safety implications” when a 200-pound bundle of highly enriched uranium fell 15 feet 
from a crane into a pit of acid. Fuel bundles loaded with highly enriched uranium metal 
being transported by crane are lowered into a “dissolver” containing acid. The process 
converts the uranium into fuel for commercial nuclear reactors. Twice in August there 
were problems with the process, problems that caused two SRS employees to lose their 
jobs. “Two recent events illustrate the challenges management faces in changing the 
behavior of some workers,” a report on the incidents read. The incidents were described 
in the Defense Nuclear Facilities Safety Board report that was made public last week. 
Having potential criticality safety implications mean that a nuclear chain reaction could 
have occurred. The events were not reported properly by the crane operator. On August 
3, a fuel bundle became disengaged and dropped 15 feet. The procedure clearly states 
that if a bundle is dropped, specific procedures must be adhered to and specific people 
are informed. However, the crane operator or an observer “stopped work or made any 
notifications, even though they talked with a control room operator shortly afterward.” 
Two days later, the end cap of another fuel bundle caught the lip of the well and caused 
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the bundle to disengage again. The bundle did not fall. This observer did report the 
incident; “when the site rep asked if any other fuel bundles had been dropped at H-
Canyon, this same (observer) mentioned a drop many years earlier but did not mention 
the one just two days before.” The pair who were fired lost their jobs because they 
failed to follow protocol, sources at the site have said. 
Source: http://www.aikenstandard.com/Local/0928Accident 

For another story, see item 19  
 
[Return to top]  

Emergency Services Sector 

37. September 30, Quincy Herald Whig – (Illinois) Backup 911 center activated after 
equipment malfunction at Quincy/Adams County 911 center. The Quincy/Adams 
County 911 Center suffered an equipment malfunction on Tuesday, resulting in the 
activation of the backup 911 center in the Adams County Courthouse. It was the first 
time the backup center has been fully operational in a non-test situation. The equipment 
failure occurred at about 9 a.m. Tuesday. The 911 service was unavailable for about 20 
minutes while staff relocated to the backup center and its systems were brought online. 
Source: http://www.whig.com/story/news/adams-911-malfunction-093009 

38. September 30, Tulsa World – (Oklahoma) 16 lack proof of training, TFD 
says. Sixteen Tulsa, Oklahoma, firefighters cannot account for the training required for 
their emergency medical re-certifications, city councilors were told Tuesday.The results 
of a two-month data collection effort by the Tulsa Fire Department (TFD) were 
presented during a council committee meeting. The 16 firefighters signed documents 
stating that they had sufficient training hours for re-certification and received stipends 
for that certification, the deputy fire chief said. Controversy erupted this year over 
firefighters’ falsifying their training records, which some firefighters said they were 
instructed to do. Some councilors have questioned whether being paid for certification 
received through inaccurate documentation amounts to fraud. Firefighters receive a $75 
monthly stipend for the certification. An investigation by the mayor’s office resulted in 
the early retirements of two top-level firefighters and the subsequent retirements of 
three others. 
Source: 
http://www.tulsaworld.com/news/article.aspx?subjectid=334&articleid=20090930_11_
A13_Sixtee898266 

39. September 30, KPTV 12 Portland – (Oregon) Police say man stole from fire truck. A 
man caught on camera celebrating his lottery ticket win at a grocery store is wanted on 
charges he stole from firefighters while they trained at a local park, police said 
Monday. Oregon City police said the thief hopped aboard a fire engine and stole a 
firefighter’s wallet and three packs filled with emergency equipment. The theft 
happened September 18 while Tualatin Valley Fire & Rescue firefighters were training.  
Source: http://www.kptv.com/news/21147008/detail.html 

http://www.whig.com/story/news/adams-911-malfunction-093009
http://www.tulsaworld.com/news/article.aspx?subjectid=334&articleid=20090930_11_A13_Sixtee898266
http://www.tulsaworld.com/news/article.aspx?subjectid=334&articleid=20090930_11_A13_Sixtee898266
http://www.kptv.com/news/21147008/detail.html
http://www.aikenstandard.com/Local/0928Accident


 - 18 - 

40. September 29, Nextgov – (National) DHS fails to justify funding for emergency 
network, stalling program. The Department of Homeland Security (DHS) lost much 
of its funding for a communications network for national security and emergency 
response workers after it failed to detail why it needed the system, according to a report 
released by the Government Accountability Office (GAO) on Monday. DHS’ National 
Communications System is developing the National Security/Emergency Preparedness 
Next-Generation Network that will allow workers to continue to communicate when 
traditional telecommunication networks become congested or damaged. But Congress 
has provided far less than DHS has requested for the system because the department 
has not justified why it needs the system and the technology, according to an August 
GAO report, which the agency released this week. DHS has failed in the past two fiscal 
years to outline the system’s goals and justifications for the technology, GAO reported. 
During the appropriations process for fiscal 2008, the House and Senate appropriations 
committees stated DHS had not adequately justified funding for the new network 
technology and as a result funded 60 percent less than the agency requested for the 
program. 
Source: http://www.nextgov.com/nextgov/ng_20090929_6615.php?oref=topnews 

[Return to top]  

Information Technology Sector 

41. September 30, IT Pro – (International) Symantec sees new botnet players 
emerge. New botnets have emerged from the taking down of ISPs hosting botnet 
activity in the last year, according to Symantec. Botnets are now responsible for 
sending 87.9 percent of all spam, with a newer botnet called Maazbem experiencing 
rapid growth in May by spewing out casino-related spam emails, according to a 
MessageLabs Intelligence Report. Maazben’s growth has accelerated over the past 
month, from 0.5 percent of all spam in August to 1.4 percent of all spam in September. 
A MessageLabs Intelligence senior analyst said in a statement that the number of ISPs 
being taken offline for hosting botnet activity had resulted in a case of older botnets 
sinking and newer botnets taking their place. He said: “This has undermined the power 
of the more dominant botnets like Cutwail and cleared the way for new botnets like 
Maazben to emerge.” However, one of the oldest and largest botnet, Rustock, had 
doubled in size since June — it is the only botnet to have a regular spam cycle. 
Research published this month also claimed that the decline in domain tasting — the 
practice of cancelling domain registrations within five day grace period — had changed 
the malicious nature of Web sites. The research reported that malicious domains were 
now likely to be older, compromised Web sites rather than newly registered domains 
with a short lifespan as was the case a year ago. 
Source: http://www.itpro.co.uk/615772/symantec-sees-new-botnet-players-emerge 

42. September 29, The Register – (International) Researcher: No emergency patch for 
critical Windows bug. A security researcher has downplayed the significance of 
publicly released attack code exploiting a critical vulnerability in newer versions of 
Windows, saying it is not reliable enough to force Microsoft to issue an emergency 
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patch. The exploit, which on Monday was folded into the open-source Metasploit 
penetration testing kit, is at best successful only 50 percent of the time, said the CTO of 
security firm Immunity. Given the burden of releasing out-of-schedule patches, 
Microsoft is unlikely to do so in this case. The vulnerability, which surfaced three 
weeks ago, resides in file-sharing technology called SMB2, short for server message 
block version 2, which was first added to Windows Vista and later made its way into 
newer versions of the operating system. While the Metasploit exploit is sophisticated, it 
is frequently thwarted by a security measure known as ASLR. Short for address space 
layout randomization, it picks a different memory location to load system components 
each time the OS is started. Without being able to predict where required code will be 
located, the Metasploit attack is not reliable enough to prompt Microsoft to take the 
drastic step of releasing a patch outside of the regularly scheduled update cycle. The 
Metasploit exploit in many cases is able to get around ASLR by targeting memory 
locations that are predictable when Windows is running on VMware. But when the 
exploit targets the OS running directly on a computer, the success rate can be as low as 
10 percent. By contrast, the exploit released by Immunity is much more reliable, he 
said, “but we poured a ton of resources into it.” Based on his review of the Metasploit 
code, he predicted it would take another two weeks for it to become fully reliable. The 
SMB2 bug is significant because it can allow attackers to remotely execute malware 
and affects code that was added to Vista under Microsoft’s SDL, or secure 
development lifecycle, a rigorous process designed to prevent precisely these kinds of 
vulnerabilities. 
Source: http://www.theregister.co.uk/2009/09/29/windows_vista_exploit_released/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

43. September 30, MacNN – (New York) Apple tech claims 30 percent drop rate for 
NYC iPhone calls. Nearly a third of all iPhone calls made in the New York City area 
are dropped, according to a Genius Bar technician at Apple’s SoHo retail store. A 
person who recently brought his iPhone 3G to the outlet says he complained of being 
repeatedly disconnected, thinking the issue was related to faulty hardware. On testing, 
the Genius is noted to have discovered that over 22 percent of the phone’s calls had 
been dropped. That result is actually better than normal, the technician claims, citing a 
regional average of 30 percent. The problem is moreover alleged to be with AT&T’s 
network, not iPhones, meaning that no solution may exist for New York City residents 
short of abandoning the iPhone or pressuring AT&T into increasing its depth of 
coverage. Most complaints about AT&T’s iPhone service have typically revolved 

mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.theregister.co.uk/2009/09/29/windows_vista_exploit_released/


 - 20 - 

around data, as a large number of 3G users will frequently overwhelm bandwidth and 
block people from using a full-speed connection.  
Source: http://www.macnn.com/articles/09/09/30/sign.of.poor.att.coverage/ 

44. September 30, Agence France-Presse – (International) U.S. agrees to greater 
international oversight of Web body. The U.S. Commerce Department and the 
private sector corporation which administers the Web unveiled an agreement on 
Wednesday that opens up the body to greater international oversight. The new 
agreement loosens U.S. control over the Internet Corporation for Assigned Names and 
Numbers (ICANN) and creates four review panels in a move designed to bring greater 
accountability to the organization. The review panels will include government 
representatives and will examine the work of ICANN in key areas. ICANN is the 
California-based non-profit that manages the Domain Name System (DNS) and 
Internet Protocol addresses that form the technical backbone of the Web. Since 1998, it 
has operated under an agreement with the U.S. Commerce Department’s National 
Telecommunications and Information Administration. That agreement expired on 
Wednesday and was replaced with a new document called an “Affirmation of 
Commitments.” The expiry of the agreement comes at a critically important time with 
ICANN poised to expand the number of generic top-level domains (gTLDs) such as 
.com, .net, and .org, a controversial move that would greatly increase the number of 
available addresses. The review panels created under the new agreement will examine 
such issues as “accountability, transparency and the interests of global Internet users” 
and “promoting competition, consumer trust, and consumer choice.” The United States 
will retain a permanent seat on the accountability panel. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5h5F9quEu35trhlSx_4zHYylf-
OEQ 

45. September 30, Local Tech Wire – (North Carolina) AIT hosting services back online 
after ‘catastrophic’ router failure. Fayetteville-based Advanced Internet 
Technologies, Inc. went offline for much of the day Tuesday as a result of a 
“catastrophic core router failure,” a spokesman said. Service was restored Tuesday 
night. The company provides web hosting, domain registration, and other Web 
services. In an e-mail to clients, the company acknowledged that the company Web 
site, e-mail servers, FTP services, and hosted sites were all unavailable. The e-mail 
said, “We are currently working with Cisco Engineers to return service to operational 
status. We should have services returned shortly to you.” According to AIT, the 
company hosts more than 210,000 Web sites.  
Source: http://localtechwire.com/business/local_tech_wire/news/blogpost/6101502/ 

46. September 30, Mobile Burn – (National) CTIA asks FCC to free up 800MHz of 
additional wireless spectrum. The CTIA Wireless Association has issued a statement 
to the Federal Communications Commission asking the federal agency to open up more 
wireless spectrum to networks in order to encourage innovation and competition, 
warning that demand may soon outpace supply. The organization pointed to the 
“virtuous cycle” of the mobile industry: When spectrum is expanded, networks upgrade 
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capacity, handsets are developed to utilize the new upgrades, and creatives make 
content to take advantage of the new handset features. “...Ultimately, consumers 
demand more,” the organization stated. “It’s a cycle that never ends as long as 
spectrum is available.” The CTIA hopes that the FCC will allocate up to 800MHz of 
spectrum over the next six years in addition to the 410MHz already available. It also 
asked the agency to allocate 50MHz of readily-available spectrum in the short-term. 
Source: http://www.mobileburn.com/news.jsp?Id=7923 

[Return to top]  

Commercial Facilities Sector 

47. September 30, ABC News and Associated Press – (American Samoa; International) 
President Obama declares American Samoa a major disaster. The U.S. President 
has declared the U.S. territory of American Samoa a major disaster after an undersea 
earthquake caused a tsunami and massive flooding that has reportedly killed more than 
90 people in the South Pacific Samoan Islands and the islands of Tonga. At least 100 
people are dead and dozens are missing. The President’s declaration makes federal 
funding available to people in American Samoa, which has a population of about 
65,000 people. The 8.2 magnitude quake triggered huge waves that overtook small 
villages. The initial quake was followed by at least three aftershocks of at least 5.6 
magnitude. The quake struck early Tuesday morning in American Samoa and the 
independent nation of Samoa just as people were preparing to go to work, taking 
citizens by surprise. The Associated Press has reported that at least 99 people were 
killed. That includes at least 24 people in American Samoa, according to the territory’s 
acting governor. Officials say the death toll is likely to rise with dozens missing. A 
woman who works at a hotel in the Samoan capital of Apia said the area shook unlike 
any previous earthquake. “All the houses were shaking,” she told ABC News. “Really 
stronger than other earthquakes that we had before.” Speaking in Honolulu, the 
territory’s acting governor said he has received reports of the destruction of several 
coastal villages. A spokesperson of Samoa Hotel Association told the BBC that there 
was total devastation on the islands. “The South Coast, the low lying areas where a lot 
of people live and operate tourism business is completely wiped out, absolutely nothing 
standing. Even concrete buildings are all gone.” 
Source: http://abcnews.go.com/GMA/president-obama-declares-american-samoa-
major-disaster/Story?id=8707465&page=1 

48. September 29, KTVI 2 St. Louis – (Missouri) Bomb squad at Wentzville Best 
Buy. Emergency crews and the bomb squad responded to a call at the Best Buy 
electronics store in Wentzville Tuesday afternoon. It began with a call to police 
complaining about an agitated customer in the store. Officers were called around 3pm 
Tuesday after a man came into the store acting strangely. Store employees reported he 
was muttering to himself, making threats, and saying he was going to hurt himself. 
Police arrived, questioned the man, then took him into custody. It was then he made the 
comment that he had “wired his car.” Police say they opened the trunk of the vehicle 
and found “unusual materials” inside. That is when the bomb squad was brought to the 
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scene. A bomb tech went through the lengthy process of searching the vehicle for 
contraband, but found only on speaker wire and a pellet gun. The store was re-opened 
before 5pm Tuesday.  
Source: http://www.fox2now.com/news/ktvi-bomb-wentzville-best-buy-
092909,0,2324953.story 

49. September 29, Associated Press – (International) Video shows Jakarta bombers 
before hotel attacks. Two Indonesian suicide bombers lounged and casually snacked 
in a grass field near luxury Jakarta hotels weeks before they attacked them, videos 
released by police Tuesday showed. The footage was pulled from a laptop found in a 
backpack on regional al-Qaida commander Noordin Top, a Malaysian who was shot 
dead two weeks ago during a police raid in Central Java. The video, taken in the last 
week of June, also shows the men jogging on a road that passes the hotels and trying on 
clothing to wear on the day of their deaths. Three weeks later, the men walked into the 
lounges of the Ritz-Carlton and J.W. Marriott and blew themselves up. The July 17 
explosions killed seven people and wounded more than 50, ending a four-year pause in 
terrorist attacks in the world’s most populous Muslim-majority nation. “This is our 
target,” one of the bombers, Dani Permana, an 18-year-old high school graduate, says 
on the video, pointing to the hotels. “This is a very noble way to destroy the enemies of 
Islam. This is not suicide.” He detonated explosives inside the J.W. Marriott, where 
four Westerners were killed. The second bomber is seen in the video footage wearing a 
baseball cap and eating a shrimp cracker as the men sit cross-legged in a grass field in 
downtown Jakarta. The two hotels are in the background. Police continue to hunt for 
several fugitive suspects in the hotel bombings. 
Source: http://www.forbes.com/feeds/ap/2009/09/29/general-as-indonesia-
terrorism_6943002.html 
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National Monuments and Icons Sector 

50. September 30, Newsday – (National) NY energy firm’s proposal to drill in park 
opposed. Environmentalists are opposing a suburban Buffalo company’s proposal to 
drill for natural gas and oil in a state park in western New York. Amherst-based U.S. 
Energy Development Corp. is seeking permission from the state to drill on 2,800 acres 
in Allegany State Park in Cattaraugus County, on the Pennsylvania border 50 miles 
south of Buffalo. Environmentalists say drilling will require permanent roads and other 
infrastructure that will mar the park’s nearly 65,000 acres of forest. The company’s 
owner says he plans to tap the park’s resources to meet domestic energy needs while 
maintaining the area’s natural state. The company has drilling operations in the 
neighboring Allegheny National Forest, just across the border in Pennsylvania. 
Source: http://www.newsday.com/news/region-state/ny-energy-firm-s-proposal-to-
drill-in-park-opposed-1.1484373 

51. September 28, Macon County News – (Georgia) Youth firebomb historic 
landmark. The term “fire tower” has taken on a whole new meaning as area youth 
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have been setting fire to the historic Wayah Bald Lookout Tower. Three local teens 
have been charged in conjunction with repeated acts of vandalism at the Wayah Bald 
Lookout Tower located in Macon County. The three youths all face felony charges in 
relation to multiple acts of throwing homemade explosive devices into the lower level 
of the Wayah tower. All three of the youth are 17 years of age. The Macon County 
Sheriff said the teens cooperated with the investigation and were given a time to turn 
themselves in to the Sheriff’s Department. A video camera was also recovered, 
revealing the suspects throwing fire works and smoke bombs into the lower portion of 
the stone tower. Another fire was started with newspaper in the parking lot. “These kids 
had nothing better to do than to go out and cause mischief,” said the sheriff. “Luckily 
we got them before anything too serious happened; this could have been worse. I’m 
glad we got it stopped before it went too far.” 
Source: 
http://www.maconnews.com/index.php?option=com_content&task=view&id=5534&It
emid=34 
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Dams Sector 

52. September 29, Oregonian – (Oregon) Lock at The Dalles Dam breaks down and is 
closed for at least two days for repairs. The lock at The Dalles Dam on the Columbia 
River was shut down due to mechanical problems today, and is expected to remain 
closed for at least two days, U.S. Coast Guard officials said. The operations controller 
for the coast guard’s Portland command center said the lock, and therefore all upstream 
and downstream river traffic, shut down at 3:30 p.m. Tuesday. He said a repair team is 
en-route to the dam, according to information provided by the U.S. Army Corps of 
Engineers, which operates the lock. “I would imagine they’re going to have to drain the 
water and get a crew down there to see what’s broken,’’ he said. 
Source: 
http://www.oregonlive.com/news/index.ssf/2009/09/lock_at_the_dalles_dam_breaks.ht
ml 

53. September 28, KOMO 4 Seattle – (Washington) Massive barriers proposed to 
prevent major flood. The proposed long-term solution to prevent flooding in the 
Green River valley is to build a subterranean wall 300 feet deep and and at least 1,500 
feet wide on each side of the river upstream from the Howard Hanson Dam in 
Washington. The idea is for the walls to stop river water from seeping into the shore, 
from where they ooze downstream to erode the earth abutment on one side of the dam. 
No price tag or accompanying federal appropriation has been set for that proposal. If 
the money materializes, work on the wall should begin within two years, said the 
commander of the U.S. Army Corps of Engineers’ Seattle District, at a Monday press 
conference in Kent. At the same press conference, a U.S. senator from Washington said 
preventing Green River flooding is one of the corps’ top nationwide priorities in 
seeking congressional money. In the short term, the corps expects to have a grout wall 
built into the abutment and extra drainage tunnels bored — all by November 1.  The 
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grout wall is to bolster the earthen abutment to prevent erosion. The extra tunnels are to 
help route upstream water to the dam’s main drainage tunnel. Also, the corps is 
receiving 400,000 sandbags and bigger sandbag-like sacks to have ready for future 
Green River floods. “The risk [of Green River floods] is high, but this will make it less 
high,” he said. Last January’s flooding highlighted the vulnerability of the Green River 
to future floods, especially with the accompanying weakening of the Howard Hanson 
Dam’s abutment. The corps estimates there is a one-in-three chance of similar flooding 
this winter.  
Source: http://www.seattlepi.com/local/410582_Murray28.html 
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