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Top Stories 

 NBC Washington reports that a Jordanian national was arrested on September 24 and 
charged with attempting to bomb the Fountain Place skyscraper in Dallas, the FBI said. 
The suspect is accused of targeting the Wells Fargo Bank offices in the 60-story glass 
office tower, according to an arrest affidavit. (See item 13) 

 According to CNN, a would-be terrorist, of Decatur, Illinois, was arrested for allegedly 
attempting to detonate a truck bomb to blow up the Paul Findley Federal Building and 
Courthouse in Springfield, Illinois, officials said on September 24. (See item 30) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. September 25, Occupational Health and Safety – (Nebraska) Hazmat incident leaves 
worker severely burned, firm facing $52K penalty. OSHA has cited Monarch Oil 
Inc. of Omaha, Nebraska for alleged safety and health violations following an accident 
investigation. Proposed penalties total $52,000. The company specializes in asphalt 
emulsion, surfacing, and paving. OSHA cited Monarch following an investigation into 

http://www.dhs.gov/
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an accident in Omaha where one of three workers, who was transferring asphalt from 
rail cars into storage tanks, was severely burned. The worker was covered by almost 
240-degree asphalt released from an open valve on the transfer system due to a pressure 
increase that separated the transfer hose from the system. The inspection found six 
alleged serious and one alleged repeat violation of the Occupational Safety and Health 
Act. Two serious violations relate to the improper use, storage, inspection, and 
maintenance of hoses used to transfer hazardous materials and the use of personal 
protective equipment as needed to address exposure to hazardous materials during the 
transfer process. One serious violation addresses the lack of guardrails atop storage 
tanks. The final three serious violations relate to the use of fixed ladders that either had 
no fall protection cages, inadequate cages, and/or side-rails that did not extend 3 feet 6 
inches above the landing. The alleged repeat violation relates to the employer’s failure 
to train workers on the hazards of the chemicals in the work area. 
Source: http://ohsonline.com/Articles/2009/09/25/Hazmat-Incident-Burns-Worker.aspx 

2. September 25, Osceola News Gazette – (Florida) Fire at fuel plant off Nova 
Road. Black smoke billowed from a biodiesel plant on Nova Road the afternoon of 
September 24 as the flames engulfed the business in several popping chemical 
explosions that residents heard booming every few minutes. New Eden Energy, which 
recycles waste to produce biodiesel fuel, a biodegradable and nontoxic alternative fuel, 
burned for hours after the 911 call reported the first explosion at around 1:30 p.m. No 
one was injured in the fire as it raged for hours amid some rain and wind, which was 
blowing away from the homes in front of the plant. The surrounding neighborhoods 
were not evacuated. Rescue crews blocked Nova Road for half a mile around the 
property, which is owned by R&J Site Development. The Osceola County Fire Rescue 
chief said firefighters enacted defensive measures at first while the chemicals burned 
out and as a way not to waste water, which had to be pumped from a canal. “There 
were multiple chemical vessels that were exploding,” the chief said. At the site were 
4,000 gallons of biodiesel, 3,000 gallons of methanol, 300 gallons of sodium methane, 
and 55 gallons of sulfuric acid, a county spokeswoman said. Fire crews cut a fire line in 
the surrounding trees to keep the fires from spreading. A couple of hours passed before 
crews were able to get the fires under control. The county’s emergency services were 
on standby. The cause of the fire will not be determined until the state and local fire 
marshal have completed their investigation. Crews from Osceola County Fire Rescue, 
St. Cloud Fire Rescue, and Orange County Fire Rescue responded to the fire. Osceola 
County Fire Rescue Station 52, which the county considered cutting from the budget 
earlier this month in an effort to keep the property tax rate low, responded from less 
than a mile and a half away from the site. 
Source: 
http://oscnewsgazette.com/index.php?option=com_content&task=view&id=4782&Item
id=6 

3. September 24, Nextgov – (National) NIST releases more development standards for 
smart electric grid. The National Institute of Standards and Technology (NIST) 
released a report on September 24 that identified 15 new standards that will guide the 
development of the smart electric grid, which will use two-way communication 

http://oscnewsgazette.com/index.php?option=com_content&task=view&id=4782&Itemid=6
http://oscnewsgazette.com/index.php?option=com_content&task=view&id=4782&Itemid=6
http://ohsonline.com/Articles/2009/09/25/Hazmat-Incident-Burns-Worker.aspx
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systems to better monitor energy use to lower consumption. NIST pulled the standards 
from the Internet and telecommunications sectors to address the security of the smart 
grid and to ensure interoperability of software and hardware, which different vendors 
will provide. The report also included 70 gaps and issues that require standards to find 
solutions to be developed. The smart grid ultimately will require hundreds of standards, 
according to the report. The plan is a good first step, but it lacks specifics on how 
security will be incorporated into early development of the smart grid, said an 
information security expert, who served as assistant secretary of cybersecurity and 
telecommunications at the Homeland Security Department during the former 
Presidential Administration. According to the report, NIST will provide more 
information on security. As part of the plan, a NIST-led cybersecurity coordination task 
group consisting of more than 200 participants from the private and public sectors is 
developing a strategy and requirements for the smart grid, according to the report. The 
group will identify specific cases where cybersecurity must be addressed, perform a 
risk assessment to identify vulnerabilities, threats and impacts, develop a security 
architecture linked to the smart grid, and document and tailor security requirements to 
ensure adequate protection. NIST will release results of the group’s work to date in a 
companion document soon. 
Source: http://www.nextgov.com/nextgov/ng_20090924_3288.php?oref=topnews 

4. September 24, El Paso Times – (Texas; International) Gas ring busted: 7 accused of 
siphoning fuel from tankers. The El Paso County Sheriff’s Office on September 23 
busted a gasoline theft ring that had set up a makeshift gas station where customers 
paid as low as $1.40 a gallon. Seven people were arrested in connection with stealing 
Pemex gasoline loaded onto tank trucks in El Paso and then selling it. Officials said the 
ring operated in what appeared to be two tractor-trailer yards — one at 13181 Montana 
and the other at 1301 Zaragoza. Investigators said that truck drivers, who were hired to 
drive tankers in El Paso by Monterrey, Mexico-based Servicios Especializados Alanis, 
were siphoning several hundred gallons of gasoline from the tankers after they fueled 
up in El Paso. The commander of the Sheriff’s Strike Team estimates that the theft ring 
had been operating for about a year. Sheriff’s deputies estimate they confiscated 2,335 
gallons of unleaded gasoline. They are investigating the extent of the operation and 
suspect that other clandestine gas stations are operating in the county. The commander 
said officials began investigating the theft about a month ago when they received an 
anonymous tip that someone had tapped into a Pemex pipeline to steal gas and then 
sold it. Pemex said it had no leaks, but investigators determined instead that the 
suspects had established a ring to steal gas from freight trucking. Those arrested face 
second- and third-degree felony charges, along with possible penalties from the Texas 
Commission on Environmental Quality (TCEQ). A spokeswoman for TCEQ said 
sheriff’s officials discovered unauthorized discharges, storage of tires, used oil, and 
other automobile wastes. She added that though the investigation was in its early 
stages, the TCEQ could pursue enforcement actions against violators if the commission 
determined that state environmental law was broken. 
Source: http://www.elpasotimes.com/ci_13406838?source=most_viewed 

http://www.elpasotimes.com/ci_13406838?source=most_viewed
http://www.nextgov.com/nextgov/ng_20090924_3288.php?oref=topnews
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5. September 24, Lancaster Eagle Gazette – (Ohio) South Central Power offers reward 
after copper thefts, damage. South Central Power is calling for “lights out” on the 
problem of copper thefts after eight of the company’s 70 substations were targeted in 
recent days. Recognizing copper theft as an ongoing problem, South Central Power 
now will have portable monitored surveillance systems at select substations to keep 
potential criminals in check. Another first for the utility company is a reward offer to 
those with information about recent thefts in Hocking and Fairfield counties. It offers a 
$5,000 reward for information leading to the arrest and conviction of those responsible 
for damaging its facilities. “We have a serious situation that poses a risk to any vandal 
or thief who would enter a substation and then damage or vandalize the equipment,” 
said a spokeswoman for South Central Power. “That is a very risky situation. And, once 
they’re done vandalizing the substation, they leave the potential for our crews to walk 
unknowing and be harmed by what is left behind.” The Fairfield County Sheriff said 
those responsible could face misdemeanor or felony charges, depending on the amount 
of copper stolen and the amount of damage done. 
Source: 
http://www.lancastereaglegazette.com/article/20090924/UPDATES01/90924013 

[Return to top]  

Chemical Industry Sector 

6. September 25, Lodi News-Sentinel – (California) Hazardous spill of toxic acid from 
big-rig trailer closes Highway 12. Highway 12 was closed between Interstate 5 and 
Rio Vista, California for most of September 24 after about 100 gallons of toxic 
hydrochloric acid spilled when a bigrig trailer rolled over. The driver and one of the 
first firefighters on scene were both taken to Lodi Memorial Hospital for precautionary 
measures, because they possibly inhaled hydrochloric acid, said a California Highway 
patrol officer. The 10:25 a.m. incident closed the highway until it reopened at 11 p.m., 
according to the CHP. The truck was hauling two trailers when a tire blew out east of 
the Mokelumne River Bridge. Two-lane Highway 12 is known for its narrow shoulders, 
which leave little room for leeway if drivers crash, veer slightly or need to stop due to 
an emergency. In most places, it has steep embankments. The driver was picking up his 
signals when the rear trailer slipped down the embankment and rolled over, he said. 
Due to the design of the connector between the trailers, the other trailer and the cab 
remained upright. Highway 12 was soon shut down for miles between Interstate 5 and 
Highway 160, causing motorists to have to detour south to Interstate 205. A San 
Joaquin County-led hazardous materials team was called in. The truck was carrying 
pool-cleaning chemicals headed to a Sacramento distribution center. Both trailers 
contained chlorine and hydrochloric acid, which is used to adjust pH levels in 
swimming pools. The chemicals were in plastic one-gallon containers, which were 
placed on pallets and wrapped in plastic. All told, about 100 gallons of chemicals 
spilled, said the Woodbridge Fire Captain. A number of Woodbridge Fire units were 
called to the scene, with Lodi Fire helping staff a station. Additional crews from other 
fire agencies were called to help with the hazardous materials. 
Source: http://www.lodinews.com/articles/2009/09/25/news/3_closed_090925.txt 

http://www.lancastereaglegazette.com/article/20090924/UPDATES01/90924013
http://www.lodinews.com/articles/2009/09/25/news/3_closed_090925.txt
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For another story, see item 2  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. September 25, Reuters – (Arkansas) Entergy Arkansas 2 reactor starts to exit 
outage. Entergy Corp’s (ETR.N) 995-megawatt Arkansas Nuclear 2 power unit in 
Arkansas was at 1 percent power early Friday as it began to exit a recent outage, the 
U.S. Nuclear Regulatory Commission said in its power reactor status report. The unit, 
in Russellville, Arkansas, in Pope County, about 75 miles northwest of Little Rock, has 
been shut since early September. Meanwhile, the adjacent 843-MW Unit 1 continued to 
run at full power on Friday, the NRC report said. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN2549513520
090925 

8. September 25, Norristown Times Herald – (Pennsylvania) Reinforcing siren 
system. Sirens warning of danger at the area’s only nuclear power plant will soon have 
a battery back-up. Thursday, Exelon Nuclear announced that it will begin a project 
within the next 60 days to replace all 165 emergency sirens in the 10 miles surrounding 
the Limerick Generating Station. Installation of the sirens will begin in 2010 and will 
cost $3.8 million, according to the release. In July, 2006, it was revealed that a summer 
storm which knocked out electric power to parts of Chester County also knocked out 
power to 48 of Limerick’s sirens there. 
Source: 
http://www.timesherald.com/articles/2009/09/25/news/doc4abc2f0ba0393526396303.tx
t 

9. September 24, U.S. Nuclear Regulatory Commission – (New Hampshire) NRC, 
NextEra Energy to discuss inspection finding at Seabrook nuclear power 
plant. Nuclear Regulatory Commission (NRC) staff and representatives of NextEra 
Energy will meet on September 30 to discuss an NRC inspection finding preliminarily 
classified as “white” (low to moderate safety significance) at the Seabrook nuclear 
power plant. The finding involves the operability of one of the emergency diesel 
generators for the plant, which is located in Seabrook, New Hampshire, and operated 
by NextEra. The meeting will begin at 9:30 a.m. at the NRC Region I Office at 475 
Allendale Road in King of Prussia, Pennsylvania. The purpose of the meeting is to 
discuss the inspection finding, including the causes and safety significance of the issue; 
to provide NextEra with an opportunity to raise any technical concerns it may have 
with respect to the NRC inspection report; and to enable the company to outline its 
proposed corrective actions. There will be an opportunity for members of the public to 
offer comments or ask questions of NRC staff prior to the session’s adjournment. On 
February 25, the emergency diesel generator in question did not pass a routine 
operating test because of a cooling system leak. Emergency diesel generators provide 
back-up power for the plant’s safety systems in the event of a loss of off-site power. 

http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN2549513520090925
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN2549513520090925
http://www.timesherald.com/articles/2009/09/25/news/doc4abc2f0ba0393526396303.txt
http://www.timesherald.com/articles/2009/09/25/news/doc4abc2f0ba0393526396303.txt
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The leak occurred in a cooling system gasketed joint secured by bolts. NextEra 
personnel repaired the joint, successfully retested the generator and restored it to 
service on March 2. Further investigation by NextEra personnel determined the gasket 
in the leaking joint was damaged and the bolts had loosened. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-039.i.html 

[Return to top]  

Critical Manufacturing Sector 

10. September 24, KITV 4 Honolulu – (Hawaii) Vandals cause $3M in damage to Maui 
cement plant. Hawaiian Cement is offering a reward to information leading to the 
arrest of vandals who caused about $3 million in damage to its property on Maui, 
Hawaii. The vandalism happened in the early morning hours of September 6, officials 
said. The property is in Puunene and the damage was widespread. Someone used a 
Caterpillar front-end loader to destroy company equipment and vehicles, police said. 
The damage also caused an explosion and fire, officials said. Hawaiian Cement is 
offering a $5,000 reward for information that helps police make an arrest or arrests. 
Source: http://www.kitv.com/news/21108232/detail.html 

11. September 24, Associated Press – (Washington) 2-alarm fire damages Marysville 
foundry. The owner of a Marysville, Washington foundry damaged in a two-alarm fire 
told the fire department it should be able to resume partial operations by September 28. 
The Marysville Fire Department says damage from the September 23 fire at Thomas 
Machine and Foundry is not as bad as it first appeared. Firefighters were able to 
extinguish the fire without a problem with 900 pounds of molten aluminum in a 
furnace. Spraying it with water could have caused an explosion. 
Source: http://www.seattlepi.com/local/6420ap_wa_foundry_fire.html?source=mypi 

[Return to top]  

Defense Industrial Base Sector 

12. September 25, Navy Times – (National) Bonhomme Richard deploys after generator 
repairs. The amphibious assault ship Bonhomme Richard departed its berth at Pier 13 
on September 24, restarting a scheduled overseas deployment that was delayed the 
week of September 14 when problems surfaced with some cracks and leaks in several 
steam generators. The San Diego-based ship, carrying the bulk of 11th Marine 
Expeditionary Unit on the deployment with the three-ship amphibious ready group, “is 
back in fighting shape,” the ship’s skipper told families and friends in a recorded 
message on the ship’s “Careline” announcing the new departure date. The ship will 
take on AV-8B Harrier jets and other helicopters and Navy landing craft and head west 
to rejoin about 1,500 sailors and Marines aboard transport dock ship Cleveland and 
dock landing ship Rushmore, which left the week of September 14 for the planned 
Western Pacific and Persian Gulf deployment. Bonhomme Richard’s planned 
September 18 departure was delayed by Navy officials September 16 because of what 

http://www.kitv.com/news/21108232/detail.html
http://www.seattlepi.com/local/6420ap_wa_foundry_fire.html?source=mypi
http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-039.i.html
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3rd Fleet officials attributed to an “emergent engineering maintenance issue.” Repair 
teams, including sailors and workers from the Norfolk Naval Shipyard, Virginia, 
tackled the repairs while the ship remained pierside, a period described as “a 
challenging couple of days.” Three of the five service turbine generators on Bonhomme 
Richard “had cracked and/or leaking welded balance access plugs,” a Naval Sea 
Systems Command spokeswoman said in an e-mail response. 
Source: http://www.navytimes.com/news/2009/09/navy_bonhomme_richard_092309/ 

[Return to top]  

Banking and Finance Sector 

13. September 24, NBC Washington – (Texas) FBI arrests man in Dallas skyscraper 
bomb plot. A Jordanian national was arrested on September 24 and charged with 
attempting to bomb a Dallas skyscraper, the FBI said. The suspect, 19, will make his 
first appearance in U.S. District Court before a Magistrate Judge on September 25. The 
suspect was arrested near Fountain Place, a 60-story glass office tower in downtown 
Dallas. He is accused of placing an inactive bomb in the building’s parking garage, 
investigators said. The FBI said the suspect believed the device, which was provided by 
an undercover agent, was a car bomb. The suspect is accused of targeting the Wells 
Fargo Bank offices in Fountain Place, according to an arrest affidavit. Federal officials 
said the case has no connection with the major terrorism investigation under way in 
Colorado and New York or the September 24 arrest of a man facing similar charges in 
Springfield, Illinois. The suspect had been the focus of an undercover FBI investigation 
and was under continuous surveillance since undercover agents said they discovered 
him in an online group of extremists. Undercover FBI agents made more than 60 
communications with the man since early March. On June 24, while meeting with an 
undercover FBI agent at a Dallas hotel, the man allegedly stated he had a new idea to 
target the buildings belonging to the biggest credit card companies, such as American 
Express or Visa. The suspect said credit cards drive America, and that he desired to 
attack one of the main locations where the building accommodates the management 
and administration, according to the arrest affidavit. 
Source: http://www.nbcwashington.com/news/breaking/FBI-Arrests-Man-Accused-in-
Skyscraper-Bomb-Plot--61272512.html 

14. September 24, IDG News Service – (Maine) Construction firm sues after $588,000 
online theft. A construction company in Maine is suing its bank after about $588,000 
disappeared from its accounts, alleging the bank failed to spot suspicious account 
activity before it was too late. Over a week-long period in May, fraudsters made six 
transfers from the online bank accounts of Patco Construction Company, a family-
owned developer in Sanford, Maine, according a copy of the lawsuit on the Washington 
Post’s Web site. The money went to so-called “mules,” or people who have agreed to 
receive the funds and then further transfer it to the fraudsters. The hefty withdrawals 
exceeded the amount of money Patco had in its account, which was used solely for 
payroll. To make matters worse for Patco, its bank — People’s United Bank, or Ocean 
Bank of Delaware — drew $223,237 on the company’s line of credit to cover the 

http://www.nbcwashington.com/news/breaking/FBI-Arrests-Man-Accused-in-Skyscraper-Bomb-Plot--61272512.html
http://www.nbcwashington.com/news/breaking/FBI-Arrests-Man-Accused-in-Skyscraper-Bomb-Plot--61272512.html
http://www.navytimes.com/news/2009/09/navy_bonhomme_richard_092309/
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withdrawals. Ocean Bank now wants Patco to pay that money back with interest, the 
lawsuit said. After the bad transfer came to light, Ocean Bank did recover or block 
$243,406, but Patco is still on the hook for $345,444. The fraudsters had a lot of key 
information needed to do the transfers, conducted through the ACH (Automated 
Clearing House) Network, used by institutions to handle direct deposits, checks, bill 
payments and cash transfers between businesses and individuals.  
Source: 
http://www.computerworld.com/s/article/9138467/Construction_firm_sues_after_588_
000_online_theft?taxonomyId=82 

15. September 24, CNET News – (National) Survey: Half of businesses don’t secure 
personal data. The personal information one gives to businesses may not be as secure 
as one hopes, according to a new survey. Around 55 percent of all businesses 
acknowledge that they secure credit card information but not Social Security numbers, 
bank account details, and other personal data, according to a survey of more than 500 
companies released Wednesday by Imperva and Ponemon Institute. The survey was 
conducted to determine how many companies are complying with PCI DSS, the 
Payment Card Industry’s Data Security Standard. PCI DSS tries to ensure that 
businesses take specific measures to secure their Web sites, databases, and other 
systems that process and store credit card information. Of the companies surveyed, 71 
percent acknowledged not making data security a top initiative, despite the fact that 79 
percent of them said they have been hit by one or more data breaches. In fact, Ponemon 
and Imperva noted that since the PCI DSS standard was enacted in 2005, the number of 
breaches and cases of credit card fraud has actually risen. Cost and lack of resources 
were the biggest factors cited for not focusing on PCI DSS compliance. For those 
reasons, larger firms fared better than smaller ones. Only 28 percent of businesses with 
501 to 1,000 employees were compliant as opposed to 70 percent of companies with 
75,000 or more employees. 
Source: http://news.cnet.com/8301-1009_3-10360639-83.html?tag=mncol;title 

16. September 23, U.S. Department of Justice – (National) Five individuals charged in 
scheme to defraud U.S. government agency related to $9.4 million loan. Four 
suspects have been charged in conjunction with a scheme to defraud the Overseas 
Private Investment Corporation (OPIC), a government lending agency, announced the 
Assistant Attorney General of the Criminal Division and the U.S. Attorney for the 
Northern District of California. The defendants, who have made initial appearances in 
federal court in San Francisco, were charged in an indictment returned by a federal 
grand jury on August 27, 2009, and unsealed September 17, 2009, with conspiracy to 
commit mail and wire fraud, wire fraud, money laundering conspiracy and substantive 
money laundering counts. Separately, another suspect was arrested September 16, 
2009, based on a criminal complaint and made his initial appearance in federal court 
the week of September 14. The suspect was charged in a related extortion conspiracy. 
According to the indictment, the four suspects allegedly conspired to defraud OPIC, a 
government agency that provides loans for U.S. sponsored companies to invest in 
overseas projects. The indictment alleges that the defendants defrauded OPIC in 
conjunction with a loan to Golden Sierra Partners LLC (GSP) to establish a milling and 

http://news.cnet.com/8301-1009_3-10360639-83.html?tag=mncol;title
http://www.computerworld.com/s/article/9138467/Construction_firm_sues_after_588_000_online_theft?taxonomyId=82
http://www.computerworld.com/s/article/9138467/Construction_firm_sues_after_588_000_online_theft?taxonomyId=82
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bakery operation in Estonia. Specifically, the defendants allegedly misrepresented to 
OPIC that GSP’s members contributed equity to the project and misrepresented 
equipment costs, to obtain a $9.4 million loan from OPIC and related disbursements. 
As a result of these alleged misrepresentations and others, OPIC disbursed 
approximately $8 million. 
Source: http://www.usdoj.gov/opa/pr/2009/September/09-crm-1016.html 

17. September 23, WOWT 6 Omaha – (Nebraska) Irate bank customer busted for 
making threats. A Lincoln man faces charges for making terroristic threats at a 
Lincoln bank on Monday. Witnesses say the 52-year-old became upset when Wells 
Fargo Bank employees at North 16th and P streets told him his account was being 
closed due to overdraft fees. He eventually left, but returned to get his briefcase. That is 
when police say he pulled out a knife and glared at an employee. Minutes later, officers 
were called to the Wells Fargo branch at 13th and O streets where the suspect was 
allegedly creating another disturbance. 
Source: http://www.wowt.com/news/headlines/60727882.html 

For another story, see item 42  
 
[Return to top]  

Transportation Sector 

18. September 25, Philadelphia Daily News – (Pennsylvania) Philly cops seek info on 2 
taking subway pix. Philadelphia police are trying to identify two men who were 
separately spotted photographing parts of the Broad Street subway line the week of 
September 21. Aware that the mere mention of such activity could trigger terrorism 
fears, authorities were quick to note on September 24 that neither incident seemed 
ominous. “We don’t believe either one of these events are terrorism-related, or that 
there’s any connection to what’s been going on in New York,” said the Homeland 
Security Chief Inspector, alluding to an alleged terrorist plot there that had led to three 
arrests. The first incident in the local subways occurred about 5:30 p.m. on September 
22, when a bearded white man in his 20s apparently took pictures of the underground 
area at the Snyder Avenue stop in South Philadelphia, the chief inspector said. 
Southeastern Pennsylvania Transportation Authority (SEPTA) security cameras 
captured footage of the man, who had a backpack and a ponytail, as he left the station. 
Shortly after 7:30 p.m. on September 23, a SEPTA cashier noticed a clean-shaven 
“Middle Eastern” man with close-cropped hair taking pictures at the Lombard Street 
station, he said. The cashier confronted the man, who proceeded to show her images of 
other subway facilities on his camera. He then indicated that he was deleting the 
pictures and left, he said. No footage was taken of the man because the security 
cameras at the Lombard station were not working. “We feel confident this is nothing to 
be alarmed about,” the Chief Inspector said, “but we do implore people to call us when 
you see something unusual, and let us make the determination.” 
Source: 

http://www.wowt.com/news/headlines/60727882.html
http://www.usdoj.gov/opa/pr/2009/September/09-crm-1016.html
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http://www.philly.com/dailynews/local/20090925_Philly_cops_seek_info_on_2_taking
_subway_pix.html 

19. September 24, Aviation Herald – (Massachusetts) Northwest A333 near St. John’s on 
Sep 23rd 2009, cracked windshield. A Northwest Airlines Airbus A330-300, 
registration N812NW performing flight NW-47 from Amsterdam (Netherlands) to 
Detroit was about 10nm west of St. John’s, NL (Canada) when the crew reported a 
cracked windshield and requested to descend to FL220. Air Traffic Control had the 
airplane already under radar surveillance and cleared the descent. The crew decided to 
divert to Boston where the airplane landed safely 2:20 hours later. 
Source: http://www.avherald.com/h?article=42043179&opt=0 

20. September 24, Associated Press and KDVR 31 Denver – (Colorado) Bus station near 
Denver federal courthouse evacuated. A bus station across the street from the federal 
courthouse in Denver where a Colorado terror suspect appeared Thursday was briefly 
evacuated after an employee found a suspicious package. An employee in the 
Greyhound station’s mail room found the package at about 8 a.m., said the district 
manager for Greyhound. Police cleared the station by 8:30, closed four city blocks to 
traffic, then reopened the station and surrounding streets an hour later. He said station 
employees were aware of federal court proceedings across the street for a man who was 
indicted on Thursday on conspiracy to use weapons of mass destruction. 
Source: http://www.kdvr.com/news/kdvr-bus-station-092409,0,7069626.story 

For more stories, see items 1, 4, and 6  
 
[Return to top]  

Postal and Shipping Sector 
 
See item 20  

 
[Return to top]  

Agriculture and Food Sector 
 
See item 42  

 
[Return to top]  

Water Sector 

21. September 25, WDUN 550 Gainesville – (Georgia) Sewage spill the work of 
vandals? The City of Lula, Georgia wants to know if vandals are responsible for a 
sewage spill at the Maiden Lane Pump Station. The city manager says it was a small 
one, less than 100 gallons. He says city officials can find no evidence of a malfunction 
in the equipment, leading them to wonder if it was the work of vandals. He says an 

http://www.avherald.com/h?article=42043179&opt=0
http://www.kdvr.com/news/kdvr-bus-station-092409,0,7069626.story
http://www.philly.com/dailynews/local/20090925_Philly_cops_seek_info_on_2_taking_subway_pix.html


 - 11 - 

electrical box at the facility had been opened and “one breaker removed and another 
tripped.” He says the Hall County Sheriff’s Office has been asked to investigate. 
Source: http://www.accessnorthga.com/detail.php?n=223494 

22. September 25, Associated Press – (National) Drinking water unsafe at thousands of 
schools. An Associated Press investigation found that contaminants have surfaced at 
public and private schools in all 50 states — in small towns and inner cities alike. But 
the problem has gone largely unmonitored by the federal government, even as the 
number of water safety violations has multiplied. The contamination is most apparent at 
schools with wells, which represent 8 to 11 percent of the nation’s schools. Roughly 
one of every five schools with its own water supply violated the Safe Drinking Water 
Act in the past decade, according to data from the Environmental Protection Agency 
(EPA) analyzed by the AP. Experts and children’s advocates complain that 
responsibility for drinking water is spread among too many local, state, and federal 
agencies, and that risks are going unreported. Finding a solution, they say, would 
require a costly new national strategy for monitoring water in schools. Schools with 
unsafe water represent only a small percentage of the nation’s 132,500 schools. Water 
in about 100 school districts and 2,250 schools breached federal safety standards. 
Those schools and districts racked up more than 5,550 separate violations. In 2008, the 
EPA recorded 577 violations, up from 59 in 1998 — an increase that officials attribute 
mainly to tougher rules. Schools with wells are required to test their water and report 
any problems to the state, which is supposed to send all violations to the federal 
government. The problem goes beyond schools that use wells. Schools that draw water 
from public utilities showed contamination, too, especially older buildings where lead 
can concentrate at higher levels than in most homes. In schools with lead-soldered 
pipes, the metal sometimes flakes off into drinking water. Schools that get water from 
local utilities are not required to test for toxins because the EPA already regulates water 
providers. That means there is no way to ensure detection of contaminants caused by 
schools’ own plumbing. But voluntary tests in Washington, Baltimore, Philadelphia, 
Seattle, and Los Angeles have found dangerous levels of lead in recent years. 
Source: http://www.msnbc.msn.com/id/33008932/ns/health-kids_and_parenting// 

23. September 24, Springfield Republican – (Massachusetts) Northampton water plant in 
Williamsburg shut down by valve failure. Northhampton, Massachusetts’ water plant 
was shut down early Thursday morning due to a control valve failure that flooded the 
basement of the facility in Williamsburg. Officials said there is enough water to supply 
city users for the next 24 hours. They expected to know by early afternoon whether the 
plant will be up and running soon. In the meantime, officials are asking water users to 
conserve. They have notified the city’s three major users — Coca Cola, Smith College, 
and Cooley Dickinson Hospital — about the problem and asked them to take steps to 
conserve water usage. Fire departments from Northampton and Williamsburg pumped 
about four feet of water from the basement. Electricians were assessing the damage. 
Source: 
http://www.masslive.com/news/index.ssf/2009/09/northampton_water_plant_in_wil.ht
ml 

http://www.msnbc.msn.com/id/33008932/ns/health-kids_and_parenting//
http://www.masslive.com/news/index.ssf/2009/09/northampton_water_plant_in_wil.html
http://www.masslive.com/news/index.ssf/2009/09/northampton_water_plant_in_wil.html
http://www.accessnorthga.com/detail.php?n=223494
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24. September 24, Seneca Daily Journal – (South Carolina) Chemical hazard in river 
proves to be false alarm. Oconee County Hazmat, Station 21, Oconee County Special 
Rescue, and a contracted cleaning company swarmed Chau Ram Park in Westminister, 
South Carolina on Thursday in response to what initially appeared to be a possible 
chemical hazard. At approximately 8:30 on Thursday morning, the Westminster Fire 
Department received a phone call from park rangers at the location of a large, 35-gallon 
barrel floating in the Chauga River. “We came out and saw the drum and received more 
information about another spotted up the river about 300 yards away,” said the 
Westminster fire chief. “We found the barrels to be mostly empty and sealed up, but we 
took all the proper precautionary measures” There were no signs of leakage, he said. A 
member of Oconee County Hazmat said the barrels were containers for sodium 
hydrosulfite, a chemical often found in various industrial applications, including dying 
processes. “The way we understand it, it’s very bad if you inhale it,” he said. 
“Apparently these drums were either just thrown out or could have very easily been set 
down close to the river and the rains washed them out.” By roughly 5 p.m., units had 
recovered the barrels, confirmed there had been no leakage, and Phillips Recovery, the 
contracted clean up crew, had contained the drums. The Chauga River flows out of the 
Tugaloo River northward into western Oconee County, and is the water source for the 
city of Westminster. 
Source: http://www.upstatetoday.com/news/2009/sep/24/chemical-hazard-river-proves-
be-false-alarm/ 

[Return to top]  

Public Health and Healthcare Sector 

25. September 25, USA Today – (National) Swine flu vaccinations will soon be on their 
way. States are expected to begin ordering their share of the nation’s H1N1 flu vaccine 
on September 30, said the executive director of the Association of State and Territorial 
Health Officials. That day, the Centers for Disease Control and Prevention brings its 
secure ordering site online. Distribution of the vaccine is expected to start in the first 
two weeks of October, starting with 6 million to 7 million doses of the nasal spray 
vaccine, the Health and Human Services Secretary said on September 24. Forty million 
doses of injectable vaccine are due to arrive soon after, with another 10 million to 20 
million doses due weekly. The vaccine is expected to be distributed based on state 
populations, the CDC spokesman said. For example, California has 11.9 percent of the 
U.S. population so it will get 11.9 percent of the vaccine, says California’s 
Immunization Branch chief. The federal government is recommending that states ask 
those who want to be vaccinated to “self verify” that they are in a high-risk group, the 
branch chief said. The vaccine is free, as the federal government purchased it, but 
clinics can charge a fee to administer the vaccine. The Health Secretary said that 
providers are being urged to waive their fees to eliminate “financial barriers to 
vaccination.” 
Source: http://www.usatoday.com/news/health/2009-09-24-vaccine-swine-flu_N.htm 

http://www.upstatetoday.com/news/2009/sep/24/chemical-hazard-river-proves-be-false-alarm/
http://www.upstatetoday.com/news/2009/sep/24/chemical-hazard-river-proves-be-false-alarm/
http://www.usatoday.com/news/health/2009-09-24-vaccine-swine-flu_N.htm
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26. September 25, Los Angeles Times – (California) California hospitals fined for 
errors. Eleven California hospitals were fined $25,000 each in administrative penalties 
on September 24 for violations that, in some cases, led to death or serious injury, 
according to Department of Public Health officials. Most of the hospitals fined were in 
Southern California, and about half were cited because doctors or hospital staff had left 
foreign objects in patients after surgery. Hospitals fined included: Los Angeles County-
USC Medical Center; Coast Plaza Doctors Hospital in Norwalk; Saint John’s Health 
Center in Santa Monica; USC University Hospital (Tenet Health Corp. sold the hospital 
to the university in April and state officials emphasized that the fine was against 
Tenet); Kindred Hospital in Ontario; Loma Linda University Medical Center; Sharp 
Chula Vista Medical Center; and Tri-City Hospital District in Oceanside. 
Source: http://www.latimes.com/news/local/la-me-hospital-fines25-
2009sep25,0,1712127.story 

27. September 24, KGTV 10 San Diego – (California) All-clear given at Carmel Valley 
medical office. A hazardous materials team was summoned to a medical center in San 
Diego’s Carmel Valley area on September 24 after reports of possible carbon monoxide 
poisoning. According to a spokesperson for the San Diego Fire-Rescue Department, 
Sharp Rees Stealy Urgent care was evacuated about 11:15 a.m. due to possible carbon 
monoxide poisoning. Emergency crews cleared everyone out of the clinic and 
transported a physician and six nurses to emergency rooms for evaluations of 
symptoms of dizziness and nausea. Hazmat teams ran tests of the air in the offices and 
found nothing out of the ordinary. Authorities gave an all-clear to reopen the clinic in 
the early afternoon. 
Source: http://www.10news.com/news/21105444/detail.html 

[Return to top]  

Government Facilities Sector 

28. September 24, Reuters – (International) NY man accused of seeking to kill U.S. 
troops. A New York man was indicted on Thursday for allegedly seeking training from 
Islamic militants to fight U.S. troops in Iraq and Afghanistan, authorities said. The 
Federal Bureau of Investigation (FBI) said the suspect, a U.S. citizen and New York 
resident, sought to acquire weapons and training to fight U.S. troops abroad. The 
suspect traveled to Cairo in February, the FBI said, and later to Kosovo, where he was 
arrested by Kosovar authorities in August. Along the way, Kaziu allegedly sought to 
join Al-Shabbab, an armed movement listed as a terrorist group by the U.S. State 
Department, and train in Pakistan to fight U.S. troops in Afghanistan, Iraq and the 
Balkans, the indictment said. The suspect sought to purchase weapons in Egypt, 
according to the indictment filed in U.S. District Court in Brooklyn. “This case is a 
textbook example of a successful international effort to investigate and apprehend those 
who would engage in terrorist acts and preempt their plots,” said the U.S. Attorney in a 
statement. 
Source: http://www.reuters.com/article/asiaCrisis/idUSN24359408 

http://www.latimes.com/news/local/la-me-hospital-fines25-2009sep25,0,1712127.story
http://www.latimes.com/news/local/la-me-hospital-fines25-2009sep25,0,1712127.story
http://www.10news.com/news/21105444/detail.html
http://www.reuters.com/article/asiaCrisis/idUSN24359408
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29. September 24, Associated Press – (Virginia; International) Feds: NC terror suspects 
targeted U.S. military. Two North Carolina terrorism suspects plotted to kill U.S. 
military personnel and one of them obtained maps of a Marine Corps base in Virginia 
to plan an attack, prosecutors said Thursday. A superseding indictment returned against 
the suspects is the first time authorities have said the homegrown terrorism ring had 
specific targets. Prosecutors said the alleged ringleader “undertook reconnaissance” of 
the base located about 30 miles south of Washington. “These additional charges 
hammer home the grim reality that today’s homegrown terrorists are not limiting their 
violent plans to locations overseas, but instead are willing to set their sights on 
American citizens and American targets, right here at home,” the U.S. Attorney said in 
a statement. Authorities have previously said the men went on training expeditions in 
the weeks leading up to their arrest in July, practicing military tactics with armor-
piercing bullets on a property in rural North Carolina. Seven men are awaiting trial in 
the case, and investigators say an eighth suspect is believed to be in Pakistan. An initial 
indictment had accused the men of plotting international terrorism and conspiring to 
support terrorism, and investigators have said some of the men took trips to Jordan, 
Kosovo, Pakistan and Israel “to engage in violent jihad.” There was never any sign that 
the suspects had considered any targets in the United States. The new indictment adds 
charges for conspiring to kill military personnel. It also adds weapons charges for three 
of the suspects. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gHM9ORF1GLmgcoCTTD3i3
bLRBk-wD9AU00T00 

30. September 24, CNN – (Illinois) Sting catches alleged terrorist in plot to blow up 
courthouse. A would-be terrorist was arrested in Springfield, Illinois for allegedly 
attempting to detonate a truck bomb to blow up a federal building and kill its 
occupants, officials said on September 24. Authorities were waiting on September 23 
for the suspect who unwittingly had been dealing with undercover FBI agents 
continually monitoring his activities. Justice Department officials said the suspect, 29, 
of Decatur, Illinois, drove a vehicle he believed contained a ton of explosives to the 
Paul Findley Federal Building and Courthouse in Springfield. He got out of the truck, 
got into a waiting car with an undercover agent, and then, when he was a few blocks 
away, attempted to detonate the bomb with a remote-control device. “When he pushed 
the button, nothing happened except he got handcuffs slapped on him,” said one Justice 
Department official familiar with the case. The truck contained inactive explosives. 
Authorities said the suspect idolized a known convicted terrorist — an American who 
was captured fighting for the Taliban in Afghanistan — and said he wanted to go to a 
training camp abroad to become a jihadist fighter. The suspect made an initial 
appearance in court in Springfield on September 24 to face charges of attempted use of 
a weapon of mass destruction and attempted murder of federal employees, according to 
the Acting U.S. Attorney. The affidavit provided in court said he had received funds 
from an individual in Saudi Arabia, which he used for a month-long trip to that country 
in April and May of 2008. Authorities stressed the plot was in no way related to the 
terrorist plot unfolding in New York and Denver. 
Source: http://www.cnn.com/2009/CRIME/09/24/illinois.sting.truck.bomb/ 

http://www.google.com/hostednews/ap/article/ALeqM5gHM9ORF1GLmgcoCTTD3i3bLRBk-wD9AU00T00
http://www.google.com/hostednews/ap/article/ALeqM5gHM9ORF1GLmgcoCTTD3i3bLRBk-wD9AU00T00
http://www.cnn.com/2009/CRIME/09/24/illinois.sting.truck.bomb/
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31. September 24, WOFL 35 Orlando – (Florida) Student arrested for bomb 
threats. Osceola County Sheriff’s detectives on Thursday arrested a Horizon Middle 
School student and former Kissimmee Middle School student, charging her with one 
count of False Report of a Bomb. Early in the day, Horizon Middle School and 
Kissimmee Middle School received calls stating a bomb was located at each school. 
Osceola County School District officials evacuated Horizon Middle School and as a 
precaution, Sheriff’s deputies searched all of the classrooms and buildings. At the same 
time, school officials evacuated Kissimmee Middle School and Kissimmee police 
officers searched the campus. No bombs were located at either school. Detectives 
received information that indicated that a 13-year-old female student was responsible 
for both calls as well as another call to Kissimmee Middle School the week of 
September 14. The suspect was brought in for questioning and cooperated with law 
enforcement. Based on the information, the suspect was arrested and booked into the 
Osceola County Juvenile Detention Center. The Kissimmee Police Department has 
charges pending for the Kissimmee Middle School incidents. 
Source: 
http://www.myfoxorlando.com/dpp/news/orange_news/092409_Student_arrested_for_
bomb_threats 

32. September 24, New Mexico State University Round Up – (New Mexico) Suspicious 
device prompts emergency alert, investigation. A student found a suspicious device 
on campus the morning of September 21, which led to a police investigation and the 
second use of the Emergency Message System. According to a campus-wide e-mail, 
the New Mexico State University Police Department received a call at approximately 
8:35 a.m. stating that a student found a small device with the words “this is a bomb” 
written on it. The device was found in the Traders’ Plaza between the Health and Social 
Services Building and the Business Complex. Campus police responded immediately, 
and the campus community was notified of the incident through the Emergency 
Message System. “At 8:42 am an alert to students went out via the Everbridge system 
and NMSU police blocked off the area,” NMSU police chief said. “No buildings were 
evacuated because the small size of the device.” The situation was announced all clear 
at approximately 10:30 a.m. after Bureau of Alcohol Tobacco, Firearms and Explosives 
officers and Dona Ana County Bomb squad agents used an X-ray to determine that the 
device was not a bomb. Students were allowed back in the area and bomb squad agents 
took the device. The NMSU deputy police chief said despite some confusion, he was 
happy with the response from the police and the community. 
Source: http://www.roundupnews.com/news/suspicious-device-prompts-emergency-
alert-investigation-1.528581 

For more stories, see items 22 and 42  
 
[Return to top]  

Emergency Services Sector 
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33. September 25, Homeland Security Today – (National) Bigger disaster recovery role 
for NGOs urged. Though nongovernmental organizations such as the United Way and 
the American Red Cross are widely acknowledged to be critical assets to a community 
after a disaster, their roles are poorly defined and frequently not supported by state and 
federal guidelines, according to a new RAND Corporation study. The study, titled The 
Role of Nongovernmental Organizations in Long-Term Human Recovery After 
Disaster, involved researchers from the RAND Gulf States Policy Institute the 
Louisiana Family Recovery Corps., the Louisiana Association of Nonprofit 
Organizations, and the United Way of New Orleans, and was based on meetings with 
local leaders from 47 Louisiana organizations in New Orleans. The central finding of 
the report was that human recovery is not well-defined at the federal, state, or local 
level, and there is no national recovery framework. The report outlines three critical 
components to promoting human recovery. First is information and referral with 
respect to trends, needs, and gaps in services, particularly the use of services such as 
211, a telephone service supported by the United Way that assesses service needs and 
connects families with local providers. Another critical component is direct services to 
help families cope with their disaster experiences, find homes and jobs, and make plans 
to rebuild their lives—including case management, children’s services, employment, 
emotional well-being, housing, and reunification. Additionally human recovery 
requires financial supports to help families make payments to reestablish their 
household, such as rental deposits, major appliance purchases, and household bills. The 
report also found that long-term human recovery takes longer and is more complicated 
following multiple disasters. 
Source: http://www.hstoday.us/content/view/10375/149/ 

34. September 25, Birmingham News – (Alabama) Alabama to expand trauma care 
communication system. Alabama is working to plug a deadly hole in the treatment of 
highway accident and other trauma victims — getting injured patients to the correct 
hospital. Half of the state, including metro Birmingham-Hoover, Huntsville, and 
Mobile, is already covered by a state trauma communications system that saves lives. 
Beginning early next month, 10 counties in east Alabama will join the system, 
including six with major highways used by Birmingham-area residents on trips to 
Atlanta, Auburn, and Chattanooga. Without such a system, an estimated 60 percent of 
injured patients end up in a hospital that can not properly treat them, and then are 
transferred to another hospital hours later, Alabama state health officials say. This can 
mean missing the “golden hour” after trauma, those fleeting minutes when prompt 
medical treatment gives the best chance of survival from serious injury. Eight volunteer 
hospitals in the east region have been screened and approved by the state health 
department, said a registered nurse and the state trauma administrator. “We are now 
installing computers and software to give real-time information on their ability to 
accept a trauma patient,” she said. With the system, medics at the accident scene 
evaluate the patient and contact Alabama Trauma Communications Center, based at the 
University of Alabama at Birmingham. A computer there lists all the trauma hospitals 
ready to accept patients, and it updates that information every 90 seconds. After east 
Alabama joins the system, metro Montgomery and a large swath of west-central and 
southeast Alabama will be the last areas unprotected. The state health department hopes 

http://www.hstoday.us/content/view/10375/149/
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to include those counties by the end of the year, making Alabama a model for the 
nation, the state trauma administrator said. “No other state that we know of has the 
statewide, centralized communications center.” 
Source: 
http://www.al.com/news/birminghamnews/metro.ssf?/base/news/1253866573142340.x
ml&coll=2 

35. September 24, KAUZ 6 Wichita Falls – (Texas) Investigation continues into 
attempted escape at Annex. Local law enforcement is investigating a power outage 
and attempted escape from the Wichita County Jail Annex. It happened early the 
morning of September 23 and left two correctional officers with injuries. The sheriff 
said one inmate escaped his high-security cell and attacked two correctional officers 
with crudely-made weapons. The Sheriff’s Department is now working to investigate 
the incident and assure the public that it will not happen again. The sheriff said the two 
detention officers are lucky to be alive, after an inmate escaped his solitary cell during 
the partial power outage and attacked two officers with sharpened metal bolts. “Around 
1:15 a.m. Wednesday morning, Wichita Falls police units and SWAT team were called 
in to help county officers secure the jail annex,” he said. He also reported that it soon 
became apparent that the inmate was acting alone. The sheriff said they are not 
releasing details on how the electronic locking system was tampered with, but that they 
know how it was done. He said the jail annex has a back-up generator, but it did not 
kick in to compensate for the power outage. 
Source: http://www.kauz.com/news/local/61145042.html 

36. September 24, Fresno Bee – (California) Avenal prison still on lockdown after 
riot. Avenal State Prison will stay on lockdown until officers believe it is safe to relax 
restrictions, a prison official said on September 23. The lockdown was ordered after a 
riot the night of September 21. Some of the 193 inmates involved in the riot have been 
transferred to Solano State Prison, while others have been moved inside Avenal prison, 
he said. The cause will be investigated, and officers plan to search Facility 5, where the 
riot took place, for hidden weapons made by inmates, he said. Seven inmates remain 
hospitalized from stab wounds inflicted during the riot.  
Source: http://www.fresnobee.com/local/story/1648600.html 

37. September 24, Kansas City Star – (Missouri) Suspicious letter prompts evacuation at 
KC police headquarters. Kansas City police evacuated the homicide and robbery 
units on the second floor of police headquarters Thursday afternoon, after an employee 
opened a letter that contained suspicious powder. No one complained of any medical 
symptoms. The stenographer opened the letter about 1:30 p.m. and later told officials, 
who evacuated the employees about 2:20 p.m. They were allowed to return about 3:30 
p.m. Police said the letter contained some powder under a piece of tape. The letter 
described the powder as “smart powder” and advised police officers to sprinkle the 
powder on themselves, according to an investigator who was evacuated from the floor. 
Paramedics and members of Kansas City’s homeland security task force responded to 
the building at 1125 Locust Street. Investigators from the second floor waited in a 

http://www.kauz.com/news/local/61145042.html
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basement garage to be cleared to return to their offices. 
Source: http://www.kansascity.com/news/breaking_news/story/1466895.html 

[Return to top]  

Information Technology Sector 

38. September 25, MX Logic – (International) Network security concerns cause browser 
spat between Google, Microsoft. Google’s recent release of a plug-in for Microsoft’s 
ubiquitous Internet Explorer browser has fueled an acrimonious exchange between the 
two computer giants. Google’s Chrome Frame, a product that more or less transforms 
Internet Explorer into Google’s Chrome browser, immediately produced a 
condemnatory release from Microsoft, which claimed that Chrome Frame made 
Internet Explorer less secure, and chastised Google for releasing the product. Google 
almost immediately fired back, implying that Microsoft was being deceptive toward its 
customers by painting Google’s up-to-date Chrome browser as less safe than antiquated 
versions of Internet Explorer in widespread enterprise use, citing Chrome’s modern 
malware protection and anti-phishing features. Google also pointedly excluded Internet 
Explorer from a list of browsers it says are modern and standards-compliant. Google’s 
browser, despite critical acclaim, has not managed to capture a significant slice of the 
enterprise market, over which Microsoft maintains a stranglehold. Experts say that 
Chrome Frame is part of a Google strategy to break that stranglehold by demonstrating 
Chrome’s high-speed performance and advanced functionality without forcing users to 
make a browser switch. 
Source: http://www.mxlogic.com/securitynews/web-security/network-security-
concerns-cause-browser-spat-between-google-microsoft615.cfm 

39. September 24, DarkReading – (International) Up to 9 percent of machines in an 
enterprise are bot-infected. In a three-month study of more than 600 different botnets 
found having infiltrated enterprise networks, researchers from Damballa discovered 
nearly 60 percent are botnets that contain only a handful to a few hundred bots built to 
target a particular organization. Only 5 percent of the bot infections were from big-
name botnets, such as Zeus/ZDbot and Koobface. And Damballa has seen bot 
infections grow in enterprises as well, from 5 to 7 percent of an enterprise’s IP address 
space and hosts last year, to 7 to 9 percent of them bot-infected this year. “It’s more the 
smaller, customized and targeted types of botnets [that infect the enterprise],” says the 
vice president of research for Damballa. “Corporations have become very good at 
dealing with the larger threats that get publicized — they tend not to get affected 
widely by Conficker, for instance,” he said. This latest research was revealed on 
September 24 during a presentation at the Virus Bulletin Conference in Geneva. A 
researcher with SecureWorks’ Counter Threat Unit says botnet operators who execute 
targeted attacks do so with fewer bots. The bad guys are also finding that deploying a 
small botnet inside a targeted organization is a more efficient way of stealing 
information than deploying a traditional exploit on a specific machine. And the vice 
president of research for Damballa says many of the smaller botnets appear to have 
more knowledge of the targeted organization as well. “They are very strongly 

http://www.mxlogic.com/securitynews/web-security/network-security-concerns-cause-browser-spat-between-google-microsoft615.cfm
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associated with a lot of insider knowledge...and we see a lot of hands-on command and 
control with these small botnets,” he says. Botnets of all sizes are also increasingly 
using more and different types of malware rather than one particular family in order to 
evade detection. “Most botnets, even small ones, have hundreds of different pieces of 
malware and families in use,” he says.  
Source: 
http://www.darkreading.com/insiderthreat/security/client/showArticle.jhtml?articleID=
220200118 

40. September 23, ZDNet – (International) Hijacking Windows System Restore for 
cybercrime profits. Cyber crime gangs in China are penetrating the hard disk recovery 
cards on computers in Internet cafes and using a combination of zero-day flaws, 
rootkits, and ARP spoofing techniques to steal billions of dollars worth of online 
gaming credentials. According to a Microsoft anti-virus researcher, five generations of 
the Win32/Dogrobot malware family have perfected the novel rootkit technique to 
hijack System Restore on Windows — effectively allowing the malicious file to 
survive even after the compromised machine is reverted to its previous clean state. At 
the Virus Bulletin 2009 conference in Geneva, he provided a look at the techniques 
used by Dogrobot, which is directly linked to the lucrative underground trading of 
online gaming assets like passwords and virtual property. According to data presented 
by Feng, the Dogrobot family has caused more than USD$1.2 billion in losses to 
Chinese Internet cafes. He explained that earlier Dogrobot used disk-level I/O file 
manipulation to penetrate System Restore but, as the malware evolved, it started using 
a “backdoor” that already exists in the System Restore functionality. A third generation 
introduced extensive unhooking code to thwart the protection offered by security 
programs and avoid removal. Along the way, he discovered that newer variants were 
tweaked to get around security software and strengthen the code’s ability to maintain 
persistent stealth on compromised Windows computers. In China, Internet cafes are 
very popular among the online gaming crowd where the use of USB sticks with 
account credentials is the norm. Dogrobot takes advantage of this, abusing the USB 
AutoRun functionality on older machines to propagate. He explained that the malware 
author has found success exploiting zero-day ActiveX vulnerabilities and other flaws in 
Windows OS and third-party software — especially RealPlayer and WebThunder. The 
attackers also use ARP cache poisoning to send malicious ARP packets to instruct other 
machines within the same LAN to download Dogrobot samples. 
Source: http://blogs.zdnet.com/security/?p=4423 

For another story, see item 3  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 
 
See item 3  
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Commercial Facilities Sector 

41. September 25, NBC News – (National) Feds: Suspect hit beauty shops for bomb 
items. An Afghan immigrant with legal U.S. status, received explosives training from 
al-Qaida and reportedly went from one beauty supply store to another, buying up large 
quantities of chemicals in a plot to build bombs for attacks on U.S. soil, authorities 
charged Thursday. During the summer, the man and three unidentified associates 
bought “unusually large quantities” of hydrogen peroxide and acetone — a flammable 
solvent found in nail-polish remover — from beauty supply stores in the Denver area, 
prosecutors said. A second law enforcement official said associates of the man visited 
Colorado from New York to help him buy the chemicals. The official said they used 
stolen credit cards to make the purchases and then returned to New York. Security 
video and receipts show that some of the purchases were made near a Colorado hotel, 
according to court papers. On September 6 and 7, he checked into a suite at the hotel 
with a kitchen and a stove, the papers say. He tried to contact an unidentified associate 
“seeking to correct mixtures of ingredients to make explosives.” The man was indicted 
in New York on charges of conspiracy to use weapons of mass destruction. 
Investigators said they found bomb-making instructions on his computer’s hard drive 
and said he used a hotel room in Colorado to try to cook up explosives a few weeks ago 
before a trip to New York. The extent of his ties to al-Qaida is unclear, but if the 
allegations prove true, this could be the first operating al-Qaida cell to be uncovered 
inside the U.S. since the September 11, 2001, attacks. Prosecutors said they have yet to 
establish exactly when and where the attacks were supposed to take place but the U.S. 
Attorney General said in Washington, “We believe any imminent threat arising from 
this case has been disrupted.” 
Source: http://www.msnbc.msn.com/id/33002562/ns/us_news-security/ 

42. September 25, Associated Press – (Pennsylvania) Pittsburgh braces for more clashes 
at G-20 summit. Riot police turned back hundreds of protesters trying to march 
downtown on the first day of the Group of 20 summit, arresting nearly 70 people as 
authorities braced for smaller, scattered protests at dozens of businesses and 
organizations on September 25. Police, in an overwhelming show of force, declared the 
September 24 march illegal almost as soon as it began, firing rubber bullets and 
canisters of pepper spray and smoke after small bands of anarchists responded to calls 
to disperse by rolling huge metal trash bins, throwing rocks, and breaking windows. 
The G-20 Resistance Project, an umbrella organization of protest groups, has 
encouraged “affinity groups” to protest on September 25 at companies that it says 
represent greed, exploitation, warfare, and other social ills, with potential targets 

http://www.msnbc.msn.com/id/33002562/ns/us_news-security/


 - 21 - 

including banks, Starbucks, McDonald’s, grocery stores, and a Marine Corps recruiting 
center. The mayor said police would be ready. The September 24 march turned chaotic 
at just about the time the U.S. President and First Lady arrived for a meeting with 
leaders of the world’s major economies. The clashes began after hundreds of protesters, 
many decrying capitalism, tried to march from an outlying neighborhood toward the 
convention center where the summit was being held. The marchers did not have a 
permit and, after a few blocks, police declared it an unlawful assembly. Protesters split 
into smaller groups. Protesters broke windows in a few businesses, including a bank 
branch, a Boston Market restaurant, and a BMW dealership. In the Oakland section, 
windows in about a dozen shops, banks, and restaurants were broken. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5izJGY1GNeNYgNG6q1N0bsX
CVfBeAD9AUBBCO0 

43. September 24, Oneida Daily Dispatch – (New York) Bomb explodes in Sherrill 
park. Police believe an explosive device was set off Monday in a Sherrill park. The 
incident happened Monday in Robertson Park and police were notified by young 
people playing nearby. “A complaint was called in by juveniles, which is good because 
they recognized the danger,” said the City of Sherrill police chief. Police and The 
Dispatch are withholding the materials used to make the bomb. The police chief did say 
that the device does not involve fire and is classified as “non-incendiary.” Possible 
criminal charges could include third-degree criminal possession of a weapon, reckless 
endangerment and property damage. He said the incident is still under investigation. 
Source: 
http://www.oneidadispatch.com/articles/2009/09/24/news/doc4abc3b41bdc7a55897085
6.txt 

44. September 24, Yakima Herald-Republic – (Washington) Training Center explosives 
experts detonate pipe bomb. A small pipe bomb exploded when a military team tried 
to render it safe on Thursday, city police said. Police were called to the area of North 
20th and Englewood avenues about 10:20 a.m. when someone reported finding a 
suspicious device on the shoulder of the road. Police said the device appeared to be a 
pipe bomb, and a bomb unit from the Army’s Yakima Training Center responded. A 
small business complex at the southwest corner of 20th and Englewood was evacuated 
as a precaution. Police were investigating but had not identified any possible suspects 
or determined why the device had been left. 
Source: http://www.yakima-herald.com/stories/2009/09/24/training-center-explosives-
experts-detonate-pipe-bomb 

For another story, see item 13  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

45. September 25, Syracuse Post-Standard – (New York) Historic dam in Fayetteville 
collapses. It was built around 1896 and failed because of old age, officials say. The last 
of the historic dams built over Limestone Creek in Fayetteville, New York in the 1800s 
is gone after it failed over the September 19 weekend. The Gaynor Dam, also known as 
the State Dam, was behind the Manlius Town Hall and has been a landmark for many 
years. The Fayetteville mayor said someone who walked by the dam late the week of 
September 14 called the village to say it had collapsed. The bottom portion of the 
structure failed simply due to old age, said a New York Canal Corp. spokesperson. 
Officials from the Canal Corp., state Department of Environmental Conservation 
officials, and the village officials assessed the situation over that weekend and decided 
to remove the rest of the dam because it was a safety hazard. As a result of the failure, 
about 2.5 feet of water drained from Limestone Creek. The dam no longer serves a 
useful function, so it was removed and the creek now flows freely, the spokesperson 
said. The water will eventually be diverted once again into the feeder once the creek re-
establishes itself, the spokesperson said. 
Source: 
http://www.syracuse.com/news/index.ssf/2009/09/historic_dam_in_fayetteville_c.html 

46. September 25, Athens Banner Herald – (Georgia) Still inspecting, but dams weather 
storms. Watershed dams built to hold back runoff performed as designed during this 
month’s storms, though inspectors will continue checking 120 dams across North 
Georgia to look for erosion damage. The dams hold back floodwater and release it 
downstream over a week or so to help minimize flooding, said the assistant state 
conservationist with the U.S. Department of Agriculture’s Natural Resources 
Conservation Service office in Athens. Conservation service engineers are inspecting 
dams in the 17 counties declared disaster areas by the governor after up to 20 inches of 
rain poured down between September 15 and Monday. The disaster area includes 
Stephens County in Northeast Georgia. In addition, the President on Thursday issued a 
federal disaster declaration for Carroll, Cherokee, Cobb, Douglas, and Paulding 
counties, allowing FEMA to assist homeowners and the U.S. Small Business 
Administration to issue low-interest loans to damaged companies. The Vice President 
was scheduled to survey flood damage today in the hardest-hit areas, the Associated 
Press reported. About half the dams in the 17-county area will get formal engineering 
inspections to check for damage from erosion. More than 17,000 homes and nearly 600 
road crossings sit downstream of the 120 dams that will get inspected, he said. The 
conservation service built more than 350 dams in Georgia since 1953, originally to 
protect prime farmland that in many cases has since been developed, the agency said in 
a news release. 
Source: http://www.onlineathens.com/stories/092509/new_497126141.shtml 
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47. September 24, Chattanooga Times Free Press – (Georgia) Trion dam not tested since 
2001. A 40-year-old dam that just was not tall enough to hold back the Chattooga River 
in Georgia last was inspected on Jan. 1, 2001, although it is supposed to be inspected 
every five years, according to National Inventory of Dams data. A spokeswoman with 
the U.S. Army Corps of Engineers, the keeper of the dam inventory, said she does not 
know why there is no more recent inspection date. What is more, neither federal, state 
nor town officials are sure who is responsible for doing the inspections. According to 
the Corps of Engineers’ inventory, the dam is owned by the town of Trion. The corps’ 
inventory states the dam is supposed to be inspected every five years under federal 
requirements for dams rated to present a high hazard potential should they fail. On 
September 21, after more than 9 inches of rain, the Chattooga County Emergency 
Management Agency director said floodwaters were threatening the dam in what he 
called “a grave situation for us.” On September 23, the Trion mayor said the river had 
returned to its banks and town cleanup is under way, but he did not know if the dam 
was damaged. “I haven’t had anybody to check it, but I think it’s probably pretty 
stable,” he said. “I don’t think it’s damaged, just being able to see it from the road.” “It 
was under lot of pressure,” he said. “But the best we can tell, it survived undamaged.” 
He said he does not know who inspects, or is supposed to inspect, the dam. At 14 feet 
high, the dam is supposed to be inspected every five years. It last was inspected on Jan. 
1, 2001, according to data submitted by the USDA on March 23, 2006. 
Source: http://www.tradingmarkets.com/.site/news/Stock News/2545133/ 

48. September 24, Salt Lake City Deseret News – (Utah) Initiative aims to boost safety of 
Utah’s canals. A safety initiative designed to identify “high hazard” areas along Utah’s 
more than 6,000 miles of canals was unveiled Thursday. The will and much of the data 
are there in support of the initiative, but finding money to fund a management plan will 
probably be as tough as identifying who’s responsible for disastrous canal breaches. 
Members of the State Water Development Commission were briefed on the initiative at 
their meeting, a plan that calls for mapping vulnerable areas using both data on file 
with the state and on-the-ground inspections. Sterling Brown of the Utah Farm Bureau 
has been part of a group studying canal safety at the behest of the governor after a July 
11 canal failure in Logan. A wave of mud and debris killed a woman and her two 
children, and damaged several other homes in the neighborhood. In the months 
afterward, farmers who relied on the canal to irrigate their crops struggled to get water 
to their fields, highlighting the conflict that comes when subdivisions replace farmlands 
and development gets the nod of city officials. The initiative, which brings together the 
at-times contradictory interests of city officials, canal company owners and farmers, 
will be formally presented Tuesday at the meeting of the state’s Executive Water Task 
Force. It calls for taking the “staggering” amount of information already filed with the 
state Division of Water Resources on canals and the resources of the water 
conservation districts and others to “profile” trouble zones where failures can occur. 
Red flags would be neighboring populations, soil makeup, the slope of the ground, 
infrastructure and other factors. With that data mapped, people then will hit the ground 
and physically walk the canals, conducting an eyes-on survey to either bolster 
suspicions or allay them.  
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Source: http://www.deseretnews.com/article/705332266/Initiative-aims-to-boost-
safety-of-Utahs-canals.html 

49. September 24, Porterville Recorder – (California) Dam project on hold. Construction 
that would strengthen Success Dam in Tulare County, California during an earthquake 
will be delayed for at least another year. The U.S. Army Corps of Engineers decided 
recently that the project’s oversight at its Sacramento office is not sufficient enough to 
go ahead with the start of construction and the purchase of would-be affected 
properties. An independent panel will review Sacramento’s suggestion on how to 
stabilize the dam, which includes a 450 feet extension, while local personnel continue 
to monitor the lake’s level, keeping it from getting too deep. A few years ago, an 
inspection team found faults within the dam, located off Highway 190 between 
Porterville and Springville, including seepage problems and instability in the soil. In 
the last year, the project manager and others found a remedy to the dam’s instability — 
one they were confident the U.S. Army Corps of Engineers in Washington D.C., and 
eventually Congress, would approve. It includes a $500 million robust expansion 
downstream to the existing dam, a design that was overseen by “world renowned” 
experts who work in a variety of technical fields. The engineers thought they had met 
the requirements of a federal law that mandates flood control projects done by the U.S. 
Army Corps of Engineers costing more than $45 million be reviewed by an 
independent panel of experts. In the last few weeks, however, federal officials said a 
completely independent panel of experts would need to be established. Rather than 
move from their properties this month, homeowners and residents of Lakeside Mobile 
Home Park received hand-delivered letters about the delay. While the team waits for 
the go ahead from Washington D.C., they will continue to monitor Lake Success to 
prevent flooding if an earthquake were to occur. The earliest renovations would start is 
2013. 
Source: http://www.recorderonline.com/news/project-43264-dam-delayed.html 

50. September 23, Marysville Appeal-Democrat – (California) Yuba moves toward 4WD 
ban on levees. After overseeing hundreds of millions of dollars spent to upgrade 
levees, Yuba County, California supervisors said Tuesday they did not want to see the 
work undone by an afternoon of four-wheel driving fun. The board approved the first 
reading of a new county ordinance banning off-road vehicles from driving on the 
county’s levees, and increasing the penalties for motorists caught riding on them. “We 
recognized the operation of vehicles like these is detrimental to the structural integrity 
of the levees,” said the county’s emergency services director, in his description of the 
ordinance to supervisors. The damage is particularly acute when off-road enthusiasts 
take their vehicles up and down the sides of levees at high speed, he said. Under the 
ordinance, such vehicles are banned from the levees themselves and a 10-foot space on 
either side of the base of the levee. There are exceptions for vehicles being used in an 
emergency or by a permitted government agency, those belonging to property owners 
who technically own the levee and vehicles traveling on what’s already a public road 
on the top of the levee. Those who violate the ordinance could face a fine of up to 
$1,000, a one-year jail sentence and have the vehicle impounded. The fine and jail 
sentence amounts are double what is on the books, and there was previously no 
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impound penalty. However, supervisors and officials who oversee levees noted ruefully 
the increased penalties only go so far. “It’s pretty difficult to catch someone in the act,” 
he said. “I think the impounding of vehicles is the way to get the message out.” He also 
said the ordinance isn’t meant to penalize farmers who might be working near a levee. 
“I assure you the target of this is the off-road vehicles.” However, supervisors said 
county officials should consider other steps in concert, such as signs along county roads 
warning of the increased penalties for an ordinance violation, or metal rails on a levee 
wall to dissuade off-roaders. 
Source: http://www.appeal-democrat.com/news/county-86860-levees-levee.html 
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