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Top Stories 

 MSNBC reports that the makers of Tylenol have recalled more than 20 types of children’s 
and infant’s medications as a precaution against possible bacterial contamination. The 
recalled products were made between April and June 2008. (See item 21) 

 According to the Associated Press, a U.S. Census worker found hanged from a tree in a 
remote patch of the Daniel Boone National Forest in rural southeast Kentucky had the 
word “fed” scrawled on his chest, a law enforcement official said Wednesday. The FBI is 
investigating whether he was a victim of anti-government sentiment. (See item 25) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. September 24, Birmingham Star – (Texas) BP asks for time to improve refinery 
safety. Oil company BP has requested more time from the U.S. government to 
implement required safety improvements at its Texas City refinery. The U.S. 
Occupational Safety and Health Administration told BP last month that it was failing to 
make improvements that were part of an agreement after a 2005 explosion left 15 
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people dead. The agency found BP had committed more than 300 willful violations in 
its safety management systems and equipment. BP had until Wednesday to comply 
with the agreement but sent a letter to the safety and health agency, asking for more 
time. Lawyers representing injured blast victims have said BP is not meeting its 
commitment to improve worker safety at the refinery. 
Source: 
http://story.birminghamstar.com/index.php/ct/9/cid/3a8a80d6f705f8cc/id/546740/cs/1/ 

2. September 23, IDG News Service – (California) Contractor pleads guilty to SCADA 
tampering. A former IT consultant for an oil and gas exploration company has pleaded 
guilty to tampering with the company’s computer systems after he was turned down for 
a permanent position with the company. The man pleaded guilty on September 14 to 
one count of damaging computer systems and faces a maximum of 10 years in prison. 
News of his plea was announced Wednesday by the U.S. Federal Bureau of 
Investigation. According to court records, the man accessed Supervisory Control and 
Data Acquisition (SCADA) computer systems belonging to Pacific Energy Resources 
of Long Beach, California, and caused the company to lose control of its computer 
systems around May or June of 2008. He played a role in setting up a system that 
helped the company communicate between its headquarters and oil platforms, and 
which was also used to detect leaks on the company’s oil platforms. He had several 
user accounts on company systems, authorities said. His actions caused thousands of 
dollars in damage, authorities said, but did not cause oil leaks or otherwise harm the 
environment. Only a handful of SCADA computer intrusions have been reported, but 
because the systems are used to control large-scale industrial systems in manufacturing 
plants, public utilities, and the chemical industry, security experts worry that tampering 
with them could lead to a large-scale power outage or environmental disaster. 
Source: http://www.networkworld.com/news/2009/092309-contractor-pleads-guilty-to-
scada.html 

3. September 23, WNEP 16 Scranton – (Pennsylvania) Drilling halted after leaks at 
well.  Cabot Oil and Gas Company has stopped all drilling at a natural gas well in 
Susquehanna County, Pennsylvania, after three chemical spills in a week. The company 
drilling the well said work will now focus on making sure the project is safe from 
spills. Cabot Oil and Gas said it has mixed with water and used as a lubricant in the 
drilling process. Officials say that mixture leaked from a pipe here three times. The 
chemical got into the stream and wetlands. A Cabot spokesperson said LGC-35 only 
makes up up about .5 percent of that water/lubricant mixture. Because of that, the 
company said there is little harm to people living nearby. Drilling has stopped until 
Cabot can figure out a way to make the process at this well leak-proof. A spokesperson 
said the well off Troy Road is a little different from others because water needs to be 
pumped quite a distance before the drilling begins. 
Source: http://www.wnep.com/news/countybycounty/wnep-drilling-halted-after-leaks-
at-well,0,5787127.story 

For another story, see item 38  
 

http://www.networkworld.com/news/2009/092309-contractor-pleads-guilty-to-scada.html
http://www.networkworld.com/news/2009/092309-contractor-pleads-guilty-to-scada.html
http://www.wnep.com/news/countybycounty/wnep-drilling-halted-after-leaks-at-well,0,5787127.story
http://www.wnep.com/news/countybycounty/wnep-drilling-halted-after-leaks-at-well,0,5787127.story
http://story.birminghamstar.com/index.php/ct/9/cid/3a8a80d6f705f8cc/id/546740/cs/1/
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[Return to top]  

Chemical Industry Sector 

4. September 23, KSAX 42 Alexandria – (Minnesota) Hazardous materials spill after 
truck hits several cattle near Akeley. Multiple law enforcement agencies responded 
to a large delivery type truck that struck several cattle early September 23 in Akeley, 
Minnesota. “There were a load of cows and I suppose he [the driver] had no time to 
stop and that’s what caused the accident,” said a Park Rapids resident who heard the 
entire accident on his scanner. The accident occurred on Hwy 64 just 3 miles south of 
Akeley. The road was closed due to this accident. The crash caused hazardous material 
on the load to leak onto the highway. “Hearing the hazmat, it was all hydrochloric acid, 
wasn’t oil and I heard it right over the scanner from the hazmat team,” the resident said. 
Residences were evacuated around the area, but it is not known how many. The 
highway was detoured onto Hubbard Co. Rd. 22 from Hwy 34, 1 West of Nevis to Hwy 
64 until the hazmat crews were able to clean up the hazardous material. 
Source: http://ksax.com/article/stories/S1154073.shtml?cat=10267 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. September 24, Chillicothe Gazette – (Ohio) Piketon plant sets emergency response 
exercise for Saturday. The United States Enrichment Corp. will conduct an 
emergency response exercise at its Piketon plant Saturday. The exercise will take place 
between 8 a.m. and 3 p.m. and is designed to test plant emergency plans and 
procedures. As part of the exercise, local residents may see or hear emergency vehicles 
such as fire trucks and ambulances, uniformed emergency response personnel, public 
warning sirens and Emergency Alert System information. Roads around the plant may 
be temporarily closed during the exercise. Participants in the exercise may include 
community residents involved in emergency response activities, as well as employees 
who are involved in the emergency response organization at the plant. 
Source: 
http://www.chillicothegazette.com/article/20090924/NEWS01/909240306/1002 

6. September 24, KCTV 5 Kansas City – (Kansas) Radioactive case found in KCK 
cemetery. A stolen plastic case with radioactive material was found near a Kansas 
City, Kansas, cemetery Wednesday. The case was located in some woods just behind 
the cemetery by a man hired to mow the grass at the city cemetery. The case is known 
as a pelican case, which features a hard plastic shell. The case had radioactive stickers 
on the outside. Hazmat crews were called to the scene to investigate the case and it 
tested positive for a radioactive substance known as cesium 137. The case contained 
construction equipment and was stolen more than a year ago. Fire officials say it was 
weathered and likely dumped at the cemetery when the thief figured out the device was 
useless for anything but its intended purpose. “The equipment itself is used to test the 
compactness of the soil in building bridges,” the assistant fire chief said. “So it’s no 

http://ksax.com/article/stories/S1154073.shtml?cat=10267
http://www.chillicothegazette.com/article/20090924/NEWS01/909240306/1002
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danger to anybody in the immediate area at all.” 
Source: http://www.kctv5.com/news/21100835/detail.html 

[Return to top]  

Critical Manufacturing Sector 

7. September 23, Mason City Globe Gazette – (Iowa) No injuries in Graham 
Manufacturing fire. A plastic sawdust collecting system ignited, caused a small fire at 
Graham Manufacturing on September 23 in Mason City, Iowa. The Mason City Fire 
Department responded to the fire call around 1:20 a.m. When firefighters arrived the 
fire had already been extinguished by Graham employees, according to the fire 
department. The department checked the system to make sure there was not any other 
smoldering materials that might re-ignite. The sawdust collecting system is used to pull 
sawdust out of the work station and into a semi tractor trailer outside of the building. 
No one was injured in the small fire. 
Source: 
http://www.globegazette.com/articles/2009/09/23/news/latest/doc4aba2de41cae250008
2742.txt 

[Return to top]  

Defense Industrial Base Sector 

8. September 23, Associated Press – (Kentucky) Indictment: Contractor tried to kill 
witnesses. A military contractor under investigation on allegations he over-billed and 
did faulty repair work on Navy and Army aircraft has been indicted on charges he 
attempted to kill two witnesses in the case. A federal grand jury Wednesday handed up 
the indictment against the owner of Shaw Aero Instruments in Louisville, Kentucky. At 
a preliminary hearing in August, witnesses testified that he offered to pay his son 
$100,000 to kill two former employees of Shaw Aero Instruments, because the pair 
were providing information and evidence to law enforcement officers related to 
criminal investigations of some of his alleged fraudulent business practices. The man is 
scheduled to appear for arraignment September 28 before the U.S. magistrate judge. 
Source: http://www.armytimes.com/news/2009/09/ap_contractor_charges_092309/ 

9. September 22, Haaretz – (International) Poor maintenance caused F-16 failure. The 
malfunction of an Israel Air Force (IAF) F-16I fighter aircraft that necessitated an 
emergency landing on September 3 was apparently caused by human error in the 
maintenance of the engine. The pilot narrowly averted a crash by executing a rarely 
used maneuver to glide the plane to a landing. Shortly after takeoff from the Ramon Air 
Force Base, on a routine training flight, the pilot of the jet — the IAF’s most advanced 
model — discovered that he was unable to reduce the engine speed because it remained 
in after-burner mode after takeoff. Together with the squadron commander the pilot 
decided to shut down the engine and glide to a landing. The pilot and the navigator 
were uninjured. Following the incident all F-16Is were grounded for 24 hours and the 

http://www.globegazette.com/articles/2009/09/23/news/latest/doc4aba2de41cae2500082742.txt
http://www.globegazette.com/articles/2009/09/23/news/latest/doc4aba2de41cae2500082742.txt
http://www.armytimes.com/news/2009/09/ap_contractor_charges_092309/
http://www.kctv5.com/news/21100835/detail.html
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IAF commander ordered a probe. The reason for the malfunction was quickly 
ascertained and the no-fly order was rescinded. The probe revealed that a technician at 
the Ramon base had made a mistake in the course of normal maintenance of an engine 
part connected to the throttle. Supervision of the technicians may also have been faulty. 
The IDF Spokesman’s Office said the investigation is continuing. 
Source: http://www.haaretz.com/hasen/spages/1115747.html 

[Return to top]  

Banking and Finance Sector 

10. September 24, Bloomberg – (International) Seized U.S. bonds for $116 billion are 
fake, prosecutor says. U.S. Treasury bonds with a face value of $116 billion seized in 
Italy in August are fake and were destined for U.S. investors, according to the 
prosecutor running the probe. The phony U.S. securities were sent to Italy from the 
Philippines and confiscated on August 19 at Milan’s Malpensa airport, the Italian 
prosecutor said in an interview Thursday. In June, police seized $134 billion of fake 
U.S. securities at the border with Switzerland. Prosecutors do not have evidence to link 
the two batches of bonds, both dated from 1934 and of $500 million denominations, he 
said. A woman from the Philippines, who was to receive the bonds taken in August, 
and the sender, her brother, who later traveled to Italy, were arrested by local police, 
the prosecutor said. The man remains in custody, he added. The U.S. Secret Service 
assisted in analyzing the bonds to determine whether they are counterfeit. Had the notes 
been genuine, the pair would have been the U.S. government’s sixth-biggest creditor, 
behind Russia, which is owed $118 billion. 
Source: http://www.bloomberg.com/apps/news?pid=20601085&sid=axQHQfCUfOcM 

[Return to top]  

Transportation Sector 

11. September 24, Milwaukee Journal Sentinel – (Wisconsin) Hoan Bridge decision 
needed sooner than expected. The Wisconsin State Department of Transportation 
(DOT) added an element of urgency Wednesday to the repair-or-replace decision on 
the expansive Hoan Bridge in Milwaukee County. Repairs to the 2.5 of miles of 
roadway need to start in 2011 — a year ahead of previous estimates — to head off 
restrictions on heavy trucks and other limitations on traffic in 2013, according to a 
report on the condition of the bridge. The work would replace crumbling concrete and 
eroding support steel on the bridge deck. Concrete box girders that support the ramps 
leading to the bridge also are deteriorating. The report from the DOT narrowed the time 
frame for exploring whether to fix the structure in its place, replace the 37-year-old 
bridge with a smaller span or replace it to the west of the Port of Milwaukee. Over the 
next month, Transportation Department planners will put together a list of what options 
should be studied and how much the work will cost, according to the executive 
assistant to the department secretary. They also will move ahead with the engineering 
work necessary to start the resurfacing work in 2011, an undertaking that would cost up 

http://www.bloomberg.com/apps/news?pid=20601085&sid=axQHQfCUfOcM
http://www.haaretz.com/hasen/spages/1115747.html
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to $240 million when paired with work on the Lake Interchange. 
Source: http://www.jsonline.com/news/milwaukee/60702007.html 

12. September 24, Chicago Tribune – (Illinois) O’Hare Airport hit for safety violations 
in FAA report. Federal inspectors found numerous violations at O’Hare International 
Airport in Illinois that endanger airplanes at the most critical phases of flight — 
takeoffs and landings, officials said Wednesday. The safety breaches, uncovered by the 
Federal Aviation Administration (FAA) during routine inspections last month at 
O’Hare, range from debris on runways to excessive amounts of tall grass and weeds 
that create hazards for planes by attracting birds and other wildlife. A warning notice 
from the FAA to Chicago said the inspections show that O’Hare is seriously out of 
compliance with federal aviation law. The notice, called a “letter of correction,” also 
chastised the Chicago Department of Aviation for what the federal agency called a 
pattern of false statements in its self-inspection program. “The daily self-inspection 
records do not reflect actual conditions in the field, violations have not been noted on 
the self-inspection records that are evident in the field,” said the FAA letter. Most of 
the violations have already been corrected, and the rest, involving the training of 
workers driving on the airfield and filing accurate self-inspection reports, will be 
resolved by the end of November, said a spokeswoman for the Aviation Department. 
An object as small as a stone on a runway can pose a danger to flight by being ingested 
into aircraft jet turbines or piercing a fuel tank and sparking an explosion and fire. Yet 
FAA inspectors found rocks, garbage and wood survey stakes used during construction 
on runways and taxiways at O’Hare. Collisions between aircraft and birds are a 
constant threat to safety at airports like O’Hare that are surrounded by woods and 
waterways. The problems at O’Hare the FAA cited in its warning notice are considered 
major violations — not just housekeeping issues — because airfields are supposed to 
be sterile environments free of debris and other hazards that could interfere with flights.  
Source: http://www.chicagotribune.com/news/chi-ohare-runways-24-
sep24,0,6297221.story 

13. September 24, Pittsburgh Tribune-Review – (Pennsylvania) 14 arrested in 
Greenpeace bridge stunts as G-20 debuts in Pittsburgh. Fourteen activists from 
Greenpeace trying to send a “message to the leaders of the G-20” were arrested scaling 
two key city bridges Wednesday as authorities continued to bulk up security with extra 
officers for the economic summit. The first arrests of protesters in advance of the 
international meeting took place after eight people using ropes rappelled from the West 
End Bridge and unfurled a banner reading: “Danger. Climate Destruction Ahead. 
Reduce CO2 Emissions Now.” Police detained a man on the bridge who helped them, 
as well as five people trying to hang a banner from the Fort Pitt Bridge about 10:30 
a.m. The five men and three women on the West End Bridge spent about 2 1/2 hours 
dangling above the Ohio River before climbing back to police, who took them to the 
Allegheny County Jail. Police planned to charge them with trespassing, disorderly 
conduct, obstruction of traffic, and possession of instruments of crime, said the 
Pittsburgh police assistant chief. He said they were outfitted in “very sophisticated” 
climbing gear. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/pittsburgh/s_644707.html 

http://www.chicagotribune.com/news/chi-ohare-runways-24-sep24,0,6297221.story
http://www.chicagotribune.com/news/chi-ohare-runways-24-sep24,0,6297221.story
http://www.pittsburghlive.com/x/pittsburghtrib/news/pittsburgh/s_644707.html
http://www.jsonline.com/news/milwaukee/60702007.html
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14. September 23, Aviation Web – (National) FAA resumes aircraft kit approvals. The 
Federal Aviation Administration (FAA) last week ended its suspension of amateur-built 
aircraft kit evaluations, which had been in effect since February 2008. The FAA had 
put the kit evaluations on hold while it worked on a revision of its interpretation of the 
“51-percent” regulations that govern amateur-built aircraft. In a new policy statement, 
the FAA outlines its procedures for creating a National Kit Evaluation Team and 
establishes a standard methodology for evaluating amateur-built aircraft kits. The team 
will determine if a kit would allow an amateur builder to meet the “major portion” 
requirements of the FARs, but the team does not certify, approve, or recommend any of 
the kits, the FAA said. Submission of kits for examination is not required. Kits that are 
evaluated and are determined to meet the major-portion requirement of the FARs will 
be added to the List of Amateur-Built Aircraft Kits located on the FAA Web site.  
Source: 
http://www.avweb.com/avwebflash/news/FAAResumesAircraftKitApprovals_201200-
1.html 

15. September 23, Aviation Web – (Colorado) New ground-based system provides radar-
like coverage in Rockies. The Federal Aviation Administration (FAA) has installed a 
stopgap system in Colorado that allows air traffic controllers to track aircraft in remote, 
mountainous regions where radar can not reach, while waiting for the NextGen 
satellite-based ADS-B system to become operational in 2013. “The new system, called 
Wide-Area Multilateration (WAM), lets us see aircraft we could not see before due to 
the rugged terrain,” said an FAA administrator. “It improves the safety and efficiency 
of those flights and saves time and money for passengers and operators.” The Colorado 
Department of Transportation (DOT) estimates an average of 75 aircraft are delayed 
each day in the region between November and April. The WAM system, which went 
online September 12, uses a network of about 20 small sensors deployed in remote 
areas. The sensors send out signals that are received and sent back by aircraft 
transponders. The precise location of aircraft is determined by triangulating the time 
and distance measurements of those signals. Controllers can see these aircraft on their 
screens as if they were radar targets. The sensors are deployed around four airports: 
Yampa Valley-Hayden, Garfield County Regional-Rifle, Steamboat Springs, and 
Craig-Moffat County, in an area that has a bustling tourist economy, especially during 
the ski season. The system, developed by Sensis, is the first multilateration system 
accepted into the National Airspace System by the FAA for the separation of en route 
aircraft by air traffic controllers. It will also provide important information for search-
and-rescue missions. Once ADS-B is operational, WAM will serve as a backup in the 
event of a GPS outage. The FAA will operate and maintain the system, and will 
monitor its effectiveness to determine further deployment. 
Source: 
http://www.avweb.com/avwebflash/news/NewGroundBasedSystemProvidesRadarLike
CoverageInRockies_201199-1.html 

For more stories, see items 4 and 28  
 
[Return to top]  

http://www.avweb.com/avwebflash/news/FAAResumesAircraftKitApprovals_201200-1.html
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Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

16. September 24, Associated Press – (Georgia) Report: Sugar company ignored 
dangers before blast. A federal agency says Imperial Sugar and managers at its 
Georgia refinery ignored known dangers of explosive dust for decades before a 2008 
explosion killed 14 workers. The U.S. Chemical Safety Board released results of its 
investigation Thursday. It finds that the company likely could have prevented the 
deaths with routine housekeeping at the plant near Savannah. The agency says internal 
memos at the refinery contained warnings about dust written in the 1960s. The report 
says the initial explosion came from a conveyor belt used to move sugar that had a steel 
cover that trapped dust until it exploded like gunpowder. The agency says the first blast 
kicked up sugar dust coating other areas, causing secondary explosions that likely 
killed the employees.  
Source: 
http://www.fox10tv.com/dpp/news/national/south/nat_ap_georgia_report_sugar_compa
ny_ignored_dangers_before_blast_200909241008_2897821 

For another story, see item 4  
 
[Return to top]  

Water Sector 

17. September 24, WBNG 12 Binghamton – (New York) Natural gas leak at sewage 
treatment plant in Vestal. Vestal, New York fire and police are investigating a natural 
gas leak at the joint sewage treatment plant this morning. A call came in just after 3 
AM of a suspected gas leak at the facility on Old Vestal Road. Officials say employees 
evacuated the building prior to the fire department’s arrival. Vestal Police confirm there 
was a natural gas leak at the plant. The fire chief and a NYSEG representative are still 
on the scene, but most crews have left. No word yet on when the facility will reopen. 
Source: http://www.wbng.com/news/local/61044012.html 

18. September 23, U.S. Environmental Protection Agency – (National) EPA releases list of 
priority drinking water contaminants for regulatory consideration. The 
Environmental Protection Agency (EPA) is releasing its third list of drinking water 
contaminants that are known or anticipated to occur in public water systems and may 
require regulation. EPA will continue to evaluate and collect data on the contaminants, 
and determine by 2013 for some of them whether or not to propose drinking water 
regulations. The contaminant candidate list (CCL 3) includes 104 chemical 
contaminants or groups and 12 microbes. Among them are contaminants, pesticides, 

http://www.fox10tv.com/dpp/news/national/south/nat_ap_georgia_report_sugar_company_ignored_dangers_before_blast_200909241008_2897821
http://www.fox10tv.com/dpp/news/national/south/nat_ap_georgia_report_sugar_company_ignored_dangers_before_blast_200909241008_2897821
http://www.wbng.com/news/local/61044012.html
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disinfection byproducts, pharmaceuticals, chemicals used in commerce, waterborne 
pathogens, and algal toxins. The agency’s selection of the contaminants builds upon 
evaluations used for previous lists and is based on substantial expert input and 
recommendations from different groups including stakeholders, the National Research 
Council and the National Drinking Water Advisory Council. EPA will make regulatory 
determinations for at least five contaminants in accordance with the Safe Drinking 
Water Act. For those CCL 3 contaminants that lack sufficient information for a 
regulatory determination by 2013, EPA will encourage research to provide the 
information needed. The agency evaluated approximately 7,500 chemicals and 
microbes and selected 116 candidates for the final list based on their potential to pose 
health risks through drinking water exposure. The agency considered the best available 
health effects and occurrence data and information to evaluate unregulated 
contaminants. A draft CCL 3 was published for review and comment on February 21, 
2008. EPA reviewed and analyzed the information provided in the comments in 
developing the final CCL 3. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/F4ADA31C487F84908525763A004B5CF
3 

19. September 23, Des Moines Register – (Iowa) Algae prompt Des Moines to switch 
drinking-water river. Record levels of potentially toxic algae in the Raccoon River 
have once again forced the Des Moines, Iowa Water Works to draw from the Des 
Moines River to keep drinking water free of poor tastes, bad smells and health risks. 
Levels of blue-green algae — also known as cyanobacteria — for the past month have 
been higher than those of last year, when readings were the highest that the Water 
Works CEO had seen in his nearly 30 years of service. Samples collected from the 
Raccoon in recent weeks have frequently exceeded 20,000 cyanobacteria cells per 
milliliter of river water — well beyond levels that can easily be treated for use as 
drinking water. Tests from this week showed levels above 60,000 — the highest 
waterworks employees have ever measured in the Raccoon River. In some cases, 
cyanobacteria can release a toxin that can sicken or even kill animals and humans. Of 
further concern this year: Blue-green algae blooms have been more prevalent in the Des 
Moines River than in the past. 
Source: http://www.desmoinesregister.com/article/20090923/NEWS/909230350/-
1/NEWS04 

For another story, see item 37  
 
[Return to top]  

Public Health and Healthcare Sector 

20. September 24, CBS News and Associated Press – (International) Trial AIDS vaccine 
cuts infection risk 31 percent. For the first time, an experimental vaccine has 
prevented infection with the AIDS virus, a watershed event in the deadly epidemic and 
a surprising result. Recent failures led many scientists to think such a vaccine might 

http://www.desmoinesregister.com/article/20090923/NEWS/909230350/-1/NEWS04
http://www.desmoinesregister.com/article/20090923/NEWS/909230350/-1/NEWS04
http://yosemite.epa.gov/opa/admpress.nsf/0/F4ADA31C487F84908525763A004B5CF3
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never be possible. The vaccine cut the risk of becoming infected with HIV by more 
than 31 per cent in the world’s largest AIDS vaccine trial of more than 16,000 
volunteers in Thailand, researchers announced Thursday in Bangkok. Even though the 
benefit is modest, “it’s the first evidence that we could have a safe and effective 
preventive vaccine,” said the colonel who helped lead the study for the U.S. Army, 
which sponsored it with the National Institute of Allergy and Infectious Diseases. The 
study was done in Thailand because U.S. Army scientists did pivotal research in that 
country when the AIDS epidemic emerged there, isolating virus strains and providing 
genetic information on them to vaccine makers. The Thai government also strongly 
supported the idea of doing the study. 
Source: 
http://www.cbsnews.com/stories/2009/09/24/health/main5334317.shtml?tag=stack 

21. September 24, MSNBC – (National) Tylenol recalls some children’s 
medications. The makers of Tylenol have recalled more than 20 types of children’s 
and infant’s medications as a precaution against possible contamination. The liquid 
products were being voluntarily pulled from stores and warehouses because bacteria 
were detected in one of the inactive ingredients, the company said. The ingredient with 
the bacteria was not used in packaged Tylenol products sold in stores, but was 
manufactured at the same time. The company did not announce whether any children 
had been sickened by the medicines. The recalled products include: Children’s Tylenol 
Cold MS Suspension 4 oz. Grape, Children’s Tylenol Plus Cough & Runny Nose 4 oz. 
Cherry, and Infant’s Tylenol Suspension Drop 1 oz. Grape. The recalled products were 
made between April and June 2008. The recall involves only liquid Tylenol products. 
Source: http://www.msnbc.msn.com/id/33000550/ns/health-kids_and_parenting/ 

22. September 23, Global Security Newswire – (Maryland) Army official touts safety 
measures at planned biodefense lab. A U.S. Army official expressed confidence in 
the safety features planned for the new home of the U.S. Army Medical Research 
Institute of Infectious Diseases (USAMRIID) at Fort Detrick, Maryland, the Associated 
Press reported. A “cultural change” emphasizing security has unfolded at the institute 
in recent years, USAMRIID deputy director told a National Academy of Sciences 
committee. The body is expected to assess health and safety concerns raised by 
observers who believe there has been insufficient consideration regarding the potential 
release or diversion of an infectious agent from the facility. Concerns about the 
laboratory have been highlighted by the naming of a one-time USAMRIID researcher 
as the suspected perpetrator of the 2001 anthrax mailings, AP reported. The man killed 
himself last year before any charges were filed. 
Source: http://gsn.nti.org/gsn/nw_20090923_4502.php 

[Return to top]  

Government Facilities Sector 

23. September 24, Lexington Herald Leader – (Kentucky) EKU posted about 5,000 Social 
Security numbers online for a year. The names and Social Security numbers of about 

http://www.msnbc.msn.com/id/33000550/ns/health-kids_and_parenting/
http://gsn.nti.org/gsn/nw_20090923_4502.php
http://www.cbsnews.com/stories/2009/09/24/health/main5334317.shtml?tag=stack
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5,000 Eastern Kentucky University faculty, staff, and student workers were 
inadvertently put on the Internet last September, where they have stayed for a year, 
according to the EKU president. There is no evidence that the information was 
accessed or replicated, the president said in a campus-wide e-mail sent Tuesday. Only 
those who entered the exact filename, which was lengthy and complex, or conducted a 
precise Google search could have accessed the information, he said. The university 
president sent letters to all 5,045 people on the list, all of whom were on the EKU 
payroll in 2007-08. The information was posted September 29, 2008, and discovered 
Friday. 
Source: http://www.kentucky.com/latest_news/story/947409.html 

24. September 24, WYFF 4 Greenville – (South Carolina) Police: Charges pending after 
college explosive prank. Explosions at Newberry College in Newberry, South 
Carolina, started Tuesday night and continued into Wednesday, putting law 
enforcement on high alert. The “events revolved around pranks that actually went bad, 
and a very, very serious situation involving explosive devices,” said the Newberry 
County sheriff. Officials said the first device exploded outside Richard Brokaw Hall, 
which houses 293 students, Tuesday at about 11:30 p.m. A second explosion inside the 
dorm happened almost an hour and a half later and started a panic. The last blast went 
off Wednesday morning at about 11:30 p.m. again in the Brokaw dormitory. School 
officials called police. Investigators determined that the explosions were the result of 
what they call “over-pressure devices” made with water bottles and other household 
ingredients. Officials said no one was hurt by the bombs, but they caused some 
damage, mainly burning carpet. The sheriff said that charges are pending against four 
Newberry College students. He said he did not know the exact wording of the charges 
but that they would be along the lines of “manufacturing of a destructive device.” 
Source: http://www.wyff4.com/news/21084940/detail.html 

25. September 23, Associated Press – (Kentucky) Census worker hanged with ‘fed’ on 
body. A U.S. Census worker found hanged from a tree near a Kentucky cemetery had 
the word “fed” scrawled on his chest, a law enforcement official said Wednesday. The 
FBI is investigating whether he was a victim of anti-government sentiment. A law 
enforcement official, who was not authorized to discuss the case and requested 
anonymity, did not say what type of instrument was used to write the word on the chest 
of the victim, a 51-year-old part-time Census field worker and teacher. He was found 
September 12 in a remote patch of the Daniel Boone National Forest in rural southeast 
Kentucky. The Census has suspended door-to-door interviews in rural Clay County, 
where the body was found, pending the outcome of the investigation. An autopsy report 
is pending. An FBI spokesman said the bureau is assisting state police and declined to 
confirm or discuss any details about the crime scene. Attacking a federal worker during 
or because of his federal job is a federal crime. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jbzG_BlkG2Hfc818EPRRn1bB
lP6gD9ATASJ00 
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Emergency Services Sector 

26. September 24, United Press International – (New York) NYPD terror unit official 
transferred. The New York Police Department removed a senior leader from one of its 
two anti-terrorism units, saying it found the unit disrupted a federal terrorism probe. 
The federal investigation was disturbed when detectives from the city’s Intelligence 
division sought help from a Muslim imam who alerted the main suspect in the inquiry, 
The New York Times reported Thursday. An official with the city’s Counterterrorism 
Bureau was transferred to the Intelligence Division to replace the removed official, who 
was transferred to another division, police said. NYPD has not acknowledged any 
miscues by Intelligence Division detectives trying to seek help from the imam, the 
Times said.  
Source: http://www.upi.com/Top_News/2009/09/24/NYPD-terror-unit-official-
transferred/UPI-66381253798578/ 

27. September 24, Las Vegas Sun – (Nevada) Busted pipe spares evidence at Boulder 
City Police Station. A pipe that burst during renovation of the Boulder City Police 
Station flooded the evidence room but did not damage any evidence, police say. The 
pipe, part of the fire suppression system, broke August 25 in an upstairs area that is 
being turned into new offices for the police chief, deputy chief and an assistant as well 
as a conference room, a Public Works Department official said. Water flooded the 
evidence room in the basement below those offices and damaged the current office of a 
deputy, which is also in the basement below the work area.  
Source: http://www.lasvegassun.com/news/2009/sep/24/busted-pipe-spares-evidence-
police-station/ 

28. September 23, U.S. Department of Homeland Security – (National) Secretary 
Napolitano announces more than $380 million in preparedness grants funded by 
the Recovery Act. The Secretary of the Department of Homeland Security (DHS) 
Wednesday announced more than $380 million in grants—funded by the American 
Recovery and Reinvestment Act (ARRA)—to pay for fire station construction and port 
and transit security initiatives nationwide while creating jobs and stimulating local 
economies. The ARRA grants will protect critical infrastructure facilities and transit 
systems and strengthen community response efforts by supporting new fire station 
construction and upgrades. The Port Security Grant Program (PSGP) is awarding $150 
million in ARRA funding to protect critical port infrastructure from terrorism. The 
Transit Security Grant Program (TSGP) is awarding $72 million in ARRA funding for 
capital projects, such as improvements to high-density tunnels, stations and bridges. 
And the Fire Station Construction Grant Program (SCG) is awarding $166 million for 
fire departments to build new or modify existing fire stations to enhance response 
capabilities and protect communities from fire-related hazards. These grants will 
replace unsafe or uninhabitable structures and expand fire protection coverage in 
compliance with National Fire Protection Association standards. 
Source: http://www.dhs.gov/ynews/releases/pr_1253638502878.shtm 

http://www.upi.com/Top_News/2009/09/24/NYPD-terror-unit-official-transferred/UPI-66381253798578/
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29. September 23, Jackson Citizen Patriot – (Michigan) State budget cuts will affect 
police, courts and prison system in Jackson area. As Michigan slows the flow of 
funds to cities, villages and townships, local officials say jails are forced to house more 
felons and deal with an increasing number of parolees. Jackson County police 
departments might be forced trim their costs or take officers off the streets. Local 
leaders expect the state’s efforts to trim a $2.8 billion budget deficit will affect public 
safety in Jackson and around the county. Anticipated are close to $80 million in cuts to 
the Department of Corrections, which already has shut down prisons and reduced their 
population by almost 10 percent — moves that Jackson County’s sheriff said affects 
county jails and police. If the cuts are deep, the city might have to eliminate police 
officers or other positions. This comes at a time when the city already has fewer police 
positions. In the past few years, the number of sworn officers has fallen from about 71 
to 65. Calls for service also have increased slightly in Jackson, and the Department of 
Corrections is releasing more parolees, which could further strain resources.  
Source: 
http://www.mlive.com/news/jackson/index.ssf/2009/09/state_budget_cuts_will_affect.h
tml 

30. September 22, WWL 4 New Orleans – (Louisiana) Conditions at Orleans Parish jail 
found unconstitutional by Justice Department. A report by the U.S. Department of 
Justice paints a particularly bleak picture of conditions inside Orleans Parish Prison, 
citing abusive conditions and poor health conditions. The report criticizes the criminal 
sheriff and his staff for abusive conditions inside the jail, and a poor system for 
reporting or investigating allegations of excessive force, as well as poor health and 
sanitary conditions inside the prison and a lack of mental health care. In a September 
11 letter to the sheriff, authorities detail the allegations and the report’s findings, “We 
find that OPP fails to adequately protect inmates from harm and serious risk of harm 
from staff and other inmates; fails to provide inmates with adequate mental health care; 
fails to provide adequate suicide prevention; fails to provide adequate medication 
management; fails to provide safe and sanitary environmental conditions; and fails to 
provide adequate fire safety precautions,” the letter reads. In the report, federal 
authorities comment that the effects of Hurricane Katrina are still evident at the prison 
and they note that there have been improvements made since the storm flooded the 
prison facilities, many of which have been rebuilt or are in the process of being 
renovated with FEMA funding. Prior to the storm, the report notes, Orleans Parish 
Prison could house up to 8,000 inmates, housing an average of 6,500 daily. Post-
Katrina, the capacity has been reduced to 2,545 inmates. 
Source: http://www.wwltv.com/topstories/stories/wwl092209cbdojopp.1a71afff9.html 
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Information Technology Sector 

31. September 24, The Register – (International) Phishing worm spreads across 
Twitter. A worm linked to a new phishing scam is spreading via messages on Twitter. 
Already compromised accounts are sending direct messages to users including a link to 
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a video clip, like this: “rofl this you on here? http://videos.twitter.secure-
logins01.com.” Users who follow the link are invited to submit their login credentials 
via a counterfeit Twitter login page. In the process they surrender control of their 
micro-blogging account to hackers, who use the access to send out a fresh round of 
phishing lures. This is far from the first time miscreants have launched a phishing 
attack that targets Twitter users. Previous assaults along the same lines claimed to link 
to a “funny picture” of the victim. As with the latest attack, the phishing lures came in 
direct messages from someone an intended mark was likely to know. 
Source: http://www.theregister.co.uk/2009/09/24/twitter_phishing_worm/ 

32. September 23, IDG News Service – (International) Drudge, other sites flooded with 
malicious ads. Criminals flooded several online ad networks with malicious 
advertisements over the weekend, causing popular Web sites such as the Drudge 
Report, Horoscope.com and Lyrics.com to inadvertently attack their readers, a security 
company said Wednesday. The trouble started on Saturday, when the criminals 
somehow placed the malicious ads on networks managed by Google’s DoubleClick, as 
well as two others: YieldManager and ValueClick’s Fastclick network, according to a 
senior security researcher with ScanSafe. The attack comes just a week after the New 
York Times Web site was tricked into displaying a deceptive ‘scareware’ advertisement 
for fake antivirus software from scammers pretending to be ad buyers with Vonage, an 
Internet telephony company. Instead of trying to trick Web surfers into buying bogus 
software, these ads attacked. They would pop up a nearly invisible window in the 
victim’s browser that contained a maliciously encoded pdf document, which included 
attack code that placed a variant of the Win32/Alureon Trojan horse program on the 
victim’s computer. Sometimes, the ads would also try to exploit a previously patched 
flaw in Microsoft’s DirectShow software. 
Source: 
http://www.computerworld.com/s/article/9138457/Drudge_other_sites_flooded_with_
malicious_ads?taxonomyId=17 

33. September 23, IDG News Service – (International) Cisco patches a dozen router 
bugs. Cisco Systems has released its twice-yearly set of security patches for its router 
firmware, fixing 12 security flaws in the products. Cisco describes the bugs in 11 
security advisories, released Wednesday, saying that they affect routers and switches 
that use the Cisco Unified Communications Manager, as well as a variety of services in 
the devices’ underlying Cisco IOS operating system. “Exploits of the individual 
vulnerabilities could result in two different impacts, a breach in confidentiality or a 
denial of service,” Cisco said in a note describing the updates, posted to its Web site on 
Wednesday. Cisco is patching so many bugs at once because, like other major 
technology vendors, it now releases its security updates on pre-set days. This makes it 
easier for IT staff to plan its patching. Cisco’s updates come on the fourth Wednesday 
of March and September each year, meaning that the next IOS patches are due March 
24, 2010. 
Source: 
http://www.computerworld.com/s/article/9138434/Cisco_patches_a_dozen_router_bug
s?taxonomyId=17 
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34. September 23, eWeek – (National) House panel approves cyber-security R and D 
bill. A U.S. House subcommittee September 23 approved legislation requiring federal 
agencies to develop, update and implement strategic plans for cyber-security R&D. The 
Cybersecurity Research and Development Amendments Act of 2009 calls for agencies 
to create a road map detailing each agency’s cyber-security role and the level of 
funding required to fulfill the research objectives. In addition, the bill would require the 
NSF (National Science Foundation) to support research on the social and behavioral 
aspects of cyber-security. The legislation now moves to the full Committee on Science 
and Technology. The subcommittee has held three hearings to examine the state of 
federal cyber-security, including areas where progress is needed, the need for a more 
coordinated and prioritized research portfolio, better partnerships between the private 
sector and government and training for the IT work force.  
Source: http://www.eweek.com/c/a/Security/House-Panel-Approves-CyberSecurity-
RD-Bill-392584/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

35. September 24, Contra Costa Times – (California) Fire at Walnut Creek Comcast 
building deemed suspicious. A single-alarm fire that damaged a Comcast services 
building early Thursday morning is being investigated as a possible arson, the Contra 
Costa Fire District said. Firefighters were called to the company’s network services 
building near Arroyo Way and North Broadway about 3:45 a.m. and found the front of 
the building heavily engulfed, said the battalion chief. The fire was extinguished within 
15 minutes, but not before causing hundreds of thousands of dollars in damage to the 
building and computer equipment, he added. The company said that nearly 40,000 local 
Comcast customers experienced interruptions to their cable and Internet service after 
the fire broke out, but have since had their service restored. No one was inside the 
building when the fire was reported and no firefighters were injured. He said the fire 
was suspicious but declined to speak further, saying an investigation is underway. 
Source: 
http://www.contracostatimes.com/news/ci_13409971?nclick_check=1&forced=true 

36. September 24, Texarkana Gazette – (Arkansas) Water damages cables. About 1,500 
Arkansas Windstream Telecommunications customers are without service following 
storms late Monday and early Tuesday. A company spokesman said a 700-foot stretch 
of underground telephone cable at East Ninth and Broad streets sustained water damage 
and must be replaced. The cable contains more than 2,000 cable pairs of wire that 
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provide voice and broadband services to customers.  
Source: http://www.texarkanagazette.com/news/localnews/2009/09/24/water-damages-
cables-15.php 
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Commercial Facilities Sector 
 

Nothing to report 
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National Monuments and Icons Sector 

37. September 24, National Parks Traveler – (Georgia) Major sewage spill continues at 
Chattahoochee River National Recreation Area after recent floods. Recent heavy 
rains in the Atlanta, Georgia area have created plenty of misery for area residents, and 
cleanup at the Chattahoochee River National Recreation Area will take some time. 
Waters have receded, but the river remains closed to the public due to major problems 
from an ongoing release of raw sewage. Areas around the park received up to 20 inches 
of rain early this week, forcing the operators of Georgia Power’s Morgan Falls Dam to 
open a total of eight flood gates. Numerous park facilities were closed in anticipation of 
major flooding, and that proved to be a wise decision. This was the second highest flow 
recorded since the river reached 29 feet in December of 1919. Reports from the park 
summarize the situation: River waters contaminated with sewage continue to present a 
public health issue; some sewage treatment plants are still out of service due to flood 
damage and are dumping untreated sewage directly in to the river; ten park areas 
remain closed, with rangers continuing to enforce closures to ensure public safety. 
These areas will likely remain closed until next week to allow the sewage-contaminated 
debris to dry and become inert. 
Source: http://www.nationalparkstraveler.com/2009/09/major-sewage-spill-continues-
chattahoochee-river-national-recreation-area-after-recent-floods4620 
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Dams Sector 

38. September 24, Milwaukee Journal Sentinel – (Wisconsin) Utility plans dam 
upgrades. Two aging dams will receive upgrades valued in the tens of millions of 
dollars over the next five six years, Wisconsin Power & Light Co. (WP&L) said 
Wednesday. The plan is designed to ensure the viability of the dams, the company said. 
The work began this week with a $600,000 project to bolster the strength of the 
embankment at the Prairie du Sac Dam, by the Lake Wisconsin Country Club golf 
course. “We believe it is the right time to move ahead with an action plan to improve 
our hydroelectric power plants, both of which were built in the early 1900s,” said the 
WP&L president, in a statement. “These facilities have been among the most 
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dependable and reliable of our generating fleet and we are going to perform work at the 
dams that will lay the groundwork for many more years of productive operation.” The 
Kilbourn Dam in Wisconsin Dells is 100 years old, while the Prairie du Sac Dam is 95 
years old. It was once the largest dam west of Niagara Falls. The dams helped lead to 
the formation of the utility, now a subsidiary of Alliant Energy Corp. WP&L purchased 
both the Kilbourn and Prairie du Sac dams in 1917. Combined, the capacity of the two 
generating stations is roughly 40 megawatts of electricity, enough to power about 
40,000 homes with renewable energy. 
Source: http://www.jsonline.com/blogs/business/60677617.html 

39. September 24, Georgia Public Broadcasting – (Georgia) Crews work into night on 
Macon levee. Crews worked into the night piling sandbags in an effort to keep the 
rising Ocmulgee River away from the Macon, Georgia levee. On Wednesday a sewer 
pipe that runs under the levee ruptured. That created a large sink hole. As the rain 
swollen river kept rising, that sinkhole began filling with water. Nearly 200 people 
were involved in the effort to hold the river back. Some filled sandbags and others 
formed a human chain stacking the sandbags. They built a wall to keep the water from 
filling the sinkhole and creating a breach in the levee. Macon’s earthen levee is nearly 
six miles long. The earthen structure protects the city from the Ocmulgee River which 
flows right through downtown. The river is expected to crest close to 24 feet on 
Thursday afternoon. Back in June the U.S. Army Corps of Engineers conducted an 
inspection of the levee after the city completed work to strengthen it. Over the years it 
had fallen into disrepair. The Corps study on the levee is due out later this week. 
Source: http://www.gpb.org/news/2009/09/23/crews-work-into-night-on-macon-levee 

40. September 23, KOMO 4 Seattle – (Washington) Workers battle to patch dam site. In 
a race against the clock, engineers are working nonstop in an attempt to put a 
temporary patch around the leaky Howard Hanson Dam in Washington before the rainy 
season arrives. Crews are working 24 hours a day, six days a week, drilling holes and 
injecting a concrete grout mixture deep into what appears to the naked eye to be a part 
of the dam. But the engineers explain they’re actually filling parts of the adjoining 
hillside, using landslide material. January rains brought the highest levels the dam has 
ever seen in its 47-year-old history. And at that level, the hillside — not the engineered 
dam portion — began to leak. In the short term, crews are racing to build the first wall 
of a 90-foot deep grout curtain by November 1. A second grout curtain will follow. The 
engineers like to use a walnut analogy to explain their work. They say the section of the 
dam under repair is like a bunch of walnuts, and it is as if they are filling the space in 
between the walnuts with rice to stop the flow of water until they put a concrete 
solution in place. A permanent concrete solution will come several years in the future. 
On Tuesday the federal government approved $3 million for supplies that will help 
shore up the levees downstream. Engineers hope to have those sandbags and 
construction material on site by next weekend. 
Source: http://www.seattlepi.com/local/410474_dam24.html 

For another story, see item 37  
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