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Top Stories 

 According to the Associated Press, the Pennsylvania Department of Environmental 
Protection said Tuesday it issued a violation notice to Cabot Oil and Gas for two chemical 
spills last week at the company’s Heitsman natural gas well pad in Dimock Township, 
Susquehanna County. The spills, which totaled about 8,000 gallons and involved a liquid 
gel used as a drilling lubricant, polluted a wetland and killed fish. (See item 6) 

 According to the Associated Press, the government expanded a terrorism warning from 
transit systems to U.S. stadiums, hotels, and entertainment complexes as investigators 
searched for more suspects Tuesday in a possible al-Qaeda plot to set off hydrogen-
peroxide bombs hidden in backpacks. Two law enforcement officials told the Associated 
Press that more than a half-dozen people were being scrutinized in the alleged plot. (See 
item 41) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
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1. September 23, Bloomberg – (Texas) BP says it complied with U.S. safety order on 
Texas explosion. BP Plc says it has met its commitments to the U.S. government to 
improve safety at the Texas City, Texas, refinery following an explosion in 2005 that 
killed 15 workers and injured hundreds. The U.S. Occupational Safety and Health 
Administration (OSHA) has given BP until Wednesday to meet terms of an agreement 
reached in 2005 to make the improvements. In a letter to BP dated August 3, OSHA 
said BP’s failure to make the improvements would “constitute a failure to comply” with 
the settlement. “We believe we are in full compliance with our commitments,” a BP 
spokesman said in an e-mailed response to questions about the OSHA letter. “Since 
2005, we have made substantial investments at Texas City in our people, our work 
processes, and in upgrading our facilities.” Following a U.S. investigation of the March 
23, 2005 blast at the 470,000-barrel-a-day plant, BP pleaded guilty to one violation of 
the federal Clean Air Act and agreed to pay a $50 million fine. BP also resolved more 
than 4,000 injury and personal-property damage claims resulting from the explosion, 
relying upon a $2.1 billion settlement fund. An OSHA spokeswoman declined to 
comment. 
Source: http://www.bloomberg.com/apps/news?pid=20601102&sid=anAG7bvZQN1s 

2. September 23, Lexington Herald-Leader – (Kentucky) EPA says state must re-
evaluate power plant. Kentucky regulators must take another look at the permit they 
granted for a new unit at a coal-fired power plant near Maysville that began operating 
last spring, the federal Environmental Protection Agency (EPA) said Tuesday. The 
permit granted to East Kentucky Power Cooperative’s Spurlock No. 4 unit lacks the 
hazardous air pollution emission limits required by the Clean Air Act, the agency said. 
The Sierra Club, which had complained to the EPA, said the action shows that the 
Kentucky Division for Air Quality failed to require that the plant use the best available 
pollution controls. 
Source: http://www.kentucky.com/latest_news/story/946551.html 

3. September 23, Federal News Radio 1500 AM – (National) Scientists take an all-
hazards approach to Smart Grid security. The two way communication of the Smart 
Grid is tempting for hackers, thieves, and other criminals. The senior cybersecurity 
strategist in the computer security division information technology laboratory at NIST 
is charged with ensuring the Smart Grid is secure. She calls it an “all-hazards” 
approach to security of the Smart Grid. “Foreign countries, hackers, crime bosses, the 
criminal element and weather. I was at DHS when Hurricane Katrina hit. DHS’ mission 
at the time focused on threats from other countries and nation states. [After Katrina] we 
really expanded our mission because we realized how much weather can impact our 
entire country. So we have to look at that, because if you interconnect all of the grid 
and you have a major event like a hurricane, an earthquake, a tornado an ice storm in 
some areas that were out a month or six weeks, it can affect the overall grid, not just 
one region.” On top of all that, there are privacy issues. A thief could attempt to hack 
into the system and access a customer’s information online. But unscrupulous 
neighbors could also try to break in to get someone else to foot their electric bill. There 
is also some concern about what might happen if the Global Positioning System is 

http://www.bloomberg.com/apps/news?pid=20601102&sid=anAG7bvZQN1s
http://www.kentucky.com/latest_news/story/946551.html
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tampered with. GPS plays a large role in making the Smart Grid work. 
Source: http://www.federalnewsradio.com/index.php?nid=255&sid=1767369 

4. September 22, Seattle Post Intelligencer – (Alaska) Inadequate oil spill protection: 
BP pays up. BP Exploration Inc. has agreed to pay the state of Alaska $1.7 million 
because of inadequate oil spill containment measures at Prudhoe Bay and other 
facilities, the state announced on Tuesday. BP and Alaska’s Deptartment of 
Environmental Conservation have reached two compliance agreements to remedy 
violation of spill containment rules, discovered in what the Anchorage Daily News 
described as routine inspections. BP did not respond to a request for comment from the 
Daily News. Three spill containment areas did not meet capacity regulations. The 
violations centered on berms constructed around oil tanks, and designed to protect the 
Arctic’s fragile environment. The Alaska DEQ reported that many of the violations 
have been corrected, and that correction work will be completed by the end of the year. 
Source: http://blog.seattlepi.com/seattlepolitics/archives/179969.asp 

5. September 22, Denver Post – (Colorado) 4,000 gallons of spilled gas closed pass for 
day. Berthoud Pass was closed Monday after a fuel tanker overturned and spilled more 
than 4,000 gallons of gasoline. The driver was not hurt, according to authorities. 
Though conditions were snowy in the area, the roads were easily passable at the time of 
the crash, about 12:30 p.m., they said. The pass reopened shortly before 10 p.m. 
Monday. The cause of the crash is under investigation and no determination about 
charges, if any, has been made, said a spokesman for the Colorado State Patrol. 
Hazardous material crews contained the spill and were in the process of cleaning up the 
fuel late Monday, said a spokeswoman for the Colorado Department of Transportation. 
Berthoud Pass is the stretch of U.S. 40 that crosses the Continental Divide from Clear 
Creek to Grand counties. 
Source: http://www.denverpost.com/headlines/ci_13389951 

6. September 22, Associated Press – (Pennsylvania) Pa. DEP issues violation notice to 
Cabot Oil & Gas. The Pennsylvania Department of Environmental Protection said 
Tuesday it issued a violation notice to Cabot Oil and Gas for two chemical spills last 
week that polluted a wetland and killed fish. The spills involved a liquid gel used as a 
drilling lubricant and occurred at the Houston-based company’s Heitsman natural gas 
well pad in Dimock Township, Susquehanna County. Officials said earlier the 
substance poured out of a loose pipe connection and entered a wetland and creek. “DEP 
is very concerned about spills at Cabot sites and will require Cabot to take all necessary 
actions to prevent them from recurring,” the agency’s Northcentral regional director 
said in a statement. The notice of violation cites Cabot for an unpermitted discharge of 
polluting substances and residual waste, two unpermitted encroachments on Stevens 
Creek, failing to contain polluting substances at a well site and an unpermitted 
discharge of industrial waste. The offenses violate the Pennsylvania Clean Streams 
Law, the Pennsylvania Solid Waste Management Act, the Dam Safety and 
Encroachments Act, and the Oil and Gas Act, according to the agency. DEP said it may 
assess a civil penalty for the violations once the cleanup is finished. The spills totaled 
about 8,000 gallons and included the gel, known as LGC-35, which is mixed with water 

http://blog.seattlepi.com/seattlepolitics/archives/179969.asp
http://www.denverpost.com/headlines/ci_13389951
http://www.federalnewsradio.com/index.php?nid=255&sid=1767369


 - 4 - 

and serves as a lubricant in the hydraulic fracturing of wells, also known as “fracking.” 
About 4.9 gallons of LGC-35 are added to every 1,000 gallons of water used in the 
process. Cabot informed DEP that failed pipe connections caused both spills. A Cabot 
spokesman said last Friday that the spilled substance was “relatively innocuous,” but 
might cause eye, skin and breathing irritations. Cabot reported a third spill to DEP at 
the same site Tuesday, when a closed valve caused an increase in pressure and a hose 
ruptured. 
Source: http://www.forbes.com/feeds/ap/2009/09/22/business-energy-us-cabot-oil-
amp-gas-environment_6918483.html 

[Return to top]  

Chemical Industry Sector 

7. September 23, Reliable Plant – (California) Ammonia air releases will cost Linde 
nearly $500,000. The U.S. Environmental Protection Agency (EPA) has fined Linde 
LLC $81,400 for ammonia air releases that occurred in 2007 and 2008 at its Torrance 
and Carson, California, carbon dioxide production plants. Linde LLC did not 
immediately notify the National Response Center and the State Emergency Response 
Commission after five separate ammonia releases occurred between December 2007 
through May 2008 — with reportable quantities ranging from 250 to 665 pounds of 
anhydrous ammonia. The reportable quantity of anhydrous ammonia is 100 lbs. The 
federal Emergency Planning and Community Right-To-Know Act and the 
Comprehensive Environmental Response, Compensation and Liability Act require 
companies to report releases to the proper authorities to ensure appropriate responses to 
spills and releases. “Without accurate information on accidental releases, emergency 
responders cannot adequately protect our communities,” said the EPA’s Superfund 
Division director for the Pacific Southwest region. “When accidental releases occur, 
firms such as Linde LLC, must immediately notify local, state and federal authorities.” 
In addition to the fine, the company will also spend approximately $415,550 in 
equipment upgrades as part of an environmental project that will prevent future 
ammonia releases into the environment. The Comprehensive Environmental Response, 
Compensation and Liability Act requires immediate notification of the release of a 
reportable quantity of a hazardous substance, such as ammonia, in order to allow 
emergency response teams an opportunity to evaluate the nature and extent of the 
release, prevent exposure to the hazardous substance, and minimize consequences to 
public health and the environment. 
Source: 
http://www.reliableplant.com/article.aspx?articleid=20150&pagetitle=Ammonia+air+re
leases+will+cost+Linde+nearly+$500,000 

8. September 23, New Orleans Times-Picayune – (Louisiana) One lane open on I-10 
eastbound near Laplace after 18-wheeler collision closed the highway. The left lane 
is now open on Interstate 10 eastbound near Laplace, Louisiana, but backups remain 
heavy after a collision between two 18-wheelers closed the highway early Wednesday 
morning. The accident caused a fuel spill on the roadway, and State Police Troop B is 

http://www.reliableplant.com/article.aspx?articleid=20150&pagetitle=Ammonia+air+releases+will+cost+Linde+nearly+$500,000
http://www.reliableplant.com/article.aspx?articleid=20150&pagetitle=Ammonia+air+releases+will+cost+Linde+nearly+$500,000
http://www.forbes.com/feeds/ap/2009/09/22/business-energy-us-cabot-oil-amp-gas-environment_6918483.html
http://www.forbes.com/feeds/ap/2009/09/22/business-energy-us-cabot-oil-amp-gas-environment_6918483.html
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diverting traffic to Louisiana 641 in Gramercy, said a state police spokesman. One of 
the trucks is carrying sulfuric acid, but none of the hazardous material was released, he 
said. The accident caused a fire on one of the trucks, but the flames have been 
extinguished, he said. The accident happened about 5 a.m. No injuries have been 
reported, he said. 
Source: http://www.nola.com/news/index.ssf/2009/09/collision_of_trwo_18-
wheelers.html 

9. September 22, Republican American – (Connecticut) Chemical spill closes Route 7 in 
New Milford. A chemical spill at 7 a.m. Tuesday morning closed Route 7 in New 
Milford Connecticut and forced the evacuation of nearby businesses. Police and 
firefighters were dispatched to the area near Danbury Road after a gallon-sized plastic 
container of hydrochloric acid fell off the back of a vehicle and was struck by a passing 
motorist, creating a gas cloud, according to a press release. Businesses in the 
surrounding area were evacuated as a precaution. A hazardous materials team from the 
Department of Environmental Protection was dispatched to the scene and several 
thousand gallons of water were used to neutralize the acid. The road was reopened at 
9:30 a.m. 
Source: http://www.rep-am.com/news/doc4ab8bc2d43a63570167824.txt 

10. September 22, U.S. Environmental Protection Agency – (Connecticut) Waste company 
in Bridgeport, Conn. pays $26,000 for environmental violations. A Bridgeport, 
Connecticut company that treats, stores, and disposes of toxic waste has paid $26,000 
to settle claims by the Environmental Protection Agency (EPA) that it violated federal 
regulations covering the storage and handling of polychlorinated biphenyls (PCBs). 
Bridgeport United Recycling was charged with misidentifying 5,000 gallons of waste 
containing PCBs that it picked up in April 2007 from the former site of the Bridgeport 
Brass Company in Bridgeport at the request of Connecticut Transfer Company. EPA 
claimed that Bridgeport United violated the Toxic Substance Control Act and PCB 
regulations by failing to comply with all of the requirements for PCB waste manifests 
when it shipped the waste for recycling. Specifically, the company failed to: identify 
the waste material as PCB waste; list the weight of the waste in kilograms; and indicate 
the earliest date of removal from service for disposal. According to EPA, a Bridgeport 
United vacuum truck in April picked up 883 gallons of waste material from two 55-
gallon drums and a transformer. Two weeks earlier, the company had a sample of the 
waste tested and did not detect the presence of PCBs. After leaving the site, the truck 
made pickups at three other companies before returning to its recycling facility with 
3,317 gallons of waste. The mixed waste from the truck was again analyzed and again 
PCBs were not detected. The company “topped off” this load with waste from other 
sources for a total volume of 5,000 gallons of waste and on April 2 shipped the mix to 
Norlite, a hazardous waste treatment and recovery facility in Cohoes, New York, to use 
as fuel. Norlite, which is not permitted to reuse oil containing PCBs, analyzed the 
material and found a PCB concentration of 2,006 parts per million. The company 
notified Bridgeport United of its findings and sent the waste back. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/0BB1AE795FE6231785257639006C20E1 

http://www.rep-am.com/news/doc4ab8bc2d43a63570167824.txt
http://yosemite.epa.gov/opa/admpress.nsf/0/0BB1AE795FE6231785257639006C20E1
http://www.nola.com/news/index.ssf/2009/09/collision_of_trwo_18-wheelers.html
http://www.nola.com/news/index.ssf/2009/09/collision_of_trwo_18-wheelers.html
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For another story, see item 40  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

11. September 23, Pittsburgh Post-Gazette – (Pennsylvania) Panel supports 20 more 
years for nuclear plant. A final, independent safety review has recommended that the 
NRC approve 20-year operating license extensions for FirstEnergy Corp.’s two nuclear 
reactors in Shippingport, Pennsylvania. The report by the Advisory Committee on 
Reactor Safeguards includes a detailed discussion of containment liner corrosion 
problems and future testing mandates for the Beaver Valley Unit 1 and Unit 2 reactors 
but clears the way for the NRC’s final decision on the license renewals as soon as next 
month. The original 40-year operating license for Unit 1 expires in January 2016, and 
the license for Unit 2 runs until May 2027. The reactors, which together produce more 
than 1,900 megawatts of power, are located along the south bank of the Ohio River 
approximately 25 miles northwest of Pittsburgh. 
Source: http://www.post-gazette.com/pg/09266/1000201-57.stm 

12. September 22, Reuters – (North Carolina) Progress NC nuclear plant tests back-up 
generator. Progress Energy Inc’s 1,875-megawatt Brunswick nuclear power station in 
North Carolina remained shut Tuesday as testing on the emergency diesel generator 
system continued, a company spokesman said. The spokesman gave no timeline for the 
return of units, but said operators were testing the station’s back-up diesel generators 
and performing other work that can only be done when the plant is shut. 
Source: http://www.reuters.com/article/marketsNews/idUSN2236636120090922 

[Return to top]  

Critical Manufacturing Sector 

13. September 23, Reuters – (International) Indonesia says Newmont mine woes won’t 
hit ‘09 output. A suspension of operations at Newmont Mining Corp.’s Indonesian 
copper and gold mine due to a rock slide will not hit production this year given 
available stocks, a senior Indonesian mining official said on September 23. Newmont 
said on September 22 there had been a “geotechnical failure” on September 18 and 19 
in the west wall of the open-pit mine on Sumbawa island, which produces most of 
Newmont’s copper, along with a small amount of gold. “Newmont has reported to me 
about the mine suspension following the rock slide. We will send a team today to 
inspect the mining side,” the director general of mining, coal and geothermal at the 
energy and mines ministry told Reuters. “There will be no problem for production this 
year because Newmont has a lot of stock to be processed,” he added. Batu Hijau uses 
an advanced monitoring system that measures movement in the pit walls, so no workers 
were in the pit at the time of the wall movement, Newmont said. Initial assessments 
indicated nominal damage to infrastructure and equipment at the pit, which is located 
on the remote island of Sumbawa, about 950 miles east of Jakarta. For 2009, the 

http://www.post-gazette.com/pg/09266/1000201-57.stm
http://www.reuters.com/article/marketsNews/idUSN2236636120090922
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company expects equity gold sales from the Indonesian mine of between 225,000 and 
250,000 ounces, along with between 210 million and 230 million pounds of copper. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSJAK16955020
090923 

For more stories, see items 14 and 22  
 
[Return to top]  

Defense Industrial Base Sector 

14. September 23, Reliable Plant – (California) EPA fines Fender, Goodrich plants for 
hazmat violations. The U.S. Environmental Protection Agency (EPA) on September 
22 fined Fender Musical Instruments Corporation $78,861 and Goodrich 
Aerostructures Group $66,500 for violating numerous federal hazardous waste 
requirements at their Southern California facilities. “We trust today’s action sends the 
right message — hazardous waste-generating companies must follow all federal 
regulations to protect their employees, surrounding communities and the environment,” 
said the EPA’s Waste Management Division director for the EPA’s Pacific Southwest 
region. “Proper storage, handling and preparation for emergencies involving hazardous 
waste are critical responsibilities.” During a 2008 inspection of the Goodrich facility, 
EPA investigators found that the aerospace component manufacturer had multiple 
violations at its Arlington Ave. facility in Riverside, California. Goodrich stored 
hazardous waste for more than 90 days without a permit; stored hazardous waste in 
improperly labeled containers; and failed to properly manage satellite and storage 
containers. Both companies generated corrosive and paint wastes as a result of the 
manufacturing activities performed by each company. The paint wastes contain 
solvents and/or metals such as chromium. Both companies have taken action to correct 
the violations. The Resource Conservation and Recovery Act requires facilities to 
properly store, label and seal hazardous waste containers. Facilities must also have 
properly trained staff, as improperly stored hazardous waste can potentially spill and 
pose a risk to workers and the environment. 
Source: 
http://www.reliableplant.com/article.aspx?articleid=20148&pagetitle=EPA+fines+Fend
er,+Goodrich+plants+for+hazmat+violations 

15. September 22, Associated Press – (Virginia) Navy contractor gets 6 months in jail 
for fraud. A Navy subcontractor has been sentenced to six months in prison and 
ordered to repay the government $96,000 after admitting his role in a bid-rigging 
conspiracy. The subcontractor was sentenced on September 21 in U.S. District Court on 
a conviction of conspiracy to defraud the government. He could have faced up to five 
years in prison. He admitted that between 2004 and 2005, when he ran a now-defunct 
company in Chesapeake, he conspired with an employee of a Navy contractor to rig 
bids for the repair and maintenance of elevator equipment on aircraft carriers and 
support vessels. Officials have said the conspirator, who has not been identified, has 

http://www.reliableplant.com/article.aspx?articleid=20148&pagetitle=EPA+fines+Fender,+Goodrich+plants+for+hazmat+violations
http://www.reliableplant.com/article.aspx?articleid=20148&pagetitle=EPA+fines+Fender,+Goodrich+plants+for+hazmat+violations
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSJAK16955020090923
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since died. 
Source: 
http://www.navytimes.com/news/2009/09/ap_navy_contractor_fraud_plea_092109/ 

16. September 22, Defense News – (National) U.S. Army tests precision mortar 
round. The U.S. Army and General Dynamics Ordnance and Tactical Systems (GD) 
are test-firing a new GPS-guided 120mm mortar designed to bring precision accuracy 
to conventional rounds by adding a small receiver and micro-controller to existing 
mortars, service and company officials said. “We’ve been developing this technology 
over the last five years. We work a GPS-guidance kit. The key is a roll control fixed 
canard, which allows for precision performance with very few moving parts and very 
little complexity,” said the director of technology programs for GD. The guidance kit 
screws onto the Army’s existing M934A1 high-explosive mortar round. The new GPS 
round will fire from the same mortar tubes as existing rounds. “We take the existing 
mortar and make it a precision munition by replacing the existing fuse with a multi-
option fuse and we screw in a guidance kit with a control module,” the director said. 
“We also added folding fins to give us extra stability. The existing fins are fixed. “A 
micro-controller takes the input from a GPS receiver, which gives automatic input on 
where the round is in flight. Then the control module will make a decision on when to 
employ the control system to steer toward the target. The fuse is set before the round is 
fired, which gives the round coordinates.” 
Source: http://www.defensenews.com/story.php?i=4289416&c=AME&s=LAN 

[Return to top]  

Banking and Finance Sector 

17. September 23, Newsday – (National) Madoff investors’ security may have been 
breached. More than 2,200 investors who were swindled by a now infamous organizer 
of a massive Ponzi scheme are learning that some of their personal and financial 
information has potentially been breached after the July theft of a laptop in Dallas. The 
names, addresses, Social Security numbers, and some account information on 2,246 
investors was contained in computer stolen from the car of an employee of AlixPartners 
Llp, the consulting firm that has been processing victims’ claims in the Ponzi scheme, a 
company spokesman said Tuesday. The spokesman said the laptop was password-
protected and not targeted, but was taken in what Dallas police said was a “smash and 
grab” series of thefts on one particular night at a parking lot. “We have no reason to 
believe it [investor data] has been compromised,” the spokesman said.  
Source: http://www.newsday.com/business/madoff-investors-security-may-have-been-
breached-1.1466325?localLinksEnabled=false 

18. September 22, Post Chronicle – (National) Bank of America skips Congress 
deadline, faces new SEC threat. Bank of America failed to meet a Monday deadline 
to hand lawmakers further details about its acquisition of Merrill Lynch and faces the 
possibility of new charges from U.S. securities regulators. The standoff with the House 
oversight committee heightened the chances lawmakers may subpoena the bank and 

http://www.defensenews.com/story.php?i=4289416&c=AME&s=LAN
http://www.newsday.com/business/madoff-investors-security-may-have-been-breached-1.1466325?localLinksEnabled=false
http://www.newsday.com/business/madoff-investors-security-may-have-been-breached-1.1466325?localLinksEnabled=false
http://www.navytimes.com/news/2009/09/ap_navy_contractor_fraud_plea_092109/
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raised the stakes for a Tuesday meeting between a senior bank executive and the 
committee chairman. Separately, the Securities and Exchange Commission (SEC) said 
it could pursue additional charges against Bank of America after a federal judge last 
week rejected a $33-million settlement between the bank and the regulator. An SEC 
statement made no mention of dropping the case that alleges Bank of America misled 
investors over bonuses paid to Merrill Lynch employees. Bank of America is defending 
itself on multiple fronts over the Merrill deal, including shareholder lawsuits and a 
threat by the New York Attorney to file civil charges against top executives. 
Source: http://www.postchronicle.com/news/business/article_212257463.shtml 

[Return to top]  

Transportation Sector 

19. September 23, Juneau Empire – (Alaska) Southeast DOT crews battle 
mudslides. Maintenance and operations crews from the Alaska Department of 
Transportation and Public Facilities Southeast Region are battling Mother Nature this 
week in Petersburg following mudslides. On Sunday, a mudslide came down at mile 
point 5.4 of the Mitkof Highway. That mudslide littered the highway with trees and 
other debris. Crews cleared the road after only a few hours. An additional slide covered 
part of the Mitkof Highway after midnight Tuesday at mile point 4.5. Responding 
crews found a 36 inch cross culvert buried under about three feet of rock and trees, 
along with almost six inches of water washing over the road. A second slide struck 
Mitkof Highway at about 5 a.m. Tuesday at mile point 17.5. There, crews came upon a 
slide covering about a 50-foot section of highway that was three feet deep. The crews 
cleared the road and reopened one lane to traffic within two hours and both lanes by 9 
a.m.  
Source: http://www.juneauempire.com/stories/092309/reg_496357515.shtml 

20. September 23, Aviation Herald – (Texas) American B738 near Oklahoma City on 
Sep 22nd 2009, hydraulics failure. An American Airlines Boeing 737-800, 
registration N917AN performing flight AA-1233 from Dallas Ft. Worth, Texas to 
Seattle, Washington with 95 passengers, was enroute at FL380 near Oklahoma City, 
Oklahoma about 30 minutes into the flight, when the crew received a malfunction 
indication for one of the hydraulics systems. The crew decided to return to Dallas Ft. 
Worth, where the airplane landed safely 40 minutes later. 
Source: http://www.avherald.com/h?article=4203011a&opt=0 

21. September 23, Port Townsend Leader – (Washington) Hood Canal Bridge still has 
draw span mechanical issue. The issue that kept the Hood Canal Bridge draw span 
closed to marine traffic most of last week has been resolved, according to the 
Washington State Department of Transportation (WDOT). The bridge’s new and/or 
modernized draw span closed at a faster rate than it should have on September 14, 
causing superficial damage to the bridge. The 1.5-mile floating bridge was open for 
vehicle traffic as usual, but the draw span was put out of service for marine traffic 
while engineers inspected the mechanical issue. The bridge reopened for marine traffic 

 

http://www.juneauempire.com/stories/092309/reg_496357515.shtml
http://www.avherald.com/h?article=4203011a&opt=0
http://www.postchronicle.com/news/business/article_212257463.shtml
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— on a limited basis — Thursday, September 17, with at least two routine 
opening/closings. Friday afternoon, Sept. 18, there was a marine opening at 2:49 p.m., 
according to the email alert system people can sign up for on the WSDOT website. A 
second opening was announced at 4:54, but at 5:19 p.m. came an email stating the 
bridge had been stuck open since 4:54 due to a malfunction. The Leader received no 
other email alerts about when the bridge reopened to vehicle traffic, but on Sept. 21 
learned the bridge reopened to vehicles at 5:50 p.m. that Friday. Not surprisingly, 
informal reports indicate traffic on northbound State Route 3 in Kitsap County was 
backed up from the bridge to the Poulsbo exit. As of Monday, Sept. 21, the WSDOT 
website reported: “A mechanical issue with the new drive system on the east half of the 
Hood Canal Bridge has the bridge closed to marine traffic. The bridge is currently open 
to vehicle traffic.” But by Tuesday morning, the warning notice was gone. An email 
alert indicated the bridge opened at 8:35 a.m. for marine traffic. “The issues have been 
resolved,” a spokesperson of WSDOT communications told The Leader.  
Source: 
http://www.ptleader.com/main.asp?SectionID=36&SubSectionID=55&ArticleID=2522
3 

22. September 22, Washington Post – (District of Columbia) NTSB issues new safety 
advisory to Metro. The National Transportation Safety Board (NTSB) has issued nine 
new safety recommendations to Metro and its circuit manufacturer as part of its 
investigation into the June 22 crash on the Red Line. The recommendations address 
concerns about the safety of train control systems, such as Metro’s, that use audio 
frequencies to detect and report the presence in trains. The NTSB considers six of the 
recommendations urgent. In its statement on September 22, the NTSB again notes that 
it has not determined the cause of the crash. But it says that during the investigation, 
investigators discovered that a failure occurred in which a false signal generated by a 
track circuit module transmitter mimicked a valid signal and bypassed the rails via an 
unintended path. As a result, the stopped train was not detected in the track circuit 
where the following train crashed into it. The NTSB wants Metro and Alstom Signaling 
Inc., the manufacturer of the track circuit modules in the area where the crash occurred, 
to examine the track circuits and work together to eliminate conditions that could affect 
their safety. It also urged the transit authority to develop a program to regularly 
determine that the electronics are working right. The investigators also are concerned 
about other rail systems using comparable technology, so the NTSB recommended that 
the Federal Transit Administration and the Federal Railroad Administration advise all 
rail transit operators and railroads that use audio frequency track circuits about these 
findings. All trains continue to be under the control of their operators rather than the 
automated train control system, as has been the case since the crash. 
Source: 
http://voices.washingtonpost.com/getthere/2009/09/ntsb_issues_new_safety_advisor.ht
ml?wprss=getthere 

For more stories, see items 5, 8, and 9  
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Postal and Shipping Sector 

23. September 23, Greensboro News-Record – (North Carolina) Suspicious package 
found at city hall. Part of the Melvin Municipal Office Building in downtown 
Greensboro, North Carolina was evacuated Wednesday morning when a suspicious 
package was found in the mailroom. The package was addressed to somebody in city 
government. The city’s hazardous materials team and its bomb squad responded to the 
building. The heating and air conditioning units in the building were shut off, and the 
area near the mailroom was evacuated. Workers were given the all clear to re-enter the 
building later in the morning after the package was rendered safe. Police are continuing 
their investigation of the incident. 
Source: http://www.news-
record.com/content/2009/09/23/article/suspicious_package_found_at_city_hall 

[Return to top]  

Agriculture and Food Sector 

24. September 23, Denver Post – (National) USDA faulted for not telling schools of food 
recalls. Federal authorities failed to tell schools about recalls of potentially tainted 
peanut products and canned vegetables, and cafeterias may have unknowingly served 
them to children, the Government Accountability Office (GAO) reported Tuesday. A 
GAO investigation found the U.S Department of Agriculture has not always made sure 
states and schools were notified promptly about recalled food distributed through the 
federal school lunch and breakfast programs, which serve 30 million students. 
Source: http://www.denverpost.com/headlines/ci_13398837 

25. September 23, Los Angles Times – (California) Health authorities act to contain 
bacterial threat to citrus trees. A month after the discovery of Asian citrus psyllids in 
Los Angeles, state and county plant health authorities are scrambling to implement new 
regulations for citrus growers who sell at farmers markets in affected areas. The 
measures are designed to contain the psyllid, a tiny insect that could transmit 
huanglongbing, a bacterial disease deadly to citrus trees; the disease has not yet 
appeared in California but has devastated groves in Florida and around the world. To 
protect against the psyllid, there is a quarantine in effect that restricts the movement of 
citrus trees and fruit in Los Angeles and Orange counties, southern San Diego County, 
western Imperial County and a small portion of Riverside County near the Salton Sea. 
Most citrus for sale at Southern California farmers markets comes from areas outside 
the current quarantine, including the San Joaquin Valley, Ventura County, northern San 
Diego County and most of Riverside County. Because psyllids feed on citrus leaves 
and stems, those parts are the primary focus of concern. The California Department of 
Food and Agriculture told growers that if they wanted to continue selling citrus at Los 
Angeles County farmers markets, they would need to strip off all such green matter, as 
well as make sure the fruit was free from dirt and debris.  
Source: http://www.latimes.com/features/food/la-fo-citrus23-2009sep23,0,395561.story 
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[Return to top]  

Water Sector 

26. September 23, WHNT 19 Huntsville – (Alabama) Decatur water main break 
repaired, streets open again after 2.5M gallons spill. Things are back to normal in 
Decatur this morning after a water main break flooded several streets near Decatur 
High School on Tuesday. More than 2.5 million gallons of water spilled, forcing the 
school to close for the day while crews tried to stop the gush. The problem is now 
repaired, and streets are back open. On Tuesday, closures spread from Prospect Drive 
to 6th Avenue Southeast to 8th Avenue Southeast and 7th Avenue from 4th Street to 
Prospect Drive. Parts of the River City lived up to the name. The cause was a 16-inch 
water main break. Decatur Utilities says 20 homes were affected by the water main 
break. All of them were without water. Crews say nearly 2.5 million gallons of water 
flowed down Prospect Drive.  
Source: http://www.whnt.com/news/whnt-decatur-high-school-92209,0,2129343.story 

27. September 22, Water Technology Online – (National) Small sensor tracks big pipe 
problems. University of California at Irvine (UCI) engineers have developed a CD-
sized, vibration-detecting sensor that attaches to the surface of water pipes and is 
designed to indicate big problems, according to an August 18 UCI press release. The 
pipe-monitoring sensor is part of a system that can be used to detect when and where 
damage occurs, helping to speed repair time, a researcher said. The sensors attach to the 
surface of pressurized (drinking water) and nonpressurized (wastewater) pipes. They 
are designed to detect vibration and sound changes that could indicate cracks or breaks 
in the mains. They use antennae to relay information wirelessly over long distances to a 
central location for recording, processing and diagnostic analysis. The monitoring 
system also features GPS tracking and video cameras. Initially, the sensor network will 
cover about 1 square mile of a local water system that is being outfitted with it; 
eventually, it could encompass more than 10 square miles — the largest of its kind to 
date, the release said. A small-scale pressurized water pipe network designed and built 
by UCI researchers has confirmed that this type of damage identification works well. 
The team now is designing a system that functions underground as well as over a larger 
area. The researcher said the main hurdles are powering the sensors (batteries and solar 
energy are not strong enough), making them more cost-effective and robust in tough 
environments, and achieving long-range wireless communication efficiently and 
accurately. 
Source: http://watertechonline.com/news.asp?N_ID=72622 

28. September 22, WFAE 90.7 Charlotte – (North Carolina) Raw sewage spills into High 
Rock Lake, EPA investigating. The city of Thomasville, North Carolina says it spilled 
16 million gallons of raw sewage upstream of High Rock Lake. That is many times 
more than the 385,000 gallons it initially reported. Now the Environmental Protection 
Agency (EPA) wants to know if the city lied about the severity of the spill. 
Thomasville officials say they first discovered the leak on August 3 and figured it had 
been going for just one day, so they reported a spill of 385,000 gallons. But a worker at 
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the city’s sewer treatment plant disagreed and tipped off the EPA. The agency quickly 
investigated and concluded the raw sewage had been spilling into the creek for three 
weeks. The EPA is now pursuing a criminal investigation and Thomasville officials are 
trying to figure out what went wrong. The Public Utilities director still doubts the spill 
went on as long as the EPA estimates. In fact, WFAE has learned that a top official at 
the city’s sewer treatment plant did receive a call warning of the sewer leak before 
August 3rd, but failed to refer it to the department for investigation. The person 
resigned this week. The sewer spill is the largest in North Carolina record, according to 
the Division of Water Quality regional Supervisor. The City of Thomasville may face a 
steep fine, and the mayor says the city is also bracing for possible lawsuits. 
Thomasville city and state officials say they tested the lake for fecal contamination as 
recently as last Saturday and found no problem with water quality. 
Source: http://www.wfae.org/wfae/1_87_316.cfm?action=display&id=5453 

29. September 22, Water Technology Online – (California) Water rationing to blame for 
L.A. burst pipes? Officials in Los Angeles are investigating whether this city’s new 
water-rationing plan is contributing to the increased number of bigger, more destructive 
main breaks that have occurred in September, the Los Angeles Times reported in a 
September 19 article. The city’s new ordinance calls for sprinklers to run only on 
Mondays and Thursdays. Since the water-rationing plan was put in place in June, water 
department officials began noticing an uptick in what they call “major blowouts”: main 
breaks that cause streets to flood, pavement to buckle, and in some cases homes and 
businesses to flood. The Department of Water and Power (DWP) reported on 
September 18 that since September 1, the department has recorded 34 “major 
blowouts” in L.A.’s water system. There were 21 such ruptures recorded in all of 
September 2008, 17 in September 2007 and 13 in September 2006. City engineers’ 
investigations have included soil sampling, laboratory analysis of pipe pieces, and a 
statistical analysis on each break. Other causes, such as water rationing, also are being 
investigated and the DWP is seeking help from universities and other experts. Some 
agree that the twice-a-week surge flow may be putting added stress on aging pipes, and 
that more study is needed. The director of the Keston Institute for Public Finance and 
Infrastructure Policy at the University of Southern California (USC) said the timing of 
the blowouts — coming soon after the city imposed a major change in water usage with 
the restrictions — is highly curious. He suggests investigators study the way the 
shifting pressure from the rationing is hitting the water mains. Another expert, the 
chairman of USC’s civil engineering department, suggested that officials investigate 
whether other cities with water rationing have experienced such main breaks. 
Source: http://watertechonline.com/news.asp?N_ID=72624 

30. September 21, Santa Rosa Press Democrat – (California) Study says even ‘safe’ 
drinking water poses risks to elderly. Using extra water filters can reduce the number 
of stomach illnesses experienced by the elderly in Sonoma County, even though the 
drinking water meets all standards, according to a UC Berkeley study. The difference, 
12 percent, could be significant because the elderly tend to be less tolerant to pathogens 
and get gastrointestinal illnesses more severely, said the principal researcher for UC’s 
School of Public Health. “It is statistically significant, it is larger than you expect to see 
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by random chance,” he said. The researcher, however, said the study is not an 
indication that Sonoma County Water Agency water, which meets all state and federal 
standards, is unsafe. Instead, he hopes the study will become part of an Environmental 
Protection Agency debate on whether there should be higher water standards for 
children, the elderly, and those with immunology problems, such as cancer patients on 
chemotherapy. “The study wasn’t about Sonoma. We did it in Sonoma County because 
the water is so good,” he said. “It was to see that when people were getting U.S. 
standard water, is there additional benefit from this overkill?” The five-year study cost 
$2.8 million and was financed by the federal National Institute of Health. The study 
was conducted in 2005 in 714 households and covered 998 individuals over the age of 
55 in Sonoma, Temelec, Valley of the Moon, Oakmont, Glen Ellen, Kenwood, Cotati 
and Santa Rosa, which are served primarily by the county Water Agency. Half of the 
households in the study were fitted with special filters and ultra-violet lights that 
removed 99.9 percent of all viruses, bacteria and parasites that are naturally present in 
water or can be introduced by pollution. The filters, which cost several hundred dollars, 
are not now available in the United States. Those in the study were asked to track how 
many times they experienced such illnesses as diarrhea, vomiting, nausea and cramps. 
Those using a non-working filter system had 12 percent more illnesses than those with 
the fully functioning filter systems according to the study. 
Source: 
http://www.pressdemocrat.com/article/20090921/ARTICLES/909219904/1350?Title=S
tudy-says-even-safe-drinking-water-poses-risks-to-elderly 

For another story, see item 6  
 
[Return to top]  

Public Health and Healthcare Sector 

31. September 23, Associated Press – (Illinois) Man surrenders after standoff at 
Chicago hospital. A gunman who fired one round inside a Chicago hospital before 
barricading himself in the emergency room peacefully surrendered Wednesday 
morning after about seven hours of negotiations, police said. No one in the hospital was 
injured. The standoff began around 2 a.m. after the man walked into the lobby of the 
Jesse Brown Veterans Administration Medical Center and fired a shot, then holed up in 
an ER exam room, police said. The emergency room was evacuated, but the rest of the 
hospital, a 205-bed facility on the city’s West Side, remained open. “After hours of 
negotiations, he decided it was in his best interest to surrender,” a deputy police chief 
said. “They talked him out, gave him direction. He followed direction and was 
peacefully taken into custody.”  
Source: http://www.google.com/hostednews/ap/article/ALeqM5h0x7X_-
mFLFe7TqiHEPZvLkv10hQD9AT6RNG1 

32. September 22, KBAK 29 Bakersfield – (California) Thousand of patients warned 
about theft of personal information. Thousands of patients at a Kern County health 
clinic have been warned their personal information could have been stolen. A break-in 
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happened at the Sagebrush Medical Plaza in July, and Kern Medical Center officials 
have notified 31,000 patients to take precautions against possible identity theft. But, 
some patients complain the warning came nearly two months after the information 
could have been compromised, and they are not getting help the county promised. 
KMC officials notified the California Department of Health Care Services about the 
incident.  
Source: http://www.bakersfieldnow.com/news/investigations/60472497.html 

33. September 22, CongressDaily – (National) Panel sees mounting bioterror risk. The 
possibility that a rogue scientist working at a U.S. laboratory could steal and weaponize 
a deadly pathogen is the most likely threat that needs to be addressed by the 
biotechnology industry, the leaders of a congressionally chartered commission said on 
Tuesday. Such an insider threat would be hard to counter because the scientist would 
have already gone through security checks, two former Senators said during a hearing 
of the Senate Homeland Security and Governmental Affairs Committee. The hearing 
was called to consider legislation introduced by the Senate Homeland Security and 
Governmental Affairs Committee Chairman and a ranking member to implement 
recommendations of the Commission on the Prevention of Weapons of Mass 
Destruction Proliferation and Terrorism, which the two former Senators co-chaired. 
The bill would give the Homeland Security Department authority to set security 
standards at federal and private labs that handle the world’s deadliest biological agents 
and toxins. The committee chairman said he intends to mark up the bill next month. 
The commission’s report, issued in December, concluded an attack is likely to occur 
somewhere in the world by 2013 involving a weapon of mass destruction, and the most 
likely scenario would be a biological attack. Notably, the former Senator said the 
possibility of an attack involving a weapon of mass destruction may be greater on 
Tuesday than when the report was released. He said the commission plans to issue a 
progress report on U.S. government efforts to prevent and mitigate an attack next 
month, followed by a final report early next year. 
Source: http://www.govexec.com/story_page.cfm?articleid=43637&dcn=todaysnews 

[Return to top]  

Government Facilities Sector 

34. September 22, Miami Herald – (Florida) Lockdown lifted at Southwest Miami-Dade 
elementary school. A suspicious device, which prompted a lockdown at a Southwest 
Miami-Dade elementary school Tuesday, was not a bomb, authorities said. The Miami-
Dade County bomb squad responded after the 2 p.m. call at Caribbean Elementary 
School. After inspecting the device, which was outside the school, police said it was an 
oval object containing lead and rubber. The lockdown at the school was lifted after 
about an hour and students were released in a controlled dismissal. 
Source: http://www.miamiherald.com/news/breaking-news/story/1246009.html 

For another story, see item 23  
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[Return to top]  

Emergency Services Sector 

35. September 23, KSEE 24 Fresno – (California) Fresno City employees exposed to 
asbestos. A warning went out Wednesday to nearly 90 City of Fresno employees who 
may have been exposed to asbestos Monday night in the basement of Police 
Headquarters, near the dispatch center. City officials already knew the asbestos existed 
in the area, that had been sealed off for safety reasons, but the asbestos was damaged 
during construction, sending the dangerous material into the air. 
Source: http://www.ksee24.com/news/local/60457507.html 

36. September 23, WVTM 13 Brimingham – (Texas) Video: Deputy shoots jailer in joke 
gone wrong. A Bandera County, Texas jailer thought he was playing a joke on a fellow 
jailer. Instead he surprised an armed deputy, who shot him on Sunday around 5 a.m. At 
a midday Monday news conference, the sheriff said the deputy had heard suspicious 
noises just before the shooting and had drawn his gun. He was doing a routine check on 
the jail as part of his duties. The deputy shot the jailer in the leg when he sprang out. 
The injured jailer was taken to Wilford Hall with a serious leg wound. He is expected 
to be fine, but faces additional surgery to repair the damage. Texas Rangers, along with 
the Bandera County Sheriff’s Office, are investigating. 
Source: 
http://www2.nbc13.com/vtm/news/local/article/deputy_shoots_jailer_in_joke_gone_wr
ong/94379/ 

37. September 22, North Andover Eagle Tribune – (New Hampshire) Pelham officials 
worry about more crashes at fire station. Damage from a car that crashed into the 
fire station Sunday should be repaired in 10 days, costing thousands of dollars. The 
doors and wall were damaged, but the building suffered no structural damage, 
according to an insurance adjuster for the New Hampshire Municipal Association, who 
said emergency repairs will likely start later this week and be finished by the end of 
next week.Meanwhile, local officials worry that the fire station will be susceptible to 
more crashes if it remains at 8 Old Bridge St. and a proposed roundabout is built in the 
town center. Pelham is in line for $3 million in federal aid to build a roundabout to 
improve the traffic pattern. Roundabouts are circular and one way, such as traffic 
circles, only much smaller, and the traffic moves about 20 mph. State transportation 
officials said the current configuration in the center of town is a maze of streets 
crowded by commuter traffic and has been the scene of 49 crashes at two intersections 
between 2002 and 2006. 
Source: 
http://www.eagletribune.com/punewsnh/local_story_265013106.html?keyword=topstor
y 
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Information Technology Sector 
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38. September 22, SCMagazine – (International) Rogue AV scam targets Google 
users. An ongoing attack on Google users is sending victims to rogue anti-virus 
software sites, researchers said this week. The attack takes advantage of Google’s page-
ranking feature, according to researchers at eSoft’s Threat Prevention Team. The scam 
works like this: An attacker hacks a site, but instead of embedding exploits on the 
hacked site, they put links to other websites to boost rankings for malicious sites, and 
Google users in particular seem to be the targets. “The sites whose search engine 
ranking is being boosted are now serving up malware through a complex series of 
redirects,” a senior technical services engineer with eSoft wrote on the company’s 
Threat Prevention Team blog. “However, the redirects and the malware are only served 
up if the user gets to the site after clicking the link on Google. Going directly to the 
malicious site (by pasting into your browser directly) results in a harmless page.” But 
clicking on the results in Google may bring the user to a website using a common rogue 
anti-virus template that alerts the user that their PC is infected and prompts 
unsuspecting users to download what is really a trojan. 
Source: http://www.scmagazineus.com/Rogue-AV-scam-targets-Google-
users/article/149460/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 
 

Nothing to report 
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Commercial Facilities Sector 

39. September 23, Los Angeles Times – (Georgia) Flooded Georgia hopes worst is 
over. The flooded Chattahoochee River covered Six Flag Over Georgia roller coaster, 
shutting the amusement park down for at least another week. Georgia faced continuing 
headaches and heartache Tuesday from a pernicious series of rainstorms that had 
claimed the lives of at least seven people and flooded more than 1,000 homes — 
although weather forecasters said the worst of the deluge likely had passed. On 
Tuesday morning, Georgia’s Governor formally asked the President for an emergency 
declaration that would make the hardest-hit areas eligible for federal disaster relief 
funds. In the last few days, parts of the state have been deluged with more than 20 
inches of rain. Thousands of residents, the Governor said in his appeal to the President, 
remained without power, dozens of roads were still closed, and several county systems 
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were not able to deliver potable water. 
Source: http://www.latimes.com/news/nationworld/nation/la-na-georgia-floods23-
2009sep23,0,1756909.story 

40. September 23, East Volusia News – (Florida) Chlorine spill closes U.S. 1 in Ormond 
Beach. About 1,900 gallons of a liquid containing chlorine spilled on September 22 at 
an Ormond Beach, Florida pool equipment store, making a mess that kept a hazardous 
materials team busy for about three hours. Some businesses and a home near Pinch A 
Penny on S. Yonge St. were evacuated, and part of U.S. 1 was closed. No one was 
injured. The liquid, which contained 10 percent chlorine, could cause people 
respiratory problems, officials said. It spilled from an outdoor ruptured tank about 
12:30 p.m. The Ormond Beach police spokesman said the northbound lanes of U.S. 1 
were reopened before 3 p.m. 
Source: http://www.news-
journalonline.com/NewsJournalOnline/News/EastVolusia/evlEAST01092309.htm 

41. September 22, Associated Press – (National) Stadiums, hotels warned of 
terrorists. The government expanded a terrorism warning from transit systems to U.S. 
stadiums, hotels, and entertainment complexes as investigators searched for more 
suspects Tuesday in a possible al-Qaeda plot to set off hydrogen-peroxide bombs 
hidden in backpacks. Police bolstered their presence at high-profile locations. The 
warnings come amid an investigation centering on a 24-year-old Denver airport shuttle 
driver who authorities say received al-Qaeda explosives training in Pakistan and was 
found entering New York City two weeks ago with bomb-making instructions on his 
computer. Though he is charged only with lying to the government, law enforcement 
officials said he may have been plotting with others to detonate backpack bombs on 
New York trains in a scheme similar to the attacks on the London subway and Madrid’s 
rail system. Two law enforcement officials told the Associated Press that more than a 
half-dozen people were being scrutinized in the alleged plot. The FBI said “several 
individuals in the United States, Pakistan and elsewhere” are being investigated. 
“There’s a lot more work to be done,” said the New York City Police commissioner, 
cautioning that the probe was still in its early stages. In two bulletins sent to police 
departments Monday and obtained by the AP, federal counterterrorism officials urged 
law enforcement and private companies to be vigilant at stadiums, entertainment 
complexes, and hotels. The bulletin on stadiums noted that an al-Qaeda training manual 
specifically lists “blasting and destroying the places of amusement, immorality and 
sinâ�¦and attacking vital economic centers.” Counterterrorism officials are also 
advising police officers to be on the lookout for any possible bomb-making at self-
storage facilities, noting that terrorists have used such places to build bombs. In a 
statement, the FBI and Homeland Security said that while the agencies “have no 
information regarding the timing, location or target of any planned attack, we believe it 
is prudent to raise the security awareness of our local law enforcement partners 
regarding the targets and tactics of previous terrorist activity.” 
Source: http://news.aol.com/article/terror-arrest-of-najibullah-zazi-sparks/677941 
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National Monuments and Icons Sector 

42. September 22, Associated Press – (Minnesota; Missouri) Invasive mussels may have 
reached Lake Superior’s Isle Royale. Foreign mussels may have found their way to 
Isle Royale National Park in Lake Superior, a potential threat to native species on the 
remote island chain, an official said Monday. Divers found a small colony of perhaps 
two dozen suspicious mussels last week in Washington Harbor on the west side of the 
45-mile-long park, the park’s superintendent said. A single mussel was found on the 
east side. Staffers believe they are either zebra mussels or their relatives, quagga 
mussels. Both are invasive species that originated in the Black and Caspian seas in 
Eastern Europe and hitched rides to the Great Lakes in ballast tanks of oceangoing 
freighters in the 1980s. Since their arrival, they have spread widely in the Great Lakes, 
causing millions of dollars in damage by clogging water intake pipes and disrupting the 
food web. “This is a very sad development,” said the invasive species director for Great 
Lakes United, a U.S.-Canadian group. “Isle Royale is a very precious and unique part 
of the Great Lakes.” 
Source: http://www.startribune.com/local/60022682.html 

[Return to top]  

Dams Sector 

43. September 23, Tacoma News Tribune – (Washington) Wanted: Manned security for 
dams. Six hydroelectric dams on the Columbia River in Washington system have been 
without manned security for three weeks since the Army Corps of Engineers terminated 
a private company it had hired to keep the dams safe. HWA Inc. of Seattle had been 
retained to protect McNary, Ice Harbor, Lower Monumental, Little Goose, Granite and 
Dworshak dams, but the government canceled that contract September 3 because some 
security posts were found to be vacant. Those dams are under control of the Corps’ 
Walla Walla District, which does not expect to have a replacement company on the job 
before October 1. HWA also lost its contract to protect Bonneville, John Day, and the 
Dalles dams on the Columbia River, sources with the Corps Portland District confirmed 
Tuesday. While the Walla Walla District dams have had a lapse in manned security — 
which forced the Ice Harbor Dam Visitors Center to be closed six weeks early — an 
employee in the Corps’ Portland office said a substitute security company was hired for 
those three dams the same day HWA was fired. “(HWA) was terminated because the 
contract was breached. One guard did not show up on more than one day,” a Corps 
spokesperson said. An information officer for the Corps’ Walla Walla District said bids 
are being accepted through Friday for hiring a replacement security firm, which is to be 
on the job October 1. She said the loss of manned security does not mean the dams are 
unsecured. “It just means the dams are locked up. This is how it was after 9/11 for a 
couple of years,” she said. 
Source: http://www.thenewstribune.com/news/northwest/story/889715.html 

44. September 23, Plant City Courier & Tribune – (Florida) Medard Reservoir sirens set 
for testing Oct. 3. A new siren system meant to protect residents downstream of 

http://www.startribune.com/local/60022682.html
http://www.thenewstribune.com/news/northwest/story/889715.html
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Medard Reservoir will blare for the first time October 3 during a test run of the new 
system. The Southwest Florida Water Management District has installed the new 
emergency siren notification system in the event the 700-acre, 3 billion-gallon reservoir 
was to collapse. Swiftmud officials are quick to point out that there are no immediate 
concerns that water in the gigantic lake might breach an emergency spillway. They are 
just following a request from residents in the area looking for some peace of mind. One 
of the sirens is at Medard Park on Turkey Creek Road. The other two are located south 
of there, along the Alafia River. The sirens will sound in three-minute intervals, 
repeatedly, during an emergency. During testing, which will take place the first 
Saturday monthly, the sirens will sound for 15 seconds. The spillway at the reservoir 
breached only once, in 1976, but the breach was not catastrophic. Since then, the 
spillway has been replaced and there have not been any incidents.  
Source: http://plantcity2.tbo.com/content/2009/sep/23/pc-medard-reservoir-sirens-set-
for-testing-oct-3/ 

45. September 23, Brockton Enterprise News – (Massachusetts) Taunton group 
responsible for height of dam, state attorney general says. Help Save The Lake, the 
volunteer group that built a cofferdam on Lake Sabbatia, Massachusetts in 2007 is 
being held responsible by the state attorney general for controlling the height of that 
temporary structure. A press release issued by the attorney general’s office said that 
Help Save The Lake entered into an agreement with the attorney general’s office on 
Tuesday. The terms call for the Taunton group, consisting mostly of residents living on 
or near Sabbatia Lake and Mill River, to lower the height of the cofferdam’s central 
portion, and to secure the remaining concrete blocks “as soon as weather and water-
level conditions allow for the work to occur safely.” The state ruled that Help Save The 
lake had constructed the dam structure without “necessary authorizations” from the 
Department of Environmental Protection, and without a Massachusetts registered 
professional engineer on site to oversee the project. The group of concerned citizens 
built the cofferdam during a single weekend after the state had ordered that the gates of 
the original Morey’s Bridge Dam be opened to avoid the possibility of its collapse. The 
temporary dam was built to raise the water level on the lake side, which had 
dramatically shrunk as a result of the old dam being opened. Last October, the attorney 
general’s office sued Jefferson Development LLC, the owner of the original dam, 
requesting that emergency measures be taken to address safety concerns regarding the 
structural integrity of both dams. That matter, according to the press release, remains 
pending.  
Source: http://www.enterprisenews.com/news/x1395049646/Taunton-group-
responsible-for-height-of-dam-state-attorney-general-says 

46. September 22, WAFF 48 Decatur – (Alabama) Spillway opens at Wilson Dam 
causing some concern. With all the extra rain recently, Tennessee Valley Authority 
(TVA) has had to open the spillway at Wilson Dam in Alabama in the Shoals to relieve 
some pressure. Doing this usually means that a lot of places down river will start to 
flood. These conditions can be very dangerous for fisherman. The river will have more 
debris in it, plus stronger currents. It also means McFarland Park in Florence may 

http://www.enterprisenews.com/news/x1395049646/Taunton-group-responsible-for-height-of-dam-state-attorney-general-says
http://www.enterprisenews.com/news/x1395049646/Taunton-group-responsible-for-height-of-dam-state-attorney-general-says
http://plantcity2.tbo.com/content/2009/sep/23/pc-medard-reservoir-sirens-set-for-testing-oct-3/
http://plantcity2.tbo.com/content/2009/sep/23/pc-medard-reservoir-sirens-set-for-testing-oct-3/
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flood. 
Source: http://www.waff.com/Global/story.asp?S=11179116 
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