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Top Stories 

 The Washington Post reports that many state and local governments are not adequately 
prepared to deal with a surge of patients in a flu pandemic or quickly distribute vaccine and 
antiviral drugs, according to two reports by federal investigators released on Monday. (See 
item 30) 

 According to the New York Daily News, FBI agents in Denver on Saturday arrested the 
reputed Al Qaeda terror cell operative, who researched baseball stadiums on a personal 
computer that also held interior maps of several New York venues, sources told the Daily 
News. (See item 45) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. September 21, Corpus Christi Caller-Times – (Texas) No injuries reported in fire at 
Three Rivers refinery. A fire halted regularly scheduled maintenance in the alkylation 
unit of the Valero Three Rivers Refinery early Monday, a Valero spokesman said. No 
injuries or apparent damage was reported. Valero’s executive director of media 
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relations, said the fire started about 3 a.m. in the unit in the 300 block of Leroy Street in 
Three Rivers. The refinery is about 75 miles northwest of Corpus Christi. The 
alkylation unit, built in 1981, is part of the gasoline-making process. Valero personnel 
plan to investigate the fire, which may have been caused by a spark igniting materials 
in the unit. The maintenance to the unit started earlier this month. 
Source: http://www.caller.com/news/2009/sep/21/no-injuries-reported-fire-three-rivers-
refinery/ 

2. September 18, Associated Press – (Alaska) Fuel barge grounds near Bethel. The U.S. 
Coast Guard says a 160-foot barge is grounded in the Kanektok River near Quinhagak 
Village on the eastern shore of the Bering Sea. The barge is in the Togiak National 
Wildlife Refuge area, but the Coast Guard says there is no known impact to wildlife. 
According to the barge owner, the ship has about 71,000 gallons each of jet fuel and 
gasoline. There has been no reports of damage to the barge or pollution near the 
grounding. The Coast Guard says personnel from Bethel were working to remove the 
fuel and refloat it during high tide. 
Source: http://newsminer.com/news/2009/sep/18/fuel-barge-grounds-near-bethel/ 

For another story, see item 28  
 
[Return to top]  

Chemical Industry Sector 

3. September 21, WYFF 4 Greenville – (South Carolina) Overturned big rig closes 
Highway 25 South. An overturned tractor trailer closed the southbound lanes of 
Highway 25 on September 21 near Travelers Rest, South Carolina. The wreck 
happened before 4 a.m., according to Travelers Rest police. A chemical spill of some 
kind is associated with this wreck but police had no further information on the chemical 
or the extent of the spill. Southbound Highway 25 is closed from State Park Road near 
Wal-Mart to Roe Road. Police asked drivers to avoid the area, if possible. Highway 
Patrol troopers are out directing traffic around the wreck. The detour would take drivers 
left on State Park Road, right on Benton Road, right on Little Texas Road and then 
back onto Highway 25. 
Source: http://www.wyff4.com/news/21032774/detail.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

4. September 21, Associated Press – (New York) NY nuclear plant siren test rattles 
nerves. A spokesman for the Indian Point nuclear power plant in Buchanan says 
Friday’s vocal emergency message “shouldn’t have happened.” He says plant officials 
have disabled the voice mechanism in the siren, located in downtown New City. Four 
others with faulty connections also have been fixed. A new $15 million system is 
undergoing tests. It is supposed to give voice directions in park areas only. 

http://newsminer.com/news/2009/sep/18/fuel-barge-grounds-near-bethel/
http://www.wyff4.com/news/21032774/detail.html
http://www.caller.com/news/2009/sep/21/no-injuries-reported-fire-three-rivers-refinery/
http://www.caller.com/news/2009/sep/21/no-injuries-reported-fire-three-rivers-refinery/
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Source: http://www.newsday.com/news/new-york/ny-nuclear-plant-siren-test-rattles-
nerves-1.1462149 

5. September 19, Brattleboro Reformer – (Vermont) VY security training at rifle range 
increases. The Vermont Yankee nuclear power plant in Vernon recently hired its 
security staff away from its former contractor, Wackenhut, which trained its officers at 
the Leyden Rifle Range. Because of changes in federal regulations, Yankee had to add 
additional days to its training schedule, said the director of communications. The 
Nuclear Regulatory Commission recently issued new “fatigue” regulations that limit 
the hours security officers can work. According to schedules released to residents in the 
Guilford village of Packer Corner, which abuts the rifle range, the number of days 
Yankee security officers will need at the rifle range increased from 48 to a possible 58. 
Source: http://www.reformer.com/localnews/ci_13371939 

6. September 19, Green Bay Press-Gazette – (Wisconsin) NRC clears nuclear plant. The 
Kewaunee Power Station in Carlton, Wisconsin, has been returned to the “licensee 
response” column of the Nuclear Regulatory Commission’s matrix for determining safe 
operation of nuclear plants. An inspection last year found that the nuclear plant’s 
procedures for declaring an emergency were insufficient in two potential 
circumstances. In its second-quarter 2009 assessment letter, the NRC said an inspection 
in June 2009 revealed no additional findings of safety significance and closed the 
previous inspection finding. The NRC said that Point Beach Nuclear Plant has made 
progress on improving cross-cutting issues in human performance. Such issues are 
called “cross-cutting” because they can affect operations throughout the plant. The 
agency said Point Beach reduced the number of areas of concern from seven to four. It 
otherwise said the plant was being safely operated. 
Source: 
http://www.greenbaypressgazette.com/article/20090919/GPG03/909190580/1247/NRC
-clears-nuclear-plant 

For another story, see item 35  
 
[Return to top]  

Critical Manufacturing Sector 

7. September 21, Reliable Plant – (Georgia) OSHA cites Georgia manufacturer with 44 
violations. The U.S. Department of Labor’s Occupational Safety and Health 
Administration (OSHA) is proposing $58,887 in penalties for 44 safety and health 
violations after inspecting Precision Hose, a metal hose manufacturing plant in Stone 
Mountain, Georgia, that employs about 55 workers. Responding to a complaint, OSHA 
found 29 serious safety violations including fall hazards, tripping hazards, electrical 
hazards, and a lack of machine guards. Employees operated forklifts without training 
and operated an overhead crane that had not been inspected recently with controls in 
need of repair. Flashback protection was not provided for the welding equipment, and 
oxygen and acetylene cylinders were stored together in the fabrication area. Proposed 

http://www.reformer.com/localnews/ci_13371939
http://www.greenbaypressgazette.com/article/20090919/GPG03/909190580/1247/NRC-clears-nuclear-plant
http://www.greenbaypressgazette.com/article/20090919/GPG03/909190580/1247/NRC-clears-nuclear-plant
http://www.newsday.com/news/new-york/ny-nuclear-plant-siren-test-rattles-nerves-1.1462149
http://www.newsday.com/news/new-york/ny-nuclear-plant-siren-test-rattles-nerves-1.1462149
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penalties total $38,000 for these safety violations. The agency is proposing $15,887 in 
penalties for 10 serious health violations including noise hazards and a lack of eyewash 
or shower stations near where employees were exposed to corrosive materials. The 
employer lacked a respiratory protection program, and workers used respirators 
incorrectly and without adequate training. The company had failed to develop an 
adequate hazard communication program. The company is being cited with two other-
than-serious health violations with $4,000 in proposed penalties and three other-than-
serious safety violations with $1,000 in proposed penalties. The employer failed to 
maintain the required OSHA logs, failed to conduct daily inspections of powered 
industrial trucks, had not attached a load rating capacity to its storage racks and did not 
make first aid treatment readily available to workers when needed. 
Source: 
http://www.reliableplant.com/article.aspx?articleid=20111&pagetitle=OSHA+cites+Ge
orgia+manufacturer+with+44+violations 

8. September 21, Salem News – (Massachusetts) Crew quells 3-alarm blaze at Danvers 
factory. Firefighters from several North Shore, Massachusetts communities stamped 
out a three-alarm fire at the Hotwatt factory on Maple Street on September 20, 
eventually sawing into one side of the building to prevent flames from traveling up 
from the basement through the walls. The Fire Chief said the fire is believed to have 
started in the basement, and firefighters were able to stop the fire at the second floor. 
Firefighters had to peel “back the outer skin” of the building to ensure flames were not 
in the walls. They also used a thermal-imaging camera to find potential hot spots from 
outside. The chief said the structure of the building had been largely spared by fire but 
had suffered damage when firefighters doused the building and sawed into walls. No 
one was injured, he said. The chief said the sprinkler system did activate, but 
firefighters shut them off after about 45 minutes. They were having problems with 
electricity, he said. Founded in 1952, Hotwatt began by manufacturing the open coil 
heating element, according to the company’s Web site. Since then, Hotwatt has 
expanded its line to dozens of additional heating products, the Web site said. 
Source: http://www.salemnews.com/punews/local_story_264001455.html 

9. September 19, Federal Bureau of Investigation – (Massachusetts; New York) 
Company charged in connection with ceiling collapse on big dig project. Powers 
Fasteners, Inc. (Powers), a Brewster, New York company, was charged Friday in 
federal court with making a false statement in connection with the construction of a 
federally approved highway project, the I-90 connector tunnel in Massachusetts. 
Powers was charged in a one count Information with making a false statement in 
connection with the construction of the I-90 Connector Tunnel on the Central 
Artery/Tunnel project (“CA/T”). The Information alleges that the general contractor, 
Modern Continental Corporation, responsible for constructing the I-90 tunnel ceiling, 
utilized a Powers Fasteners epoxy product, Power Fast Epoxy, to secure the drop 
ceiling to the roof of the tunnel using anchor bolts epoxied into drilled holes. Powers, a 
global company specializing in manufacturing and marketing anchoring and fastening 
products for concrete, masonry and steel, sold two versions of the epoxy product, a Fast 
and Standard Set, that respectively took a longer and shorter amount of time to harden 

http://www.salemnews.com/punews/local_story_264001455.html
http://www.reliableplant.com/article.aspx?articleid=20111&pagetitle=OSHA+cites+Georgia+manufacturer+with+44+violations


 - 5 - 

and set. It is alleged that Powers was aware, through testing it had commissioned 
pursuant to then existing industry testing standards, that the Fast Set version did not 
perform as well as the Standard Set version under sustained loads, and in fact, was not 
suitable for long-term overhead loads like the tunnel ceiling. Allegedly, despite this 
knowledge, Powers failed to disclose these facts in its published Design Manual in 
1999 which was relied upon and submitted by the general contractor to the CA/T for 
approval. The CA/T thereafter approved the use of Power Fast Epoxy without 
specifying the Standard Set as the approved product, which was the only version of the 
two that was suitable for a long term load like the ceiling. The general contractor 
proceeded to construct the ceiling utilizing the Fast Set to secure the anchor bolts in the 
tunnel roof. Several of the anchor bolts ultimately failed, and on July 10, 2006, several 
ceiling panels collapsed on a vehicle, killing a motorist. 
Source: 
http://7thspace.com/headlines/320654/company_charged_in_connection_with_ceiling_
collapse_on_big_dig_project.html 

[Return to top]  

Defense Industrial Base Sector 

10. September 21, Army Times – (National) Corps to reveal SAW replacement in 
October. The Marine Corps plans to announce next month a heavily anticipated plan 
for the infantry automatic rifle (IAR), which is expected to replace the M249 Squad 
Automatic Weapon in Marine fire teams. “We’re close to having a decision,” said the 
weapon’s project officer at Marine Corps Systems Command in Quantico, Virginia. 
“I’m on schedule to have a decision on the program to move forward. Maybe within 
three weeks or so, there will be a lot more information.” Testing is complete, the 
project officer said, and plans are underway to make sure logistics, training and 
maintenance of the weapon are handled. Late last year, the Corps chose three 
companies — Colt Defense, FN Herstal, and Heckler & Koch — to compete for the 
IAR contract, saying the new weapon would allow Marines to maneuver under fire 
more quickly and improve accuracy. But the plan has incited some debate. Critics do 
not like the idea of giving up the SAW, which can carry a 200-round drum and unleash 
a massive volume of fire, in favor of the IAR, which is drastically lighter but uses 30-
round magazines. The IAR finalists weigh between 8 and 11 pounds empty, whereas 
the SAW weighs about 16 pounds empty — 22 when loaded. In April and May, the 
Corps held reliability testing for the IAR at Marine Corps Base Quantico, using two 
weapons from Colt and one each from FN Herstal and Heckler & Koch. Over three 
weeks, 20,000 rounds were fired from three makes of each weapon. The Corps also 
held limited user evaluations for about three weeks in April in Hawthorne, Nevada, 
with Marines from Camp Pendleton, California assessing each of the finalists. 
Source: http://www.armytimes.com/news/2009/09/marine_iar_091709/ 

11. September 18, Online Defense and Acquisition Journal – (National) F135 damage 
‘significant’ or easy fix? Pratt & Whitney says it knows what failed on the F135 test 
engine and can fix it relatively painlessly. The company has identified a “worn 

http://www.armytimes.com/news/2009/09/marine_iar_091709/
http://7thspace.com/headlines/320654/company_charged_in_connection_with_ceiling_collapse_on_big_dig_project.html
http://7thspace.com/headlines/320654/company_charged_in_connection_with_ceiling_collapse_on_big_dig_project.html
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bushing” as the likely cause of the recent test engine failure and can make changes to 
the engine “with little to no impact on cost or schedule,” a senior company official said. 
A Pratt & Whitney investigation found that a worn bushing is the “potential cause, 
which tells us this issue can be addressed with little or no impact on cost or schedule. A 
minor modification can be incorporated into an assembled engine without teardown,” 
the senior program official said. But a congressional aide, told of Pratt’s comments, 
dismissed them. The aide noted that a September 14 Pentagon fact sheet about the 
incident says that the engine damage was “significant.” However, the congressional 
aide also noted that this is the third failure the F135 has experienced, adding that 
caution is warranted given that significant problems with the F100 engine that powers 
most F-15s and F-16s “didn’t really show themselves until two years after initial 
operational capability.” The OSD document says that “an approximately 1 inch by 1.5 
inch piece separated from a blade on Rotor 1 of the fan. At the time the separation 
occurred, High Cycle Fatigue sweep tests were being conducted, but high loads at this 
location on the fan blade were not expected.” The OSD document said the engine 
would “undergo tear down and root cause analysis. This is a lengthy process that 
includes very detailed metallurgy and crack propagation analysis and will take several 
weeks.” The Pratt spokesman said the company “will continue to do further 
metallurgical examination” but did not need to tear down the entire engine. The fixes to 
the blades are “imminent” and will be done as each engine comes down the line, the 
spokesman said. No decision has yet been made about the failure’s impact on the test 
program, the OSD document says. 
Source: http://www.dodbuzz.com/2009/09/18/pratts-f135-needs-minor-fix/ 

12. September 17, U.S. Government Accountability Office – (International) Depot 
maintenance: Improved strategic planning needed to ensure that Army and 
Marine Corps depots can meet future maintenance requirements. In 2008, in 
response to direction by the Office of the Secretary of Defense (OSD), the Army and 
the Marine Corps each submitted a depot maintenance strategic plan. The depot 
maintenance strategic plans identify key issues affecting the depots, but do not provide 
assurance that the depots will be postured and resourced to meet future maintenance 
requirements because they do not fully address all of the elements required for a 
comprehensive, results-oriented management framework. Nor are they fully responsive 
to OSD’s direction for developing the plans. While the services’ strategic plans contain 
mission statements, along with long-term goals and objectives, they do not fully 
address all the elements needed for sound strategic planning, such as external factors 
that may affect how goals and objectives will be accomplished, performance indicators 
or metrics that measure outcomes and gauge progress, and resources required to meet 
the goals and objectives. Also, the plans partially address four issues that OSD directed 
the services, at a minimum, to include in their plans, such as logistics transformation, 
core logistics capability assurance, workforce revitalization, and capital investment. 
Army and Marine Corps officials involved with the development of the service 
strategic plans acknowledged that their plans do not fully address the OSD criteria, but 
they stated that the plans address issues they believe are critical to maintaining 
effective, long-term depot maintenance capabilities. The Army’s and Marine Corps’ 
plans also are not comprehensive because they do not provide strategies for mitigating 

http://www.dodbuzz.com/2009/09/18/pratts-f135-needs-minor-fix/
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http://www.gao.gov/products/GAO-09-865 

[Return to top]  

Banking and Finance Sector 

13. September 21, Computerworld – (National) Heartland CEO: More card encryption 
needed. The top executive at Heartland Payment Systems Inc. last week called on 
credit card vendors, payment processors, and retailers to embrace an encryption 
standard that would protect credit and debit card numbers. Heartland’s chairman and 
CEO told the U.S. Senate Homeland Security and Governmental Affairs Committee 
that industry guidelines today do not require encryption of credit card numbers during 
transit between retailers, payment processors, and card issuers. Earlier this year, 
Princeton, New Jersey-based Heartland disclosed that a breach there exposed data 
stored on tens of millions of credit cards to a gang of hackers. Heartland’s CEO said 
that Heartland is deploying tamper-resistant point-of-sale terminals at its member 
retailers. “I believe it is critical to implement new technology, not just at Heartland, but 
industrywide,” he added. The Senate hearing was held in part to determine whether 
new legislation is needed to fight cybercrime. 
Source: 
http://www.computerworld.com/s/article/343403/Heartland_CEO_More_Card_Encrypt
ion_Needed?taxonomyId=17 

14. September 19, Phoenix Business Journal – (Arizona) FDIC seizes Irwin Union 
Bank. Irwin Union Bank F.S.B., which operates a branch in Mesa and Phoenix, was 
shut down by the Office of Thrift Supervision. The Federal Deposit Insurance Corp. 
was named receiver. First Financial Bank, based in Hamilton, Ohio, assumed all 
deposit accounts and those will be available immediately, the FDIC said in a 
announcement released late Friday. Bank failures typically have been announced in this 
manner, as the FDIC has sought to minimize the publicity of failed financial 
institutions under its watch. The two Valley locations will reopen Monday as branches 
of First Financial Bank and assume normal business hours. Earlier Friday, the Phoenix 
Business Journal reported that Irwin Union Bank F.S.B. was in serious jeopardy of 
being closed by federal regulators because of its plummeting capital level and its 
portfolio of soured loans. On Wednesday, the community bank’s parent, Irwin 
Financial Corp., entered a “cease-and-desist” agreement with the Federal Reserve 
System and the Indiana Department of Financial Institutions. 
Source: http://phoenix.bizjournals.com/phoenix/stories/2009/09/14/daily86.html 

15. September 18, Nisqually Valley News – (Washington) Feds seize Venture 
Bank. Venture Bank closed 5 p.m. Friday and was taken over by the Federal Deposit 

http://www.computerworld.com/s/article/343403/Heartland_CEO_More_Card_Encryption_Needed?taxonomyId=17
http://www.computerworld.com/s/article/343403/Heartland_CEO_More_Card_Encryption_Needed?taxonomyId=17
http://phoenix.bizjournals.com/phoenix/stories/2009/09/14/daily86.html
http://www.gao.gov/products/GAO-09-865
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Insurance Corporation and a North Carolina-based bank. “We believe all value in the 
shares of the parent company, Venture Financial Group, has been irretrievably lost,” 
said the Venture Chairman in a September 12 letter to its shareholders. “The 
corporation is insolvent and is unable to file financial reports for the fiscal years 2008 
and 2009.” The Washington Department of Financial Institutions closed the bank, 
citing “inadequate capital and severe loan losses.” 
Source: 
http://www.yelmonline.com/articles/2009/09/18/local_news/doc4ab410271563c626585
028.txt 

16. April 2, United Press International – (Florida) Man pleads guilty to stock fraud. A 
Florida lawyer admitted Thursday to participating to federal mail and wire fraud 
charges in a scam that cheated investors out of millions of dollars. He faces up to 25 
years in prison when he is sentenced in December. The defendant and two others 
created KL Group, an investment firm. But investigators said the company was an 
elaborate sham housed in an expensive office with an ocean view in Atlantic Beach, 
Florida. The three co-conspirators even paid stock traders to stay on the phone looking 
busy — and making money-losing trades — to give the firm the look of success, 
prosecutors said. The firm received $194 million from investors between 2000 and 
2005 and lost at least $63 million, while putting out statements that claimed it was 
making lots of money. 
Source: http://www.upi.com/Top_News/2009/09/18/Man-pleads-guilty-to-stock-
fraud/UPI-65631253258680/ 

[Return to top]  

Transportation Sector 

17. September 21, Associated Press – (National) 2 die, 2 missing as rain drenches 
Southeast. Rows of thunderstorms drenched the Southeast, submerging some major 
highways in the Atlanta area and prompting flood warnings Monday. Forecasters 
issued flood alerts for parts of Tennessee, Alabama, North Carolina, Kentucky, and 
Georgia. As much as 20 inches had fallen in three days in the Atlanta metro area. The 
“persistent tropical system” that has been hovering over the region for the last week 
could dump another four inches on north Georgia overnight Monday with isolated areas 
possibly seeing even higher rainfall levels, said a National Weather Service 
meteorologist. One of the hardest-hit areas is Douglas County west of Atlanta, where 
the rains blocked more than 45 roads and caused the death of a man whose body was 
found downstream after his car was swept from the road into a creek, said a county 
spokesman. A meteorologist reported from the Atlanta suburb of Powder Springs on 
flash flooding during Monday’s morning commute. He said emergency officials have 
rescued dozens of people stranded in their homes and cars by rising waters. The rolling 
storms shut down school systems in five north Georgia counties. Water also flooded 
homes, washed out some roads, and left standing pools on some busy metro Atlanta 
highways. A spokesperson for the Georgia Emergency Management Agency says the 
rains caused a mudslide that blocked part of Stone Mountain Freeway east of Atlanta. 

http://www.upi.com/Top_News/2009/09/18/Man-pleads-guilty-to-stock-fraud/UPI-65631253258680/
http://www.upi.com/Top_News/2009/09/18/Man-pleads-guilty-to-stock-fraud/UPI-65631253258680/
http://www.yelmonline.com/articles/2009/09/18/local_news/doc4ab410271563c626585028.txt
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In Kentucky, thunderstorms dumped about 4 inches of rain on parts of Louisville in a 
single day Sunday. Flash flooding caused fire and rescue personnel to make more than 
a dozen runs to assist people stranded in vehicles, said a Louisville fire department 
spokesman. Flooding in more than 20 counties in western North Carolina closed roads, 
delayed school, and forced evacuations. 
Source: http://www.msnbc.msn.com/id/32952369/ns/weather/?GT1=43001 

18. September 20, Montgomery Advertiser – (Alabama) Train derails in Autauga 
County. Wet conditions may have caused a CSX gravel train to derail Saturday 
morning in Autauga County, Alabama. The derailment occurred about 6:15 a.m. near 
the County Road 64 crossing in northeast Autauga County between Wadsworth and 
Stoney Point, according to the local sheriff. No one was injured. He said it appeared 
recent rains had washed the roadbed away from the tracks. He said the locomotive 
made it across but that several cars derailed. Recent rainy weather during the past two 
days also caused problems in Elmore County, said the director of the Elmore County 
Emergency Management Agency. Late Saturday afternoon, Cyprus Road in Deatsville 
was closed due to flooding, he said. “We had a couple of places in the county where 
there was water over roads early Saturday morning, but the water has subsided,” he 
said.  
Source: 
http://www.montgomeryadvertiser.com/article/20090920/NEWS01/909200314/Train+
derails+in+Autauga+County 

19. September 19, Springdale Morning News – (National) Senators allow guns in Amtrak 
luggage. The Senate voted the week of September 7 to require Amtrak to allow 
passengers to transport guns in their checked baggage. Senators voted 68-30 for an 
amendment that would take away $1.5 billion for the government-subsidized passenger 
railroad if it fails to begin checking in firearms by next March. One senator argued 
sportsmen who want to take the train to hunting trips cannot do so. On the other hand, 
airlines do accept firearms in checked luggage, he said. “Only the federally subsidized 
Amtrak prohibits law-abiding American citizens from exercising their second 
amendment right in checked baggage,” he said. The amendment would require 
passengers to declare the firearm before boarding, and the gun must be unloaded and 
locked in a hard container. Opponents argued the rail system does not have the same 
rigorous baggage screening system as airlines, and it would be a costly and lengthy 
process to put one in place. 
Source: http://www.nwaonline.net/articles/2009/09/19/news/092009dcwashdigest.txt 

20. September 19, Gloucester County Times – (New Jersey) Railroad equipment seized at 
Deptford home. Hundreds of pieces of railroad property were confiscated from a 
Windsor Lane home in Deptford Township on Friday in a joint operation that included 
officers from Deptford Township and the FBI along with CSX Railroad Police from 
three states. “We are in the process of recovering a significant amount of railroad 
equipment, not only belonging to CSX but several other major railroads, as well,” said 
a spokesman for CSX. The multi-agency raid started around 10 a.m. when authorities 
entered the home with a search warrant. An online search of that name brought up the 

http://www.montgomeryadvertiser.com/article/20090920/NEWS01/909200314/Train+derails+in+Autauga+County
http://www.montgomeryadvertiser.com/article/20090920/NEWS01/909200314/Train+derails+in+Autauga+County
http://www.nwaonline.net/articles/2009/09/19/news/092009dcwashdigest.txt
http://www.msnbc.msn.com/id/32952369/ns/weather/?GT1=43001
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Internet handle “conrail33” associated with the suspect’s name on multiple railroad 
message boards. Crews from Conrail’s regional train yard at Woodbury worked Friday 
afternoon to bring down two massive signals that were wired to the home’s electrical 
system and fully functional. Authorities were also able to turn signal warning bells off 
and on during the operation. Throughout the day, multiple truckloads of items were 
driven away from the home in Deptford Public Works trucks. Officials are still 
cataloging the number and kind of items recovered from the raid. “It’s been described 
to me as a significant amount of railroad equipment,” said the spokesman for CSX. 
“These are items that are used in everyday operations of railroadsâ�¦equipment that is 
usually quite costly.” 
Source: http://www.nj.com/gloucester/index.ssf?/base/news-
4/1253342437235380.xml&coll=8 

21. September 19, Cincinnati Enquirer – (Ohio) All southbound I-75 lanes reopen. The 
southbound lanes of Interstate 75 in Kenton County, Ohio were shut down much of 
September 19 after a tractor-trailer jack-knifed, flipped and soaked the highway with 
hazardous materials. Traffic was routed through a truck weigh station as hazardous 
material and environmental cleaning teams spent the afternoon and into early evening 
working to clearing the highway. The lanes reopened shortly after 9 p.m. The driver 
was taken to St. Elizabeth Florence with moderate injuries. He apparently lost control 
of the truck along the curve, police said. Dispatchers indicated the spill material is 
diesel fuel and that another vehicle was involved. The spill occurred south of Walton 
and just north of Crittenden near a truck weigh station. 
Source: 
http://news.cincinnati.com/article/20090919/NEWS01/309190017/All+southbound+I-
75+lanes+reopen 

For more stories, see items 2, 3, and 9  
 
[Return to top]  

Postal and Shipping Sector 

22. September 19, Honolulu Adverstiser – (Hawaii) Big Island post office fire deemed 
suspicious by firefighters. A fire at a Volcano Village post office early Friday 
morning appears to be suspicious, Big Island fire fighters said. The fire was reported at 
2:37 a.m. September 18 and was out by 2:50 p.m., firefighter said. When firefighters 
arrived there was smoke visible under the eaves of the building, firefighters said. The 
fire appeared suspicious in origin and an exterior window appeared to be pried open 
prior to firefighters arriving. The fire caused an estimated $15,000 in damages. 
Source: 
http://www.honoluluadvertiser.com/article/20090920/BREAKING01/309200011/Big+I
sland+post+office+fire+deemed+suspicious+by+firefighters 

[Return to top]  
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Agriculture and Food Sector 

23. September 21, Chambersburg Public Opinion – (Pennsylvania) Oil spills into Falling 
Spring Creek. Franklin County firefighters worked feverishly Thursday to stop an oil 
spill in Falling Spring Creek that originated with Knouse Foods Inc., according to an 
emergency service chief. “Knouse Foods has traditionally used recycled oil in the plant. 
They heat it up to a certain temperature until they can use it,” he said. “The process of 
heating it produces condensation. They noticed that the condensation coming from the 
heating process contained oil.” People actually saw a “little bit of oil spill” Wednesday, 
but Knouse had just paved the parking lot, and they thought it was caused by that, 
according to the emergency service chief. Late Thursday morning, the condensation 
went down into the storm drain which empties into the creek across Grant Street. 
Because of the nature of the spill and its origin with the condensation, it is hard to 
determine the amount of oil that entered the creek, he said. The extent of the damage 
also was not known Thursday. The president of the Falling Spring Chapter of Trout 
Unlimited planned to visit the stream Monday morning. He said the environmental 
issues would likely involve ducks, wild trout and minnows. Falling Spring Creek is one 
of four world-famous trout streams in the area. The Chambersburg plant’s production 
has always been devoted exclusively to one product — apple sauce, according to the 
Web site. 
Source: http://www.publicopiniononline.com/localnews/ci_13363412 

24. September 20, UCF Newsroom – (National) UCF professor finds new way deadly 
food-borne bacteria spread. A University of Central Florida (UCF) microbiology 
professor has uncovered a previously unknown mechanism that plays an important role 
in the spread of a deadly food-borne bacterium. The bacterium has been linked to 
outbreaks traced to food processing plants in the U.S. and Canada. Scientists have long 
known that Listeria spreads from one human cell to another but UCF’s microbiologist 
and his team have discovered a previously unknown second process that aids in the 
spread of bacteria to healthy cells. His lab found that a Listeria protein called InlC 
appears to relieve tension at the plasma membrane in infected cells, making it easier for 
moving bacteria to deform the membrane and then spread into adjacent, healthy cells. 
More research is needed, but the microbiologist says that discovering this mechanism 
could aid in future therapies and perhaps open a window into understanding how 
certain bacterial pathogens cause disease. For example, in 2002, a multi-state outbreak 
of listeriosis – the serious disease caused by Listeria — resulted in 46 confirmed cases, 
seven deaths and three stillbirths or miscarriages. Those cases in eight states were 
linked to people eating contaminated sliced turkey deli meat. From January to August 
1985, there was another outbreak with 142 cases of listeriosis. 
Source: 
http://news.ucf.edu/UCFnews/index?page=article&id=00240041037381429012136c33
d7903c63 

25. September 18, The Packer – (National) Spinach recalled over salmonella fears. A 
California grower-shipper has recalled 1,715 cartons of spinach that may be 
contaminated with salmonella. Salinas-based Ippolito International LP voluntary 
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recalled bunched spinach distributed in 12 states and three Canadian provinces, 
according to a company news release. The recall was announced after routine testing by 
the U.S. Department of Agriculture’s Microbial Data Program detected salmonella. No 
illnesses have been reported. The recalled product includes 12-count and 24-count 
bunches bearing the Queen Victoria and Tubby labels and harvested September 1-3. 
Product was packed in cardboard boxes, wire-bound crates and reusable plastic 
containers. The spinach was distributed in California, Alabama, Arizona, Florida, 
Georgia, Illinois, Indiana, Kentucky, Michigan, Minnesota, New Jersey, New York, 
British Columbia, Ontario and Manitoba. 
Source: http://thepacker.com/Spinach-recalled-over-salmonella-
fears/Article.aspx?articleid=837029&authorid=680&categoryid=122&feedid=215&src
=top 

For more stories, see items 26 and 29  
 
[Return to top]  

Water Sector 

26. September 20, Today’s News-Herald – (Arizona; California; Nevada) ‘Intersex’ fish 
found in Colorado. Early studies indicate various pollutants, drugs, cosmetics and 
household products in the Colorado River can cause some male bass to have partially 
developed female organs inside. This phenomenon of occasional female organ growth 
in males, is called “intersex.” A nationwide study of sexual fish aberrations by the U.S. 
Geological Survey (USGS) found that 40 percent of smallmouth bass and one-third of 
largemouth bass sampled in the Colorado River were intersex. The Colorado River data 
were from 2003, and nationwide it covered the period 1995-2004. The pollutants and 
various chemicals affect hormone activity in animals and humans are collectively 
called endocrine disruptors or endocrine active compounds. The Colorado River 
Regional Sewage Coalition has been concerned with the presence of the endocrine 
disruptors, particularly because Colorado River water is consumed by millions in 
Arizona, Nevada and California. Some of the highest intersex percentages were found 
in the southeastern U.S. At 111 sites nationwide, 3,080 fish were examined and all had 
contaminants in their bodies. A lead author of the report from the USGS Columbia 
Missouri Environmental Research Lab said that the report “is the first synthesis of 
USGS efforts to measure contamination in water, fish and intersex occurrence.” 
Source: 
http://www.havasunews.com/articles/2009/09/20/news/doc4ab6eb414a281213625495.t
xt 

27. September 19, CNN – (Maryland) Huge water main bursts, floods neighborhoods in 
Maryland city. A huge water main burst under a road in the suburban Baltimore 
community of Dundalk, Maryland, Friday, sending muddy water erupting over 
neighborhood streets and down highway ramps, officials said. The 72-inch main was 
shut about two hours after it ruptured, the Baltimore County chief executive told CNN. 
No injuries were reported, he said, but he urged residents to “shelter in place” and not 
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to go into the knee- to chest-high water under any circumstances. Authorities set up a 
command center near the site of the break and swift-water boat rescue teams were 
standing by, he added. Aerial video from CNN affiliates WMAR and WBAL showed a 
collapsed roadway with massive amounts of water exploding over the area. Entire 
neighborhoods had flooded streets, and many residents were evacuated, authorities 
said. Nearly 1,000 customers were without power, according to Baltimore Gas and 
Electric Company’s Web site.  
Source: http://www.cnn.com/2009/US/09/18/maryland.water.main.break/ 

28. September 18, Press and Sun-Bulletin – (Pennsylvania) Hazardous chemicals cited in 
drilling spill. Drilling fluids that spilled September 16 into the headwaters of Stevens 
Creek in Dimock, Pennsylvania contain a class of hazardous chemicals called volatile 
organic compounds, according to the latest information from environmental officials. 
Biologists with the state Department of Environmental Protection (DEP) took samples 
September 17 from various spots in the creek to get a better idea of the chemicals and 
their risks, said a spokesman for the agency. Results are expected the week of 
September 21. The testing came after Cabot Oil & Gas reported between 6,000 and 
8,000 gallons of an agent used to stimulate natural gas production leaked from the 
Heitsman Well and flowed into a wetland that feeds the creek. “There are a lot of 
questions,” said a DEP spokesman. “We are taking this step by step.” That includes 
evaluating risks the spill may pose to an aquifer that supplies drinking water in the rural 
community. Documents kept on site, intended to detail properties and hazards of 
drilling fluids, were “relatively vague,” he said. The sheets, called Material Safety and 
Data Sheets, document hazardous materials at industrial sites to help emergency 
responders gauge risks associated with spills or accidents. The gas industry is exempt 
from a provision in the federal Clean Drinking Water Act that requires full disclosure 
of chemicals injected into the ground — an issue that has raised protests among 
advocates seeking tougher oversight. Some small aquatic life in the creek was stressed 
or killed by the spill, although there were no early signs it harmed larger fish, he said. 
Source: 
http://www.pressconnects.com/article/20090918/NEWS01/909180373/Hazardous+che
micals+cited+in+drilling+spill 

29. September 18, Pittsburgh Tribune-Review – (Pennsylvania; West Virginia) West 
Virginia pollution kills fish, mussels in tributary of the Mon. Two Pennsylvania 
agencies are monitoring a Monongahela tributary after pollution from West Virginia 
killed at least 16 species of freshwater mussels and at least 18 species of fish earlier this 
month. More than 30 miles of Dunkard Creek have been impacted by a discharge of 
total dissolved solids — which refers to all elements in water at their molecular level 
and can include carbonates, chlorides, sulfates, nitrates, sodium, potassium, calcium 
and magnesium — originating from West Virginia. The Pennsylvania Department of 
Environmental Protection (DEP) and the Fish and Boat Commission are working with 
the West Virginia Department of Environmental Protection and the U.S. Environmental 
Protection Agency to address the fish kill, first detected on September 1 and reported to 
the DEP on September 8. The main stem of Dunkard Creek, in Pennsylvania, is 
designated a warm water fishery. It meanders for 38 miles along the southwest border 

http://www.pressconnects.com/article/20090918/NEWS01/909180373/Hazardous+chemicals+cited+in+drilling+spill
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of Pennsylvania before its confluence with the Monongahela River downstream of 
Point Marion in Fayette County. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/regional/s_643821.html 

[Return to top]  

Public Health and Healthcare Sector 

30. September 21, Washington Post – (National) Reports criticize pandemic 
planning. Many state and local governments are not adequately prepared to deal with a 
surge of patients in a flu pandemic or quickly distribute vaccine and antiviral drugs, 
according to two reports by federal investigators being released on Monday. An 
analysis of preparations by five states and 10 municipalities around the country found 
that many had failed to take steps crucial during a pandemic, such as recruiting health-
care workers to volunteer, creating systems to track hospital beds and medical 
equipment, and determining how to manage a patient load that exceeds what 
emergency rooms are able to handle. “Our review found that although the selected 
states and localities are making progress within the five components of medical surge 
that we reviewed, more needs to be done to improve states’ and localities’ ability to 
respond to a pandemic,” investigators from the Department of Health and Human 
Services’ Office of Inspector General concluded in one report. The findings come as 
federal, state and local officials are preparing for a second wave of swine flu infections. 
The second report, which focused on vaccine and antiviral-drug distribution, similarly 
found that communities must do more to be able to respond adequately to a pandemic. 
A Centers for Disease Control and Prevention spokesman said that “CDC agrees that 
while states, overall, are doing well with antiviral drug distribution and development of 
vaccination plans, local pandemic preparedness can and should be improved.” The 
CDC on Friday gave details of the vaccination distribution, which will originate at four 
regional warehouses next month. The deliveries will be distributed among 90,000 
immunization providers, including health departments, hospitals, doctors’ offices, and 
pharmacies. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/09/20/AR2009092002541.html 

31. September 20, New Jersey Star Ledger – (New Jersey) Man arrested after 
threatening to blow up Jersey City Medical Center, officials say. A man was 
arrested Sunday afternoon after entering the lobby of the Jersey City Medical Center 
and threatening to blow up the hospital with a bomb, which he said was contained in a 
package he had with him, hospital officials said. The Jersey City Bomb Squad 
responded. As of 5:30 on Sunday, the hospital’s emergency room was not accepting 
patients and the lobby was cordoned off. 
Source: 
http://www.nj.com/hudson/index.ssf/2009/09/man_arrested_after_threatening.html 

32. September 18, Los Angles Times – (National) Swine flu’s tendency to strike the 
young is causing confusion. As health officials brace for a new onslaught of illness 
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from the novel H1N1 virus, they remain perplexed by one of the most unusual and 
unsettling patterns to emerge from this pandemic — the tendency of the virus to strike 
younger, healthier people. The initial explanation was that the elderly, who are usually 
most vulnerable to the flu, have built-in immunity as a result of their exposure more 
than 50 years ago to ancestors of today’s pandemic strain. But the limits of the theory 
are becoming more clear. For starters, only a third actually have antibodies to the new 
H1N1. The flu’s two key genes came directly from pigs and are new to everyone. That 
means all age groups should be equally vulnerable since no one has encountered the 
genes before. Yet infants seem to be in less danger than older children and most adults. 
Unraveling these mysteries will be crucial to designing a strong defense against this 
tenacious virus. Tests in animals strongly suggest that H1N1 will be with us for the 
foreseeable future, supplanting the strains that cause seasonal flu within a year or two. 
Understanding the virus’ inner workings will also help scientists prepare for future 
influenza pandemics. 
Source: http://www.latimes.com/news/nationworld/nation/la-sci-flu-mysteries18-
2009sep18,0,2108779.story 

33. September 18, Reuters – (International) Mosquito-borne African virus a new threat 
to West. The United States and Europe face a new health threat from a mosquito-borne 
disease far more unpleasant than the West Nile virus that swept into North America a 
decade ago, a U.S. expert said on Friday. Chikungunya virus has spread beyond Africa 
since 2005, causing outbreaks and scores of fatalities in India and the French island of 
Reunion. It also has been detected in Italy, where it has begun to spread locally, as well 
as France. “We’re very worried,” a doctor at the Louisiana University Health Sciences 
Center told a meeting on airlines, airports and disease transmission sponsored by the 
independent U.S. National Research Council. “Unlike West Nile virus, where nine out 
of 10 people are going to be totally asymptomatic, or may have a mild headache or a 
stiff neck, if you get Chikungunya you’re going to be sick,” he said. “The disease can 
be fatal. It’s a serious disease,” he added. “There is no vaccine.”  
Source: 
http://www.reuters.com/article/healthNews/idUSTRE58H60320090918?feedType=RS
S&feedName=healthNews&rpc=22&sp=true 

[Return to top]  

Government Facilities Sector 

34. September 20, WFMZ 69 Allentown – (Pennsylvania) Arrest made in Lehigh County 
courthouse bomb threat. Allentown Police caught the man they say is responsible for 
a bomb threat that evacuated the Lehigh County Courthouse last month. Police say the 
48 year-old suspect, who hails from Allentown, used his cell phone to call the 69 News 
dispatch answering service on the morning of August 31st, 2009, claiming three bombs 
would go off at the courthouse within the hour. The alleged threat was unfounded - 
investigators never found a bomb. The suspect faces a number of charges, including 
making terroristic threats. 
Source: http://wfmz.com/view/?id=1270030 
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35. September 19, Associated Press – (National) Catholic U. lands major grant for 
nuclear waste conversion. The Catholic University of America announced Friday that 
it had been awarded one of the largest research contracts in its history to work on 
converting liquid nuclear waste to glass, a process that renders it comparatively stable 
and safe. The university’s Vitreous State Laboratory has landed the first of several 
contracts totaling $36 million to work on one of the nation’s two largest sites of high-
level nuclear waste, along the Savannah River in South Carolina. The lab is already 
working there and at the larger Hanford site, along the Columbia River in Washington 
state. The contract runs for six years. Catholic University is a leader in the field of 
vitrification, a process that converts decades-old nuclear waste into glass. Millions of 
gallons of waste, left over from the manufacture of atomic bombs, are stored in steel 
tanks. The tanks occasionally spring leaks, imperiling the surrounding environment. 
Once transformed into glass, the waste remains radioactive but cannot seep out. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/09/18/AR2009091803002.html 

36. September 18, U.S. Government Accountability Office – (National) U.S. GAO - 
Homeland Defense: Greater focus on analysis of alternatives and threats needed to 
improve DOD’s strategic nuclear weapons security. A successful terrorist attack on 
a facility containing nuclear weapons could have devastating consequences. GAO was 
asked to compare the Department of Defense’s (DOD) and Department of Energy’s 
(DOE) efforts to protect the nation’s nuclear weapons where they are stored, 
maintained, or transported. This report (1) compares the nuclear weapons security 
policies and procedures at DOD and DOE, and the extent to which cost-benefit 
analyses are required; (2) compares DOD and DOE efforts to assess threats to nuclear 
weapons; and (3) identifies total current and projected funding requirements for 
securing nuclear weapons, including military construction costs. GAO analyzed DOD 
and DOE nuclear weapons security policies and procedures; visited sites that store, 
maintain, or transport nuclear weapons; and analyzed funding data for fiscal years 2006 
through 2013. This report is an unclassified version of a classified report issued in May 
2009. DOD and DOE nuclear weapons security policies and guidance are similar in 
that both establish minimum security standards for nuclear weapons. However, DOD’s 
guidance does not emphasize or require a cost-benefit analysis when considering 
alternative security measures, and therefore the full costs of alternatives may not be 
considered in a comprehensive manner when choosing among security measures.  
Source: http://www.gao.gov/products/GAO-09-828 

[Return to top]  

Emergency Services Sector 

37. September 20, Tuscaloosa News – (Alabama) Alabama could pioneer new 911 
technology. Alabama could be one of the first states to usher 911 communications into 
the 21st century using Internet protocol(IP)-based 911 technology as soon as next year, 
said the Tuscaloosa E-911 director who has served as the president of the Alabama 
chapter of the National Emergency Number Association for the last year. “A lot of 
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people think you can text 911, but you can’t,” he said. “911 technology has not kept up 
with modern technology like it should have.” The network would be called ANGEN, 
for Alabama Next Generation Emergency Network. Equipment at the state’s 115 
answering points in 88 emergency communications districts would have to be upgraded 
to be IP-capable and able to access the additional call data. All 911 answering points 
would be linked together but would also have connectivity to other agencies, such as 
the Alabama National Guard and Emergency Management Agency. Multiple agencies 
working together will benefit from not having to make a series of phone calls to share 
information, said the Tuscaloosa County Emergency Management Agency director. 
Broadband lines should soon reach every part of the state, thanks to the governor’s 
broadband initiative, ConnectingALABAMA, which aims to bring high-speed Internet 
access to every community. The total project cost for the first phase is estimated at $1.9 
million. It should cost $12,522 per 911 answering point — for a total cost of slightly 
more than $1.4 million. Router hardware is estimated to cost $460,000. 
Source: 
http://www.tidesports.com/article/20090920/NEWS/909199935/1007?Title=Alabama-
could-pioneer-new-911-technology 

38. September 18, WTAE 4 Pittsburgh – (Pennsylvania) Pittsburgh police vehicles 
vandalized. Officers found nails and screws in the tires of about a dozen vehicles at 
Pittsburgh police headquarters in North Side. Police believe the vandalism may have 
happened over the course of a week to unmarked detective cars parked in the facility’s 
lower and upper lots, according to a police spokeswoman. All but one of the vehicles 
vandalized was a department car. Pittsburgh police have not said whether the vandalism 
was committed by protesters in the city for next week’s G-20 economic summit. The 
department has officers patrolling the lot as “sentries” to look out for suspicious 
activity. No arrests have been made. 
Source: http://www.thepittsburghchannel.com/cnn-news/20975801/detail.html 

39. September 17, Federal Bureau of Investigation – (Kansas) State employee charged 
with making threatening calls to trooper. A Bonner Springs, Kansas man has been 
charged with making threatening telephone phone calls to a Kansas Highway Patrol 
trooper. The man is employed by the Kansas Highway Patrol as a motorist assist 
technician. According to a criminal complaint filed today in U.S. District Court in 
Kansas City, Kansas, in March 2009 a Kansas Highway Patrol trooper began to receive 
anonymous phone calls from a male who made threats of bodily harm against the 
trooper. The trooper received calls both on the trooper’s cellular phone and home 
phone. The calls, which continued from March through September 15, 2009, made 
repeated threats of bodily harm, described what the trooper was doing, what the trooper 
was wearing, and where the trooper had been while on duty. The caller indicated he 
knew where the trooper lived and where the trooper’s mother lived. If convicted, he 
faces a maximum penalty of five years in prison and a fine up to $250,000. 
Source: http://kansascity.fbi.gov/dojpressrel/pressrel09/kc091709.htm 
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Information Technology Sector 

40. September 21, The Register – (International) Facebook app flaws create Trojan 
download risk. ”Unu,” a Romanian hacker, has discovered cross-site scripting 
vulnerabilities involving Facebook applications, of a type that might be used to 
distribute Trojan horse malware or launch other hacking attacks. The hacker — well 
known for identifying security flaws in the websites of banks, security firms and the 
UK parliament — has turned his attention to the social networking site, discovering a 
series of flaws in applications. Unu has posted screenshots illustrating the flaws he has 
identified in five apps developed by Newscloud, alongside an advisory that explains the 
possible ramifications of the flaws. A variety of attacks are possible — including 
uploading phpshells, redirects, or infecting pages with Trojan droppers — because the 
vulnerable applications expose a writeable directory to attack, the hacker explains. All 
five apps were developed by a former project engineer at Microsoft who works for 
Newscloud. Unu said he was not targeting Newscloud in particular, rather simply 
illustrating a more general problem with Facebook app security. 
Source: http://www.theregister.co.uk/2009/09/21/facebook_xss_snafu/ 

41. September 20, Computerworld – (International) Microsoft unveils shield for critical 
Windows flaw as attack code looms. With attack code that exploits a critical 
unpatched bug in Windows likely to go public soon, Microsoft wants users to run an 
automated tool that disables the vulnerable component. The bug in SMB (Server 
Message Block) 2, a Microsoft-made network file- and print-sharing protocol that ships 
with Windows, affects Windows Vista, Windows Server 2008 and preview releases of 
Windows 7. When the flaw was first disclosed September 7, it was thought that attacks 
would only crash PCs, causing the notorious Blue Screen of Death. Since then, 
however, researchers have figured out how to create exploits that can be used to hijack 
a vulnerable computer. Last Wednesday, Miami Beach-based Immunity, which is best 
known for its CANVAS penetration testing framework, built a working remote code 
exploit, and released it to paying subscribers of its Early Updates program. On Friday, 
Microsoft confirmed that Immunity’s exploit worked as advertised. More worrisome, 
however, was news that the open-source Metasploit pen-testing software will add 
attack code this week, according to a noted security researcher and one of Metasploit’s 
makers. Metasploit’s exploit code is often used by hackers to build malicious attacks. 
Microsoft has not yet set a timetable for a patch, but said it is working on a fix. Until a 
patch is ready, Microsoft recommended that users run the automated “Fix it” tool 
posted Friday on its support site. The tool automatically disables the SMB 2 service, 
rendering any attack moot. That, however, also makes it impossible for PCs to 
communicate to file servers and network printers using the protocol. 
Source: 
http://www.computerworld.com/s/article/9138278/Microsoft_unveils_shield_for_critic
al_Windows_flaw_as_attack_code_looms?taxonomyId=85 

42. September 18, Network World – (National) PBS.org Web site fixed after malware 
attack. Public Broadcasting System (PBS) says it has fixed the malware problem that 
compromised the PBS.org Web site this week after an attacker exploited a site 
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vulnerability in an effort to run a malware scam against visitors. A PBS.org spokesman 
declined to provide much detail, but he says PBS became aware of the introduction of a 
rogue authentication screen on the Web site and took steps to eliminate it and fix the 
Web site. According to Purewire, which noticed the problem and reported it to 
PBS.org, the rogue authentication screen on PBS.org worked by trying to break into a 
visitor’s desktop computer by exploiting a variety of software vulnerabilities in Adobe 
and other applications that might be on the victim’s desktop. 
Source: http://www.networkworld.com/news/2009/091809-pbs-malware-fixed.html 

43. September 18, The Register – (International) Brute-force attacks target two-year hole 
in Yahoo! Mail. Scammers are exploiting a two-year-old security hole in Yahoo’s 
network that gives them unlimited opportunities to guess login credentials for Yahoo 
Mail accounts, a researcher said. The vulnerability resides in a web application that 
automates the process of logging in to the widely used webmail service. Because it fails 
to carry out a variety of security checks followed by the login page Yahoo! Mail users 
typically use, it’s providing criminals with a backdoor through which user accounts can 
be breached, said the director of application security research at Breach Security. Over 
the past seven weeks, a sensor deployed by WASC, or the Web Application Security 
Consortium, has detected “a few thousand” or more attempts to use the unprotected 
web application to carry out brute-force attacks on user passwords. Because the sensor 
is installed on just one of a massive number of open proxies, the honeypot is likely 
detecting only a small fraction of the overall activity. 
Source: http://www.theregister.co.uk/2009/09/18/ongoing_yahoo_mail_attacks/ 

For another story, see item 13  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

44. September 17, TechFlash – (Washington) Fisher Plaza forensic report cites failure of 
insulation in bus duct. A forensic report on this summer’s power outage at Seattle’s 
Fisher Plaza technology complex cites a failure of insulation inside a bus duct — a 
metal housing that contains thick strips for conducting electricity — as the likely cause 
of the incident that took dozens of Web sites offline for as much as a day or more. The 
report by Power Science Engineering Inc. of Shoreline recommends steps including 
routine maintenance and monitoring of the electrical equipment to prevent such 
incidents in the future. However, Fisher Plaza officials say they conducted regular 
maintenance of the area — including infrared and thermal scans and physical 

http://www.theregister.co.uk/2009/09/18/ongoing_yahoo_mail_attacks/
mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
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inspection of the equipment — inside the facility. Fisher Plaza officials distributed the 
report to tenants of the facility along with a memo referring to the incident as a 
“significant heat event,” without explicitly characterizing it as a fire. The facility has 
been shifting away from generator power, back to electricity supplied by Seattle City 
Light, according to the memo. It notes that the facility is expected to be back to 
“normal operating status” by November 1. The incident in early July at Fisher Plaza 
East exposed a big gamble that many tech companies take by limiting themselves to a 
single location when setting up their online infrastructure. Sites including 
Allrecipes.com, Microsoft Bing Travel, Authorize.net and many others were taken 
offline as a result of the outage. Although it doesn’t appear that separating the two 
would have prevented the incident, the report notes that damage and impact could have 
been reduced if the bus ducts weren’t positioned next to one another.  
Source: 
http://www.techflash.com/seattle/2009/09/fisher_plaza_forensic_report_cites_insulatio
n_failure_in_bus_duct.html See also: 
http://assets.bizjournals.com/cms_media/pdf/070209_Forensic%20Report_Final.pdf?sit
e=techflash.com-### 

For another story, see item 37  
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Commercial Facilities Sector 

45. September 20, New York Daily News – (National) Reputed Al Qaeda terror cell 
operative Najibullah Zazi arrested by FBI. Federal Bureau of Investigation (FBI) 
agents on Saturday night arrested a reputed Al Qaeda terror cell operative who 
researched baseball stadiums on a personal computer that also held interior maps of 
several New York venues, sources told the Daily News. The suspected mastermind and 
his father were handcuffed as authorities raided the father’s suburban Denver home, 
television broadcasts showed. The FBI also arrested a Flushing, New York man. “The 
arrests carried out tonight are part of an ongoing and fast-paced investigation. It is 
important to note that we have no specific information regarding the timing, location or 
target of any planned attack. As always, however, the American people should remain 
vigilant and report any suspicious activities to their local authorities,” said the Assistant 
Attorney General for National Security. One suspect in the probe — that now reaches 
from New York to Colorado and overseas — told investigators that the mastermind was 
expected to decide when the cell would launch their attack, a law enforcement source 
said. ABC News reported he also had used his computer to research football stadiums 
and sites where recent Fashion Week events were held in Manhattan. He also had a cell 
phone video of Grand Central Terminal, sources said. Although the type of terror plot 
remained unclear, the FBI had e-mail and audiotaped conversations between the man 
and others — talking in code — saying their plans were steadily moving ahead, sources 
said. None of the potential stadium sites was identified by name, although both New 
York and Denver — the two cities at the heart of the investigation — host multiple 
professional sports stadiums. 

http://www.techflash.com/seattle/2009/09/fisher_plaza_forensic_report_cites_insulation_failure_in_bus_duct.html
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Source: http://www.nydailynews.com/news/world/2009/09/19/2009-09-
19_zazi_cuffed_after_qaeda_canary_sings_li_secret_code_used_to_inform_plotters_li.
html 

46. September 20, City News Service – (California) Authorities: Overheated catalytic 
converter caused fire east of Temecula. An overheated catalytic converter was 
blamed today for a 300-acre wildfire that is expected to be fully contained, but not 
before burning a dozen structures and prompting evacuations east of Temecula, a Cal 
Fire captain said. The Vail Fire began around 3 p.m. Saturday near state Route 79 and 
Sage Road, in the brush-covered hills between Temecula and Aguanga. Investigators 
believe an overheated catalytic converter from an unknown vehicle started the blaze 
because pieces of the converter were discovered where the fire started, said a Cal Fire-
Riverside County Captain. The fire destroyed six residential buildings, two travel 
trailers, one motorhome, three outbuildings, eight vehicles, and two boats, the captain 
said. Authorities had clamped down on access to the burned and unburned areas east of 
Vail Lake. State Route 79 was closed on the west at Vail Lake Road and on the east at 
Juni Hills Road, and “no one gets by except emergency vehicles,” a CHP dispatcher 
said. Cal Fire and Riverside County used an early warning system to advise 500 
residents of evacuations during the fires, the captain said. Some residences along Route 
79 between Anza Road and Sage Road were evacuated, affecting 50 to 100 people, but 
about 200 campers and employees at a resort at Vail Lake Village & RV Resort were 
told to stay put.  
Source: http://www.sdnn.com/sandiego/2009-09-20/news/authorities-overheated-
catalytic-converter-caused-fire-east-of-temecula 

47. September 19, NewsChief.com – (Florida) Woman charged in Wal-Mart bomb 
threats. An Auburndale, Florida woman has been arrested and charged with making a 
series of bomb threats targeting the Wal-Mart Supercenter in Auburndale. The suspect, 
28 years-old woman, was an employee at the Wal-Mart store at the time each of the 
four bomb threats was made, according to an Auburndale Police Department report. 
The first bomb threat came at 9:10 a.m. on August 12, according to the report. The 
subsequent threats came within the last week: Sunday at 11:50 a.m., Monday at noon 
and Tuesday at 1:13 p.m. Wal-Mart managers and police evacuated the store for a 
couple of hours after each threat was received, and bomb-detecting police dogs were 
brought in to assist with the search, each time with no bombs or other destructive 
devices being found, the report stated. As a result of the store being evacuated four 
times, Wal-Mart lost property in the form of perishable foods that shoppers had to leave 
behind in carts, the report stated. According to the report, detectives were able to 
identify the holder of the cell phone account associated with the threatening calls and 
that information led to the suspect. The suspect denied making the bomb threat calls 
and said she was working at the Wal-Mart store when the threats were made, the report 
stated. She was in possession of the cell phone at the time of her arrest, the report 
stated. She is charged with four counts of making a false bomb threat (a second-degree 
felony), four counts of resisting arrest without violence and one count of petty theft.  
Source: 

http://www.sdnn.com/sandiego/2009-09-20/news/authorities-overheated-catalytic-converter-caused-fire-east-of-temecula
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http://www.newschief.com/article/20090919/NEWS/909195011/1003/NEWS?Title=W
oman-charged-in-Wal-Mart-bomb-threats 

48. September 18, Balitmore Business Journal – (Maryland) Maryland Stadium 
Authority assessing security at Oriole Park, M&T Bank Stadium. The Maryland 
Stadium Authority (MSA) has tapped a Chicago firm to study the safety of the 85-acre 
Camden Yards sports complex. The contract was awarded through a competitive 
bidding process and work began this week on the study, during the Baltimore Ravens’ 
home game and the Baltimore Orioles’ current homestand. The study is part of an on-
going security analysis the Maryland Stadium Authority has taken on Oriole Park, 
M&T Bank Stadium and the historic B&O Warehouse since the September 11 terrorist 
attacks. Since 2001, the MSA has conducted security audits and review exercises 
annually and has worked with Baltimore, the state and Department of Homeland 
Security on needed upgrades, such as surveillance systems. The current study will look 
at any needed technology upgrades to the complex’s surveillance systems, such as night 
vision, and protecting dignitaries during visits to the stadiums. An initial draft of the 
report will be submitted to the Maryland Stadium Authority in mid-October. A final 
report is due December 21. 
Source: http://baltimore.bizjournals.com/baltimore/stories/2009/09/14/daily63.html 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

49. September 21, Janesville Gazette – (Wisconsin) Dam fix requires Rock River 
drawdown. Sunday, North American Hydro officials, in cooperation with the city of 
Janesville, Wisconsin, will begin to draw down the Rock River. Lower water levels 
will allow North American Hydro to make repairs on the Centerway Dam, which was 
damaged in last year’s flood. Various natural and human-made debris are expected to 
be revealed. It is a three-week process. The drawdown will begin Sunday and will 
continue for about a week. Expect water levels to go down about 6 inches a day. The 
flashboards, the wooden boards on the top of the dam, will be repaired or replaced. “If 
you look from the east river walkway, you can see some gaps in the water flow on the 
top of the dam,” said the city parks director. In addition, the city’s engineering 
department is considering using the drawdown to inspect the Monterey Dam, the river 
wall and the supports under the parking structure, said the assistant engineering 
manager. Officials hope to include police and fire officials in discussions about the 
drawdown because of potential safety issues. 
Source: http://gazettextra.com/news/2009/sep/18/dam-fix-requires-rock-river-
drawdown/ 
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50. September 18, Associated Press – (North Dakota) Clay used to top V
being removed. The Army Corps of Engineers has awarded a contract
of temporary clay used to top dikes in Valley City, North Dakota last s
million contract was awarded to Valley City-based Swanberg Constru
is expected to be completed within 45 days. City officials negotiated w
Emergency Management Agency to keep the older dikes. The Corps di
told the City Commission that the clay used to shore up the dikes did n
standards for permanent flood protection.  
Source: http://www.kxmb.com/News/439070.asp 
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