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Top Stories 

 According to IDG News Service, an Avon Lake, Ohio man is set to enter a guilty plea on 
September 30 to one count of illegally intercepting electronic communications after 
spyware he allegedly meant to install on the computer of a woman he had had a 
relationship with ended up infecting computers at Akron Children’s Hospital in Ohio in 
March. (See item 25) 

 KSNW 3 Wichita reports that authorities are searching for vandals who used tools on the 
control valves of the Horsethief Reservoir in Hodgeman County, Kansas to partially open a 
spillway gate on September 10, releasing nearly 135 million gallons of water. An arrest in 
the case could lead to misdemeanor charges. But should it happen again, officials say the 
crime could be considered an act of terrorism. (See item 39) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  
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1. September 17, U.S. Environmental Protection Agency – (Connecticut) Connecticut oil 
company pays fine for clean water violations. A West Hartford oil company has 
agreed to pay a fine of $30,000 for violating the federal Clean Water Act (CWA). 
During oil deliveries in late 2007, Viking Oil Company pumped oil from an oil delivery 
truck into a monitoring well rather than into the underground storage tank used for 
heating oil. As a result, oil was discharged into the environment, causing a visible oil 
sheen to appear in waters of a wetland in close proximity to one of their clients. The oil 
sheen was also seen on a tributary of Rattlesnake Brook, a perennial stream that flows 
into the Farmington River. The Connecticut Department of Environmental Protection 
(CT DEP) was the first to respond after the initial report of oil sheen. Viking’s 
insurance carrier immediately hired a response team to contain the spill and investigate 
its impact. The team was able to contain most of the oil before it entered the wetlands 
or waterways. To date, the insurance company has spent over one million dollars 
intercepting the remaining oil and re-mediating the wetlands. The remaining cleanup 
activities are being completed with CT DEP’s oversight. Although the oil impacted the 
vegetation and soil in the area, there were no signs that wildlife was harmed or 
threatened as a result of the spill. In addition, CT DEP determined that all of the closest 
drinking water wells were uphill from the affected area and that there was no indication 
of well water contamination. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/BEAEDA5A14869276852576340059D5A
3 

2. September 17, Wayne Independent – (Pennsylvania) Fracturing fluids spill into 
Susquehanna County stream. An investigation is underway into the spilling of 8,500 
gallons of potentially harmful natural gas production fluid that also entered a stream 
and wetland in Dimock Township, Susquehanna County on September 16, the Wayne 
Independent has learned. “Frac gel,” which is a lubricating material used during the 
production process, poured out of a pipe that connected a chemical holding tank to a 
natural gas well, said a spokesperson for the state Department of Environmental 
Protection (DEP). Cabot Oil & Gas Corp., a Texas company that has a number of 
natural gas wells in the area, reported the spill to DEP on September 16. The company 
is responsible for the incident. DEP is in the process of identifying the exact nature of 
the fracturing fluids involved in order to measure the level of harm posed by the 
chemicals for human health and local wildlife, he said. The spill occurred on two 
occasions: once in the afternoon and a second Wednesday evening, equating to an 
estimated 8,500 gallons of fracturing fluid illegally flowing into the environment. The 
fluid made its way into Stevens Creek and a wetland, spurring a massive clean up and 
biological impact investigation by the state environmental regulator and the state fish & 
boat commission.The spill on Wednesday occurred in the vicinity of a natural gas well 
named “Heitsman.” According to a Wayne Independent review of DEP records, Cabot 
has five natural gas wells called “Heitsman” — with four of the five incurring 
violations from the state environmental regulator. The violations centered on 
inadequate or non-existing erosion and sediment control plans, which prevent harmful 
chemicals, for example, from running off drill sites into nearby waterways. 

http://yosemite.epa.gov/opa/admpress.nsf/0/BEAEDA5A14869276852576340059D5A3
http://yosemite.epa.gov/opa/admpress.nsf/0/BEAEDA5A14869276852576340059D5A3
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Source: http://www.wayneindependent.com/news/x576510049/Fracturing-fluids-spill-
into-Susquehanna-County-stream 

3. September 17, Ogden Standard-Examiner – (Utah) 58,000 affected; Power outage 
fixed quickly. A widespread blackout affected about 58,000 Weber County households 
and businesses Wednesday afternoon. The blackout that began shortly before 2 p.m. 
lasted less than an hour, according to a Rocky Mountain Power spokesman. The loss of 
electricity had its largest effect on businesses, most of which do not have backup 
generators to provide power. Initial reports indicated a transmission system problem at 
the El Monte substation east of Harrison Boulevard off 12th Street in Ogden, but 
officials say it could be some time before an exact cause is determined. “When an 
outage happens, we try radio-controlled activation to see if we can restore power,” said 
the spokesman for Rocky Mountain Power. “In this case, we were able to restore it 
pretty rapidly. In terms of what happened and why, we need to go through computer 
logs. It’s a time-consuming process and it could take months.” Traffic lights were out 
along Washington Boulevard and Wall Avenue, but drivers seemed to take the loss in 
stride despite the heavy midday traffic. Police reported no accidents during the blackout 
as intersections were treated as four-way stops by drivers. The disturbance at El Monte 
trickled to 14 other substations in the area. Most of Weber County, from as far south as 
Riverdale north to North Ogden, east to Eden and as far west as Marriott-Slaterville, 
was affected, the Rocky Mountain Power spokesman said. 
Source: http://www.standard.net/topics/news/2009/09/17/58000-affected-power-
outage-fixed-quickly 

[Return to top]  

Chemical Industry Sector 

4. September 18, Vacaville Reporter – (California) Leak of hazardous material cleaned 
up. A Solano County Hazardous Materials Response Team member underwent 
decontamination Thursday in Fairfield after sealing a cylinder that had been leaking 
pentafluoropropane. The chemical is a propellant that is used to manufacture foam 
insulation. The Fairfield Fire Marshal said the driver of a semi-truck (rear) was making 
a delivery to a business on Enterprise Drive when he noticed the substance leaking 
from the trailer and melting the asphalt. The fire department was dispatched to the 
scene around 1 p.m. and called in Solano’s hazmat team and the local Office of 
Emergency Services. Roadways to the area were briefly closed to traffic, and 
employees of surrounding businesses were told to shelter in place as the canister was 
sealed. No injuries were reported in the incident. 
Source: http://www.thereporter.com/news/ci_13365207 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

http://www.standard.net/topics/news/2009/09/17/58000-affected-power-outage-fixed-quickly
http://www.standard.net/topics/news/2009/09/17/58000-affected-power-outage-fixed-quickly
http://www.thereporter.com/news/ci_13365207
http://www.wayneindependent.com/news/x576510049/Fracturing-fluids-spill-into-Susquehanna-County-stream
http://www.wayneindependent.com/news/x576510049/Fracturing-fluids-spill-into-Susquehanna-County-stream
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5. September 17, Santa Clarita Valley Signal – (California) FEMA public meeting 
presents nuclear power plant exercise findings. The U.S. Department of Homeland 
Security’s Federal Emergency Management Agency (FEMA) Region IX announced on 
Wednesday that a public meeting would be held September 25 to present preliminary 
evaluation findings on the performance of a full-scale exercise at the San Onofre 
Nuclear Generating Station (SONGS) in Southern California. The public meeting takes 
place two days after the one-day exercise. Exercise participants include the state of 
California; the counties of Orange and San Diego; the cities of Dana Point, San 
Clemente and San Juan Capistrano; and the Capistrano Unified School District. FEMA 
encourages members of the public and the media to attend this meeting, which starts at 
3 p.m. in the Capistrano Unified School District Education Center at 33122 Valle Road 
in San Juan Capistrano, Calif. Representatives from FEMA will chair the meeting and 
present the preliminary findings. The exercise is a biennial requirement that allows 
federal teams to examine the ability of the participating county, state and utility 
officials to protect the health and safety of the public living near SONGS. FEMA will 
observe and evaluate governmental responses. The U.S. Nuclear Regulatory 
Commission (NRC) will observe and evaluate the on-site performance of SONGS. 
Source: http://www.the-signal.com/news/article/18164/ 

6. September 17, New London Day – (National) NRC proposes extending licenses for 20 
more years for dry cask storage of spent nuclear fuel. The federal regulator of 
nuclear power has proposed allowing the renewal of licenses for dry cask storage of 
spent fuel to be extended from 20 years to 40 years. The Nuclear Regulatory 
Commission’s proposed rule change would also allow new dry cask storage facilities to 
be licensed for 40 years. It would likewise allow the casks that contain the spent fuel to 
be approved for certificates of compliance for up to 40 years. The proposed rule 
changes were published Tuesday in the Federal Register. The NRC is accepting public 
comment for the next 74 days. The current duration of the licenses and certificates of 
compliance are for up to 20 years. Reactor owners seeking lengthier licenses must get 
an exemption under the existing rules.  
Source: http://www.theday.com/re.aspx?re=48391780-5131-4de4-8551-184678b2efe6 

[Return to top]  

Critical Manufacturing Sector 

7. September 17, Aviation Week – (National) Quest Aircraft receives key FAA 
certificate. Sandpoint, Idaho-based Quest Aircraft Co. received an unrestricted 
Production Certificate from the Federal Aviation Administration (FAA) September 15, 
eliminating the need for an agency representative to inspect each Kodiak 100 it 
completes for airworthiness conformity with the FAA type certificate. Quest received 
FAA type certification for the Kodiak 100 in May 2007 and customer deliveries began 
last year. But the firm only has delivered 22 aircraft thus far. The PC streamlines the 
overall production process, so it’s an important step towards Quest’s goal of ramping 
up to a production rate of 52 aircraft per year by the end of 2009. Quest says it has a 
100-plus unit backlog for the aircraft, orders it wants to fill in the next two years. 40 

http://www.the-signal.com/news/article/18164/
http://www.theday.com/re.aspx?re=48391780-5131-4de4-8551-184678b2efe6
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percent of the orders are due to be delivered to 14 members of the Quest Mission Team 
(QMT) that provided much of the start-up financing needed to develop and certify the 
aircraft. QMT members partnered with Quest because existing aircraft, such as Cessna 
Caravan did not have the STOL performance they needed to operate out of the 
unimproved runways used by their Cessna 206 SkyWagons and other piston-engine 
aircraft. Powered by a 750-shp PT6A-34, the Kodiak 100 has a 700 ft takeoff roll at its 
6,750 lb MTOW and it can climb at 1,500 fpm to clear close-in obstacles. The Pilatus 
Porter had the STOL performance needed by QMT, but it lacked the speed and payload 
members needed. The Kodiak 100 has a 3,100 lb useful load and it can cruise as fast as 
185 KTAS. 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/KODIAK091709.xml&he
adline=Quest Aircraft Receives Key FAA Certificate&channel=busav 

8. September 17, Pantagraph.com – (Illinois) Officials stage mock explosion at Pontiac 
plant. A mock explosion was “very educational and slightly sticky” on September 17 
as emergency workers and Caterpillar Inc. (Cat) workers tried to make sure everything 
was in place in case a real problem occurs at the Pontiac plant. The drill simulated a 
boiler explosion. Students from the Emergency Medical Technicians Basics class at 
Pontiac Township High School’s Livingston Area Career Center were “victims” of 
simulated injuries and one fatality. “Overall, it went wonderfully,” said an EMS and 
emergency response coordinator for OSF St. Joseph-John W. Albrecht Medical Center. 
“Working with (Cat) on their end, everything seemed to go very well.” The explosion 
site was set up with strewn garbage and other items. Cat emergency workers arrived 
first, followed by other departments. Five EMS students were taken to OSF St. Joseph 
so hospital workers could practice treating injuries. Two students remained at the plant 
site to practice helicopter transport, although a helicopter was not used. The Pontiac 
Fire Department found it had no communication with Cat officials and that issue is 
being looked at. The problem is exactly “why we do these exercises,” he said. 
“Caterpillar takes safety as an important part of our daily tasks, and this gives us an 
opportunity to exercise the system,” said an operations manager for the Pontiac plant. 
Source: http://www.pantagraph.com/news/article_a44802e8-a3cc-11de-a3b0-
001cc4c03286.html 

[Return to top]  

Defense Industrial Base Sector 

9. September 18, Navy Times – (National) Repairs delay Bonhomme Richard 
deployment. Problems with its steam service turbine generators are delaying the 
planned September 18 deployment of amphibious assault ship Bonhomme Richard, 
Navy officials confirmed on September 16. Maintenance crews were determining the 
repairs needed so Bonhomme Richard, carrying nearly 3,000 Marines and sailors, can 
begin its scheduled deployment to the Western Pacific and Persian Gulf regions. The 
turbine generators convert steam into electricity, which in turn feeds energy into the 
ship’s power supply. “The ship received an inspection advisory for the ship’s service 

http://www.pantagraph.com/news/article_a44802e8-a3cc-11de-a3b0-001cc4c03286.html
http://www.pantagraph.com/news/article_a44802e8-a3cc-11de-a3b0-001cc4c03286.html
http://www.aviationweek.com/aw/generic/story.jsp?id=news/KODIAK091709.xml&headline=Quest
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turbine generators,” said a U.S. 3rd Fleet spokesman in San Diego. “Issues were 
discovered that are best corrected pierside before commencing deployment.” He could 
not provide details about what troubles surfaced on the big-deck ship, which was two 
days away from leaving its berth at San Diego Naval Base carrying the bulk of the 11th 
Marine Expeditionary Unit on the scheduled deployment. Officials attributed the delay 
to an “emergent engineering maintenance issue” and did not yet know when the ship 
would deploy. “The length of the delay is still being determined as repair estimates are 
assessed,” the spokesman said, adding, “This delay is not expected to have any 
significant impact on the BHR ARG meeting its overall mission requirements.” 
Source: 
http://www.navytimes.com/news/2009/09/navy_bonhomme_richard_delay_091709/ 

[Return to top]  

Banking and Finance Sector 

10. September 18, Dow Jones Newswires – (National) FDIC’s Bair: May borrow from 
Tsy to shore up deposit insurance. The Federal Deposit Insurance Corp. Chairman 
said her agency is considering borrowing from the U.S. Treasury to replenish its 
deposit insurance fund. Using the FDIC credit line with the Treasury is one option 
under consideration, the chairman said on September 18 after a speech in Washington. 
Other options include hiking assessments on banks or requiring them to prepay 
assessments, she added. 
Source: http://online.wsj.com/article/BT-CO-20090918-705801.html 

11. September 18, Sarasota Herald-Tribune – (National) U.S. proposes ban on ‘Flash’ 
trading on Wall Street. It is an obscure art of Wall Street, a technique that gives a 
scattering of traders an edge over everyone else — and the Securities and Exchange 
Commission wants to stamp it out. The SEC on September 17 proposed banning what 
are known as flash orders, which use powerful computers to glimpse at investors’ 
orders. The practice is often associated with a controversial corner of finance called 
high-frequency trading, which has grown, largely hidden from view, into a potent force 
in the markets. The proposed ban was announced on the same day that the SEC put 
forward new rules for credit ratings agencies, which were widely criticized for their 
role in the financial crisis. Together, the moves telegraphed a tougher line from the 
commission after a series of prominent missteps, including its failure to spot the largest 
Ponzi scheme in history. Critics say flash orders favor sophisticated, fast-moving 
traders at the expense of slower market participants. Using lightning-quick computers, 
high-frequency traders often issue and then cancel orders almost simultaneously and 
get an early peek at how others are trading. The chairwoman of the SEC, said on 
September 17 that in proposing the ban, the commission was trying to balance the often 
competing interests of long-term investors and short-term traders. The proposal 
requires a second vote by the commission to become binding.  
Source: http://www.heraldtribune.com/article/20090918/ZNYT01/909183012?Title=U-
S-Proposes-Ban-on-x2018-Flash-x2019-Trading-on-Wall-Street 

http://online.wsj.com/article/BT-CO-20090918-705801.html
http://www.heraldtribune.com/article/20090918/ZNYT01/909183012?Title=U-S-Proposes-Ban-on-x2018-Flash-x2019-Trading-on-Wall-Street
http://www.heraldtribune.com/article/20090918/ZNYT01/909183012?Title=U-S-Proposes-Ban-on-x2018-Flash-x2019-Trading-on-Wall-Street
http://www.navytimes.com/news/2009/09/navy_bonhomme_richard_delay_091709/


 - 7 - 

12. September 17, Associated Press – (National) Gov’t considers crackdown on loan 
help payments. The head of the Federal Trade Commission said on September 17 the 
agency is considering banning upfront payments to companies that advertise help for 
borrowers who are in trouble on their home loans. Government officials say scammers 
seeking to take advantage of borrowers in danger of default often charge upfront fees of 
$1,000 to $3,000 for help with loan modifications that rarely, if ever, pay off. “If you 
are concerned about keeping your home, avoid any company that asks you for a large 
fee in advance. That is a real red flag,” said the chairman of the FTC. Such upfront fees 
are already prohibited in 20 states. His comments came as his agency announced it filed 
civil charges against two companies, San Diego-based Nations Housing Modification 
Center and Infinity Group Services of Orange County, California The government 
accused both companies of charging homeowners large fees for assistance in working 
with their lenders, but doing “little or nothing” to actually help borrowers. Separately, 
the agency filed additional charges against New Jersey-based United Credit Adjusters, 
Inc. The company, which was already targeted by the government in a credit repair 
scam, was accused of running a loan modification scheme under the name Loss 
Mitigation Services Inc. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hFdV79YKhYO6alhORaVsIp
CCu9mQD9AP7DUO0 

For another story, see item 31  
 
[Return to top]  

Transportation Sector 

13. September 18, KPHO 5 Phoenix – (National) Battery fires in flight. The 
communications manager of the FAA Western-Pacific Region issued a statement 
Thursday about battery fires on planes, saying “The FAA is concerned about all safety 
hazards posed on airplanes, and we have issued several advisories related to lithium 
batteries. The FAA and the Pipeline and Hazardous Materials Safety Administration 
are in the process of creating new lithium battery rules to safeguard air transport of 
these items. The Office of the Secretary of Transportation is reviewing the proposed 
rule now.” 
Source: http://www.kpho.com/news/20973155/detail.html 

14. September 18, CNN – (Florida) Bomb note found on plane forces emergency 
landing. An American Airlines flight out of Florida made an emergency landing 
Thursday night after a written bomb threat was found in a bathroom, officials said. 
American Airlines Flight 1640 was en route from Miami to Boston, Massachusetts, 
according to a Transportation Security Administration (TSA) statement. The note was 
found shortly after takeoff, forcing its return to Miami International Airport about 45 
minutes into the flight, the TSA said. All 168 passengers and six crew members were 
evacuated and federal authorities were investigating. A sweep of the plane revealed no 

http://www.google.com/hostednews/ap/article/ALeqM5hFdV79YKhYO6alhORaVsIpCCu9mQD9AP7DUO0
http://www.google.com/hostednews/ap/article/ALeqM5hFdV79YKhYO6alhORaVsIpCCu9mQD9AP7DUO0
http://www.kpho.com/news/20973155/detail.html
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suspicious items, and the flight was rescheduled for Friday. 
Source: http://www.cnn.com/2009/US/09/18/florida.bomb.note/index.html 

15. September 17, KHOU 11 Houston – (Texas) Train derails at Kirkpatrick and North 
Loop. A train derailment blocked part of Kirkpatrick near the North Loop early 
Thursday morning. Officials said four of the train’s cars left the tracks as they crossed 
Kirkpatrick, but none of the cars fell over. There was no damage to the train, but it was 
unclear if the tracks were damaged.  
Source: http://www.khou.com/news/local/stories/khou090917_tnt_train-derail-
kirkpatrick.18bec6df7.html 

16. September 17, Associated Press – (Pennsylvania) Pittsburgh light-rail fleet checked 
after accident. A Pittsburgh-area fleet of light-rail trains is being checked for a design 
flaw that officials believe caused a derailment last month. None of the 60 passengers on 
board was injured when a two-car Port Authority of Allegheny County train left the 
tracks August 4 in Bethel Park. Port Authority officials say a safety board broke loose 
and got caught in a switch where the track splits, causing the train’s wheels to come off 
the rails. The safety board is mounted in front of the wheels and is supposed to knock 
debris off the track as the train approaches. Port Authority officials say a fastener failed 
and they believe vibrations from the moving train caused it to come loose. The Port 
Authority is consulting with Spanish train manufacturer, CAF, about the problem. 
Source: 
http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20090917_ap_pittsburg
hlightrailfleetcheckedafteraccident.html 

For more stories, see items 4 and 27  
 
[Return to top]  

Postal and Shipping Sector 

17. September 18, College of William & Mary Flat Hat – (Virginia) Post office receives 
suspicious package. Late Wednesday afternoon, the College of William and Mary post 
office took a suspicious package that had no return address to the College’s Police 
Department as a precaution. Campus police then took the package to the William and 
Mary Parking Deck, the nearest safe location, after clearing the building of bystanders. 
According to a college spokesman, campus police then called in a Naval Weapons unit 
from the nearby Naval Station, and the unit safely disrupted the package. The 
package’s contents posed no danger to campus. The parking garage was closed for 
nearly an hour. “These were all precautionary measures,” the spokesman said. 
Source: http://flathatnews.com/content/71488 

18. September 18, Philadelphia Inquirer – (Pennsylvania) Court affirms use of chemical 
terrorism law against Lansdale woman. A female defendant suffered a legal setback 
on Thursday when a federal appeals court affirmed — under a federal chemical-
terrorism law — her conviction for trying to poison her romantic rival. The 38 year-old 

http://www.khou.com/news/local/stories/khou090917_tnt_train-derail-kirkpatrick.18bec6df7.html
http://www.khou.com/news/local/stories/khou090917_tnt_train-derail-kirkpatrick.18bec6df7.html
http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20090917_ap_pittsburghlightrailfleetcheckedafteraccident.html
http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20090917_ap_pittsburghlightrailfleetcheckedafteraccident.html
http://flathatnews.com/content/71488
http://www.cnn.com/2009/US/09/18/florida.bomb.note/index.html
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was arrested by federal authorities in June 2007 and charged under a 1998 chemical-
weapons law for applying highly toxic chemicals on the mailbox, car door, and front 
house door of a close friend and romantic rival. The defendant’s attorney had argued 
that his client’s messy personal situation did not justify federal charges under the 
Chemical Weapons Convention Implementation Act of 1998. The law, he said, was 
meant to prosecute terrorists — not scorned spouses. But in a case it described as one 
of “first impression,” a three-judge panel of the U.S. Court of Appeals for the Third 
Circuit ruled unanimously that the defendant had used her expertise as a microbiologist 
to obtain chemicals not available to the lay person from her job at Rohm & Haas’ 
Spring House Technical Center. One Judge wrote that “it is unquestionable that the 
defendant special skill influenced her decision to use toxic chemicals as her weapon of 
revenge.” According to court records, the defendant tried 24 times to poison the victim, 
but — except for one chemical burn to a thumb — the victim noticed the chemicals and 
avoided harm. The victim complained to authorities, and postal inspectors set up 
surveillance on her house. The defendant was seen near the victim’s house and car and 
opening up her mailbox in order to place the chemical substance. 
Source: 
http://www.philly.com/inquirer/local/pa/20090918_Court_affirms_use_of_chemical_te
rrorism_law_against_Lansdale_woman.html 

19. September 17, Visalia Times-Delta – (California) 100,000 reward offered in Visalia 
mail bomb case. Officials with the U.S. Postal Inspection Service have announced a 
$100,000 reward for information leading to the arrest and conviction of the person or 
people behind a mailed pipe bomb which exploded at a Visalia business the week of 
September 7, injuring an employee and causing property damage. Tips and information 
called into the Postal Inspection Service will be dispatched to the agency’s lead 
inspector, according to a news release. Federal investigators and Visalia police continue 
to pursue leads in the case, the release states. A spokeswoman for the inspection service 
said she could not provide any details on the investigation’s progress beyond what was 
given in the release.  
Source: 
http://www.visaliatimesdelta.com/article/20090917/NEWS01/90917010/+100+000+re
ward+offered+in+Visalia+mail+bomb+case 

[Return to top]  

Agriculture and Food Sector 

20. September 18, Associated Press – (Texas) Recent rain helps ease Texas drought 
conditions. Recent storms in Texas brought some long-awaited relief to the nation’s 
most drought-stricken state, but the brutal dry spell is far from over as it drags into its 
third year. About 16 percent of the state — all in the southern and central parts of 
Texas — is classified under the most extreme two categories of drought, according to 
the latest drought monitor map released Thursday. That is down from last week’s 25 
percent, but still well above 2.4 percent from a year ago. A small section of Hawaii is 
the only other U.S. state classified as under severe drought. Storms dumped more than 

http://www.visaliatimesdelta.com/article/20090917/NEWS01/90917010/+100+000+reward+offered+in+Visalia+mail+bomb+case
http://www.visaliatimesdelta.com/article/20090917/NEWS01/90917010/+100+000+reward+offered+in+Visalia+mail+bomb+case
http://www.philly.com/inquirer/local/pa/20090918_Court_affirms_use_of_chemical_terrorism_law_against_Lansdale_woman.html
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a foot of rain in some of the hardest-hit Texas drought areas over the past week or so, 
but the land is so dry that the water was mostly just sucked up instead of making its 
way into lakes, rivers and creeks. “In the core of the drought area they’ve gotten only 
about half the normal rainfall the entire year for two years,” said a Texas state 
climatologist. “They’ve effectively missed an entire year’s worth of rainfall.” The 
drought that began in September 2007 has cost an estimated $3.6 billion in crop and 
livestock losses in the nation’s No. 2 agriculture state. It has dried up waterways, forced 
more than 340 public water systems to restrict water use and killed hundreds of 
thousands of trees. It’s been declared the driest 24-month period in recorded history in 
parts of the state and the worst drought in history in a handful of counties.  
Source: http://www.usatoday.com/weather/drought/2009-09-17-texas-drought_N.htm 

21. September 16, USAgNet – (National) FSIS proposes rules for interstate meat 
shipment. US Department of Agriculture’s Food Safety and Inspection Service (FSIS) 
will publish proposed regulations today to implement a new voluntary cooperative 
program under which select state-inspected establishments will be eligible to ship meat 
and poultry products in interstate commerce. The new program was created in the 2008 
Farm Bill to supplement the existing Federal-State cooperative inspection program to 
allow state-inspected plants with 25 or fewer employees to ship products across state 
lines. This announcement is part of the USDA’s new ‘Know Your Farmer, Know Your 
Food’ initiative, which seeks to better connect consumers with local producers to help 
develop local and regional food systems to spur economic opportunity. Currently, 27 
states operate state meat or poultry inspection programs, and FSIS verifies that the 
State programs are implementing requirements that are “at least equal to” those 
imposed under the Federal meat and poultry products inspection acts. For these 
programs, FSIS provides up to 50 percent of the state’s operating funds and provides 
oversight and enforcement of the program. Under the proposed rule, which went on 
display at the Office of the Federal Register Monday and will be published Wednesday, 
selected establishments will receive inspection services from federally trained and/or 
supervised State inspection personnel who will verify that the establishments meet all 
Federal food safety requirements. Meat and poultry products produced under the 
voluntary cooperative program will bear an official USDA mark of inspection, thereby 
enabling interstate shipment of the products. 
Source: http://usagnet.com/story-national.php?Id=1908&yr=2009 

[Return to top]  

Water Sector 

22. September 17, WRAL 5 Raleigh – (North Carolina) Millions more fish die in Neuse 
River. The total number of fish found dead along or near the Neuse River doubled after 
state officials counted 6.5 million dead fish on Tuesday and Wednesday. A State 
Division of Water Quality spokeswoman said that approximately 12.3 million dead 
juvenile Atlantic menhaden fish have been found since the last week of August. This 
week, 650,000 fish were found in Northwest Creek and Fairfield Harbor, which are 
somewhat separated from the Neuse. The rest were found in the Neuse, between New 

http://usagnet.com/story-national.php?Id=1908&yr=2009
http://www.usatoday.com/weather/drought/2009-09-17-texas-drought_N.htm
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Bern and Carolina Pines. Large, dense schools of live menhaden were seen the length 
of the kill. The spokeswoman said that staff reported that fish near New Bern appeared 
lethargic, while schools further downstream appeared to be more active and healthier. 
So far, she said, testing indicates the fish died when low-oxygen saltwater along the 
river bottom mixed with the upper layers of fresh water. Environmental officials are 
also testing samples from an algae bloom. None of the dead fish have had lesions. 
Earlier, dead fish were found along 10 miles of the Neuse’s southern shore between 
Black Beacon Point and Carolina Pines in Craven County. 
Source: http://www.wral.com/news/local/story/6024536/ 

23. September 17, Smoky Mountain Times – (North Carolina) Plant spills raw sewage in 
river. About 300,000 gallons of raw sewage spilled into the Tuckasegee River in North 
Carolina. The spill occurred near the Bryson City Wastewater Treatment Plant from 6 
p.m. September 9 until 11 a.m. September 10. In a legal notice e-mailed to the Times 
Friday, town officials say the malfunction at the plant was contained by noon Thursday. 
The spill was due to “a severe weather condition that occurred on Wednesday 
evening,” the notice states. The Town Public Works supervisor said a 20-amp breaker 
malfunctioned after lightning burned up a central control panel. Normally, a 
computerized phone calls the supervisor and other operators when a malfunction at the 
plant occurs. Because lightning burned through the phone line, the auto-dialer did not 
call anyone and the spill was undetected for about 17 hours. He said the lightning 
caused both the spill and the auto-dialer malfunction. Although he said he did not know 
exactly what environmental impact the spill will have, he said he thinks it will be 
minimal. 
Source: 
http://www.thesmokymountaintimes.com/articles/2009/09/17/news/9.17.09.news01.txt 

[Return to top]  

Public Health and Healthcare Sector 

24. September 17, Associated Press – (California) UC Irvine hospital warned over drug 
pumps. UC Irvine Medical Center officials acknowledged that the hospital received a 
warning from state inspectors following an investigation of drug pumps that led to the 
accidental overdose of five patients. Hospital officials said Thursday that the state 
Department of Public Health issued an “immediate jeopardy” warning — one of the 
most serious that can be issued against a hospital — on July 13. It was lifted within a 
day.The inspection was prompted by a complaint from the California Nurses 
Association, which said the patient-administered pain-control drug pumps were 
malfunctioning. Inspectors found that the pain-control drug pumps were working 
properly, but nurses had entered the incorrect dosage. State inspectors also found that 
the hospital had failed to adequately train and oversee its nursing staff. A sixth 
overdose happened while inspectors were on site. No patients died or suffered serious 
injuries because of the overdoses. 
Source: http://www.mercurynews.com/california/ci_13360889 

http://www.thesmokymountaintimes.com/articles/2009/09/17/news/9.17.09.news01.txt
http://www.mercurynews.com/california/ci_13360889
http://www.wral.com/news/local/story/6024536/
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25. September 17, IDG News Service – (Ohio) Misdirected spyware infects Ohio 
hospital. A 38-year-old Avon Lake, Ohio man is set to plead guilty to federal charges 
after spyware he allegedly meant to install on the computer of a woman he had had a 
relationship with ended up infecting computers at Akron Children’s Hospital. In late 
February 2008, the man spent $115 for a spyware program called SpyAgent and sent it 
to the woman, according to a plea agreement filed in the U.S. District Court for the 
Northeastern District of Ohio. He allegedly sent the spyware to the woman’s Yahoo e-
mail address, hoping that it would give him a way to monitor what she was doing on 
her PC. But instead, she opened the spyware on a computer in the hospital’s pediatric 
cardiac surgery department, creating a regulatory nightmare for the hospital. Between 
March 19 and March 28, the spyware sent more than 1,000 screen captures to the man 
via e-mail. They included details of medical procedures, diagnostic notes, and other 
confidential information relating to 62 hospital patients. He was also able to obtain e-
mail and financial records of four other hospital employees as well, the plea agreement 
states. He is set to formally enter a guilty plea on September 30 to one count of illegally 
intercepting electronic communications and will pay $33,000 to the hospital for 
damages caused by the incident. Products such as SpyAgent are marketed as legitimate 
tools to help employers or worried parents keep track of what is going on with their 
computers, but they can easily be misused to spy on innocent victims, said the director 
of research services with antivirus company Sunbelt Software. Still the director faulted 
the hospital’s IT staff for allowing someone to download spyware from Yahoo mail and 
install it on their systems. “That points to a security failing at that hospital, but then 
they aren’t that different from 99 percent of companies out there,” he said. 
Source: 
http://www.pcworld.com/businesscenter/article/172185/misdirected_spyware_infects_o
hio_hospital.html 

26. September 17, The Register – (National) U.S. healthcare data plan slammed for 
encryption get-out clause. New data breach rules for U.S. healthcare providers have 
come under criticism from a security firm that specialises in encryption. As part of the 
Health Information Technology for Economic and Clinical Health (HITECH) Act, 
which comes into effect from 23 September, health organizations in the U.S. that use 
encryption will no longer be obliged to notify clients of breaches. More specifically 
only HIPAA-covered healthcare providers and health plans that omit the use of 
encryption or information destruction will be obliged to notify individuals about a 
breach of their personal health information. Even then it will be up to affected 
organizations to decide whether a breach poses a significant risk of harm to individuals 
before deciding to issue data breach notices. 
Source: http://www.theregister.co.uk/2009/09/17/healthcare_breach_disclosure/ 

[Return to top]  

Government Facilities Sector 
 
See item 17  
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[Return to top]  

Emergency Services Sector 

27. September 18, Desert Valley Times – (Arizona) Vandals destroy landing lights at 
Beaver Dam fire stations helipad. Vandals smashed the lights at the Beaver Dam-
Littlefield Fire Department helicopter landing pad the week of September 14. A large 
rock was used to pulverize the four lights at the corners of the helipad, used when 
Mercy Air comes to Beaver Dam, Arizona, to take ill or injured patients to the 
University Medical Center in Las Vegas. There is little left of the lights, and at least 
one was so thoroughly damaged, the ground will have to be dug up to replace the 
wiring. Members of the Beaver Dam-Littlefield Fire Department had planned a training 
session, brushing up on procedures and techniques used when a helicopter is called to 
an accident scene. Mercy Air will fly a helicopter in for the training. The local fire 
chief doubts he will be able to replace the broken lights in time. 
Source: http://www.thespectrum.com/article/20090918/DVTONLINE01/90917015 

28. September 18, Ocala Star Banner – (National) Texting 911. Law enforcement officials 
nationwide are trying to add text messaging capability to their 911 systems for people 
who need help when it is not safe to talk. But despite advances in technology, most 911 
phone systems cannot accept text messages that are sent to the 911 exchange. The 
Marion County, Florida Sheriff’s Office is seeking an inexpensive way around that 
problem, for local residents at least. The emergency text technology could be used by 
anyone in a dangerous situation when talking is not an option. It could be used for the 
hearing impaired as well. “It could be used by someone who is deaf and can’t get to 
their [Telecommunication Device for the Deaf] machine,” said the Marion Sheriff’s 
Chief of Staff. Text messaging has proven useful in several places in the United States, 
including a few cases in which kidnapping victims have text-messaged family members 
for help, and then the family has called 911. Officials say they need a system where 
those in trouble can text a 911 center directly, which will allow for faster response and 
possibly provide authorities with a location. But implementing this service has proven 
difficult. That is because even if 911 call centers had phone systems that accept text 
messages, cell phone companies would have to program phones to make it work. And 
right now, there is only one city and one small cell phone company that are even trying 
to make it possible to send a text message directly to 911. 
Source: 
http://www.ocala.com/article/20090918/ARTICLES/909181008/1001/NEWS01?Title=
Texting-911 

29. September 17, WIBC 93.1 FM Indianapolis – (Indiana) FBI agent’s weapons stolen 
during rash of break-ins. Indianapolis police are looking for thieves who stole several 
high-powered weapons from an FBI agent’s vehicle early Thursday on the city’s 
northwest side. That FBI agent had a MP5 submachine gun, .45-caliber semiautomatic 
handgun and LAR-15 semiautomatic rifle stolen from his vehicle. The agent followed 
protocol by storing the weapons in a chained lockbox. The thieves also burglarized 
other homes in the Normandy Farms and Lakeside neighborhoods, west of I-465 

http://www.thespectrum.com/article/20090918/DVTONLINE01/90917015
http://www.ocala.com/article/20090918/ARTICLES/909181008/1001/NEWS01?Title=Texting-911
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between 71st and 86th Streets sometime between midnight and 4:30 a.m. Other 
weapons, including a shotgun, were taken from those homes and vehicles. 
Source: http://www.wibc.com/news/Story.aspx?id=1141131 

[Return to top]  

Information Technology Sector 

30. September 18, The Register – (International) Carder forum drops offline after hack 
attack. A Pakistan-based carder site has dropped off the net, after white hat hackers 
broke into the forum and posted details of the hack on a full disclosure mailing list. 
Pakbugs.com provided a forum for ne’er do wells to discuss hacking tactics and trade 
malware, bank logins details and stolen credit card credentials. However this activity 
was interrupted after login details for the forum and email addresses were posted online 
following a break-in. A previously unknown group called War Against Cyber Crime 
claimed credit for the hack. The group expressed the hope that law enforcement agents 
will begin an investigation against individuals named on the leaked list. Meanwhile, the 
Pakbugs.com site remains unavailable. Net security firm F-Secure, which was among 
the first to record the takedown hack, said it reckons the forum is unlikely to reappear. 
More details of the hack, including screenshots, can be found in a blog entry by F-
Secure. 
Source: http://www.theregister.co.uk/2009/09/18/carder_forum_hack_attach/ 

31. September 18, The Register – (International) World’s nastiest trojan fools AV 
software. One of the world’s nastiest password-stealing trojans evades detection by the 
majority PCs running anti-virus (AV) programs, according to a study that examined 
10,000 machines. Zeus, a stealthy piece of malware that sits on a PC and waits for users 
to log in to bank websites, is detected just 23 per cent of time by AV programs, 
according to the study released by security firm Trusteer. Even AV programs with up-
to-date malware signatures were unable to identify the infection a majority of the time, 
the authors said. Zeus, which also goes by the name Zbot and PRG, escapes detection 
using sophisticated techniques such as root-kit technology, the Trusteer report said. The 
company is able to detect it by examining the fingerprint Zeus leaves when it penetrates 
an infected PC’s browser process. A recent report estimated that Zeus is the No. 1 
trojan, with 3.6 million infections in the US alone, or about 1 per cent of the installed 
base of PCs. Trusteer’s study, which found Zeus accounted for 44 percent of the 
banking malware infections, was consistent with that finding. After sneaking onto a PC, 
it sits quietly in the background until a user logs on to a financial website. It then sends 
the login credentials to a remote server in real time, sometimes by use of instant 
messaging programs. Of Zeus-infected machines, about 31 per cent do not run AV at 
all and 14 percent run AV that is out of date. The remaining 55 percent had AV 
programs that were up to date. 
Source: http://www.theregister.co.uk/2009/09/18/zeus_evades_detection/ 

32. September 17, CNET News – (International) Microsoft sues over malicious online 
ads. Aiming to crack down on a growing problem, Microsoft said it filed five lawsuits 
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on September 17 against parties it suspects of posting online advertisements laden with 
malicious code. Microsoft has tried to work with ad networks to thwart such 
“malvertising” in the past, but this is the first time it has gone to court. “Our filings in 
King County Superior Court in Seattle outline how we believe the defendants operated, 
but in general, malvertising works by camouflaging malicious code as harmless online 
advertisements,” the Microsoft associate general counsel said in a blog posting. In each 
case, Microsoft is suing the unknown parties responsible for the ads. “Although we 
don’t yet know the names of the specific individuals behind these acts, we are filing 
these cases to help uncover the people responsible and prevent them from continuing 
their exploits,” the associate general counsel said. Recently, the New York Times’ Web 
site was hit with a rogue advertisement that told readers that their computer may be 
infected with a virus and redirected them to a site that purports to offer antivirus 
software. Microsoft likened the latest lawsuits to prior legal action that it has taken 
against those suspected of click fraud or instant messaging spam.  
Source: http://news.cnet.com/8301-13860_3-10356174-56.html 

33. September 17, IDG News Service – (International) Sophisticated botnet causing a 
surge in click fraud. A new botnet has caused a sharp spike in click fraud because it is 
skirting the most sophisticated filters of search engines, Web publishers and ad 
networks, according to Click Forensics. The company, which provides services to 
monitor ad campaigns for click fraud and reports on click fraud incidence every 
quarter, said on September 17 that the botnet’s architects have figured out a way to 
mask it particularly well as legitimate search ad traffic. Click Forensics is calling this 
the “Bahama botnet” because initially it was redirecting traffic through 200,000 parked 
domains in the Bahamas, although it now is using sites in Amsterdam, the U.K. and 
Silicon Valley. Click fraud affects marketers who spend money on pay-per-click (PPC) 
advertising on search engines and Web pages. It happens when a person or a machine 
clicks on a PPC ad with malicious intent or by mistake. For example, a competitor may 
click on a rival’s PPC ads in order to drive up their ad spending. Also, a rogue Web 
publisher may click on PPC ads on its site to trigger more commissions, which is 
probably what’s behind the Bahama botnet. Click fraud also includes nonmalicious 
activity that nonetheless yields a click of little or no value to the advertiser, such as 
when someone clicks on an ad by mistake or two consecutive times. Click Forensics 
has been warning recently that click fraud scammers are increasingly resorting to 
botnets, which are networks of computers that have been secretly compromised for a 
variety of malicious tasks. In a piece of extremely bad news for advertisers running 
PPC campaigns, Click Forensics has seen worst-case scenarios in which as much as 30 
percent of a monthly ad budget is swallowed by Bahama botnet click-fraud traffic.  
Source: 
http://www.pcworld.com/businesscenter/article/172202/sophisticated_botnet_causing_
a_surge_in_click_fraud.html 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

34. September 17, Broadcast Engineering – (Utah) Lightning strike disrupts 
transmission of Utah broadcasters. Lightning struck a television transmission tower 
atop Farnsworth Peak about 17 miles southwest of downtown Salt Lake City 
September 13 taking eight full-power DTV stations off the air. The incident, which 
occurred at about 9 p.m., knocked four of the stations off the air for about 90 minutes. 
DTV transmission resumed for the remaining four stations at about 1:30 a.m. on 
September 14, said the KSL chief engineer. The stations included: KSL, the Bonneville 
International-owned NBC affiliate in Salt Lake City; Four Points Media Group-owned 
CBS affiliate KUTV in Salt Lake City; Newport Television-owned ABC affiliate 
KTVX in Salt Lake City; PBS member station KUED in Salt Lake City; Utah State 
Board of Regents station KUEN in Ogden, UT; PBS member station KBYU in Provo, 
UT; Larry H. Miller-owned KJZZ in Salt Lake City; and High Plains Broadcasting-
owned CW Television affiliate KUCW in Ogden, UT. DTV Utah, an alliance of the 
stations, operates a shared RF infrastructure on Farnsworth Peak, which includes two 
combiners, one each for four channels, and two antennas in the main structure, one of 
which sustained the lightning strike, as well as a backup antenna. The lightning strike 
of the tower caused a failure of the waveguide switch control system, said the engineer. 
“The strike put one of the combiner chains into an illegal condition, which caused the 
output (of one of the combiners) to be fed back into the input (of the other combiner),” 
he said.  
Source: http://broadcastengineering.com/RF/lighting-strike-disrupts-utah-broadcasters-
0917/ 

For another story, see item 28  
 
[Return to top]  

Commercial Facilities Sector 

35. September 18, WESH 2 Orlando – (Florida) Package under Disney World bus not 
explosive. The Orange County Sheriff’s Office bomb squad checked out a suspicious 
package under a Disney World bus on Thursday, which led the resort to shut down its 
vast transportation system. Shortly before 7 p.m., deputies said the device was not an 
explosive or hazardous object. They did not say what it was, and the investigation is 
continuing. The resort suspended bus service as a precaution and was checking 
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hundreds of its business, a Disney spokeswoman said at 5:30 p.m. The bomb squad and 
a hazardous material team came to the maintenance facility in a back-stage area. The 
closest resort is Disney’s Animal Kingdom, but the facility is far from places where 
guests visit. At 8 p.m., Disney said all the buses were running again. 
Source: http://www.wesh.com/news/20971695/detail.html 

36. September 18, New York Daily News – (New York) Chemical fumes spark powerful 
explosion that burns Brooklyn building. On Thursday, a chemical explosion blew out 
windows and charred walls in a Brooklyn, New York commercial building. The only 
person injured was a 61-year-old man. Investigators believe the man was using 
polyurethane on the floors of the Prospect-Lefferts Gardens building. The hallway was 
not properly ventilated, allowing the flammable fumes to build, FDNY sources said. 
The man managed to escape and was still conscious when paramedics rushed him to 
New York-Presbyterian Hospital Weill Cornell. He is expected to survive the second-
degree burns to his hands and arms after being enveloped by a fireball that tore through 
the third floor, officials said. Firefighters extinguished the flames within minutes, but 
the aftermath was stark: Dozens of windows were blown out and walls on the 
building’s third and fourth floors were totally blackened by the fireball. FDNY fire 
marshals were combing the building late Thursday, as were Department of Buildings 
officials, trying to determine the damaged structure’s stability. 
Source: http://www.nydailynews.com/ny_local/brooklyn/2009/09/18/2009-09-
18_chemical_fumes_spark_powerful_blast_in_brooklyn_building.html 

37. September 17, WTVC 9 Chattanooga – (Tennessee) Flooding forces evacuations, 
school closure and hazardous material cleanup. Beginning around 11:30 Wednesday 
night, East Ridge Police and Fire units were called out to rescue people from flash 
flooding. At the 3600 block of Ringgold Rd. rising water had forced 40 residents of the 
Cascade Motel to evacuate their rooms. Some climbed on top of vehicles to escape the 
rising water. Firefighters arrived on the scene and quickly began to rescue the trapped 
residents from on top of cars and from their rooms. At least one occupant was rescued 
off the roof of the building. The forty residents were moved to tents set up by 
firefighters in front of the building on Ringgold Road. The American Red Cross was 
ask to respond. Flash flooding and evacuations were reported in East Ridge, 
Chattanooga, and Red Bank. The Red Cross established an emergency shelter at 
Brainerd Recreation Center for the displaced residents from all three cities. In other 
areas of East Ridge, firefighters temporarily evacuated several homes on Bennett Rd. 
between John Ross Rd. and Greenslake Rd. due to high water. Several vehicles were 
flooded in the Landmark Estates area as well. Several businesses in the Osborne 
Shopping Center were flooded causing firefighters to shut power off to portions of the 
business complex. Emergency crews also responded to the Valvoline Instant Oil 
Change located at 4202 Ringgold Rd where flooding had caused oil to enter the 
roadway and storm drains. Dikes were placed around the drains to prevent any further 
contamination until clean up crews could respond to the scene and properly dispose of 
any hazardous materials. McBrien Elementary School had at least two inches of water 
in the building and classes are going to be cancelled for Thursday. The East Ridge 
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Community Center also had a small amount of water in the building.  
Source: http://www.newschannel9.com/news/ridge-984748-flooding-east.html 

[Return to top]  

National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

38. September 18, Green Bay Press-Gazette – (Wisconsin) Stimulus funds to help De 
Pere dam repairs. Federal stimulus dollars will help pay to update gates and fix cracks 
in the cement piers that anchor the De Pere dam. Damage to the aging dam put it on a 
federal list of dams in “urgent” need of care that required the U.S. Army Corps of 
Engineers to secure funding for repairs by the end of the year or come up with an 
emergency safety plan. The Corps was awarded about $5 million in stimulus money to 
repair six of nine dams along the lower Fox River. The funding will allow crews to 
replace bolts and trunnion pins on 14 gates at the De Pere dam and to replace aging and 
cracked concrete. They also will add new mechanisms that will keep gates better 
lubricated. Maintenance on the dam has been done over the years, including 
sandblasting and painting the gates and replacing worn pins, the chief of the Fox River 
U.S. Army Corps of Engineers office said in spring. The analysis, which included a 
look at 600 dams under the Corps of Engineers, was intended to prioritize funding 
decisions based on risk. Crews are expected to work in De Pere throughout the fall and 
finish up in spring. 
Source: 
http://www.greenbaypressgazette.com/article/20090918/GPG0101/909180512/1207/G
PG01/Stimulus-funds-to-help-De-Pere-dam-repairs 

39. September 17, KSNW 3 Wichita – (Kansas) Vandals spill millions of gallons of water 
from reservoir. Millions of gallons of water have escaped a Kansas dam. The problem 
is that it was not supposed to happen and now authorities are calling the case a crime. 
The incident happened September 10 and now authorities are searching for who is 
responsible for tampering with the recently-completed Horsethief Reservoir in 
Hodgeman County. It was only last week that Horsethief Reservoir passed state 
inspection. The quality of construction was checked out, but maybe they should have 
looked at one more thing — security. “Somebody broke in, climbed over the fence, and 
let just a little bit of water out,” said the park manager. Officials say it was a calculated 
case of vandalism where someone used tools on the control valves to partially open a 
spillway gate. Nearly 135 million gallons were released into Buckner Creek — that
about two inches off the lake. But since it was a controlled release there was no 
imminent danger to life or property down the stream. “We lost a little bit of water, 
we’ve still got plenty of water coming in and we’re actually letting water out 

’s 

but 
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downstream now,” he said. KSN spoke to officials with the Department of Agriculture 
who recently inspected the dam and they admit it never occurred to them to check valve 
security. They say now there will be some more thought put into that when looking at 
reservoirs in the future. The dam has since added a few safety measures. With a new 
security light and chains now on the valves, dam officials say they are confident this 
will not happen again. The Hodgeman Sheriff’s Department will continue to work on 
making the reservoir more secure and have notified the Kansas Bureau of Investigation 
of the incident. So far, the sheriff says they have no suspects and no motive at this time. 
An arrest in the case could lead to misdemeanor charges. But should it happen again, 
officials say the crime could be considered an act of terrorism. 
Source: http://www.ksn.com/news/local/story/Vandals-spill-millions-of-gallons-of-
water-from/gj8OR9EiJk-on9AawJ5GwA.cspx 
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Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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