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Top Stories 

 According to the Lower Hudson Journal News, the new $15 million, 172-siren system for 
the Indian Point nuclear power plant in Buchanan, New York failed to meet the 94 percent 
federal emergency threshold for success during a quarterly test on Wednesday. (See item 6) 

 According to National Public Radio, law enforcement officials said raids earlier this week 
in Queens, New York and another search of a Denver apartment Wednesday night are all 
part of one of the most sensitive U.S. terrorism investigations in years. New York police 
say that with a Presidential visit to the city and the upcoming U.N. General Assembly, they 
could not afford to risk anything going wrong. (See item 34) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. September 17, USA Today – (National) Panel: Electrical grid vulnerable to terrorist 
attack. Experts and lawmakers are increasingly warning that terrorists or enemy states 
could wage an “electromagnetic pulse” (EMP) attack, idling electricity grids and 
disrupting everything from communications networks to military defenses. The Federal 
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Energy Regulatory Commission is pushing Congress for authority to require power 
companies to take protective steps, which could include building metal shields around 
sensitive computer equipment. An expert panel that Congress created to study such an 
attack says it would halt banking, transportation, food, water, and emergency services 
and “might result in defeat of our military forces.” “The consequences would be 
catastrophic,” said the director of the energy commission’s Office of Electric 
Reliability. “It would bring down the whole grid and cost between $1 trillion and $2 
trillion” to repair, said a Representative from Maryland. Full recovery could take up to 
10 years, he said. Although blackouts can be restored quickly, an EMP could damage 
or destroy power systems, leaving them inoperable for months or longer. The House 
Homeland Security Committee chairman is pushing a bill to give the energy 
commission broad authority. At a committee hearing in July, a spokesperson for energy 
giant Exelon said the authority should be limited to “true emergency situations.” The 
commission studying the threat says the United States is ill-prepared to prevent or 
recover from an EMP, a vulnerability that could invite an attack. 
Source: http://www.usatoday.com/tech/news/computersecurity/2009-09-16-electrical-
grid-attack_N.htm 

2. September 16, Salem News – (Massachusetts) Power outage darkens thousands of 
homes. More than 16,500 homes and businesses in Salem and Lynn were without 
power the evening of September 16 after a problem at a substation. The major power 
outage happened shortly after 8:30 p.m. and affected parts of Salem along Highland 
Avenue, Jefferson Avenue and Lafayette Street and in Witchcraft Heights. By 11 p.m., 
approximately 3,000 customers had their power back on. A National Grid spokesman 
said a circuit breaker at the substation tripped, which cuts off the power to preserve the 
rest of the system. National Grid crews were checking each major line for any problems 
before re-energizing it and restoring the power, the spokesman said. Once power is 
restored, there will be a full investigation, he said. The city hoped to help with the 
influx of calls by sending out an emergency telephone notification and a police radio 
transmission saying National Grid is aware of the outage and not to call the police. 
Source: 
http://www.salemnews.com/punews/local_story_259001334.html?keyword=topstory 

For more stories, see items 27 and 54  
 
[Return to top]  

Chemical Industry Sector 

3. September 16, WALA 10 Mobile – (Florida) Ammonia tanker overturns, roads 
closed. Santa Rosa County Emergency Communication received a call around 10:00 
a.m. Wednesday, saying a tanker truck carrying anhydrous ammonia overturned while 
traveling north on Avalon Boulevard. No leak of chemicals was confirmed. As 
precautionary measures, the I-10, from exit 17 to exit 26 was closed and notice for 
shelter in place was issued for the half mile radius north of Avalon and I-10, including 
Avalon Middle and Benny Russell Elementary. Residents and schools were urged to 

 

http://www.salemnews.com/punews/local_story_259001334.html?keyword=topstory
http://www.usatoday.com/tech/news/computersecurity/2009-09-16-electrical-grid-attack_N.htm
http://www.usatoday.com/tech/news/computersecurity/2009-09-16-electrical-grid-attack_N.htm
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stay inside, turn off air conditioners, close windows, and bring pets inside. The 
American Red Cross opened a shelter at New Life Church Community Center at 4115 
Soundside Dr. in Gulf Breeze. 
Source: 
http://www.fox10tv.com/dpp/news/florida/Ammonia_tanker_overturns_roads_closed 

4. September 16, Water Technology Online – (National) New safety publications for 
chlorine, alkalis. The Chlorine Insititute is now offering 10 more technical 
publications to help handlers and users of chlorine, hydrogen chloride, and sodium and 
potassium hydroxides keep their facilities safe, according to a recent press release from 
the organization. It says the publications are free of charge and can be downloaded in 
PDF format from the institute’s Web site.  The publications discuss topics such as 
nitrogen trichloride, pool chlorine, handling of sodium hydroxide and potassium 
hydroxide solutions, and the handling of hydrochloric acid. 
Source: http://watertechonline.com/news.asp?N_ID=72587 

5. September 16, U.S. Environmental Protection Agency – (California) U.S. EPA fines 
Kop Coat, Inc. $126,000 for failing to follow hazardous waste requirements that 
protect employees, community. The U.S. Environmental Protection Agency (EPA) 
has fined Los Angeles-based Kop Coat, Inc. $126,000 for violating hazardous waste 
requirements of the Resource Conservation and Recovery Act. During a 2007 
inspection of the facility, EPA investigators found that Kop Coat, Inc., an industrial 
coatings manufacturer, had multiple hazardous waste violations. The plant is no longer 
manufacturing. “Hazardous waste generating companies, such as Kop Coat, Inc., must 
follow all federal regulations to protect their employees, surrounding communities and 
the environment,” said an associate director for the Waste Management division in the 
EPA’s Pacific Southwest region. “Proper storage, handling, and preparation for 
emergencies involving hazardous waste are critical responsibilities for all firms, 
regardless of their size.” During the 2007 inspection, EPA staff found acetone and 
toluene being stored improperly at the facility. Exposure to solvents such as acetone 
and toluene can affect breathing and cause vomiting. The EPA’s hazardous waste rules 
require facilities to properly store, label and seal hazardous waste containers. Facilities 
must also have properly trained staff, as improperly stored hazardous waste can 
potentially spill and pose a risk to workers and the environment. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/35094342B936F93585257633006250E0 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. September 17, Lower Hudson Journal News – (New York) 10 percent of Indian Point 
sirens fail test. More than one in 10 of the new emergency sirens for Indian Point in 
Buchanan failed to work properly during a quarterly test on September 16, just as 
federal officials are deciding whether to allow the old system to be dismantled. It is the 
first time in a year that the new $15 million, 172-siren system has failed to meet the 94 

http://watertechonline.com/news.asp?N_ID=72587
http://yosemite.epa.gov/opa/admpress.nsf/0/35094342B936F93585257633006250E0
http://www.fox10tv.com/dpp/news/florida/Ammonia_tanker_overturns_roads_closed
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percent federal emergency threshold for success. A spokesman for Entergy Nuclear, 
which owns and runs Indian Point, said it appears there were software problems with 
the new system that were all but addressed within hours of the 10:30 a.m. test. 
Emergency and plant officials are discussing whether to run the full-volume, 4-minute 
test again before the fourth quarter. Eighteen sirens showed up on the computer 
tracking screen as failing to sound — of those, two were in Putnam and eight each in 
Westchester and Rockland counties. 
Source: http://www.lohud.com/article/20090917/NEWS01/909170339/-1/newsfront/10 
percent of Indian Point sirens fail test 

7. September 17, Brattleboro Reformer – (National) Hiring freeze won’t affect VY 
security. Even though Entergy Corp. has enacted a company-wide hiring freeze, that 
freeze does not affect “business critical positions” at Vermont Yankee nuclear power 
plant in Vernon, according to an Entergy spokesman in New Orleans. “Entergy Nuclear 
is hiring where it deems it necessary to ensure its fleet remains safe and reliable and 
productive,” said the spokesman for Vermont Yankee. Entergy has about 14,700 
employees around the country. It announced the hiring freeze after it experienced a 16-
percent drop in net income for the second quarter of 2009. Entergy’s net profits 
dropped because there was a reduced power demand due to milder-than-expected 
summer weather. “In response to ongoing economic pressures, we have launched a 
series of targeted actions to stabilize the company’s operating expenses without 
affecting employee pay, benefits or job security,” stated an Entergy spokesman in a 
press release announcing the hiring freeze. In the past 18 months, Vermont Yankee 
nuclear power plant has increased its workforce from about 520 employees to 636, said 
the spokesman. While some of those positions were in engineering, operations and 
maintenance, he said, most of the new positions were for security personnel, who were 
hired away from Wackenhut, Yankee’s former security contractor. The number of 
security officers at Yankee is classified information. Yankee’s director of 
communications would not release the number of new hires that were not security 
related because that would also reveal the number of security officers. 
Source: http://www.reformer.com/localnews/ci_13354297 

8. September 17, Reuters – (California) SCE Calif. San Onofre 2 reactor exits 
outage. Southern California Edison’s (SCE) 1,070-megawatt Unit 2 at San Onofre 
nuclear power station in California exited an outage and ramped up to 60 percent power 
by early Thursday, the U.S. Nuclear Regulatory Commission said in a report. The 
company shut the unit by September 14 to work on the cooling-water system. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1718845020
090917 

[Return to top]  

Critical Manufacturing Sector 

http://www.reformer.com/localnews/ci_13354297
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1718845020090917
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1718845020090917
http://www.lohud.com/article/20090917/NEWS01/909170339/-1/newsfront/10
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9. September 16, WSAZ 3 Huntington – (Kentucky) Explosion reported at AK 
Steel. Emergency crews have cleared the scene of a minor explosion at AK Steel in 
Ashland, Kentucky. It happened just before 2 p.m. September 16, according to Boyd 
County 911 dispatchers. They say there are no reported injuries. The Westwood Deputy 
fire chief tells WSAZ.com that it was a hot metal explosion. He says this is when the 
hot metal comes in contact with water. The Deputy Chief also says this type of incident 
happens quite often, but the September 16 explosion was larger than what the fire 
department is used to seeing. AK Steel is refusing to comment on the incident. The 
Environmental Protection Agency and the fire marshal were on site at the plant. 
Source: http://www.wsaz.com/news/headlines/59496437.html 

10. September 16, Associated Press – (International) Pilots question plane speed 
sensors. Airbus knew since at least 2002 about problems with the type of speed sensor 
that malfunctioned on an Air France passenger plane that went down in June, The 
Associated Press has learned. But air safety authorities did not order their replacement 
until after the crash, which killed all 228 people aboard. Experts have suggested that 
Flight 447’s sensors, made by French company Thales SA, may have iced over and 
sent false speed information to the computers as the plane ran into a thunderstorm at 
about 35,000 feet. The exact role the sensors — known as Pitots — played in the crash 
may never be known without the flight recorders, which have not been recovered and 
which have stopped emitting signals. Investigators insist sensor malfunction was not 
the cause of the crash, but many pilots think false speed readings may have triggered a 
chain of events that doomed the plane. The head of Flight Operations at Airbus 
maintains the doomed Airbus A330 plane was “totally airworthy. There is no question 
for me the safety, the reliability of the airplane nor of the maintenance and operation 
procedures used by our operators,” he said. Air France is now starting a training 
program for pilots on how to manage a Pitot malfunction at high altitudes of the type 
experienced on Flight 447. Pilots are angry about what they see as an attempt to pin the 
crash on pilot error. “We are trained to deal with multiple failures of the plane,” an Air 
France pilot said. “We are convinced that without the breakdown of the Pitots, Air 
France 447 that day would have set down at [Paris’] Roissy [airport].” A series of 
industry documents verified by investigators show that regular warnings on Airbus 
Pitots popped up as far back as 1994, although for a different model that was later 
banned in 2001 by French aviation officials. 
Source: http://www.msnbc.msn.com/id/32879311/ns/world_news-europe/ 

For another story, see item 41  
 
[Return to top]  

Defense Industrial Base Sector 

11. September 16, Defense News – (National) Abercrombie: F135 mishap shows second 
JSF engine a must. Congressional supporters of building a second engine for the F-35 
Joint Strike Fighter are seizing upon a faulty test of the fighter’s primary power plant to 
drum up support. In a September 14 “dear colleague” letter, the House Armed Services 

- 

http://www.wsaz.com/news/headlines/59496437.html
http://www.msnbc.msn.com/id/32879311/ns/world_news-europe/
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air and land subcommittee chairman said a mishap during a test of the F-35’s main 
engine, being built by Pratt & Whitney, shows two engines are necessary. 
“Sophisticated fighter engine technology requires the engineering ‘A team’ on the job. 
A dual-sourced engine is good for readiness and good for competition,” he said. “With 
current plans calling for 80 [percent to] 90 percent of the manned fighter fleet to be 
based on F-35A, B and C, two engine sources are required,” he added. “Friday’s [F135] 
engine failure makes this crystal clear.” General Electric and Rolls Royce are 
developing the alternate power plant, the F136. The subcommittee chairman told 
colleagues the Pentagon is moving too fast to buy planes “without adequate testing.” 
Those opposed to building both power plants say the F135 is performing well, the 
subcommittee chairman said, but “they fail to say that only 140 actual flight test hours 
have been logged, and there have been three engine failures, including one last Friday.” 
While the current and previous presidential administrations have argued that the 
alternative is not needed and attempted to terminate that effort, Congress for the past 
several years has kept it alive. House and Senate conferees who will hammer out a final 
version of 2010 defense spending legislation will decide the fate of the alternative 
engine program for another year in coming weeks. 
Source: http://www.defensenews.com/story.php?i=4280893&c=AME&s=TOP 

12. September 16, Defense News – (National) GD lab addresses vehicles’ C4ISR-related 
problems. General Dynamics C4 Systems has opened a new laboratory aimed at 
solving some of the future size, weight, and power issues expected with on-board 
electronics. Increasingly, vehicle configurations will need to accommodate more 
modern electronics and on-board electrical power to keep pace with technological 
advances. The Vehicle C4ISR Innovation Center in Taunton, Massachusetts, is focused 
on pooling input from soldiers, industry, academia and the military services to solve 
power-related challenges. For instance, the center will work on integrating the Land 
Warrior ensemble with vehicles. “We are focused on the integration of the human with 
the vehicle,” said the C4ISR systems architect for General Dynamics C4. “How do we 
make the Land Warrior equipment operate harmoniously with equipment inside the 
vehicle, because the soldiers have computing? If you are carrying a GPS device on your 
person, you will lose sight without having to take off what you are wearing.” At the 
moment, the new center’s staff is working on Humvees and Mine-Resistant Ambush 
Protected vehicles (MRAPs). They are experimenting with new ways to configure an 
M1165 up-armored Humvee with a remote firing station, computers, blue-force 
tracking, and multiple radios. In the case of the Cougar MRAP, engineers are 
experimenting with smaller, more rugged computer parts as a way to fit more 
electronics into the vehicle. Designing software able to perform more functions is key 
to this effort. New, experimental vehicle configurations will seek to build C4ISR 
systems around the individual soldier. 
Source: http://www.defensenews.com/story.php?i=4276100&c=AME&s=LAN 

13. September 16, U.S. Government Accountability Office – (International) Missile 
defense: DOD needs to more fully assess requirements and establish operational 
units before fielding new capabilities. The Department of Defense (DOD) lacks the 
comprehensive analytic basis needed to make fully informed decisions about the types 

http://www.defensenews.com/story.php?i=4276100&c=AME&s=LAN
http://www.defensenews.com/story.php?i=4280893&c=AME&s=TOP


 - 7 - 

and quantities of elements and interceptors it needs to field a global Ballistic Missile 
Defense System (BMDS). Such an analytic basis would include a comprehensive 
examination of the optimal mix of elements and interceptors needed to meet all of 
DOD’s ballistic missile defense requirements. Without a full assessment of its overall 
requirements, DOD lacks the information it needs to make the best possible policy, 
strategy, and budgetary decisions for ballistic missile defense. DOD typically requires 
that major weapon systems be fielded with a full complement of organized and trained 
personnel. To rapidly field missile defenses, however, DOD has in some cases put 
ballistic missile defense elements into operational use before first ensuring that the 
military services had created units and trained servicemembers to operate them. As a 
result, DOD has faced a number of challenges. For example, the Army faced personnel 
shortfalls to operate the midcourse defense system. These shortages affected the Army 
units’ ability to support ongoing research and development activities and ultimately 
resulted in operational readiness concerns. MDA and the military services are taking 
steps to establish the needed forces, but this may take years for some elements. DOD 
recognizes the challenges created by putting elements into early use, but has not set 
criteria requiring that operational units be in place before new elements are made 
available for use. Several new elements are in development, like the radars and 
interceptors currently being considered for deployment in Europe, and emerging threats 
could again cause DOD to press those capabilities into use. Unless fully trained units 
are in place to support missile defense elements when they are made operational, DOD 
will continue to face uncertainties and operational risks associated with the elements. 
Source: http://www.gao.gov/products/GAO-09-856 

[Return to top]  

Banking and Finance Sector 

14. September 17, New York Daily News – (National) Investigations of mortgage fraud 
soar 63%, FBI reports. Mortgage fraud cases under investigation by the FBI have 
jumped by about 63 percent in the past year, according to the bureau director. “The 
schemes have evolved with the changing economy, targeting vulnerable individuals, 
victimizing them even as they are about to lose their homes,” he told the Senate 
Judiciary Committee on September 16. The FBI has more than 2,600 cases open, with 
most of them involving losses of more than $1 million, the director said. That is more 
than triple the number of three years ago and up from 2,400 cases the director said were 
open in May. The FBI has shifted its investigative resources to focus on mortgage fraud 
and assigned about 300 special agents to the task. The director said their focus has 
centered on “industry insiders.” The FBI also has more than 580 open corporate fraud 
investigations, he said. The bureau has declined to identify any companies under 
criminal probes. 
Source: http://www.nydailynews.com/money/2009/09/17/2009-09-
17_investigations_of_mortgage_fraud_soar_63_fbi_reports.html 

15. September 17, Washington Post – (National) FDIC packages loans from failed 
banks. The Federal Deposit Insurance Corp. launched a new program on September 16 

http://www.nydailynews.com/money/2009/09/17/2009-09-17_investigations_of_mortgage_fraud_soar_63_fbi_reports.html
http://www.nydailynews.com/money/2009/09/17/2009-09-17_investigations_of_mortgage_fraud_soar_63_fbi_reports.html
http://www.gao.gov/products/GAO-09-856
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to subsidize investor purchases of loans that the agency has acquired from failed banks, 
as it tries to attract more bids and higher prices for its rapidly expanding collection of 
troubled assets. The long-awaited program was announced earlier this year as a way to 
help banks that remained in business get rid of their soured loans, but a lack of interest 
from banks led the FDIC to focus on its own holdings instead. The agency said on 
September 16 that it would form a partnership with a Texas company, Residential 
Credit Solutions, to take ownership of mortgage loans originally worth $1.3 billion. 
The company, which will manage the partnership, will pay the FDIC $64.2 million for 
a half-share of any profits as the loans are repaid or sold. An FDIC official said a 
second deal would soon follow, and that he expected others before the end of the year. 
The official said that the agency continued to believe that the program could help banks 
and that the agency in part was moving ahead so that it would be ready if the industry 
took a turn for the worse. “We’d be ready to apply this process either on failed bank 
assets or on open banks,” said the official, who conducted a briefing for the media on 
the condition of anonymity. The FDIC repays depositors in failed banks and then seeks 
to recoup as much money as possible from the wreckage. Historically it has relied on 
the basic approach of immediately selling everything it can to another bank, but 92 
failures so far this year have started to sate the appetite of eligible buyers. Increasingly 
the FDIC has sweetened the deal by guaranteeing to limit any potential losses, but even 
that sometimes is not enough, leaving the agency with a growing pile of assets that 
must be sold. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/09/16/AR2009091603055.html?hpid=topnews 

16. September 17, SecurityPark.net – (International) Worldpay reportedly hit by cross-
site scripting security problems. According to news reports, RBS Worldpay’s various 
web portals are “riddled with holes”. The vulnerabilities were discovered by Unu, a 
Romanian grey-hat hacker. RBS WorldPay responded that a security audit has 
established that access to merchants or cardholder accounts was not possible via any of 
the reported vulnerabilities. They commented: “RBS WorldPay have thoroughly 
investigated reports of a technical vulnerability on our website. We have taken the 
report very seriously, and enforced immediate security measures. Any information the 
unauthorised third party found would not provide access to either merchants or 
cardholder accounts. We take data security very seriously, and regularly review the 
way in which we protect customer and consumer data. As part of our ongoing 
commitment to protecting customer data, we will be conducting an additional 
assessment of the circumstances, and continue to make further security re-enforcements 
where appropriate.” Fortify Software believes it all comes down to what appears to be 
poor code auditing at the programming level. “Coupled with lack of security soak 
testing, which is a must-have for any transaction processing system, RBS Worldpay’s 
sites appear to have been hit by cross-site scripting (XSS) security problems,” said 
Fortify’s European Director. “Of course, RBS Worldpay isn’t alone in its sites having 
XSS problems, but it is a high profile problem, simply because the company processes 
card payments online for a large number of e-tailers,” he added. 
Source: http://www.securitypark.co.uk/security_article263672.html 

http://www.securitypark.co.uk/security_article263672.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/09/16/AR2009091603055.html?hpid=topnews
http://www.washingtonpost.com/wp-dyn/content/article/2009/09/16/AR2009091603055.html?hpid=topnews
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17. September 16, CNET News – (International) New scam adds live chat to phishing 
attack. Online scammers have created a phishing site masquerading as a U.S.-based 
bank that launches a live chat window where victims are tricked into revealing more 
information, researchers at the RSA FraudAction Research Team said on September 
16. After a user accesses the phishing site, the chat window messages come through the 
browser and not via a typical instant messenger application, RSA said in a blog post. 
The chat window is displayed if the log-in credentials are typed in or if any other link 
on the page is clicked, said an online fraud expert at RSA. The scammer claims to be 
from the bank’s fraud department and says that the bank is requiring members to 
validate their accounts, asking for additional information such as name, phone number, 
and e-mail address, according to screenshots. That information could be used to get 
access to accounts and money online or over the phone. The scammers are using the 
open-source Jabber IM protocol to manage the one-on-one chat, RSA said, declining to 
identify the bank involved in the scam. Meanwhile, the “chat-in-the-middle” phishing 
attack, as RSA has dubbed it, is being hosted on a fast flux network that criminals pay 
to use that hosts malicious Web sites and other tools for online scams. Such networks 
are comprised of numerous computers that can be used to serve up the phishing page if 
one site gets shut down, which makes stopping such attacks difficult, the RSA fraud 
expert said. 
Source: http://news.cnet.com/8301-27080_3-10355069-245.html 

[Return to top]  

Transportation Sector 

18. September 17, New England Cable News – (Massachusetts) Electrical fire shuts down 
Red, Orange Lines in Boston. An electrical fire shut down both the Red and Orange 
Lines of the MBTA in Boston Wednesday. The fire happened on a platform at South 
Station. Two trains were evacuated on the Longfellow Bridge, which connects 
Cambridge and Boston. Shuttle bus service is being run between Harvard Station and 
the JFK/UMass station on the Red Line. MBTA confirms power is back up on both the 
Red and Orange Lines. 
Source: http://www.necn.com/Boston/New-England/2009/09/16/Electrical-fire-shuts-
down/1253149874.html 

19. September 17, Vallejo Times Herald – (National) Truckers learn to watch out for 
terrorists. Instructors at a Vallejo, California truck driving school are some of the first 
on the West Coast to be trained for a new federal anti-terrorism program. Instructors at 
the Falcon Truck School recently learned about First Observer, a Department of 
Homeland Security program provided by Maryland-based Total Security Services 
International Inc. The heart of the First Observer program is using surface 
transportation professionals — truck drivers, school bus operators, mass transit and port 
workers and others — to keep an eye out for and report suspicious behavior that could 
be part of a terrorist operation or attacks like the one on California’s state capitol eight 
years ago. The average truck spends 100,000 miles on the highway a year — 10 times 
more than an average car, a Falcon instructor said, so recruiting truckers as extra eyes 

http://news.cnet.com/8301-27080_3-10355069-245.html
http://www.necn.com/Boston/New-England/2009/09/16/Electrical-fire-shuts-down/1253149874.html
http://www.necn.com/Boston/New-England/2009/09/16/Electrical-fire-shuts-down/1253149874.html
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and ears on the highway makes sense. The program gives transportation professionals 
like truckers a special phone number to report suspicious activity. Calls go to a special 
center, where trained operators assess it and route it to the appropriate authorities. The 
incident in which a truck was driven into the state capitol in Sacramento is a good 
example of such subtly suspicious activity. “That truck was too long, too big to be 
there, it was illegal to be there,” said a former CHP officer. “If I’d seen it, I would have 
known there was something wrong, and I would have called 911.” Certain graffiti can 
be a terrorist message. People hanging around where they do not seem to belong, a gas 
tanker parked on the Bay Bridge or downtown — anything a trucker might recognize as 
unusual or out of place, should prompt a call, the truckers learned. “Even if one call 
doesn’t amount to anything, if they put together enough seemingly random information, 
they could discover evidence of a terror cell operating,” the instructor said. “I also tell 
my students to watch out for their own equipment, to be observant. You can 
unwittingly become the carrier of explosives that can do damage.” 
Source: http://www.contracostatimes.com/news/ci_13356187 

20. September 16, Decatur Herald-Review – (Illinois) Illinois State Police investigate 
throwing of objects off overpasses on I-74, I-57. Some heavy items have been falling 
from interstate overpasses this month, based on Illinois State Police reports. There have 
been five incidents reported since September 6 along interstates 57 and 72, stretching 
from Mattoon to Champaign. One incident involved a tree limb measuring 6 feet long 
and 7 inches in diameter. “That’s more like a tree than a limb,” said a state police 
Lieutenant. Objects tossed in other incidents topped the tree limb on weight: railroad 
ties. Part of a construction barricade dropped from an overpass caused a non-injury 
accident at midday September 9 near the I-57 overpass at Illinois 16. In the past, even 
smaller objects dropped from overpasses have caused major crashes or fatal injuries for 
drivers or passengers. “We don’t look at these as childish pranks. These could have 
caused serious crashes. The crash near Mattoon could have been more serious if other 
vehicles had been in the roadway after the driver hit the object in the road,” the officer 
said. Each of the incidents, including those near Champaign, involved objects being 
thrown from overpasses. State police are asking for help in solving these cases, which 
carry serious penalties upon conviction. 
Source: http://www.herald-review.com/news/article_5a593b4b-5620-5493-a057-
68db5afbc4fb.html 

21. September 16, Transport Topics Online – (National) TSA sets interim rule on air 
cargo security. The Transportation Security Administration (TSA) announced an 
interim final rule implementing air cargo security regulations. The agency has operated 
its Certified Cargo Screening Program (CCSP) as a pilot program since February, 
which helps airlines to comply with the 9/11 Commission Act of 2007 that requires 
screening 50 percent of all cargo transported in passenger aircraft. CCSP allows 
approved airlines to screen cargo at site away from an airport and transport it to the 
airport securely, with no need to rescreen it. “We developed a common-sense solution 
that will greatly enhance air cargo security by using valuable data from pilot programs 
and engaging thousands of stakeholders,” said TSA’s assistant administrator. “This 
program is a critical step toward meeting the mandate of the 9/11 Act in an efficient 

http://www.herald-review.com/news/article_5a593b4b-5620-5493-a057-68db5afbc4fb.html
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and effective manner that facilitates the flow of commerce,” he said in a statement. 
Source: http://www.ttnews.com/articles/basetemplate.aspx?storyid=22738 

22. September 16, WDUN 550 Gainesville – (Georgia) Atlanta Hwy in Gainesville 
reopens after pipe collapse. A Department of Transportation (DOT) spokeswoman 
says that Atlanta Hwy has been reopened following emergency repairs due to the 
collapse of an underground pipe. DOT crews worked through the day Wednesday at the 
intersection to finish the work. As of Wednesday evening the section of road near 
Hilton Drive was gravel. “Crews will come back once weather permits to finish the 
asphalt work,” the spokeswoman said. “We’re literally going to have to tear up and 
remove both lanes of the roadway to get down to the pipe that has collapsed.” The pipe 
is used for water drainage, to keep standing water off the road, so it should not affect 
the water supply for buildings near the affected area. 
Source: http://www.accessnorthga.com/detail.php?n=223267 

23. September 16, WTAP 5 Parkersburg – (Ohio) Ohio men accused of shining laser at 
planes. Two men jailed in Ohio are accused of shining a laser pointer at two 
commercial flights coming into Columbus and a police helicopter. One of the suspects 
is a 19-year-old army helicopter mechanic currently on leave. A Fairfield County 
sheriff says that the men were arrested Monday night after the pilots reported a laser 
had been pointed at their aircraft. Each is charged with one count of possession of 
criminal tools and two counts of interfering with the operation of aircraft with a laser, a 
more serious felony carrying up to eight years in prison if convicted. The men were 
being held Wednesday on $50,000 bond each. 
Source: http://www.wtap.com/news/headlines/59519932.html 

24. September 16, WSBT 2 South Bend – (Indiana) Police warn railroad trespassers, 
issue tickets. Police and railroad officials went door to door Wednesday to talk about 
the dangers of walking along railroad tracks. Officers from Norfolk Southern and local 
police joined forces Wednesday, in some cases giving tickets to people walking 
illegally on the tracks. More than 100 trains use the tracks between Elkhart and Goshen 
every day. “We’re out here just trying to give them knowledge, letting them know that 
it is illegal for them to be on railroad property,” an agent explained. “We’re trying to 
give everybody warnings and hopefully that will work.” Last year there were more than 
50 trespassing incidents along an 11-mile stretch of the Norfolk Southern line that runs 
from Elkhart through Goshen. Along with issuing citations, officers also spoke with 
businesses and neighbors to alert them to the dangers of those who might use the tracks 
for a shortcut. Two businesses nearby say school kids often use the tracks. Seven 
people died last year in Indiana and 13 were seriously hurt when they trespassed on 
railroad property.  
Source: http://www.wsbt.com/news/local/59547132.html 

For more stories, see items 3 and 10  
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Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

25. September 17, North Dakota Department of Agriculture – (North Dakota) North 
Dakota livestock producers warned of anthrax danger. A state veterinarian for 
North Dakota said, “We have just received confirmation of a case of anthrax in cattle 
along the Hettinger-Slope county line, the first reported in that area in many years and 
the first confirmed case in the state this year.” The veterinarian said the danger of 
anthrax to grazing animals was demonstrated in the 2005 outbreak, when more than 
500 confirmed deaths from anthrax were reported in the state. North Dakota’s total 
losses that year were estimated at more than 1,000 head of cattle, bison, horses, sheep, 
llamas and farmed deer and elk. “An extensive educational effort by veterinarians and 
extension agents to encourage producers to vaccinate their animals has resulted in a 
dramatic reduction in livestock deaths,” she added. 
Source: http://www.prairiebizmag.com/event/article/id/9867/group/home/ 

26. September 16, Triangle Business Journal – (North Carolina) ConAgra to lay off 300 
at Garner plant damaged by explosion. ConAgra Foods will lay off 300 hourly 
employees in Garner, North Carolina as a result of diminished production following the 
June explosion that killed three and injured dozens of others, the company told workers 
in a meeting Wednesday evening. The layoffs will take effect in mid-November. In 
addition to the layoff of 300 workers, the company will also eliminate the jobs of 21 
salaried employees. The facility currently employs about 750. Prior to the June 9 
explosion, the Garner plant was the only facility that made Slim Jim beef jerky snacks. 
A ConAgra spokesman said production at the facility is down by about 50 percent due 
to the damage to the facility. The company has shifted some Slim Jim production to 
another ConAgra facility in Ohio. Packaging operations, which is the part of the Garner 
facility damaged in the explosion, is being handled by third parties. ConAgra also 
informed employees that the company will no longer provide employees with 
guaranteed 40-hour weekly paychecks as the company had been doing since the 
explosion. Starting next week, employees will be paid for hours worked. The 
spokesman said most employees at the plant work between 30 and 40 hours a week. 
Source: http://triangle.bizjournals.com/triangle/stories/2009/09/14/daily49.html 

[Return to top]  

Water Sector 

27. September 16, U.S. Environmental Protection Agency – (Montana) EPA, BNSF to 
begin removal of contaminated sediments from the Whitefish River. The U.S. 
Environmental Protection Agency (EPA) is ordering the removal of contaminated 
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sediments from sections of the Whitefish River in northwestern Montana beginning in 
late September. The Whitefish River flows from Whitefish Lake through the town of 
Whitefish, in Flathead County. Sediments in certain areas of the river are contaminated 
with petroleum products, causing a visible sheen on the river when disturbed. In 2007, 
a citizen contacted EPA to report an oily sheen on the river in multiple locations. 
Subsequently, EPA investigated the site and found the presence of petroleum consisting 
of bunker fuel oil and weathered diesel fuel. The river is not a drinking water source for 
the town, but is used for recreational activities. The known contamination appears to 
originate from the Burlington Northern Santa Fe (BNSF) fueling facility, which is 
located upstream from the town, adjacent to the river. Areas of contaminated sediments 
continue along the river for about two miles as the river flows through the town of 
Whitefish. BNSF will investigate, conduct and pay to clean up contamination that is 
attributable to them, with EPA oversight. On September 25, 2009, BNSF will begin 
cleaning up contaminated areas along the upper reach of the river. EPA will keep the 
community informed and will work closely with other federal agencies, the Montana 
Department of Environmental Quality, the City of Whitefish, and other local 
stakeholders throughout the course of this action. Sections of the pedestrian/bike trail 
along the river will likely be closed periodically during the course of this cleanup. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/BC44BF06D93EF43B852576330068BEA
1 

28. September 16, Los Angles Times – (California) Two more L.A. water mains burst 
overnight, bringing more questions. Two more water mains broke overnight in the 
San Fernando Valley, the latest in a rash of problems hitting L.A.’s water system. The 
first break occurred around 2:30 a.m. on Corbin Avenue in Warner Center, sending 
water into the street. The second break occurred around 4:30 a.m. on Burbank 
Boulevard in Winnetka. Both incidents are under investigation. Underground water 
pipes in Los Angeles have suffered significantly more “major blowouts” in the last 
three months, officials confirmed Tuesday after analyzing dozens of ruptures, some of 
which flooded streets, damaged vehicles and buildings and, in once case, created a 
sinkhole so big that it almost swallowed a firetruck. And the city’s engineers do not 
know why. It could be fluctuating temperatures. It could be a statistical anomaly. It 
could be something else. “It’s strange,” said the general manager of the Bureau of 
Street Services, which repaves the ruined roads after the water recedes. “The thing that 
is puzzling is they are so spread out...all over the city. You can’t link them to 
anything.” What Department of Water and Power officials can say with certainty is 
they want more money to fix the problem and plan to ask for a water rate hike. The 
blowouts underscore the fact that the city’s aging water system, which has 7,200 miles 
of pipe and moves 600 million gallons of water a day, needs an upgrade, officials said. 
But some City Council members, who would have to approve any rate increase, did not 
appear convinced. “They have to make a case for that,” said one councilwoman.  
Source: http://latimesblogs.latimes.com/lanow/2009/09/2-more-la-water-main-burst-
overnight-bringing-more-questions.html 
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29. September 16, U.S. Geological Survey – (National) Chloride found at levels that can 
harm aquatic life in urban streams of the Northern U.S. — Winter deicing a 
major source. Levels of chloride, a component of salt, are elevated in many urban 
streams and groundwater across the northern U.S., according to a new government 
study. Chloride levels above the recommended federal criteria set to protect aquatic life 
were found in more than 40 percent of urban streams tested. The study was released 
today by the U.S. Geological Survey (USGS). Elevated chloride can inhibit plant 
growth, impair reproduction, and reduce the diversity of organisms in streams. The 
effect of chloride on drinking-water wells was lower. Scientists found chloride levels 
greater than federal standards set for human consumption in fewer than 2 percent of 
drinking-water wells sampled in the USGS study. Use of salt for deicing roads and 
parking lots in the winter is a major source of chloride. Other sources include 
wastewater treatment, septic systems, and farming operations. “Safe transportation is a 
top priority of state and local officials when they use road salt. And clearly salt is an 
effective deicer that prevents accidents, saves lives, and reduces property losses,” said 
the USGS associate director for water. “These findings are not surprising, but rather 
remind us of the unintended consequences that salt use for deicing may have on our 
waters. Transportation officials continue to implement innovative alternatives that 
reduce salt use without compromising safety.” This comprehensive study examines 
chloride concentrations in the northern U.S. covering parts of 19 States, including 
1,329 wells and 100 streams.  
Source: http://www.usgs.gov/newsroom/article.asp?ID=2307 

30. September 16, Water Technology Online – (Florida) Radium-in-water examined in 
FL ‘cancer cluster’. An investigation by the state of Florida has found more than 
double the drinking water standard for naturally occurring radium-226 in one well at 
the Seminole Improvement District water treatment plant, The Palm Beach Post 
reported September 12. The well also contains slightly elevated levels of alpha 
particles, another measure of radiation, including radon, the story said. The sampling 
was conducted as part of an ongoing investigation into a “cancer cluster” in The 
Acreage community. Dozens of residents living within close proximity to The Acreage 
have reported being diagnosed with brain cancer. The treated water from the Seminole 
Improvement District goes to several public schools. Officials have said the finished 
water has met all federal safe drinking water standards. Irrigation water also is being 
tested. The state’s investigation is focusing on nine children and environmental 
contaminants known to cause cancer in the very young. Six youths from the community 
suffered brain tumors from 1995 to 2007, the period analyzed by state epidemiologists. 
Since then, three other Acreage children have developed tumors, residents said in the 
report. Radium-226 in drinking water raises the risk of bone and other cancers, federal 
agencies report. 
Source: http://watertechonline.com/news.asp?N_ID=72590 

31. September 15, U.S. Department of Justice – (Indiana) Former Indiana water 
treatment plant superintendent sentenced to prison for falsifying reports. The 
former superintendent of a wastewater treatment facility in Rochester, Indiana was 
sentenced today in U.S. District Court in South Bend to serve one year in prison for 
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falsifying discharge monitoring reports that concealed violations of the Clean Water 
Act, the Justice Department announced. He was sentenced to one year in prison on each 
of five counts to be served concurrently. Following the prison sentence, he was ordered 
to serve one year of supervised release, which includes three months of home detention, 
on each count to run concurrently. On June 16, 2009, he pleaded guilty to a five-count 
felony information charging him with making false statements in discharge monitoring 
reports submitted to the Indiana Department of Environmental Management (IDEM). 
He admitted that from September 2004 and continuing through May 2007, he submitted 
at least five reports containing false data for treated water that was discharged from the 
Rochester Plant into Mill Creek, a tributary of the Tippecanoe River. He served as the 
former superintendent of the Rochester plant where he worked from 1986 until 2008. 
Source: http://www.usdoj.gov/opa/pr/2009/September/09-enrd-956.html 

[Return to top]  

Public Health and Healthcare Sector 

32. September 16, Maury County Daily Herald – (Tennessee) Area nursing home cited 
for violations. The Tennessee Department of Health Commissioner has suspended new 
admissions of residents to Countryside Healthcare and Rehabilitation of Lawrenceburg. 
The commissioner imposed a one-time state civil monetary penalty of $1,500. A 
federal civil penalty has been imposed at $4,600 per day. The facility, a 162-bed 
licensed nursing home, was ordered not to admit any new residents based on conditions 
found during a complaint investigation and annual survey conducted Aug. 24-Sept. 1. 
During the investigation, surveyors found violations of standards including 
administration, admissions, discharges, transfers, performance improvement, infection 
control, nursing services, pharmaceutical services and food and dietetic services. The 
nursing home has the right to a hearing regarding the suspension. 
Source: http://www.c-
dh.net/articles/2009/09/16/top_stories/05nursinghomeviolation.txt 

[Return to top]  

Government Facilities Sector 

33. September 17, Salt Lake City Deseret News – (Utah) Disaster drill involves 
hundreds. The annual Chemical Stockpile Emergency Preparedness Program drill took 
place in Salt Lake City on Wednesday. The public-affairs chief of the U.S. Army 
Chemical Materials Agency said three Tooele locations, including a high school, staged 
mock drills, an annual operation which involved more than 600 people and several 
agencies from Tooele, Salt Lake and Utah counties. In one morning, three mock 
disasters struck Tooele simultaneously: A truck crashed into a vehicle carrying mustard 
agent, resulting in fire, the scattering of cattle, and a town’s evacuation; the county 
experienced a 5.5 magnitude earthquake; and the high-school lab blew up. 
Source: http://www.deseretnews.com/article/705330549/Hundreds-participate-in-
mock-chemical-drills.html 
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34. September 17, National Public Radio – (New York) FBI raids in NY, Denver yield 
questions, no arrests. Law enforcement officials said raids earlier this week in 
Queens, New York, and another search of a Denver apartment Wednesday night are all 
part of one of the most sensitive U.S. terrorism investigations in years. The seriousness 
of the operation in Queens was underscored by the dozens of agents swarming 
apartment buildings in full combat gear. The head of the FBI’s office in New York was 
on the scene, personally directing the searches. Agents expected to find bomb 
components — chemicals or timers or fuses. Instead, they turned up a frightened 
Muslim family and a bomb-making manual, and the key suspect they hoped to grab 
was already gone. In this week’s case, understanding why officials moved when they 
did depends on whom you ask. New York police say that with a Presidential visit to the 
city and the upcoming U.N. General Assembly, they could not afford to risk anything 
going wrong. FBI officials say privately they wanted to wait and track the group 
longer. The lawyer of a person of interest in the investigation says neither the FBI nor 
any other law enforcement agency has filed any charges against his client. 
Source: http://www.npr.org/templates/story/story.php?storyId=112909458 

35. September 16, Litchfield Register Citizen – (Connecticut) Suspicious package found 
at elementary school. A 13-year-old boy was taken into custody Wednesday afternoon 
after he told a teacher he had a bomb with him and made threatening statements, police 
said. Police were called to Woodbury Elementary School after officials found a 
suspicious package. The principal contacted state police at Troop L in Litchfield, who 
responded and secured the area. The 13-year-old was taken to Danbury Hospital for 
psychiatric evaluation. Charges are expected to be filed, police said. After the bomb 
squad examined the package left at the school, it was determined it did not contain 
explosives. No other packages or devices were found at the school. 
Source: 
http://www.registercitizen.com/articles/2009/09/16/news/doc4ab159ee68a3f646721711
.txt 

36. September 16, Detroit News – (Michigan) Frank Murphy Hall evacuated for bomb 
scare. A bomb threat at the Frank Murphy Hall of Justice has police and fire crews 
looking for a possible explosive device this morning. Fire officials were notified of the 
threat about 9 a.m. and still were on the scene about an hour later. The building, which 
is used for felony court cases, was evacuated, according to broadcast media reports. 
Police officials were not available for comment.  
Source: http://www.detnews.com/article/20090916/METRO01/909160394/1361/Frank-
Murphy-Hall-evacuated-for-bomb-scare 

37. September 15, DarkReading – (National) Defense worker arrested after accessing 
unauthorized data. A federal government employee is under arrest this week after 
venturing into a classified system he was not authorized to access. According to an 
affidavit filed on September 11 in Virginia and posted in a Wired magazine article on 
September 14, the suspect used the password he had obtained legitimately for another 
classified message to access data about a terrorism investigation by the FBI and the 
U.S. Army. The suspect works for the National Geospatial-Intelligence Agency, a spy 
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agency that collects aerial and satellite data. According to the affidavit, the suspect was 
working on a covert operation that was unrelated to the terrorism investigation, and 
although he had some privileges to classified data, he was not authorized to access the 
terrorism system. The affidavit says the suspect ignored automated security warnings 
that told him not to proceed, even though he had a working password. The suspect says 
he saw the warnings, but did not read them and did not know the system was being 
monitored by the FBI. He was on the system for two hours on April 9, and accessed the 
system again on April 14, according to the affidavit. Although there is no indication 
that the suspect did anything with the data, he is accused of endangering the 
investigation and causing “harm” to the FBI and the Army. He is charged with a single 
count of gaining unauthorized access to a protected computer. 
Source: 
http://www.darkreading.com/insiderthreat/security/government/showArticle.jhtml?artic
leID=220000530 

38. September 15, Nextgov – (National) IRS nearly resolves one security threat, receives 
incomplete on others. The Internal Revenue Service showed mixed results in its effort 
to reduce security risks associated with laptops and a system that processes individual 
income tax returns, according to the Treasury inspector general for tax administration. 
The inspector general released two audits this week that evaluated the agency’s 
progress in correcting security issues identified in previous reports. In one report 
released on Tuesday, the auditor found that the IRS installed an encryption program on 
99 percent of its laptops to protect data stored on the computer’s hard drive from 
unauthorized users. “Only after a successful log on to the encryption software will the 
computer start the log-on process to access other system files,” the inspector general 
reported. “Consequently, any sensitive data on the computer remains encrypted until a 
user has successfully logged on and deactivated the encryption.” In another report 
released on Monday, the IG said the IRS resolved 10 of 16 security vulnerabilities the 
auditor had previously identified in the agency’s customer account data engine. CADE 
is the central database application the IRS is deploying in phases to replace existing 
repositories of taxpayer information. 
Source: http://www.nextgov.com/nextgov/ng_20090915_8372.php?oref=topnews 

[Return to top]  

Emergency Services Sector 

39. September 17, Los Angles Times – (National) Former U.S. anti-drug official’s arrest 
a complete shock. A high-ranking U.S. anti-drug official — who held front-line posts 
in the war on Mexico’s murderous cartels, led an office of two dozen agents in Arizona, 
and was the attache for Immigration and Customs Enforcement in Guadalajara — was 
also a secret ally of Mexican drug lords, according to federal investigators. He 
allegedly advised traffickers on law enforcement tactics and pulled secret files to help 
them identify turncoats. He charged $2,000 for a Drug Enforcement Administration 
(DEA) document that was sent to a suspect in Miami by e-mail in August, authorities 
said. DEA agents arrested him at his Arizona home September 4. A spokeswoman for 

http://www.nextgov.com/nextgov/ng_20090915_8372.php?oref=topnews
http://www.darkreading.com/insiderthreat/security/government/showArticle.jhtml?articleID=220000530


 - 18 - 

the U.S. attorney in Miami said Wednesday that she could not comment but said that 
cases begun with complaints usually go before grand juries. A decision on an 
indictment in Miami is expected soon, according to a federal official who requested 
anonymity because the investigation was ongoing. 
Source: http://www.latimes.com/news/nationworld/nation/la-na-drug-charges17-
2009sep17,0,1796084.story 

40. September 16, WGN 9 Chicago – (Illinois) Wheaton police station evacuated after 
grenades show up. The Wheaton, Illinois, Police Department was evacuated for 
several hours Wednesday after police bomb squad officials investigated two hand 
grenades that were taken to the station to be destroyed, officials said. A Wheaton 
resident drove the two live grenades to the police station, after they were discovered in 
the home of a relative who recently had died, police said. The resident left the grenades 
in the car trunk and notified police. Police evacuated the area, cordoned off the 
building, and called the DuPage County bomb squad. Using a robot, police moved the 
grenades to a nearby storage yard run by the public works department, where they were 
detonated, Wheaton’s deputy police chief said.  
Source: http://www.chicagobreakingnews.com/2009/09/wheaton-police-station-
evacuated-after-grenades-show-up.html 

41. September 15, WFIE 14 Evansville – (Kentucky) Mine safety funding given in 
Madisonville. The Kentucky governor went to Madisonville on September 15 with 
funds to create a new mine safety training program. The nearly $300,000 will fund an 
underground mine fire fighting simulator site and staff a fire brigade training program 
at Madisonville Community College. The program will be the first live-burn simulation 
program in the nation. The governor says the program will keep students and workers 
in state to receive training. “It made no sense to send out folks, our kids out for this 
training. So we are going to create a program right here at Madisonville Community 
College where we are able to train our folks to provide even more safety in our mines,” 
he said. The college hopes to start up the program next spring. 
Source: http://www.14wfie.com/Global/story.asp?S=11135391 

For another story, see item 23  
 
[Return to top]  

Information Technology Sector 

42. September 17, The Register – (International) Mozilla catches half of Firefox users 
running insecure Flash. More than half of all Firefox users ran an unsafe version of 
Adobe’s Flash Player, according to statistics collected last week as users installed the 
latest release of the popular open-source browser. Of the 6 million or so people who 
upgraded to either 3.5.3 or 3.0.14 of Firefox on its debut last Thursday, slightly more 
than 3 million of them were found to be running an outdated Flash version, according 
to a Mozilla official. Sadly, only about 35 percent of those informed they had an 
insecure installation clicked on a link to upgrade to the latest version. That suggests that 
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some 2 million Firefox users remained vulnerable to remote exploit attacks even after 
Mozilla presented them with a warning that said “your current version of Flash Player 
can cause security and stability issues” and added “you should update Adobe Flash 
Player right now.” A similar pattern has played out ever since, although the numbers in 
all three categories were smaller. Over that time, about 10 million users in all clicked 
on the link, which led to an update page on Adobe’s website. The overall click-through 
rate was about 30 percent. The statistics were gathered by counting the number of page 
impressions that are automatically generated when Firefox users install the latest 
version of the browser. As previously reported, the newest release began checking 
users’ version of Flash and admonishing them to update if it was found to be out of 
date. 
Source: 
http://www.channelregister.co.uk/2009/09/17/firefox_users_with_vulnerable_flash/ 

43. September 16, Associated Press – (International) Google acquires Carnegie Mellon’s 
anti-fraud tool. Google is acquiring a Carnegie Mellon University spin-off that lets 
users help digitize books as they register at Web sites or buy things online. Google Inc. 
and the Pittsburgh university announced on September 16 that Google has acquired 
ReCAPTCHA, a tool meant to cut down on spam and fraud. The tool offers simple 
distorted word puzzles that users fill out to prove they are human, rather than spammers 
or others automating sign-up. Unlike other word puzzles, however, the text comes from 
actual books, letting the system create a digitized version in the process. The tool was 
developed by Carnegie Mellon computer science professor, who started the 
ReCAPTCHA company in 2008. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5g8aqRqCZGTwZZFcQUwKoK
8zM3VPQD9AOIGHO5 

44. September 16, The Register – (International) White hats release exploit for critical 
Windows vuln. White-hat hackers have released reliable code that remotely exploits a 
critical vulnerability in the Vista and Server 2008 versions of Microsoft’s Windows 
operating system. The exploit code, released on September 16 by security firm 
Immunity, came as separate researchers with the Metasploit penetration testing project 
said they were close to releasing their own software targeting the network file-sharing 
technology known as SMB2, or Server Message Block version 2. It was first added to 
Vista and has since been put into other Microsoft operating systems. The progress of 
ethical researchers in exploiting the bug is important because it’s an indication of how 
other, less scrupulous hackers are likely faring. It shows that the bug, which affects 
newer operating systems built under a program designed to prevent such security flaws, 
is far from being a mere theoretical risk to the millions of people who use the products. 
Rather, it means attackers can use the internet to take over vulnerable machines located 
half-way around the globe. “This is the kind of vulnerability that hits everybody who is 
sharing files with other users,” the CTO of Immunity, told the Register. “It affects the 
most secure operating system Microsoft has put out other than Windows 7.” The CTO 
said it took a team of four researchers to develop an exploit for the vulnerability, which 
surfaced recently. An Immunity researcher led the effort. The exploit code works on all 
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versions of Vista and the Service Pack 2 version of 2008, he said. Microsoft has said it 
plans to release updates patching the vulnerability as soon as they are ready.  
Source: http://www.theregister.co.uk/2009/09/16/windows_vista_exploit_released/ 

45. September 16, InfoWorld – (International) Microsoft offers tools for secure 
application development. Microsoft is introducing on Wednesday two testing tools to 
help Windows programmers build better security into their C and C++ applications, but 
an industry analyst was dismissive of how useful the tools would be for enterprise 
developers. Offered at no cost, the tools enable implementation of Microsoft’s SDL 
(Security Development Lifecycle) process, for injecting security and privacy provisions 
into the development lifecycle as opposed to testing during pre- and post-deployment 
of an application. One of the tools, BinScope Binary Analyzer, analyzes binary code to 
validate adherence to SDL requirements for compilers and linkers. It also verifies use 
of strong-named assemblies and up-to-date build tools. “Essentially, what it does is it 
checks for a variety of SDL requirements like GS flag, which is used to prevent buffer 
overflows,” said the principal security program manager for the security development 
lifecycle team at Microsoft. Buffer overflows enable hackers to take control of an 
application, the manager said. “To the extent that you can prevent those at compile 
time, that’s a good thing from a security standpoint,” he said. The tool requires symbol 
files, providing security against hackers potentially using the tool to analyze software 
on the Web for weaknesses. The second tool, Microsoft MiniFuzz File Fuzzer 
implements the fuzz testing technique. Testers check application behavior by parsing 
files that have been deliberately corrupted. Security tests are applied to take code 
through different flow patterns and identify whether resulting crashes should be 
investigated as potential application security risks. “If you find a file failure and it has 
security ramifications, you want to go out and fix that problem,” the manager said. 
Source: 
http://www.computerworld.com/s/article/9138128/Microsoft_offers_tools_for_secure_
application_development?taxonomyId=63 

46. September 15, Download Squad – (International) Facebook removes Fan Check app 
after malware rumors. Fan Check is a Facebook app that claims to tell a user who is 
viewing their Facebook profile. Although it does not actually work, it is not a virus, as 
a widespread rumor would have users believe. The real malware problem comes from 
other applications that promise to remove the Facebook Fan Check virus, and users are 
falling for it after seeing the virus rumors reposted in friends’ status messages. So, 
users should not keep posting the warning about Facebook Fan Check being a virus, 
should not link to any sites that claim they will fix it, and should not download or 
install anything from said sites. In the meantime, Facebook has removed Fan Check 
from the app directory. Visiting its URL just shows a note explaining that Facebook 
had an issue with the third-party developer and is investigating it. 
Source: http://www.downloadsquad.com/2009/09/15/facebook-removes-fan-check-
app-after-malware-rumors/ 

For another story, see item 16  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

47. September 16, Louisville Courier-Journal – (Kentucky) AT&T wireless customers 
experience service interruptions. AT&T is dealing with interruptions to wireless 
service across Kentucky. In a statement a company spokeswoman said customers in the 
Louisville, Lexington, Bowling Green and Frankfort areas may be experiencing a loss 
of service. She said she did not know how many customers were affected, or how long 
the interruptions had taken place. “AT&T technicians are working to restore service to 
all affected customers as quickly as possible,” she said in the statement. “We apologize 
for any inconvenience this may be causing our customers.” Some customers told the 
Courier-Journal the outages began around mid-day, and affected calls to areas outside 
the local calling area. 
Source: http://www.courier-
journal.com/article/20090915/NEWS01/909150363/AT&T+wireless+customers+exper
ience+service+interruptions 

48. September 16, RadioWorld – (Florida) Transmitter sites remain prime targets. A 
former DOE for the Mega stations in Tampa experienced three transmission line 
attacks in four months last year, the last ending in an arrest. The first resulted in the 
disappearance of the coil at the base of the tower. This line was excess after he moved 
an old main FM antenna down the tower to make room for a new one. Since this was 
now an aux line, it was not active at the time of theft, but he had a pressure alarm on 
the line, which alerted him after the fact. A month or two later, someone harvested the 
next 40 feet of that same line. On their way out, they also took about 6 feet of rigid line 
that was used to connect the active flex line to the transmitter inside the building. This 
took the station off the air for almost 10 hours while a new section was fabricated by 
Central Florida Tower, delivered, and installed. A few weeks later, he was alerted to 
yet another incident by an off-air alarm that tripped while the thief was cutting the 
active line. That outage lasted 29 hours. Again, Central Florida Tower was able to 
fabricate and install a replacement line. Meanwhile, he contacted police. A sheriff’s 
deputy stopped a man leaving the area. The former Mega employee reported these 
thefts to the Federal Communications Commission and the Federal Bureau of 
Investigation. He says the commission office in Tampa had no interest because the 
individual — who had been caught and subsequently pled no contest — had not caused 
unauthorized transmissions. The former Mega employee says the FBI person he 
reached was not interested either. The sentence was probation and restitution for the 
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line section and labor to replace it. 
Source: http://www.radioworld.com/article/87180 

For another story, see item 1  
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Commercial Facilities Sector 

49. September 17, Washington Times – (International) UAE kept tight lid on disrupted 
terror plot. Authorities in the United Arab Emirates earlier this year quietly broke up a 
major terrorist ring affiliated with al Qaeda that had plotted to blow up targets in Dubai 
— a banking hub that has long seemed immune to attacks by the terrorist group. The 
disruption in May of the previously undisclosed plot came at a sensitive time for the 
UAE, which months earlier concluded an agreement with the United States that would 
allow the U.S. to sell it nuclear reactor technology and nuclear fuel. Three U.S. 
intelligence officials and one former senior U.S. government official confirmed that the 
terrorist scheme originated in Ras Al Khaimah (RAK), a relatively poor member of the 
seven-emirate country. According to these officials, UAE authorities found evidence 
that the terrorists had conducted video surveillance of targets in Dubai including Dubai 
Towers, which will be the tallest building in the world when it is completed in 
December. The officials also said the plotters had designated suicide bombers for the 
operations, but had not yet made so-called martyrdom videos. Present and former U.S. 
officials described the plan to target the towers and several other high profile locations 
in the country as a significant shift in how al Qaeda operates in the Emirates. 
Source: http://washingtontimes.com/news/2009/sep/17/uae-kept-tight-lid-on-disrupted-
terror-plot/ 

50. September 17, MSNBC – (International) Indonesia terror chief killed in raid. A 
terrorism mastermind, referred to by police as “leader of al-Qaida in Southeast Asia”, 
was killed during a raid in central Indonesia, the police chief said Thursday. The 
Malaysian-born man, who set up a violent splinter group of regional militant network 
Jemaah Islamiyah, was widely considered the mastermind of the bombings of two 
luxury hotels in Jakarta in July, as well as other attacks in Bali and in Jakarta, which 
have killed scores of Westerners and Indonesians. Police raided a hide-out in central 
Indonesia, sparking gunfire and an explosion Thursday that left four suspected militants 
dead including the Malaysian fugitive. Three alleged terrorists also were captured. 
Source: http://www.msnbc.msn.com/id/32890300/ns/world_news-asiapacific/ 

51. September 16, All Headline News – (Massachusetts) Boston hotel filled with carbon 
monoxide evacuated. Firefighters evacuated some 300 guests of a hotel in Boston 
Wednesday after detecting high levels of carbon monoxide in the building’s hallways, 
rooms and stairwells. There were no reports of injury at the 17-story Liberty Hotel 
along Charles Street when the firefighters came at past 9:30 a.m. Investigators suspect 
that the hotel’s ventilation system circulated the carbon monoxide throughout the 
building, according to a Boston Fire Department spokesman. The evacuees were 
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allowed to return to the lobby by noon, but not to their rooms, which were still closed 
as a precaution. 
Source: http://www.gantdaily.com/news/35/ARTICLE/61343/2009-09-16.html 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

52. September 17, Evansville Courier and Press – (Indiana) Evansville Area levee system 
review finds only minor issues. The Army Corps of Engineers has completed its 
review for certification of the Evansville-Vanderburgh County Levee system. Only 
minor issues were discovered during the inspection of the flood protection system, 
according to a news release from the mayor’s office. The review involved nearly three 
dozen mechanical, electrical, structural, geotechnical, and hydrology inspectors. The 
inspectors walked the entire earthen levee as well as the concrete floodwalls and 
roadway levees. In addition, they inspected all pump stations, gate wells, sluice gates 
and any drainage structures associated with the levee system. The group said they were 
pleased with the results of the inspection, according to the release. Certification from 
the Corps means the levees should be able to withstand a 100-year flood event. In 
addition, the Federal Emergency Management Agency (FEMA) will redraw its flood 
insurance maps. This is the first time flood protection projects are being certified. The 
certification inspections will now be performed every 10 years. November 12 is the 
target date for certification. 
Source: http://www.courierpress.com/news/2009/sep/17/no-headline---17a03levee-brf/ 

53. September 17, Tri-Parish Times – (Louisiana) Area floodgates closed to stem flood 
risk. Several floodgates in Terrebonne and Lafourche parishes remain closed because 
of high tides, levee district officials said. A continual south wind blowing from a low-
pressure system hugging the Gulf Coast is causing the rise in tides, said the  general 
manager of the South Lafourche Levee District. Locks at Larose and Golden Meadow 
on Bayou Lafourche have been closed as needed during the high tide periods, he said. 
In Terrebonne, the barge gate on the Humble Canal has been closed since 5:00 p.m. 
Thursday, said the Terrebonne Levee District director. Sector gates on bayous 
Terrebonne and Petite Caillou have been closed periodically. Crews have been 
monitoring the opening and closing of the gates. Barge gates take an hour and a half to 
close; more expensive sector gates require a shorter period to shut, he said. The 
Company Canal in Bourg has also been closed, according to an Army Corps of 
Engineers release. The gate requires around an hour to shut. As of Monday, Morgan 
City and Berwick had not had any floodgate closings, officials in those cities said. 
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Source: http://www.tri-
parishtimes.com/articles/2009/09/16/news/106_52_floodgatespg1.txt 

54. September 16, U.S. Environmental Protection Agency – (National) EPA releases 
reports on dam integrity assessments at 17 coal ash impoundments. As part of the 
U.S. Environmental Protection Agency’s (EPA) ongoing national effort to assess the 
management of coal combustion residuals, EPA is releasing the final contractor reports 
assessing the structural integrity of 17 impoundments and similar management units 
containing coal combustion residuals, commonly referred to as coal ash, at nine 
facilities. These 17 impoundments have a “high” or “significant” hazard potential 
rating. A high hazard potential rating is not related to the stability of those 
impoundments but to the potential for harm should the impoundment fail. A significant 
hazard potential rating means impoundment failure can cause economic loss, 
environmental damage, or damage to infrastructure. The assessments have rated the 
structural integrity of seven impoundments as “satisfactory,” nine units as “fair,” and 
one unit as “poor.” None of the units assessed received an “unsatisfactory” rating. 
According to dam safety experts, only impoundments rated as unsatisfactory pose 
immediate safety threats. A draft of these reports has been reviewed by the facilities 
and the states for factual accuracy; their comments on the draft reports are also posted 
on EPA’s website. EPA has provided a copy of the final report to each facility and has 
requested that the facility implement the recommendations contained in the reports and 
provide its plans for taking action. Should facilities fail to take sufficient measures, 
EPA will take additional action, if the circumstances warrant, and will be devoting 
special attention to those facilities receiving a poor rating. EPA will assess by the end 
of the calendar year all of the units that had a dam hazard potential rating of high or 
significant in the responses provided by electric utilities to EPA’s previous information 
requests, and will release additional reports as they become available. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/1C385B53B00E4EBC85257633006B6384 
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