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Top Stories 

 According to Computerworld, the U.S. Department of Homeland Security is looking at a 
report by a research scientist in China that shows how a well-placed attack against a small 
power subnetwork could trigger a cascading failure of the entire West Coast power grid. 
(See item 3) 

 An investigation by the New York Times has found that an estimated one in 10 Americans 
have been exposed to drinking water that contains dangerous chemicals or fails to meet a 
federal health benchmark in other ways. (See item 18) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. September 15, Associated Press – (Florida) Police investigating theft of 6,000 gallons 
of gas. Police are investigating the theft of 6,000 gallons of fuel valued at $14,000 at a 
Clearwater gas station. No arrests have been made from the September 12 evening 
robbery at the BP gas station. Authorities responded to the station early morning on 
September 13 after a call came about a strong smell of gasoline. Police arrived to find a 
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pool of gasoline on the pavement and the tops of the underground storage tanks 
removed. The station was closed at the time the gas was taken.  
Source: http://www.miamiherald.com/news/florida/AP/story/1234419.html 

2. September 15, Shreveport Times – (Louisiana) Separate rig accidents kill one, injure 
another. Two separate natural gas rig accidents in less than 12 hours in DeSoto Parish 
left one man dead and another seriously injured, authorities said. The fatality occurred 
around 6 a.m. on September 14 on Indigo Minerals’ Turner rig No. 3 on Hall Road 
north of Logansport. The man, age 60, died at the scene when a piece of pipe being 
pulled from the ground kicked back and crushed him against a guardrail before 
knocking him about 20 to 25 feet to the ground, a DeSoto sheriff’s corporal said. A 
similar scenario played out on a Trinidad rig the evening of September 13 on Paradise 
Lane northeast of Mansfield, leaving an unidentified man with a possible life-
threatening head injury. Around 7:30 p.m., workers were pulling pipe when another 
piece of the pipe “got jammed for a second and when it came loose it came up and hit 
the guy in the forehead,” a DeSoto sheriff’s patrol seargant said. The injury left the man 
unconscious at the scene. Life Air was unable to fly because of the weather so DeSoto 
EMS took him to LSU Hospital in Shreveport. 
Source: http://www.shreveporttimes.com/article/20090915/NEWS01/909150314/1060 

3. September 14, Computerworld – (National) DHS to review report on vulnerability in 
West Coast power grid. The U.S. Department of Homeland Security is looking at a 
report by a research scientist in China that shows how a well-placed attack against a 
small power subnetwork could trigger a cascading failure of the entire West Coast 
power grid. A network analyst at China’s Dalian University of Technology used 
publicly available information to model how the West Coast power grid and its 
component subnetworks are connected. He and another colleague then investigated 
how a major outage in one subnetwork would affect adjacent subnetworks, according to 
an article in New Scientist. The aim of the research was to study potential weak spots 
on the West Coast grid, where an outage on one subnetwork would result in a 
cascading failure across the entire network. A cascading failure occurs when an outage 
on one network results in an adjacent network becoming overloaded, triggering a 
similar set of failures across the entire network. The massive blackouts in the Northeast 
in August 2003, which affected about 50 million people, were the result of such a 
cascading failure. His research was expected to show that an outage in a heavily loaded 
network would result in smaller surrounding networks becoming overwhelmed and 
causing cascading blackouts. Instead, what the research showed was that under certain 
conditions, an attacker targeting a lightly loaded subnetwork would be able to cause far 
more of the grid to trip and fail, New Scientist reported, quoting the researcher. The 
article does not describe his research (paid subscription required) or any further details 
of the attack. His report, which appears to have been largely overlooked until the 
publication of the New Scientist article last week, was completed last November and 
has been available online since March. A spokesman for DHS’s science and technology 
directorate said DHS has not reviewed the research but is “very interested in the 
findings.” In an e-mailed comment, the spokesman said DHS is working on a “self-
limiting, high-temperature superconductor” technology that is designed to prevent 

http://www.shreveporttimes.com/article/20090915/NEWS01/909150314/1060
http://www.miamiherald.com/news/florida/AP/story/1234419.html
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power surges in one network from affecting surrounding networks. The so-called 
inherently fault current limiting superconductor technology is part of the DHS’s 
Resilient Electric Grid project. 
Source: 
http://www.computerworld.com/s/article/9138017/DHS_to_review_report_on_vulnera
bility_in_West_Coast_power_grid 

4. September 12, Associated Press – (International) Gas well bomber addresses 
bombing of EnCana sites. A convicted Canadian gas well bomber has written an open 
letter to whoever may be responsible for several bombings of energy giant EnCana 
Corp’s pipeline in British Columbia. The man was convicted on five charges related to 
bombings and vandalism against oil and gas lines in Alberta causing millions of dollars 
of damage in April 2001. He was sentenced to 28 months in prison, and was paroled 
after serving two-thirds of his sentence. He said he decided to publicly reach out to 
appeal for answers in the investigation of the bombings targeting six pipelines owned 
by petroleum giant EnCana Corp. southeast of Dawson Creek, British Columbia, since 
last October. In July, a newspaper in Dawson Creek, British Columbia, received a 
letter, warning the bombings would get worse unless the Calgary-based energy 
company shut down its operations in the area. The letter promised a three-month lull 
while EnCana considered this demand. After shying away from speaking publicly 
about the bombings, he told a local radio station in Edmonton, Alberta, that he felt he 
needed to make a personal pitch for peace to whoever is behind the EnCana bombings. 
The pipelines carry sour gas contaminated with lethal hydrogen sulfide. Local residents 
are also worried about what might happen, he wrote. “There is real fear, however, on 
the part of many that you may be far from satisfied with what happens during these 
three months, especially if the industry refuses to take any conciliatory and remedial 
action whatsoever,” he wrote. Part of his motivation for writing the open letter, he said, 
is to show solidarity with those who share the bomber’s environmental concerns but are 
too frightened to speak out for fear of being criticized by neighbors and friends, or for 
fear of being harassed by police. 
Source: http://www.mlive.com/newsflash/international/index.ssf?/base/international-
14/1252799506158700.xml&storylist=international 

[Return to top]  

Chemical Industry Sector 

5. September 15, Reliable Plant Magazine – (New Jersey) EPA cleans up hazardous 
chems at Abrachem facility in NJ. It took a court order, a bomb squad and months of 
around-the-clock work by the U.S. Environmental Protection Agency (EPA), but now 
the Abrachem Chemical facility in Clifton, New Jersey is completely cleaned up. The 
former bulk chemical packaging facility had been storing more than 1,600 abandoned, 
mislabeled and mishandled drums containing hazardous chemicals that posed serious 
risks to the surrounding community, as well as the environment. An initial investigation 
in late 2008 revealed that Abrachem was improperly storing drums and bulk containers 
of known and unknown chemicals in seventeen, 43-foot long shipping containers. EPA 

http://www.mlive.com/newsflash/international/index.ssf?/base/international-14/1252799506158700.xml&storylist=international
http://www.mlive.com/newsflash/international/index.ssf?/base/international-14/1252799506158700.xml&storylist=international
http://www.computerworld.com/s/article/9138017/DHS_to_review_report_on_vulnerability_in_West_Coast_power_grid
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observed that drums were leaking, and a strong chemical odor emanated from the 
facility. Hundreds of the containers were given back to the various companies of 
origination, while others were disposed of by EPA at licensed hazardous waste disposal 
facilities. Thanks to EPA’s work, the site has been cleaned up and no longer poses a 
threat. 
Source: 
http://www.reliableplant.com/article.aspx?articleid=19991&pagetitle=EPA+cleans+up
+hazardous+chems+at+Abrachem+facility+in+N.J 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. September 15, Reuters – (International) Chubu Elec to restart nuclear plant after 
Japan quake. Japan’s third-biggest utility, Chubu Electric Power Co (9502.T), said it 
would restart operations at its sole nuclear plant south of Tokyo on Tuesday, more than 
a month after an emergency shutdown following a strong quake. The 1,137 megawatt 
(MW) No.4 reactor at the Hamaoka plant in Shizuoka prefecture will be the first of 
three units to restart operations following the magnitude 6.5 earthquake on August 11. 
The move was widely expected after Chubu said last week that the inspection on the 
No.4 unit would finish on September 14 and that the restart could come as early as 
September 15. The reopening will help Chubu cut thermal fuel use, which led to a rise 
in costs of nearly 400 million yen ($4.39 million) a day from the extended nuclear 
shutdown. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUST2022482009
0915 

For another story, see item 25  
 
[Return to top]  

Critical Manufacturing Sector 

7. September 12, Associated Press – (International) Gunmen fire at bus, hurt 2 at US 
mine in Indonesia. Gunmen fired at a bus carrying workers of U.S. mining giant 
Freeport on September 12 in Papua province, Indonesia, wounding two security guards, 
police said. Ambushes near the world’s largest gold mine since mid-July have left three 
dead, including a 29-year-old Australian, and more than a dozen wounded. Around four 
gunmen ambushed the bus on its way to drop off workers for the Saturday morning 
shift. A security guard was shot in the thigh and another was hurt by broken glass, but 
both were in stable condition at a nearby hospital. Police are searching for the gunmen, 
who fled into the jungle. A Freeport spokesman could not immediately be reached for 
comment. Police have arrested seven suspects in the ambushes so far, including two 
Freeport employees, who face charges of premeditated murder and illegal weapons 
possession. 

http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUST20224820090915
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUST20224820090915
http://www.reliableplant.com/article.aspx?articleid=19991&pagetitle=EPA+cleans+up+hazardous+chems+at+Abrachem+facility+in+N.J
http://www.reliableplant.com/article.aspx?articleid=19991&pagetitle=EPA+cleans+up+hazardous+chems+at+Abrachem+facility+in+N.J
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Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jsEYSPoTLRSz3BXp8sCFNA
7mE8gwD9ALLGGO0 

For another story, see item 37  
 
[Return to top]  

Defense Industrial Base Sector 

8. September 14, Aviation Week – (National) F135 engine damaged in ground tests. A 
Pratt & Whitney (P&W) F135 engine for the F-35 Joint Strike Fighter has been 
damaged during qualification ground-testing. The news comes as the Pentagon 
scrutinizes the F135’s costs and Congress prepares to decide the future of the General 
Electric/Rolls-Royce F136 alternate engine. The conventional takeoff and landing F135 
was 2,455 cycles into a 2,600-cycle durability test leading to initial service release 
when “sparks were noticed coming out of the jet pipe,” says a P&W program expert. 
The engine was still running and capable of producing thrust when it was shut down. 
Inspection revealed tip damage to a “handful” of blades on the first and section fan 
stages, which are integrally bladed rotors (IBR). Downstream damage was confined to 
the compressor. There was no visible damage to the combustor and turbine. Pratt is 
working to identify the root cause, which could be foreign object damage — something 
coming from outside the engine — or “domestic object damage” — something failing 
inside the engine, perhaps due to a manufacturing defect or durability issue. The F135 
was 5 hours into an 11-hour supersonic high-cycle fatigue test and was “being pushed 
very hard” through a sequence of throttle transients designed to excite blade vibration. 
For this test, the inlet-plenum hardware on the test stand had recently been changed to 
run at supersonic conditions. P&W says inspection of the inlet hardware is underway, 
but no missing pieces such as bolts or seals have yet been found. The engine is being 
torn down. “There is something at the bottom of the engine [between the fan and 
compressor] that we want to retrieve,” says the program expert. 
Source: http://www.aviationweek.com/aw/generic/story.jsp?id=news/F135-
091409.xml&headline=F135 Engine Damaged In Ground Tests&channel=defense 

9. September 14, Army Times – (International) New camo to be tested in 
Afghanistan. Soldiers in Afghanistan will soon test two different camouflage uniforms 
to help the Army find a more effective pattern for the rugged, mountainous country. 
After years of soldier complaints about the Army Combat Uniform’s camouflage 
pattern in the war zones, the Army is trying something new. Under pressure from a 
powerful Pennsylvania congressman, the Army will outfit two combat battalions in 
Afghanistan with two different, alternative camouflage uniforms in an effort to find a 
better pattern for the expanding Afghan war. By early October, Army uniform officials 
plan to give roughly 550 soldiers in Afghanistan new uniforms featuring a camouflage 
pattern that Program Executive Office Soldier is calling “UCP Delta,” which is the 
current Universal Camouflage Pattern enhanced with a new color, “coyote brown,” 
blended into it. At the same time, the Army will supply the same number of soldiers in 

http://www.aviationweek.com/aw/generic/story.jsp?id=news/F135-091409.xml&headline=F135%20Engine%20Damaged%20In%20Ground%20Tests&channel=defense
http://www.aviationweek.com/aw/generic/story.jsp?id=news/F135-091409.xml&headline=F135%20Engine%20Damaged%20In%20Ground%20Tests&channel=defense
http://www.google.com/hostednews/ap/article/ALeqM5jsEYSPoTLRSz3BXp8sCFNA7mE8gwD9ALLGGO0
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another battalion with uniforms in MultiCam, a camouflage pattern already worn in 
combat by Army special operations forces. The move is part of a larger camouflage 
plan that Army uniform officials presented to members of Congress on September 11. 
Source: http://www.armytimes.com/news/2009/09/army_new_camo_091409w/ 

[Return to top]  

Banking and Finance Sector 

10. September 15, Bloomberg – (International) Alberta men collected C$400 million in 
Ponzi scheme, Globe says. The two Alberta men charged with allegedly defrauding as 
many as 3,000 investors in a Ponzi scheme may have raised as much as C$400 million 
($368.3 million), the Globe and Mail reported. The Royal Canadian Mounted Police 
charged the pair on September 14 with fraud over C$5,000 and theft over C$5,000, the 
newspaper said. None of the allegations have been proven in court. A firm that the 
police say was controlled by one of the suspects is also linked to an alleged tax fraud 
that affected seven National Football League players, the Globe said.  
Source: http://www.bloomberg.com/apps/news?pid=20601082&sid=aQNCAHSb9SCw 

11. September 15, Courthouse News Service – (National) Investors say bank abetted 
Ponzi scam. Former clients and creditors of bankrupt Summit Accommodators say 
Umpqua Bank loaned Summit millions of dollars to help it continue a $30 million 
Ponzi scheme, and that Umpqua knew about the scam. The bankruptcy trustee 
overseeing the defunct firm filed a similar lawsuit in June. The lead plaintiff says 
Summit Accommodators owners spent 13 years funneling millions from Summit’s 
bank accounts to affiliate Inland Capital before the company went bankrupt in 2008. 
Two more conspirators joined Summit as quarter-owners in 2006, according to the 
complaint. The owners allegedly embezzled from Inland and spent the money on 
themselves, causing liquidity problems that left Summit unable to pay its bills. That is 
when the owners started their Ponzi scheme, bringing in new investors to pay off the 
old ones, according to the complaint. In 2007, the owners “described in great detail all 
relevant aspects of their Ponzi scheme and embezzlement” to Umpqua’s CEO and then-
President during a pitch to get a loan or equity investment from the bank, the lawsuit 
states. Umpqua granted Summit substantial loans despite its knowledge of Summit’s 
Ponzi scheme, according to the complaint. It allegedly encouraged Summit to shift all 
of its business to Umpqua, facilitating the exchange of millions because of the large 
fees it earned on Summit’s deposit base.  
Source: 
http://www.courthousenews.com/2009/09/15/Investors_Say_Bank_Abetted_Ponzi_Sca
m.htm 

12. September 14, KMTR 16 Springfield – (Oregon) Bank robbery suspect dies of 
wounds. Officers responded to a holdup alarm at Key Bank in Eugene, Lane County 
around 5:15 p.m. on September 11. When they arrived in the area, the suspect fired a 
weapon at an officer who returned fire, according to a Eugene police spokesperson. 
There were reports that the suspect carried a bomb into the bank. Police say a 

http://www.bloomberg.com/apps/news?pid=20601082&sid=aQNCAHSb9SCw
http://www.courthousenews.com/2009/09/15/Investors_Say_Bank_Abetted_Ponzi_Scam.htm
http://www.courthousenews.com/2009/09/15/Investors_Say_Bank_Abetted_Ponzi_Scam.htm
http://www.armytimes.com/news/2009/09/army_new_camo_091409w/
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suspicious device was found inside the bank, but it was later determined to be a “hoax” 
device. 
Source: http://www.kmtr.com/news/local/story/UPDATE-Bank-robbery-suspect-dies-
of-wounds/qyKb2Gfj_0Wc9kjHr0OwKw.cspx 

[Return to top]  

Transportation Sector 

13. September 14, WLAJ 3 Detroit – (Michigan) Falling ice from airplane damages 
home. A Detroit man says a softball-sized chunk of ice fell from the sky and knocked a 
hole into the roof of his west side home. He says that he believes the grayish lump 
originated from a plane flying overhead about 6:15 p.m. Sunday. No one was hit by the 
ice. He says he reported the incident to the Federal Aviation Administration. A 
neighbor says they heard a whistling sound before the ice crashed into the roof and 
rolled to the ground. An FAA spokesman says the agency is investigating the incident, 
and that there is a better chance of tracing the ice’s origin if it was saved by the 
homeowner. 
Source: http://www.wlaj.com/articles/ice-17161-says-home.html 

14. September 14, WFAA 8 Dallas-Fort Worth – (National) Whistleblower quitting over 
‘FAA’s inaction’. She twice reported near misses and cover-ups among air traffic 
controllers at D/FW International Airport and both times, she was proved right. But 
now one of the highest profile whistleblowers in the Federal Aviation Administration is 
quitting, saying she just cannott take it anymore. Her move is leading some to question 
whether what has been called an agency in crisis can be fixed. After decades as an air 
traffic controller, the whistleblower says she can no longer stand the inaction, 
retaliation and punishment she’s suffered for being a whistleblower. She started 
pointing out problems at D/FW’s air traffic control system 12 years ago, such as 
aircraft flying too close. She was demoted from air traffic control to the control tower. 
Meanwhile, an investigation by the Office of Special Counsel in 2005 backed up her 
safety concerns. Despite the investigation, D/FW was named the air control facility of 
the year for 2006, a title which was eventually revoked. The FAA declined to be 
interviewed about the investigations at D/FW or her case. 
Source: 
http://www.wfaa.com/sharedcontent/dws/wfaa/latestnews/stories/wfaa090914_lj_faa.1
7c8f02db.html 

15. September 14, American Airlines – (National) AMR American Airlines implements 
TSA’s Secure Flight program. Starting tomorrow, American Airlines will roll out the 
Transportation Security Administration’s (TSA) new Secure Flight program to 
customers who purchase tickets on or after Sept. 15, 2009. Secure Flight is a behind-
the-scenes program that streamlines the TSA’s watch-list matching process to enhance 
the security of domestic and international commercial air travel. In accordance with this 
new TSA policy, American Airlines customers will now be asked to provide additional 
information as part of the Secure Flight Passenger Data (SFPD) requirements. SFPD is 

http://www.wlaj.com/articles/ice-17161-says-home.html
http://www.wfaa.com/sharedcontent/dws/wfaa/latestnews/stories/wfaa090914_lj_faa.17c8f02db.html
http://www.wfaa.com/sharedcontent/dws/wfaa/latestnews/stories/wfaa090914_lj_faa.17c8f02db.html
http://www.kmtr.com/news/local/story/UPDATE-Bank-robbery-suspect-dies-of-wounds/qyKb2Gfj_0Wc9kjHr0OwKw.cspx
http://www.kmtr.com/news/local/story/UPDATE-Bank-robbery-suspect-dies-of-wounds/qyKb2Gfj_0Wc9kjHr0OwKw.cspx
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being requested for all customers traveling on American Airlines, American Eagle and 
AmericanConnection flights whose reservations are purchased on or after Sept. 15, 
2009, but not for tickets issued prior to this date. When customers make a reservation 
and purchase their tickets on AA.com, American Airlines Reservations or through a 
ticket agent, they will be asked or prompted to provide their full name, date of birth, 
and gender. 
Source: http://www.tradingmarkets.com/.site/news/Stock News/2527379/ 

For another story, see item 16  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

16. September 14, U.S. Environmental Protection Agency – (Hawaii) EPA requires 
Roberts Hawaii and Love’s Bakery Inc. to correct violations to protect emergency 
responders, public. In two separate actions today, the U.S. Environmental Protection 
Agency settled with Roberts Hawaii and Love’s Bakery Inc., for failing to submit 
complete annual chemical inventories, a violation of the Emergency Planning and 
Community Right-to-Know Act. In addition to correcting the violations, Roberts 
Hawaii, a bus and tour services company, will pay three $2,000 penalties for its Hawaii 
facilities located in Honolulu, Kailua and Keaau. Love’s Bakery, located in Honolulu, 
will also pay a $2,000 penalty and will also correct the violation, said the EPA’s 
assistant Superfund director for the Pacific Southwest region. Both companies failed to 
submit annual chemical inventory information to local emergency planners. The 
regulations require a company that stores at any one time during the year an OSHA 
hazardous chemical or an extremely hazardous substance at levels above reportable 
quantities, diesel in the case of Roberts Hawaii, and diesel and propane for Love’s 
Bakery, must submit yearly a listing of those chemicals. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/C7308D27CE70C6B485257631007545D8 

[Return to top]  

Water Sector 

17. September 15, Chicago Southtown Star – (Illinois) EPA digs for further proof of 
contamination source in Crestwood. Illinois Environmental Protection Agency 
(IEPA) investigators spent Monday digging near Crestwood’s notoriously tainted well 
to try and find a contamination source. Their digging hoped to confirm the IEPA’s 

http://yosemite.epa.gov/opa/admpress.nsf/0/C7308D27CE70C6B485257631007545D8
http://www.tradingmarkets.com/.site/news/Stock
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theory that the neighboring Playfield Cleaners on 127th St. was responsible for cancer-
causing chemicals leeching into the groundwater. Monday’s dig is the latest 
development in the investigations launched after Crestwood’s use of the well to 
supplement drinking water was brought to light in April. Results from the testing would 
be available in about three weeks, according to the IEPA. The U.S. EPA continues its 
investigation into the Crestwood controversy. An agency spokesman Monday could not 
provide a timeline for its completion. Water and soil tests done in June did not prove a 
link between the well contamination and the cleaners, but Monday’s dig — a 49-foot 
well smaller than a foot wide — went deeper, into the ground’s bedrock that appears 
about 34 feet down. Samples collected from this dig would have to be tainted for the 
cleaners, which sits 300 feet from and across a creek from the well, to be deemed the 
source. Yet the IEPA also maintained if tests from this dig come up clean, it could just 
be an indication groundwater has resumed flowing north to northeast, its natural flow. 
Until the well was capped and sealed in 2007, its pumping drew area groundwater 
toward it, the opposite direction. 
Source: http://www.southtownstar.com/news/1770959,091509well.article 

18. September 14, Water Technology Online – (National) Contaminated water drunk by 
1 in 10 Americans: NY Times. An estimated one in 10 Americans have been exposed 
to drinking water that contains dangerous chemicals or fails to meet a federal health 
benchmark in other ways, an investigation by The New York Times has found. “Those 
exposures include carcinogens in the tap water of major American cities and unsafe 
chemicals in drinking-water wells. Wells, which are not typically regulated by the Safe 
Drinking Water Act, are more likely to contain contaminants than municipal water 
systems,” the report said. It notes that many who consume dangerous chemicals 
through their drinking water do not realize it because “most of today’s water pollution 
has no scent or taste.” The Times said its research included the review of “hundreds of 
thousands of water pollution records” from all 50 states and the US Environmental 
Protection Agency (EPA) obtained through Freedom of Information Act requests, as 
well as from more than 250 interviews with state and federal regulators, water-systems 
managers, environmental advocates and scientists. The Times compiled a national 
database of water pollution violations “that is more comprehensive than those 
maintained by states or the EPA,” the report said. The Times says its research shows 
that 40 percent of the nation’s community water systems violated the Safe Drinking 
Water Act at least once last year. “Those violations ranged from failing to maintain 
proper paperwork to allowing carcinogens into tap water. More than 23 million people 
received drinking water from municipal systems that violated a health-based standard,” 
the report said. The Times reported that the federal Clean Water Act, a water pollution-
control law passed in 1972, has been violated more than 506,000 times since 2004, by 
more than 23,000 companies and other facilities, according to reports submitted by 
polluters themselves. “Companies sometimes test what they are dumping only once a 
quarter, so the actual number of days when they broke the law is often far higher. And 
some companies illegally avoid reporting their emissions, say officials, so infractions 
go unrecorded,” according to the report. 
Source: http://watertechonline.com/news.asp?N_ID=72578 

http://watertechonline.com/news.asp?N_ID=72578
http://www.southtownstar.com/news/1770959,091509well.article
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19. September 14, Capitol News Service – (Maine) Sewer, water systems need aid State 
supports trust fund plan. Maine’s sewer and water systems need more than $500 
million in repairs and expansions, according to state officials, and more than half of 
those projects need to be addressed in the next five years. To come up with funding for 
the projects, a national trust fund has been proposed to help pay for the needs across the 
country. The proposal has state support and the interest of Maine’s congressional 
delegation. The state uses bonds, federal loans and grants and local sewer and water 
district revenues to pay for repairs and upgrades. The concept of a trust fund to ensure 
adequate funding for projects has support in Congress, with a House measure 
sponsored by both Democrats and Republicans. 
Source: http://www.bangordailynews.com/detail/120555.html 

[Return to top]  

Public Health and Healthcare Sector 

20. September 15, Chicago Tribune – (National) Swine flu: Health-care workers often 
shun seasonal flu shots. Every year, top U.S. health officials send out widely 
publicized reminders to get vaccinated against seasonal flu. And every year, more than 
60 percent of the public looks the other way, deciding against the shots either out of 
fear or simple indifference. Even more surprising, nearly 50 percent of the nation’s 
health-care workers also ignore the reminder, often for the same reasons. They think 
they don’t need it, doubt its efficacy or are convinced the vaccine carries risks of 
dangerous side effects. The combination of laxity and resistance is a big concern this 
season as the U.S. faces a double-barreled blast of seasonal flu and a renewed outbreak 
of an even more wide-spread H1N1 swine flu virus. H1N1 has spread as a worldwide 
pandemic since it appeared in the U.S. last April, and it is picking up strength here 
again. The concern is that with both flus spreading, patients seeking help at hospitals 
and clinics could overtax health services, and a lot of sick health workers would add to 
the problem.Failure of a significant number of health-care workers to take either or 
both vaccines could pose a danger to their patients if they contract the sickness and help 
spread it, and to their own families and friends if they take it home with them, experts 
warn. 
Source: http://www.chicagotribune.com/news/local/chi-flu-health-workers-14-
sep15,0,1498409.story 

21. September 13, Washington Post – (National) Disaster plans being revised for Swine 
flu. As the second wave of H1N1 infections begins in the United States, federal, state 
and local health authorities nationwide are scrambling to ensure capacity in the 
country’s emergency medial facilities. Even if swine flu remains a mild infection, the 
pandemic could be the tipping point for a system teetering on the edge. “The worry is, 
the health-care delivery system could be overwhelmed by people who are sick or think 
they are sick,” said a researcher at the Trust for America’s Health, a nonpartisan think 
tank and advocacy group. In response, officials across the country are rewriting disaster 
plans and stocking up on masks, gowns, drugs and other supplies — and inventing new 
strategies. One key line of attack will be encouraging people who are not really sick or 

http://www.bangordailynews.com/detail/120555.html
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are suffering only mild symptoms to recover at home. And in a move creating intense 
debate, experts are searching for ways to help health-care providers quickly screen 
those who do seek help and separate bad cases from less-severe ones.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/09/12/AR2009091200936.html 

[Return to top]  

Government Facilities Sector 

22. September 15, Salem News – (Massachsetts) Man accused of leaving fake bomb at 
court. A homeless veteran has been arrested and charged with leaving a fake bomb in a 
bag on the front door of Salem District Court on Sunday evening. The suspect, a 68 
year-old, lives at the New England Center for Homeless Veterans, a shelter in 
downtown Boston, but was in Salem on Sunday evening, when the device was 
discovered. Now he is being held at the Middleton Jail on charges of making a bomb 
threat, planting a hoax device and being disorderly. The Salem District Court Judge set 
bail at $10,000, an amount the suspect is not expected to make, during the suspect’s 
arraignment yesterday. Police say that the suspect went to the Army Barracks store on 
the corner of Essex and Washington streets, about a block from the courthouse, early 
Sunday evening and told a clerk that there was a bomb on the door of the courthouse. 
Salem and the state police bomb squad evacuated the area around the courthouse and 
then used a robot to inspect the device, which turned out to be a hoax, according to 
court papers. The suspect’s alleged motive remains unclear.  
Source: http://www.salemnews.com/punews/local_story_257223257.html 

23. September 15, Washington Post – (National) Cyber crooks target public and private 
schools. A gang of organized cyber criminals that has stolen millions from businesses 
across the United States over the past month appears to have turned its sights on public 
schools and universities. On the morning of August 17, hackers who had broken into 
computers at the Sanford School District in tiny Sanford, Colorado initiated a batch of 
bogus transfers out of the school’s payroll account. Each of the transfers was kept just 
below $10,000 to avoid banks’ anti-money laundering reporting requirements, and 
went out to at least 17 different accomplices or “money mules” that the attackers had 
hired via work-at-home job scams. A school employee spotted the bogus payments on 
the morning of the 19th, when the school district learned that $117,000 had been 
siphoned from its coffers by cyber crooks. Some schools that have been hit by similar 
attacks have been luckier: They happen to bank with institutions that have decided that 
the potential public relations hit from being stingy with a school district may be more 
costly that simply eating the cost of the fraud. Such was the case with the Sand Springs, 
Oklahoma school district, which was attacked by a cyber gang the week prior on 
August 11. The Sand Springs superintendent said thieves stole roughly $150,000, after 
breaking into the company’s online bank account and setting up two batches of 
fraudulent transfers. The superintendent said the school was able to prevent about 
$80,000 worth of those transfer from going through, but that their bank agreed to cover 
the rest of the losses. Also hit was Marian University, a Catholic university in Fond du 

http://www.salemnews.com/punews/local_story_257223257.html
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Lac, Wisconsin. On August 5, the thieves stole more than $189,000 by initiating bogus 
payroll transfers to 20 money mules. The Marian provost said the school was able to 
recover just $54,000. 
Source: 
http://voices.washingtonpost.com/securityfix/2009/09/cyber_mob_targets_public_priva
.html?wprss=securityfix 

24. September 15, Shreveport Times – (Louisiana) Homer teens accused of making bomb 
threat. Two Claiborne Parish teenagers are accused of calling in a bomb threat that 
emptied Haynesville High School Thursday afternoon shortly before the end of the 
school day. Booked into the Claiborne Parish Detention Center late Friday was a 17 
year-old suspect. He was released later that night on a $15,000 bond. Also arrested was 
the suspect’s 16-year-old brother, who was released into the custody of an aunt. Both 
Homer teens were arrested on one count of “communicating of false information of 
planned bombing on school property,” which is Louisiana Revised Statutes 14:54.6. A 
conviction carries a sentence of up to 20 years in prison. The bomb threat was made to 
Haynesville High around 2:43 p.m. Thursday. Haynesville and Homer police, 
Haynesville firefighters and Claiborne sheriff’s deputies responded. The school was 
cleared of all students and faculty, and it was checked for possible devices. None were 
found. 
Source: http://www.shreveporttimes.com/article/20090914/NEWS01/90914022/1060 

25. September 15, Idaho State Journal – (Idaho; Pennsylvania) INL oks two new 
projects. Two new research teams have been selected to perform experiments with the 
Advanced Test Reactor (ATR) National Scientific User Facility (NSUF) at the U.S. 
Department of Energy’s Idaho National Laboratory. The NSUF program grants 
university-led scientific groups free access to the ATR — one of the world’s premier 
research reactors — and other resources at INL and affiliated institutions. Scientists 
from Idaho State University will lead one of the new experiments, and Drexel 
University will helm the other. The two projects, chosen from a pool of 15 applicants, 
bring the number of current User Facility experiments to 12. Six other projects were 
selected in 2008, the first year of awards, and four more were added in February 2009. 
The scientists will conduct their experiments in INL’s Advanced Test Reactor Critical 
(ATRC), a low-power mock-up of the ATR. It is the first User Facility project to use 
the ATRC. “Nuclear scientists always want better reactor instrumentation, and this 
project could help us achieve that goal,” said INL’s scientific director of the User 
Facility. “And we’re also excited that the User Facility is expanding to use the ATRC 
for the first time.” In the other experiment, scientists from Drexel University and the 
Savannah River National Laboratory will investigate how a new class of materials 
holds up under extremely high temperatures and radiation loads. The researchers will 
employ the ATR to evaluate the suitability of these compounds, ternary carbides and 
nitrides, as building materials for structures deep within nuclear power plants. 
Source: http://www.idahostatejournal.com/articles/2009/09/15/news/breaking/9.txt 

[Return to top]  
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Emergency Services Sector 

26. September 15, Associated Press – (National) Some colors may be removed from 
terror alert system. A special task force is expected to recommend that the U.S. 
Presidential Administration keep the nation’s color-coded terror alert system, but 
reduce the number of colors — or levels of risk. A 60-day review period for the alert 
system concludes Tuesday. There are currently five colors. An official familiar with the 
review tells the Associated Press a bipartisan task force is expected to recommend 
reducing the alerts to three colors, or threat levels. The review also determined the 
government’s decisions for raising and lowering the terror alert levels need to be more 
transparent. The system was put in place after September 11, 2001. 
Source: http://www.wcpo.com/news/local/story/Some-Colors-May-Be-Removed-
From-Terror-Alert/LpDvhal0BkeTHiuF3D0z3Q.cspx?rss=703 

27. September 14, Associated Press – (New Jersey) NJ man sentenced for theft of police 
equipment. A New Jersey man has been sentenced to three years in prison for stealing 
police equipment from his employer and selling it over the Internet. Prosecutors say the 
Parsippany man stole sirens, dome lights, flashlights and other gear from Major Police 
Supply Co. of Roxbury. He pleaded guilty in June and agreed to make restitution on the 
$206,000 in profit he made on thefts that occurred between January 2002 and 
November of last year. He was caught after a customer told the company he could buy 
products cheaper online. The company investigated and traced the equipment to the 
man.  
Source: 
http://www.philly.com/philly/wires/ap/news/state/new_jersey/20090914_ap_njmansent
encedfortheftofpoliceequipment.html 

28. September 14, U.S. Department of Homeland Security – (National) DHS announces 
new information-sharing tool to help fusion centers combat terrorism. The 
Departments of Homeland Security (DHS) and Defense (DoD) Monday announced an 
initiative to grant select state and major urban area fusion center personnel access to 
classified terrorism-related information residing in DoD’s classified network. Under 
this initiative, select fusion center personnel with a federal security clearance will be 
able to access specific terrorism-related information resident on the DoD Secret 
Internet Protocol Router Network (SIPRNet), which is a secure network used to send 
classified data. This classified data will be accessed via DHS’ Homeland Security Data 
Network (HSDN). DHS will be responsible for ensuring that proper security 
procedures are followed. This joint initiative will promote collaboration between DHS, 
DoD and other federal departments and agencies, enabling the trusted and secure 
exchange of terrorism-related information in order to detect, deter, prevent and respond 
to homeland security threats. State and major urban area fusion centers provide critical 
links for information sharing between and across all levels of government, and help 
fulfill key recommendations of the 9/11 Commission. This initiative will serve as a 
valuable resource to enhance situational awareness and support more timely and 
complete analysis of national security threats. 
Source: http://www.dhs.gov/ynews/releases/pr_1252955298184.shtm 
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Information Technology Sector 

29. September 15, The Register – (International) Malware lingers months on infected 
PCs. Malware stays around on infected PCs far longer than previously thought, 
according to the latest research from Trend Micro. Previous estimates suggested that a 
compromised machine remains infected for approximately six weeks. Based on an 
analysis of around 100 million compromised IPs, Trend Micro concludes that many 
infected IPs are infected (or repeatedly infected) for more than two years, with a 
median infection length of 300 days. Four in five compromised machines are infected 
for more than a month. A graph from Trend Micro suggests that if systems are not 
disinfected quickly then infection tends to linger around indefinitely, possibly until the 
point users exchange compromised boxes for new machines. Trend’s study also looked 
at the botnet landscape. Three strains of botnet agent — Koobface, Zeus/Zbot and 
Ilomo/Clampi — are causing the most damage in terms of identity theft. The Koobface 
botnet, for example, has co-opted around 51,000 machines into its ranks. Koobface 
uses between five and six command and control centers (C&C) to control these zombie 
clients at any one time. If a particular control domain is taken down by a particular 
provider, then botnet herders behind the malware establish a new command outpost 
elsewhere. Between the middle of March and mid-August 2009, Trend Micro recorded 
around 46 Koobface control domains. 
Source: http://www.theregister.co.uk/2009/09/15/malware_persistence/ 

30. September 14, eWeek – (International) Microsoft backports Windows 7 security 
change to XP, Vista. Microsoft has backported changes to its AutoRun and AutoPlay 
features to Windows Vista and Windows XP to help users fight malware that spreads 
via USB devices. Microsoft made the change in Windows 7 earlier in 2009 to stop the 
spread of the infamous Conficker worm, which was taking advantage of the 
functionality to silently jump from PC to PC. With the change, Windows will no longer 
display the AutoRun task in the AutoPlay dialog except for removable optical media 
such as CDs and DVDs. The functionality was made available for XP, Vista, and 
Windows Server 2003 and 2008 on August 25.  The decision to make the change 
followed the well-publicized growth of malware spreading via USB devices during the 
past couple of years. In fact, a report by Symantec found that self-copying to removable 
media was among the most common means of malware propagation in the second half 
of 2007. “McAfee expects increased attacks involving USB sticks and flash-memory 
devices used in cameras, picture frames and other consumer electronics,” the director 
of security research at McAfee Avert Labs, blogged in January. “This trend will 
continue due to the almost unregulated use of flash storage [devices] across enterprise 
environments as well as their popularity among consumers.” 
Source: 
http://securitywatch.eweek.com/microsoft_windows/microsoft_backports_windows_7_
security_change_to_xp_vista.html 
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31. September 14, CSO – (International) New Facebook scam targets ‘Fan Check’ 
application. While incidents of identity theft, phishing attacks and other schemes that 
take place on Facebook have been well documented, it turns out the latest scam simply 
uses the popular social networking site as a scapegoat while leading users to outside 
malicious sites. Last week, rumors swirled around Facebook that a new application 
known as “Fan Check” was infecting users with a virus. The story spread as many users 
updated their status to read: “The FAN CHECK Application is a VIRUS that takes 48 
hours to kick in. Even if you are tagged in a photo the virus still attacks you. Please 
inform all you friends and remove/delete the applications ASAP. Copy and paste this as 
your status so word gets around quickly.” However, according to several security firms, 
including United Kingdom-based Sophos, it is not the Fan Check application that is the 
problem, it is the so-called “removal kits” that are being hocked by hackers that are the 
real danger. As rumor of the alleged Fan Check virus made the rounds, the term 
skyrocketed in popularity on Google and other search engines. As a member of Sophos 
blogs, hackers have set up several malicious sites that prompt users to purchase fake 
anti-virus software. The sites, which users get to through their search engines results, 
“display bogus warnings about the security of your computer in an attempt to get you to 
install fraudulent software and cough-up your credit card details,” according to the 
blogger. 
Source: 
http://www.csoonline.com/article/502029/New_Facebook_Scam_Targets_Fan_Check_
Application 

32. September 14, The Register – (International) FreeBSD bug grants local root access. A 
security researcher has uncovered a security bug in the FreeBSD operating system that 
allows users with limited privileges to take full control of underlying systems. The bug 
in FreeBSD’s kqueue notification interface makes it trivial for those with local access 
to a vulnerable system to gain full root privileges, an independent security consultant in 
Poland, told The Register. It affects versions 6.0 through 6.4 of the operating system, 
the last two versions of which enjoy wide use and continue to be supported by the 
FreeBSD Foundation. Versions 7.1 and and beyond are not vulnerable. Those 
exploiting the bug must first have local access to a vulnerable system, either as a 
legitimate user or by exploiting some other flaw (say, a vulnerable PHP script) that 
gives an attacker a toe-hold in to the targeted system. The consultant said the 
vulnerability is trivial to exploit. The bug is the result of a race condition in the 
FreeBSD kqueue that leads to a NULL pointer dereference in kernel mode. Attackers 
can cause vulnerable systems to run malware by putting the code in a memory page 
mapped to address 0x0. The consultant said he notified FreeBSD officials on August 29 
and has yet to get a response. A FreeBSD Core Team member told the Register that it 
appeared the email had gotten “lost in the slew” and he expected an advisory to be 
issued soon. 
Source: http://www.theregister.co.uk/2009/09/14/freebsd_security_bug/ 
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To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

33. September 14, KSTU 13 Salt Lake City – (Utah) Lightning causes all Utah networks 
to go off-air, except Fox 13. Almost all the major broadcast television networks in 
Utah went dark on September 13, except FOX 13. DTV Utah, a group of stations that 
formed together to share the cost of a broadcast tower on Farnsworth peak, was hit by 
lightning on September 13 at about 8:15 p.m. A piece of equipment took the brunt of 
the hit, knocking all of the stations that use that tower off the air. DTV Utah houses 
eight broadcast stations. The FOX 13 facility is about 300 feet to the south and 
independent, meaning that FOX 13 was able to stay on the air when the other stations 
went out. The outage lasted about an hour. Some stations powered back up before 
others. All the other stations are back up to full power after going into a lower power 
mode on September 14 while crews fixed the problem. 
Source: http://www.fox13now.com/news/kstu-utah-tv-networks-go-off-air-lightning-
not-fox,0,2130985.story 
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Commercial Facilities Sector 

34. September 15, NBC News – (New York) FBI warns police agencies after NYC terror 
raid. Counterterrorism officials are warning police departments around the country to 
be on the lookout for evidence of homemade bombs following raids on several New 
York City apartments in a hunt for explosives and possible links to al-Qaida operatives. 
Investigators issued warrants to search the residences early Monday for explosives 
material but did not find any, according to a person briefed on the matter who was not 
authorized to discuss the case and requested anonymity. The searches came after the 
man, who was under surveillance for possible links to the terrorism network, visited 
New York City over the weekend and then left the area, said a Representative of New 
York. The joint FBI and Homeland Security intelligence warning, issued Monday, lists 
indicators that could tip off police to homemade hydrogen peroxide-based explosives, 
such as people with burn marks on their hands, face or arms; foul odors coming from a 
room or building; and large industrial fans or multiple window fans. The warning, 
obtained by The Associated Press, also said that these homemade explosive materials 
can be hidden in backpacks, suitcases or plastic containers. The investigation of a 
suspected al-Qaida associate prompted the “preventive” raid of the three apartments — 
but while authorities said the target of any terror attack plan remained unclear, they 
believed an attack was not imminent.  
Source: http://www.msnbc.msn.com/id/32845251/ns/world_news-terrorism/ 
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35. September 14, KING 5 Seattle and Associated Press – (Washington) Extra security at 
synagogue after vandalism attack. Seattle police say swastikas were painted over the 
weekend on two synagogues and on sidewalks in a south Seattle neighborhood, and 
that officers are treating it as malicious harassment. The vice president of the Sephardic 
Bikur Holim Congregation said eleven swastikas were painted Saturday or early 
Sunday on that synagogue and on the nearby Congregation Bikur Cholim-Machzihay 
Hadath. Both are in the city’s Brighton neighborhood near Seward Park. Police are 
investigating the incidents. 
Source: http://www.nwcn.com/statenews/washington/stories/NW_091409WAB-
swastika-seattle-KC.17e38cd57.html 

36. September 13, KVBC 3 Las Vegas – (Nevada) Fire at Hard Rock Hotel forces 
evacuation. Hundreds of Hard Rock Casino guests left in disbelief Sunday afternoon 
after abruptly being escorted outside by hotel staff. That cause for alarm came from a 
fire that broke out inside an air conditioning unit mounted above the second floor roof. 
The unit sits just above one of the hotel’s restaurants. The Clark County fire department 
battalion chief said flaming debris fell between two walls standing among old and new 
construction areas, forcing crews to tear into part of the structure. Floors one through 
five of the hotel suffered smoke and water damage. Even though it only took crews a 
short time to snuff out the blaze, the entire hotel and casino was evacuated as a 
precaution. The evacuation lasted about two hours. According to the Clark County Fire 
Department, a hotel employee was taken to the hospital and treated for smoke 
inhalation; a second person was treated at the scene and released. Seventy firefighters 
responded to the scene. Fire officials say it does not appear to be arson.  
Source: http://www.kvbc.com/Global/story.asp?S=11125155 

[Return to top]  

National Monuments and Icons Sector 

37. September 14, Environment News Service – (Arizona) Court strikes down Arizona 
copper mine public land exchange. In a ruling with national implications for public 
lands, the U.S. Court of Appeals for the Ninth Circuit today overturned the federal 
government’s approval of a land exchange with mining giant Asarco, Inc. In a 2-1 
decision, the three-judge panel ruled that the federal Bureau of Land Management 
(BLM) violated several federal laws in agreeing to trade public land with Asarco. The 
company first proposed acquiring the public land 15 years ago as part of a planned 
expansion of its Ray copper mine in Arizona. To protect wildlife habitat in the area and 
in nearby wilderness, three conservation groups sued in federal court in Arizona to 
overturn the BLM’s approval of the land exchange. The court faulted the BLM’s 
assumption that Asarco would carry out mining operations on the land in the same 
manner whether or not the land exchange occurred. As a result of this assumption, the 
BLM’s final environmental impact statement and its Record of Decision on the land 
exchange contain no comparative analysis of the environmental consequences for the 
different alternatives proposed as the law requires. The plaintiff groups — Center for 
Biological Diversity, Western Lands Project, and Sierra Club — declared the ruling an 
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important victory for the protection of public lands. Located on Mineral Creek, a 
tributary of the Gila River, the Ray Mine has been an open-pit operation since 1948. 
Environmental contamination at Ray has been so severe that Asarco has been cited for 
repeated violations of the Clean Water Act. 
Source: http://www.ens-newswire.com/ens/sep2009/2009-09-14-091.asp 
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Dams Sector 

38. September 14, Associated Press – (Texas) Texas unveils biggest coastal protection 
effort in state history to fight erosion, hurricanes. Texas announced Monday that it 
was embarking on the biggest coastal protection effort in state history to fight beach 
erosion and defend against future hurricanes. The $135.4 million plan comes just a year 
after Hurricane Ike’s powerful storm surge damaged thousands of homes in Galveston, 
the neighboring Bolivar Peninsula and other communities across southeast Texas. The 
Texas land commissioner said in a telephone interview shortly after announcing the 
plan in Galveston. “It’s the largest commitment to coastal protection in the history of 
Texas.” Work will begin immediately on 26 projects from South Padre Island in South 
Texas to McFaddin National Wildlife Refuge on the upper Texas Coast, he said. The 
projects have different timelines for being completed. The biggest project will be a 
more than $46 million beach renourishment that will replace sand over a stretch of six 
miles from the west end of Galveston’s famed seawall. Another stretch of Galveston’s 
beaches, which are a big tourist attraction but also fortify the seawall, were replenished 
earlier this year after being eroded by Ike. The 10-mile long seawall has protected the 
island city since it was built after the Great Storm of 1900, which killed 6,000 people.  
Source: http://www.latimes.com/news/nationworld/nation/wire/sns-ap-us-texas-coastal-
protection,0,4969677.story 
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