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 The U.S. Nuclear Regulatory Commission has announced that it issued guidelines on 
September 11 making effective a section of the Atomic Energy Act that authorizes the 
NRC to allow the licensees and certificate holders of NRC-regulated facilities to apply for 
permission for their security personnel to possess and use certain “enhanced weapons.” 
(See item 8) 

 According to the Associated Press, dangerous staph bacteria have been found in sand and 
water for the first time at five public beaches along the coast of Washington, and scientists 
think the state is not the only one with this problem. The staph bacteria strains resembled 
the highly resistant ones usually seen in hospitals, rather than the milder strains acquired in 
community settings. (See item 36) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  
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1. September 14, Miami Herald – (Florida) Florida Turnpike closed after tanker 
overturns. The Florida Turnpike was closed entirely the morning of September 14 
after a fuel tanker overturned, spilling flammable liquid across the highway. The 2:30 
a.m. incident occurred just north of Okeechobee Road when the fuel tanker collided 
with a white van, according to Miami-Dade Fire Rescue. Firefighters evacuated both 
drivers as one of the overturned tanker’s three 3,000-gallon compartments began to 
leak fuel. They covered the fuel with a special foam to prevent it from igniting, and 
treated both drivers. The van’s driver was taken by helicopter to Jackson Memorial 
Hospital’s Ryder Trauma Center. The tanker’s driver was driven to another hospital in 
a rescue truck. The turnpike was closed in both directions between the Okeechobee 
Road and Red Road exits, and the Interstate 75 exit was also shut down. All named 
exits are expected to remain inaccessible until noon. Nearby roads filled with traffic as 
drivers were rerouted off the highway. The Florida Highway Patrol is investigating the 
cause of the crash. 
Source: http://www.miamiherald.com/news/breaking-news/story/1232916.html 

2. September 13, United Press International – (International) Canadian pipeline blast 
felt mile away. A massive explosion at the TransCanada pipeline in Ontario on 
September 12 sent a man and his two sons flying into the air a mile from the blast, the 
family said. “Within two seconds, the shock wave just picked us up and threw us. The 
blast shot a pillar of fire at least 650 feet into the air and “sounded like the external 
tanks on the space shuttle.” No one was seriously injured and people living near the 
pipeline were evacuated for fear of explosions from two nearby pipelines damaged in 
the blast, Canwest reported. The fire was extinguished late on September 12 by workers 
from TransCanada Pipelines and the Ministry of Natural Resources, who were 
investigating the cause of the blast, Canwest reported. 
Source: http://www.timesoftheinternet.com/110084.html 

3. September 13, KRGV 5 Rio Grande Valley – (Texas) Gas pipeline explodes in Rio 
Grande City. A natural gas pipeline explosion September 12 closed a local Rio Grande 
City road. The fire stayed contained on ranch-land. Firefighters said it was a 
challenging blaze for them because they could not get to it to tackle it. Fire crews 
waited for the gas company to turn off the gas to that location first and waited for the 
fire to subside a bit before battling it. The fire burned for at least two hours and then 
dwindled on its own. Fire crews were expected to meet with the pipeline company 
Monday morning to find out what caused the explosion. They say one possibility is that 
the lines could be old. The lines will stay turned off for now. No injuries were reported. 
Source: http://www.krgv.com/news/local/story/Gas-Pipeline-Explodes-in-Rio-Grande-
City/9ZYzNbqk-kSpqAK11wFqYg.cspx 

4. September 12, WTOV 9 Steubenville – (Ohio) Hazmat crews dispatched to power 
plant. Hazmat crews were dispatched to the Cardinal Plant in Jefferson County the 
evening of September 12 after an ammonia vapor leak. News9 confirmed that the leak 
happened just before 8:00 p.m. Officials with American Electric Power say the leak 
was caused by a faulty valve that broke and allowed the vapor to escape. The vapor 
cloud eventually dissipated in about half an hour. Neither the plant of any surrounding 

http://www.miamiherald.com/news/breaking-news/story/1232916.html
http://www.timesoftheinternet.com/110084.html
http://www.krgv.com/news/local/story/Gas-Pipeline-Explodes-in-Rio-Grande-City/9ZYzNbqk-kSpqAK11wFqYg.cspx
http://www.krgv.com/news/local/story/Gas-Pipeline-Explodes-in-Rio-Grande-City/9ZYzNbqk-kSpqAK11wFqYg.cspx
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areas was evacuated. The leak happened in part of the plants new emissions control 
system. American Electric Power will conduct an internal investigation into the 
incident.  
Source: http://www.wtov9.com/news/20881218/detail.html 

5. September 11, U.S. Environmental Protection Agency – (Oklahoma) EPA orders 
Robinowitz Oil Company to stop discharging. The Environmental Protection 
Agency (EPA) has issued a cease and desist administrative order to the Robinowitz Oil 
Company of Osage County, Oklahoma, for violations of the federal Clean Water Act. 
An August 21, 2009, EPA inspection of the company’s oil field production facility in 
Osage County, Oklahoma, found an unauthorized discharge of oil field brine generated 
by production activities into Little Hominy Creek. The inspection also revealed that 
water located at the discharge point of entry into Little Hominy Creek was 
contaminated from brine discharges and salts. Based on these findings, the Robinowitz 
Oil Company has been ordered to cease all discharges of pollutants from the facility, 
remove all brine and contaminated soils from the flow path located between the facility 
and Little Hominy Creek, and within 30 days provide written certification to EPA that 
these activities have been completed. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/2EA75DFF15FF213E8525762E005065EB 

[Return to top]  

Chemical Industry Sector 
 

Nothing to report 
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. September 13, Austin American-Statesman – (Texas) As nuclear plant prepares to 
expand, its operators say it has plenty of water. During the intense drought of 2007 
in the Southeastern states, when the region needed power for its air conditioners, the 
Browns Ferry Nuclear Plant in Alabama had to shut down one of its reactors for more 
than a day and significantly reduce power from two others. In the deadly European heat 
wave of 2003, much of the French nuclear fleet was forced to power down in a similar 
situation. A key factor in both cases was a shortfall of water in the rivers used to 
operate and cool the reactors. Situations like those have environmentalists asking if 
there is enough water in fast-growing, drought-prone South Texas to meet the needs of 
two proposed reactors in addition to the two already in operation at the South Texas 
Project nuclear power plant. But San Antonio’s CPS Energy and New Jersey-based 
NRG Energy, the companies that want to build the reactors, say they have the legal 
rights to all the water they need. The City of Austin, which is a part-owner of the 
nuclear plant, has declined to invest in the proposed reactors. Water rights, negotiated 
with the Lower Colorado River Authority, give the plant access to about 102,000 acre-

http://yosemite.epa.gov/opa/admpress.nsf/0/2EA75DFF15FF213E8525762E005065EB
http://www.wtov9.com/news/20881218/detail.html
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feet of river water a year (an acre-foot would cover an acre of land in water a foot 
deep), an amount equivalent to nearly two-thirds the amount of water Austin home-
owners and companies use in an average year. 
Source: 
http://www.statesman.com/news/content/news/stories/local/2009/09/13/0913nukewater
.html 

7. September 12, Minneapolis Star Tribune – (New Jersey) XEL leak at Monticello 
plant labeled ‘non-emergency’. In what federal nuclear regulators are calling a “non-
emergency,” radioactivity has been released from Xcel Energy’s Monticello nuclear 
power plant. Plant operators detected low levels of tritium, a radioactive isotope of 
hydrogen, in a newly dug monitoring well near the plant’s reactor building on 
Thursday, according to the Nuclear Regulatory Commission (NRC). The release was 
reported to the NRC that afternoon. The commission reported that “low levels of 
tritium greater than normal background but below Environmental Protection Agency 
drinking water standards. The concentration of tritium is below any radiological 
reporting levels established in station procedures.” The release exceeded the level 
allowed by Xcel’s National Pollutant Discharge Elimination System permit. No 
elevated levels have been detected in any of the other permanent plant monitoring 
wells, the NRC reported, concluding, “we have no indications that there has been a 
release of tritium beyond the site from this source.” 
Source: http://www.tradingmarkets.com/.site/news/Stock News/2524884/ 

8. September 11, U.S. Nuclear Regulatory Commission – (National) New NRC 
guidelines published today are first step toward allowing security personnel to 
possess enhanced weapons at nuclear facilities. The Nuclear Regulatory Commission 
(NRC) issued guidelines on September 11 making effective a section of the Atomic 
Energy Act that authorizes the NRC to allow the licensees and certificate holders of 
NRC-regulated facilities to apply for permission for their security personnel to possess 
and use certain “enhanced weapons.” These weapons are machineguns, short-barreled 
shotguns or short-barreled rifles. These guidelines have been approved by the U.S. 
Attorney General as required by the Energy Policy Act of 2005. Previously, with 
limited exceptions, only federal, state, or local law enforcement could lawfully possess 
machineguns. As indicated in the guidelines, an NRC licensee or certificate holder will 
have to apply for NRC approval in order to exercise the new authority. As part of the 
approval process, the NRC would first designate the nuclear facilities, radioactive 
material or other property eligible for such authority. As part of the application, the 
licensee or certificate holder is required to update the applicable security plan, training 
and qualification plan, and contingency response plan, to reflect this new weaponry. In 
addition, the licensee or certificate holder is required to submit a weapons safety 
assessment evaluating the impact of the potential use of these weapons. The security 
personnel of those facilities whose duties require access to any weapon will be subject 
to a fingerprint check and a firearms background check by the U.S. Attorney General. 
The licensee or certificate holder will also need to comply with applicable U.S. Bureau 
of Alcohol, Tobacco, Firearms, and Explosives requirements relating to enhanced 

http://www.tradingmarkets.com/.site/news/Stock%20News/2524884/
http://www.statesman.com/news/content/news/stories/local/2009/09/13/0913nukewater.html
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weapons. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-152.html 

[Return to top]  

Critical Manufacturing Sector 

9. September 14, Muncie Star Press – (Indiana) Faulty exhaust fan causes Haz-mat 
scare in Muncie. A suspected fire Monday morning at Mid-City Plating Co. in Muncie 
turned out to be steam from chemicals used to clean parts. An exhaust fan that normally 
disburses the steam into the air shut down after a circuit breaker failed. The block 
surrounding the building was closed off and train traffic delayed, while the Madison 
County Haz-mat team, Delaware County Variable Incident Pre-hospital Response 
(VIPER) cleared the air in the building. “There was never any environmental threat and 
air quality was never a question outside the building,” the Emergency Management 
Agency director said. “It was not a major deal. It was handled vary rapidly with 
appropriate response. There was no environmental impact and no one was in danger. 
No one was in the building when the 911 call from a passerby came in at 5:51 a.m. The 
problem was resolved around 9 a.m.” 
Source: 
http://www.thestarpress.com/article/20090914/NEWS06/90914013/1002/NEWS01/Fau
lty-exhaust-fan-causes-Haz-mat-scare-in-Muncie 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

10. September 12, CNN – (National) 3 more down: Bank failure tally hits 92. Regulators 
closed one large bank in Illinois on September 11 in one of the biggest collapses of the 
year, while two other smaller failures pushed the 2009 total to 92. Customers of the 
banks, however, are protected.  In Illinois, 16 banks have failed so far this year, 
including Chicago-based Corus Bank, which was closed by the Office of the 
Comptroller of the Currency on September 11. Corus, which operated 11 branches, had 
deposits of about $7 billion and total assets of around $7 billion assets, the FDIC said. 
MB Financial Bank, which is also based in Chicago, will acquire all of the failed 
bank’s deposits and agreed to buy $3 billion of its assets. Much of Corus’ assets are 
condo loans backed by developments, and the FDIC is expected to sell them off within 
the next 30 days. In Minnesota, Brickwell Community Bank, which operated one 
branch in Woodbury, was closed by state officials. Mitchell, S.D.-based CorTrust Bank 
will take over Brickwell’s $63 million in deposits and will purchase “essentially all” of 

http://www.thestarpress.com/article/20090914/NEWS06/90914013/1002/NEWS01/Faulty-exhaust-fan-causes-Haz-mat-scare-in-Muncie
http://www.thestarpress.com/article/20090914/NEWS06/90914013/1002/NEWS01/Faulty-exhaust-fan-causes-Haz-mat-scare-in-Muncie
http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-152.html
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its $72 million in assets, the FDIC said. And in Washington state, Venture Bank of 
Lacy was closed by state regulators. First-Citizens Bank&Trust Company in Raleigh, 
N.C., took over all of the deposits of Venture Bank. Venture Bank had 18 branches that 
will reopen Saturday as branches of First-Citizens Bank & Trust Company. As of July 
28, Venture Bank had assets of $970 million and deposits of about $903 million. First-
Citizens Bank agreed to purchase some $874 million of the assets.  
Source: 
http://money.cnn.com/2009/09/11/news/economy/bank_failure/?postversion=20090912
07 

11. September 12, Bloomberg – (National) Fed failed to curb flawed bank lending, 
inspector general says. Federal Reserve examiners failed to rein in practices that led to 
losses from excessive real estate lending at two banks in California and Florida that 
later closed, the central bank’s inspector general said. Riverside Bank of the Gulf Coast 
in Cape Coral, Florida, “warranted more immediate supervisory attention” by the 
Atlanta district bank, the Federal inspector general said in a report to the central bank’s 
board. In overseeing County Bank in Merced, California, the San Francisco Fed should 
have taken a “more aggressive supervisory” approach, she said in another report, also 
dated September 9. The findings follow criticism by lawmakers including the Senate 
banking committee chairman, who say the Fed failed to curtail flawed underwriting and 
other lending abuses that contributed to the collapse of the housing market. Another 
report by the Fed’s inspector general in June faulted the Atlanta Fed’s oversight of First 
Georgia Community Bank. Congress is reviewing a U.S. Treasury proposal to give the 
Fed more power by making it the supervisor for large and interconnected firms that 
may damage the U.S. financial system in the event of failure. The Treasury plan is part 
of an effort to overhaul U.S. financial regulation. “The Fed does not come out smelling 
like a rose,” said a former associate general counsel of the Fed board and now a partner 
at law firm Schwartz & Ballen LLP in Washington. “There are things that could have 
been done better.”  
Source: http://www.bloomberg.com/apps/news?pid=20601087&sid=atgnqYrMSrtI 

12. September 11, U.S. Department of Justice – (National) International hacker pleads 
guilty for massive hacks of U.S. retail networks. An international computer hacker 
pleaded guilty today to multiple charges relating to hacking activity and credit card 
fraud, announced the Assistant Attorney General of the Criminal Division, the Acting 
U.S. Attorney for the District of Massachusetts, the U.S. Attorney for the Eastern 
District of New York and the Director of the U.S. Secret Service. More than 40 million 
credit and debit card numbers were stolen from major U.S. retailers as a result of the 
hacking activity. The 28 year old suspect of Miami, pleaded guilty today to 19 counts 
of conspiracy, computer fraud, wire fraud, access device fraud and aggravated identity 
theft relating to hacks into numerous major U.S. retailers including TJX Companies, 
BJ’s Wholesale Club, OfficeMax, Boston Market, Barnes & Noble and Sports 
Authority. The suspect was indicted in August 2008 in the District of Massachusetts on 
charges related to these hacks. The suspect also pleaded guilty to one count of 
conspiracy to commit wire fraud relating to hacks into the Dave & Buster’s restaurant 
chain, which were the subject of a May 2008 indictment in the Eastern District of New 

http://www.bloomberg.com/apps/news?pid=20601087&sid=atgnqYrMSrtI
http://money.cnn.com/2009/09/11/news/economy/bank_failure/?postversion=2009091207
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York. The pleas in both cases were entered before a U.S. District Court Judge in federal 
court in Boston. According to the indictments to which the suspect pleaded guilty, he 
and his co-conspirators broke into retail credit card payment systems through a series of 
sophisticated techniques, including “wardriving” and installation of sniffer programs to 
capture credit and debit card numbers used at these retail stores. Wardriving involves 
driving around in a car with a laptop computer looking for accessible wireless computer 
networks of retailers. Using these techniques, the suspect and his co-conspirators were 
able to steal more than 40 million credit and debit card numbers from retailers. Also 
according to the indictments, the suspect and his co-conspirators sold the numbers to 
others for their fraudulent use and engaged in ATM fraud by encoding the data on the 
magnetic stripes of blank cards and withdrawing tens of thousands of dollars at a time 
from ATMs. According to the indictments, the suspect and his co-conspirators 
concealed and laundered their fraud proceeds by using anonymous Internet-based 
currencies both within the United States and abroad, and by channeling funds through 
bank accounts in Eastern Europe. 
Source: http://www.usdoj.gov/opa/pr/2009/September/09-crm-494.html 

[Return to top]  

Transportation Sector 

13. September 14, Associated Press – (North Dakota) Authorities say 18 rail cars derail 
in Cass County. Cass County authorities say 18 cars from a BNSF Railway train went 
off the track about three miles west of Casselton. The sheriff’s office says BNSF 
reports no hazardous materials spilled and no one hurt in Sunday’s derailment. It 
happened about 1:30 a.m., near a county road. The sheriff’s office says BNSF is 
cleaning up the site. 
Source: http://www.kxmc.com/News/436116.asp 

14. September 12, Virginia Gazette – (Virginia) Hit-and-run on Parkway bridge 
solved. A dredging company is accepting responsibility for severely damaging a 
Colonial Parkway bridge over Powhatan Creek in late July. Repair work has yet to start 
and will not be completed until December. The ex-convict pilot of a workboat 
confessed to authorities. Investigators for the National Park Service scoured permits 
and logs and inspected the creek bottom to figure out who caused the damage. What 
they determined was that a tender workboat used in a dredging operation on the James 
River was returning to Jamestown Yacht Basin when it struck hard. The bridge was 
damaged sometime after 11 p.m. July 22, and recreational boaters spotted the shattered 
concrete two days later. A support piling was nearly broken in half, prompting the Park 
Service to close the bridge to traffic indefinitely. A detour has been in force along 
Jamestown Road, inconveniencing commuters and tourists alike for six weeks. 
Between eyewitness statements and evidence, the Park Service was fairly certain who 
hit the bridge. The key evidence came to light after an investigator spent two hours 
diving underwater around the damaged piling. When a Park Service special agent and 
his partner questioned the pilots of the tenders that were in use that day, one of them 
who also happened to be an ex-con admitted to the accident. The Park Service is 

http://www.kxmc.com/News/436116.asp
http://www.usdoj.gov/opa/pr/2009/September/09-crm-494.html
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seeking restitution for the damage and is negotiating with the man. The estimated repair 
cost is $1 million. 
Source: 
http://www.vagazette.com/articles/2009/09/12/news/doc4aaac24234d33403154775.txt 

15. September 11, WJHG 7 Panama City – (Florida) Airport authority approves 
extended runway. The new Panama City-Bay County International Airport could soon 
be getting a bigger runway. Airport Authority board members have been discussing a 
plan to extend the new airport’s main runway from 8,400 feet to 10,000 feet. Friday 
morning, they approved the project, pending Federal Aviation Administration approval. 
Board members are actively recruiting new low-cost air carriers for the airport. They 
say the longer runway will help in that effort. “The 10,000 gives us a lot more 
capability than the shorter 8,400 feet as far as the type of aircraft that can use the 
airport. Particularly on your international and long flights would be coming from a 
great distance,” the Airport Director said. Board members also discussed changing the 
name of the new airport. They did not make a decision, but will discuss it again on 
September 22. 
Source: http://www.wjhg.com/news/headlines/59068977.html 

16. September 11, Riverside Press-Enterprise – (California) Progress seen in train safety 
efforts, but there’s more left to be done. One year after 25 people died in a violent 
head-on collision between a Metrolink passenger train and freight train, officials have 
cobbled together more than $74 million to pay for an automatic train-stopping system 
along Southern California tracks to keep it from happening again. Though they are 
pleased with the progress, a lot of ground remains to be covered to meet a self-imposed 
2012 deadline to install such a system on passenger train routes. “This tragedy revealed 
a basic flaw in rail safety in America: that there are thousands of miles of track in this 
country shared by passenger and freight trains headed in the opposite direction with 
nothing more than an engineer and signal lights to avert disaster,” said a California 
senator. It will cost Metrolink $201.6 million to install positive train control on county 
and company owned tracks in the Metrolink service area and on its locomotives, the 
company estimated. So far, officials have $74.6 million set aside. Officials are hopeful 
the remaining $127 million will come, either through federal channels explored by 
Metrolink, or counties in Southern California raising it their own way. Riverside, San 
Bernardino, Los Angeles, Orange and Ventura counties are all members of Metrolink. 
Los Angeles County pledged $40 million, from a combination of state and local 
sources. 
Source: 
http://www.pe.com/localnews/inland/stories/PE_News_Local_S_trainsafety12.454aa3d
.html 

For more stories, see items 1, 2, and 3  
 
[Return to top]  

Postal and Shipping Sector 

http://www.wjhg.com/news/headlines/59068977.html
http://www.pe.com/localnews/inland/stories/PE_News_Local_S_trainsafety12.454aa3d.html
http://www.pe.com/localnews/inland/stories/PE_News_Local_S_trainsafety12.454aa3d.html
http://www.vagazette.com/articles/2009/09/12/news/doc4aaac24234d33403154775.txt
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Nothing to report 

 
[Return to top]  

Agriculture and Food Sector 

17. September 11, U.S. Environmental Protection Agency – (National) New limits on 
pesticide uses will protect salmon. U.S. Environmental Protection Agency (EPA) has 
announced plans to place additional limitations on the use of three organophosphate 
pesticides — chlorpyrifos, diazinon and malathion — to protect endangered and 
threatened salmon and steelhead in California, Idaho, Oregon and Washington. 
Anticipated changes to product labels include the addition of pesticide buffer zones; 
application limitations based on wind speed, soil moisture and weather conditions; and 
fish mortality incident reporting requirements. New, enforceable labels could be 
available as early as the 2010 spring growing season. The limitations will apply to 
surface waters encompassing each of 28 salmon and steelhead species in the four states. 
EPA plans to work with NMFS to design a monitoring study assessing the effectiveness 
of these protections. The agency also will seek to require manufacturers to fund and 
carry out the monitoring study. The Endangered Species Act requires EPA to ensure 
that a pesticide is not likely to jeopardize endangered or threatened species, or to 
adversely affect the species’ habitat. If EPA determines that a pesticide may affect 
listed species or critical habitat, the agency must consult with the National Marine 
Fisheries Service or the U.S. Fish and Wildlife Service. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/CD1F6F9DBE3DB7D68525762E004F693
A 

18. September 11, U.S. Food Safety and Inspection Service – (National) California firm 
recalls beef and bean burritos for possible Listeria contamination- Class I 
recall. Windsor Foods, a Riverside, California establishment is recalling approximately 
2,268 pounds of beef and bean burrito products that may be contaminated with Listeria 
monocytogenes, the U.S. Department of Agriculture’s Food Safety and Inspection 
Service (FSIS) announced on September 11. Each case of Butcher Boy brand burritos, 
subject to recall, contains a total of 72 burritos and bears the establishment number 
“EST. 1905” within the USDA mark of inspection; the package code “1219215;” the 
case code “2080001”. The products were produced on August 3, 2009 and distributed 
to a storage center in Minnesota for further retail sales. The products available for 
direct consumer purchase will not bear the establishment number and package code. 
The problem was discovered by the company. FSIS has received no reports of illnesses 
from consumption of these products. 
Source: 
http://www.fsis.usda.gov/News_&_Events/Recall_049_2009_Release/index.asp 

For another story, see item 21 

http://yosemite.epa.gov/opa/admpress.nsf/0/CD1F6F9DBE3DB7D68525762E004F693A
http://yosemite.epa.gov/opa/admpress.nsf/0/CD1F6F9DBE3DB7D68525762E004F693A
http://www.fsis.usda.gov/News_&_Events/Recall_049_2009_Release/index.asp
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[Return to top]  

Water Sector 

19. September 12, Winston-Salem Journal Reporter – (North Carolina) Raw sewage 
flowed into Yadkin, report reveals. Close to 16 million gallons of untreated 
wastewater spilled into the Yadkin River in July and early August, according to a report 
released this week by the city of Thomasville, North Carolina. The city reported the 
spill to the North Carolina Division of Water Quality on August 4, initially saying that 
385,000 gallons of wastewater had been released. A revised report, which was sent to 
the state on Tuesday, raised that estimate to 15.93 million gallons, explaining that the 
spill had been going on for several weeks before it was discovered. The Thomasville 
city manager said that the problem may have originated with heavy rain on July 13, 
which led to the collapse of a manhole near Baptist Children’s Home in Thomasville. 
The wastewater flowed into North Hamby Creek, which is part of the Yadkin/Pee Dee 
River Basin. From there, it would have emptied into Abbott’s Creek and finally settled 
in High Rock Lake. The spill was discovered on August 3 and was repaired by August 
4. “When they went back and looked at some data from the (waste-treatment) plant, it 
seemed the flow to the plant was lower than normal, and they tracked it back to that 
two-week period,” he said. “We don’t know exactly how many days it happened.” The 
figure of 15.93 million gallons is a worst-case estimate, he said, and it is unclear when 
the manhole collapse took place.  
Source: http://www2.journalnow.com/content/2009/sep/12/raw-sewage-flowed-into-
yadkin-report-reveals/ 

20. September 12, Asheville Citizen-Times – (North Carolina) Power outage sends sewage 
into Tuckasegee River. A malfunction in Bryson City’s sewer system sent 300,000 
gallons of raw sewage into the Tuckasegee River, officials said Friday. The town 
manager said results of water quality testing have been provided to the Swain County 
Health Department to determine whether the water is safe. Testing found water below 
the spill site contained 40 fecal coliforms per 100 milliliters, which is lower than the 
amount of pollution found upstream and lower than the amount the state allows the 
town to discharge. The spill happened Wednesday around 6 p.m. when the sewer 
system’s main lift station lost power during a storm. The sewage spilled from a 
manhole upstream from the unmanned treatment plant. The system has a machine that 
automatically calls for help when the lift station goes down. It did not work because the 
power was out, the town said in a statement. The town took limited steps to warn the 
public about the spill. Two handwritten signs at a boat ramp downstream read “Water 
Being Tested” with Thursday’s date. The Health Department director said that is not 
what she requested. “I instructed them to put a sign up regarding possible 
contamination due to a sewage spill,” she said. “My advice to them was that we needed 
to inform the public of a possible danger.” The town manager said later on Friday said 
the signs would be changed. He said the town is looking into installing a battery backup 
to prevent future problems with the alert system. 
Source: http://www.citizen-
times.com/apps/pbcs.dll/article?AID=/20090912/NEWS01/909120322 

http://www2.journalnow.com/content/2009/sep/12/raw-sewage-flowed-into-yadkin-report-reveals/
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21. September 11, Baltimore Sun – (National) U.S. calls for more action to restore 
bay. Declaring the Chesapeake Bay a national treasure that needs urgent help, the 
Presidential Administration unveiled sweeping plans Thursday for jump-starting 
restoration efforts, including proposals to crack down on pollution from farming and 
development in the six-state region that drains into North America’s largest estuary. 
They also called for giving the federal government more say in setting baywide 
regulations to protect key fisheries like crabs and oysters, long a source of tension 
between Maryland and neighboring Virginia. Some of the plans, affecting everyone 
from farmers and fishermen to homeowners and developers, are likely to meet 
resistance as the details emerge. The President had ordered a series of draft reports last 
spring that federal agencies released Thursday, when he called for greater federal 
involvement in the largely state-led effort, which has repeatedly failed to achieve its 
goals for reducing pollution over the past 26 years. Although the federal-state 
partnership that has directed cleanup efforts since the 1980s has made some progress, 
included in the reports are proposals to tighten federal regulation and oversight of 
polluted rainfall runoff from poultry and other livestock farms, and from urban and 
suburban streets, parking lots and lawns. The Environmental Protection Agency (EPA) 
also wants to hold Maryland and other bay states more accountable for reducing the 
pollution that is under their control, even by blocking permits for new businesses or 
development if sufficient progress is not being made. The plans, which deal with 
everything from reducing pollution to boosting public access to the bay and preparing 
for the threat of climate change, are to be woven into a coherent cleanup strategy by 
early November. Then, after further public review, they are to be adopted by May.  
Source: http://www.baltimoresun.com/features/green/bal-
md.gr.bay11sep11,0,5926113,full.story 

For another story, see item 5  
 
[Return to top]  

Public Health and Healthcare Sector 

22. September 13, KQDS 21 Duluth – (National) CDC: Swine flu accounts for 98% of 
current flu cases. Federal health officials say the flu is going around unusually early 
this year, and they say nearly all of the infections are swine flu. The Centers for 
Disease control says the flu has already shown up in every state this season. 98 percent 
of the cases are H1N1, commonly known as the “swine flu.” The seasonal flu normally 
hits older people harder, but cases of the swine flu are mainly in children and young 
adults. Two Harbors High School, the University of Minnesota Duluth, and the College 
of St. Scholastica have already reported possible cases of the swine flu. Symptoms are 
similar to seasonal flu, and so is prevention. Most people who have had swine flu have 
recovered. A vaccine still is not available, but could start showing up next month. 
Source: http://www.fox21online.com/healthreport/cdc-swine-flu-accounts-98-current-
flu-cases 
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23. September 11, WMTV 15 Madison – (Wisconsin) Chemical spill at a Madison clinic; 
Building evacuated. The City of Madison Fire Department’s Hazardous Incident Team 
(HIT) responded to a small chemical spill this afternoon at the Wingra Family Medical 
Center. The spill was reported at 1:46 PM and caused an evacuation of the building. 
The chemical involved was identified as phenol, a flammable and toxic chemical that 
presents an inhalation hazard. An employee was removing the bottle of phenol from a 
shipping box when approximately three ounces spilled. It appeared that the bottle’s lid 
was loose. Some of the phenol was spilled on the employee’s skin and was flushed with 
water before emergency crews arrived. The employee was treated by paramedics and 
transported to the hospital. Five other people who were in the building when the spill 
occurred were transported to the hospital during the incident. 
Source: http://www.nbc15.com/news/headlines/59063832.html 

[Return to top]  

Government Facilities Sector 
 

Nothing to report 
 
[Return to top]  

Emergency Services Sector 

24. September 13, Associated Press – (North Carolina) NC alcohol agency reports 2 
missing assault rifles. The disappearance of two assault rifles from a state agency, 
combined with an accidental shooting this summer, has led to a tougher inventory 
policy and new scrutiny of the department’s arsenal. A State Alcohol Law Enforcement 
(ALE) agent reported last December that his state-issued Sig Sauer model 552 assault 
rifle was stolen out of a car in the driveway of his home, according to the News and 
Observer of Raleigh. Also reported stolen were two 30-round magazines, a targeting 
laser and a barrel-mounted tactical flashlight. There were no signs of forced entry, 
according to a report filed by the Davie County Sheriff’s Office. With just 104 full-time 
agents, ALE’s primary responsibility is to enforce state laws on the purchase and sale 
of alcoholic beverages. Although its officers are rarely required to use deadly force, 
ALE is the only state law-enforcement agency to provide every agent with an assault 
rifle. In four years, no ALE officer has needed to fire one of the assault rifles outside of 
a firing range. 
Source: http://www.thesunnews.com/564/story/1066590.html 

25. September 12, Firehouse.com – (Florida) Fixing Fla. firehouse deemed too costly. An 
architect hired by the city council of Zephyrhills, Florida, said it could build a new fire 
station for less than it would cost to properly renovate Station 2, the town’s 50-year-old 
downtown station. The station has been out of service since early 2008 because of 
water damage. But council members put the brakes on the project last month after the 
architect’s cost estimates came in well over budget. Council members had hoped to 
renovate the damaged station for about $600,000, but the architect said it would cost at 

http://www.nbc15.com/news/headlines/59063832.html
http://www.thesunnews.com/564/story/1066590.html
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least twice that amount to do the job properly. The city could reduce the cost 
significantly if it goes against a recommendation to harden the building to the point that 
it could survive a Category 4 hurricane. The station is designed to survive a Category 3 
storm, meaning it could withstand sustained winds of as much as 130 mph. Wind 
speeds could reach 150 mph in a Category 4 storm, such as Hurricane Charley, which 
hit Central Florida in 2004. 
Source: http://cms.firehouse.com/content/article/article.jsp?id=65484&sectionId=46 

26. September 11, CNN – (District of Columbia) Coast Guard to review exercise after 
Potomac security scare. The U.S. Coast Guard (USCG) promised a “thorough review” 
Friday after a training exercise intended to have been “normal” and “low profile” 
wound up instead triggering concerns about the security of the President on the 
anniversary of the September 11th attacks. “We are going to take a good, hard look at 
what we did here today and ensure that, if we need to modify procedures, if we need to 
modify communications, we will do so in the future,”a Coast Guard official said. The 
incident began shortly before 10 a.m., when CNN journalists monitoring video from a 
Washington TV station saw Coast Guard vessels apparently trying to keep another 
vessel from passing. The Coast Guard vessels were moving rapidly in the water as the 
President’s motorcade drove on the nearby Memorial Bridge, after a September 11 
commemoration event at the Pentagon. In a Coast Guard radio transmission audible 
over police scanners monitored by CNN, a voice could be heard saying, “You’re 
approaching a Coast Guard security zone. ... If you don’t stop your vessel, you will be 
fired upon. Stop your vessel immediately.” Later, someone could be heard saying 
“bang, bang, bang, bang” and “we have expended 10 rounds.” CNN called the Coast 
Guard immediately after the initial reports suggesting possible trouble in the water; a 
spokeswoman said she had no information about activity in that area. Over the next 20 
to 25 minutes, CNN made several phone calls and sent several e-mails to the USCG 
spokeswoman, asking for information. The spokeswoman said she was attempting to 
get information but was not able to get any. 
Source: http://www.cnn.com/2009/US/09/11/potomac.boat/ 

27. September 11, U.S. Environmental Protection Agency – (California) Environmental 
emergency responders plan for major San Francisco Bay area 
earthquake. Emergency response officials from California, Alaska, Arizona, Colorado, 
Nevada, Washington, and multiple federal and state and agencies have spent nearly a 
year planning to test their response to the Bay Area’s worst nightmare and most likely 
natural disaster — a catastrophic earthquake with devastating environmental 
implications. The week of September 14, from the Bay Area to Sacramento, 
geographically-dispersed emergency responders from as far as Alaska will travel to 
Northern California in real-time as part of an emergency response. All week, they will 
participate in a full-scale exercise to test coordination, communication, and logistics in 
an effort to manage the environmental response of a disastrous Bay Area earthquake. 
As part of the drill, the earthquake will simulate the loss of and damage to major 
infrastructure resources in the Bay Area. Major bridges, drinking water supplies, 
wastewater treatment facilities, and chemical and radiological facilities will all 
potentially be impacted. As part of the exercise, field reconnaissance teams will deploy 
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to test and strengthen emergency response skills. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/885794F192C676C58525762E00665818 

[Return to top]  

Information Technology Sector 

28. September 14, Sophos – (International) Fake anti-virus attack hits New York Times 
website readers. Recently, readers of the New York Times website NYTimes.com 
were exposed to danger as the popular media outlet served up malicious adverts to 
some of its visitors. According to a posting on the website, some readers saw a pop-up 
messaging warning them that their computer had been infected, and urging them to 
install fake anti-virus software (also known as scareware.) Aside from a message on its 
website, the New York Times posted a message on their Twitter feed in an attempt to 
warn its readers. It has been reported that the New York Times published a warning on 
the front page of its website on September 13. In the past, other media outlets (such as 
the Daily Mail, ITV and RadioTimes) have fallen foul of poisoned adverts serving up 
malware and fake anti-virus alerts.  
Source: http://www.sophos.com/blogs/gc/g/2009/09/14/fake-antivirus-attack-hits-york-
times-website-readers 

29. September 14, IDG News Service – (International) Domain-name abuse proliferates; 
rogue registrars turn a blind eye. For legitimate businesses, a domain name is a way 
to hang a shingle in cyberspace. In the criminal world, domain names are a key part of 
botnet and phishing operations, and cyber-criminals are plundering domain-name 
registrars around the world to get them. Criminals are amassing domain names by 
registering them under phony information, paying with stolen credit cards or hard-to-
trace digital currencies like eGold, and breaking into legitimate domain-name accounts. 
To add to the problem of domain-name abuse, some rogue registrars often look the 
other way as the money rolls in. “There’s absolutely a big problem,” says the director 
of network abuse at Go Daddy, an Arizona-based domain-name registrar that is 
authorized by the Internet Corporation for Assigned Names and Numbers and the 
appropriate ICANN-accredited registries to sell domain names based on the generic 
top-level domains (gTLD) that include .com, .aero, .info, .name and .net. Go Daddy has 
36 million domain names under management for more than 6 million customers, 
making it one of the largest registrars around the globe. It fights a round-the-clock 
battle to identify domain-name abuse, and if a domain name is determined to be used 
for harmful purposes Go Daddy will essentially “kill the domain name,” the director 
says. In spite of all these efforts, criminals still slip through the net, in part because 
registration services are highly automated, validation processes are insufficient, and the 
criminals are cagey, determined and technically savvy. The problem encompasses the 
entire domain-name registration system, along with the faulty Whois database of 
registrant information (overseen by ICANN) that contains fake data, even total 
gibberish. “It’s not intentionally designed for this kind of abuse, but it works in favor of 
the criminals,” a researcher notes. Effective reform of the domain-name registration 

http://www.sophos.com/blogs/gc/g/2009/09/14/fake-antivirus-attack-hits-york-times-website-readers
http://www.sophos.com/blogs/gc/g/2009/09/14/fake-antivirus-attack-hits-york-times-website-readers
http://yosemite.epa.gov/opa/admpress.nsf/0/885794F192C676C58525762E00665818


 - 15 - 

process would strike at the heart of Internet crime, she says. 
Source: http://news.idg.no/cw/art.cfm?id=B809FA70-1A64-67EA-
E4B5B30FF36D196B 

30. September 13, Ars Technica – (International) FTC forces Sears, Kmart out of the 
spyware business. The Federal Trade Commission (FTC) has busted a strange set of 
spyware purveyors — U.S. retailing giants Sears and Kmart. The FTC recently 
approved its final consent order against the companies (which share the same owner) 
over an episode that can only be chalked up to incompetence of a truly epic scope. 
Sears Holding Management Company decided that it could really use a lot more 
marketing data to fuel its decision-making process, so it began offering visitors to 
sears.com and kmart.com a special invite — sign up for “My SHC Community,” 
download a piece of “research” software, and earn 10 American dollars. All one had to 
do was turn over to the company every single bit of information about one’s Web 
browsing. This was not just about the websites visited, or even about specific URLs; 
the “research” software transmitted the complete contents of a browsing session, even 
secure sessions. This meant that Sears and its data collection partner would have access 
to the “contents of shopping carts, online bank statements, drug prescription records, 
video rental records, library borrowing histories, and the sender, recipient, subject, and 
size for web-based e-mails,” said the FTC. Among other things — the software also 
collected non-Web information about the user’s personal computer. Sears did tell 
people that it would track their “online browsing,” but when security researchers 
looked into the software in early 2008, they charged that the disclosure was mostly 
buried in legalese. Under the settlement with the FTC, Sears has now agreed to destroy 
all data gained from the experiment and stop collecting data from any software still 
running in the wild. In addition, if it wants to do any tracking in the future, the 
company has committed to “clearly and prominently disclose the types of data the 
software will monitor, record, or transmit. This disclosure must be made prior to 
installation and separate from any user license agreement. Sears must also disclose 
whether any of the data will be used by a third party.”  
Source: http://arstechnica.com/tech-policy/news/2009/09/ftc-forces-sears-kmart-out-of-
the-spyware-business.ars 

31. September 12, The Register – (International) Trojan taps Google Groups as 
command network. Hackers have programmed a Trojan that uses Google Groups 
newsgroups to distribute commands. Trojan distribution via newsgroups has existed for 
more than a decade, but using newsgroups as a command and control channel is a new 
innovation. The Grups Trojan itself is quite simple and is only noteworthy for the 
command and control structure it deploys. The malware is programmed to log into a 
Chinese language newsgroup to receive commands, a Symantec security researcher 
writes. When successfully logged in, the Trojan requests a page from a private 
newsgroup, escape2sun. The page contains commands for the Trojan to carry out. The 
command consists of an index number, a command line to execute, and optionally, a 
file to download. Responses are uploaded as posts to the newsgroup using the index 
number as a subject. The attacker can thus issue confidential commands and read 
responses. If no command is received from the static page, the infected host uploads the 

http://arstechnica.com/tech-policy/news/2009/09/ftc-forces-sears-kmart-out-of-the-spyware-business.ars
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current time. Miscreants need to maintain communications with backdoor Trojans to 
order them to distribute spam, launch denial of service attacks or upload compromised 
data, for example. Traditionally IRC channels have been used to carry out this function. 
More recently black hats have experimented with different control channels such as 
Google Groups, as in the latest incident, and a few weeks ago, Twitter. Using Google 
Groups has advantages in anonymity but leaves a record of Trojan activity for security 
researchers to analyze. For example, the growth of the Trojan can be tracked by the 
volume of posts. The information targeted can also be discerned. Only a small number 
of samples of Grups Trojan have appeared in the wild, leading to Symantec’s 
classification of the malware as a low risk threat. 
Source: http://www.theregister.co.uk/2009/09/14/google_groups_control_trojan/ 

32. September 12, The Register – (International) Linux webserver botnet pushes 
malware. A security researcher has discovered a cluster of infected Linux servers that 
have been corralled into a special ops botnet of sorts and used to distribute malware to 
unwitting people browsing the web. Each of the infected machines examined so far is a 
dedicated or virtual dedicated server running a legitimate website, an independent 
researcher based in Magnitogorsk, Russia, told The Register. But in addition to running 
an Apache webserver to dish up benign content, they have also been hacked to run a 
second webserver known as nginx, which serves malware. “What we see here is a long 
awaited botnet of zombie web servers! A group of interconnected infected web servers 
with [a] common control center involved in malware distribution,” the researcher 
wrote. “To make things more complex, this botnet of web servers is connected with the 
botnet of infected home computer(s).” The finding highlights the continuing evolution 
of bot herders as they look for new ways to issue commands to the hundreds of 
thousands of infected zombies under their control. 
Source: http://www.theregister.co.uk/2009/09/12/linux_zombies_push_malware/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

33. September 14, Network World – (International) Ethernet switch vendors propose 
data center collapse. The emergence of 10 Gigabit Ethernet, virtualization and unified 
switching fabrics is ushering in a major shift in data center network design: three-tier 
switching architectures are being collapsed into two-tier ones. Higher, non-blocking 
throughput from 10G Ethernet switches allows users to connect server racks and top-
of-rack switches directly to the core network, obviating the need for an aggregation 
layer. Also, server virtualization is putting more application load on fewer servers due 
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to the ability to decouple applications and operating systems from physical hardware. 
Moreover, the migration to a unified fabric that converges storage protocols onto 
Ethernet also requires a very low latency, lossless architecture that lends itself to a two-
tier approach. Storage traffic cannot tolerate the buffering and latency of extra switch 
hops through a three-tier architecture that includes a layer of aggregation switching, 
industry experts say. All of this necessitates a new breed of high-performance, low-
latency, non-blocking 10G Ethernet switches now hitting the market. And it will not be 
long before these 10G switches are upgraded to 40G and 100G Ethernet switches when 
those IEEE standards are ratified in mid-2010. “Over the next few years, the old 
switching equipment needs to be replaced with faster and more flexible switches,” says 
a representative of Layland Consulting, an adviser to IT users and vendors. “This time, 
speed needs to be coupled with lower latency, abandoning spanning tree and support 
for the new storage protocols. Networking in the data center must evolve to a unified 
switching fabric.”  
Source: http://www.networkworld.com/news/2009/091409-switch.html 

34. September 12, Anchorage Daily News – (Alaska) Temporary outages on horizon for 
GCI. Alaska telecom company GCI said its cable TV, Internet, and long-distance 
phone customers could experience temporary outages from October 6 through October 
19. “These semiannual interruptions, called sun outages or transits, affect all satellite-
based communications. When the sun, satellite and Earth-based antenna line up, the 
noise energy from the sun is often greater than the communication signal level and may 
result in loss of signal,” GCI said. Customers could find long-distance calls in 
particular might be disrupted. Traffic on fiber-optic cables and microwave systems will 
not be affected, the company said. 
Source: http://www.adn.com/news/alaska/story/933119.html 

35. September 12, TechFlash – (Oregon) Report: Amazon halts work on Oregon data 
center complex. Amazon.com appeared to be making a big addition to its internet 
infrastructure last fall, when the Oregonian reported that a huge data center linked to 
the ecommerce giant was under construction in eastern Oregon near the Columbia 
River. Now comes word that the project has “quietly come to a halt,” according to a 
new report from InformationWeek, which visited the site. Local officials cited 
economic conditions as the reason for the delay. Amazon is one of a number of tech 
giants that have come to the Columbia River area for data centers, drawn by the cheap 
land and hydroelectric power. Google is building a data center facility in The Dalles, 
Oregon. Microsoft and Yahoo, which set up shop on the Washington side of the border, 
have been re-evaluating their plans, however, after the state determined they do not 
qualify for a sales tax deferral program. Microsoft recently announced it is shifting 
some of its Azure cloud computing platform away from its data center in Grant County, 
Washington. Amazon confirmed with InformationWeek that Vadata, the company that 
owns the Oregon data center, is a “legal entity” of Amazon, clearing up some of the 
confusion that accompanied the original story last fall. But Amazon offered very little 
detail beyond that. InformationWeek, citing local officials, said the project is on hold 
“until sometime next year.” Data centers are a critical piece of infrastructure for 
Amazon, which needs massive data storage and computing capacity to power its 
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ecommerce operations, Kindle electronic books, and cloud computing services. 
Source: 
http://www.techflash.com/seattle/2009/09/report_amazon_halts_work_on_oregon_data
_center.html 

[Return to top]  

Commercial Facilities Sector 

36. September 12, Associated Press – (National) Dangerous staph germs found at U.S. 
beaches. Dangerous staph bacteria have been found in sand and water for the first time 
at five public beaches along the coast of Washington, and scientists think the state is 
not the only one with this problem. The germ is MRSA, or methicillin-resistant 
Staphylococcus aureus — a hard-to-treat bug once rarely seen outside of hospitals but 
that increasingly is spreading in ordinary community settings such as schools, locker 
rooms and gyms. “We don’t know the risk” for any individual going to a beach, a 
microbiologist at the University of Washington in Seattle said. “But the fact that we 
found these organisms suggests that the level is much higher than we had thought.” 
Last year, her team reported finding a different type of bacteria, enterococci, at five 
West Coast beaches. And earlier this year, University of Miami researchers reported 
finding staph bacteria in four out of 10 ocean water samples collected by hundreds of 
bathers at a South Florida beach. Many communities also commonly restrict bathing at 
beaches because of contamination with fecal bacteria. In the new study, researchers 
tested 10 beaches in Washington along the West Coast and in Puget Sound from 
February to September 2008. Staph bacteria were found at nine of them, including five 
with MRSA. The strains resembled the highly resistant ones usually seen in hospitals, 
rather than the milder strains acquired in community settings, the microbiologist said. 
No staph was found in samples from two beaches in southern California. However, 
people should not avoid beaches or be afraid to enjoy them, scientists say. They caution 
to just make sure all the sand is washed off as soon as possible.  
Source: http://www.msnbc.msn.com/id/32813802/ns/health-infectious_diseases/ 

[Return to top]  

National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

37. February 20, Nashville Post – (Tennessee) Nashville at law: Feds sue businessman 
over unauthorized dam. The U.S. Department of Justice is asking Nashville’s U.S. 
District Court to assess a local entrepreneur $37,500 a day in civil penalties. More than 
two years have passed since the Environmental Protection Agency (EPA) ordered him 
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to restore wetlands and streams on a farm he owns in Humphreys County where he 
built a large dam without state or federal permits. With the accused “liable for a civil 
penalty of up to $37,500 for each day of each violation” of the Clean Water Act, 
according to a lawsuit filed September 4, the full bill could theoretically top $27 
million. Acting on behalf of the EPA, Justice officials filed the complaint four months 
after the City Paper first reported that the accused was under federal investigation. In 
addition to civil penalties, the government is seeking court orders prohibiting the 
accused from “causing the discharge of dredged or fill material or other pollutants into 
the water” and making him pay for the “complete restoration of waters” on his 
property. In 2005 the accused built the large earthen dam in the Egypt Hollow area, on 
a more than 2,000-acre tract of farm and forest land north of Interstate 40 along State 
Route 230. It created a 58-acre lake. He had spent years in discussions with the 
Tennessee Department of Environment and Conservation about how he might obtain a 
permit for the dam, but he never got one. 
Source: 
http://www.nashvillepost.com/news/2009/9/14/nashville_at_law_feds_sue_businessma
n_over_unauthorized_dam 

38. September 13, Agence France-Presse – (International) 1.27 million displaced by 
China’s Three Gorges Dam. China has relocated 1.27 million people to make way for 
the controversial Three Gorges dam development, the world’s largest hydroelectric 
project, state media reported. The figure was the total number of relocations as of the 
end of June, a top dam construction official was quoted as saying by Xinhua news 
agency in a report issued late Saturday. Chinese officials have previously said 1.4 
million people were to be subject to forced relocation from areas now submerged or 
due to be submerged in central China. It did not provide a timetable for the resettlement 
of the remaining residents. Critics of the dam have long alleged massive corruption in 
the resettlement program, while villagers forced from their homes have complained 
they were denied promised job retraining and resettlement funds. State media said in 
2007 that at least 37 million dollars had been embezzled from the program in 2004 and 
2005 alone. A further four million people have been “encouraged” to move from the 
area by 2020, officials said in 2007, although the government has insisted those 
relocations were unrelated to the dam. At 2,309 meters (7,575 feet) wide and 185 
meters high, the Three Gorges Dam in Hubei province is the world’s largest. Already 
generating electricity, the dam is expected to begin approaching full capacity as early 
as this year. 
Source: 
http://news.yahoo.com/s/afp/20090913/wl_asia_afp/chinadamthreegorgesenvironmentr
esettlement 

39. September 11, Wall Street Journal – (New York) New York City braces for risk of 
higher seas. When major ice sheets thaw, they release enough fresh water to disrupt 
ocean currents world-wide and make the planet wobble with the uneven weight of so 
much meltwater on the move. Studying these effects more closely, scientists are 
discovering local variations in rising sea levels — and some signs pointing to higher 
seas around metropolitan New York. Sea level may rise faster near New York than at 

- 

http://news.yahoo.com/s/afp/20090913/wl_asia_afp/chinadamthreegorgesenvironmentresettlement
http://news.yahoo.com/s/afp/20090913/wl_asia_afp/chinadamthreegorgesenvironmentresettlement
http://www.nashvillepost.com/news/2009/9/14/nashville_at_law_feds_sue_businessman_over_unauthorized_dam
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most other densely populated ports due to local effects of gravity, water density and 
ocean currents, according to four new forecasts of melting ice sheets. The forecasts are 
the work of international research teams. If global warming melts the Earth’s ice caps, 
New York City could be awash in water.  Scientists are laboring to make their 
predictions more reliable. While they do, New York has become an urban experiment 
in the ways that seaboard cities can adapt to climate change over the next century. For 
their part, the city’s long-term planners are taking action but are trying to balance the 
cost of re-engineering the largest city in the U.S. against the uncertainties of climate 
forecasts. Still, prompted by a possibility of floods from higher seas, some university-
based marine researchers and civil engineers are debating whether New York ought to 
protect its low-lying financial district, port, power grid and subways with storm surge 
barriers like the mobile bulwarks that safeguard London, Rotterdam, Netherlands, and 
St. Petersburg, Russia. World-wide, cities in 40 countries depend on dikes or seawalls. 
Unlike New York, though, those urban areas were built at or below sea level. 
Moreover, most of them also are on land that is sinking, adding to the danger posed by 
higher oceans. While most of New York is above sea level, its subways, 
telecommunications cables, fiber-optics networks, plumbing and power mains are not. 
Some civil engineers argue the city already risks catastrophic storm flooding. A senior 
engineer at Halcrow Inc., which helped design a 15-mile-long storm barrier in St. 
Petersburg said, “It could happen tomorrow.”  
Source: 
http://online.wsj.com/article/SB125261934441101047.html?mod=googlenews_wsj 
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