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Top Stories 

 According to USA Today, a group of top security analysts and researchers say that the 
latest Windows security hole, for which there is no patch, leaves hundreds of millions of 
Windows Vista PCs wide open for infection by a Conficker-like Internet worm. (See item 
35) 

 According to Central Florida News 13, the Daytona Beach, Florida Police Department has 
confirmed that suspects on a terror watch list took pictures of the Daytona International 
Speedway in July 2008 during one of the busiest weeks of the racing season. The FBI, 
Florida Department of Law Enforcement, and Florida Highway Patrol would not release 
information on what they called an open investigation. (See item 39) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. September 11, WGRZ 2 Buffalo – (New York) I-290 reopened after tanker truck 
overturns. A tanker carrying 10,000 gallons of jet fuel rolled over around 1 p.m., 
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creating a traffic nightmare. The accident itself was on the exit ramp from the 
eastbound 290 to eastbound Main Street. The highway was shutdown in both directions 
between the Thruway, I-90, and Millersport Highway. The scene has since been cleared 
and police have reopened the I-290 in both directions. Police say they have talked with 
the driver, who sustained minor injuries, however, they are still investigating what 
happened. It is not clear why the truck tipped on its side. The driver said the truck was 
carrying jet fuel for Griffith Energy, a company out of Rochester. Homes on 
Ridgewood and Avalon Drives were evacuated as a precaution. In all 55 homes were 
evacuated. The Snyder Fire Chief says about 7,900 gallons hit the road. As for the 
cleanup, first the spill was contained. The highway re-opened around 7:00 p.m. and the 
Chief called it an “unprecedented level of cooperation.” The only major work left is to 
be done by the State Department of Environmental Conservation. They will clean up 
contaminated soil on the side of the highway. 
Source: http://www.wgrz.com/news/local/story.aspx?storyid=70167&provider=gnews 

2. September 10, Associated Press – (Ohio) Worker dies after inhaling deadly gas in 
Ohio. A fire official says one man died and four others were sent to hospitals after a 
work crew shutting down a natural-gas well in eastern Ohio encountered a pocket of 
deadly gas. The Antrim Fire Chief says firefighters found several men suffering the 
effects of gas inhalation Thursday after being dispatched to a vacant field in Guernsey 
County on report of a gas leak. He says the work crew was flushing the well with water 
when they disturbed a pocket of hydrogen sulfide, commonly known as sour or poison 
gas. He says one of the workers fell to the ground when he inhaled the gas, and the 
other workers were overcome when they tried to help him. He says two of the four 
workers sent to hospitals remain hospitalized. The well is about 100 miles east of 
Columbus. 
Source: http://www.daytondailynews.com/news/ohio-news/worker-dies-after-inhaling-
deadly-gas-in-ohio-292996.html 

3. September 10, KUSA 9 Denver – (Colorado) 1 dead after another asphalt truck 
crashes into river. One man is dead after an asphalt truck landed in Clear Creek in 
Clear Creek County on Thursday, the third time an asphalt truck has landed in a 
Colorado creek in just a few weeks. The Colorado State Patrol says the driver of the 
truck went off the road while trying to negotiate the ramp from westbound Interstate 70 
onto Highway 6. The accident happened around 9:30 a.m. The truck went airborne over 
the creek and hit the embankment on the other side. CSP says the driver was 
pronounced dead at the scene. Officials say both asphalt and fuel spilled into the creek 
and Colorado State Patrol’s HazMat team has responded along with the Clear Creek 
County and Georgetown Fire Departments. Estimates on how much asphalt went into 
the river were not immediately available, but authorities say 100 gallons of diesel fuel 
spilled. The ramp from I-70 to U.S. 6 was closed but has since reopened. 
Source: http://www.9news.com/news/article.aspx?storyid=123011&catid=339 

[Return to top]  

Chemical Industry Sector 
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4. September 10, WWSB 7 Sarasota – (Florida) Five-vehicle crash spills pool 
chemicals. A five-car crash shut down a Sarasota intersection and left a toxic mess to 
be cleaned up Thursday evening. The crash happened around 6:30 p.m. at the 
intersection of 17th Street and Lockwood Ridge Road in Sarasota. Sarasota County fire 
officials say one of the cars was carrying pool cleaning products, which mixed together 
after they spilled on the roadway. That caused a chemical reaction. They say it released 
potentially hazardous vapors into the air. Fire crews evacuated everyone within 100 
feet of the area while a hazmat team neutralized the product on the ground. 
Source: http://www.mysuncoast.com/Global/story.asp?S=11111605 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. September 10, Free Lance Star – (Virginia) Terrorist ‘attack’ to test North 
Anna. Thursday morning a drill involving hostages took place at North Anna Power 
Station, the Dominion Virginia Power plant that operates two commercial nuclear 
reactors. North Anna, near Mineral in Louisa County, is a potential terrorist target not 
only because of the reactors but because highly radioactive spent fuel is stored on the 
site. The “hostile action-based drill” involves intruders attempting to sabotage the 
station and a vigorous response by nearly two dozen local, state and federal agencies. 
Dominion and the Virginia Department of Emergency Management will test 
preparedness and response procedures involving plant security. “This is the first time 
for this at North Anna,” the spokesman for Dominion’s nuclear operations said. Along 
with the simulated hostage-taking at the plant’s information center, the exercise 
involves the plant’s secure area as well. Dominion has already conducted the drill at its 
Surry plant on the James River, and its Millstone and Kewaunee sites in Connecticut 
and Wisconsin. The exercise will begin around 8 a.m. and will last four to five hours. 
Residents should expect to see emergency-response teams and their vehicles on roads 
near the power station, as well as additional traffic on State Routes 208, 652 (Kentucky 
Springs Road) and 700. Other agencies involved include the Louisa County Sheriff’s 
Department, Virginia State Police, the Virginia Department of Game and Inland 
Fisheries, FBI, local fire and rescue squads, and other Louisa emergency responders. 
Source: http://fredericksburg.com/News/FLS/2009/092009/09102009/492564 

6. September 10, U.S. Nuclear Regulatory Commission – (Maryland; New York) NRC, 
Constellation Energy to discuss dry cask storage at company’s nuclear power 
plants on Sept. 15. Nuclear Regulatory Commission staff will meet with 
representatives of Constellation Energy on Tuesday, September 15 to discuss the 
company’s future plans for the dry cask storage of spent nuclear fuel at its nuclear 
power plants. Constellation owns and operates the Calvert Cliffs nuclear power plant, 
in Lusby (Calvert County), Maryland; the Nine Mile Point nuclear power plant in 
Scriba (Oswego County), New York; and the Ginna nuclear power plant in Ontario 
(Wayne County), New York. All three plants currently have dry or are in the process of 
adding dry cask storage facilities, also known as Independent Spent Fuel Storage 
Installations (ISFSIs). Under dry cask storage, fuel from a plant’s circulating-water 

http://www.mysuncoast.com/Global/story.asp?S=11111605
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spent fuel pool is placed in a specially designed stainless-steel canister. That canister is 
then sealed and filled with an inert gas. The canister is subsequently placed in a large 
steel-reinforced concrete vault, where the fuel is cooled via vents in the vault that allow 
for convective air flow. At the meeting on September 15, Constellation will provide 
information on its plans for the ongoing operation of, and any additions to, the plants’ 
respective ISFSIs. Security-related information will not be discussed at this meeting. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-038.i.html 

[Return to top]  

Critical Manufacturing Sector 

7. September 10, Reliable Plant – (Oklahoma) OSHA fines Pride Plating $209K for 
safety/health violations. The U.S. Department of Labor’s Occupational Safety and 
Health Administration (OSHA) has cited Pride Plating Inc. with alleged willful, repeat 
and serious violations following an inspection at the company’s facility in Grove, 
Oklahoma. Proposed penalties total $209,000. OSHA’s Oklahoma City Area Office 
began its investigation March 4 at the company’s facility on East Highway 10. A 
willful violation citation was issued for failure to perform periodic monitoring after 
initial monitoring indicated workers were exposed to chromium VI in excess of 
OSHA’s permissible exposure limit. OSHA defines a willful violation as one 
committed with intentional disregard of, or plain indifference to, requirements of the 
Occupational Safety and Health Act. A citation for 10 repeat violations was issued for 
failure to provide safe walking surfaces, provide personal protective equipment for 
workers exposed to chromium, prevent workers from being overexposed to chromium 
VI, and properly train workers who have been exposed to chromium, caustics and 
corrosives used in the facility. A repeat citation is issued when an employer previously 
has been cited for a substantially similar condition and the citation has become a final 
order. A serious citation noting three violations was issued for failure to provide 
adequate washing facilities for workers exposed to chromium VI, and failure to prohibit 
tobacco products in chromium-regulated areas. A serious violation means there is 
substantial probability that death or serious physical harm could result from a hazard 
about which the employer knew or should have known. 
Source: 
http://www.reliableplant.com/article.aspx?articleid=19939&pagetitle=OSHA+fines+Pri
de+Plating+$209K+for+safety/health+violations 

8. September 10, Auto Evolution – (International) Volvo recalls 26,000 cars worldwide 
due to faulty software. Swedish carmaker Volvo on September 10 announced that it is 
recalling 26,000 cars worldwide because of a glitch spotted in the software that might 
cause serious engine problems. It affects 2008-2010 models of the S80, V70, XC60, 
XC70 and S80L (sold only in China), equipped with T6 six-cylinder turbocharged 
engine. The software malfunction concerns an electronic module that prevents the 
engine from starting or stops it after 100 meters. As expected, owners of the 
aforementioned models are informed by the Swedish manufacturer through a letter that 
asks them to bring the cars to dealers and install a software update. Approximately 

http://www.reliableplant.com/article.aspx?articleid=19939&pagetitle=OSHA+fines+Pride+Plating+$209K+for+safety/health+violations
http://www.reliableplant.com/article.aspx?articleid=19939&pagetitle=OSHA+fines+Pride+Plating+$209K+for+safety/health+violations
http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-038.i.html
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12,000 vehicles are in the United States, just-auto.com wrote. A similar recall was 
announced by Volvo in June, but it only concerned 2008 and 2009 S80, V70 and 
XC70. “The engine cooling fan may stop working due to a software programming error 
in the fan control module (FCM),” NHTSA wrote in the advisory. “Depending on 
driving conditions, the customer may experience reduced air conditioning performance 
and/or rapid increase in engine coolant temperature,” it added. “The situation may 
result in loss of cooling system function and engine failure. The driver may not have 
sufficient time to react to the warning lights or the text message in the instrument panel, 
increasing the risk of a crash.” 
Source: http://www.autoevolution.com/news/volvo-recalls-26000-cars-worldwide-due-
to-faulty-software-10772.html 

9. September 10, BusinessWeek – (International) Glock pistol used by police raised 
safety issues. Internal company documents reviewed by BusinessWeek reveal that in 
the late 1990s, Glock employees in the United States expressed concern about the safe 
performance of the Glock 22, a model commonly used by American police officers. 
Glock’s former top executive in the United States says in an interview that, overall, the 
company’s pistols are as safe as comparable handguns — and more durable. “The one 
problem,” he says, “was [the Glock] would go off sometimes when it wasn’t supposed 
to.” Another problem that surfaced in the 1990s and persisted for years thereafter was 
occasional jamming, he says. In 1998 he and other Glock officials in the United States 
discovered guns that failed to fire properly. “These malfunctions were very difficult to 
clear and could not be cleared with the normal ‘tap, rack’ drill,” stated a February 12, 
1998 memo from American employees to the Glock founder and owner entitled 
“Performance of G 22s.” “Law enforcement officers see this type of stoppage as a 
serious failure and one which has life-threatening implications,” the memo added. “If 
these were received by the FBI or DEA [both Glock customers], they would 
immediately suspend the contract and demand a retest or other action.” The memo 
described tests on eight sample guns that were fired more than 2,000 times in all. “In 
particular, we are concerned with the difference in the poor test results in the U.S., 
compared with the better results achieved in Austria,” the memo told the Glock founder 
and owner. The company manufactures parts in Austria and assembles guns for the 
American market at a plant outside Atlanta. Glock’s former top executive in the United 
States disputed the contention by company executives in Austria that the 
malfunctioning pistols needed a “breaking-in period,” after which they would work 
properly. The Glock general counsel said: “Each pistol undergoes numerous quality 
control checks throughout the manufacturing and assembly process...Additionally, the 
firearms industry is highly regulated in the United States (and internationally), and 
Glock fully complies with all rules and regulations with respect to every aspect of 
Glock’s business, including sales.” 
Source: http://www.businessweek.com/magazine/content/09_38/b4147038111680.htm 

[Return to top]  

Defense Industrial Base Sector 

http://www.businessweek.com/magazine/content/09_38/b4147038111680.htm
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10. September 10, Macon Sun – (Georgia) Feds call Pyrotechnic site in Byron a public 
health threat. The federal Environmental Protection Agency (EPA) on September 9 
issued an order against Pyrotechnic Specialties Inc. (PSI) in Byron, stating that “an 
imminent and substantial endangerment to health and the environment exists at the 
facility.” An EPA spokeswoman said there is an imminent threat of another explosion 
at the factory that makes munitions, fuses, flares and other devices. An explosion there 
in August 2006 destroyed one of its buildings, created a 500-foot mushroom cloud and 
sent shock waves for 15 miles. The blast happened in the middle of the night, and no 
one was injured. The chief executive officer of PSI said that “there is no immediate 
threat. There is no danger. That’s an exaggeration.” He said the company’s only 
continuing problem is a dozen barrels of material that have been stored longer than the 
law permits. He said the company has been working to transport them to a disposal 
facility but is awaiting approval from the Georgia Department of Transportation. The 
EPA’s order is based mostly on April and May inspections of PSI. The order describes 
hazardous and reactive waste being stored in containers that were leaking, rusting and 
bulging. Reactive hazardous waste was being stored in garbage bags, ammunition 
boxes and other containers of up to 55 gallons. “These conditions ... are potentially 
dangerous and could cause another major explosion,” the order states. “In the event of 
an explosion, toxic gases and fumes could be generated in a quantity sufficient to 
present danger to the neighboring residents,” about 630 people who live within a mile 
of the factory. 
Source: http://www.macon.com/197/story/838699.html 

11. September 10, Defense News – (National) U.S. Navy: No risk from bad 
welds. Defective welding procedures discovered at Northrop Grumman’s Newport 
News Shipbuilding in late 2007 pose no significant danger to sailors or submarines, a 
recently completed U.S. Navy review of the situation concluded. “The Navy conducted 
a 16-month in-depth review of the shipbuilders’ findings and is satisfied that our people 
and platforms are not at risk due to this issue,” the Naval Sea Systems Command 
(NAVSEA) said. “Both Northrop Grumman Shipbuilding and General Dynamics 
Electric Boat have conducted exhaustive analysis and testing that demonstrates: the low 
probability of improper welds occurring aboard submarines; that improper welds are 
unlikely to fail during the ship’s operational life; and that should a weld fail it would 
leak but not break, thereby alerting the crew in time to address the issue before the weld 
degraded further.” The problems were first reported in mid-November 2007, when the 
Navy discovered welding process weaknesses associated with some of the non-nuclear 
piping welds made on Virginia-class submarines at Newport News. According to the 
Navy, “the failures during testing were caused by trace amounts of copper alloy weld 
filler material incorrectly welded into corrosion resistant steel (CRES) socket-welded 
joints. The copper alloy weld filler in CRES piping joints could potentially lead to 
premature cracking of the joints, which could result in leaks.” The shipbuilders and the 
Navy concluded that, while additional improper welds are possible, contaminated 
welds would likely not show any signs of failure during a submarine’s operational life 
and if they did, the pipe would leak rather than fail. The Navy completed its assessment 
of Northrop’s inspection report and revised procedures on August 7, a source said, but 
took more than a month to release the statement because of the need for multiple 

http://www.macon.com/197/story/838699.html
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internal departments to provide their approval. 
Source: http://www.defensenews.com/story.php?i=4271439&c=AME&s=SEA 

[Return to top]  

Banking and Finance Sector 

12. September 10, U.S. Government Accountability Office – (National) Fannie Mae and 
Freddie Mac: analysis of options for revising the housing enterprises’ long-term 
structures. Fannie Mae and Freddie Mac have a mixed record in meeting their housing 
mission objectives, and both capital and risk management deficiencies have 
compromised their safety and soundness as follows: (1) The enterprises’ secondary 
market activities are credited with helping create a liquid national mortgage market, 
lowering mortgage rates somewhat, and standardizing mortgage underwriting 
processes. However, their capacity to support housing finance during periods of 
economic stress has not been established, and they only have been able to do so during 
the current recession with substantial financial assistance from Treasury and the 
Federal Reserve. (2)There is limited evidence that a program established in 1992 that 
required the enterprises to meet annual goals for purchasing mortgages serving targeted 
groups materially benefited such groups. (3) The enterprises’ structures (for-profit 
corporations with government sponsorship) undermined market discipline and provided 
them with incentives to engage in potentially profitable business practices that were 
risky and not necessarily supportive of their public missions. For example, the 
enterprises’ retained mortgage portfolios are complex to manage and expose them to 
losses resulting from changes in interest rates. Further, the enterprises’ substantial 
investments in assets collateralized by subprime and other questionable mortgages in 
recent years generated losses that likely precipitated the conservatorship. 
Source: http://www.gao.gov/products/GAO-09-782 

13. September 10, U.S. Department of Justice – (National) Former global director of 
security for Stanford Financial Group indicted for obstructing a federal 
investigation. A former global director of security at the Fort Lauderdale, Florida 
office of Stanford Financial Group (SFG) has been charged on September 10 in a three-
count superseding indictment with conspiracy to obstruct a U.S. Securities and 
Exchange Commission (SEC) proceeding and to destroy documents in a federal 
investigation; obstruction of a proceeding before the SEC; and destruction of records in 
a federal investigation. The initial indictment in the case was unsealed by the U.S. 
District Court for the Southern District of Florida on June 19, 2009 and charged a 
former global security specialist at the Fort Lauderdale SFG office with one count of 
destruction of records in a federal investigation. According to court documents, SFG, 
headquartered in Houston, was the parent company of numerous affiliated financial 
services entities, including the Stanford International Bank Ltd. (SIBL). According to 
the superseding indictment, SIBL, an offshore SFG bank affiliate located in St. John’s, 
Antigua, allegedly lured U.S. investors to buy into its certificates of deposit (CDs) by 
touting high investment returns not available through domestic banks. SIBL is alleged 
to have misrepresented that it held $8 billion in client funds that had been invested 

http://www.gao.gov/products/GAO-09-782
http://www.defensenews.com/story.php?i=4271439&c=AME&s=SEA
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primarily in its CDs. The SEC filed a complaint in the U.S. District Court for the 
Northern District of Texas against SIBL and its affiliated entities on February 16, 2009, 
in which it alleged that the SIBL CD program was the mechanism by which the 
principals of SIBL orchestrated a “massive, ongoing fraud.” Also on February 16, 
2009, a receiver was appointed to assume exclusive control of all SFG-related entities 
in order to protect SIBL assets from potential waste and depletion by SIBL’s principals. 
The U.S. District Court for the Northern District of Texas additionally issued an order 
instructing that all SFG and SIBL employees preserve all company documents and 
records, protecting them from destruction. 
Source: http://www.usdoj.gov/opa/pr/2009/September/09-crm-947.html 

14. September 10, Californian – (California) Two Monterey men charged in $100 
million fraud. A federal grand jury has indicted two Monterey men on charges of 
conspiracy to commit mail and wire fraud, mail fraud, wire fraud and securities fraud, 
according to the U.S. Attorney and Monterey County District Attorney’s offices. The 
pair were indicted Tuesday, but the indictment remained under seal until one of the 
men surrendered to authorities in San Jose earlier Thursday. One remains a fugitive. 
The indictment accuses the two of defrauding investors in Cedar Funding, a Monterey-
based “hard money” lender, in connection with investments in loans purportedly 
secured by deeds of trust and in a fund that invested in those same loans. According to 
the court document, Cedar Funding had more than 1,000 investors and the loss to those 
investors could exceed $100 million. The indictment further alleges that the men 
defrauded investors in fractional interests in loans secured by deeds of trusts, and in 
Cedar Funding Mortgage Fund, LLC, by making materially false statements, failing to 
disclose material facts, and creating a materially deceptive and misleading scheme, plan 
and artifice to defraud. The indictment alleges in part that through, among other things, 
documents provided to investors, advertisements, interest payments and verbal 
communications, the two created the false and misleading appearance that the 
investors’ funds were invested in sound, secured real estate loans, which offered high 
returns and safety of principal. In truth, by in or about 2004 and increasingly thereafter, 
most of the loans were not performing, and the investors’ funds were not secure. 
Source: 
http://www.thecalifornian.com/article/20090910/NEWS01/90910029/1002/Two+Mont
erey+men+charged+in++100+million+fraud 

[Return to top]  

Transportation Sector 

15. September 11, WGME 13 Portland – (Maine) Suspicious powder found at 
Jetport. Transportation Security Administration officials evacuated part of the Portland 
International Jetport on September 10 after a suspicious white powder was found inside 
the baggage claim area. Hazmat teams tested the powder and found it was not toxic. It 
is not clear what the powder was, but after tests done inside the airport, fire officials 
said the area was safe to re-open.  
Source: 

http://www.thecalifornian.com/article/20090910/NEWS01/90910029/1002/Two+Monterey+men+charged+in++100+million+fraud
http://www.thecalifornian.com/article/20090910/NEWS01/90910029/1002/Two+Monterey+men+charged+in++100+million+fraud
http://www.usdoj.gov/opa/pr/2009/September/09-crm-947.html
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http://www.myfoxmaine.com/dpp/news/maine/20090911_Suspicious_Powder_Found_
at_Jetport 

16. September 11, Industry Headline News – (Texas) TSU aviation school under 
investigation by FAA. The Federal Aviation Administration (FAA) is investigating a 
complaint that raises serious questions about the validity of Texas Southern 
University’s (TSU) School of Aviation, according to officials familiar with the case. 
The FAA received the complaint last week that alleges TSU has violated federal 
guidelines by hiring aviation instructors who lack proper licensing. “We’re not getting 
what we’re paying for,” said a TSU aviation student who also flies for a commercial 
airline. “We’ve got unqualified people claiming to provide a quality instruction, but 
they’re not certified to provide a quality instruction.” Specifically, the complaint claims 
teachers are providing ground and flight instructions, even though the FAA only 
licenses them as private pilots and not flight instructors. Some certified flight 
instructors think the allegations, if proven true, could leave graduating students with 
worthless degrees.” Texas Southern released a statement to the media. “Texas Southern 
University is investigating [the] allegations... However, the courses being taught lead to 
degrees in aviation science management and aviation computer science and are not 
leading to FAA certifications. Therefore, these courses do not require FAA certified 
instructors or FAA approval. The college is reviewing its curriculum to possibly add 
FAA certification programs in the future, which would require FAA approval and 
certified instructors.” 
Source: http://www.charterx.com/resources/article.aspx?id=4972 

17. September 10, Progressive Railroading – (National) Amtrak, TSA conduct Northeast 
Corridor security exercise. On Thursday, law enforcement officers from Amtrak, the 
Transportation Security Administration (TSA) and more than 100 federal, state, local, 
railroad and transit police agencies patrolled 150 stations in the Northeast Corridor as 
part of an expanded counter-terrorism and incident response exercise. During an 
Operation ALERTS (Allied Law Enforcement for Rail and Transit Security) event, 
officers heighten station patrols, increase security presence on-board trains, and 
perform explosives detection canine sweeps and random passenger bag inspections at 
unannounced locations. The exercise involved stations in 13 states and Washington, 
D.C. “Operation ALERTS will enhance the readiness and communication capabilities 
of hundreds of police and security officials stationed in some of the heaviest rail 
passenger areas along the Northeast Corridor,” said an Amtrak Police Chief in a 
prepared statement. Amtrak and TSA plan to conduct similar ALERTS exercises along 
the Northeast Corridor and in other parts of the U.S. rail system. The parties will 
review the exercise to help evaluate effective tactics for preventing and responding to 
threats or incidents within the rail system. 
Source: http://www.progressiverailroading.com/news/article.asp?id=21410 

18. September 10, CNN – (International) Mexican police chief cites airport security 
lapse in hijacking. Mexican security screeners should have spotted the bomb-like 
device a hijacking suspect carried onto the commercial airliner he allegedly 
commandeered a short while later, the head of the nation’s public safety agency said 

http://www.charterx.com/resources/article.aspx?id=4972
http://www.progressiverailroading.com/news/article.asp?id=21410
http://www.myfoxmaine.com/dpp/news/maine/20090911_Suspicious_Powder_Found_at_Jetport
http://www.myfoxmaine.com/dpp/news/maine/20090911_Suspicious_Powder_Found_at_Jetport
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Thursday. Military personnel surrounded the hijacked Aeromexico jet after it landed 
Wednesday in Mexico City. The suspect told reporters at a news conference after his 
arrest he did not have a bomb, just colored lights attached to a can. Mexico’s public 
safety secretary said Thursday that screeners at the Cancun airport should have detected 
the device. “What he brought as a suitcase had to have been reviewed by X-rays and, 
without a doubt, it is something that should have been detected and detained because it 
had cables, it had a type of digital clock that made it look like an illegal device,” the 
secretary said. “Without a doubt, there was a failure to detect.” Investigators will 
reconstruct the route the suspect’s suitcase took at the Cancun airport, according to the 
state-run Notimex news agency. 
Source: 
http://www.cnn.com/2009/WORLD/americas/09/10/mexico.hijacking/index.html 

For more stories, see items 1, 3, 4, and 42  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

19. September 10, Shawangunk Journal – (New York) New York State declared 
“agricultural disaster”. The Federal Government has declared most of New York 
State an “agricultural disaster” area, a designation that includes the entire ridge area of 
Ulster, Sullivan, and Orange Counties. Intense May storms started the negative 
trajectory followed by summer temperatures, which never really got hot enough for 
many crops, hovered at a point significantly lower than the average for this time of year 
causing the blight. What this means for area farmers is that those who qualify will be 
given access to low-interest, emergency loans. A technician with the Middletown office 
of the U.S. Department of Agriculture’s (USDA) Farm Service Agency said, the 
emergency program will allow farmers to borrow up to 100 percent of production costs 
or physical loss, with a maximum of $500,000 that can be repaid over one to seven 
years, and can be extended for up to 20 years in extreme cases. 
Source: http://www.shawangunkjournal.com/2009/09/10/news/0909100.html 

[Return to top]  

Water Sector 

20. September 10, Caller-Times – (Texas) Wastewater overflows near treatment 
plant. Heavy rains caused more than 250,000 gallons of wastewater to overflow 
Thursday near the Oso Treatment Plant on Nile Drive in Corpus Christi, Texas. The 
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overflow came from a manhole on a 36-inch wastewater line near a ditch going to the 
bridge under Ennis Joslin Road, according to a city news release. City officials said the 
situation is under control and that the Texas Commission for Environmental Quality 
has been notified. No further details were available. 
Source: http://www.caller.com/news/2009/sep/10/wastewater-overflows-near-
treatment-plant/ 

21. September 10, Los Angles Times – (California) L.A. City Council to closely monitor 
city’s aging water system. Los Angeles City Council members said Wednesday that 
they intend to more closely monitor upgrades to the city’s aging, leaky water system 
after burst pipes in the San Fernando Valley inundated one neighborhood and caused a 
sinkhole in another that nearly swallowed a firetruck. “Most folks recognize this as a 
wake-up call,” said a city councilman who represents the Studio City and Valley 
Village neighborhoods where the burst lines created havoc, chewing up pavement and 
flooding homes and businesses. Officials with the Department of Water and Power 
(DWP) say they do not think the incidents are connected. The burst pipe in Studio City 
was a trunk line installed in 1914; the sinkhole in Valley Village stemmed from a 
rupture to a 6-inch service line built in 1969 that should have been good for several 
more decades. DWP officials defended their program, saying they intend to replace at 
least 32 miles of trunk line in the next few years. They have switched out nine miles in 
the last five years, they said. To pay for that and other repairs, the City Council last 
year authorized rate increases of about $2 per month per customer.  
Source: http://www.latimes.com/news/local/la-me-water-main10-
2009sep10,0,1010651.story 

22. September 10, United States Environmental Protection Agency – (Alaska) Teck 
Alaska, Inc., assessed $120,000 EPA penalty for water violations at Red Dog Mine 
and Port site. Teck Alaska, Inc., owner and operator of the Red Dog lead and zinc 
mine near Kotzebue, Alaska, has agreed to pay a $120,000 civil penalty issued by the 
U.S. Environmental Protection Agency (EPA) for alleged Clean Water Act violations. 
The settlement includes a Consent Agreement and Final Order (CAFO) signed by Teck 
Alaska, Inc., which resolves National Pollutant Discharge Elimination System 
(NPDES) permit violations and unpermitted discharges at the Company’s mine and 
port sites. Case documents illustrate violations that include the failure to collect 
representative samples of the effluent discharged, exceedances of the facility’s NPDES 
permit’s effluent limits, and discharges of unpermitted wastewater to the tundra near 
the Port. According to the director of EPA’s Office of Compliance and Enforcement in 
Seattle, strictly complying with the Clean Water Act is a critically important part of any 
responsible mining operation. The CAFO is effective immediately and the $120,000 
penalty payment is due in full within 30 days of September 4, 2009. By agreeing to and 
signing the Order, the Company neither admits nor denies the factual allegations set 
forth in the document. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/F196A5569E6349748525762D007AC08E 
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23. September 8, KXXV 25 Waco – (Texas) Killeen restaurant grease ruins water plant 
equipment. Killeen, Texas restaurants are dumping waste into sewers with 
concentrations of grease way over the limit stated in the city’s ordinance. Such 
pollution has caused clogging of equipment at a local water treatment plant, and 
repairing that will cost $893,000. The water treatment plant located on Chaparral Road 
started running only two years ago, but officials soon discovered the diffusers were not 
working effectively. So beginning in January, samples of liquid dumped from 
restaurants were tested, and results showed levels of grease hundreds of times over the 
legal limit. Restaurant waste is now being tested weekly. A Killeen ordinance states 
that concentrations of oil and grease dumped into sewers cannot exceed 100 mg/L. But 
a list of about 30 local restaurants shows that not one meets that requirement. The water 
district runs the treatment plants for the city of Killeen, so the city would need to help 
supply the money to repair the damage. But the water district will feel the 
consequences if their operations can no longer manage to sanitize the water being put 
back into places like Nolan Creek. Fines could reach a maximum of $10,000 per day. 
Killeen’s city council decided on Tuesday to go forward with plans to repair the 
equipment but have not yet decided how to fund it. 
Source: http://www.kxxv.com/Global/story.asp?S=11094823 

[Return to top]  

Public Health and Healthcare Sector 

24. September 11, San Francisco Examiner – (California) Morgue evacuated after body 
emits chemical odor. The San Mateo County morgue was evacuated Friday after a 
body undergoing an autopsy began to release a strong chemical odor, a county health 
system spokeswoman said. The incident was reported shortly before 11 a.m. at the San 
Mateo Medical Center at 222 W. 39th Ave in San Mateo, where the county’s morgue is 
located, a fire dispatcher said. The body was that of a patient who had died at Kaiser 
Permanente Medical Center in Redwood City and was transferred to the morgue, a San 
Mateo County Health System spokeswoman said. When the body was opened up, it 
was discovered that the patient appeared to have ingested acetone, a colorless, 
flammable liquid, the spokeswoman said. Three staff members in the morgue were 
affected by the odor, and the office was evacuated. The three staff members were 
treated by medical staff at scene and are fine, the spokeswoman said. No other areas of 
the medical center were evacuated. Fire officials were still airing out the morgue as of 
1:15 p.m., the San Mateo Fire Chief said. 
Source: http://www.sfexaminer.com/local/Morgue-evacuated-after-body-emits-
chemical-odor-58631957.html 

25. September 10, Santa Barbara and Goleta Noozhawk – (California) Employees 
evacuated after chemical spill in Cottage Hospital lab. An area adjacent to Santa 
Barbara Cottage Hospital on Pueblo Street was cordoned off and employees were 
evacuated after a hazardous materials spill Thursday evening in the hospital’s 
Pathology Lab. The Santa Barbara City Fire Department’s hazmat team responded to 
the hospital about 6:27 p.m. after a plant manager called 9-1-1. Lab employees told fire 
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officials that about 3 gallons of the chemical Formalin, a corrosive and flammable 
solution used as a disinfectant or preservative, had spilled onto the floor while being 
moved. Exposure to the chemical can cause skin, eye and inhalation irritation. No 
injuries had been reported Thursday night. Fifteen to 20 lab employees were kept out of 
the lab while a cleanup crew neutralized the spill. 
Source: 
http://www.noozhawk.com/local_news/article/091009_employees_evacuated_after_ch
emical_spill_in_cottage_hospital_lab/ 

26. September 10, CNN – (International) Study: Single dose of H1N1 flu vaccine may 
suffice for adults. A single low dose of H1N1 vaccine may be enough to protect adults 
from the flu virus that has been spreading around the world, new data shows. 
Researchers in Australia said they tested the H1N1 vaccine in 240 people ages 18 to 64. 
Half were given a dose of 15 micrograms while the others were given 30 micrograms. 
After 21 days, blood samples showed that most participants had an immune response of 
1 to 40 titers or more, the researchers said. Having an immune response of 1 to 40 titers 
is one of the criteria for the Food and Drug Administration to approve a flu vaccine, 
according to a doctor for the National Vaccine Program, who was not involved with the 
study, which was published in the New England Journal of Medicine on September 10. 
The researchers report that the 15 milligram dose of the H1N1 vaccine has mild to 
moderate vaccine-associated reactions, similar to what they see when the seasonal flu 
vaccine is given.  The National Institutes of Health scientists also have been conducting 
clinical trials on the H1N1 vaccine in several sites across the country. “The NIH-
sponsored clinical trial corroborates and confirms the exciting data by the Australians 
published in the New England Journal of Medicine” said the director of the National 
Institute of Allergy and Infectious Diseases at the NIH. “In fact the NIH studies ... 
show that a single dose of unadjuvanted vaccine induces a robust immune response in 
healthy adults.”  
Source: http://www.cnn.com/2009/HEALTH/09/10/h1n1.vaccine/index.html 

[Return to top]  

Government Facilities Sector 

27. September 11, Sante Fe New Mexican – (New Mexico) ‘Malware’ infiltrates state 
computer: FBI, forensics firm investigating intrusion. The FBI is helping 
investigate the release of “malware” onto a state employee’s desktop computer and a 
Department of Health server, a state spokeswoman said. The Department of 
Information Technology spokeswoman said Thursday that she did not know what kind 
of link an employee “unknowingly” clicked while at work, or whether the link was on a 
Web site or in an e-mail. Malware, short for malicious software, is software that tries to 
infiltrate a computer for information. “We have no evidence that any client or personal 
information has been compromised,” the spokeswoman said. “Activity was confined to 
the (Department of Health) network, and did not affect any other state agencies,” she 
said. But she also said the state is paying a forensics firm $29,000 to “determine the 
extent of the intrusion.” The spokeswoman said she could not say what kind of 
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information on the employee’s computer might have been of interest to the originators 
of the malware. The affected server has been quarantined, and its address has been 
blocked from transmitting information to or from the state network, she said. A source 
familiar with the situation said “many important logins and passwords were 
compromised” in the incident, but the spokeswoman said, “To my knowledge, there 
wasn’t.” In cases where the FBI assists another government agency, it defers to that 
agency’s spokesperson, an FBI representative said. 
Source: http://www.tmcnet.com/usubmit/2009/09/11/4365440.htm 

28. September 11, Yale Daily News – (Connecticut) Police arrest gunman; Ex-employee 
may have been targeting HR office. A retired Yale employee carrying a gun and 
ammunition was arrested on the edge of campus Thursday, and University officials 
believe he may have been targeting the nearby Human Resources office. The gunman 
was spotted Thursday morning in a parking lot at 191 Whitney Ave., which is not Yale 
property but is on the same block as the HR office at 221 Whitney Ave. A University 
staff member called the Yale Police Department from a blue phone to report a person 
with a suspicious package at 9:02 a.m., and officers responded within one minute. The 
suspect was armed with an unloaded gun and ammunition, the University vice president 
and secretary said. The suspect, a physical plant employee who retired in 2002, was 
charged with breach of peace, threatening, carrying a dangerous weapon, carrying a 
weapon in a motor vehicle and driving with a suspended license. He is being held at the 
New Haven Police Department on Union Avenue and will be arraigned Friday in 
Superior Court. 
Source: http://www.yaledailynews.com/news/university-news/2009/09/11/police-
arrest-gunman-ex-employee-may-have2/ 

29. September 10, Associated Press – (District of Columbia) Armed man arrested during 
Obama address. U.S. Capitol Police have arrested a Virginia man they say tried to 
drive into a secure area near the Capitol with a shotgun and rifle in his car as the U.S. 
President gave his health care address to Congress. The 28 year-old suspect, from Falls 
Church, Virginia, was arrested around 8 p.m. Wednesday and charged with two counts 
of possession of an unregistered firearm and one count of unlawful possession of 
ammunition. Each carries a possible one-year jail sentence and $1,000 fine. The 
suspect’s intentions were unclear, said a police spokeswoman, but the U.S. Attorney’s 
Office in Washington decided against prosecuting him on more serious charges, said a 
spokesman. The spokesman said the suspect approached a security checkpoint near the 
Cannon House Office Building in a four-door Honda Civic and told officers he wanted 
to park. People who want to drive into the area must have a permit and have their 
vehicles searched. The timing of the request raised an officer’s suspicion, the 
spokesman said, and the suspect consented to a vehicle search. A shotgun, rifle and 500 
rounds of ammunition were found in the suspect’s trunk, said a spokeswoman for the 
District of Columbia mayor’s office. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hY_n6B4SFGWIzcSE8cKLnjr
xoLNwD9AKN7UO3 
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Emergency Services Sector 
 
See item 9  
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Information Technology Sector 

30. September 1, The Register – (International) Apple unloads 47 fixes for iPhones, Macs 
and QuickTime. Apple has issued fixes for more than 47 security bugs in the Mac, 
iPhone and QuickTime media player, some that allowed attackers to take complete 
control of the underlying device. The patches, which were released over a 24-hour 
period starting Wednesday, fix critical vulnerabilities in a variety software made both 
by Apple and third parties. OS X components included Alias Manager, CarbonCore, 
ClamAV, ColorSync, and CoreGraphics and Adobe Flash. The updates were available 
for both the Tiger and Leopard versions of the OS. An update for the iPhone patched 
holes in CoreAudio, WebKit and MobileMail, among other things. A third update fixed 
four vulnerabilities in QuickTime, some of which allowed attackers to hijack a machine 
by tricking users into opening specially manipulated H.264 and MPEG-4 files. For the 
most part, Snow Leopard, Apple’s latest and greatest version of Mac OS X, was left out 
of the security patch. It received a single fix that updated Flash to the latest, most 
secure, version. As previously reported, the new OS shipped with a version of the 
media player that left users susceptible to attack. Snow Leopard was also updated to fix 
a host of non-security issues, including a vexing problem that prevented some users 
from being able to use the Mac’s automatic feature for adding printers. 
Source: http://www.theregister.co.uk/2009/09/11/apple_security_updates/ 

31. September 11, Sydney Morning Herald – (International) Rudd hackers escalate 
threats against .gov.au websites. The hackers who brought down the Australian prime 
minister’s website the week of September 7 have already outlined their plans for round 
two, signaling a marked escalation in their attacks. A new message posted on their 
website, which has been used to rally supporters of their anti-internet filtering hacking 
campaign, outlines plans to attempt to break into back-end government systems rather 
than simply knocking government websites offline by flooding them with traffic. A 
security consultant said: “It won’t take them long to get to a more dangerous and 
annoying skill level, which enables them to perform more successful and damaging 
attacks on the .gov.au domain space. Hope the Government has been performing their 
own penetration testing of their systems.” The hackers, who say they belong to a group 
called Anonymous, are now taking their attempts further underground after zone-h.org 
Thursday revealed embarrassing chat discussions between them, which occurred while 
they were carrying out the attacks on pm.gov.au on September 9. The logs also showed 
that their main aim was to achieve publicity for their campaign against the 
communications minister’s internet censorship policy. The September 9 attacks are 
known as distributed denial of service (DDoS) attacks and involved them flooding 
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government sites including pm.gov.au with traffic. However, now the hackers have 
signaled an attempt to move beyond DDoS and to start attacking government back-end 
systems in an effort to retrieve data such as usernames and passwords. This could be 
achieved by using a method called “SQL injection”, which exploits security 
vulnerabilities in websites’ databases. On September 10, a spokeswoman for the 
Attorney-General’s Department said the Cyber Security Operations Center in the 
Defense Signals Directorate was providing IT security advisers in each of the targeted 
Australian government agencies to assist with monitoring and responding to the threats. 
Source: http://www.smh.com.au/technology/security/rudd-hackers-escalate-threats-
against-govau-websites-20090911-fk2x.html 

32. September 11, The Register – (International) Scareware scumbags exploit 
9/11. Fraudsters have set up websites supposedly containing info about September 11 
but actually geared towards running fake anti-virus (scareware) scams. Net security 
firm Sophos reports a number of “9/11-related” webpages that actually host malicious 
code are using search engine manipulation techniques to boost their rankings on 
Google. “The websites we’ve seen point unsuspecting users to a fairly bog-standard 
fake anti-virus page,” explained a senior technology consultant at Sophos. Visitors to 
the malicious web pages, whether they are using a Mac or a PC, are confronted with a 
list of viruses that have supposedly infected their system and invited to try out fake 
security software of little or no utility. “Some of the search results we have seen 
contain content related to a woman who claimed to have been in the Twin Towers on 
September 11 but was later exposed as a fraud,” the consultant added. The ruse joins a 
growing list of incidents whereby unscrupulous cybercrooks latch onto interest in 
tragedies, natural disasters and other news events to distribute junk. 
Source: http://www.theregister.co.uk/2009/09/11/9_11_scareware/ 

33. September 11, Washington Post – (International) Clamping down on the ‘Clampi’ 
Trojan. Finding the notorious Clampi banking Trojan on a computer inside a network 
is a little like spotting a single termite crawling into a crack in the wall: Chances are, 
the unwelcome little intruder is part of a much larger infestation. At least, that is the 
story told by two businesses which recently discovered Clampi infections, 
compromises that handed organized cyber gangs the access they needed to steal tens of 
thousands of dollars. In early August, attackers used Clampi to swipe the online 
banking credentials assigned to the Sand Springs Oklahoma School District. The 
thieves then submitted a series of bogus payroll payments, totaling more than $150,000, 
to accomplices they had hired throughout the United States. The Sand Springs 
superintendent said the district has since been able to get about half of those transfers 
reversed, while the district’s bank graciously covered the rest of the loss. Initially, the 
superintendent said, suspicion fell on one school computer on which the Clampi Trojan 
was indeed found. But a forensic investigation later revealed that a large number of 
other systems on the board’s network also were sickened with Clampi. “It was all over 
the whole office complex,” the superintendent said. “Unfortunately, like most schools, 
we need about three times the number of people in our IT department than we have 
now.” Clampi is known for its stealth and sophistication: Indeed, a noted computer 
security researcher for Atlanta-based SecureWorks recently published a paper calling it 
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“one of the largest and most professional thieving operations on the Internet.” Less 
well-known, however, is its ability to spread. Unlike computer viruses and worms, 
most Trojans cannot spread on their own. Technically, Clampi can not either, but it 
often downloads a legitimate Microsoft remote control utility called PsExec, which it 
uses to seek out new hosts on a compromised network. Clampi also struck multiple 
computers at a dermatologist’s office in Michigan in August. The company’s owner 
asked Security Fix not to publish his name or that of his company, so as not to frighten 
existing and future patients about the security of their health data. 
Source: 
http://voices.washingtonpost.com/securityfix/2009/09/clamping_down_on_clampi.html 

34. September 10, Network World – (International) The Internet is now like the Wild 
West: IBM consultant. ”The Internet has finally taken on the characteristics of the 
Wild West where no one is to be trusted,” said the senior security consultant and 
regional X-Force expert for IBM Internet security systems, IBM ASEAN. He was 
referring to the results of the tech giant’s X-Force 2009 Mid-Year Trend and Risk 
Report. The report found that there has been a 508 percent increase in the number of 
new malicious Web links discovered in the first half of this year. This problem is no 
longer limited to malicious domains or untrusted websites. The report notes an increase 
in malicious content on trusted sites, including popular search engines, blogs, bulletin 
boards, personal websites, online magazines and mainstream news sites. “Safe 
browsing does not exist in today’s cyberspace; neither is it only the red light district 
sites, such as gambling and pornographic sites, that are responsible for malware,” he 
added. “Search engines and social media websites like blogs and bulletins are also top 
categories of websites compromised now. We’ve reached a point where every website 
should be viewed as suspicious and every user is at risk. The threat convergence of the 
Web ecosystem is creating a perfect storm of criminal activity.” Web security is no 
longer just a browser or client-side issue; criminals are leveraging insecure Web 
applications to target the users of legitimate websites. The X-Force report found a 
significant rise in Web application attacks with the intent to steal and manipulate data 
and take command and control of infected computers. On taking responsibility, the 
researcher points to application developers, not the operating system or Web server 
vendors, for allowing their codes to be easily compromised. “Web application 
developers are not doing the necessary pre-release code checks,” he said. 
Source: http://www.networkworld.com/news/2009/091009-the-internet-is-now-
like.html 

35. September 10, USA Today – (International) Security experts warn of possible worm 
hitting Vista. A group of top security analysts and researchers say the latest Windows 
security hole, for which there is no patch, leaves hundreds of millions of Windows 
Vista PCs wide open for infection by a Conficker-like Internet worm. Security experts 
did not express much concern about Conficker when it first began to spread 
sporadically last fall, taking advantage of a similar unpatched vulnerability in Windows 
XP computers. At its peak, Conficker searched out and infected some 10 million 
Windows XP machines worldwide. Conficker continues to spread on its own and 
currently infects about 5 million Windows XP computers. This time around, the debate 
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in security circles about how damaging this Vista flaw could turn out to be is heating 
up much quicker. “The likelihood of hackers launching a worm is great,” says a 
Shavlik researcher. “Any flaw that can be spread without user interaction is a gold 
mine.” Conficker turned out to be so pervasive partly because it targeted a fresh flaw in 
Windows XP, which runs 65 percent of the Microsoft PCs in use. By contrast, Vista, 
introduced two years ago, runs on just 30 percent of PCs, according to this InfoWorld 
report. From a security perspective, that is a good thing. “Overall, fewer users are 
vulnerable,” says a Purewire researcher. Still, the Shavlik researcher estimates that 
there are one billion personal computers in use. That means there is something north of 
200 million Vistas PCs connected to the Internet and available as targets. That is plenty 
of incentive for today’s top-tier botnet controllers, who get rich amassing hundreds of 
thousands of infected PCs and using them to spread spam, steal data and perform other 
lucrative criminal activities. 
Source: http://blogs.usatoday.com/technologylive/2009/09/security-experts-warn-of-
possible-worm-hitting-vista.html 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

36. September 11, Open PR – (International) Survey shows that companies are not 
properly protected against connection loss. A recent survey found that 80 percent of 
business users were concern about loss of productivity if their company network 
connection went down and 56 percent said that they currently had no method of 
secondary connection. The new research found that the internet connections and wide 
area networks of enterprises in the United Kingdom could be at risk of serious 
downtime if a secondary connectivity system was not implemented as a method of 
protection. Out of the 110 IT executives that participated in the survey the number 
admitting that in the last 12 month their company had experienced some form of 
network outage can to 51 percent. It was indicated that at least 57 percent of outages 
that affect the primary network links could have been avoided if the company had 
invested in a secondary link of some sort to avoid these kinds of problems, according to 
the research, which looked at companies that either supported remote workers or 
needed to connect to multiple locations. The managing Director of CI-net, which is a 
fully managed hosting, wide area networks, and internet service provider, took part in 
the conducting of the survey and he advised “56 per cent of those we polled said they 
didn’t have any secondary systems to maintain connectivity if there was a problem. 
This is all the more surprising because most organisations are aware that an outage that 
disrupts connectivity between offices or disables network access for remote workers 
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could seriously hamper their operations. In the same survey, business continuity was 
actually the most frequently quoted priority that IT executives highlighted for their 
networks over the next twelve months. It rated higher than cost cutting as a priority – 
which indicates how important staying connected is for many organisations.” 
Source: http://www.broadband-expert.co.uk/blog/broadband-news/survey-shows-that-
companies-are-not-properly-protected-against-connection-loss/774276 

37. September 11, Mitchell Daily Republic – (South Dakota) Second complaint filed over 
cut cable. A second official complaint has been filed with the state Public Utilities 
Commission over the South Dakota Network communications cable that was severed 
August 26 outside the State Library in Pierre. Internet and e-mail services were 
interrupted for several hours to about half of the school districts in South Dakota and to 
government offices in the Sioux Falls area while the cable was repaired. The latest 
complaint is against Sharpe Enterprises of Fort Pierre. The previous one was against 
Larry’s Electric of Pierre. Both were filed by a representative of South Dakota Network 
LLC in Sioux Falls. The representative alleges there was a call-before-dig violation by 
one of the two contractors, who were working on the State Library remodeling project. 
The initial complaint claimed that Larry’s Electric checked with the South Dakota One-
Call office but started work before any of the utility lines were marked. The 
representative has now amended that version of events. He now says the one-call 
permit issued to Larry’s Electric for the work had expired, while Sharpe Enterprises 
had obtained a onecall permit that hadn’t become valid yet. Either way, he alleges, the 
underground lines were not marked before digging began.  
Source: http://www.mitchellrepublic.com/event/article/id/36816/ 
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Commercial Facilities Sector 

38. September 11, WLBT 3 Richland – (Mississippi) Hattiesburg Wal-Mart, Sam’s Club 
evacuated. A suspicious item was found between the Hwy 98 Walmart and Sam’s 
Club in Hattiesburg Thursday, causing both stores to be evacuted for a few hours. A 
large five-gallon bucket with wires hanging from it sparked the concern. Authorities 
called in a bomb squad from Biloxi to take x-ray pictures and examine the bucket. The 
bucket contained a homemade boom box speaker with wires coming out the top. 
Shoppers were allowed to go back in shortly after 5 p.m.  
Source: http://www.wlbt.com/Global/story.asp?S=11108604 

39. September 11, Central Florida News 13 – (Florida) Agencies tight-lipped about 
terrorist scare at speedway. Law enforcement officials have confirmed that suspects 
on a terror watch list were involved in a suspicious incident last year at the Daytona 
International Speedway and that it was during one of the busiest weeks of the racing 
season. Much of the information remains secretive, despite the fact the incident 
happened July 2008 when NASCAR races at the speedway were about to get 
underway. It is information the FBI, Florida Department of Law Enforcement and 
Florida Highway Patrol said remains as an open investigation and therefore cannot 
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reveal even minor details. The only law enforcement agency willing to share details 
about the incident that happened before the Coke Zero 400 in 2008 was the Daytona 
Beach Police Department. “Florida Highway Patrol saw a suspicious vehicle with four 
gentlemen taking pictures of the speedway. Now normally that wouldn’t be an issue but 
they were taking pictures as they were driving past the track,” said a deputy police 
chief. He added that when the gentlemen were asked to hand over the camera to see 
what pictures they had taken, they responded they were not taking pictures. The men 
were released after questioning. However, sources told News 13 the names of the men 
turned up on a terror watch list, and that a memory card contained pictures of the 
speedway. 
Source: 
http://www.cfnews13.com/News/Local/2009/9/10/agencies_tightlipped_about_terrorist
_scare_at_speedway.html 

40. September 10, Jackson NJ Online – (New Jersey) Medical waste found on County 
beaches. Medical waste was found on a Toms River Township Beach and Island Beach 
State Park early on September 4. Six syringes were found between Silver Beach and 
Chadwick Beach and seven syringes were found at the bathing beach at Island Beach 
State Park during the routine beach clean-up. At both sites, beaches were examined for 
additional debris, cleaned and raked. There was nothing additional found. 
Environmental Inspectors from the Ocean County Health Department will continue 
their surveillance of the beaches. The Ocean County Health Department (OCHD) 
notified the New Jersey Department of Environmental Protection (DEP) of their 
findings after inspections of the beaches were conducted. The Ocean County Health 
Department Public Information Officer said, “The DEP informed us that they will be 
conducting some low-altitude fly-overs for additional surveillance.” 
Source: http://www.jacksonnjonline.com/2009/09/10/medical-waste-found-on-county-
beaches/ 

41. September 10, Fort Worth Star-Telegram – (Texas) Officials: ‘Suspicious device’ at 
Arlington apartment was fake bomb. A maintenance man cleaning up a vacant north 
Arlington apartment found a fake bomb in the downstairs unit, police said. Fire 
officials declined to describe the specifics of the contraption but an Arlington assistant 
fire marshal did say, “Whoever left the device definitely made it to look like an 
explosive device.” Shortly after noon, bomb disposal technicians wearing green 
protective gear could be seen entering a building at the Wood Creek Apartments, near 
the intersection of North Collins Street and Green Oaks Boulevard. A water cannon 
that shoots out a stream of water was used destroy the device inside of the apartment, 
fire officials said. The entire apartment building, which contains 16 units, was 
evacuated shortly after noon. Residents were allowed to return before 4 p.m. The 
assistant fire marshal said fire investigators are trying to determine why and who left 
the device in the apartment. 
Source: http://www.star-telegram.com/local_news/story/1603204.html 
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National Monuments and Icons Sector 

42. September 10, Tribeca Trib – (New York) Four-year rehab of Brooklyn Bridge to 
begin in December. A four-year rehabilitation of the Brooklyn Bridge could begin in 
as early as December, city transportation officials said earlier the week of September 7. 
The landmark 126-year-old bridge is in dire need of repair, according to the city’s 
Department of Transportation (DOT). Its concrete roadway is cracked and worn. Its 
approaches and off-ramps are far too narrow to accommodate the 145,000 vehicles 
using the bridge each day, and much of the metalwork on the bridge — the anchorages, 
joints and railings — needs to be replaced and painted. “If we don’t do something 
about it soon, it’s going to have some huge problems,” an engineer working on the 
project stated. When the work begins on December 1, the DOT will shut down the 
Manhattan-bound lanes of the bridge at night (from 11 p.m. to 6 a.m.) and on some 
weekends (from 12 a.m. to 7 a.m. on Saturdays and 9 a.m. on Sundays), diverting 
traffic over the Manhattan Bridge or through the Brooklyn-Battery tunnel. Traffic 
heading east over the bridge into Brooklyn will not be interrupted, and the pedestrian 
walkway will remain open during construction. Another daunting task included in the 
project will be repainting bridge’s iconic arches and steel suspension cables, which 
haven’t seen a drop of fresh paint in more than two decades. 
Source: http://www.tribecatrib.com/news/2009/september/349_four-year-rehab-of-
brooklyn-bridge-to-begin-in-december.html 
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Dams Sector 

43. September 11, KPLU 88.5 Tacoma – (Washington) King County declares “flood 
emergency” for Green River. King County, Washington is declaring a flood 
emergency in the Green River valley — even though no flood is imminent. The 
unprecedented action is meant to speed up preparations for a dangerous situation this 
winter. The interim King County executive says businesses and individuals should be 
making contingency plans. “We’re working with the cities, Red Cross, and others, to 
reach out to over 30,000 people and businesses in the valley, and unincorporated area 
below the dam, to tell them to get ready for the possible flood,” he says. Those cities 
include Renton, Auburn, Kent and Tukwila, and businesses such as Boeing and Puget 
Sound Energy. Power and gas lines are a major concern, because if the Green River 
levees are breached by even a small amount, it may force Puget Sound Energy to shut 
off power and gas to large areas of the valley, with only a few hours notice. The levees 
could be threatened because the Howard Hanson Dam on the Green River was 
damaged last winter. More than 800 people packed an auditorium in Auburn on 
Wednesday night to learn about the situation. By declaring an emergency before any 
disaster actually happens, King County can streamline the process to buy things like 
diesel generators, rent extra office space and repair levees. The county is also hoping to 
get federal government to reimburse some of those costs. 
Source: 
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http://www.publicbroadcasting.net/kplu/news.newsmain/article/1/0/1553206/KPLU.Lo
cal.News/King.County.Declares.’Flood.Emergency’.For.Green.River 

44. September 9, KTVX 4 Salt Lake City – (Utah) Canal overflows in Provo, damaging 
home. A canal overflowed in a Provo neighborhood on Wednesday, causing damage to 
at least one home and a trailer. A witness told ABC 4 News the canal broke near 2343 
North 1000 West in Provo. The water swept a trailer into a garage and driveway, 
breaking a wall. One foot of mud covered the driveway, but no one was hurt and no 
homes have been evacuated.  
Source: http://www.abc4.com/content/news/national/story/Canal-overflows-in-Provo-
damaging-home/ofInAgJ8UEq_Uy2qi74CBw.cspx 
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