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Top Stories 

 The San Gabriel Valley Tribune reports that a suspicious package, containing an 
unidentified, yellow powder, opened on September 3 at Western University of Health 
Sciences in Pomona, California left one student exposed and 30 other people quarantined 
for their protection as hazardous materials teams and the FBI investigated the possible 
attack. (See item 29) 

 KING 5 Seattle reports that the group Earth Liberation Front is claiming responsibility for 
toppling two radio station towers owned by station KRKO in Snohomish County, 
Washington early the morning of September 4. The FBI says it has found no indication that 
any other groups are involved. (See item 39) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. September 4, Loveland Connection – (Colorado) Another tanker spills in Poudre 
River. A second loaded tanker in as many weeks crashed the morning of September 3 

http://www.dhs.gov/
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into the Poudre River, spilling an estimated 5,000 gallons of liquid asphalt and about 
200 gallons of diesel fuel into the water, officials said. The truck was headed west on 
Colorado Highway 14 up the Poudre Canyon about 9:30 a.m. when it failed to make an 
S-turn near mile marker 117 and crashed through a barrier and down an embankment 
into the river. The crash ruptured the insulated steel tank holding the asphalt and one of 
the truck’s fuel tanks. The crash came the same day the EPA and other officials were 
preparing to declare complete the cleanup from a similar August 25 crash. The 
Colorado State Patrol cited the truck driver for careless driving following the second 
crash. A state patrol sergeant said the driver, who was driving the truck for Transtank 
of Greeley, was driving too fast through the curve with his load of 312-degree liquid 
asphalt, even if he was obeying the posted speed limit. On August 25, a loaded asphalt 
tanker owned by another company crashed into the Poudre several miles upriver. The 
driver of that truck also was cited for careless driving. 
Source: http://www.coloradoan.com/article/20090904/LOVELAND01/90904002 

2. September 3, Woonsocket Call – (Rhode Island) Power failure stalls Call. A massive 
power outage left several downtown Woonsocket, Rhode Island, businesses without 
electricity on September 3, causing employees of a local newspaper to evacuate their 
building. Approximately 3,000 National Grid customers in Woonsocket and North 
Smithfield lost electrical power Wednesday evening shortly after 9 p.m. “We had two 
transformers fail underground,” said a spokesperson for National Grid. “As a result of 
that, a cable was severely damaged.” National Grid employees worked throughout the 
night into September 3 to replace those two underground transformers and cable in the 
Main Street area. The work was expected to last throughout the day and into September 
4. National Grid was able to switch the majority of its 3,000 customers to another feed, 
returning power to most of those residences and businesses by Wednesday evening and 
early Thursday morning. 
Source: http://www.woonsocketcall.com/content/view/102343/1/ 

[Return to top]  

Chemical Industry Sector 

3. September 4, Pensacola News Journal – (Florida) Train engines jump track. Traffic 
on Airport Boulevard was snarled Thursday morning by a stalled train after its two 
engines jumped the track in central Pensacola. No one was injured. The engines on the 
111-car train jumped the tracks about 5:35 a.m. as the train approached CSX’s 
Goulding Yard on Sycamore Street. The train was hauling potentially dangerous 
chemicals such as anhydrous ammonia, but no cargo units left the track and nothing 
was spilled. The train had been en route to Pensacola from Birmingham, Alabama. “It 
had arrived at Pensacola and was pulling into the yard there when the locomotives at 
the front of the train derailed. The wheels just came off the tracks, and that stopped the 
train, obviously,” the spokesman said. 
Source: http://www.pnj.com/article/20090904/NEWS01/909040331/1006 

http://www.woonsocketcall.com/content/view/102343/1/
http://www.pnj.com/article/20090904/NEWS01/909040331/1006
http://www.coloradoan.com/article/20090904/LOVELAND01/90904002
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4. September 3, WNEM 5 Saginaw – (Michigan) Hazmat situation at Burton business 
contained. Hazmat crews were called to a chemical spill at Genesee Polymers 
Corporation near Dort Highway and Bristol Road. The spill happened just after 2 p.m. 
Thursday. Officials said the chemical spill caused a small fire, forcing the building to 
be evacuated. Police said no one was injured and the spill was cleaned up. It is 
unknown what type of chemical spilled, but the company’s Web site said it specializes 
in silicone fluids, waxes, and resins for chemical synthesis and manufacturing. 
Source: http://www.wnem.com/news/20710581/detail.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. September 2, Pottstown Mercury News – (Pennsylvania) Security officer falls ill on 
the job at nuclear plant. A security officer fell ill and became unconscious while 
working in a security tower at Exelon Nuclear’s Limerick Generating Station on 
September 1, according to a company spokeswoman. The security officer’s condition 
was not life-threatening, but he was removed from the tower by local emergency 
responders and taken to Pottstown Memorial Medical Center as a precautionary 
measure, said an Exelon Nuclear spokeswoman. Because of multiple layers of security 
at the plant, there was no impact to security during the incident, she said. No further 
details, including the victim’s name, were released. 
Source: http://www.pottsmerc.com/articles/2009/09/02/news/srv0000006279942.txt 

[Return to top]  

Critical Manufacturing Sector 

6. September 3, WTAE 4 Pittsburgh – (Pennsylvania) Explosion at U.S. Steel’s Pa. plant 
hurts two. Emergency officials said an explosion and a fire were reported at U.S. 
Steel’s Clairton, Pennsylvania Coke Works on September 3, and two people were 
injured. Sky 4 flew over a part of the Clairton Coke Works where flames were seen 
coming through the roof of one building at the plant along State Street. It is not clear 
what operations take place inside that building. Firefighters are tackling the flames 
inside the building. No external fire attack could be seen at the plant. The injured 
people have been taken away by ambulance, according to 911. A spokeswoman for 
U.S. Steel said she was working on a statement with details about the incident. The 
Clairton Works is the largest coke production facility in North America and employs 
about 1,500 people, according to the company’s Web site. 
Source: http://cms.firehouse.com/web/online/News/Explosion-at-US-Steels-Pa-Plant-
Hurts-Two/46$65273 

7. September 2, Mesothelioma News – (Kentucky) Former Kentucky manufacturing 
plant site cost $400k for asbestos removal. Over 2,400 tons of asbestos debris was 
removed from the former Deena Products manufacturing plant in Arlington, Kentucky. 
The electroplating factory manufactured lamp fixtures from 1949 until 1987. The 

http://www.wnem.com/news/20710581/detail.html
http://www.pottsmerc.com/articles/2009/09/02/news/srv0000006279942.txt
http://cms.firehouse.com/web/online/News/Explosion-at-US-Steels-Pa-Plant-Hurts-Two/46$65273
http://cms.firehouse.com/web/online/News/Explosion-at-US-Steels-Pa-Plant-Hurts-Two/46$65273
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asbestos abatement project cost $400,000 and was completed by Chase Environmental 
as emergency work under a contract from the Energy and Environment Cabinet’s 
Division of Waste Management to prevent further asbestos contamination. Now that 
the asbestos debris has been removed, thousands of tons of other debris still remain. 
Disposal of the remaining debris is the responsibility of the property owner. The 
asbestos contamination was discovered when parts of the factory were being torn down. 
The asbestos removal was paid for by the Kentucky Hazardous Waste Management 
Fund. 
Source: http://www.mesotheliomanews.com/2009/09/02/400k-for-asbestos-removal/ 

8. September 2, Just-Auto.com – (National) VW recall to fix DSG 
gearboxes. Volkswagen Group of America is recalling about 43,000 VW and 10,000 
Audi models to repair faulty Direct Shift Gearboxes (DSG). The 2007-2009 models are 
the Volkswagen R32, Jetta, Jetta SportWagen, GTI, Eos, Audi A3 and TT. VW said 
some customers had reported “transmission performance issues under certain driving 
conditions” due to a faulty component inside the Mechatronic unit. The U.S. unit will 
repair or replace components at no cost to owners or reimburse those who have had the 
fault repaired at their own expense. VWGoA said the transmission recall was not 
related to an announcement on August 20 that it was replacing a faulty temperature 
sensor in a separate and smaller group of vehicles. This addresses a potential for the 
sensor to cause the transmission to shift into neutral while the vehicle is being driven. 
VW said it would extend new vehicle limited warranty to cover affected DSG 
transmissions for 10 years or 100,000-miles. 
Source: http://www.just-auto.com/article.aspx?id=100949 

[Return to top]  

Defense Industrial Base Sector 

9. September 3, Reuters – (International) Explosions in Serb ammunition factory kill 
six. Four explosions at an ammunition factory in western Serbia killed six people and 
wounded at least eight on September 3, a police official said. Police, firefighters, and 
the military sealed off the area around the Prvi Partizan ammunition factory in the town 
of Uzice, some 100 miles west of the capital Belgrade, said the deputy interior minister. 
Prvi Partizan is Serbia’s largest ammunition factory. It produces military and hunting 
ammunition as well as gun powder and explosives. Firefighters had “doused the fires 
and there is no danger of more explosions.” He did not elaborate about the causes of the 
blast pending the end of the initial investigation. Serbian defense industries have 
stepped up production in past two years, mainly exporting to Iraq, Libya, the United 
States, and Myanmar. The total value of export deals in 2008 exceeded $600 million. 
Source: http://www.reuters.com/article/latestCrisis/idUSL3216278 

10. September 3, Defense News – (Virginia) U.S. sub delayed by bad bolt 
problem. Commissioning ceremonies for the new nuclear-powered attack submarine 
New Mexico have been delayed until next year while Northrop Grumman shipbuilders 
work to fix construction problems in the vessel’s torpedo room, the U.S. Navy said 

http://www.just-auto.com/article.aspx?id=100949
http://www.reuters.com/article/latestCrisis/idUSL3216278
http://www.mesotheliomanews.com/2009/09/02/400k-for-asbestos-removal/
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September 3. The Navy’s Virginia-class submarine program manager said Northrop 
Grumman’s Newport News, Virginia, shipyard and the Naval Sea Systems Command 
continue to investigate the problem, which so far has been found on four submarines. 
One of the submarines, the North Carolina, already is in service, but is undergoing a 
shipyard period at the General Dynamics Electric Boat shipyard in Groton, 
Connecticut. Two other submarines with the problem, the Missouri and California, are 
in various stages of construction. Another in-service submarine, the New Hampshire, 
apparently escaped the problem. “The most immediate concern based on schedule was 
the New Mexico,” the program manager said. The ship is about 99 percent complete, he 
said, and had been scheduled to be delivered to the Navy on September 30. The 
commissioning ceremony had been scheduled for November 21 at Norfolk, Virginia. 
But Northrop Grumman and the Navy estimate about five weeks of work will be 
required to fix the problems on the New Mexico, and the new target delivery date of 
November 13 did not provide enough margin to ensure the ship would be ready by the 
21st. 
Source: http://www.defensenews.com/story.php?i=4264402&c=AME&s=SEA 

[Return to top]  

Banking and Finance Sector 
 
See item 15  

 
[Return to top]  

Transportation Sector 

11. September 4, Associated Press – (National) Plastic bags are only onboard bathroom, 
pilots say. Pilots for a Florida air cargo company claim their job is a nightmare that 
includes no sick pay, shrinking wages and no place to use the bathroom on flights but a 
plastic bag. Sixty-two pilots and flight engineers for Fort Lauderdale-based Amerijet 
International Inc. went on strike on Aug. 27. Among their demands is flushable toilets 
on board. Their union has been trying to negotiate a new contract the past five years. 
The privately owned company has 550 U.S.-based employees, but it’s not clear how 
many pilots that includes. Workers say they are working under dangerous conditions. 
They said their days can last 18 hours, with only small periods between shifts, and that 
they suffer hefty financial penalties for calling in sick. A Federal Aviation 
Administration spokeswoman said there were no federal requirements for airlines to 
provide working restrooms. “It’s hard to believe it’s happening in 2009,” said the 
director of the Teamsters Airline Division. “It sounds more like the 1930s.” 
Source: 
http://hosted.ap.org/dynamic/stories/U/US_AMERIJET_STRIKE?SITE=NYONE&SE
CTION=HOME&TEMPLATE=DEFAULT 

12. September 4, WSOC 9 Charlotte – (North Carolina) Charlotte-Douglas airport gets 
upgraded security equipment. At Charlotte-Douglas International Airport, carry-on 

http://hosted.ap.org/dynamic/stories/U/US_AMERIJET_STRIKE?SITE=NYONE&SECTION=HOME&TEMPLATE=DEFAULT
http://hosted.ap.org/dynamic/stories/U/US_AMERIJET_STRIKE?SITE=NYONE&SECTION=HOME&TEMPLATE=DEFAULT
http://www.defensenews.com/story.php?i=4264402&c=AME&s=SEA
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bags are now getting a much closer look. The Transportation Safety Administration 
said it is now installed advanced technology X-ray machines at every airport 
checkpoint. The machines may not look different to passengers, but security officers 
said there is a significant difference. “The images will appear more quickly. The TSA 
will be able to identify weapons and prohibited items much more quickly and, we 
think, with a greater accuracy rate,” said the Charlotte TSA director. That means fewer 
passengers delays from being pulled aside to have their carry-on bags checked by hand. 
Explosive detection equipment could be paid for with stimulus funds, allowing the 
airport to scan all checked bags much like a CAT scan and then more accurately hand-
search any bags that raise questions. 
Source: http://www.wsoctv.com/news/20707119/detail.html 

13. September 3, Associated Press – (New Jersey; New York) Overhead wire damage 
stalls NJ Transit riders. NJ Transit rail riders faced troubles on the Northeast Corridor 
and North Jersey Coast Line Thursday morning. All trains heading into New York City 
were forced to bypass Elizabeth and North Elizabeth stations because of overhead wire 
damage. A NJ Transit spokesman said the delays of 20 to 30 minutes were caused on 
both lines because only two of the four tracks are open. 
Source: 
http://www.philly.com/philly/wires/ap/news/state/new_jersey/20090903_ap_overhead
wiredamagestallingnjtransitriders.html 

14. September 3, 106.9 KCBS San Francisco – (California) Bay Bridge shut down for 
construction. As planned, the San Francisco-Oakland Bay Bridge was shut down to 
traffic at 8 p.m. Thursday so crews can do seismic retrofit work on the span. The bridge 
will remain closed over the Labor Day weekend and reopen by Tuesday morning at 
5am. Crews will be replacing a double-deck section of the roadway that is nearly 300 
feet long. The shutdown will also feature several other side projects, including 
changing light bulbs, smoothing asphalt, mending emergency call boxes and foghorns 
and other repair work. The closure is expected to cause headaches for commuters, 
although there will be plenty of alternatives. And businesses in San Francisco are 
offering discounts this weekend in an effort to counter the financial impact of the Bay 
Bridge closure. 
Source: http://www.kcbs.com/Bay-Bridge-Set-to-Close/5146815 

15. September 3, Daytona Beach News-Journal – (Florida) 11-year-old faces felony 
charge for bomb threats. An 11-year-old DeBary middle school student was charged 
with a felony on September 2 after threatening to blow up a student who was mean to 
him, sheriff’s deputies said. The boy also threatened to bomb a bank and his school, 
River Springs Middle School, a sheriff’s report states. He was charged with making a 
false report about planting a bomb or explosive device and disruption of a school 
function, a sheriff’s spokesman said. The boy was released to his mother. Other 
students on the school bus, who had been at a bus stop earlier with the boy, said they 
overheard him talking about how he had a stick of dynamite and liquid equivalent to 26 
sticks of dynamite in his backpack and said he was going to blow up a fellow student 
with whom he was angry, a report of the incident states. The bus driver heard of the 

http://www.philly.com/philly/wires/ap/news/state/new_jersey/20090903_ap_overheadwiredamagestallingnjtransitriders.html
http://www.philly.com/philly/wires/ap/news/state/new_jersey/20090903_ap_overheadwiredamagestallingnjtransitriders.html
http://www.kcbs.com/Bay-Bridge-Set-to-Close/5146815
http://www.wsoctv.com/news/20707119/detail.html
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threats, stopped the bus at South Shell Road and Monroe Avenue at 8:24 a.m., and 
called authorities. More than 50 students were transferred to another bus and taken to 
school. Deputies searched the boy’s backpack and the bus for explosives and 
discovered the boy had made up the tale, the sheriff’s spokesman said. 
Source: http://www.news-
journalonline.com/NewsJournalOnline/News/Local/newWEST05090309.htm 

16. September 3, WAPT 16 Jackson – (Mississippi) Sheriff: Girl brought gun on bus 
because she was picked on. A 14-year-old who is accused of threatening students on a 
Yazoo County school bus told the sheriff’s department that she did so because she was 
being picked on. The incident occurred the morning of September 1 and was recorded 
by a surveillance camera mounted in the school bus. The video showed the girl taking 
the gun from a backpack, loading it and then walking up and down the aisle of the bus, 
sometimes pointing the gun at students. The video showed the bus driver pulling the 
bus over and calling the girl to the front to ask her what is going on. The girl can be 
heard on surveillance video telling the bus driver that she was being picked on. “You 
better shut up,” the girl is heard telling the students. Many of the students started to run 
out of the bus, which is when a Yazoo County High School football player stepped into 
action, police said. “Put the gun down,” he is heard screaming on the surveillance 
video. He is then shown on the video tackling and then wrestling the gun away from the 
girl. No one was injured. 
Source: http://www.wapt.com/cnn-news/20710717/detail.html 

For more stories, see items 1 and 3  
 
[Return to top]  

Postal and Shipping Sector 

17. September 3, WHP 21 York – (National) York post office hazmat. CBS 21 News has 
learned that the package that forced the evacuation of a York County, Pennsylvania, 
post office was sent from Chicago. CBS 21 News broke the story last week after the 
package began leaking hazardous liquids. That forced evacuations of the office along 
with a near-by school and local businesses. Investigators say they are deciding if 
anyone should be charged. 
Source: http://www.whptv.com/news/local/story/York-Post-Office-
HazMat/D8RNJC73nkCksOWzZ2c0Qw.cspx 

[Return to top]  

Agriculture and Food Sector 

18. September 3, Associated Press – (National) USDA mulls new food safety rules for 
spinach. Federal food safety officials plan to hold public hearings about a proposal that 
backers say will help keep bacteria-tainted spinach and lettuce from reaching grocery 
shelves. The U.S. Department of Agriculture wants to gauge public support for an 

http://www.wapt.com/cnn-news/20710717/detail.html
http://www.whptv.com/news/local/story/York-Post-Office-HazMat/D8RNJC73nkCksOWzZ2c0Qw.cspx
http://www.whptv.com/news/local/story/York-Post-Office-HazMat/D8RNJC73nkCksOWzZ2c0Qw.cspx
http://www.news-journalonline.com/NewsJournalOnline/News/Local/newWEST05090309.htm
http://www.news-journalonline.com/NewsJournalOnline/News/Local/newWEST05090309.htm
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industry proposal that would enforce standards for producing, handling and inspecting 
leafy greens nationwide. The proposed voluntary guidelines are an attempt to prevent 
another disaster like the massive E. coli outbreak in spinach in 2006. That outbreak 
killed three people, sickened 200 and cost the industry $80 million in lost sales. Some 
consumers groups have criticized the plan. They say it includes some elements that 
could force smaller growers out of business. 
Source: http://www.msnbc.msn.com/id/32681436/ns/health-food_safety/ 

19. September 3, KRCG 13 Columbia/Jefferson City – (Missouri) Tyson food plant 
employees arrested for tampering with food processing. Pettis County authorities 
have arrested two employees at the Tyson foods plant near Sedalia for allegedly putting 
gloves into the processing line. Company managers said no products were 
contaminated because quality control employees noticed the gloves before they made it 
to the processor. Two women face misdemeanor charges of tampering with food 
products, according to the Sedalia Democrat. The Pettis County Sheriff’s office said 
both women placed chicken into white cotton gloves and put them on the conveyor belt 
for processing. Had the gloves been processed with the ground chicken it could have 
cost the company somewhere between $35,000 to $90,000 in lost products, not 
including equipment damage. 
Source: http://www.connectmidmissouri.com/news/story.aspx?id=345920 

20. September 3, Albany Times Union – (National) Snakeheads threaten state 
waters. New York State is taking a second pass to eradicate a sharped-tooth invasive 
Asian predatory fish. Aquatic poison applied last summer failed to kill all of the 
northern snakehead, an air-breathing fish native to China, Russia and Korea, the State 
Department of Environmental Conservation (DEC) said. Two of the fish were recently 
found by DEC near a remote small dam on the Catlin Creek, which feeds the lake. 
Another round of poisoning is now planned for October. First discovered in Maryland 
in 2002, snakeheads have spread to New York, Massachusetts, California, Virginia, 
New York, and Lake Michigan at Chicago, according to the U.S. Fish and Wildlife 
Service. The only other infestation in New York state is confined in Queens, according 
to DEC. Capable of growing to at least three feet long and weighing 15 pounds, the fish 
have no natural predators in the United States and are voracious feeders using sharp 
teeth like that of a pike to capture prey. Adults prefer to eat other fish but will eat frogs, 
crustaceans and even small reptiles, birds, and mammals. Able to breathe air for up to 
four days, the torpedo-shaped fish also can spread from one water body to another by 
moving across the ground. Snakeheads are believed to have been introduced into 
American lakes and river by aquarium owners who dumped unwanted fish and people 
who released fish in hopes of creating a local food source, USFW said. USFW reports 
that live specimens have been confiscated by authorities in Alabama, California, 
Florida, Texas and Washington, all states where possession of these fish is illegal. 
Source: 
http://www.timesunion.com/AspStories/story.asp?storyID=837876&category=REGIO
N 

http://www.connectmidmissouri.com/news/story.aspx?id=345920
http://www.timesunion.com/AspStories/story.asp?storyID=837876&category=REGION
http://www.timesunion.com/AspStories/story.asp?storyID=837876&category=REGION
http://www.msnbc.msn.com/id/32681436/ns/health-food_safety/
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21. September 2, Queens City News – (Montana) Feds certify Montana as brucellosis-
free. Montana’s governor received a Certificate of Brucellosis Class Free Status for the 
state on Tuesday morning from the U.S. Department of Agriculture. Montana lost its 
brucellosis-free status last year after the disease was detected in two separate herds near 
Yellowstone National Park, but the USDA’s Animal and Plant Health Inspection 
Service announced in July that the class-free status would be restored. The state’s status 
regarding brucellosis is critical to the livestock industry because it dictates whether and 
how far cattle can be transported for sale. Concerns remain about the presence of 
brucellosis in wild bison and elk herds in Yellowstone and surrounding areas, although 
there are no documented cases of transmission between bison and domesticated cattle. 
Source: 
http://www.queencitynews.com/modules.php?op=modload&name=News&file=article
&sid=10492&mode=flat&order=0&thold=0 

[Return to top]  

Water Sector 

22. September 4, Manitowoc Herald Times Reporter – (Wisconsin) Water system shock 
causes more frequent main breaks. Manitowoc, Wisconsin Public Utilities officials 
said that their water mains — and customers — have been doing some extra rumbling 
this summer. Although the numbers will not be available until the end of the year, the 
MPU water department manager said added pressure on the water system has caused 
some extra main breaks. Washington Street and Memorial Drive, for example, have 
spent some extra time underwater, and customers have spent a little more time without 
water. The pipes were subjected to change this summer when a new water tower was 
installed on the north side and the Reed Avenue water tower was drained for painting. 
The company installed water pressure release valves in some areas to absorb the extra 
shock on the system, but those valves did not do as well as MPU had hoped. The 
system should be stabilized now, the manager said said, as both of the water towers are 
in operation. That should reduce some of the shock on the system and return water 
pressure levels to normal.  
Source: 
http://www.htrnews.com/article/20090904/MAN0101/909040454/1358/MAN01/Shock
s-cause-more-main-breaks 

23. September 3, Flint Journal – (Michigan) Vandalism apparently caused Flint sewage 
spill. The city of Flint, Michigan says vandalism appears to be behind a 14,000-gallon 
sewage spill into Swartz Creek Monday. A spokeswoman for the mayor said that city 
utility officials believe a person or persons took off a manhole cover from the area and 
dropped four large chunks of asphalt in. The asphalt plugged the city sewer, resulting in 
spills of 10,000 gallons of raw sewage on the ground and 4,000 more into Swartz 
Creek, according to a report by the city to the Michigan Department of Environmental 
Quality. He said the relatively small amount of asphalt in the sewer led officials to 
believe it was not dumped by a construction company looking to dispose of waste. 
Police are not investigating the incident. 

http://www.queencitynews.com/modules.php?op=modload&name=News&file=article&sid=10492&mode=flat&order=0&thold=0
http://www.queencitynews.com/modules.php?op=modload&name=News&file=article&sid=10492&mode=flat&order=0&thold=0
http://www.htrnews.com/article/20090904/MAN0101/909040454/1358/MAN01/Shocks-cause-more-main-breaks
http://www.htrnews.com/article/20090904/MAN0101/909040454/1358/MAN01/Shocks-cause-more-main-breaks
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Source: 
http://www.mlive.com/news/flint/index.ssf/2009/09/vandalism_apparently_caused_fl.h
tml 

For another story, see item 1  
 
[Return to top]  

Public Health and Healthcare Sector 

24. September 4, Associated Press – (Florida) Laptop missing from Pensacola Naval 
Hospital. Officials at Pensacola Naval Hospital are warning patients to monitor their 
financial records after a computer went missing. Hospital officials reported that the 
computer had personal information on 38,000 patients who used the hospital’s 
pharmacy in the past year. The laptop did not contain patient medical records, but it had 
disability ratings and spouse information for some patients. The hospital’s commander 
says there is no evidence the information has fallen into malicious hands and may have 
been disposed of. Still, officials began sending notification letters Wednesday to all the 
patients who have been affected. The letters will be mailed out over several days. The 
laptop disappeared last month. 
Source: 
http://www.navytimes.com/news/2009/09/ap_navy_laptop_pensacola_hospital_090409
w/ 

25. September 4, Associated Press – (Indiana) Blast shuts orthopedics plant, burns 
worker. The building at a northern Indiana orthopedics manufacturer was kept closed 
the day after an explosion and fire severely burned a worker. Zimmer Inc. said on 
September 4 that a worker was in critical but stable condition at a Fort Wayne hospital. 
The 28-year company employee was injured in the fire on September 3 at the Zimmer 
facility in Warsaw. Two other workers were treated for injuries but were not 
hospitalized. A company spokesman said investigators had not yet determined what 
caused the fire. He said crews would be working over the weekend to clean up the 
building where the fire happened. The plant employs about 1,500 and makes implants 
for hip, knee and shoulder replacements. 
Source: 
http://www.indystar.com/article/20090904/NEWS/909040398/Blast+at+orthopedic+pla
nt+injures+3 

26. September 3, Washington Post – (National) Many colleges reporting swine flu. More 
than half of the nation’s colleges and universities tracking swine flu cases are reporting 
infected students, with more than 1,600 cases within the first weeks of classes, a 
medical group said Wednesday. The American College Health Association, in the first 
of what will be weekly reports on swine flu activity, said 55 percent of 165 institutions 
surveyed counted a total of 1,640 cases as of the week of August 22-28. So far, one 
student has been hospitalized and no deaths have been reported, the group said. The 
165 institutions represent more than 2 million students. Unlike the seasonal flu, which 

http://www.navytimes.com/news/2009/09/ap_navy_laptop_pensacola_hospital_090409w/
http://www.navytimes.com/news/2009/09/ap_navy_laptop_pensacola_hospital_090409w/
http://www.indystar.com/article/20090904/NEWS/909040398/Blast+at+orthopedic+plant+injures+3
http://www.indystar.com/article/20090904/NEWS/909040398/Blast+at+orthopedic+plant+injures+3
http://www.mlive.com/news/flint/index.ssf/2009/09/vandalism_apparently_caused_fl.html
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tends to strike the elderly, the swine flu, also known as H1N1, more commonly affects 
children and young adults. The virus causes relatively mild illness in most of those 
infected, but because it is new, most people have no immunity against it. As a result, 
officials said many more people could get the flu this year. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/09/02/AR2009090202818.html 

[Return to top]  

Government Facilities Sector 

27. September 3, KSWT 13 Yuma – (Arizona) 9 Peoria students feel ill after chemical 
spill. Nine elementary school students in Peoria reported having trouble breathing after 
a small formaldehyde spill Thursday morning. A Peoria fire spokesman said the 
students were treated at the nurse’s office at Oasis Elementary and that none had to be 
taken to the hospital. The spill occurred when a small jar containing the formaldehyde 
and a snake fell from a cabinet in the science room. None of the students had contact 
with the fluid, however nine children complained of headaches and nausea. The school 
has contacted parents about the incident. 
Source: http://www.kswt.com/Global/story.asp?S=11042433&nav=menu613_2_6 

28. September 3, KENS 5 San Antonio – (Texas) Northeast-side elementary school 
evacuated after bomb threat. A bomb threat lead to the evacuation of an elementary 
school on the northeast side of San Antonio Thursday morning. Students and staff at 
Windcrest Elementary School were directed to leave the building after a staff member 
discovered what appeared to be a bomb threat on the school’s answering machine. The 
bomb squad searched every room, every hallway and every closet, but found nothing. 
No bomb was discovered. Students were allowed back in the building at around 11:00 
a.m. Investigators say they have a good idea of who is behind the threat. They say the 
suspect’s motivation for making the threat appears to stem from a family dispute, and 
possibly a custody battle. That suspect has not been arrested yet, but police say she is 
being watched. The school district said it will have extra police officers on campus for 
the next few days while the situation gets sorted out. Wednesday the school issued a 
criminal trespassing warning to a woman. Investigators would not confirm if she is the 
same woman they believe made the bomb threat. 
Source: 
http://www.kens5.com/news/stories/KENS20090903_Windcrest_ElemThreat.143f9aba
d.html 

29. September 3, San Gabriel Valley Tribune – (California) 30 quarantined due to 
suspicious powder in Pomona. A suspicious package, containing an unidentified, 
yellow powder, opened on September 3 at a college in Pomona left one student exposed 
and 30 other people quarantined for their protection as hazardous materials teams and 
the FBI investigated the possible attack. A “possible anthrax in an envelope” call was 
reported at 2:07 p.m. to the Student Services office at Western University of Health 
Sciences, 309 E. Second St., said an inspector with the Los Angeles County Fire 

http://www.kswt.com/Global/story.asp?S=11042433&nav=menu613_2_6
http://www.kens5.com/news/stories/KENS20090903_Windcrest_ElemThreat.143f9abad.html
http://www.kens5.com/news/stories/KENS20090903_Windcrest_ElemThreat.143f9abad.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/09/02/AR2009090202818.html
http://www.washingtonpost.com/wp-dyn/content/article/2009/09/02/AR2009090202818.html
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Department. “One student was exposed but is showing no symptoms at this time,” the 
inspector said. “And 30 other people have been quarantined to defend them from an 
exposure.” 
Source: http://www.sgvtribune.com/news/ci_13263881 

30. September 2, Associated Press – (Alaska) Small diesel spill found in state building. A 
boiler malfunction is blamed for a spill of about 11 gallons of diesel fuel at the state-
owned Court Plaza Building in Juneau. State officials say the Wednesday spill was 
limited to the stairwell wall and adjacent areas of the eight-story building. Trace 
amounts of diesel also were found in the stairwell down to the second floor. Crews are 
airing out the building and removing contaminated material. About 120 people work in 
the building, and officials say most stayed in their offices. However, some moved 
within the building or to the Capitol and State Office Building. The state also 
implemented a liberal leave policy for those needing time off. Nine years ago, there 
was a 200-gallon fuel spill in the same building which resulted in significant 
contamination and a temporary closure. 
Source: http://www.ktuu.com/Global/story.asp?S=11037970 

For more stories, see items 15, 16, 26, and 41  
 
[Return to top]  

Emergency Services Sector 

31. September 4, Government Computer News – (National) Public safety communications 
still a work in progress, Chertoff says. Eight years after the terrorist attacks of 
September 11, there has been significant progress made toward improving first-
responder communications, but there is still a lot of distance to cover, a former 
Homeland Security Secretary told public safety officials September 4. Increased 
funding to state and local governments, advances in radio technology and the release of 
the Homeland Security Department’s National Emergency Communications Plan, 
which outlines a strategy to improve public safety communications throughout the 
nation, have all contributed to more effective communications among various 
jurisdictions, he said. However, he expressed disappointment that the issue of 
designating more radio spectrum for public safety use has not been resolved and that 
more jurisdictions have not adopted governance and a standardized language for law 
enforcement and public safety personnel across the country to describe events and 
incidents during an emergency. 
Source: http://gcn.com/articles/2009/09/03/chertoff-on-public-safety-
interoperability.aspx 

32. September 4, Los Angles Times – (California) False alarms compound the misery of 
L.A.’s wildfires. Nearly 200 people evacuated to the Crescenta Valley High School 
evacuation center when they received automated phone calls — known as reverse 911 
calls — warning them to get out of the path of the Station fire. However, most were in 
no danger. Sheriff’s officials had made a mistake when they entered the evacuation 

http://www.ktuu.com/Global/story.asp?S=11037970
http://gcn.com/articles/2009/09/03/chertoff-on-public-safety-interoperability.aspx
http://gcn.com/articles/2009/09/03/chertoff-on-public-safety-interoperability.aspx
http://www.sgvtribune.com/news/ci_13263881
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zone in the system. About two hours later, deputies arrived to explain the error. 
Communication between authorities and the public during the Station fire — the largest 
in Los Angeles County in modern history — has been such a problem that county 
supervisors ordered an investigation earlier this week. Residents in the fire zones have 
complained that information on government websites is out of date, emergency 
personnel give them conflicting instructions and media reports don’t tell them how 
close the fire is to their homes. On top of that, the county’s first effort to use its new 
$1.9-million reverse 911 system, launched in June, was hampered by human error. 
Reaching residents quickly, particularly those in remote areas, took on new urgency 
after the 2003 Cedar fire in San Diego County. That fire, which grew to more than 
280,000 acres, killed 12 people on its first night, overtaking two canyon communities 
before authorities could warn residents. The Alert L.A. County system, which covers 
both incorporated and unincorporated areas, allows officials to launch thousands of 
phone calls by drawing the targeted areas on a computerized map. 
Source: http://www.latimes.com/news/local/la-me-evacuate4-
2009sep04,0,3890773.story 

33. September 4, News Star – (Louisiana) Shots fired at Lincoln fire station. A Lincoln 
Parish fire station has at least four bullet holes in the walls. One bullet hit one of the 
station’s fire trucks. A Lincoln Parish sheriff said his department is investigating the 
incident. “We aren’t sure what happened,” he said on September 3. “We think this may 
have happened two days ago.” The driver said one bullet traveled all the way to the 
back wall of the building. The driver said the damage to the station was minimal. The 
sheriff said the shots looked like they came from a high-powered rifle. “It’s just a 
senseless act,” he said. “We take incidents like this very seriously. They could have hit 
somebody.” The driver said the station was an unmanned station in the parish and is 
checked periodically throughout the week. 
Source: http://www.thenewsstar.com/article/20090904/NEWS01/909040323 

34. September 4, Washington Times – (California) Audit: Firefighting planes soon too 
old to fly. U.S. Forest Service executives were starkly warned just weeks before the 
California wildfires ignited that they risked losing the ability to fight future blazes by 
air because they had been unable to devise a politically acceptable plan to replace half-
century-old aerial tankers that soon will be unworthy for flight. “If [Forest Service] 
does not make a convincing case, Congress and [White House Office of Management 
and Budget] may not give funding support for replacing aging aircraft, which may 
weaken future firefighting effectiveness and firefighter safety,” the Agriculture 
Department’s inspector general told the agency in a July report, which was reviewed by 
The Washington Times. For decades, the massive aerial tankers have been one of the 
government’s iconic weapons against forest fires, soaring past mountains and though 
plumes of smoke to drop thousands of gallons of retardant chemicals that suppress the 
brush-consuming flames. But more than half of the agency’s fleet was grounded in 
2004 for safety reasons and the remaining 19 tankers are between 40 and 60 years old 
and are expected to be either unworthy for flight or too expensive to operate as early as 
2012. The agency began an effort in 2005 to secure funding for new aircraft but has yet 
to work out a plan that could win either executive branch or congressional approval.  

http://www.thenewsstar.com/article/20090904/NEWS01/909040323
http://www.latimes.com/news/local/la-me-evacuate4-2009sep04,0,3890773.story
http://www.latimes.com/news/local/la-me-evacuate4-2009sep04,0,3890773.story
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Source: http://washingtontimes.com/news/2009/sep/04/audit-tankers-soon-too-old-to-
fly/?feat=home_headlines 

[Return to top]  

Information Technology Sector 

35. September 3, The Register – (International) Breaching Fort Apache.org — What 
went wrong? Administrators at the Apache Software Foundation have pledged to 
restrict the use of Secure Shell keys for accessing servers over their network following 
a security breach on August 31 that briefly forced the closure of the popular open-
source website. In a detailed postmortem describing how hackers penetrated several 
heavily fortified machines, site admins identified their use of SSH keys as one of the 
flaws that made the attack possible. They went on to lay out concrete ways they plan to 
fix the problems, which also included faulty procedures for backing up data and 
methods for providing geographically localized servers for downloads. “At no time 
were any Apache Software Foundation code repositories, downloads, or users put at 
risk by this intrusion,” they wrote. “However, we believe that providing a detailed 
account of what happened will make the internet a better place, by allowing others to 
learn from our mistakes.” The hack started with the compromise of apachecon.com, a 
website that is owned by the ApacheCon conference production company. Although 
logs confirming the exact cause were destroyed, investigators suspect it was the exploit 
of one or more local root vulnerabilities in the Linux kernel for which Red Hat issued a 
patch seven days earlier but had not yet been installed. They then used the SSH key for 
a backup account to access the server that runs people.apache.org. With an unprivileged 
user account, the attackers added common gateway interface scripts to the document 
root folders for several Apache websites. Routine backup processes then copied the 
scripts to the foundation’s production server, where they became visible to the outside 
world. Those scripts, which allowed the hackers to obtain remote shells, were aided by 
Apache’s use of ExecCGI. The admins have since recreated new SSH keys with 
minimum lengths of 4,096 bits and mandated the use of a separate one for each host 
doing backups. 
Source: http://www.theregister.co.uk/2009/09/03/apache_website_breach_postmortem/ 

36. September 3, Computerworld – (International) Microsoft to deliver five critical 
Windows patches next week. Microsoft on September 3 said it will deliver five 
security updates on September 8, all affecting Windows and all ranked “critical,” the 
company’s highest threat rating. Unlike some months when Microsoft provides its 
usual advance notification for upcoming updates, this time there were not any hints of 
what may be coming, said the director of security operations at nCircle Network 
Security. “We could see another ATL update,” he said, referring to the flaws in Active 
Template Library (ATL), a Microsoft code “library” that it and third-party developers 
use to create software. Microsoft acknowledged the ATL vulnerabilities in July, when 
it issued two emergency updates to patch six bugs in its own software. Since then, it 
and several other vendors, including Adobe, have released additional patches for 
programs that inherited the ATL flaws. All five of the security updates slated to ship on 

http://www.theregister.co.uk/2009/09/03/apache_website_breach_postmortem/
http://washingtontimes.com/news/2009/sep/04/audit-tankers-soon-too-old-to-fly/?feat=home_headlines
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September 8 are rated critical, and all five were tagged as affecting various versions of 
both the client and server editions of Windows. Four of the five updates apply to 
Windows Vista — all four of those are ranked critical — while the same four will also 
impact Windows Server 2008, the newest production version of Microsoft’s server 
software. Three of those Server 2008 updates were pegged critical, while the fourth was 
rated as “important,” the next-lowest threat level. Windows 2000, Windows XP and 
Windows Server 2003 will also receive updates on September 8. 
Source: 
http://www.computerworld.com/s/article/9137493/Microsoft_to_deliver_five_critical_
Windows_patches_next_week 

37. September 3, IDG News Service – (International) Patch scramble throws Adobe 
updates off schedule. July was a tough month for Adobe Systems’ security team. So 
tough, in fact, that the company’s second-ever quarterly patch release will arrive a 
month late, Adobe’s security chief said September 3. In June, Adobe took a cue from 
Microsoft, Oracle, and Cisco, and said it would start delivering security updates on a 
regular, predictable schedule. Although most software companies roll out patches on an 
ad hoc basis, these predictable updates make it easier for enterprise customers to plan 
how they roll them out. At the time, Adobe said it would roll out its next set of patches 
on September 8. But that was not to be. That is because instead of readying quarterly 
patches, Adobe’s security team spent most of July scrambling to fix two critical 
security problems: one stemming from a flaw in Microsoft’s ATL (Active Template 
Library) software, and the other a critical flaw in its Flash and Reader software that was 
being exploited in cyber-attacks. The ATL issue was a big deal because Adobe, like 
other software vendors, had to comb through its source code to see which products used 
the buggy library component. Adobe has built time into its quarterly schedule to handle 
out-of-cycle updates, but there simply was not enough time to handle both these major 
issues and the updates this quarter. So instead of a September release, Adobe’s next 
quarterly update will be released October 13, the same day as Microsoft’s “Patch 
Tuesday” security release for that month. 
Source: 
http://www.computerworld.com/s/article/9137522/Patch_scramble_throws_Adobe_upd
ates_off_schedule 

38. September 3, eWeek – (International) Online malware — Compromised computers 
host an average of 3 malware families. According to security company ESET, the 
average compromised machine is home to 13 infected files as well as malicious 
programs from three different malware families. ESET based its findings on scans of 
more than a half-million PCs using the free online scanner on the company’s Website. 
In their own way, the results may demonstrate the way attackers are working together 
to tag-team vulnerable users. According to ESET, the presence of multiple malware 
families is the result of the “pay per install” phenomenon, in which cyber-criminals are 
pushing out malware to computers under their control. “Multiple malware families do 
not have any propagation mechanism built into their code,” blogged ESET Senior 
Researcher. “Instead, these pieces of malware are distributed and installed on 
computers by criminal gangs.” Some good examples of this are campaigns to push out 
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rogue anti-virus programs, he continued. Those familiar with the Conficker worm will 
remember that earlier in 2009 Conficker infections were linked to the installation of the 
Waledac worm. Waledac in turn installed a bogus anti-virus program. ESET’s findings 
also show that there is not always a one-to-one relationship between malware and 
infected files. Many files on an infected computer can be corrupted by the same piece 
of malware, the researcher wrote. “To sum up, we are seeing more malware per 
infected computer and also more malicious files on each of them. Our virus lab receives 
over 100,000 new pieces of malware every day. There are more malware authors than 
ever and their technologies are getting better to rapidly create new variants of malicious 
code.” 
Source: 
http://securitywatch.eweek.com/online_malware/compromised_computers_play_host_a
n_average_of_3_malware_families.html 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  

 
[Return to top]  

Communications Sector 

39. September 4, KING 5 Seattle – (Washington) ELF claims it toppled Everett radio 
station towers. The group Earth Liberation Front (ELF) is claiming responsibility for 
toppling two radio station towers in Snohomish County early the morning of September 
4. The FBI says it has found no indication that any other groups are involved. The 
towers, owned by station KRKO and known as North Sound 1380, are located on Short 
School Road and 129th St. SE in the Lord’s Hill Valley. “What they used was a 
machine called an excavator, it has a front arm off the front end of the machine. They 
stole it out of the yard,” said the president and general manager of KRKO. “They went 
and attached it to the tower and pushed one of them over and pulled the other one 
down.” A sign left at the scene said the ELF was responsible. The North American 
Earth Liberation Front applauded the move. The general manager of KRKO said, 
“There’s quite a bit of destruction to the antenna system and it will probably take at 
least three months to get it back up and operational again.” The towers have been at the 
center of controversy for years. There are four towers currently at the location and there 
have been plans to build two more towers. Opponents have claimed that AM radio 
waves can harm people and wildlife. The station is still broadcasting on a backup 
transmitter and it is going to offer a reward for information leading to the arrest of the 
suspects. 
Source: http://www.king5.com/topstories/stories/NW_090409WAB_radio-towers-
toppled-JM.14867d96a.html 
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40. September 3, KOTV 6 Tulsa – (Oklahoma) AT&T upgrading system to deal with 
increased smartphone traffic. Customers across the country are being told they could 
be facing issues with their cell phones. In Oklahoma, frustrated users are sounding off 
over their cell services or lack of at times. Cell phone users have been getting 
everything from dropped calls to poor signal for weeks, and the cause could be the 
explosion of traffic over the AT&T network, especially with smartphone and iPhone 
customers. Spotty service, dropped calls, delayed texts and voicemails are problems 
AT&T cell phone users say they have been facing in recent weeks. “I would apologize 
for any inconvenience that customers have had. We are working on it,” said an AT&T 
of Oklahoma City spokesperson. He said the company is working on upgrading their 
cell towers and network equipments. The fast growing popularity of the iPhone and 
smartphones could also contribute to the cause. “We’ve seen the wireless network go 
up about 350 percent year over year over the last 2 years. Part of that is the growth and 
popularity of smartphones like the iPhone, the Blackberry, the smartphone, so we’re 
seeing a lot of data moved over that network,” he said.While the AT&T network 
upgrades equipment, many customers will have to wait for improvements. There is no 
time frame on how long this problem will persist and for now they are asking 
customers to be patient. 
Source: http://www.newson6.com/Global/story.asp?S=11043595 

For another story, see item 41  
 
[Return to top]  

Commercial Facilities Sector 

41. September 3, Associated Press – (California) L.A. fire called arson; homicide probe 
begins. Investigators launched a homicide investigation Thursday into the wildfire 
north of Los Angeles after determining that the gigantic blaze — which has killed two 
firefighters, scorched 226 square miles and destroyed dozens of homes — was set 
intentionally. Officials said forensic evidence at the fire’s point of origin revealed that 
the wildfire — among the largest in Southern California’s history — was an act of 
arson. Firefighters have been conducting an aerial assault on the fire to complement 
efforts on the ground. Helicopters have doused the fire with 1.7 million gallons of 
water — enough to fill about three Olympic-sized swimming pools — while airplanes 
have dropped 670,000 gallons of retardant on the fire. Full containment was expected 
September 15, meaning fire officials expect that they will have the blaze completely 
surrounded by then. The fire has charred 148,258 acres of the Angeles National Forest, 
where many city residents escape to nature during the summer. A historic observatory 
and TV, radio, and other antennas on Mount Wilson, which at one point was 
dangerously close to the flames, were “looking pretty darn good,” said the U.S. Forest 
Service incident commander, but the fire was pushing east into the wilderness and 
down toward foothill cities of Monrovia, Sierra Madre, and Pasadena. 
Source: http://www.msnbc.msn.com/id/32669596/ns/us_news-life/ 

http://www.newson6.com/Global/story.asp?S=11043595
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42. September 3, KCAL 9 Los Angeles – (New York) Taxi cab explodes near Times 
Square. A taxi cab parked in midtown Manhattan caught fire before exploding on 
Thursday morning, rattling the nerves of pedestrians and nearby office workers, but 
incredibly injuring no one. The engulfed cab was sitting on the corner of 53rd Street 
and Seventh Avenue when witnesses said smoke began rising from the car’s engine. 
After the driver exited the car, the engine caught on fire. Seconds later, the fire 
apparently spread to the gas tank, causing an explosion. Witnesses inside a nearby 
office building told CBS station WCBSTV.com they heard a loud “bang,” sending 
workers out of their seats and over to windows to see what happened. Police and 
firefighters responded to the scene almost immediately and put the fire out in just a few 
minutes. There were no apparent injuries. A street vendor selling framed pictures on the 
corner apparently lost a good portion of his work. 
Source: http://cbs2.com/watercooler/taxi.cab.explosion.2.1161985.html 

[Return to top]  

National Monuments and Icons Sector 
 
See item 41  
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Dams Sector 

43. September 3, WKRC 12 Cincinnati – (Ohio) Thieves steal floodwall pieces. Cincinnati 
Police are looking for the robbers who took part of the floodwall from Downtown 
Cincinnati, Ohio. Detectives say the thieves stole tools and various components for the 
floodwall from a job site in the 1100 block of West Mehring Way sometime between 2 
p.m. Saturday and 7 a.m. Monday. Among the items taken were a dozen 
bronze/aluminum wedges and “ears” and a sluice gate stem that are part of the flood 
wall gates at that location. The value of the metal in these components is just a fraction 
of their cost. The material must be custom-made to fit this specialized application, and 
it will be very expensive to replace these wedges and ensure the smooth operation of 
the flood wall gates. In addition, the thieves also took a Milwaukee sawzall, a Dewalt 
6” grinder, a confined space retrieval unit, a dozen 10’ extension cords, a 2-wheel 
dolly, and 400 pounds of scrap. Allied Technical Services Inc. has offered a $1,000 
reward for return of the components. 
Source: http://www.local12.com/news/local/story/Thieves-Steal-Floodwall-
Pieces/C1yVBrSYbESjWNhuHt1hSg.cspx 

44. September 1, Reno Gazette-Journal – (Nevada) Efforts under way to bolster dam at 
Stampede Reservoir. Federal officials are proceeding with plans to reinforce the dam 
at Stampede Reservoir in Nevada, preventing a possible failure during a major storm 
and send flood waters toward Reno. Within about two years, the Bureau of 
Reclamation hopes to begin work to raise the earthern dam by up to 10 feet, said the 
manager of operations and maintenance for the U.S. Bureau of Reclamation’s Lahontan 
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region. The effort comes in the wake of a 2004 finding that the dam could fail during 
an epic storm. “It would be the dam failing in a very severe water event, very severe 
storm event,” he said. “The dam would be overtopped and wash away.” While a storm 
of such magnitude is considered extremely unlikely, the problem still meets the 
bureau’s criteria for corrective action. The concern is different than that for the nearby 
dam at Boca Reservoir. Last spring, the bureau announced it would begin studies into 
how to strengthen Boca Dam to protect the structure from earthquakes. Safety 
evaluations suggest foundation materials beneath the dam could substantially lose 
strength during a major quake through a process known as liquefaction. “As the 
consequences downstream become higher, the risk goes up,” he said. At Stampede, 
experts soon will begin analyzing the top of the dam and periodic road closures of the 
road there will be necessary. Officials also are surveying the area to determine where 
dirt can be removed and used to raise the dam with a minimum of environmental 
consequences. The cost of raising the dam should be at least $10 million. There are no 
plans to increase the dam’s storage capacity. 
Source: http://www.rgj.com/article/20090904/NEWS/909040398/1321 
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Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 
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