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Top Stories 

 KPIX 5 San Francisco and Bay City News report that an ammonia leak at the meat 
processing Columbus Salame plant in San Francisco injured 24 people and caused 
evacuations and road closures for several hours the morning of August 28. (See item 22) 

 According to the Associated Press, firefighters tried on Monday to hold back a massive 
wildfire from consuming thousands of Los Angeles-area homes, a crucial communications 
center, and Mount Wilson Observatory. The blaze has scorched 71 square miles in the 
Angeles National Forest. (See item 43) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 31, Radio Iowa – (Iowa) Wind turbines show up on radar as 
tornadoes. Wind turbines in Iowa and across the country are showing up on weather 
radar and looking like tornadoes. Recently, the Des Moines National Weather Service 
office received a call from an emergency worker who mistook a wind turbine for a 
twister on doppler radar. A meteorologist says only an amateur would make that 
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mistake. “Wind turbines can produce a false radar echo and you can see it on 
reflectivity on the internet,” he said. “They look like splotches, they may look like a 
storm, but to a trained eye it’s obviously what it is - it’s not a meteorological echo.” 
But, elsewhere in the country there have been discussions about shutting down wind 
farms prior to bad storms. In Kansas, a computer program misidentified a wind turbine 
on radar and mistakenly issued a tornado warning. A meteorologist quickly called off 
the alert. 
Source: http://www.radioiowa.com/gestalt/go.cfm?objectid=70BBCDF8-5056-B82A-
375AF243C5AE1AFB 

2. August 31, Reuters – (International) Protesters target E.ON’s Ratcliffe 
plant. Environmentalists campaigning against climate change said on Monday they 
would attempt to shut down German utility E.ON’s power station at Ratcliffe in central 
England in a mass action planned for October. The Climate Camp activists, currently 
camped on open ground in Blackheath in south London, said their invasion would take 
place on October 17 and 18. The European Union ranked Ratcliffe, one of Britain’s 
biggest power stations, as the 18th most polluting power plant in Europe in 2008 in its 
annual “dirty 30” carbon dioxide emissions list. In April police released without charge 
114 people arrested on suspicion of conspiracy to commit aggravated trespass and 
criminal damage at the coal-fired plant in Nottinghamshire. “We will shut Ratcliffe by 
land, water and air,” said an activist.”People will break into the plant and occupy the 
chimney. Coal power stations must be shut permanently if we are to have any chance of 
stopping catastrophic climate change.” An E.ON spokesman said the firm would work 
with local police to ensure the plant remained safe and in operation.  
Source: 
http://www.reuters.com/article/internal_ReutersNewsRoom_BehindTheScenes_MOLT
/idUSTRE57U0S620090831 

3. August 29, KSL 5 Salt Lake City – (Utah) Truck’s load hits overpass on I-15. The 800 
North bridge over Interstate 15 in Salt Lake City remained closed on August 29 as 
crews assessed the damage from a tank that smashed into the overpass earlier in the 
day. Crews worked for three hours to remove the empty diesel storage tank left 
suspended from the overpass. The driver of the semitrailer hauling the tank north to 
Box Elder County thought the load would pass under the bridge. When it hit, the tank 
became wedged and hung several inches from the ground. Officers shut down 
northbound lanes and diverted traffic to I-80. Southbound lanes were closed briefly so 
crews could use a forklift to pull the tank out from under the bridge. All lanes are now 
reopened. UHP is investigating why the semi went under the bridge with such a large 
load. UHP says the driver had detoured off his assigned route. 
Source: http://www.ksl.com/index.php?nid=148&sid=7729350 

4. August 28, KZTV 10 Corpus Christi – (Texas) Residents believe Citgo toxic 
chemicals made them sick. Some people who live near the Citgo refinery in Corpus 
Christi, Texas, say they are sick and believe the 2-day fire that broke out on July 19 of 
this year is to blame. A report Citgo released August 13 to the Texas Commission on 
Environmental Quality (TCEQ) says nearly 3,500 pounds of the hydrogen flouride was 

http://www.reuters.com/article/internal_ReutersNewsRoom_BehindTheScenes_MOLT/idUSTRE57U0S620090831
http://www.reuters.com/article/internal_ReutersNewsRoom_BehindTheScenes_MOLT/idUSTRE57U0S620090831
http://www.ksl.com/index.php?nid=148&sid=7729350
http://www.radioiowa.com/gestalt/go.cfm?objectid=70BBCDF8-5056-B82A-375AF243C5AE1AFB
http://www.radioiowa.com/gestalt/go.cfm?objectid=70BBCDF8-5056-B82A-375AF243C5AE1AFB
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released from the fire. According to Citgo’s own report that has just been released to 
the TCEQ, it turns out the air may not have been safe and that tons of toxic chemicals 
were released into the air. And now, nearby residents claim they are sick because of it. 
The Citizens for Environmental Justice and the Sierra Club in Austin have asked the 
Chemical Safety Board to conduct an independent investigation into the Citgo fire and 
its possible effect. 
Source: http://www.kztv10.com/news2005/viewarticle.asp?a=9586 

[Return to top]  

Chemical Industry Sector 
 

See items 4, 22, and 32 
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. August 29, Lower Hudson Journal – (New York) Shutdown puts Indian Point plant 
under greater scrutiny. Indian Point 3 faces tighter oversight by the Nuclear 
Regulatory Commission following the August 27 emergency shutdown of the nuclear 
power plant. The power plant was shut down for the second time in a little over two 
weeks and the fourth time since March. The plant’s turbine tripped off at 7:32 p.m. 
“Preliminarily, the turbine trip was due to a loss of oil within that turbine system,” said 
a spokesman for Entergy Nuclear, which owns and operates Indian Point. Indian Point 
2, was not affected by the shutdown. At the end of September, Entergy officials must 
submit data to the NRC detailing the number of unplanned shutdowns at the power 
plant. If the number exceeds three per 7,000 hours of operation, that would trigger an 
increase in the NRC’s regulation of the plant, said a spokesman for the NRC. “It’s a 
rolling average,” he said. If the NRC determines additional oversight is necessary, the 
plant’s current operating status of “green,” the highest level, would turn to “white,” one 
step below, the spokesman said. There are two levels below white in the NRC’s 
performance indicator coding: yellow and red. Tighter oversight would result in a team 
of NRC inspectors visiting the plant to determine the causes of the shutdowns and then 
review plant officials’ plans to prevent future shutdowns, the spokesman said. 
Source: http://www.lohud.com/article/20090829/NEWS02/908290347/-1/SPORTS 

6. August 29, Press of Atlantic City – (New Jersey) Leak repaired at Oyster Creek; 
nuclear plant back at full power. The Oyster Creek nuclear plant is operating at 100 
percent power after reducing power recently to remove a leaking pipe. The plant 
returned to full power on Saturday after repairs were completed on a pipe in a turbine 
building, according to a statement released by Exelon, the company that owns Oyster 
Creek Generating Station. A leaking portion of pipe was identified by the plant on 
Monday. The leaking water was tested and found to contain tritium, a naturally 
occurring radioactive form of hydrogen. The plant had been operating at about 50 
percent power while repairs were being made. Plant officials and the Nuclear 

http://www.lohud.com/article/20090829/NEWS02/908290347/-1/SPORTS
http://www.kztv10.com/news2005/viewarticle.asp?a=9586
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Regulatory Commission said that at no time did the leak pose any threat to public or 
employee health or safety. 
Source: http://www.pressofatlanticcity.com/news/press/ocean/article_54dcad3e-94e6-
11de-bcce-001cc4c03286.html 

7. August 29, Milwaukee Journal Sentinel – (Wisconsin) Nuclear waste now stored 
outside reactor. After decades of national debate over what to do with spent nuclear 
fuel, and with no resolution in sight, the Kewaunee nuclear power plant in northeastern 
Wisconsin finally ran out of storage space inside the plant. So over the past week, 
Kewaunee workers have begun storing radioactive waste in casks on the grounds of the 
reactor, a short distance from the shores of Lake Michigan. After a practice run a few 
weeks ago, workers moved spent fuel into the first of the 25-ton, 16-foot-long casks 
and then transferred the cask into a concrete vault outside the building August 22 said a 
spokesman for the Kewaunee Power Station. A second cask was transferred Thursday. 
An expert on nuclear waste from the Nuclear Regulatory Commission’s regional office 
in Chicago was on hand for the first procedure, said an NRC spokeswoman. The 
process went smoothly, she said. 
Source: http://www.jsonline.com/business/55949067.html 

8. August 28, Platts Nucleonics Week – (Ohio) U.S. NRC board clears Davis-Besse 
engineer of misconduct charges. A US Nuclear Regulatory Commission Atomic 
Safety and Licensing Board, in a 2-1 decision, has dismissed misconduct charges 
against a former nuclear power reactor engineer, NRC said in a statement Friday. NRC 
issued an order in January 2006 that would have prohibited the engineer’s involvement 
in agency-regulated activities for five years. NRC said in that January 2006 order that 
submissions from Fenoc to NRC, which the engineer was responsible for, were 
incomplete and inaccurate in describing the condition of the head and Fenoc’s 
inspections of it. One such submission in September 2001, NRC said in its January 
2006 order, mischaracterized the accumulation of boric acid on the head and “failed to 
indicate that the build-up of boric acid deposits was so significant that the licensee 
could not inspect all of the [reactor pressure vessel] head penetration nozzles.” The 
engineer was found guilty in federal court in April 2008 of three counts of lying to 
NRC. The ASLB held that the engineer’s conviction did not prevent him from 
appealing the NRC order. Two of the judges on the NRC panel held that the evidence 
did not support the charges made against the engineer. 
Source: 
http://www.mhenergy.com/Nuclear/News/3142512.xml?p=Nuclear/News�=Nuclear 

[Return to top]  

Critical Manufacturing Sector 

9. August 28, Carscoop – (National) VW and Audi models recalled over two separate 
DSG problems. Volkswagen Group of America has issued two separate recall for 
numerous Audi and VW models equipped with its DSG dual-clutch transmission. The 
first recall involves 16,000 2009-2010MY cars manufactured between September 2008 

http://www.jsonline.com/business/55949067.html
http://www.mhenergy.com/Nuclear/News/3142512.xml?p=Nuclear/News%E2%8A%82=Nuclear
http://www.pressofatlanticcity.com/news/press/ocean/article_54dcad3e-94e6-11de-bcce-001cc4c03286.html
http://www.pressofatlanticcity.com/news/press/ocean/article_54dcad3e-94e6-11de-bcce-001cc4c03286.html
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and August 2009. The models affected are Audi’s A3, TT Coupe and Roadster, plus 
VW’s Eos and Jetta Sedan and SportWagen. In this case, a faulty temperature sensor 
could cause the DSG transmission to shift into neutral while the vehicle is being driven. 
The company said that it will contact owners of the affected models so they can take 
the cars to local dealers for any necessary repairs free of charge. The second recall 
affects approximately 43,000 Volkswagens and 10,300 Audis of the 2007-2009 model 
years including the VW R32, Jetta, Jetta SportWagen, GTI, Eos, as well as the Audi A3 
and TT. VW said that it will extend its New Vehicle Limited Warranty to cover the 
DSG transmissions affected by the customer service program and the voluntary safety 
recall. According to the company, the extended warranty is for 10-years/100,000-miles 
and can be transferred to subsequent owners of the cars. 
Source: http://carscoop.blogspot.com/2009/08/vw-and-audi-models-recalled-over-
two.html 

[Return to top]  

Defense Industrial Base Sector 

10. August 31, Air Force Times – (International) Tube-launched UAVs could be in air in 
2010. An unmanned aerial vehicle small enough to launch from a plane or another 
UAV could be ready for the Air Force as soon as 2011, according to an expert with one 
of the five companies competing to produce the missile look-alike. The Tube Launched 
Expendable UAV is no more than 3 feet long, weighs only 15 pounds, can fly for an 
hour and gives either a pilot or a ground unit the option to see over that next ridge 
without attracting much attention, according to a fact sheet provided by L3 Geneva 
Aerospace. The Air Force refused to talk about the aircraft. L3 Geneva Aerospace had 
information about the mini-UAV on display at a July unmanned technology conference 
in Washington. The Air Force would not disclose the other four companies hoping to 
land the contract. Both the Navy and the Army are developing versions of the tube-
launched UAV. An Air Force timeline shows the UAV flying in the next five years. L3 
Geneva Aerospace could have the aircraft ready to go in 18 months, said an official 
with the flight technology company. The UAV would be fired off the wing or out the 
back hatch, he said. After the launch from a manned aircraft, a payload operator inside 
the plane would fly the UAV. The UAV would fly until it crashes into the ground, the 
reason why military leaders want to keep its price down. Prices vary from $2,000 to up 
to $50,000 each, he said.  
Source: http://www.airforcetimes.com/news/2009/08/airforce_tube_UAV_083009w/ 

11. August 28, Navy Times – (National) Webb: GAO investigating Navy’s shipyards. A 
Virginia Senator has enlisted the investigative arm of Congress to look into the state of 
the Navy’s four shipyards, his office announced August 28. The Government 
Accountability Office has agreed to investigate the shipyards, operated by Naval Sea 
Systems Command, after a July 13 request by eight senators. The Navy confirmed in 
May that it had a $1.3 billion backlog in work and upgrades for its shipyards, part of 
broad funding problems earlier this year. The Senator and other Virginia lawmakers 
were concerned that if the flow of money dried up to Hampton Roads-area shipyards, 

http://www.airforcetimes.com/news/2009/08/airforce_tube_UAV_083009w/
http://carscoop.blogspot.com/2009/08/vw-and-audi-models-recalled-over-two.html
http://carscoop.blogspot.com/2009/08/vw-and-audi-models-recalled-over-two.html
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the business would have to lay off their skilled employees for lack of work. After a visit 
on August 28 to Norfolk Naval Shipyard, he said he also was worried about what he 
called “the yard’s aging facilities and its worn-out infrastructure. The GAO’s 
commitment to investigate the material condition of our nation’s four naval shipyards is 
a necessary first step to ensure that we are allocating resources adequately and 
responsibly,” he said in an announcement. “The Navy’s four public shipyards play an 
essential role in enabling the fleet’s operational availability and mission success.” Navy 
officials’ unwillingness to discuss the cause and consequences of their budget situation 
this summer make it difficult to get a clear picture about whether the funding woes 
endure.  
Source: http://www.navytimes.com/news/2009/08/navy_webb_shipyards_082809w/ 

[Return to top]  

Banking and Finance Sector 

12. August 29, Bloomberg – (National) Regulators shutter three U.S. banks, bringing 
2009 toll to 84. Regulators closed banks in California, Maryland and Minnesota on 
August 28, pushing U.S. bank failures to 84 this year amid continuing fallout from the 
worst economic crisis since the Great Depression. The Federal Deposit Insurance Corp. 
was named receiver for Affinity Bank of Ventura, California, Bradford Bank of 
Baltimore and Mainstreet Bank of Forest Lake, Minnesota, after the closings, the FDIC 
said. Assets of $1.9 billion and deposits of $1.7 billion from the three banks were 
turned over to new lenders at a total cost of about $446 million to the FDIC’s deposit 
insurance fund, according to agency statements. Regulators have closed banks at the 
fastest pace in 17 years and more are likely as losses mount from soured real- estate 
debt. A total of 416 banks with combined assets of $299.8 billion failed the FDIC’s 
grading system for asset quality, liquidity and earnings in the second quarter, the most 
since June 1994, the regulator said in a report August 27. Pacific Western Bank of San 
Diego will assume the deposits of Affinity Bank, the FDIC said. Affinity, with $1 
billion in assets and $922 million in deposits, had 10 branches. Two, based in San 
Mateo and San Francisco, will open today as Pacific Western branches; the rest will 
open August 31 under new ownership, according to the FDIC. The regulator agreed to 
share losses on $934 million of the assets. Central Bank of Stillwater, Minnesota, 
assumed $434 million in deposits at Mainstreet Bank, the FDIC said. Central Bank will 
pay a premium to purchase Mainstreet’s $459 million in assets, with the FDIC sharing 
losses on about $268 million. Mainstreet’s eight branches will open today as Central 
offices. 
Source: http://www.bloomberg.com/apps/news?pid=20601087&sid=aSdMMGzkt1do 

13. August 28, Associated Press – (Pennsylvania) W.Pa. man accused of multimillion 
dollar scam. A western Pennsylvania man has been charged in federal court with fraud 
and tax evasion in a scam that prosecutors say led shareholders to lose more than $200 
million. The defendant of Leechburg appeared in court on August 28 where a 20-count 
indictment was unsealed. The 35-year-old is accused of diverting funds from World 
Health Alternatives, Inc. to his personal bank account while serving as president and 

http://www.bloomberg.com/apps/news?pid=20601087&sid=aSdMMGzkt1do
http://www.navytimes.com/news/2009/08/navy_webb_shipyards_082809w/
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chief executive officer between 2003 and 2005. Prosecutors say that in the week 
between August 12, 2005 and August 19, 2005, when it became known the company’s 
finances were being investigated, World Health’s stock price plummeted from $3.55 
per share to 49 cents. They estimate this caused shareholders to lose more than $200 
million. 
Source: 
http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20090828_ap_wpaman
accusedofmultimilliondollarscam.html 

14. August 28, Associated Press – (National) Hacker in massive card data theft pleads 
guilty. A computer hacker accused of masterminding one of the largest cases of 
identity theft in U.S. history agreed on August 28 to plead guilty and serve up to 25 
years in federal prison for his crimes. The guilty party of Miami was charged with 
conspiracy, wire fraud and aggravated identity theft charges in federal courts in New 
York and Boston. Court documents filed in federal court in Boston indicate the 28-
year-old agreed to plead guilty to 19 counts and combine the two cases in federal court 
in Massachusetts. Additional charges against the guilty party are still pending in New 
Jersey, but they are not currently part of the plea deal. The Miami man is accused of 
swiping the credit and debit card numbers of more than 170 million accounts; officials 
said Gonzalez was the ringleader of a group that targeted large companies such as T.J. 
Maxx, Barnes and Noble, Sports Authority and OfficeMax, among others. Indictments 
in New York and Massachusetts said that he and two foreign co-defendants used 
hacking techniques that involved “wardriving,” or cruising through different areas with 
a laptop computer and looking for retailers’ accessible wireless Internet signals. Once 
they located a vulnerable network, the hackers installed “sniffer programs” that 
captured credit and debit card numbers as they moved through a retailer’s processing 
computers — then tried to sell the data overseas. 
Source: http://www.msnbc.msn.com/id/32600043/ns/technology_and_science-security/ 

[Return to top]  

Transportation Sector 

15. August 31, Associated Press – (International) Indonesian police: Terrorist infiltrated 
airline. A suspect wanted in connection with hotel suicide bombings in the Indonesian 
capital had infiltrated the national airline in a plot to carry out a “bigger attack,” the 
national police chief told members of parliament on August 31. The suspect had been 
recruited by a militant network and was working as a technician with the airline, 
Garuda Indonesia, said the National Police chief general. Documents seized by police 
uncovered the plot to strike in Indonesia’s airline sector, he said, without providing 
details. The suspect had resigned from the airline, but remains at large, the general said. 
The suspect is the brother-in-law of a militant suspect shot dead by police earlier this 
month in an hours-long standoff in Central Java province, the general said. The suspect 
who was shot had been working as a florist at the two hotels for years before smuggling 
in explosives and the bombers for the July attacks, police say. 

http://www.msnbc.msn.com/id/32600043/ns/technology_and_science-security/
http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20090828_ap_wpamanaccusedofmultimilliondollarscam.html
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Source: http://www.google.com/hostednews/ap/article/ALeqM5jIucE5-
Z8pgbnebPFecE0CVl5T9QD9ADRJJ00 

16. August 30, KOMO 4 Seattle – (Washington) Police: I-5 suspects may have planned 
sniper attack. Two men arrested Friday night during a bizarre shooting spree along 
Interstate 5 in North Seattle may have been planning to fire at vehicles driving up and 
down the freeway, police said Sunday. Investigators also found a hidden campsite the 
suspects had built in a wooded area near North Seattle Community College. The 
positioning of the camp also lends credence to the idea that the suspects planned a 
sniper attack on the freeway. But a police official cautioned that it is just a theory at 
this point. “ Both suspects are being held in the King County Jail following the Friday 
night shooting spree only yards from Interstate 5 near North Seattle Community 
College. One of the suspects was found with an AK-47 assault rifle and multiple rounds 
of ammunition, police said. The incident closed down all lanes of the freeway for 
hours, trapping thousands of motorists, but there were no injuries or property damage. 
Source: http://www.seattlepi.com/local/409704_snipers30.html?source=mypi 

17. August 29, Associated Press – (California) Air traffic communications briefly crash 
in Calif. Air traffic controllers at a major control center in California say they were 
reduced to using personal mobile phones to guide dozens of airplanes when the 
communications system briefly crashed. The communications outage deprived about 
half of the roughly 80 controllers on duty at the Oakland Center in Fremont of 
telephone and radio communications for several minutes Wednesday morning. 
Controllers said they used personal mobile phones to contact other controllers to relay 
flight plan information to airplanes in Western region. FAA says no planes were in 
danger during the 15-minute outage and five flights were delayed. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jKuCL3WdhbVjXMyjaHAJtR
8x0KfAD9AC6RS00 

For more stories, see items 3 and 40 

[Return to top]  

Postal and Shipping Sector 

18. August 29, Argus Leader – (South Dakota) Bomb threat at post office. A bomb threat 
shut down the Volga Post Office at 7 a.m. Friday. The Brookings County Sheriff’s 
office was called after the Volga postmaster found a note inside the post office 
indicating a bomb would going off in the building at a certain time. The post office and 
surrounding homes were evacuated as the South Dakota Highway Patrol sent in a 
bomb-sniffing dog. The dog cleared a truck and the post office building. Nothing 
suspicious was found. Units from the Brookings County Sheriff’s office, Division of 
Criminal Investigation, South Dakota Highway Patrol, Brookings Police Dept., 
Brookings Emergency Management, US Postal Inspector and the Volga Fire Dept. all 

 

http://www.seattlepi.com/local/409704_snipers30.html?source=mypi
http://www.google.com/hostednews/ap/article/ALeqM5jKuCL3WdhbVjXMyjaHAJtR8x0KfAD9AC6RS00
http://www.google.com/hostednews/ap/article/ALeqM5jKuCL3WdhbVjXMyjaHAJtR8x0KfAD9AC6RS00
http://www.google.com/hostednews/ap/article/ALeqM5jIucE5-Z8pgbnebPFecE0CVl5T9QD9ADRJJ00
http://www.google.com/hostednews/ap/article/ALeqM5jIucE5-Z8pgbnebPFecE0CVl5T9QD9ADRJJ00
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responded to the incident. 
Source: http://www.argusleader.com/article/20090829/NEWS/908290320/1001 

[Return to top]  

Agriculture and Food Sector 

19. August 31, Sun-Times News – (Illinois) 1 hurt in Corn Products fire. One firefighter 
was injured as crews battled a factory fire Sunday evening in Corn Products 
International in Bedford Park. The firefighter slipped and fell at the scene and was 
taken to a hospital in La Grange with moderate injuries. He has since been released. 
The fire was started by friction caused by conveyor belts. The factory uses wood in its 
production, which helped spread the fire, the assistant fire chief said. The fire broke 
through a 30-by-30 foot piece of the roof, and equipment will need repairing, but the 
structure was not totaled, he said. The fire was put out by 7:45 p.m, he added. 
Source: http://www.southtownstar.com/business/1744326,corn-products-fire-
0831.article 

20. August 31, Times Record Wichita – (Texas) Workshop to train invasive species 
sleuths. Invasive plants, unwelcome species that can ravage ecosystems and cause 
economic damage to the Texas landscape, are on the move. The Rolling Plains Chapter 
of the Texas Master Naturalists (TMN) will sponsor “Invaders of Texas,” from 9 a.m.- 
4 p.m. on Sept. 19 at River Bend Nature Center. The program’s goal is to enlist 
volunteer “citizen scientists,” trained to detect and report these non-native species for a 
national database. “The idea is simple,” said the president of the TMN chapter. “The 
more trained eyes watching for invasives, the better our chances of lessening or 
avoiding damage to our native landscape.” The database is being organized by 
representatives of the Texas Forest Service, the Forest Health Protection branch of the 
USDA, the Houston Advanced Research Center and the Lady Bird Johnson Wildflower 
Center. 
Source: http://www.timesrecordnews.com/news/2009/aug/31/green-and-creepy/ 

21. August 30, KTVU 2 San Francisco – (California) Police warn man tampered with 
San Jose stores’ baby food. San Jose, California police are alerting residents of a man 
who has admitted to crushing up Aspirin tablets and putting them in baby food at two 
local stores. A police sergeant said officers went to CityTeam Ministries, a shelter, after 
receiving a call from a 29-year-old man who said he “did a bad thing.” The man 
allegedly told officers that about two weeks ago he crushed between seven and eight 
tablets of Aspirin and put them in a jar of oatmeal apple flavored Gerber baby food in 
the Longs Drugs store near Leigh Avenue and Stokes Street. Officers went to the store 
and found a jar that had been tampered with and had white powder inside, the sergeant 
said. Police removed the jar. The man allegedly told officers he also crushed between 
five and six Aspirin tablets about a week ago and put them in baby food at another 
store. He told investigators it was a Walgreens store that was near a Target store and 
several Hispanic markets, the sergeant said. Police have not determined which 
Walgreens store it was or confirmed that it is definitely a Walgreens store where the 

http://www.southtownstar.com/business/1744326,corn-products-fire-0831.article
http://www.southtownstar.com/business/1744326,corn-products-fire-0831.article
http://www.timesrecordnews.com/news/2009/aug/31/green-and-creepy/
http://www.argusleader.com/article/20090829/NEWS/908290320/1001
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incident occurred. 
Source: http://www.ktvu.com/news/20611866/detail.html 

22. August 28, KPIX 5 San Francisco and Bay City News – (California) 2 dozen hurt in 
South SF ammonia leak. An ammonia leak at a meat processing plant injured 24 
people — including eight who were hospitalized — and caused evacuations and road 
closures for several hours Friday morning in an industrial area of South San Francisco, 
according to a fire marshal. The leak was reported at about 5:45 a.m. at the Columbus 
Salame plant, the fire marshal said. The leak caused authorities to close several roads, 
preventing hundreds of businesses from operating and thousands of people from 
traveling through the area. All roads were reopened by about 10:40 a.m. and people 
were being allowed to re-enter their businesses. Columbus Salame’s president said the 
leak was discovered on the roof of the building. The company is upgrading the 
ammonia system at the plant, and the contractor doing the work arrived Friday morning 
and realized something was amiss as he went up to the roof to begin working, the 
president added. An employee at the nearby Budweiser facility arrived at 7 a.m. to find 
the area closed off. The shutdown occurred on the plant’s busiest day of the week, he 
said. The bulk of their beer deliveries happen Friday morning so stores can be stocked 
for the weekend. 
Source: http://cbs5.com/local/SSF.ammonia.leak.2.1149426.html 

[Return to top]  

Water Sector 

23. August 31, Times-Picayune – (Louisiana) St. John water tower repair bids to be 
sought. St. John the Baptist Parish in Louisiana will soon seek bids to repair several 
parish water towers that are in poor condition.  The water tower repairs will be the first 
of the $29.5 million bond issue projects to be advertised for bids. Voters approved the 
bond issue and accompanying list of projects in April. About $3.4 million of the bond 
issue has been allocated for water tower work. Eventually, the parish plans to fix 15 of 
the parish’s 17 water towers and tanks, which hold treated drinking water. The five 
towers that are part of first phase were identified in a 2008 study as being in poor 
condition. In the report, the Wallace water tower was identified as having “serious 
structural problems” at the tower’s struts. The problems should be corrected before the 
next hurricane season, the report said. A parish spokesman said repairs on the first 
string of towers should be completed by the end of 2010. Once the company is selected, 
the project will take about 280 days to complete, he said. 
Source: 
http://www.nola.com/politics/index.ssf/2009/08/st_john_water_tower_repair_bid.html 

24. August 31, Virginian-Pilot – (North Carolina) N.C. wastewater treatment plant 
problems persist.  A year after Carolina Water Service Inc. promised to upgrade its 
wastewater treatment plant at The Village at Nags Head, North Carolina, there are still 
odor and pooling problems at the system that serves the private ocean-to-sound 
subdivision. After 12 inspections of the treatment facility in the past two months, the 

http://cbs5.com/local/SSF.ammonia.leak.2.1149426.html
http://www.nola.com/politics/index.ssf/2009/08/st_john_water_tower_repair_bid.html
http://www.ktvu.com/news/20611866/detail.html
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state Division of Water Quality issued notices of violations and assessed $40,000 in 
penalties. The violations focused mostly on inadequate treatment of solids in the waste 
and ponding of the wastewater distributed in a spray. “Essentially, their waste-water 
treatment plant is having difficulty managing water flow coming into the plant,” said 
the aquifer protection regional supervisor at the division’s Washington, N.C., office. 
“The water is poorly treated coming out.” May said there are additional violations 
pending, but those penalties have not yet been assessed. Carolina Water, owner-
operator of the 500,000-gallon-per-day plant, has made only minor modifications to the 
21-year-old system since last year, he said, when a moratorium was placed on 
additional hook-ups until the system was upgraded. Carolina Water is working with the 
state to get more time to do the work, said the regional director for the Charlotte-based 
utility company. Part of the agreement will likely include a compromise that will allow 
the penalty money to be put into the improvements, she said. That application process 
will include a public hearing.  
Source: http://hamptonroads.com/2009/08/nc-wastewater-treatment-plant-problems-
persist 

25. August 31, Detroit News – (National) 5 targets of Great Lakes cleanup. Congress 
could allocate up to $475 million for Great Lakes cleanup and restoration. A look at 
how the money would be spent: 1) Fighting invasives. The Great Lakes system has 180 
invasive species that crowd out and could destroy native fish, wildlife and plants. They 
include such plants as the purple loosestrife which, free of its back-home European 
insect predator, forms dense patches that frogs, muskrats and ducks can not use as 
suitable nesting and hiding sites or food. Tne new invasive arrives every eight months 
from such sources as oceangoing commercial ships, recreational boat trailers, anglers’ 
bait, gardeners and exotic pet owners. The Great Lakes Restoration Initiative would 
tackle the problem in part by developing and implementing ballast treatment systems 
for oceangoing vessels. 2) Habitat restoration.  Commercial development, invasive 
species, and dams have contributed to the loss of more than two-thirds of Great Lakes 
wetlands, sometimes called the “kidneys” of the system because they clean out 
pollutants from water as well as provide shelter for wildlife. Environmentalists hope to 
eventually restore 500,000 acres of wetlands. 3) Toxic areas of concern. The U.S. and 
Canadian governments identified 43 areas of concern — highly toxic rivers, streams 
and lakes — that feed the Great Lakes. Of 31 areas in U.S. waters, 14 that await 
cleanup are in Michigan. The pollutants, such as mercury, oil, PCBs, and similar toxins, 
are in sediment that must be dredged up and removed before they become stirred up 
and flow into the Lakes. 4) Fertilizers, other runoff. Near-shore waters, used for 
drinking, swimming, and fishing, have become degraded, with low levels of oxygen 
due to excessive nutrients. Fertilizers from animals and golf courses, oil and other 
residential runoff gets into the lakes and creates algae blooms. 5) Monitoring results. 
Monitoring is critical to ensure the restoration efforts are upgrading the health of the 
Great Lakes system.  
Source: http://www.detnews.com/article/20090831/LIFESTYLE14/908310319/1409/5-
targets-of-Great-Lakes-cleanup 
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http://hamptonroads.com/2009/08/nc-wastewater-treatment-plant-problems-persist
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26. August 28, Water Technology Online – (New York) Liquid pools of PCBs found in 
upstate NY river. A controversial project to dredge polychlorinated biphenyls (PCBs) 
from the upper Hudson River has uncovered pockets of liquid PCBs in the riverbed, 
CNSNews.com reported August 28. A spokeswoman for the Environmental Protection 
Agency’s (EPA) Hudson River field office, told CNSNews.com, “There’s a lot more 
PCB contamination in this area than we had anticipated.” She said dredging is releasing 
the PCB oil into the river water. “We have seen oil sheens on the water. That’s why we 
have the absorbent materials and the booms around all of the dredges now,” she added. 
Several upstate New York communities downstream of the project draw their drinking 
water from the Hudson or from wells that receive river infiltration into groundwater. 
The river was contaminated decades ago with PCBs dumped by a General Electric Co. 
electrical insulator factory. GE is now paying for the cleanup. While no communities 
are drawing their drinking water from the river without at least a filtration system in 
place, some local officials expressed concern at the find. The supervisor of the riverside 
town of Waterford said that his town had to find a new source of drinking water due to 
the contamination caused by the dredging. He said other communities were not able to 
make such a switch. “The town of Stillwater (NY) is still using the Hudson River as a 
water source, which I think it’s just inexcusable that EPA would put them in that 
position.” 
Source: http://watertechonline.com/news.asp?N_ID=72493 

27. August 28, Associated Press – (California) Northrop Grumman to pay $21M for 
water clean up. Northrop Grumman Space and Mission Systems Corp. has agreed to 
pay $21 million to clean up a Superfund site in the San Gabriel Valley, the 
Environmental Protection Agency (EPA) said Thursday. Northrop Grumman agreed on 
behalf of several entities to build wells to pump contaminated groundwater and remove 
volatile organic compounds in Walnut, La Puente and the City of Industry, an EPA 
spokesman said. The groundwater was contaminated by more than 60 sources where 
the chemicals were used for degreasing and metal cleaning. The treated water will be 
discharged or used for drinking or water reclamation. The EPA says 45 water suppliers 
use the San Gabriel Basin groundwater aquifers to provide 90 percent of the drinking 
water to more than 1 million people. The cleanup is an “important step toward restoring 
this valuable source of drinking water,” said the EPA’s Pacific Southwest Office 
Superfund director. Northrop Grumman spent more than $10 million on the site to 
comply with an order the EPA issued in 2002. The total cost of the interim cleanup and 
settlements is more than $70 million, EPA officials said. The rest of the cleanup plan 
will be paid for by other responsible parties. 
Source: http://www.forbes.com/feeds/ap/2009/08/28/business-financial-impact-us-
socal-superfund-settlement_6826490.html 

[Return to top]  

Public Health and Healthcare Sector 

28. August 31, Associated Press – (Georgia) Atlanta airport clinic will offer early flu 
shots. A clinic at Atlanta’s busiest airport will soon be offering season flu shots. The 

http://watertechonline.com/news.asp?N_ID=72493
http://www.forbes.com/feeds/ap/2009/08/28/business-financial-impact-us-socal-superfund-settlement_6826490.html
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chief marketing officer of the AeroClinic, says the clinic dispensed about 10,000 flu 
shots last year, and the service will expand this year because of expected heavier 
demand. She says that while flu season typically does not start until October 1, the 
company is offering the shots starting September 15 “to accommodate people who 
want to get a jump-start on flu season.” She says it plans to offer the shots at least 
through the end of December. 
Source: http://www.usatoday.com/travel/flights/2009-08-31-atlanta-airport-flu-
shots_N.htm 

29. August 30, St. Cloud Times – (Minnesota) State Health department shuts down 
Holdingford facility. Residents of an assisted living facility in Holdingford, Minnesota 
are being moved after the Minnesota Department of Health refused to renew its license. 
River Birch Residence had repeated violations that weren’t corrected and owes $12,800 
in fines, according to the health department. The facility must stop operating and 
transfer all of its residents to other facilities by September 14. In 2005, a health 
department survey of River Birch found 22 violations, including failures to maintain 
records regarding clients and employees, and failure to ensure that proper training is 
provided to staff and to administer prescribed medications to clients, according to an 
administrative law judge’s recommendation last February. Follow-up inspections in 
2006, 2007 and 2008 found that River Birch had failed to correct some of the 
violations. Inspectors found new violations as well, including a “serious” one in June 
2008 related to a client whose increasingly elevated blood pressure readings were not 
assessed by a nurse or reported to the client’s doctor.  
Source: http://www.sctimes.com/article/20090830/NEWS01/108300054/1009/State-
Health-department-shuts-down-Holdingford-facility 

30. August 29, Reuters – (International) WHO warns of severe form of swine flu. Doctors 
are reporting a severe form of swine flu that goes straight to the lungs, causing severe 
illness in otherwise healthy young people and requiring expensive hospital treatment, 
the World Health Organization said Friday. Some countries are reporting that as many 
as 15 percent of patients hospitalized with the new H1N1 pandemic virus need 
intensive care, further straining already overburdened healthcare systems, WHO said in 
an update on the pandemic. “During the winter season in the southern hemisphere, 
several countries have viewed the need for intensive care as the greatest burden on 
health services,” it said. “Preparedness measures need to anticipate this increased 
demand on intensive care units, which could be overwhelmed by a sudden surge in the 
number of severe cases.” Earlier, WHO reported that H1N1 had reached epidemic 
levels in Japan, signaling an early start to what may be a long influenza season this 
year, and that it was also worsening in tropical regions.  
Source: http://in.reuters.com/article/health/idINTRE57R3DR20090829?sp=true 

31. August 28, WCPO 9 Cincinnati – (Ohio) Universities respond to increasing cases of 
swine flu. Miami University in Ohio is now reporting 25 presumed cases of the H1N1 
virus. The Center for Disease Control (CDC) is advising universities to no longer test 
students for the virus as the universities should presume if someone has flu like 
symptoms this time of year, they have H1N1 and treat accordingly. The University of 

http://www.sctimes.com/article/20090830/NEWS01/108300054/1009/State-Health-department-shuts-down-Holdingford-facility
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Cincinnati and Xavier University have stopped counting the cases and are telling 
students with symptoms to go home. Xavier students who cannot go home can move 
into the lower level of the alumni center which has been converted into an isolation 
area. The area is prepared to accommodate and treat up to 45 students. Health officials 
at Miami University say it is likely there are many more cases on college campuses 
than are being reported because the universities only track the cases that come to the 
student health centers. 
Source: http://www.wcpo.com/news/local/story/Universities-Respond-To-Increasing-
Cases-Of-Swine/7EyTJx5vHUiD4ByiZhsXKA.cspx 

32. August 28, Associated Press – (Ohio) Pharmaceutical plant fire injures 4. Authorities 
say four workers were injured in a flash fire at a specialty pharmaceutical company in 
southwest Ohio. The workers at Eurand America Inc. in Vandalia were taken to Miami 
Valley Hospital on August 28 with facial and leg burns. A hospital spokeswoman says 
none were considered life-threatening. A city spokesman says the four employees were 
working with chemicals when the fire started. The plant’s 200 workers were evacuated 
and a sprinkler system quickly extinguished the fire that was confined to one room. The 
Eurand General Manager says the fire remains under investigation. Eurand develops 
products including pain relievers and medicines for epilepsy, AIDS and cardiovascular 
diseases. 
Source: http://www.fox8.com/news/wjw-pharmaceutical-fire-txt,0,5532764.story 

[Return to top]  

Government Facilities Sector 

33. August 31, Associated Press – (District of Columbia) Fire intentially set in embassy 
of Gabon in Washington. A small fire was intentionally set Sunday inside the 
embassy of Gabon, a D.C. fire department spokesman said. The embassy, in the 2000 
block of 20th Street NW, in the Adams Morgan area, was occupied Sunday afternoon, 
but nobody was injured, said a D.C. fire department spokesman. He said the fire, which 
caused a couple of thousand dollars in damage, was apparently started in a second-floor 
bathroom. No arrest has been made, but the incident is under investigation by the fire 
department and the Secret Service, the fire department spokesman said. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/08/31/AR2009083100008.html?hpid=moreheadlines 

34. August 31, Michigan State Employees Association – (Michigan) Security at state 
capitol in jeopardy. The 11-member Capitol Security Force whose mission it is to 
protect school children, the general public, state employees and state buildings, 
legislators and the historic state capitol building will be getting their 30-day layoff 
notices, effective October 1. “I understand that Michigan has seen better budget days, 
but this is outrageous,” said the president of the Michigan State Employees Association 
(MSEA) which represents the Capitol Security Force. Statistics document that over 
250,000 people visit the Capitol per year. In addition, there are 125,000 guided tours 
per year which consist mainly of school children. There were also over 400 rallies held 

http://www.fox8.com/news/wjw-pharmaceutical-fire-txt,0,5532764.story
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on the Capitol grounds in 2008, many of which drew thousands of people (the area 
around the Capitol building has a capacity of 10,000 people). According to an MSEA 
spokesperson, who is a member of the Capitol Security Force, cost-cutting measures in 
the past have had safety consequences. The spokesman says that significant threats to 
state government have escalated since September 11 and are on the rise. “The recent 
Town Hall meetings are an indication of how people are reacting to tough times. The 
Treasury Department and individual legislators are usually threat targets, but we are 
also charged with protecting state employees and state buildings. State government is 
always a target — not only by international terrorists, but by domestic terrorists as 
well.” 
Source: http://www.marketwatch.com/story/security-at-state-capitol-in-jeopardy-2009-
08-31 

35. August 28, U.S. Department of Justice – (National) Son of imprisoned spy pleads 
guilty to two counts of federal indictment. A 25 year-old suspect,from Eugene, 
Oregon, appeared before a U.S. District Judge and pled guilty to the crimes of 
conspiracy to act as an agent of a foreign government and conspiracy to commit money 
laundering. The maximum penalties for those crimes are five years in prison and a fine 
of $250,000, and 20 years in prison and a fine of $500,000, respectively. The Judge 
scheduled sentencing on January 25, 2010. The suspect’s father, who was a former 
Central Intelligence Agency (CIA) employee, is serving a 283-month sentence at the 
Federal Correctional Institution (FCI) in Sheridan, Oregon, for a 1997 conviction of 
conspiracy to commit espionage. The government alleges that the defendant, working 
through his son, received cash proceeds for his past espionage activities from agents of 
the Russian Federation between 2006 and 2008. The son, who has been on pre-trial 
release, admitted in his plea that he met with his father at the prison in Sheridan on 
several occasions. At these meetings, he received information and directions from his 
father regarding his contact with agents of the Russian Federation. Defendant admitted 
he traveled to several locations outside the United States, met with agents of the 
Russian Federation, and received money in return. The suspect admitted to receiving 
instructions from an agent of the Russian Federation to obtain information from his 
father. After collecting money from the Russian Federation, he disbursed the money to 
family members as directed by his father.  
Source: http://www.usdoj.gov/opa/pr/2009/August/09-nsd-882.html 

36. August 28, KRIS TV 6 Corpus Christi – (Texas) FBI investigating bomb threat at 
Falfurrias checkpoint. The FBI is investigating a bomb threat that shut down the 
Falfurrias checkpoint. Border Patrol agents said someone called the Hidalgo County 
Sheriff’s Department around 2:30 a.m. Friday morning about a bomb at the checkpoint. 
Crews closed Highway 281 for about three hours while the bomb squad searched for 
any explosives, but nothing was found. The highway has since been reopened. 
Source: http://www.kristv.com/Global/story.asp?S=11010255&nav=menu192_2 

For more stories, see items 31 and 43 

[Return to top]  
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Emergency Services Sector 

37. August 31, Associated Press – (Oklahoma) OKC woman arrested after shots fired at 
ambulance. An Oklahoma City woman accused of shooting at an ambulance she had 
previously called to her house has been taken into custody. Police say 25-year-old was 
taken into custody Saturday after a nearly four-hour standoff. No injuries were 
reported. Police say the woman initially called 911 complaining of chest pains, but 
emergency medical technicians arriving at her home were surprised by gunfire. 
Officers responded her home and blocked off the roads near her house before calling in 
bomb squad and tactical team members. 
Source: http://www.newson6.com/Global/story.asp?S=11014309 

38. August 30, Thibodaux Daily Comet – (Louisiana) After jail flooding, levees are 
proposed to protect costly repairs. As floodwater from Hurricane Ike receded, it left 
the Terrebonne Parish jail damaged for months, unfit for the hundreds of local inmates 
who were housed at a maximum-security prison 130 miles away. Evacuated two weeks 
ahead of the storm, inmates were taken to prisons throughout the state, then corralled at 
the Louisiana State Penitentiary at Angola. Judges, prosecutors and defense attorneys 
were left to run a disjointed justice system in their absence. A year after the storm, the 
jail has a newly-wired security system with added beds, but the $730,000 worth of 
repairs and new equipment are nearly as vulnerable as before Ike. The parish 
government is set to spend $800,000 to build a 7-foot-tall levee around the jail and 
neighboring juvenile detention center in hopes the 30-acre property will not flood 
again. Even as the parish sets aside $7.4 million in federal hurricane-recovery money to 
build a new juvenile detention center farther north, the parish president said the local 
government doesn’t have the cash to build another adult jail.  
Source: 
http://www.dailycomet.com/article/20090830/ARTICLES/908309991/1212?Title=Afte
r-jail-flooding-levees-are-proposed-to-protect-costly-repairs 

39. August 29, Contra Costa Times – (California) CIM officers say riot could have been 
avoided. A riot that injured more than 200 inmates at the California Institution for Men 
in Chino and gutted one of the prison’s reception centers might have been avoided had 
administrators responded properly to concerns raised by state auditors and complaints 
from the facility’s staff, according to some corrections officers at the prison. Auditors 
in recent years uncovered major deficiencies in the upkeep and maintenance of the 
prison’s facilities and warned that failure to follow proper procedures for segregating 
high-risk inmates from those with less serious offenses might pose a danger to the 
facility, its staff and inmates housed there. Current and former staffers made similar 
complaints in union grievances filed over the past year and said in interviews that the 
improper placement of high-risk inmates in the minimum security Reception Center-
West was likely a factor in the riot, which began about 8 p.m. August 8 and was not 
quelled until the following morning.  
Source: http://www.contracostatimes.com/california/ci_13232521 

- 
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40. August 28, Aviation Week – (National) NTSB plans new emergency medical helo 
rules. The National Transportation Safety Board (NTSB) plans to propose 19 new 
safety recommendations aimed at minimizing the risks of helicopter emergency 
medical services (HEMS) operations at a September 1 board meeting in Washington, 
D.C. According to the safety board, the recommendations will address a wide range of 
safety improvements — including the development of a low-altitude airspace 
infrastructure, operators’ adoption of safety management systems and data monitoring 
programs, and pilot use of new technologies such as night vision goggles. The new 
recommendations were developed following the NTSB’s February 3-6 hearing that 
evaluated factors that led to an increasing number of HEMS accidents. At that hearing, 
the board noted that from 2003 through 2008, 77 people died in 85 HEMS accidents. 
Last year was the deadliest on record for HEMS operations, with 29 fatalities in eight 
accidents — an increase from seven deaths in two accidents in 2007. At the February 
hearing, the NTSB heard testimony from some 41 witnesses. Topics under discussion 
included how the growth of HEMS operations might increase pressure to conduct 
flights, pilot training and use of flight simulators, and the use of safety-enhancing 
technologies, such as terrain awareness and warning systems. Improving safety of EMS 
flights is on the NTSB’s ‘Most Wanted List” of aviation safety improvements. The 
NTSB issued four recommendations issued in February 7, 2006, in conjunction with its 
January 25, 2006, special investigative report on EMS safety. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=busav&id=news/
HEMS082809.xml&headline=NTSB Plans New Emergency Medical Helo Rules 

For another story, see item 45 

[Return to top]  

Information Technology Sector 

41. August 31, ITProPortal – (International) Hackers penetrate Apache project server 
using SSH vulnerability. The website of Apache Project went offline for several hours 
last weekend after some anonymous hackers reportedly uploaded and executed 
malicious codes on the website’s servers. The hackers seemingly employed a stolen 
SSH authentication key linked with a backup account to compromise one of the 
website’s servers, forcing the Apache Project’s Infrastructure team to take the servers 
offline for hours. The attack kicked off on August 28 and aimed at the 
minotaur.apache.org, also referred to as people.apache.org server, which is the “seed 
host for most apache.org websites” and further hosts the accounts for its entire 
developer community, according to Apache team. Hackers broke into the server 
running Free-BSD 7-Stable using the SSH key associated with a backup account. 
However, they did not manage to escalate the account’s privileges on the compromised 
server. As of now, it’s not clear whether any code on the website of Apache was 
actually altered, and how the attack was performed or who was behind it. However, the 
issue with the website was fixed after DNS records were modified so that its Europe-
based servers instead of main site in the US were carrying the entire load. The 
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infrastructure team of the website said: “At this time several machines remain offline, 
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but most user facing websites and services are now available”. 
Source: http://www.itproportal.com/security/news/article/2009/8/31/hackers
apache-project-server-using-ssh-vulnerability/ 

42. August 29, The Register – (International) Snow Leopard security: The goo
and the missing. Apple Engineers missed a key opportunity to implement an
standard technology in their latest operating system that would have made it 
resistant to hacking attacks, three researchers have said. Known as ASLR, or
space layout randomization, the measure picks a different memory location t
system components each time the OS is started. While Microsoft has had it 
implemented since the roll-out of Windows Vista, the analogous protection i
Leopard, which went on sale on August 28, suffers from a crucial deficiency
randomize core parts of the OS, including the heap, stack and dynamic linke
means that attackers who identify buffer overflows and similar bugs in OS X
components have a much better chance of causing the vulnerability to execu
malicious code that compromises the machine. The halfhearted attempt at 
implementing ASLR has been a chief complaint of security researchers since
Snow Leopard’s predecessor. Many had hoped it would be made more robus
new version. “ASLR is really only useful if EVERYTHING is randomized,”
author of The Mac Hacker’s Handbook, wrote in an email to The Register. “
anything that is not randomized, it defeats the purpose mostly. This is a majo
shortcoming of Apple, and I’m disappointed they didn’t take this opportunity
implement full ASLR.” One possible weakness with the new DEP offering: 
parts of the Safari browser remain both writable and executable, a shortcomi
may make it easier for attackers to strike at one of the most targeted Apple a
Source: http://www.theregister.co.uk/2009/08/29/snow_leopard_security/ 

For another story, see item 47 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Website: http://www.us-cert.gov. 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Website: https://www.it-isac.org/.  
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Communications Sector 

43. August 31, Associated Press – (California) Huge blaze threatens 12,000 LA-a
homes; 2 dead. Firefighters tried on August 31 to hold back a massive wildfire from 
consuming thousands of Los Angeles-area homes and a crucial communications cente
as they mourned two firefighters killed when their vehicle rolled down a mountain. 
About 12,000 homes, as well as communications and astronomy centers atop Mount 
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r 

http://www.theregister.co.uk/2009/08/29/snow_leopard_security/
mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.itproportal.com/security/news/article/2009/8/31/hackers-penetrate-apache-project-server-using-ssh-vulnerability/
http://www.itproportal.com/security/news/article/2009/8/31/hackers-penetrate-apache-project-server-using-ssh-vulnerability/


 - 19 - 

Wilson, were threatened by fire. At least 6,600 homes were under mandatory 
evacuation orders Sunday night and over 2,500 firefighters were battling the flames. On 
the blaze’s northwestern front, two firefighters were killed on August 30 on Mount 
Gleason near the city of Acton. The blaze was only about 5 percent contained late on 
August 30 and had scorched 71 square miles in the Angeles National Forest. 
Mandatory evacuations were in effect for neighborhoods in Glendale, Pasadena and 
other smoke-choked cities and towns north of Los Angeles. At least 18 homes were 
destroyed in the fire and firefighters expected to find many more, authorities said. On 
Mount Wilson, crews cleared brush and sprayed retardant in an attempt to ward off 
flames approaching the transmitters of more than 20 television stations, many radio 
stations and cell phone providers, said a U.S. Forest Service Captain. Television 
stations said if the antennas burn broadcast signals would be affected but satellite and 
cable transmissions would not be. Two giant telescopes and several multimillion-dollar 
university programs are housed in the century-old Mount Wilson Observatory. The 
complex of buildings is both a historic landmark and a thriving modern center for 
astronomy. The fire had blackened 275 acres amid high winds and was 50 percent 
contained Sunday night, a CalFire spokesman said. The governor declared a state of 
emergency in the Sierra foothills area because of the fire, which began on August 30. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5gZ8Zlj-
J4JAGBVX44URTwVV53E0QD9ADS7L80 

44. August 31, Florida Freedom Newspapers – (Florida) Off the air: Inmate work crew 
cuts the cord on Destin’s Beach Radio. The waves rolling off the tower of Beach 
Radio, “Destin’s Progressive Talk,” came to a dead stop recently when an inmate 
working for the city of Niceville cut the station’s transmission line with a Bush Hog. “I 
don’t even know why they came on the property to Bush Hog, because it’s not city 
property,” said the manager of the station at 1120 AM. The manager started getting 
calls from listeners wondering what happened to the signal from the station’s tower on 
Cedar Avenue in Niceville. “We have an inmate crew that works for us that cleans up 
some of these weedy areas,” said the Niceville Public Works Director. “They were 
doing some work in that area and I heard it happened.” A Niceville city electrician said 
the prison work crew was trimming the grass by the radio tower on August 24 when the 
line was cut. Niceville contacted nearby property owners who might have been affected 
by the cut line, but Beach Radio learned about the outage from listeners.  
Source: http://www.nwfdailynews.com/news/destin-20163-air-inmate.html 

45. August 28, Associated Press – (Maryland) Lightning damages Md. emergency radio 
tower. Emergency workers in three Eastern Shore counties are getting help from a 
backup radio system after a lightning strike damaged a radio tower. The Queen Anne’s 
County emergency management chief says lighting hit the tower in Wye Mill that 
serves emergency services in Queen Anne’s, Caroline, and Talbot counties as a line of 
storms moved through the area around 6 a.m. on August 28. He says the tower that 
supports the tri-county communication system has limited capabilities while the 
damaged electronics are repaired and bypassed. Meanwhile, he says emergency 
services are using a national call channel system to keep operations normal. 
Source: http://wjz.com/wireapnewsmd/Lightning.strike.damages.2.1149229.html 
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46. August 28, The Register – (International) Mobile operators pooh-pooh universal 
phone-snooping plan. Mobile operators have struck back at organizers of an open-
source project that plans to crack the encryption used to protect cell phone calls, saying 
they are a long way from devising a practical attack. “The theoretical compromise 
presented at the Black Hat conference requires the construction of a large look-up table 
of approximately 2 Terabytes - this is equivalent to the amount of data contained in a 
20 kilometre high pile of books,” the group, which represents almost 800 operators in 
219 countries, said in a statement issued on August 28. “In theory, someone with access 
to the data in such a table could use it to analyse an encrypted call and recover the 
encryption key.” The GSMA went on to say that even if such a table were built, the 
researchers still would need to build a complex radio receiver to process the raw radio 
data. The vast majority of world’s cell phone calls are protected by an algorithm known 
as A5/1 that has been in existence for more than a decade, said the project leader, a 
cryptography expert and a researcher at the University of Virginia. Because it hails 
from the cold-war era when export laws prohibited the exportation of strong 
cryptography, the cipher is relatively trivial to break using a large number of networked 
computers. More recently, cell phone makers have folded a newer cipher known as 
A5/3 into handsets to protect internet communications. Because its key is twice as long 
as A5/1, it’s about a quintillion times harder to break, the project leader estimates. But 
despite the uncontested superiority of the newer algorithm, handset manufacturers still 
cling to the older one to protect voice calls. The GSM rainbow table project was 
announced at the recent Black Hat security conference in Las Vegas. “I’m puzzled by 
the GSMA’s attempt to hide behind the alleged inability of hackers to snoop GSM 
traffic,” the project leader wrote in an email to reporters. “This is 20 years old 
technology that ships in billions of handsets. The GSMA should take the hacker 
community and its current interest in GSM technology more serious.” 
Source: http://www.theregister.co.uk/2009/08/28/mobile_phone_snooping_plan/ 

47. August 28, FOX News – (National) Senate bill would give President emergency 
control of Internet. A Senate bill would offer the U.S. President emergency control of 
the Internet and may give him a “kill switch” to shut down online traffic by seizing 
private networks, a move cybersecurity experts worry will choke off industry and civil 
liberties. Details of a revamped version of the Cybersecurity Act of 2009 emerged late 
on August 27, months after an initial version authored by a Senator from West Virginia 
was blasted in Silicon Valley as dangerous government intrusion. “In the original bill 
they empowered the president to essentially turn off the Internet in the case of a ‘cyber-
emergency,’ which they didn’t define,” said the president of the Internet Security 
Alliance, which represents the telecommunications industry. He said the new version of 
the bill that surfaced on August 27 is improved from its first draft, but troubling 
language that was removed was replaced by vague language that could still offer the 
same powers to the President in case of an emergency. “The current language is so 
unclear that we can’t be confident that the changes have actually been made,” he said. 
The new legislation allows the President to “declare a cybersecurity emergency” 
relating to “non-governmental” computer networks and make a plan to respond to the 
danger, according to an excerpt published online. 

http://www.theregister.co.uk/2009/08/28/mobile_phone_snooping_plan/
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Source: http://www.foxnews.com/politics/2009/08/28/senate-president-emergency-
control-internet/ 

[Return to top]  

Commercial Facilities Sector 

48. August 31, Honolulu Adverstiser – (Hawaii) Moloka’i wildfire chars 6,000 
acres. Residents of Kalama’ula on Moloka’i were allowed to stay in their homes as 
shifting winds pushed away a brush fire that had scorched more than 6,000 acres, 
threatening the Hotel Molokai, injuring a firefighter and burning a carport. Police went 
house-to-house Sunday night telling residents that they needed to evacuate because 
flames that had first moved mauka had turned and headed for their homes. Hours later, 
residents were given the all-clear sign as the fire shifted to the west, said a Maui 
County spokeswoman. In all there were two evacuation orders on Sunday— one 
mandatory and the other, hours earlier, voluntary. Flames reached within 100 yards of 
the Hotel Molokai yesterday, said the hotel’s general manager. The hotel canceled 
Sunday brunch and sent workers home, he said. The fire began at 12:05 p.m. Saturday, 
although county officials are not sure how it started. 
Source: 
http://www.honoluluadvertiser.com/article/20090831/NEWS01/908310346/Moloka+i+
wildfire+chars+6+000+acres 

For another story, see item 43 
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National Monuments and Icons Sector 

49. August 31, Modesto Bee – (California) Yosemite fire at 4K acres. Nearly 750 
firefighters have contained about half of a blaze covering more than 4,000 acres in 
Yosemite National Park and the Stanislaus National Forest, officials said Sunday. 
About 50 homes in the Foresta and Old El Portal communities are threatened by the 
Big Meadow fire. Along with the Yosemite View Lodge, the two communities were 
evacuated last week because of the fire. Tioga Road will have restricted access between 
Crane Flat and White Wolf today until fire operations along the road are finished, park 
officials said. The segment will have controlled access with a pilot car during the day 
and will be closed at night. The fire was set Wednesday by Yosemite crews as a 
prescribed burn, but it got out of control. They followed rules that cover temperatures, 
fuel moisture and other criteria for setting fires, said a National Park Service 
spokeswoman. Federal officials will review the circumstances of the fire after it is fully 
contained, she said.  
Source: http://www.modbee.com/local/story/836142.html 

50. August 31, KPHO 5 Phoenix – (Arizona) Water Wheel Fire sparks evacuations. A 
new wildfire burning in the Tonto National Forest has forced the evacuation of a 
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Whispering Pines subdivision and the Water Wheel Campground northeast of Payson. 
The fire, which was reported at the campground at about 1:52 p.m. Sunday, has grown 
to between 100 to 150 acres and is fueled mostly by Ponderosa Pine, said a 
spokeswoman with the Tonto National Forest. The Gila County Sheriff’s Office is 
overseeing the evacuation. the spokeswoman said it’s not known yet how many people 
are affected by the evacuation. The cause of the blaze has not yet been determined. 
Source: http://www.kpho.com/news/20637525/detail.html 

51. August 28, Associated Press – (California) Tourists at Calif. park rerouted due to 
pot garden. A section of this Sierra Nevada national park was closed to visitors 
Thursday while rangers helicoptered in to destroy a sizable marijuana growing 
operation just a half-mile away from a crystal-filled cave popular with tourists. 
Authorities said the proximity of the pot plants to such a heavily trafficked tourist site 
was unusual and reflects a newfound boldness among growers, who are now planting 
marijuana near trails and access roads at an increasing number of parks. Authorities 
said trash at the site would be examined for fingerprints or any other clues about who 
was in charge of the operation. About three-quarters of the marijuana already had been 
harvested before the rangers dropped in. The value of the pot plants grown at the site, 
including what was already harvested, was at least $36 million, authorities said. It was 
the first time Sequoia National Park had shut down a public exhibit for a drug bust. 
Park officials say the Sequoia Natural History Association will lose about $35,000 in 
revenue from cave ticket sales.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gr8hZHJHlcTail5Nb3Q3Xsaa2
Y5wD9ABKQS80 

For another story, see item 43 
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Dams Sector 

52. August 31, Springfield News-Leader – (Missouri) Cost to repair spillway 
doubles. Record rainfall in 2008 sent torrents of water roaring over the Fellows Lake 
spillway north of Springfield, Missouri. The overflow was so powerful that it forced 
water beneath the spillway’s wide concrete channel. The hydraulic force gouged large 
voids beneath the concrete spillway, causing the concrete to crack and buckle in some 
places. “After some of the rains we got, we came out and inspected the spillway,” said 
the City Utilities manager of water distribution and supply. “In one section it humped 
up three to four feet.” The concrete spillway channels excess lake water away from the 
compacted earthen dam, helping to prevent erosion and possible catastrophic failure 
from water topping the dam. Damage to the spillway, built more than 50 years ago, was 
estimated at $250,000 to $500,000. But repairs and a network of new drain tubes 
designed to prevent damage in the future have more than doubled the cost. The 
manager said the project will cost $1.1 million by the time work is finished next year. 
The repairs are a two-part process. Concrete damaged by the water’s force is being 
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jackhammered out and will be replaced with fresh concrete reinforced with steel rods. 
Crews with Fordland-based Herion Company also are using large concrete saws to slice 
openings in other areas of the spillway for a network of drain tubes. The pipes are 
surrounded by a special membrane that won’t let soil or gravel pass through and be 
carried away by the water. “We’re trying to do some preventative measures that will 
keep this erosion from happening,” he said. 
Source: http://www.news-leader.com/article/20090831/NEWS01/908310364/1007 

53. August 29, Associated Press – (California) Boat strikes, damages levee. The national 
weather service issued a flash flood watch for northeast Contra Costa County in 
California Saturday after a boat apparently hit a levee on the San Joaquin River Friday. 
It affects residents on Bradford Island, which is about 8 miles north of Antioch. A 
Coast Guard lieutenant said the Coast Guard is keeping boaters away from the area. 
“There’s about a 150 foot section of the levee that’s starting to wash away; there’s a 
crack. Currently there are sandbags that are holding on the crack. The Coast Guard is 
on scene to prevent recreational boaters from getting too close to the barge that’s 
working to fix the levee,” said the lieutenant. Levee repair could take up to three days. 
An engineer who visited the site says that there are no leaks right now, but if the levee 
were to break it would threaten structures on the island. 
Source: http://www.kcbs.com/Boat-Strikes--Damages-Levee/5107043 
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