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Top Stories  

 According to Computerworld, the U.S. National Archives and Recording Administration 
on Tuesday disclosed that an external hard drive believed to contain nearly 1TB of data 
from a former Presidential Administration had gone missing. On the drive were details 
about the security procedures used by the U.S. Secret Service at the White House. (See 
item 27) 

 Reuters reports that the FBI and New York police arrested four men on Wednesday after 
authorities said they foiled a plot to blow up two synagogues in New York City’s Bronx 
borough and simultaneously shoot down military planes at an Air National Guard base at 
Stewart airport. (See item 39) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED,  Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. May 20, Reuters – (International) Green activists protest at Australia power plant. 
Environmental activists tried on May 21 to disrupt operations at an Australian power 
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station that provides 8 percent of the country’s coal-reliant electricity market, in a 
protest against government climate policies. Greenpeace said the dawn protest by 
around 14 activists at the Hazelwood Power Station in Victoria state was the latest part 
of an ongoing campaign to reduce Australia’s carbon emissions. Hazelwood, in 
Victoria’s Latrobe Valley, is a brown coal-fueled power station with a 1,600 megawatt 
capacity, and supplies up to 25 percent of the state’s base load electricity. Majority-
owned by the U.K.-based company International Power and scheduled to be 
decommissioned by 2009 due to its excessive carbon dioxide emissions, the state 
government in 2005 extended its life until 2031. A mine spokesman told Reuters the 
protest had “no impact whatsoever” on output and police removed the demonstrators, 
who chained themselves to a dormant digger with banners reading “coal – powering 
climate change.”  
Source: http://www.reuters.com/article/latestCrisis/idUSSYD16021 

 
2. May 20, Reuters – (National) Shell to announce ‘09 hurricane updates on Twitter. 

Shell Oil Co. said on May 20 that it will use instant messaging system Twitter to 
announce hurricane updates during the 2009 storm season. The innovation is aimed at 
the news media in an effort to keep journalists quickly informed of storm developments, 
but the service will be available to the public, Shell said. “We would encourage anybody 
who’s interested in how storms are affecting our operations to follow us on Twitter,” a 
spokeswoman said. “The amount of information will be limited. Most likely we’ll just 
push people to updates online. We wouldn’t be able to put everything in a Tweet,” she 
said. Twitter messages, or Tweets, are limited to 140 characters on the Internet-based 
system of mass instant messaging. The Shell hurricane update identifier is 
shell_stormctr. 
Source: http://www.reuters.com/article/rbssEnergyNews/idUSN2045237320090520 

 
3. May 19, KRIS 6 Corpus Christi – (Texas) Refinery fire near port of Corpus Christi. 

Emergency crews were on the scene at a fire at the Flint Hills East Refinery near the 
Port of Corpus Christi during the morning of May 19. Someone working at the plant 
suffered first and second-degree burns to his torso and was taken to the hospital for 
treatment. Flint Hills officials told KRIS 6 News that the fire started inside some tubing 
in a gasoline-processing area and that the fire was extinguished within about 15 minutes. 
A group of Flint Hills employees were evacuated from the plant during the fire. No 
word on when they will be permitted to return to the plant. The Corpus Christi Fire 
Department did air-quality monitoring immediately after the fire and found that there 
was no problem with the air and nothing people should be concerned about at home. 
Source: http://www.kristv.com/Global/story.asp?S=10388043&nav=menu192_2_2 
 

For more stories, see items 7 and 8 
 
[Return to top] 

Chemical Industry Sector 
 
4. May 21, WSYR 9 Syracuse – (New York) Rail yard fire under investigation. 

Investigators are looking into the cause of a fire at the CSX rail yard off First Street in 
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the Village of East Syracuse. The fire started under a rail car. The chemical inside the 
tanker was Sodium Hyrdo-Flouride. It was not a hazard to anyone and no homes had to 
be evacuated. Investigators think a welder working near one of the train cars touched off 
the fire. 
Source: http://www.9wsyr.com/news/local/story/Rail-yard-fire-under-
investigation/_T1u-RgWT0mAjZs9cS-OXw.cspx 

 
5. May 20, Indiana Tribune Star – (Indiana) Agencies team to battle mock sulfuric acid 

spill. As emergency vehicles converged on the northwest side of Indiana State 
University on May 20, unknowing motorists might have feared the worst. But the 
activity near Fifth and Tippecanoe streets was part of a disaster exercise involving ISU, 
the Terre Haute fire and police departments and state Homeland Security. The mock 
disaster involved a sulfuric acid spill that occurred when a barrel fell off a rail car and 
ruptured. Under the scenario, two bystanders were overcome by fumes, and one had life-
threatening injuries. Initially, they were treated by Student Health Department staff who 
had set up a triage on a nearby parking lot. The disaster began about 9:02 a.m., and both 
buildings got the “all clear” by 9:37 a.m. The entire drill was over by about 10 a.m.  
Source: http://www.tribstar.com/news/local_story_140203014.html 

 
6. May 20, Associated Press and WPXI 11 Pittsburgh – (Pennsylvania) 2nd fine levied for 

Butler Co. chemical spill. The state Department of Environmental Protection has 
issued a $34,187 fine against a Petrolia company that was the source of a chemical leak 
last fall that prompted an evacuation. On October 11, 2008, sulfuric acid fumes leaked 
from a storage tank at the Indspec Chemical Corp. plant in Petrolia. A sulfuric acid mist 
drifted from the plant and caused the evacuation of nearly 2,500 residents within a 2-
mile radius of the facility. The DEP determined that the leak was caused by a tank 
overfill as the result of a failed electrical connection to a high-level alarm and automatic 
shut off. Indspec already faces $121,500 in federal workplace safety fines for the leak. 
Source: http://www.wpxi.com/news/19520741/detail.html 

 
7. May 19, Bangor Daily News – (Maine) No spill as 4 tankers derail in Hermon. Four 

Montreal, Maine & Atlantic Railway tankers containing sulfuric acid and ethanol 
derailed on May 18 but did not cause a spill, a company spokesman said May 19. The 
cars derailed around 8 a.m. while the train was headed to Searsport. Three of the tankers 
contained sulfuric acid and one contained ethanol. The cause of the derailment was 
under investigation. Two of the tankers were being transferred onto trucks for transport, 
an order placed by the customer and the two others were expected to be fixed by May 
20.  
Source: http://www.bangordailynews.com/detail/106406.html 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

     Nothing to report 
 
[Return to top] 
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Critical Manufacturing Sector 
 

8. May 19, Milwaukee Journal Sentinel – (National) Stricter fuel rules unveiled. Flanked 
by automakers and representatives of environmental groups, the U.S. President 
announced a plan that would boost the fuel economy of cars and trucks by 40 percent 
from current standards by 2016. The move comes one and a half years after Congress 
enacted its first increase in fuel-economy mandates for carmakers in decades, but at a 
time when automakers have become increasingly concerned about a patchwork of 
regulations from state to state. A California greenhouse gas standard will essentially 
become the national plan, giving the nation one national standard. “The goal is to set one 
national standard that will rapidly increase fuel efficiency — without compromising 
safety — by an average of 5 percent each year between 2012 and 2016, building on the 
2011 standard my administration set shortly after taking office,” the President said. “As 
a result of this agreement, we will save 1.8 billion barrels of oil over the lifetime of the 
vehicles sold in the next five years. And at a time of historic crisis in our auto industry, 
this rule provides the clear certainty that will allow these companies to plan for a future 
in which they are building the cars of the 21st century.” While the new fuel and 
emission standards for cars and trucks will save billions of barrels of oil, they are 
expected to cost consumers an extra $1,300 per vehicle by the time the plan is complete 
in 2016. The President said the fuel-cost savings would offset the higher price of 
vehicles in three years. While requiring that vehicle carbon dioxide emissions be 
reduced by about one-third by the target date, the plan requires the auto industry to be 
building vehicles that average 35.5 miles per gallon. 
Source: http://www.jsonline.com/business/45451332.html 

 
[Return to top] 

Defense Industrial Base Sector 
 

     Nothing to report 
 
[Return to top] 

Banking and Finance Sector 
 

9. May 21, Bloomberg – (National) U.S. regulators target four savings and loans for 
stress tests. Four U.S. savings and loans are being subjected to financial stress tests, the 
head of the Office of Thrift Supervision said, expanding regulatory efforts to determine 
the financial health of the nation’s largest lenders. Four institutions are under review, the 
OTS acting director said in an interview on May 20. He declined to name them. The 
exams mirror those completed this month on 19 of the biggest lenders, which 
determined that losses could reach $599.2 billion should the economy worsen in two 
years and ordered 10 to raise $74.6 billion. The review is separate from the work of an 
OTS division created this year to monitor the largest 25 thrifts with more than $10 
billion in assets. OTS created it after investigations into failed lenders by the Treasury 
Department’s inspector general faulted the agency’s supervision, the director said. The 
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savings and loans are being examined using assumptions applied by the Federal 
Reserve, Office of the Comptroller of the Currency and Federal Deposit Insurance 
Corp., the director said. The assumptions include an “adverse scenario” of a 3.3 percent 
drop in gross domestic product this year, and average unemployment of 8.9 percent this 
year and 10.3 percent in 2010. The stress tests are “a pilot,” the director said in the 
interview. “Regulatory tools are always evolving.”  
Source: 
http://www.bloomberg.com/apps/news?pid=20601103&sid=abE_tHutsK8E&refer=new
s  

10. May 20, WSMV 4 Nashville – (National) FTC launches new scam prevention site. The 
federal government has a new tool to stop people from being scammed during the 
recession. The Federal Trade Commission launched a new Web site called Money 
Matters that they hope will help the public avoid bogus companies. “For the most part, 
fraud preys on consumers not knowing what is going on and not understanding what is 
happening. So, if we can get the consumer educated, it is much harder for the bad guys 
to convince the consumer to fork over their money,” said a representative of the Federal 
Trade Commission. The site is filled with tips and warning signs for consumers about 
scams. The FTC especially wants people to be aware of businesses who promise to help 
homeowners from foreclosure. The Web site has information on scams, credit cards, 
managing money, dealing with debt and individuals jobs. 
Source: http://www.wsmv.com/money/19517720/detail.html  

11. May 20, Investment News – (National) Defrauded AIG investors to get $843M from 
SEC. The Securities and Exchange has announced that it will pay $843 million to 
investors in American International Group Inc. who were jilted in an accounting and 
securities fraud fiasco dating back to 2000. Checks to more than 257,000 investors will 
be distributed in the next few months, coming from a Fair Fund established by the SEC 
after AIG settled accusations that it had violated securities laws. The payments to 
investors are related to a 2006 complaint filed by the SEC alleging that the New York-
based insurer had entered into two sham reinsurance transactions in 2000 and 2001 with 
Stamford, Connecticut-based General Re Corp. The transactions had allowed AIG to 
add $500 million in fake loss reserves to its balance sheets for the fourth quarter of 2000 
and first quarter of 2001, according to the SEC. That action boosted the insurer’s stock 
price and made its finances appear healthy to analysts and investors. After federal and 
state regulators investigated AIG about the Gen Re transaction, the firm had to restate 
the accounting for 66 transactions. In 2006, the insurer, without admitting or denying the 
SEC’s claims, agreed to pay a $100 million civil penalty to the commission and 
disgorge $700 million in ill-gotten gains.  
Source: 
http://www.investmentnews.com/apps/pbcs.dll/article?AID=/20090520/REG/90520996
9  

12. May 20, Bloomberg – (National) U.S. may strip SEC of powers in regulatory 
overhaul. The U.S. Presidential Administration may call for stripping the Securities and 
Exchange Commission of some of its powers under a regulatory reorganization that 
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could be unveiled very soon, people familiar with the matter said. The proposal, still 
being drafted, is likely to give the Federal Reserve more authority to supervise financial 
firms deemed too big to fail. The Fed may inherit some SEC functions, with others 
going to other agencies, the people said. On the table: giving oversight of mutual funds 
to a bank regulator or a new agency to police consumer-finance products, two people 
said. The 75-year-old SEC, chartered to oversee Wall Street and safeguard investors, has 
seen its reputation tarnished as some lawmakers blamed it for missing the incipient 
financial crisis and failing to detect a $65 billion Ponzi scheme. Any move to rein in the 
agency is likely to provoke a battle in Congress, which would need to approve the 
changes, and draw the ire of union pension funds and other advocates for shareholders. 
“It would be a terrible mistake,” said a former federal judge and SEC enforcement chief. 
“Whatever the SEC has done or did not do, it is still the premier investor protection 
agency around.”  
Source: 
http://www.bloomberg.com/apps/news?pid=20601087&sid=amepJWiwJJNM&refer=ho
me  

 
13. May 20, Associated Press – (National) Obama signs mortgage bill into law. The U.S. 

President said homeowners facing foreclosure would have a second chance under a 
measure he signed into law on May 20, but he added consumers still must live within 
their means. The law encourages banks to spare homeowners from foreclosure and 
cracks down on lenders who take advantage of them. The bill passed Congress recently 
and the U.S. President bypassed a promised five-day waiting period to make it law. The 
law, officially called the Helping Families Save Their Homes Act, expands an existing 
$300 billion program that encourages lenders to adjust a mortgage if the homeowner 
agrees to pay an insurance premium. The program, set to expire in 2011, would swap 
out a homeowner’s high-interest rate for a 30-year fixed loan backed by the Federal 
Housing Administration. Because of strict eligibility requirements, only about 50 
homeowners are refinancing through the program compared to the 400,000 people it was 
estimated to help. “Too many administrative and technical hurdles made it very difficult 
to navigate, and most borrowers did not even bother to try,” the U.S. President said. 
“And this bill removes those hurdles, getting folks into sustainable and affordable 
mortgages and, more importantly, keeping them in their homes.” 
Source: http://www.google.com/hostednews/ap/article/ALeqM5gcfBIkoNCRcz-
D6As1iNV_CeeO1wD98A82PG1  

 
[Return to top]  

Transportation Sector 
 

14. May 21, Associated Press – (District of Columbia; Virginia) D.C. failed to warn of 
bridge repairs, say Va. officials. Virginia officials are complaining that the D.C. 
Department of Transportation failed to warn them about major repairs on the 14th Street 
Bridge. A representative from the Virginia Department of Transportation (VDOT) on 
the National Capital Region Transportation Planning Board complained about the lack 
of communication at a meeting May 20. The representative says the project will cause 
significant traffic problems in Virginia and her agency should have been warned. The 
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work is scheduled to start May 26 and take two years to complete. A D.C. Department 
of Transportation spokesman says D.C. officials shared a traffic control plan about the 
project with VDOT more than a month ago. The VDOT representative says the plan 
should have been available a year ago. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/05/21/AR2009052101148.html 

 
15. May 20, BBC News – (International) Indonesia air crash kills scores. An Indonesian 

military transport plane carrying troops and their families crashed Wednesday on the 
island of Java, killing at least 98 people, officials say. It is not yet confirmed what 
caused the crash, but local people said they heard explosions and saw a wing fall off. 
The C-130 Hercules had been carrying about 110 passengers and crew. The plane was 
due to land at Iswahyudi air force base and struck houses in the village of Geplak, a few 
kilometers away. One survivor said it felt like the plane’s engines just stopped and then 
the aircraft began to break apart in mid-air.  
Source: http://news.bbc.co.uk/2/hi/asia-pacific/8058721.stm 

 
16. May 20, KXTV 10 Sacramento – (California) Luggage prompts Sacramento Airport 

terminal evacuation. Sacramento International Airport security personnel briefly 
evacuated Terminal B the afternoon of May 20 after a suspicious item was found in the 
terminal, airport officials said. The discovery forced the closure of the terminal around 3 
p.m. after a Sacramento County sheriff’s canine officer sniffed an unattended bag in the 
terminal, a Sac International spokeswoman said. The terminal, which houses JetBlue, 
Frontier, American, and United Airlines, was emptied as a precaution.  Just after 4:30, 
authorities determined the bag was not dangerous and passengers were given the all-
clear to return to the terminal. It was not immediately known where the bag came from 
or what triggered a response from the police canine.  
Source: http://www.news10.net/news/story.aspx?storyid=59659&catid=2 

 
17. May 20, Associated Press – (California) Another earthquake felt in downtown Los 

Angeles. A moderate earthquake rattled downtown Los Angeles on May 19, but there 
were no immediate reports of damage or injuries. The magnitude-4.1 temblor, which 
struck at 3:49 p.m., was centered 10 miles southwest of downtown, near Los Angeles 
International Airport (LAX), according to the U.S. Geological Survey. No damage has 
been reported and there has been no increase in emergency calls, a city fire spokesman 
said. The aftershock came two days after a magnitude-4.7 earthquake also centered near 
the airport. The quake on May 19 was barely felt at LAX, but emergency workers were 
checking runways and other airport infrastructure to make sure nothing was damaged, an 
airport spokesman said. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gMWTul5y4kZBAtnhzxRpSZM
HhicQD989K1L01 
See item 42 
 

For more stories, see items 4, 5, 7, 22, 30, and 39 
 
[Return to top] 
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Postal and Shipping Sector 
 

     Nothing to report 
 
[Return to top] 

Agriculture and Food Sector  

 
18. May 21, U.S. Food Safety and Inspection Service – (National) Illinois firm recalls 

ground beef products due to possible E. coli O157:H7 contamination. Valley Meats 
LLC, a Coal Valley, Illinois establishment is recalling approximately 95,898 pounds of 
ground beef products that may be contaminated with E. coli, the U.S. Department of 
Agriculture’s Food Safety and Inspection Service (FSIS) announced May 21. These 
ground beef products were produced on March 10, and were distributed to various 
consignees nationwide. The problem was discovered through an epidemiological 
investigation of illnesses. On May 13, FSIS was informed by the Ohio Department of 
Health of a cluster of E. coli infections. Illnesses have been reported in Ohio, 
Pennsylvania, and Illinois. 
Source: http://www.fsis.usda.gov/News_&_Events/Recall_022_2009_Release/index.asp 

 
19. May 20, Associated Press – (Idaho; Washington) Suspect boat nabbed before 

reaching NW waters. Authorities in Idaho and Washington say they have detained a 
boat believed to be contaminated by an invasive mussel, stopping the craft before it 
could enter Northwest waters still free of the aquatic menace. The Idaho Department of 
Agriculture announced May 20 that it was able to track and detain the boat, which was 
destined for Spokane, Washington, and traveled through Idaho, Montana, Utah and 
Arizona. Authorities say the boat was last used in Nevada’s Lake Mead, which is 
infested with zebra and quagga mussels. The 26-foot boat, named “Hello,” is being held 
in Spokane. Officials have not yet identified the mussel attached to the boat. Efforts to 
track the vessel started when a Utah resident noticed a mussel on the craft traveling 
north on Interstate 15 into Montana. “There are so many implications if these species get 
into waters” in Washington and Idaho, said a sergeant with the Washington Department 
of Fish and Wildlife statewide aquatic invasive species enforcement coordinator. “It 
would be absolutely devastating to the economy and ecology if it got into the Columbia 
River system,” he told the Associated Press. Authorities have not yet decided whether to 
pursue criminal charges or identified the person transporting the craft.  
Source: http://www.seattlepi.com/local/6420ap_id_boat_inspections.html?source=mypi 

 
[Return to top] 

Water Sector 
 
20. May 20, Water Technology Online – (International) Mains break spills 40 million 

gallons. An early-morning water-main rupture in Brisbane, Australia on May 19 caused 
a loss of 39.6 million gallons of drinking water, according to a May 19 SBS TV report. 
The pipe, built in the 1960s, had a lifespan of 90 years to 100 years. The LinkWater 
general manager said the company took over management of the pipeline from Brisbane 
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City Council last July 1, 2008, and said he was not sure when the pipe most recently was 
inspected. Roads and gardens were flooded, and dozens of Brisbane suburbs were either 
without water or experienced low pressure until midday. Normal supply was restored by 
early afternoon, the report said. LinkWater crews are investigating the cause of the 
rupture. 
Source: http://watertechonline.com/news.asp?N_ID=71931 

21. May 20, KOAA 5 Pueblo – (Colorado) Radium in drinking water. Dozens of small 
water associations in southern Colorado as well as a few municipalities are in violation 
of federal safe water standards. The majority are located in the lower Arkansas Valley. 
Naturally occurring radium is attaching to ground water and ending up in their deep 
wells. Operators say removing the radium is expensive and safely disposing of the low-
level radioactive waste is cost prohibitive. The Colorado Department of Public Health 
and Environment has studied the problem for several years and is working with roughly 
forty different systems struggling with radium and uranium levels above federal and 
state guidelines. Many private, not-for-profit water associations are looking at joining 
with other groups to finance a solution. There is increasing support for a $300 million 
dollar conduit carrying Pueblo reservoir water into the Lower Arkansas Valley and 
connecting to Lamar. Reservoir water would be mixed with well water to bring it into 
compliance with federal drinking water standards. Operators say the conduit is their 
most economical solution for providing safe drinking water to the members they serve. 
Source: http://www.koaa.com/aaaa_top_stories/x831215715/Radium-in-drinking-water 

22. May 20, WSHM 3 Springfield – (Massachusetts) Major water main break on I-91. A 
major water main caused a nightmare on I-91 in Springfield on May 20. A construction 
site on Interstate 91 at Exit 3 was flooded in a matter of seconds after workers struck a 
36-inch water main. The pipe brings water from [the] reservoir to Springfield, 
Longmeadow, and East Longmeadow. Luckily there is more than one pipe delivering 
water to those three communities. A spokeswoman from the Springfield Water and 
Sewer Commission says the concrete pipe was damaged by workers installing fiber 
optic cables. Exactly who is at fault remains under investigation. Mass Highway is 
looking into whether the water main was properly marked. That responsibility lies with 
the Water and Sewer Commission, so officials there are launching their own 
investigation.  
Source: http://www.cbs3springfield.com/news/local/45531377.html 

23. May 19, Chattanooga Times Free Press – (Tennessee) Emory River at ‘tipping point.’ 
An independent report on water, sediment and fish samples collected after the December 
22 Kingston Fossil Plant ash spill in Tennessee shows high toxin levels and a fish 
population at the toxic “tipping point” of losing reproductive ability. The report 
estimates the ash sludge contains 3,380 tons of the 10 most toxic elements in fly ash. 
“Overall, these test results indicate much more severe impacts to water, sediment and 
fish than has been previously reported by TVA [Tennessee Valley Authority], which 
tells us they haven’t been sampling in the right places,” said a spokesperson of 
Appalachian Voices. Scientists with Appalachian State University, Wake Forest 
University, the Tennessee Aquarium, and Appalachian Voices released the study May 
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18 online and in a telephone conference call. Study findings in the river water at the spill 
site: Arsenic — 260 times the drinking water standard, barium — 3.65 times the 
drinking water standard, cadmium — 3 times the drinking water standard, lead — 16 
times the drinking water standard, selenium — 1.9 times the Tennessee acute aquatic 
life criteria and 7.6 times the Tennessee chronic aquatic life criteria.   
Source: http://timesfreepress.com/news/2009/may/19/emory-river-tipping-point/?local 

 
[Return to top] 

Public Health and Healthcare Sector 
 

24. May 21, San Francisco Chronicle – (California) 2 Bay Area hospitals fined by state. 
The California Department of Public Health on May 20 issued 14 $25,000 fines for 
violations at 13 hospitals statewide including two in the Bay Area — UCSF Medical 
Center and John Muir Medical Center in Concord. UCSF was fined for failing to have 
proper safeguards in place for administering high-risk medications, a violation that 
resulted in a patient’s death. The patient died March 31, 2008, after receiving an 
accidental overdose of an infused heart medication, according to state documents. John 
Muir’s violation involved staff failing to follow the hospital’s policies for properly 
restraining patients during radiological exams to prevent falls. In October 2008, a cancer 
patient fell in an X-ray exam room and became permanently blind in one eye. Since 
2007, when a new law gave the state the authority to issue administrative penalties, the 
Department of Public Health has fined 59 hospitals for 89 violations, resulting in total 
fines of more than $2 million. While the fines announced on May 20 all occurred last 
year, fines for incidents this year will double to $50,000. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2009/05/20/BAH617O0S4.DTL&type=health  

 
25. May 21, Reuters – (International) H1N1 virus spreads in Asia, protection wobbly. 

The spread of the new H1N1 virus in Asia showed no signs of slowing on May 21 as 
new infections were confirmed in the capital cities of Tokyo and Beijing, while Japan 
reported a spike in its total number of cases. In the United States, health authorities 
reported the country’s ninth death from the virus, that of a 13-year-old boy in Arizona 
who was “medically compromised.” Most of the deaths from this essentially swine flu 
virus have been in Mexico, occurring mostly in people with underlying medical 
problems such as obesity and diabetes. But while it has killed nobody so far in Asia, its 
grip appeared to tighten on a region that has battled the H5N1 bird flu virus and SARS 
over the past 10 years. Japan reported 272 confirmed infections by midday on May 21, 
including a 16-year-old female high school student in Tokyo, who had recently returned 
from New York. About 4,500 schools, mostly in the western prefectures of Osaka and 
Hyogo about 250 miles from Tokyo, have closed their doors until the end of the week. 
The local government in neighboring Shiga prefecture, which also confirmed its first 
case on May 20, was also urging its schools to follow suit. 
Source: 
http://www.reuters.com/article/worldNews/idUSTRE54K1AO20090521?sp=true 

 
26. May 18, Global Security Newswire – (National) Biodefense labs provoke fears. 
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Biodefense laboratories being built in Boston and other U.S. cities are a cause for worry 
among nearby residents, the Los Angeles Times reported May 17. Residents in one 
Boston neighborhood have been vocal in their opposition to the $198 million National 
Emerging Infectious Diseases Laboratories at Boston University, which houses a “high-
containment” facility that would work with lethal disease materials. The number of U.S. 
high-containment” laboratories — those that handle disease agents that cannot be 
countered by existing vaccines or treatments — has risen from five to 15 since 2001. As 
many as 630 high-security sites might also be working with anthrax or other materials 
that could be used in acts of bioterrorism, the Congressional Research Service said in 
March. Concerns have been raised about a number of sites. The federal government 
levied a $1 million fine against Texas A&M University, which did not notify authorities 
that researchers had been exposed to — and in one case, infected by — infectious 
agents. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20090518_3524.php  

 
[Return to top] 

Government Facilities Sector 
 
27. May 21, Computerworld – (National) Missing drive had no Clinton Administration 

records. No original records from the Presidential Administration that was in office 
from 1992 until 2000 were stored on an external hard drive missing at the U.S. National 
Archives and Recording Administration (NARA), the agency said Thursday afternoon. 
The NARA has offered a $50,000 reward for information leading to the recovery of the 
hard drive. The Archives has all of the original tapes and a backup hard drive containing 
the same information on the missing drive, meaning no data has been permanently lost. 
The agency on Tuesday disclosed that an external hard drive believed to contain nearly 
1TB of data from the former Presidential Administration — some of it sensitive 
information — had gone missing. The data on the missing drive included more than 
100,000, Social Security numbers and home addresses of numerous people who visited 
or worked at the White House. Included in the list is one of a former Vice President’s 
three daughters. Also on the drive were details about the security procedures used by the 
U.S. Secret Service at the White House, event logs, social gathering logs, and political 
records. 
Source: http://www.pcworld.com/article/165296/missing_hard_drive.html?tk=rss_news  

 
28. May 21, Reading Eagle – (Pennsylvania) Student facing juvenile charge in bomb 

hoax at Berks Career & Technology Center. A 17-year-old student at the Berks 
Career & Technology Center will be charged as a juvenile for scrawling a bomb threat 
on the wall of a lavatory in the Oley Township school, police said Wednesday. The 
threat last Thursday forced authorities to evacuate the school. Through a cooperative 
investigation with officials from the school, Oley police identified the student who 
wrote the message, which was discovered in a boy’s lavatory about 8:30 a.m., 
investigators said. The student remained free pending further action by Berks County 
juvenile probation authorities. Police and school authorities searched the building but 
found nothing suspicious. Students were allowed to return about an hour later. Police 
did not release information about the hoax until Wednesday. 
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Source: http://www.readingeagle.com/article.aspx?id=139636 
 

29. May 20, Associated Press – (Iowa) 2 Story County buildings emptied after bomb 
threat. Two Story County, Iowa, buildings have reopened after being evacuated because 
of a bomb threat. Officials with the Story County sheriff’s office say a man called about 
8:20 a.m. Wednesday and said two bombs had been placed at the courthouse in Nevada 
and would blow up in 20 minutes. The justice center and the county administration 
building were both evacuated. Nothing was found and the buildings reopened by 10 a.m. 
Source: http://www.chicagotribune.com/news/chi-ap-ia-
courthousebombthr,0,5939947.story 
 

For more stories, see items 39 and 43 
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Emergency Services Sector 
 

30. May 21, Tribeca Tribune – (New York) PATH station is stage for rehearsing 
response to terror. More than 800 emergency responders from an array of city and state 
agencies swarmed the World Trade Center PATH Station on Sunday morning, May 17, 
for a simulated terrorism response just yards away from the site of the real 9/11 attack. 
At precisely 8:01 a.m., the mock bulletin came in. A bomb had detonated on a New 
Jersey-bound PATH train, now halted in a tunnel 1,200 feet from the station. In waves, 
the first responders — from EMS personnel carrying stretchers to helmeted police 
officers with assault rifles — flooded to the scene. In the station lobby, senior officers 
set up command centers. They planned their strategy using the Citywide Incident 
Management System (SIMS) crafted in response to the September 11 attacks. At one 
point, the radio system was shut down and turned back on again to simulate a 
communication disruption, forcing responders to work together to reestablish contact. 
The operation focused on communication between the knot of different agencies and 
featured the use of a video feed system that streamed live footage of the rescue operation 
inside the tunnel to a designated command center at 7 World Trade Center and to the 
mayor’s office. In addition to the video feed, six more layers of communication channels 
make sure responders can stay in touch. The drill also included the use of new aluminum 
rail carts developed in response to the July 2005 London bombings to extract passengers 
trapped in train tunnels. The lightweight carts fit onto the rails, enabling firefighters to 
slide disabled passengers out to safety. 
Source: http://www.tribecatrib.com/news/2009/may/221_dress-rehearsal-for-terror.html  

 
31. May 19, Dallas Morning News – (Texas) Dallas’ emergency dispatch computers are 

latest virus victim. On May 17, a computer virus was discovered in the city of Dallas’ 
emergency dispatch system, forcing it to shut down for several hours. The head of the 
city’s communications and information services department on May 18 declined to 
name the specific virus that infected the system, citing security concerns.  
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/localnews/crime/stories/DN-
confickerq&a_19met.ART.State.Edition1.4c64d49.html  
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Information Technology 
 

32. May 21, IT Pro – (International) Tvviter – Beware of fake Twitter phishing Web site. 
Security vendors have warned about a fake phishing website targeting users of Twitter, 
designed to convince users to type in their personal details and directing users to ‘Adult 
Dating Services’ by adding followers to the compromised accounts. According to a 
member of Trend Micro, anyone fooled into giving away their account credentials will 
find at least six new followers appearing on their account. Links to these profiles will be 
to redirect users to adult dating site, which would make the scammers money through a 
pay-per-click affiliate scheme. It is not the first security issue highlighted on Twitter this 
week, a talk show host managed to accidently post his email address to 260,000 
followers. A security researcher said that his accidental tweet is never really deleted, and 
that he managed to find the email address in a matter of seconds. The researcher asked 
why Twitter does not ‘really’ delete messages when asked to, and said it was a serious 
security problem that searching could find messages a user thought were no longer 
accessible. 
Source: http://www.itpro.co.uk/blogs/asavinw/2009/05/21/tvviter-beware-of-fake-
twitter-phishing-website/  

 
33. May 20, IDG News Service – (International) Conficker still infecting 50,000 PCs per 

day. The Conficker worm is still infecting systems at a brisk rate and continues to snag 
computers in Fortune 1000 companies, according to security researchers. The worm is 
infecting about 50,000 new PCs each day, according to researchers at Symantec, who 
reported on May 20 that the U.S., Brazil and India have been hit the hardest. “Much of 
the media hype seems to have died down around Conficker/Downadup, but it is still out 
there spreading far and wide,” Symantec said in a blog post. Conficker began spreading 
late last year, taking advantage of a recently patched flaw in Microsoft’s Windows 
operating system to infect entire networks and also using removable storage devices to 
hop from PC to PC. Security experts say it has now infected millions of computers 
worldwide, which now comprise the world’s biggest botnet network. “We can see that 
companies that spend literally millions of dollars on equipment and gear to prevent 
infections…these Fortune companies have had this infection and it has stayed in their 
networks for a long period of time,” said the CEO of Support Intelligence and a member 
of the Conficker Working Group. “It is really hard and really expensive, and if the 
Fortune companies cannot stop it, how can you expect small businesses to do it?” The 
Working Group has set up so-called sinkhole servers that can communicate with 
infected machines. It has spotted infections within many Fortune 1000 companies, the 
CEO said. “Everybody got hit,” he said. “Even Microsoft still has infections.” 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleI
d=9133363   

 
34. May 20, IDG News Service – (International) Adobe snaps to attention over security 

vulnerabilities. Adobe Systems, whose applications have been hit hard by hackers, is 
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combing through legacy code for bugs in its products and plans a regular quarterly patch 
release, according to a top security official. The move comes after Adobe noticed 
“significant changes in the threat landscape,” said the director for product security and 
privacy at the company, on May 20. Adobe plans to issue patches every three months on 
the second Tuesday of the month, the same day that Microsoft releases its patches, the 
director said. Releasing patches in tandem with Microsoft is easier for administrators, 
who can test the fixes from both companies at the same time before updating desktop PC 
images. Adobe’s Reader and Acrobat software are used for creating and reading PDFs 
(Portable Document Format) files, which is the widely used format for saving Web 
pages, creating forms and for other uses. The programs also use JavaScript, a 
programming language which if not implemented correctly can allow hackers to create 
PDFs that trigger, for example, a memory corruption problem that can allow for 
complete control of a computer and all of its data. 
Source: 
http://www.pcworld.com/businesscenter/article/165265/adobe_snaps_to_attention_over
_security_vulnerabilities.html  

35. May 20, IDG News Service – (International) Angered by Apple delay, hacker posts 
Mac Java attack code. In an effort to draw attention to a long-standing security 
problem in Apple’s Mac OS X operating system, a security researcher has posted attack 
code that exploits the flaw. The software, which could be used by hackers to run an 
unauthorized system on a Mac, was posted on May 19 by a security researcher in San 
Francisco. It exploits a bug in the Java software that ships with Mac OS X. This bug was 
fixed by Java’s creator, Sun Microsystems, on December 3, but Apple has still not 
included the fix in its software updates. “Unfortunately, it seems that many Mac OS X 
security issues are ignored if the severity of the issue is not adequately demonstrated,” 
the researcher wrote in a blog posting describing the issue. “Due to the fact that an 
exploit for this issue is available in the wild, and the vulnerability has been public 
knowledge for six months, I have decided to release my own proof of concept.” The 
researcher’s proof of concept code runs Mac’s Say software to make the computer say “I 
am executing an innocuous user process,” but it could be adapted by criminals to run 
malicious programs on the computer. Security vendor SecureMac advises Mac users to 
disable Java in their Web browser until Apple fixes the issue. “This vulnerability could 
be exploited to perform ‘drive-by-downloads’ commonly used as a means to infect 
computers with spyware, or any arbitrary command with the permissions of the 
executing user,” the company said in a note on its Web site. “All a user has to do is visit 
a web page hosting a malicious Java applet to be exploited.” 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=knowledge_center&articleId=9133350&taxonomyId=1&intsrc=kc_top  

36. May 20, Government Computer News – (International) A new strategy for applying 
Oracle patches. Every four months, Oracle releases a batch of patches that fix the most 
recent vulnerabilities in all of its products. And with each release, the company urges 
that each and every one of these patches be applied immediately. However, a security 
firm that specializes in Oracle products is taking exception to this prescription. “Oracle’s 
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mentality is to apply them all right now. We do not think that is realistic in most 
organizations,” said a chief technology officer for the e-business security consulting 
firm Integrigy. The chief technology officer gave a presentation on the Oracle quarterly 
patches at the Independent Oracle Users Group Collaborate conference held earlier this 
month in Orlando, Florida. If an organization does not have the resources to apply all the 
patches post-haste, it should apply the Oracle database patches first, the chief 
technology officer advised. An unpatched public-facing database can be the largest 
vulnerability for an organization. After the database patches are applied, only then 
should an organization go through the application patches to see which ones are critical 
to their operations and apply those as time permits. Finally, the remainder of the 
application patches should be rolled into the next update to the technology stack. This 
eliminates the time-consuming process of regression and functional testing, which is 
usually done during stack upgrades anyway, the chief technology officer said. 
Source: http://gcn.com/articles/2009/05/20/oracle-patch-strategy.aspx  

 
37. May 19, eWeek – (International) Hackers circle Microsoft server software flaw. 

Exploit code for a vulnerability in Microsoft’s Internet Information Services software is 
circulating around the Web, leaving organizations in search for ways to keep hackers at 
bay. According to US-CERT, attacks leveraging the vulnerability are already under way, 
though Microsoft said in an advisory it was unaware of any exploits. Still, US-CERT 
urged users waiting for a patch to consider disabling WebDAV. For administrators 
unable to do so, US-CERT recommends reconfiguring the software to block attacks. 
“Administrators who are unable to disable WebDAV may be able to mitigate some risk 
by configuring their IDS to refuse external HTTP requests containing ‘Translate: f’ 
headers,” according to the US-CERT advisory. The problem lies in the way the 
WebDAV extension for IIS handles HTTP requests. Armed with a specially crafted 
HTTP request to a Website that requires authentication, a hacker can exploit the 
vulnerability to win unauthorized access to protected resources. “The vulnerability 
occurs because the WebDAV extension does not properly decode the requested URL,” 
according to Microsoft. “This causes WebDAV to apply an incorrect configuration 
when handling the request. If the applied configuration allows anonymous access, a 
malicious request can bypass authentication.”  
Source: http://www.eweek.com/c/a/Security/Mitigations-for-Microsoft-Server-Software-
Vulnerability-as-Hackers-Circle-541660/  

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us-cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

Website:  https:/
 

/www.it-isac.org/. 
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38. May 20, Omaha World-Herald – (Iowa; Nebraska) Google turns on Bluffs data center. 
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About 650 people gathered Tuesday at the construction site of Google’s new $600-
million data center in Council Bluffs, Iowa to celebrate the center going online. The data 
center houses computers that will run some of Google’s services, such as the search 
engine, Gmail, and Google Maps. Google is one of several information-technology 
companies that have chosen to locate operations in the metro area. Yahoo plans to open 
a data center in La Vista, Nebraska and a customer care center in west Omaha. The 
Council Bluffs mayor said the city has invested in economic infrastructure, such as its 
fiber-optic network and power plant. Google’s California-based director of hardware 
operations said those investments were crucial to making Council Bluffs one of a 
handful of locations around the world with the capacity to support a data center of this 
caliber. The mayor said the availability of land — Google has purchased an additional 
180 acres to the west and 1,000 acres to the south of the current site — could allow for 
further significant investments. The governor of Iowa said the opening of the center 
brought Iowa closer to his goal of making the state the “Silicon Valley of the Midwest.” 
He said that Microsoft plans to build a $500 million data center in West Des Moines, 
and IBM plans a new service center with up to 1,300 jobs in Dubuque. The governor 
said he wants Iowa to become a national leader in the IT industry.  
Source: http://www.omaha.com/index.php?u_page=1208&u_sid=10637779 
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Commercial Facilities Sector 
 

39. May 21, Reuters – (New York) Suspects in NY synagogue plot remanded in jail. 
Three of four Muslim men suspected of a plot to blow up two New York synagogues 
and shoot down military planes were ordered to remain in jail on Thursday in what 
police have called homegrown terrorism. The case has shaken a wealthy neighborhood 
of New York City’s Bronx borough where police said the men, who had been watched 
for nearly a year in a sting operation, planted what they thought were bombs in cars 
parked outside each synagogue. The suspects then intended to shoot down planes with 
guided surface-to-air missiles but the explosives and the missiles, which had been sold 
to the accused plotters by an FBI informant, were deactivated, police said. Police said 
the suspects had criminal records and may have converted to a radical version of Islam 
while in prison. They had no known links to al Qaeda, police said. The FBI and New 
York police arrested the men on Wednesday night after they planted 37 pounds of inert 
C-4 explosives in each of two cars parked outside each synagogue. From there they had 
planned to travel about 60 miles upstate to an Air National Guard base at Stewart airport 
in their hometown of Newburgh to shoot down planes with the deactivated stinger 
missile.  
Source: http://www.reuters.com/article/newsOne/idUSTRE54K0K620090521 

 
40. May 21, Dallas Morning News – (Texas) Man’s bomb threat lands him in jail. A man 

arrested after he threatened to blow up his far northeast Dallas apartment had electrical 
circuits and wires known to be used for explosive devices, according to police 
documents. Dallas police made the discovery when they arrested the man shortly after 
11 p.m. on May 19, following a four-hour standoff at the Forest Hill Apartments. Police 
have said they did not find an actual explosive device in the apartment. The man was 
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being held on a hoax bomb charge at the Dallas County Jail, where his bail was set at 
$1,500. The events that led to the standoff began when Dallas County constables went to 
the man’s apartment to evict him, according to police documents. The man was not 
home, and the constables told the property manager they would return the next day. The 
man threatened the property manager after she told him the constables had been there to 
evict him, the documents said. Police also evacuated apartments in the area and shut 
down Forest Lane in both directions. The man — who appears to have no prior criminal 
convictions — was arrested within minutes. Police searching the apartment found two 
kits of electrical circuits that are known to be used for improvised explosive devices, the 
documents said. Bomb detectives said the wires found at the scene are “typically used to 
make and arm bombs with.”  
Source: http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/DN-
bombscare_21met.ART.Central.Edition1.17cd.html 
 

41. May 20, Anchorage Daily News – (Alaska) The Dome functioning normally after 
partial deflation. A day after a blown fuse caused the partial deflation of The Dome on 
May 19 in Anchorage, school children were playing inside the inflatable sports facility 
and managers were attempting to learn why a backup system did not automatically kick 
in. The backup system worked after the incident, but a staff member had to manually 
flip a switch to make the change — a simple task that the chief executive officer said 
was taken care of within minutes after the main system failed. The 87 1/2-foot dome 
sagged about 20 feet before the backup system kicked in. According to the CEO, once 
the fuse was replaced, the main air-handling unit worked fine. The Dome was sparsely 
populated when the incident happened — one runner and staff members were inside, the 
CEO said. She also added that during a power outage in January, the automatic backup 
system worked fine. 
Source: http://www.adn.com/sports/story/803043.html 
 

42. May 19, Examiner – (California) Apartment building damaged in 4.1 quake. Seven 
apartments were evacuated and firefighters and building inspectors were on the scene 
the night of May 19, after a 4.1-magnitude earthquake shifted the roof and walls of a 
Long Beach apartment building. The quake, centered near Hawthorne, was smaller than 
the 4.7-magnitude quake a few days before just south of LAX, but it seemed to cause 
more damage, shattering more windows in Long Beach, knocking goods off store 
shelves, and causing the roof of the Long Beach apartment building to shift drastically. 
Video of the scene from Fox 11 showed second-floor metal supports sharply bent under 
a section of the roof. Apartments directly under that section were evacuated, and 
inspectors were considering whether the rest of the building was safe. 
Source: http://www.examiner.com/x-7104-LA-Headlines-Examiner~y2009m5d19-
Apartment-building-damaged-in-41-quake 
See item 17 
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43. May 20, Associated Press – (Indiana) Firefighters battle blaze at historic courthouse 
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in Ohio river city of Madison, Ind. Flames and smoke Wednesday evening engulfed 
the 154-year-old Jefferson County, Indiana, Courthouse, which crews had been working 
to renovate in preparation for Madison’s bicentennial next month. The dome and the 
courthouse’s central tower appeared to be severely damaged in video shown on 
television. Fire crews from across southern Indiana and northern Kentucky were called 
to the scenic Ohio River city to battle the blaze. Smoke billowed hundreds of feet into 
the air and flames shot out the top of the building. Video on Louisville, Kentucky, 
television station WHAS showed shackled inmates evacuated from the adjacent jail and 
loaded onto waiting school buses. Firefighters declared the fire under tentative control 
about 9 p.m., a Madison police dispatcher said. A Jefferson County prosecutor said 
crews had just finished painting the dome in preparation for Madison’s bicentennial, 
June 6-14. The Madison fire chief said the courthouse had been worked on earlier in the 
day. 
Source: http://www.latimes.com/news/nationworld/nation/wire/sns-ap-us-courthouse-
fire,1,647768.story 

  
44. May 20, Associated Press – (California) Former federal firefighter held in Calif. 

arsons. A former U.S. Forest Service seasonal firefighter has been ordered to stand trial 
on charges that he started three fires in Tuolumne County, California. The suspect is 
accused of setting the blazes within a few hours of each other September 6 in the 
Stanislaus National Forest. He had resigned from the Forest Service for medical reasons 
two months before the fires started. The Tuolumne County Superior Court judge ruled 
Tuesday that there is enough evidence to try the 26-year old suspect on three counts of 
arson. He was arrested on the charges in April. Besides the criminal charges, he could be 
required to pay for the cost of fighting the fires. He is free on bail awaiting a June 1 
court appearance. 
Source: http://www.mercurynews.com/news/ci_12414768?nclick_check=1&forced=true 
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Dams Sector 
 

45. May 20, KSFY 13 Sioux Falls – (South Dakota) Terrorism drill at Lake Oahe. A 
simulated explosion at the Lake Oahe Dam in Pierre, South Dakota drew emergency 
personnel from across the state. Responders were on land, in the air, and on the water to 
figure out what caused the explosion at the Oahe Dam. A staff sergeant who was a first 
responder in the drill said, ”Upon arrival there were a few hiccups. So many agencies. 
It’s hard to get communication started.” A suspicious bookbag and a strange substance 
near the doorway offer clues to investigators on the ground. On the water Game, Fish, 
and Parks would make sure nothing got within 400 yards of the dam. A wildlife 
conservation officer said the drill is helpful. “Some of our intel has shown us that the 
Pierre Dam is most likely to be hit if there were an attack in South Dakota just because 
of the population below the dam. But we do take it for granted that we live in safe South 
Dakota and nothing is going to happen.” 
Source: http://www.ksfy.com/news/local/45533012.html 
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